
New Foundations for Separation Logic
Hiep, H.A.

Citation
Hiep, H. A. (2024, May 23). New Foundations for Separation Logic. IPA
Dissertation Series. Retrieved from https://hdl.handle.net/1887/3754463
 
Version: Publisher's Version

License:
Licence agreement concerning inclusion of doctoral
thesis in the Institutional Repository of the University
of Leiden

Downloaded from: https://hdl.handle.net/1887/3754463
 
Note: To cite this publication please use the final published version (if
applicable).

https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/3754463


New Foundations for Separation Logic

H.A. Hiep

May 23, 2024



© 2024 Hans-Dieter A. Hiep

ISBN 978-90-831826-1-2 (paperback)
ISBN 978-90-831826-2-9 (e-book, PDF without DRM)
ISBN 978-90-831826-3-6 (digital artifact)
NUR 123 Exacte vakken en informatica (hoger onderwijs)
Engelstalig

Alle rechten voorbehouden.
Alle intellectuele eigendomsrechten, zoals auteurs- en databank-rechten, ten aanzien
van deze uitgave worden uitdrukkelijk voorbehouden.
Behoudens de in of krachtens de Auteurswet gestelde uitzonderingen, mag niets uit
deze uitgave worden verveelvoudigd, opgeslagen in een geautomatiseerd gegevens-
bestand of openbaar gemaakt in enige vorm of op enige wijze, hetzij elektronisch,
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Abstract

This thesis presents new foundations for separation logic, an important field within
the formal sciences such as theoretical computer science. Around the turn of
the millennium, separation logic was introduced by J.C. Reynolds with the goal
to make reasoning, about the correctness of computer programs that work with
so-called ‘pointers’, more efficient than earlier formal methods. Reynolds’ method
and the other earlier methods are both extensions of the proof system introduced
by C.A.R. Hoare for reasoning about the correctness of simple while-programs.
The essence of Reynolds’ initial work, which was researched and put into practical
use by many other scientists, consists of two extensions of the work initiated by
Hoare: the first extension adds to first-order predicate logic two new propositional
connectives (the so-called separating conjunction and separating implication); the
second extension adds to Hoare’s program logic new proof rules for reasoning about
(the primitive operations of) pointer programs. These primitive operations are used
for reading memory (‘lookup’), writing memory (‘mutation’), reserving memory
(‘allocation’), or freeing memory (‘deallocation’).

The new foundations are presented in two parts. The following paragraphs
summarize the contents of these two parts. The first part contains a model-theoretic
and proof-theoretic exploration of the classical interpretation of separation logic,
the logic used in Reynolds’ assertion language. This first part proves a result
for separation logic, that is as fundamental as the corresponding result by Gödel
in first-order logic—the completeness theorem. The second part contains a new
interpretation of Reynolds’ program logic, and introduces—for the first time—so-
called dynamic separation logic. Dynamic separation logic is an extension of
dynamic logic by D. Harel. Using dynamic separation logic, an alternative weakest
precondition axiomatization and strongest postcondition axiomatization is given.
These alternative axiomatizations, in contrast to earlier axiomatizations of Reynolds’
program logic, do have the property of gracefulness: the earlier axiomatizations
of Reynolds’ program logic are not graceful, because they unnecessarily increase
the complexity in the use of separating connectives when generating weakest
preconditions or strongest postconditions.
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Chapter 2 of the first part demonstrates the inadequacy of the standard in-
terpretation of separation logic, because it lacks compactness. This chapter also
introduces a new interpretation, called the full interpretation of separation logic,
that is based on the possibility of evaluating formulas also with respect to infinite
heaps. However, also this full interpretation is inadequate. We continue with a
search for necessary and sufficient conditions for embedding the standard interpre-
tation into the full interpretation, and we introduce so-called relational separation
logic with the goal to compare separation logic with second-order predicate logic.
It is an interesting fact that the full interpretation of separation logic lies close
to the standard interpretation of second-order logic: expressivity of a so-called
binding operator is sufficient for showing that these two logics coincide.

Chapter 3 of the first part introduces a proof theory with a corresponding
new interpretation of separation logic that is based on first-order definable heaps.
This new interpretation allows us to show that the resulting proof system is in
fact adequate. The proof system is presented as a sequent calculus, but also a
second proof system is introduced in the natural deduction style. The sequent
calculus is sound and complete with respect to first-order definable heaps. The
natural deduction calculus is sound and complete with respect to structures that
satisfy a semantic comprehension condition. The second proof system works with
more general formulas than what is allowed in separation logic, by introducing a
connective that is closely related to the binding operator of the previous chapter.

Chapter 4 of the second part comprises: general interpretations of separation
logic, and a class of structures based on so-called memory models. The latter
class is used in the proof of soundness and relative completeness of Reynolds’
program logic. We arrive at dynamic separation logic by introducing a program
modality in the assertion language. We research an alternative weakest precondition
axiomatization and strongest postcondition axiomatization for classical separation
logic. This work directly leads us to solving an open problem, where it is the
question whether the global axioms can be inferred from the local axioms and the
frame rule of Reynolds’ program logic but without additionally using the separating
implication connective. Our method is robust, since it can also be applied to obtain
a weakest precondition axiomatization and strongest postcondition axiomatization
for intuitionistic separation logic (this result is not yet published).

The thesis also includes an extensive appendix with background material,
concerning higher-order predicate logic and Hoare’s program logic, that is needed
to understand and appreciate the above novel results. The appendix also describes
an accompanying Coq formalization of the soundness and completeness of the
alternative axiomatizations of Reynolds’ program logic, that aims to increase the
trust one may place in the validity of the results.



Preface

This thesis is the result of my promotion trajectory, that ran from 1 November 2018
until 31 October 2023 (5 years), executed at two institutes: Centrum Wiskunde &
Informatica (CWI) in Amsterdam from 1 November 2018 until 31 October 2020
(2 years); and Leiden Institute of Advanced Computer Science (LIACS) in Leiden
from 1 November 2020 until 31 October 2023 (3 years). At the CWI, I was part of
the Formal Methods group (FM), and at LIACS, I was part of the theory group.
The CWI provided me with office space for the entire duration of the trajectory.
The promotion was initiated by Frank de Boer (promotor) and Stijn de Gouw
(co-promotor), with the initial goal of verifying standard libraries of the Java
programming language using the KeY system.

The first years were quite productive and this would not be possible without
Frank giving me a lot of freedom to explore, to develop independently, and to take
initiative. We often had productive meetings, and structured our collaboration by
means of writing papers together. I also collaborated with Stijn’s master student,
Olaf Maathuis, while we were both learning how to use the KeY system to verify
Java’s LinkedList class. Jinting Bian joined our group at CWI, and I helped her
with learning how to use KeY so we could collaborate on Java library verification.

In these initial years I also submitted grant proposals, and collaborated with
Benjamin Lion, Kasper Dokter, Roy Overbeek, and Farhad Arbab. Some of
the grant proposals were accepted: a new project with the code name Reowolf
started that was later extended in a project named Reowolf 2.0. As part of these
projects we were able to hire scientific programmers, Christopher Esterhuyse and
Max Henger, with whom I collaborated on completing the deliverables of the
projects. Christopher convinced me to use the Rust programming language for
the project, which I had not used before. This allowed me to gain more practical
experience with programming under a linear typing discipline. Max has taught me
to take the concerns of efficiency and scalability more seriously than I did before.

From the start, I was involved in teaching in the Program Correctness course
at Leiden University. In this course we explain Hoare’s logic to bachelor students,
both for simple while-programs and programs with recursive procedures, and we
practice with a simplified version of the KeY system. Later on, teaching both
the Program Correctness and Concepts of Programming Languages courses also
became my responsibility. For the latter course, I redeveloped the course material
and recorded an on-line lecture video series.
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After years of progress in this initial direction and several semesters of involve-
ment in teaching, Frank invited me to collaborate on an article, submitted to the
Association for Computing Machinery (ACM) journal Transactions on Program-
ming Languages and Systems (TOPLAS), on the completeness and complexity of
a Hoare-like logic for reasoning about call-by-value procedures. For that article,
I contributed the Coq formalization proving several tricky supporting lemmas
and came up with the idea of applying techniques from proof theory to do proof
normalization in Hoare’s logic to prove the complexity result that correct programs
have linear proofs. On my own initiative, I presented the basis of this work at the
PhD Day organized by the VvL (the Dutch Association for Logic and Philosophy
of the Exact Sciences) on July 1st, 2022.

Afterwards, I wanted to change the direction of my own research towards the
investigation of the foundations of separation logic (while continuing collaboration
with Jinting Bian on verifying Java libraries, continuing work on the Reowolf
project, and continuing teaching Concepts of Programming Languages and Program
Correctness). There were several reasons for considering this change of direction:
firstly, we received numerous anonymous reviews in response to our earlier articles
about Java program verification that mentioned separation logic as related work.
Secondly, on several occasions Frank indicated he was a contrarian in this subfield,
of separation logic, so I was inclined to become a meta-contrarian1. Lastly, I had
many interesting discussions about separation logic during the PhD Day organized
by the VvL. Although at that time I had only superficial knowledge, I started to
wonder: what the hell is separation logic, really? Already, I had done several years
of work of a practical nature, in actual Java program verification, and in the mean
time I had learned more about higher-order logic, set theory, model theory, proof
theory, and foundational issues in mathematics. Now I wanted to do more work of
a theoretical nature in mathematical logic, and continue my work on formalizing
Hoare’s logic.

So I convinced Frank that it was a good idea to investigate separation logic.
Our approach would be from a foundational point of view, and my goal was to
understand what were the issues in separation logic that Frank refrained from
articulating in the past twenty years or so. What emerged was a symbiotic
relationship between me and my promotor: I gladly took Frank as a confident
oracle, and saw myself as a skeptical verifier. In this period we worked together
intensively, often spending many hours a day discussing next to a whiteboard. Also
I used the Coq proof assistant to meticulously check my work. But at other times,
the roles reversed, and I saw myself as the oracle while Frank was verifying my
‘nonsense’, critically and skeptically questioning my position until we obtained
something reasonable. The benefit of our symbiosis was that we discovered many
of our own mistakes, that we were able to repair ourselves. As such, I was deeply
involved in the discovery, the refinement, the verification, and the presentation of
the subject matter that is presented in this thesis. Frank and I collaborated on a

1Thanks to Benjamin for explaining to me why I am an ‘intellectual hipster’: whereas Frank
is a contrarian (i.e. opposing separation logic), I took an opposite position in Frank’s contrariness
(thus opposing Frank’s opposition, in defense of separation logic).
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paper until no longer there would be any ground to oppose each other, and then
we involved my first co-promotor, Stijn, to check the intermediate paper—whether
what we did made sense. Finally, after this thesis was written, also my second
co-promotor, Alfons Laarman, was involved to check whether the thesis as a whole
made sense. I found this way of working to be very productive.

<rant> Whereas the collaboration between me and my promotor and co-pro-
motors was very productive, I found that there was also a source of counter-
productivity: the anonymous reviewers of our articles about separation logic. As
mentioned earlier, we had structured our collaboration by means of writing articles
that were submitted for presentation at several conferences. However, that last
part, submission to conferences and subjecting our articles to objective anonymous
reviewers, was severely frustrating our productivity. Contrary to the positive
symbiotic relation between me and my promotor, I had experienced the relation
between me and my anonymous reviewers as negative, even alienating. It felt I was
in a toxic burn pit that slowly burned me out. The epitome of toxicity was when a
reviewer was rejecting, insistingly, our article on the basis of a counter-example
to our result, that was also a counter-example to Gödel’s completeness theorem!
Communication with anonymous reviewers was very limited and the reviewers
did not respond to requests to discuss the matter further.</rant> In an attempt
to prevent any confusion about what the background material is, I spent several
months writing the appendix.

In the end, I am deeply indebted to Frank for his encouragement: to continue
to defend these new foundations for separation logic, and to regard less of negative
and discouraging comments by anonymous reviewers. I am also delighted by the
fact that Stijn and Alfons were always able to give useful and constructive feedback
on papers or this thesis. I am grateful to all the members of the PhD committee
for reading a preliminary version of this thesis and giving valuable feedback that
has lead to an improved and final version.
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