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Chapter 4
Accurate Score Prediction for Dual-Sieve

Attacks

This chapter is based on joint work with L. Ducas published in
the Journal of Cryptology [DP26], which combines published
work [DP23c] with new material [DP23b].

We propose a heuristic for the output of a lattice sieve that
seems weaker than the independent score heuristic. When
recovering part of the secret in the Dual-Sieve attack, we use
this heuristic to devise predictions for the score distribution
associated to candidates: for correct candidates with noise
drawn from any radial distribution, we predict scores using
a central limit heuristic; for incorrect candidates, we predict
scores by approximating the Voronoi cell by a ball.

In addition, we compare the predicted score distributions
to experimental data, and observe that these predictions are
qualitatively and quantitatively quite accurate. This allows
one to accurately estimate the number of false-positives and
false-negatives encountered in the Dual-Sieve attack, and it
opens the door to a sound analysis thereof. One can now, for
example, explore a way of mitigating the many false-positives.
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4.1 Introduction
The previous chapter has revealed that the independent score heuristic,
as used in the analysis of the Dual-Sieve attack [LW21, GJ21, MAT22],
leads to an incorrect prediction for the score distribution of both BDD
and uniform targets. In particular, the experiments in Section 3.6 suggest
that this heuristic overestimates the success probability of distinguish-
ing between a BDD target and a uniform target. Subsequently, by
parametrising a Dual-Sieve attack according to this flawed heuristic, the
attack will most likely fail.

For assessing the security of LWE-based cryptosystems, such as ML-
KEM and ML-DSA, it is required to know precisely what the concrete
cost is of running a state-of-the-art primal or dual attack. For this, we
will need a new, reliable model for the Dual-Sieve attack, which possibly
requires a newly devised heuristic.

In Section 3.5, the independent score heuristic contradicts in three
regimes with other lemmata or well-tested heuristics, and thus seems to
be the reason for the mispredictions in Section 3.6. These mispredictions
indicate that there may be some correlation between the inner products
⟨w, t⟩ (mod 1), while computing the score of a target t.

The situation may be resolved by identifying the ‘confounding variable’
that causes dependencies between these random variables. In this case,
the confounding variable seems to be the target t, or more precisely its
norm ∥t∥. For example, scaling the target by a factor α, multiplies all the
inner products by α. Instead, by fixing the confounding variable t, one
may more reasonably hope the inner products ⟨w, t⟩ (mod 1) become
independent again. Fixing the target t leads very naturally to studying
the score distribution of t, where we now consider the randomness of the
lattice and the set of short dual vectors.

4.1.1 Contributions
We propose new models for the score functions of BDD targets and uni-
form targets in Section 4.3. In Section 4.4, we then verify the predictions
given by these models in an experimental setting, and observe that the
predictions are quite accurate.
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Accurate score distribution models (Section 4.3)

First, we will model the set of short dual vectors obtained by lattice
sieving [BDGL16], using Heuristic 2.114 as being uniformly from some
ball. Such a model is more accurate compared to that of existing
literature, which approximates the distribution of lattice sieve vectors
by i.i.d. Gaussians [MAT22, Assumption 4.4]. Although our choice
somewhat complicates the Fourier analysis, it is still feasible thanks to
the well-known Bessel functions, which we introduce in Section 4.2.

For a fixed target t, we derive a novel analytic expression for the
expectation value and variance of the score distribution. Note that in
this case, each individual score has the same individual score distribution,
so we can resort to Heuristic 2.3—which seems reasonable as there are
exponentially many dual vectors—to reason that the sum of individual
scores is normally distributed.

While the case of a particular target is of limited interest in our
context of search-BDD, fortunately, we can easily extend the analysis to
any other radial distribution, such as Gaussian or uniform in a ball.

Although it is notoriously hard to determine the exact shape of
the Voronoi cell [Laa21], one can roughly approximate the Voronoi cell
by a ball of same volume. This then approximates the uniform target
distribution by a radial distribution, which allows us to predict the score
distribution for uniform targets using the above prediction.

Experimental validation (Section 4.4)

The overall approach remains heuristic, but the previously identified
issues have now been sidestepped, and we further confirm those score
distribution predictions with extensive experiments. All the predictions
that are made throughout this work have been extensively tested by large
experiments to verify whether the proposed heuristics are reasonable in
the context of solving decision-BDD.

Figures 4.1 and 4.2 show the predicted score distributions for BDD
targets drawn uniformly from a sphere or ball, and from a Gaussian, using
a lattice of dimension 90. In addition, the predicted score distribution
for uniform targets is shown in Figure 4.3. This figure contains data of
experiments in dimensions 40, 50, 60 and 70, each based on 248 samples.

Finally, Figure 4.4 shows the score distribution for uniform targets
when using a larger saturation radius inside lattice sieving. According to
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our prediction, the ‘waterfall-floor’ phenomenon can be observed with
fewer samples, compared to the default saturation radius of rsat =

√
4/3.

The experiments confirm this behaviour.

Open data

All the written code and the obtained data to generate the figures,
can be found in the GitHub repository https://github.com/ludopulles/
AccurateScorePredictionDualSieveAttacks. Experiments are written in
Python and use the G6K and FPyLLL libraries [ADH+19, FPL25], and
there is a binding to some C code to accelerate the FFT.

4.1.2 Related work
There are several related works [BW25, PS24, CDMT24], which are
concurrent works with [DP23b].

The work of Bashiri and Wiemers [BW25] proposes an analysis of the
variance of the score of the BDD target and the uniform targets. They
use a significantly different approach, and obtain predictions compatible
with the experimental data from Section 3.6.3. This does not directly
allow us to conclude on false-negative nor false-positive rates, as it does
not fully characterise the distribution.

The work of Pouly and Shen [PS24] proposes a provable variant of
the dual attack using discrete Gaussian sampling in place of sieving
vectors. Notably, their provable regime does not intersect the heuristic
contradictory regime in Section 3.5.3. In fact, and quite interestingly,
both regimes are separated by a constant factor of 2 on the length of the
BDD target.

The work of Carrier, Debris-Alazard, Meyer-Hilfiger and Tillich, while
mostly focusing on the case of statistical decoding for codes, also includes
a short section on the case of lattices [CDMT24, Sec. 8]. Here, they try
to predict, also using Bessel functions, the floor phenomenon for uniform
targets modulo the lattice. They use a somewhat comparable but not
identical reasoning and derivations as that of our Section 4.3.4.

4.2 Bessel function
The class of Bessel functions is defined as follows, and will be useful for
the expected score of errors from a ball later on. The following definition

122

https://github.com/ludopulles/AccurateScorePredictionDualSieveAttacks
https://github.com/ludopulles/AccurateScorePredictionDualSieveAttacks


4.2. Bessel function

4

is based on [Wat1922, §3.3 (4)], which considers the more general setting
where α and t may be complex.

Definition 4.1 (Bessel function). For any α > −1
2 , the Bessel function

(of the first kind) of order α is given by

Jα(t) = (t/2)α

√
π · Γ

(
α + 1

2

)
∫ 1

−1
eits
(
1− s2

)α− 1
2 ds,

for t > 0.

Observe that Jα(t) is real because I(−s) = I(s) where I(s) denotes
the integrand in the definition, cf. [AS64, 9.1.20].

It is well known that the Bessel function of some order α has an
infinite number of positive roots. Let us denote with jα,n, the nth positive
root of the Bessel function of order α.

Lemma 4.2 ([Wat1922, §15.81]). The first positive root of the Bessel
function of order α satisfies

jα,1 = α + 1.855757 . . . · α1/3 + O(α−1/3),

as α→∞, where 1.855757 . . . can be computed numerically up to arbi-
trary precision. In addition, we have Jα(x) > 0 for all 0 < x < jα,1.

For convenience later on, we define the following function.

Definition 4.3. The real-valued function ξ has domain R>−1/2×R>0 and
is given by

ξ(α, x) = Γ(α + 1)
(πx)α Jα(2πx) , (4.1)

for any (α, x) in its domain.

The image of the function x 7→ ξ(α, x) is contained in [−1, 1].

Remark 4.4. By using [AS64, 9.1.10], and the crude approximation
Γ(α + k + 1)/ Γ(α + 1) = (α + 1) · (α + 2) · · · · · (α + k) ≈ (α + 1)k, we
get the following approximation for small, positive x:

ξ(α, x) =
∞∑

k=0

(−π2x2)k

k!(α + 1)(α + 2) . . . (α + k)

≈
∞∑

k=0

(−π2x2)k

k!(α + 1)k
= e−

π2x2
α+1 .
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However, this approximation is not needed in computations, since ξ
can be computed easily in many programming languages.

Remark 4.5. In high dimensions, one may get some numerical errors
when computing ξ directly based on Equation (4.1). These issues are
circumvented by computing ξ using following identity

ξ(α, x) = 0F1
(

; α + 1; −π2x2
)

,

where 0F1 is the confluent hypergeometric function [AS64, 9.1.69]. For
example, in Python one can use the function hyp0f1 from the mpmath
package, which implements 0F1.

4.2.1 Relation to the Fourier transform
Bessel functions occur very naturally in the context of Fourier transforms,
in particular as the Fourier transform of the indicator function of a ball.

Lemma 4.6. The Fourier transform of f = 1rBn is given by

f̂(x) =
(

r

∥x∥

)n
2 · Jn/2(2πr∥x∥) = Voln(rBn) · ξ

(
n

2 , r∥x∥
)

,

where x ∈ Rn.

The following proof is based on [Fis13].

Proof. First, since f is radial, f̂ is also radial. Hence, let us do the proof
only for x = (s, 0, . . . , 0). Then,

f̂(x) =
∫

rBn
e−2πisy1dy =

∫ r

−r
e−2πist Voln−1

(√
r2 − t2Bn−1

)
dt

= rnπ
n−1

2

Γ(n
2 + 1

2)

∫ 1

−1
e2πirsu(1− u2)

n−1
2 du =

(
r

s

)n/2
J n

2
(2πrs) .

For the last equality, note that we have
(

r

∥x∥

)n
2
J n

2
(2πr∥x∥) =

(
r

∥x∥

)n
2 (πr∥x∥) n

2

Γ
(

n
2 + 1

) ξ

(
n

2 , r∥x∥
)

= Voln(rBn) ξ

(
n

2 , r∥x∥
)

.
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4.3 Score distribution models
In this section, we will gradually develop new predictions for the score
distributions of both BDD targets and uniform targets, which hopefully
match closely experimental data from Section 3.6.

In Section 4.3.1, we derive analytic expressions for the mean and
variance of the individual score function fw(t). In Section 4.3.2, we derive
expressions for the exact mean and variance of the score distribution
for a fixed BDD target based on Heuristic 2.114. Here, we present a
new heuristic that says the score distribution for a single target t is
Gaussian and only depends on d(t, Λ), when the probability is taken
over the lattice. Using this heuristic and by integrating over the radius,
we predict in Section 4.3.3 the score distribution for a radial target
distribution, such as uniform in a ball and Gaussian. Moreover, by
approximating the Voronoi cell by a ball of volume det(Λ), we can also
predict the score distribution for an error uniform modulo Λ, which is
done in Section 4.3.4.

Throughout this section, let us assume Λ has full rank and det(Λ) = 1
without loss of generality, because the ambient space can be restricted
to span(Λ), see Proposition 2.59, and any lattice Λ can be rescaled to
one of unit-volume.

We strongly advise the reader to think carefully for which lattice Λ
to use the predictions of this section. Namely, in many of the recent
dual attacks, it is a projected sublattice of ΛLWE having rank-βsieve, see
Remark 3.2.

4.3.1 Individual score function
First, let us fix an arbitrary vector t ∈ Rn, and look at the score function
fw(t) = cos(2π ⟨w, t⟩), where w is sampled uniformly from a sphere.
In this case, the mean and variance are expressible in terms of Bessel
functions, and thus in terms of ξ from Definition 4.3.

Lemma 4.7. Given an arbitrary vector t ∈ Rn and r ∈ R>0, when
the random variable w follows the uniform distribution on the (n− 1)-
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dimensional sphere of radius r, we have

E
w←U(rSn−1)

[fw(t)] = ξ

(
n

2 − 1, r∥t∥
)

, and

V
w←U(rSn−1)

[fw(t)] = 1
2 + 1

2 ξ

(
n

2 − 1, 2r∥t∥
)
− ξ

(
n

2 − 1, r∥t∥
)2

.

Proof. The expectation value follows directly from a classic result from
Fourier Analysis, see e.g. [GS64, p. 198] or [SW71, p. 154], as we have

E
w←U(rSn−1)

[fw(t)] = 1
Voln(rSn−1)

∫

rSn−1
e2πi·⟨w,t⟩ dw

=
Γ(n

2 ) · J n
2−1(2πr∥t∥)

(πr∥t∥) n
2−1 .

The trigonometric identity fw(t)2 = 1
2 + 1

2 cos(4π ⟨w, t⟩) = 1
2 + 1

2fw(2 · t)
allows us to derive a similar expression for the variance, by observing

V
w←U(rSn−1)

[fw(t)] = Ew[fw(t)2]− Ew[fw(t)]2

= 1
2 + 1

2Ew[fw(2 · t)]− Ew[fw(t)]2 ,

and reusing the result for the expectation value.

Remark 4.8. The individual score function has been studied before, for
example by Laarhoven and Walter [LW21, Section 4.1]. However, they
approximate the distribution for w by Nn

(
0, r2/n

)
, yielding only an

approximation for the expectation value and variance, whereas the above
lemma has an exact expression for both. Still, if one is inclined to work
with a crude approximation, by Remark 4.4, the expectation in the above
lemma is for small values r approximated by exp

(
−2π2∥t∥2r2

n

)
, which

matches the approximated expectation in [LW21].

As we will reuse the mean and variance for the ball, let us introduce
the following notation.

Definition 4.9. For n ∈ Z≥1, rp, rd ∈ R>0 let us denote

En,rd
(rp) = ξ

(
n

2 , rd · rp

)
, and

Vn,rd
(rp) = 1

2 + 1
2En,rd

(2 · rp)− (En,rd
(rp))2.
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The result in Lemma 4.7 can be translated easily to a uniform
distribution on a ball, because sampling uniformly from the n-dimensional
ball can be done by first sampling from a (n + 1)-dimensional sphere and
then dropping the last two coordinates [BGMN05, Corollary 4].

Corollary 4.10. Given an arbitrary vector t ∈ Rn and r ∈ R>0, when the
random variable w follows the uniform distribution on the n-dimensional
ball of radius r, we have

E
w←U(rBn)

[fw(t)] = En,r(∥t∥), and V
w←U(rBn)

[fw(t)] = Vn,r(∥t∥) .

4.3.2 Total score function
The next step is to determine the expectation value and variance of
the total score fW(t), in the case that the set W is obtained by lattice
sieving. It is now necessary to take into account the randomness with
which the lattice Λ is sampled, because the lattice has influence on the
set of dual vectors W ⊆ rdBn ∩ Λ∨.

In this section, let us fix a target t ∈ Rn initially. We will study the
score distribution for this target t by considering the randomness of the
lattice and the set of dual vectors W.

Upon first reading the rest of this section, the reader is encouraged
to think that the set of dual vectors is W = rdBn ∩ Λ∨, or rather: half
of them to break the negation symmetry (recall Section 2.6). To argue
about the dual vectors we will make use of Heuristic 2.114, which can be
used for more general saturation parameters. When sieving in practice,
a saturation ratio fsat < 1 is used to obtain enough dual vectors in the
ball, and it is very natural to believe that different saturation parameters
do not change the score distribution significantly, other than having an
effect on N , the expected size ofW . Although all the shortest vectors are
usually found, most of the missing 1− fsat portion of vectors is around
the boundary. Still, we believe this does not noticeably affect the score
distribution for reasonably large fsat.

By using Heuristic 2.114, the w ∈ W are i.i.d. samples and match
the distribution in Corollary 4.10, too. Because heuristically the scores
(fw(t))w∈W are i.i.d., we expect that the total score is Gaussian for large
|W| by Heuristic 2.3. This argument results in the following heuristic.

Heuristic 4.11. Fix a target t ∈ Rn of norm ∥t∥ ∈ (0, GH(n)). The score
distribution fW(t) is Gaussian with mean N · En,rd

(∥t∥) and variance
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N · Vn,rd
(∥t∥) when sampling Λ and obtaining N dual vectors W ←

Sieve(Λ∨, rsat, fsat) from a sieve algorithm, where En,rd
and Vn,rd

are
defined in Definition 4.9 and rd = rsat GH(n). In particular, the CDF of
the score distribution is as follows:

Pr
Λ,W

[fW(t) ≤ x] = 1
2 + 1

2 erf


x−N · En,rd

(∥t∥)√
2N · Vn,rd

(∥t∥)


. (4.2)

Heuristic Justification. First, based on Heuristic 2.114, we assume, over
the randomness of Λ and W, that W is a set of i.i.d. w ← U(rdBn) of
size N . Then, Corollary 4.10 proves that each individual score (fw)w∈W
has mean En,rd

(∥t∥) and variance Vn,rd
(∥t∥).

Because the (fw(t))w∈W are i.i.d. individual scores, we can use Heuris-
tic 2.3 here. In this case, the total score distribution will have mean
N · En,rd

(∥t∥) and variance N · Vn,rd
(∥t∥). △

Remark 4.12. The heuristic should not be used for targets t of norm
above GH(n). Given a random lattice, one expects there exists t′ ∈ t + Λ
of norm ∥t′∥ ≤ GH(n) by the Gaussian heuristic. Taking t′ ∈ t + Λ
of minimal norm we have fW(t) = fW(t′), but using Heuristic 2.114
and Corollary 4.10 yields a different expected score of En,rd

(∥t′∥) for
t′, which is much higher than En,rd

(∥t∥) ≈ 0 if ∥t′∥ < 0.5 GH(n), say.
Hence, use of Heuristic 2.114, which forgets that W are dual vectors,
results in contradictory predictions in the case ∥t∥ > GH(n).

On the other hand, given a target t of norm α GH(n) for a constant
α < 1, we expect ∥t∥ = d(t, Λ) holds for most random lattices as n→∞
by Heuristic Claim 2.48, avoiding this issue with Heuristic 2.114.

Interestingly, the expected score fW(t) is very similar to the score
when one takes W = rdBn ∩ Λ∨. Without any heuristics, Theorem 2.75
and Lemma 4.6 yield the following identity:

fW(t) =
∑

w∈Λ∨
1rdBn(w)e2πi⟨w,t⟩

= Voln(rdBn) ·
∑

v∈Λ
ξ

(
n

2 , rd∥v + t∥
)

.
(4.3)

For rp ≪ GH(n), the vector v = 0 gives the main contribution of
ξ
(

n
2 , rdrp

)
to the summation in Equation (4.3), because ξ(n/2, −) is a

rapidly decaying function.
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At this point, one could argue that Heuristic 4.11 is not better at
predicting a score distribution than the independent score heuristic
because it still uses Heuristic 2.3. However, observe that Heuristic 4.11
uses Heuristic 2.3 for i.i.d. fw(t), after first fixing the target t independent
of the lattice.

On the other hand, usage of the independent score heuristic leads
to a prediction that uses Heuristic 2.3 for the individual scores fw(t)
irrespective of the target distribution for t, which ignores the dependency
of its norm on the mean score. Heuristic 4.11, being restricted to a fixed
target norm, thus seems reasonable. However, large experiments are
ultimately needed to gain confidence in the heuristic, and these can be
found in Section 4.4.2.

Lastly, the following lemma contains an upper bound on the norm
of a BDD target such that it is distinguishable from targets uniform
modulo the lattice.

Lemma 4.13. If rp · rd < n
4π , then En,rd

(rp) > 0.

Proof. The first zero of the function x 7→ ξ(n
2 , x) is at

x = 1
2π

jn/2,1 >
n

4π
> rprd ,

where we use Lemma 4.2 in the first inequality.

Using the approximation GH(n) ≈
√

n
2πe , note the condition on rprd

translates to roughly rprd < e
2 GH(n)2 for large n.

Note that above lemma is sharp, i.e., if we take rprd = αn for some
constant α > 1

4π , then rprd = n
4π +

(
α− 1

4π

)
n. Lemma 4.2 implies there

exists some N ∈ N such that for all n ≥ N we have rprd > 1
2π jn/2,1, so

there will be some n ≥ N giving a negative expectation score.

4.3.3 Radial error distributions
The predictions for a particular error can now be extended to any error
distribution χ that is radial, i.e., the PDF is the same at two points of
the same norm. In particular, given the radial distribution χ, let us write
f(r) to denote the probability (density) of a sample e← χ having norm
r, i.e.,

f(r) = d
dr

Pr
t←χ

[∥t∥ ≤ r].

129



4

Chapter 4. Score Prediction for Dual-Sieve Attacks

We refer to f(r) as the norm distribution of χ.
Using Heuristic 4.11 we arrive at the following claim.

Heuristic Claim 4.14. Let χ be an error distribution with norm distri-
bution f(r), such that the support of χ is mostly contained in GH(n)Bn.
The score distribution fW(t) for an error vector t← χ has the following
CDF:

Pr
Λ,t←χ

[fW(t) ≤ x] = 1
2 + 1

2

∞∫

0

erf


x−N · En,rd

(r)√
2N · Vn,rd

(r)


f(r) dr, (4.4)

where the probability is taken over randomness from sampling Λ and ob-
taining N dual vectors W ← Sieve(Λ∨, rsat, fsat) from a sieve algorithm.

There are now two radial distributions of particular interest: Gaussian
and the uniform distribution on the ball.

Gaussian error

The norm distribution of samples from Nn(0, 1), is the χ-distribution of
order n, which has a PDF given by:

f(r; n) =
rn−1 exp

(
− r2

2

)

2 n
2−1 Γ

(
n
2
) (r ∈ R>0).

Note that one should not get confused with the (perhaps more well-known)
χ2-distribution, which considers the squared norm.

Now instantiating Heuristic Claim 4.14 for Nn
(
0, σ2), the Gaussian

error distribution of parameter σ > 0, yields the following claim.

Heuristic Claim 4.15. Let σ ∈ (0, GH(n)/
√

n), and let f(x; n) be the
PDF of the χ-distribution. The score distribution fW(t) for an error
t← Nn

(
0, σ2) has the following CDF:

Pr
Λ,W,

t←Nn(0,σ2)
[fW(t) ≤ x] = 1

2 + 1
2

∞∫

0

erf


x−N · En,rd

(r)√
2N · Vn,rd

(r)


f

(
r

σ
; n

)dr

σ
, (4.5)

where the probability is taken over randomness from sampling Λ and ob-
taining N dual vectors W ← Sieve(Λ∨, rsat, fsat) from a sieve algorithm.
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Note that the χ-distribution is very concentrated around σ
√

n, so
the best numerical approximations are obtained when the numerical
integration is giving special attention to the region around σ

√
n (see

Section 4.4.1).

Error uniform from a ball

Consider the distribution U(rpBn) for some rp > 0. In this case,

Pr
t←U(rpBn)

[∥t∥ ≤ r] = rn/rn
p

for any r ∈ [0, rp], while this equals 1 for r ≥ rp. Strictly speaking, the
CDF of the norm distribution is not differentiable at r = rp, so f(rp) is
not defined. Still, one can mitigate this issue by integrating from 0 to rp

in Equation (4.4), yielding the following claim.

Heuristic Claim 4.16. Let rp ∈ (0, GH(n)). The score distribution fW(t)
for an error t← U(rpBn) has the following CDF:

Pr
Λ,W,

t←U(rpBn)

[fW(t) ≤ x] = 1
2 + 1

2

rp∫

0

erf


x−N · En,rd

(r)√
2N · Vn,rd

(r)


nrn−1 dr

rn
p

, (4.6)

where the probability is taken over randomness from sampling Λ and ob-
taining N dual vectors W ← Sieve(Λ∨, rsat, fsat) from a sieve algorithm.

4.3.4 Error uniform modulo lattice
Given uniform targets t← U(Rn/Λ), the inner product ⟨w, t⟩ (mod 1)
follows the uniform distribution on R/Z, for any (nonzero) dual vector
w ∈ Λ∨. Since experiments in Section 3.6 show that the total score
function fW(t) is not Gaussian, we cannot use Heuristic 2.3 for the
individual scores (fw(t))w∈W as it would imply fW(t) is Gaussian, which
is contradictory to experiments. In particular, Section 3.5.2 reveals
that use of Heuristic 2.3 would underestimate the probability on an
exceptionally high score, because it would not consider the probability
of a uniform target landing close to Λ, to which a distinguisher assigns a
high score.

In this section, we want to derive predictions for uniform targets,
without using the independent score heuristic. The above motivation
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shows that having a high score is driven by a target close to the lattice,
so it seems important to know how the distance d(t, Λ) from a uniform
target to a lattice is distributed to predict the score distribution.

First, because the Voronoi cell tiles the space, assume targets are
sampled from U(V(Λ)). The score for such targets would ideally be
predicted by using Heuristic Claim 4.14, but U(V(Λ)) is only a radial
distribution in dimension n = 1. Instead, because the dual vectors
already have rotational invariance when using Heuristic 2.114, we could
approximate the score distribution by still using Heuristic Claim 4.14
with norm distribution f(r) = dF (r)/dr, where

F (r) = Pr
t←U(Rn/Λ)

[d(t, Λ) ≤ r] = Voln(V(Λ) ∩ rBn). (4.7)

However, already computing the Voronoi cell is considered a difficult
task [MV10]. Note that we have 1

2λ1Bn ⊆ V(Λ) ⊆ µ(Λ)Bn, where µ(Λ) is
the covering radius of the lattice. Hence, F (r) = Voln(rBn) for r ≤ 1

2λ1.
For radii r ∈ (1

2λ1(Λ), µ(Λ)), there is no easy expression for F (r) because
the ball of radius r is not necessarily contained in the Voronoi cell.
However, we still have the upper bound,

F (r) ≤ Voln(rBn), (4.8)

which is not much smaller than what is derived in Heuristic Claim 3.13
for r = (1 − ε) GH(n) with ε > 0. The upper bound in Equation (4.8)
can thus be seen as a first order approximation of F (r). The following
heuristic implies F (r) equals the upper bound in Equation (4.8).
Heuristic 4.17. Let Λ ⊂ Rn be a random full-rank unit-volume lattice.
Then,

V(Λ) = GH(n) · Bn.

Using Heuristic 4.17 and Heuristic Claim 4.16, directly results in the
following claim.
Heuristic Claim 4.18. The score distribution fW(t) for an error vector
t← U(Rn/Λ) has the following CDF:

Pr
Λ,W,

t←U(Rn/Λ)

[fW(t) ≤ x] = 1
2 + 1

2

GH(n)∫

0

erf


x−N · En,rd

(r)√
2N · Vn,rd

(r)


nrn−1 dr

GH(n)n , (4.9)

where the probability is taken over randomness from sampling Λ and ob-
taining N dual vectors W ← Sieve(Λ∨, rsat, fsat) from a sieve algorithm.
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This heuristic claim predicts the waterfall and floor shapes in the
score distribution for uniform targets.

Waterfall shape: Suppose x is close to zero. If r is much smaller than
GH(n), the integrand is negligible because the expected score
N · En,rd

(r) is much higher than x. On the other hand, for r ≈
GH(n), we have N ·En,rd

(r) ≈ 0 and N · Vn,rd
(r) ≈ N/2. By using

these approximations for r > (1− ε) GH(n) given some constant
ε > 0, we may approximate the integral in Equation (4.9) by
(1−e−n/ε) ·erf(x/

√
N). This approximation approaches erf(x/

√
N)

as n tends to infinity. Hence, the survival function has a waterfall
shape around x = 0.

Floor shape: Let us consider the survival function of fW(t):

Pr
Λ,W,

t←U(Rn/Λ)

[fW(t) > x] = 1
2

GH(n)∫

0

erfc


x−N · En,rd

(r)√
2N · Vn,rd

(r)


nrn−1 dr

GH(n)n .

For large x, say c
√

N for some c > 10, the biggest contribution
to the integral comes from r ≈ r0 where r0 is a solution of the
equation N · En,rd

(r0) = x, because here erfc evaluates to ≈ 1.
However, for r ≫ r0, the integrand drops to zero as erfc decreases
much quicker than rn−1, while for r ≪ r0, the integrand also drops
to zero because rn−1 is simply too small.

4.4 Experiments
In this section, we provide further substantiation of the concrete pre-
dictions made in Section 4.3, in particular the predictions in Equa-
tions (4.2), (4.5), (4.6) and (4.9), with experimental support. By running
experiments, we can verify whether the used heuristics lead to conclusions
that precisely match practice.

Similar to Section 3.6, we takeW to be the full output of a lattice sieve
on Λ∨ in the experiments. We will compare the score distribution for three
possible BDD target distributions with their respective prediction from
Section 4.3: uniform from a sphere, uniform from a ball and Gaussian.
In addition, we compare the score distribution for uniform targets with
the predicted CDF of Equation (4.9).
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4.4.1 Implementation details
In the experiments, we used the G6K software [ADH+19] to obtain the
dual vectors. We used Python on a high-level together with a binding to
some C/C++ code to speed up BDD sampling.

BDD targets

The script bdd_sample.py samples the three BDD score distributions
by first sampling a random q-ary lattice from a matrix of dimension
n× n/2 (n is only even), then running a lattice sieve to acquire many
dual vectors, and finally computing scores for many samples. To make
the implementation easier, the sampled q-ary lattice is used as the dual
lattice Λ∨, because we do not work with primal lattice vectors. The
prime used is q = 3329.

For the experiments, we sample BDD targets from a distribution
with norms concentrated around fGH · GH(n)/√q for some parameter
fGH ∈ (0, 1], where Λ is the primal lattice. Note that the Gaussian heuris-
tic predicts λ1(Λ) ≈ GH(n)/√q holds, because the dual lattice has
determinant qn/2.

More specifically, for a Gaussian sample, we simply sample x ←
Nn
(
0, σ2) with σ = fGH·GH(n)√

n·q . Note that we need a factor of 1/
√

n such
that ∥x∥ is concentrated around the target length fGH ·GH(n)/√q. For
a sample y uniform on the sphere, we reuse the same Gaussian sample
x, and compute

y = fGH ·GH(n)√
q

· x
∥x∥ ,

which is distributed uniformly on the sphere of radius fGH ·GH(n)/√q.
For a sample uniform in the ball, we take a sample uniformly from the (n+
1)-dimensional sphere in Rn+2 and drop the last two coordinates, making
use of [BGMN05, Corollary 4]. We only generated 2 more Gaussian
samples, and reused the n from x here. The script bdd_sample.py ran
to collect 100 000 samples.

The script bdd_predict.py then uses this data to plot the experi-
mental data, the prediction from Section 4.3 and the heuristic prediction.
The predictions from Section 4.3 required evaluating the Bessel function
and an integration, for which we used hyp0f1 (see Remark 4.5) and quad
respectively, both in the Python package mpmath.
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For the integration, the Gaussian prediction was numerically more
accurate after splitting the interval (0,∞) into two at the expected length.
For more details, see ‘Highly variable functions’ in quad’s documentation.
Predictions for uniform samples from the ball of radius r were obtained
by integrating from 0.001r to r to prevent the singularity around 0.

Uniform targets

For targets uniform in the lattice, the scripts unif_sample.py and
unif_predict.py were used similar to the BDD case. One should pay
special attention to the integration errors caused by numerical integration
when calculating the predictions of Heuristic Claim 4.18. Namely, the
numerical integration should give an answer with a small relative error,
because the output can be very small, as can be seen in Figure 4.3. Thus,
for numerical integration we used the function quad from the Python
package SciPy with parameters epsabs=0 and epsrel=0.001.

4.4.2 BDD targets
The experimental results for BDD targets can be found in Figure 4.1 and
Figure 4.2. The former samples BDD targets at expected distance of
0.7 GH(n) from the lattice, while the latter samples at distance 0.5 GH(n)
from the lattice. Here, a saturation ratio of fsat = 0.99 and saturation
radius of rsat =

√
4/3 was used, so N = ⌈1

2fsat · rsat90⌉ = 207419 dual
vectors were used.

It is clear that the predictions made in Sections 4.3.2 and 4.3.3 give
accurate estimates on the score distribution for BDD targets that are
from a sphere, from a ball or Gaussian. Moreover, these experiments
show that Heuristic 4.11 appears to be a reasonable heuristic to use in
this regime.

4.4.3 Uniform targets
Figure 4.3 compares experimental data with the prediction of the score
distribution for uniform targets. Here, the lattice sieve used a saturation
ratio of fsat = 0.9 and saturation radius of rsat =

√
4/3 ≈ 1.1547. The

experimental data for uniform targets is acquired independently of that
in Section 3.6.2, which used 2N dual vectors. For each of the four exper-
imental curves of Figure 4.3, we ran the script code/unif_sample.py,
which took slightly more than one day on a server with 40 physical cores.
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Figure 4.1: CDF of the score for three BDD target distributions
in dimension n = 90. The prior prediction uses the indepen-
dent score heuristic, while ‘Prediction (this work)’ is based on Sec-
tions 4.3.2 and 4.3.3. Each experimental curve contains 105 sam-
ples, which are obtained with code/bdd_sample.py and are listed in
data/predictions_n90_ghf0.7.csv of the auxiliary files.
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Figure 4.2: CDF of the score for three BDD target distributions
in dimension n = 90. The prior prediction uses the indepen-
dent score heuristic, while ‘Prediction (this work)’ is based on Sec-
tions 4.3.2 and 4.3.3. Each experimental curve contains 105 sam-
ples, which are obtained with code/bdd_sample.py and are listed in
data/predictions_n90_ghf0.5.csv of the auxiliary files.

137



4

Chapter 4. Score Prediction for Dual-Sieve Attacks

Note that in dimension 50, 60 and 70, the uniform prediction seems to
be very close to the experimental data. The right tail of the experimental
data depends on extremely rare events (happening once in 248 trials), so
a few of the most-right data points can change a little bit in another run.
We believe if more samples were taken, the experimental data would
get closer to the prediction, but then the experiment would require a
runtime of multiple days on our server.

In dimension 40, it seems that the experiments give scores higher
than expected by our prediction. However, the sieve provides only
N = ⌈1

2fsat · rsat40⌉ = 142 dual vectors in this dimension, which may be
too small for the heuristic prediction to be accurate, as Heuristic 2.3
might not apply with few dual vectors, but also the lengths of the dual
vectors are small. Therefore, we believe that the predictions become
more accurate when there are more dual vectors, which happens, e.g., in
higher dimensions, or when sieving with a larger saturation radius.

To test the robustness of our prediction for the floor phenomenon, we
also ran experiments with a lattice sieve using a different saturation radius
rsat, which produces more (and therefore a bit longer) dual vectors than
using the standard saturation radius of

√
4/3 ≈ 1.1547. In these scenarios,

the floor phenomenon is observable already at a larger failure probability.
Thus, fewer samples are needed to observe the floor phenomenon in
the experimental data. This eases the computational power required
to get the experiments, but the analysis should of course still hold in a
situation where the saturation radius is larger than

√
4/3. This motivates

Figure 4.4, which shows the predictions for a larger saturation radius. In
these cases the floor phenomenon can be seen after a decent computation
time, and it shows that the new predictions match the experimental data
very accurately.

4.5 Conclusion

After identifying the norm of the target ∥t∥ as a confounding variable in
the individual scores, we propose alternative heuristics in which this con-
founding variable is fixed. This leads us to predict the score distributions
for both BDD targets and uniform targets in the Dual-Sieve Attack.

The newly derived heuristic predictions are tested in extensive experi-
ments. Specifically, Heuristic Claim 4.15 and Heuristic Claim 4.18 exper-
imentally show accurate predictions regarding both BDD and uniform
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(d) n = 70
Figure 4.3: Binary logarithm (log2) of the survival function (SF) of the
score distribution for uniform targets in various dimensions n. Each
experimental curve contains 248 samples, and ran a sieve with saturation
ratio fsat = 0.9 and saturation radius rsat =

√
4/3. For n = 40, samples

scoring below 60 are in buckets.
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(a) n = 50, rsat = 1.18 and N = 1768
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(b) n = 60, rsat = 1.18 and N = 9250
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(c) n = 70, rsat = 1.20 and N = 157001
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(d) n = 80, rsat = 1.20 and N = 972103
Figure 4.4: Binary logarithm (log2) of the survival function (SF) of the
score distribution for uniform targets in various dimensions n, with a
different saturation radius. Each experimental curve contains 240 samples,
and ran a sieve with saturation ratio fsat = 0.9.
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targets, compared to experimental data. In conclusion, the experiments
strongly suggest that Heuristics 2.114, 4.11 and 4.17 may be used con-
fidently in an analysis of the Dual-Sieve (with or without FFT) attack
against BDD.

4.5.1 Future work
The effectiveness of the state-of-the-art dual attack remains as future
work. In particular, note that existing dual attacks, e.g. [GJ21], will most
likely require a different parametrisation to achieve the best runtime,
while having a constant success probability, when the analysis will use
the new model of Section 4.3. Moreover, there will be other aspects
to the costing of the attack that may still require some attention, as
highlighted in [DP23a, App. A].

On another note, theoretically it would be interesting to predict the
scores for uniform targets from Section 4.3.4: instead of relying on a
ball approximation of the Voronoi cell, it could be more satisfactory
to adapt the Poisson model of [MT23, Assumption 8] to the lattice
setting. One expects on average to have Voln(rBn)/ det(Λ) many lattice
points at distance at most r from a target t sampled uniformly modulo a
lattice. Whereas the code setting has a Poisson process for each weight
w = 0, 1, . . . , n, the situation is a bit more complex for lattices, as there
is a continuum of processes to consider.
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