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Chapter

Introduction

In a few decades [...] transfer of information will probably
be much faster and much cheaper by “electronic mail” than
by conventional postal systems. [...]

It is hardly surprising that in recent years a number of math-
ematicians have asked themselves: is it possible to devise
a cipher that can be rapidly encoded and decoded by com-
puter, can be used repeatedly without changing the key and
is unbreakable by sophisticated cryptanalysis? The surprising
answer is yes.

— Martin Gardner [ ]

Today’s society is unimaginable without cryptography, and our personal
digital presence is inextricably linked by cryptographic protocols: messag-
ing, online banking or filing taxes. The world has changed significantly
within a century since the development of the first computer, which aided
the breaking of the Enigma machine’s encryption during the second world
war.

For a very long time, if two people wanted to communicate while
keeping its content unknown to others, one could encrypt messages using
a secret key, send this ciphertext to the other, and the other could
decrypt these ciphertexts using that same secret key. Worldwide usage of
this encryption method was virtually impossible as the common secret
key had to be confidentially communicated beforehand, for example by
meeting in person. Encryption was impractical!
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& Alice & Bob

public channel message [2)

public key R

private key Ko

ciphertext ct

’ message @

Figure 1.1: Public-key encryption, in which Bob tries to confidentially
communicate a message to Alice. Over a public channel, Alice sends her
public key to Bob, and Bob sends a ciphertext back.

Rivest—Shamir—Adleman

Fifty years ago, it suddenly became much easier to use cryptography with
the discovery of public-key cryptography. In an article, Gardner | ]
challenges the reader to break the public-key encryption scheme RSA,
named after its inventors Rivest, Shamir and Adleman | ], who
also offered $100 to anyone solving the challenge.

Public-key encryption, visualised in Figure 1.1, is a way of sending
a message confidentially that does not require both parties to know a
shared secret. The key difference with symmetric cryptography is that
encryption now uses a public key known to everyone, while decryption
requires knowledge of the associated private key only known by one
individual.

Suppose Alice wants to receive messages confidentially from anyone
using RSA encryption. First, Alice randomly generates two large prime
numbers p and ¢, and picks a relatively small integer e. Then, she
computes the RSA modulus N = p - q, and constructs an integer d such
that d-e =1 (mod (p —1)(¢ — 1)) holds.



While making the public key pk = (N, e) known to everyone, she
makes sure that the private key sk = (p, ¢, d) is kept secret. Now, the
encryption of a message m € {0,1,..., N —1} is simply ¢ = m® (mod N)
which can be publicly computed, and passed publicly to Alice. Only Alice,
who knows d, can decrypt the ciphertext using m = ¢? (mod N), which
follows from elementary number theory. In order to break encryption,
it is sufficient to find a prime divisor of N. Although it is generally
not necessary to recover the private key in order to break encryption,
factoring N still remains the fastest known method for breaking RSA
encryption.

If the number N is sampled uniformly from {1,2,...,n}, finding a
prime divisor of N is easy in at least 50% probability, that is when N
is even, but is considered hard in the worst case [ , 4.5.4]. The
number N is generated in RSA specifically as a product of two primes,
both of similar size, such that private key recovery requires solving a
factorisation instance that is hard in the average case. A locksmith should
deliver secure locks every time, and similarly, a good cryptosystem should
generate a public/private key pair such that the private key is never
easily derived from the public key. Hence, RSA generates N as a product
of two primes.

In Gardner’s article, the challenge was, given a ciphertext and public
key (IV, e), to recover a message, which was encoded as an integer modulo
N by mapping the space character to 00 and letters A-7Z to 01-26,
respectively. The RSA modulus N was said to be a 129-digit, obtained
by multiplying a 64-digit prime p and a 65-digit prime ¢. Rivest estimated
for the article that, ‘if the best algorithm known and the fastest of today’s
computers were used,’” solving this challenge would take 40 - 102 years.
According to [ ], the fastest algorithm at that time was the
heuristic Pollard’s p algorithm | ] which outputs a divisor of N
using 2,/p modular operations in practice, although O(p/loglog p) is the
best known provable upper bound [ ].

Rivest and his associates have no proof that at some future
time no one will discover a fast algorithm for factoring com-
posites as large as the N [red.] they used or will break their
cipher by some other scheme they have not thought of. They
consider both possibilities extremely remote.

— Martin Gardner [ ]
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For decades many researchers tried to find a fast algorithm for the fac-
torisation problem, but nobody found one that could efficiently factorise
N, i.e., there is no factorisation algorithm known with a runtime that
grows polynomial in its input size, lg V. Still, better superpolynomial
algorithms were discovered, such as the quadratic sieve | |, and the
number field sieve (NFS) | ]

Gardner’s challenge was ultimately solved in 1994 by a fast imple-
mentation of the quadratic sieve | |. In their article, the authors
recommend stopping use of RSA with a 512-bit modulus N (155 digits),
and move to a 1024-bit modulus. Note this challenge can be solved
nowadays within an hour distributed over 8 CPUs | .

In 2009, a 768-bit (232 digits) RSA modulus was factored with the
NFS, 2 years after the RSA Laboratories withdrew the $50,000 prize.
Subsequently, the recommendation was to use a 2048-bit modulus.

Putting things into perspective, RSA was a big success, and has
already seen wide usage for a very long time. Despite progress into
integer factorisation, the doublings of the necessary key-sizes have been
manageable, so far. ..

The quantum threat

In 1994, Shor publishes a quantum algorithm | ] that could fac-
torise a number N using poly(lg V) operations on qubits, the quantum
analogue of the normal bits inside a classical computer. Although no
quantum computer existed at the time, Shor’s algorithm threatened the
security of RSA. In the same paper, Shor proposes another quantum
algorithm that solves the discrete logarithm problem, which threatens
other cryptosystems that use elliptic curves.

So far, there does not exist a cryptographically relevant quantum com-
puter (CRQC), i.e., a quantum computer with sufficiently many qubits
that are sufficiently fault-tolerant to factorise 2048-bit RSA. Physicists

are working hard at lowering quantum gate error rates | ], and
increasing the number of qubits. On the other hand, Shor’s algorithm
has seen recent improvements | , , , |, lowering

the required number of qubits further.

With these advances, the time until the first CRQC appears becomes
less and less, and with it the need to migrate to quantum-resistant
cryptography increases. The current state of quantum computers is
summarised in Figure 1.2.


https://web.archive.org/web/20130921043454/http://www.emc.com/emc-plus/rsa-labs/historical/the-rsa-factoring-challenge-faq.htm
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tolerance and number of qubits in a log scale. Physically realised quantum

computers (grey) versus the requirements of Gidney’s algorithm | ]
to break RSA (red). Created by Sam Jaques | ].

Note that some products are shipped with immutable cryptography,
like vehicles or smart cards. Moreover, an eavesdropper can simply store
communication today, and decrypt it when a CRQC is available, which
may uncover still relevant sensitive industrial /medical data, or even state
secrets. This is the so-called ‘store-now/decrypt-later’ threat. Hence,

all sensitive data must be migrated to post-quantum cryptography long
before a CRQC exists.

Post-quantum cryptography migration

The imminent threat of quantum computers capable of breaking encryp-
tion creates the desire to transition towards new cryptographic systems
that are secure against both quantum and classical computers. Such so-
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called post-quantum cryptography must run on (classical) computers, and
needs to rely on hardness assumptions that are different from RSA and
discrete log. This led the National Institute of Standards and Technology
(NIST) in the US to invite researchers from all over the world to submit
post-quantum cryptography candidates with the purpose of establishing
a standard that could be used for free by governments, industries and
people worldwide to migrate before a CRQC exists | ].

In 2022, NIST announced ML-KEM will be the new standard for a key
encapsulation mechanism (KEM) | ]. A KEM enables two parties
to establish a shared secret key over a public communication channel,
so they can use (more efficient) symmetric encryption to communicate
securely. Hence, a KEM is used to construct a public-key encryption
scheme that is efficient regardless of the message size. As of 2026,
Cloudflare observes | | that at least half of human web traffic uses
the post-quantum secure KEM ‘X25519MLKEM768’, which is a hybrid
of X25519, an elliptic curve-based KEM that is susceptible to Shor’s
algorithm, and ML-KEM. An attacker needs to break both X25519 and
ML-KEM in order to obtain the ‘X25519MLKEM768’ private key. This
hybridisation provides security that is best of both worlds at the cost of
running and communicating both KEMs.

On the governmental side, US governmental systems need to be
quantum-safe by 2035, while the EU high-risk systems need to be
quantum-safe by 2030 and the rest by 2035. Australia sets more aggres-
sive goals by demanding migration by 2030 to ML-KEM-1024, which
offers more security than ML-KEM-768.

While the urgent migration of public-key encryption is already on
the right trajectory, there is an important second migration needed:

The second migration, to post-quantum signatures (certifi-
cates), is not as urgent: we will need to have this sorted by
the time the quantum computer arrives. However, it will be
a bigger challenge.

— Westerbaan and Valenta | ]

Migration of digital signatures

Often in internet communication, one needs to know they are talking
to the right person, or one needs to assert that some document really
originates from someone. This can be achieved using a digital signature
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Figure 1.3: Digital signature scheme, in which Bob wants to know
whether Alice sent him a particular message.

scheme or signature scheme, depicted in Figure 1.3.

Say Alice wants to send a message m to other people. Before the age
of computers, Alice would add a wax seal to such a message, convincing
people she used the seal die on that message. A digital signature scheme
may be considered the digital analogue to the wax seal that offers more
security as the seal is now specific to the message. Namely, Alice generates
a key pair consisting of a public key pk and private key sk, and then
publishes pk. A signature o is the result of an algorithmic routine that
takes as input her private key sk and the message m. Then, anyone
acquiring the message and signature, can run a procedure called VERIFY
that takes as input (pk,m, o) and decides whether the signature is valid.
Formally, we say a signature scheme is existentially unforgeable under
chosen message attacks (EUF-CMA secure) if an attacker, without the
private key sk, cannot produce within a certain time a valid signature
on a message m* of their liking, even if they can persuade Alice to sign a
certain number of arbitrary messages m; # m*. Here the words ‘certain’
depend on the desired level of security.
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Rivest—Shamir—Adleman | | proposed a signature scheme that
is surprisingly similar to RSA encryption (p. 4). Namely, using the same
public/private keys, a message m is signed using 0 = m? (mod N), and
a signature o is valid when m = ¢ (mod N) holds. This is essentially
the idea of RSA signatures, although it is not EUF-CMA secure: if an
attacker learns a valid signature o for message m, then they can forge a
signature 20 for the artificial message m’ = 2°m (mod N). By slightly
modifying the scheme, e.g., hashing the message | |, one can make
it EUF-CMA secure. Moreover, it is not secure to reuse the key pair
from RSA encryption for RSA signatures.

In contrast to encryption, which needs to be quantum-safe as soon
as possible due to store-now/decrypt-later, digital signatures cannot be
forged until a CRQC exists. Still, these signatures need to be implemented
in critical parts of the internet, especially because it takes multiple years
before X.509 certificates, used in secure web-browsing, are replaced by
new (post-quantum) signatures.

In 2022, NIST chose | ] to standardise three signature schemes:
ML-DSA, FN-DSA and SLH-DSA. These three have different character-
istics in terms of hardness assumption, runtimes, communication sizes,
and implementation complexity. It therefore depends on the application
which of these three is the most favourable. An SLH-DSA signature
requires more than 7kB, which is too large for some internet applica-
tions. The first two have smaller signature sizes of 2420 B and 666 B,
respectively.

Based on signature sizes, one would guess that NIST would rec-
ommend using FN-DSA instead of ML-DSA, but the opposite is true:
ML-DSA is recommended in general! FN-DSA signatures need floating-
point numbers to generate signatures, but some CPUs do not support
these. Namely, CPUs of some small chips, such as smart cards, do
not support double-precision floating-point numbers. Although one can
carefully emulate floating-points with 64-bit integers, this severely slows
down signing. The implementation difficulties of FN-DSA are also evi-
dent from the fact that there is no FN-DSA standard yet, as opposed to
ML-KEM | |, ML-DSA | | and SLH-DSA | ].

When the third round of NIST’s PQC standardisation process finished,
there were no more signature schemes under consideration [ .
Among the standardised signature schemes, only SLH-DSA is not based
on structured lattices, but this one has relatively large signature sizes.

10
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As such, NIST opened a call for additional digital signature proposals
to be considered in the PQC standardisation process | ]. While
NIST is primarily interested in diversifying the post-quantum signature
standards by schemes that do not rely on structured lattices, NIST is
also interested in lattice-based proposals that significantly outperform
ML-DSA and FN-DSA. This standardisation process, also known as the
PQC signature ‘on ramp’, considers nine candidates in its ongoing third
round | ].

1.1 Motivation

Lattices are the central object of study in this thesis, as three of the
four schemes standardised by NIST are based on lattices: ML-KEM,
ML-DSA and FN-DSA.

We will perform cryptanalysis on lattices. Cryptanalysis is the process
of designing, analysing and optimising algorithms that can break a scheme,
and determining the most efficient one. The schemes are supposed to
offer security, so it will take too long to run the best attack in an
experiment. Instead, we can only estimate the runtime of the best attack
by understanding it theoretically, and by extrapolating runtimes required
to break weaker instances. For accurate runtime estimates of lattice-
based cryptosystems, it is essential to have a thorough understanding of
lattices.

Lattices

A lattice is a discrete, additive subgroup of n-dimensional Euclidean space,
R™. Figure 1.4 contains two examples of a lattice. Here, discrete means
that there is a minimal distance between any two lattice points, i.e., we
can draw a ball of some positive radius around every lattice point such
that none of these balls intersect. Moreover, additive subgroup means
that the collection of points is closed under addition and negation, i.e., if
x and y are both lattice points, then so are —x and x +y. Note that
the zero vector, 0, must also lie in a lattice.

For any computational task with a lattice, we use a basis, which
consists of n lattice points such that any lattice point can be expressed
as an integral combination of the basis vectors.

Example 1.1. Let n € Z>;. The elementary unit vectors ey, .. ., e,, where

11
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(a) Z2 (b) Hexagonal lattice

Figure 1.4: Two examples of a lattice, together with nonoverlapping balls
centred at each lattice point.

e; € Z" has 1 as its ith coefficient and zeros elsewhere, form a basis for
the integer lattice Z".

While a 1-dimensional lattice has only two bases, any higher dimen-
sional lattice has an infinite number of choices for a basis. For the
remainder of this chapter, let us assume the dimension is at least 2.
Informally, we say a basis is ‘good’ if it consists only of short vectors, and
say a basis is ‘bad’ if it does not. For any lattice, there exist arbitrarily
‘bad’ bases.

Every basis gives a tiling of the space as can be seen in Figure 1.5.
The radius of the largest ball that fits in a tile is larger for a good basis
than for a bad basis. We may use lattices for public-key cryptography
using a good basis as private key, and a bad basis as public key. Namely,
we can associate the message space with lattice points, expressed in terms
of the public, bad basis. Then, given a lattice point m, we can generate
noise e of a length r such that r, > r > rp, where r,, 1, are the radii of
the grey circles in (a) and (b) of Figure 1.5, respectively, after which the
ciphertext is ct = m + e. This way, anyone cannot decode the ciphertext
to the correct message using the tiling, unless they have the good basis.

In Figure 1.6, it is shown how a lattice-based signature scheme can
be built. While a KEM is usually used once by two parties to establish a

12
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Figure 1.5: Tiling of space based on a good, and a bad basis for the
hexagonal lattice, respectively. The encryption ct = m + e of message m,
obtained by adding a short error e, can only be successfully decrypted
using the tiling of a good basis.

) e

2
\

Figure 1.6: High-level idea of a lattice-based signature scheme. A message
is mapped into space (a non-lattice point), and a signature is a lattice
point in the vicinity of the message.
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shared key for (symmetric) encryption, a signature scheme could be used
millions of times with the same key. As a consequence, signatures should
not leak too much information about the private key. The early lattice-
based signature schemes GGH and NTRU, for example, were insecure
because the private key could be recovered if many valid signatures
were known | |. This makes it more of a delicate matter to build a
signature scheme [ ].

Lattice basis reduction

The process of improving a basis with shorter basis vectors is called
lattice basis reduction. The shortest vector problem (SVP) asks, given an
arbitrary basis, to find a shortest lattice point. It was shown [ | that
SVP is NP-hard for randomised reductions, i.e., there is a probabilistic
Turing machine that, in polynomial time, reduces any NP-problem to an
SVP instance. Note that SVP is trivial when the input basis contains the
shortest vector. Yet, even for the average case there is no polynomial-time
algorithm known solving SVP, where we omit the average case input
distribution as it is technically too involved for a gentle introduction. In
contrast to factorisation of a random integer (p. 5), which was trivial
with 50% probability, SVP is hard on average with high probability.

On a more algorithmic side, there exists a polynomial-time algo-
rithm [ | that finds a lattice point of length at most 2" times larger
than the smallest norm for a lattice of dimension n. This so-called
LLL algorithm improves a basis and prevents its basis vectors from
becoming arbitrarily long. In small dimensions, LLL performs well, and
the approximation factor is rather small, making LLL useful in many
applications [ ]

Ultimately, secure lattice-based cryptosystems can only be broken by
stronger basis reduction, in particular, using the so-called block Korkine—
Zolotarev (BKZ) reduction | ]. This algorithm requires exponential
time in a parameter [, called block size, which controls the dimension
of projected sublattices. BKZ improves the basis by repeatedly solving
SVP locally in these projected sublattices.

To determine security of a KEM, we would like to know, given a
ciphertext, how easily one finds the closest lattice point, which is called
the bounded distance decoding problem (BDD). Similarly for a signature
scheme, we would like to know, given a (specific) message, how easily
one finds a nearby lattice point, which is called the (approzimate) closest

14
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Figure 1.7: Solving BDD by finding the nearest coset A’ + g to the
target t. In (a), out of the four given cosets of A’, the green coset is
nearest to t. After applying a shift of —g to the coset, we get (b), which
is another BDD instance with lattice A’ and target t' =t — g.

vector problem (CVP). There are two ways of solving BDD: the primal
attack and the dual attack.

Primal attack

The primal attack constructs a lattice such that the BDD solution can be
easily computed from the shortest vector of this lattice. Thus, by running
BKZ, one can solve BDD. In these lattice constructions, the shortest
vector is smaller than that of a random lattice of same dimension. The
ratio between these two quantities can then be used to determine the
required block size [ADPS16].

Dual attack

The dual attack, visualised in Figure 1.7, partitions the lattice A into
multiple cosets of a sparser sublattice A’, and then determines which
coset the input is closest to. By repeatedly doing this, the lattice becomes
sparser during each step, and at a certain point, the lattice is so sparse
that the nearest lattice point is easy to recover, e.g., using LLL.

15
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Figure 1.8: Visualisation of a dual vector, using the correspondence

between dual vectors and characters. The colour indicates the
top of the wave function, which is at every lattice point.

To determine the closest coset to a target, we use many dual vec-
tors, i.e., vectors from the so-called dual lattice. A dual vector corresponds
to something called a character, which can be thought of as a travelling
wave in n-dimensions, such that the wave is at its top in every lattice
point, visualised in Figure 1.8. More formally, a character is a function
(with certain properties) from n-dimensional Euclidean space to the unit
circle that maps every lattice point to (1,0). A character needs to be
continuous, and therefore a point that lies near the lattice must evaluate
to something close to (1,0). The converse is, however, not necessarily
true. By combining many characters, one gains more confidence whether
a point is really near the lattice. Namely, we can assign a score to a
target t, by considering the sum of the evaluations of characters at t.
Since the y-coordinate cancels out with that of a dual vector’s negation,
we may consider the score as a real value. Now, given a list of targets,
in which only one is close to the lattice, very naturally, the target with
the highest score is most likely the closest one to the lattice.

Lattice Isomorphism Problem

The integer lattice, Z™, cannot be used directly as a cryptosystem because
it is publicly known that the decoding function,

[(|: R" = Z", (z1,...,24) = ([z1],..., [20]),

efficiently solves CVP and BDD by rounding each coefficient to its
nearest integer. What if we would be able to use such a simple lattice in
a cryptosystem?

16
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Figure 1.9: Lattice Isomorphism Problem

Such a cryptosystem would be fast and simple because of this efficient,
easily implementable decoding function. Moreover, generating signatures
is easy because each coefficient can be sampled independently, and
distributions can be precomputed. By building a signature scheme with
Z™, one can generate signature without using floating-points, contrary to
the intricate signing in FALCON which requires floating-points because it
uses NTRU lattices [ ]. How could we use this simple lattice?

The answer lies in the Lattice Isomorphism Problem. Lattices Ay
and As are said to be isomorphic if there is an orthogonal transforma-
tion, i.e., a length-preserving map that maps Ay to Ay one-to-one, in
which case we call the transformation the isomorphism. Such a map can
be a combination of a rotation and a reflection through the origin. The
Lattice Isomorphism Problem (LIP) asks, given two isomorphic lattices,
to find such an isomorphism. An illustration is found in Figure 1.9.
All best known ways to solve LIP require finding short vectors in each
lattice using lattice basis reduction [ , , ]. Hence,
we believe LIP is, on average, as least as hard as solving SVP.

Example 1.2. In the remarkable case of Z", of which the shortest vectors
form an orthonormal basis, solving ZLIP, LIP for the lattice Z", is
computationally as hard as finding all its shortest vectors. It is sufficient
to find all shortest vectors of a rotation of Z™ to recover the orthogonal
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transformation in LIP, and this is also necessary, as all shortest vectors
are encoded in the transformation matrix.

Remark 1.3. To create an instance of LIP, the basis By of Ay must
be generated by both applying the orthogonal transformation to B;
and applying a random basis transformation to it. Without the basis
transformation, one can easily compute the orthogonal transformation
as B2B1_1.

In the current formulation, a LIP-based signature scheme certainly
must use floating-points to rotate a basis, which would make a robust
implementation more tedious than what FN-DSA offers. However, one
can avoid all these difficulties by working with bases modulo orthogonal
transformations, and things become simpler. Given a basis B, the Gram
matriz G = BTB encodes all the pairwise inner products between basis
vectors. This Gram matrix is invariant under orthogonal transformations
as these transformations are length-preserving. Moreover, if B has integer
entries, G is also integral. Hence, we prefer to describe an instance of
LIP, not using bases of two lattices but using the Gram matrices of
these bases. A Gram matrix is an instance of what is formally called a
(positive-definite) quadratic form.

Remark 1.4. Quadratic forms were already studied, e.g., in Disquisitiones
arithmeticee (1801) by GauB, long before lattices came into fashion.

Given a quadratic form Q, one can find a particular lattice basis with
Gram matrix Q. However, most lattice algorithms have a quadratic form
equivalent, so an actual basis is often not needed when manipulating a
quadratic form.

Additional structure

Lattice-based cryptosystems offer security when using a dimension of at
least a thousand. A basis for such a lattice involves a million entries,
so the communication cost is on the order of megabytes. To reduce the
communication and computation costs, one can enrich the lattice with
extra algebraic structure.

Ring of integers of a number field are versatile objects that come
naturally with a lattice structure by their canonical embeddings into
the complex numbers. The additional structure allows us to reduce
communication costs to the order of kilobytes. Moreover, we often use
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cyclotomic number fields as the so-called fast Fourier transform (FEF'T)
reduces computation costs to a complexity that is almost linear. However,
on the other hand, the question is:

Question 1.5. Does the additional structure lead to improved attacks?

Initially, researchers considered enriching the lattice constructions
from Learning with Errors (LWE) [Reg09] with a ring structure, leading
to Ring-LWE [SSTX09, LPR13], in which security is now based on
the hardness of ideal lattice problems, instead of unstructured lattice
problems. A quantum algorithm was discovered for finding relatively
short vectors in a principal ideal lattice [C(G514]; and was generalised to
general ideal lattices [CDW17]. This algorithm did not directly impact
Ring-LWE as:

(1) Ring-LWE reduces quantumly to an ideal lattice problem [S5TX09]
that in the worst case asymptotically has a smaller approximation
factor than above algorithm, and

(2) Ring-LWE could be computationally harder since there is no re-
duction known going the other way.

Nevertheless, if one could significantly lower the approximation fac-
tors in the algorithm [CGS14], it could leave security of Ring-LWE
unsupported.

Despite these two serious obstacles to attack Ring-LWE based
schemes by the algebraic approach developed in [CGS14,
BS16, CDPR16] and in this paper, it seems a reasonable pre-
caution to start considering weaker structured lattice assump-
tions, such as Module-LWE [L515] (i.e., an “unusually-Short
Vector Problem” in a module of larger rank over a smaller
ring), which provides an intermediate problem between Ring-
LWE and general LWE.

— Cramer et al. [CDW17]

Since then, module structures have received a lot of cryptanalytic
attention and have shown to be fruitful, as ML-KEM and ML-DSA use
module structures. Similarly, FN-DSA also uses a module structure that
comes from the NTRU lattice construction [HPS98] instead of LWE. In
Part I1I, we will investigate how to incorporate a module structure into
LIP.
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1.2 Overview

This thesis is divided into three parts. Part I consists of this introductory
chapter and Chapter 2, which covers preliminaries that are necessary
for the remaining two parts of the thesis. Part II is cryptanalytic work
on the dual attack. Part III constructs and analyses a signature scheme
based on a module variant of the Lattice Isomorphism Problem.

Part II — Dual-Sieve Attack

Part II is related to the Dual-Sieve attack, which is a dual attack that
uses lattice sieving to acquire many dual vectors. It is difficult to
determine the runtime of the Dual-Sieve attack, because the lattice sieve
is a probabilistic algorithm that receives a randomly generated lattice.
Therefore, one usually requires a heuristic assumption on the output
distribution of a lattice sieve, to analyse the Dual-Sieve attack.

Chapter 3 investigates the so-called independent score heuristic. Using
this heuristic, prior works | , | claimed the Dual-Sieve attack
can break KYBER512 (ML-KEM-512) in an estimated runtime that
is lower than NIST’s security requirement. In this chapter, we show
that this heuristic leads to three contradictions in certain scenarios.
One of these contradictions, depicted in Figure 3.3, is concrete and is
observed in extensive experiments. This work was initially published in
the proceedings of CRYPTO 2023 | .

Chapter 4 introduces an alternative heuristic, which can be used
to simplify the analysis of the Dual-Sieve attack. This new heuristic
is verified in practice using multiple experiments. Showing accurate
predictions, this work contributes to a better attack cost prediction for
state-of-the-art Dual-Sieve attacks. It is left as future work to determine
the time of breaking KYBER5H12 using the Dual-Sieve attack. This work
was originally uploaded to the cryptology ePrint archive | ].

The two works, on which Chapter 3 and Chapter 4 are based, were
combined into one paper that is published in the Journal of Cryptol-

ogy | ].

Part 111 — Lattice Isomorphism Problem

Part III is related to the signature scheme HAWK. This scheme was
submitted to NIST’s standardisation process of additional signature
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schemes [BBD 23], and is the only lattice-based candidate that advanced
to the third round [BBD " 26]. Security of HAWK is based on the hardness
of the Lattice Isomorphism Problem for the integer lattice (ZLIP) having
a module structure (smLIP).

Chapter 5 introduces the signature scheme HAWK. First, a theoret-
ically simple version of HAWK is explained. Then, HAWK is explained
in detail by applying some optimisations to the simplified variant. This
scheme is then cryptanalysed in theory, and we experiment with smaller
instances of the scheme. Based on this cryptanalysis, parameter sets
are given in Table 5.3, which should provide two levels of security. The
novel design of HAWK avoids floating-points, and offers small signature
and public key sizes, similar to FALCON. Moreover, Table 5.1 shows
great performance on high-end and low-end devices. This chapter is
based on the initial work published in the proceedings of ASTACRYPT
2022 [DPPvW22a], and is based on the specification document submitted
to NIST [BBD™26].

Chapter 6 looks into the so-called one more shortest vector problem
(omSVP), which is the hardness problem on which HAWK is based. In
this chapter, we want to characterise the symmetries in the definition of
omSVP such that there is no trivial algorithm solving omSVP. Specif-
ically, assuming the private key in HAWK cannot be recovered easily,
it is shown that the formulation of omSVP covers all symmetries that
are easily computed. This work is published in Communications in
Cryptology [vGP25].
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Chapter

Preliminaries

The sets of complex, natural, rational and real numbers, and integers, are
denoted by C,N, Q, R, Z, respectively. The natural numbers, N include
0. The logarithm in base 2,e and 10, are denoted by lg,In and log,
respectively. We may write [n] = {1,2,...,n}. Boldfaced uppercase and
lowercase letters denote matrices and column vectors, respectively. More
notations can be found in the back matter of this thesis in the List of
Symbols.

2.1 Elementary theory

For later use, we shortly explain some terminology, and things related to
geometry and probability theory.

A square matrix A is called unitriangular if it is upper triangu-
lar, i.e., A;; = 0 for 1 < j < i < n, and its diagonal consists of only
ones.

2.1.1 Terminology

In this thesis, we will encounter heuristics. A heuristic is a simplification
of a mathematical analysis that is not fully precise or rationalised but
nevertheless decent enough of an approximation. It will be made clear
whenever a heuristic is used.

Moreover, any result that use one or more heuristics will be called a
heuristic claim. A heuristic justification then shows how the heuristic
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claim is derived from the used heuristic(s), or motivates why it is generally
believed to be true.

For instance, in Chapters 3 and 4, we derive various heuristic claims
regarding random lattices from Heuristic 2.41 and/or Heuristic 2.42. We
use heuristics because it would be very difficult to unconditionally prove
a more precise version of these claims using a formally defined notion of
random lattices.

2.1.2 Geometric objects

In this work, we consider Euclidean space R™ with the standard ¢?>-norm
induced by the dot product,

n
(xy)=x"-y =) @y .
=1

The ¢?-norm, or simply norm, of a point x € R" is |x|| = /(x, ).
More generally, one may consider for any number p € Z>1 the /P-norm
of a point x € R™ is given by

n 1/P
Il — (zxf) |
=1

and the £*°-norm of x is given by ||x||cc = max{|x1],...|xn|}.

The Minkowski sum of a subset S C R™ and vector t € R"” is denoted
by S+t = {s+teR"|se S}, and the Minkowski sum of subsets
S,T C R" is denoted by S + T = Uger(S +t). Given any ¢ € R and
subset S C R", we write ¢S = {cs € R" | s € S}.

For n € Z>2, the (n — 1)-dimensional sphere is denoted by S"~1 and
consists of all points x € R™ of norm 1. The unit circle S' can be seen
as a subgroup of C* by considering the map R? — C, (z,y) — z + iy.
The n-dimensional closed ball is denoted by B™ and consists of all points
x of norm x < 1. For any r € R+, we have

Tnﬂ.n/2

Vol (rB") = FETT 2 ©2r /)", (2.1)

where I" denotes the Gamma function, which satisfies I'(n + 1) = n! for
n € N. The lower bound follows from [—r/v/n,r/\/n]" C rB™.
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2.1.3 Probability theory

The probability of an event E happening is denoted by Pr[E]. For
a random variable X, we denote its exzpectation value by E[X]; its
variance by V[X] = E[X?] — (E[X])?; its standard deviation (std. dev.)
by ox = /V[X].

For a probability distribution D on R, we denote its support by
Supp D, the cumulative distribution function (CDF) by x +— Prx,.p[X <
z], and the survival function (SF) by Prxp[X > 2] =1—Prx.p[X <
x]. The probability density function (PDF) at x € R is the derivative of
Prx. p[X < z] with respect to x.

The uniform distribution on a set X is denoted by U(X).

The n-dimensional Gaussian mass with parameter o € R is denoted
by

Py R = Ry Xb—>exp<—HXH2> .
’ 202

The Gaussian, or normal distribution, with centre u € R and parameter
o € Ry, is denoted by N(i, 02), and its PDF is given by ﬁ po (T —p).
Note the Gaussian (11, 02) has expected value p and standard deviation
o. The standard Gaussian is N(0,1). Given n > 1, the n-dimensional
centred Gaussian with parameter o € Rsq is denoted by N, (0,0) and
is the joint distribution of points x € R™ where each coefficient is
independently sampled according to N(0, o).

The error function is given by erf(x) = % Iy e~t*dt. The CDF of

the Gaussian N(u,0?) is expressible in terms of the error function as
follows:

T —p

W B X <als % 4 ;erf( — > (@eR).  (22)
Concretely, we have
L 68% k=1,
Xeﬁ(rup(z)[u —ko <X <p+ko]= erf<ﬁ) ~Q 5% k=2,
99.7% k= 3.

The complementary error function is given by erfc(z) = 1 — erf(z), and
has the following asymptotic decay rate.
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Lemma 2.1 (| , 7.1.24]). For all x > 0,

2

erfe(x)

1
< - .
~ Vrx ¢
Theorem 2.2 (central limit). Let X, Xo,... be independent and iden-

tically distributed (7.i.d.) random wvariables, each having mean pu and
variance o2. As n tends to infinity, the random variable

X+ + X
(B

converges in distribution towards N(0,0?).

In concrete settings, we heuristically expect that above random
variable is closely distributed as Gaussian for large n.

Heuristic 2.3 (central limit heuristic). Given some large number n
and i.i.d. random variables Xy, ..., X,, each having mean p and variance
o2, the random variable (X1 + -+ + X,,)/n has distribution N(u,c?/n).

Statistical distance and Rényi divergence

Definition 2.4. Let P,(Q be two probability distributions on S. The
statistical distance, or total variation distance, between P and @, is

A(P,Q) = sup|P(T) = Q(T)] .
TCS
If S is discrete, we have A(P, Q) = 1Y cs|P(z) — Q()|.
The Rényi divergence | , ] is used in security proofs to
provide tighter reductions compared to a proof using statistical dis-
tance [ , ].

Definition 2.5. Let P, @Q be two probability distributions such that their
supports satisfy Supp(P) C Supp(Q). The Rényi divergence of P from
Q at order a € (1,00), is given by

(2.3)

N\ Y-
Ra(PIIQ)Z( 5 P“) |

z€Supp(P) Q ('T)ai
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In the literature, one may find the Rényi divergence being defined as
the logarithm of R, in Equation (2.3).

In contrast to statistical distance or ‘max-log distance’ | 1,
Rényi divergence does not provide a metric, as it is not symmetric in its
arguments and does not satisfy the triangle inequality.

If the Rényi divergence is finite, which it will be for our applications,
we think of it as a value 1 + 0 for § > 0; the smaller § is the closer
the two distributions. Note that for any fixed P, Q) on which the Rényi
divergence is finite, R, (P || @) is nondecreasing as a function of q, i.e. a
larger order a defines a stricter notion of closeness.

Rényi divergence satisfies the following three properties.

Proposition 2.6. Let a € (1,00) be an order. Two probability distributions
P, Q satisfy:

o (data processing inequality) for any function f we have
Ro(P!]| Q) <Ru(P Q) |

in which P¥ and Q7 denotes the distribution of f(X) induced by
sampling X < P and X + Q, respectively.

o (probability preservation) for any event E C Supp(P) we have

Q(E) > P(E) VR (P | Q) .

Moreover, (multiplicativity) for families of distributions (P;);cr, (Qi)icr

we have
RG<HP1- H@) = [IRa(P: || @)

iel i€l il

Often P is considered as an inexact realisation of some ideal distribu-
tion @, and the event E as some adversary winning a search game; in
this setting the probability preservation inequality allows us to bound
from above the probability of an adversary winning the search game
using distribution P. We also consider the order a as a parameter that
we may optimise over.
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2.1.4 Fourier transform

Definition 2.7. The Fourier transform of a function f: R — R, for
which [pn f(x )%dx is a finite value, is the function f: R” — R given by

Fw)= [ et pxjax,

for all y € R"™.

For example, the Fourier transform of p, is given by,

Po(y) = (0v27)" p1/(2ro) (¥)-

The well-known Fourier inversion theorem states that, under certain
convergence conditions, one may recover f from f by:

1) = [ fly)ay

If f is a radial function, i.e., there exists g: R — R such that f(x) =
g(||Ix]]), then f is also a radial function, and vice versa [ , Thm. 3.3].

2.2 Lattice

The main subject of this thesis is the theory of Euclidean lattices. For a
thorough introduction, see | , ].

Definition 2.8. A lattice A is a discrete additive subgroup of R".

Here, discrete means that the induced topology on A is the discrete
topology, i.e., there is an open ball 7B™ (r > 0) around the origin such
that rB" N A = {0} holds. In particular, there is a minimal distance
between lattice points. For example, Z" is a lattice. Figure 1.4 depicts
two lattices in two-dimensional space. Important properties of lattices
are rank, volume, successive minima and the covering radius, which we
will cover below in this sequence.

Let us use span(.S) to denote the R-linear span of a set S C R™.

Definition 2.9 (rank). The rank of a lattice A C R"™ is denoted by
rk(A), and equals the dimension of span(A). We say A is full-rank if
span(A) = R™, or equivalently the dimension of span(A) equals n.
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Later, Proposition 2.59 will show that any lattice can be taken without
loss of generality to be of full-rank after possibly applying an orthogonal
transformation to it.

Definition 2.10 (volume). The volume, or rather covolume, of a rank-
k lattice A C R" is det(A) = Volg(span(A)/A). A lattice A is called
unit-volume if det(A) = 1.

We may normalise a rank-k lattice A to have unit-volume, by consid-

ering the lattice
1

- A
det(A)Y/E
in which each point in A is multiplied by 1/det(A)Y*.
The volume is a measure of global sparsity of lattice points. Equiv-

alently, 1/det(A) measures the density of lattice points in Euclidean
space, as the following proposition shows.

Proposition 2.11. Let A C R" be a full-rank lattice, and V' C R™ be a
measurable set. Then,
Vol, (V)

V) nAl = IV

E
t«U(R"/A) [K

Definition 2.12 (successive minima). For i € [rk(A)], the ith successive
minimum of A is given by

Ai(A) = inf {r € Ry | dimspan(ANrB") > i} ,

or equivalently it is the smallest » > 0 such that there are at least
points in A of norm < r that are R-linearly independent. In particular,
the first minimum, A1(A), is the length of a shortest nonzero vector of A.

Note that we have 0 < A;(A) < Ag(A) < -+ < M(A) < 0. For
example, A = Z" satisfies \{(A) =--- = A\, (A) = 1.

Example 2.13. Given n > 4, the lattice A=Z"+Z - (27 Sy 2) has
the same successive minima as Z" and contains the sublattice Z" of
index [A : Z"] = 2.

Example 2.14. For k € Z>1, the root lattice of type A is given by

Ak:{XGZk+1‘ZXi:0} .
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20000 S900«

Figure 2.1: Voronoi diagram of the hexagonal lattice. The Voronoi
cell, V(A), is highlighted in red.

The lattice Ay has rank k, volume vk + 1, successive minima A\ (A4g) =
oo = M(Ay) = V2, and k(k + 1) shortest vectors of this length | ].

Minkowski [ | showed in 1896 that the first minimum can be
bounded using det(A).

Theorem 2.15 (Minkowski’s convex body theorem). Let A C R™ be a
full-rank lattice and let S C R™ be of volume Vol,,(S) > 2" det(A), such
that —S C S, and for allx,y € S and X € [0,1] we have Ax+(1-\)y € S.
Then, SN A contains a nonzero lattice point.

Proof. See Cassels | , 111 O
Minkowski’s first theorem easily follows.
Theorem 2.16 (Minkowski’s first). A full-rank lattice A C R™ satisfies

det(A)/"

M) <2 S
=2 g T

Proof. Consider § = rB" for r > 2 - (det(A)/ Vol,(B™)'/". As we

have Vol,,(S) > 2™ det(A), there exists v.€ SNA\ {0} so A\i(A) <r. O

By placing balls of radius %)\1([\) centred at each lattice point we
get a so-called lattice packing. A unit-volume lattice maximising its first
minimum yields the densest lattice packing through this construction.
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Table 2.1: Known Hermite constants

n 1 2 3 4 5 6 7 8 9 24
Vn 1 473 V2 v2 B Y% V64 2 2 4

Definition 2.17. Hermite’s constant is given by
Yn = SUup )‘1(A)2 )
AeX,
where X, is the family of rank-n unit-volume lattices.

By combining Theorem 2.16 and Equation (2.1), we obtain

Vn < 2GH(n) < /n.

The values of 7, are known for n < 8 | , ], form =24 ]
and for n = 9 | |, and can be found in Table 2.1. Hermite’s
constant in dimension 9 was determined using extensive machine-aided
computation. A remarkable fact is that in dimension 8 and 24 the densest
sphere packing is one in which the sphere centres form a lattice | ,

].
Definition 2.18 (Voronoi cell). The Voronoi cell of A is denoted by V(A)
and consists of all points that are not closer to any lattice point other
than to the origin:

V(A) = {x € span(A) | ¥ € A: ||x|| < |lx — v|]} .

Note that we have det(A) = Vol (V(A)) for any rank-k lattice A.
Figure 2.1 shows that the Voronoi cell provides a tiling of Euclidean
space, also known as a Voronoi diagram, named after Voronoi | ,

.
Definition 2.19 (covering radius). The covering radius of a lattice A is
denoted by u(A) and equals the furthest distance from any point to A:

p(A) = sup {min{Hx—VH}} .
x€span(A) veA

The function d(x, A) = minyep ||x—v|| is A-periodic, i.e., for all v € A
we have d(x,A) = d(x + v, A). Hence, one may take this supremum over
all x € V(A) instead. As the origin is the closest lattice point to any
point in V(A), the covering radius equals

p(A) = max {[lx|| [ x € V(A)} .
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2.2.1 Lattice basis

In order to algorithmically work with a lattice A, we describe a lattice
by a so-called generating set, or a so-called basis.

Definition 2.20 (generating set and basis). A generating set for a lattice
A C R" is a finite list of vectors by, ...,b,, € A such that for all v € A
there exist c1, ..., ¢y € Z such that v =c1b; + - - - + ¢, by, holds.

A basis B = [by,...,by,,] € R™™ is a matrix such that by, ..., by, are
R-linearly independent. We say B is a basis for A whenever by,... b,
is a generating set for A. Given a basis B € R"*" the lattice generated
by B is denoted by

LB)={yeR"|3IxecZ": y=B- x}.

A generating set for A requires at least rk(A) many vectors, and
a basis for A contains exactly k = rk(A) column vectors. It is easily
verifiable that £(B) is a lattice, and B is a basis for £(B). The set of
square bases n = m corresponds to GL,(R). The following proposition
shows that every lattice A has a basis.

Proposition 2.21 ([ , Prop. 1.1]). Let A C R™ be a lattice, and v € A
be a nonzero lattice point. If zv & A for all x € (0,1), then there exists
a basis B for A, such that B contains v.

Corollary 2.22. Every lattice A can be described by a basis B such that
b1 is a shortest vector.

Proof. Let v € A be a shortest vector of A. Suppose xv € A would hold
for some z € (0,1). In this case, we would have ||zv| = z|v|| < ||v]],
which would contradict that v is a shortest vector of A. Thus, we may
use Proposition 2.21, which gives a basis [by,...,bg] for A such that
b; = v for some i € [k]. By swapping b; and b; if i > 1, we obtain the
corollary. O

Given a lattice A, there is always a basis B for a sublattice of A such
that for all i € [rk(A)], we have b; € A and ||b;|| = A;(A), but this is
not always a basis for the lattice A itself. For example, given the lattice
A in Example 2.13, such a basis is B = I,,(Z), which is a basis for the
sublattice Z"™ C A whenever n > 4 but not for A itself.
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Lemma 2.23 (] , Lem. 7.1]). There exists a polynomial-time algo-
rithm that, on input a basis B € R™ ¥ of a lattice A and k linearly
independent lattice vectors S C L(B) such that ||s1]| < ||s2|l < -+ < |[|skll
holds, outputs a basis R for A such that ||r;|| < ||s;]| - max{1,/i/2} holds
foralli=1,... k.

Corollary 2.24 (| , Cor. 7.2]). Given a lattice A C R", there exists
a basis B for A such that |b;|| < \(A) - max{1,/i/2} holds for all
i=1,...,tk(A).

There are some lists of vectors by, ..., b, that do not form a gener-
ating set. Namely, if such a list satisfies an R-linear relation, it may not
generate a discrete set. For example, the set Z + v/2Z is dense in R and
hence not a lattice.

There is an efficient algorithm that, upon input a generating set for
some lattice A, outputs a basis for A | , Sec. 2.1].

Sublattices and basis transformations

If B is a basis for a rank-k lattice A, and M € Z¥*™ is a basis with m € [k],
then BM is a basis for the sublattice £L(BM), which is of rank m.

Two lattices By, By € R™** generate the same lattice if and only
if there exists a unimodular matrix U € GLg(Z) such that B = B;U
holds. This is an easy consequence of the above because a matrix U is
invertible over the integers whenever det(U) = +£1.

Given a basis B for A, we have det(A) = (/det(BTB), and if A
is full-rank, det(A) = |det B|. The quantity det(BTB) is invariant un-
der GL,,(Z). Namely, because unimodular matrices have determinant +1,
we have det((B1U)" - B1U) = (det U)* - det (B - By ) = det(BBy).

The group GLg(Z) is of infinite cardinality when k£ > 2, and thus,
any lattice of rank 2 and above, admits an infinite number of bases.

Orthogonal transformations

Given an orthogonal transformation O € O, (R) and a basis B € R™**
for A C R™, then OB is a basis for the rotated lattice OA = {Ov : v € A}

Remark 2.25. Technically, an orthogonal transformation is a combination
of a rotation (having determinant 1) and a reflection. However, for ease
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of writing, we may say ‘rotation’ or ‘isometry’ to mean an orthogonal
transformation.

Definition 2.26 (isomorphic lattice). A lattice A is isomorphic to another
lattice A’ if there exists an orthogonal transformation O € O, (R) such
that A’ = O - A holds.

Lattice isomorphism is an equivalence relation as O, (R) is a group.
We choose to call such a map an isomorphism as it preserves the inner
product space, i.e., for all x,y € A we have

(0x,0y) =x"0"0y =x"y = (x,y)

Recovering the orthogonal transformation is the Lattice Isomorphism
Problem (LIP).

Problem 2.27 (Lattice Isomorphism Problem, LIP). Let Ay, Ay be two
lattices that are isomorphic to one another. Given on input a basis By
for A; and a basis By for Ag, find O € O,(R) satisfying

Ao =0-A; .

Note that an orthogonal transformation O satisfies above equation if
and only if there exists U € GLg(Z) such that Bo = OB, U.

Automorphisms

A lattice automorphism is an isomorphism from a lattice to itself.

Definition 2.28 (lattice automorphism). Let A C R™ be a lattice. A
lattice automorphism of A is an orthogonal matrix O € O,(R) such
that OA = A holds. The group of automorphisms of A is denoted by
O(A) and consists of all lattice automorphisms of A.

Given a basis B for A, any automorphism provides a unimodular
matrix U € GL(Z) such that OB = BU, since OB is another basis for
A.

Any lattice automorphism group contains the ‘trivial automorphisms’
I,(R) and —I,(R).

Remark 2.29. Suppose A; is isomorphic to the lattice Ao = O12A; for
some Oj2 € O, (R). First, there is a group isomorphism, O(A;) = O(A3),
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where a group isomorphism is given by O; + O120107,. Second, there
is a bijection

O(Al) — {O c On(R) | OA1 = AQ}, 01 — 01201 s

where the image is the set of solutions to Problem 2.27. Hence, a solution
to LIP is only unique up to right multiplication by an automorphism
of A1, and, similarly, unique up to left multiplication by an automorphism
of AQ.

Example 2.30. The automorphisms of the integer lattice, Z', are precisely
the signed permutations: a permutation of the coordinates followed by a
possible sign change on each coordinate independently. Abstractly we
have

O(Z") = {+1}" % S,, |

and the group contains 2" - n! elements.

Normal forms

There are two normal forms of interest: Hermite normal form and Smith
normal form.

The Hermite normal form is useful for sublattices of Z™, and by
scaling, to any lattice A C Q™.

Definition 2.31 (HNF). A nonzero matrix A € Z"** is said to be in
column-style Hermite normal form (HNF) if there exist so-called ‘piv-
ots’ (pi);_; for some r < k such that 1 < p; < ps < --- < p, < n
and:

(1) if j > r then A;; =0
(2) for all j <r and i < pj, we have A;; =0,
(3) Vjer]: Ap,; >0, and
(4) VE<j<r:0< Ay x <Ay
The Hermite normal form can be generalised from Z to a principal
ideal domain [ ]

Example 2.32. A square full-rank matrix A is in HNF, if r = k, Vi €
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[k]: p; =i, and it is of the form

Ay 0 - 0
A Ay

: : . 0
Apt A - Apg

Proposition 2.33. For any matriz A € Z"*%, there exists a matriz U €
GLk(Z) such that AU is in HNF. If A is full-rank, then U is unique.

Corollary 2.34. Every lattice A C Z™ has a unique basis B € Z™* in
HNF.

By reducing a matrix A using the action of GL,(Z) on both left and
right of A, we obtain the Smith normal form.

Definition 2.35 (SNF). A matrix A € Z"™** is in Smith normal form
(SNF) if Aj1 | Aga | --- | Ay for some r < k is a divisor chain of positive
integers, and A is zero except for A;; with ¢ < r,

Proposition 2.36. For any matriz A € Z"*F there exist U € GL,(Z)
and V € GLy(Z) such that UAV is in SNF.

2.2.2 Random lattice

To use lattices in cryptography, we ideally want to generate lattices using
randomness. There are uncountably many full-rank lattices of volume 1
in any dimension n > 2.

As was shown by Siegel | ], there is a natural Haar measure i, on
the collection of full-rank, unit-volume lattices, which may be identified
by the set X, = SL,(R)/SL,(Z). Hence, there exists a probability
distribution to sample random lattices according to the so-called invariant
distribution fu,.

Although such a distribution may have elegant theoretical properties,
it is practically desirable to have a large enough distribution that is
efficiently sampleable from. Moreover, integer or rational lattices may
be easier to work with. In this direction, Goldstein and Mayer give an
algorithm for generating dimension-n unit-volume lattices | |, which
is Algorithm 2.1 below. We will explain shortly after Theorem 2.37 that
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Algorithm 2.1. SAMPLERANDOM: sampler for Goldstein—Mayer lattices

Input: dimension n
Output: unit-volume lattice in dimension n

1: sample a large integer NV

2: sample uniformly from the finite collection of sublattices A C Z"
with volume NV

3: return N~V/7. A

Step 2 of Algorithm 2.1 is easily implemented if one only generates prime
numbers in Step 1, while it may be hard for composite V.

For sufficiently large N, the output of Algorithm 2.1 is closely dis-
tributed to Siegel’s definition of random lattices.

Theorem 2.37 (| , Thm. 2.1)). Let A C X,, be any measurable set
such that its boundary has zero measure with respect to pin, and let L, N
be the collection of full-rank sublattices of Z™ of volume N. Then,

li 1
1m
N—oo |»Cn,N|

C>T LANTYMA) = pu(A)
AEﬁn,N

For prime ¢, by Corollary 2.34, the collection £,, 4 consists of lattices
generated by a basis of the form

1

Ty - Ti—1 4 )

1
for some i € [n] and 1,...,2;-1 € {0,1,...,q —1}.

For a particular i € [n], there are ¢~ ! possible options for x1, ..., z; 1.
Hence, for large ¢, most lattices in £, ; are generated by a basis of the
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form

(2.4)
1
xry - Tp—1 (

In this thesis, we are interested in g-ary lattices.

Definition 2.38 (g-ary lattice). Let ¢ > 2 be a prime number. A g-ary
lattice is of the form

LyA)={xeZ"|TyeZ":x=Ay (modgq)} ,

where n,m € Z>1 and A € (Z/qZ)™"".
The distribution of random g-ary lattices of dimensions (m,n) is
given by L£,(A) where A < U((Z/qZ)™").

Given n < m, a sample A « U((Z/qZ)™*") is full-rank with prob-
ability approximately 1/¢, in which case we have [L,(A) : ¢Z™] = ¢"
and [Z™ : L4(A)] = ¢™ ™. Intuitively, every column of A increases the
density of L,(A) by a factor g.

Alternatively, one may consider the so-called small-secret embed-

ding | |, i.e.,
L(A) = { (Xl) e Zmtn ) .
X2

A g-ary lattice of the form £,(A) is equivalent to a small-secret embedding
if A € (Z/qz)™ " is full-rank. Namely, in this case, by permuting the

A
I,

x1 = A X9 (modq)}zﬁq<

rows of A, we may obtain a matrix A’ = 'l such that the square
matrix Ay is invertible, which in turn shows:
c,(A1A7") = £,(A) = L,(A) .
The class of orthogonal g-ary lattices of the form

L’é‘(A) ={xeZ"|x-A=0 (modgq)} , (2.5)
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are related to g-ary lattices by the so-called notion of duality, which will
be explained in Section 2.3.

Ajtai proves that this class exhibits a worst case to average case
reduction for some lattice problems | , |. In other words, if
there exists a polynomial time algorithm A that solves a lattice problem
upon input a random lattice sampled from this class, then there is a
polynomial time algorithm B that solves that lattice problem upon input
any lattice of said distribution.

For more information on random lattices, see | .

Gaussian heuristic

Siegel’s mean value theorem | | implies that for any bounded, compact
set S C R™, we have

AIE [[SNA\{0}|] = Vol,(S5) . (2.6)
~n
Definition 2.39. For n € Z>1, let us denote the radius of the unit-volume
ball by

GH(n) = Vol,(B™") ™/ .

By considering S = GH(n)B", we expect one nonzero lattice point
in S (and its negation) by Equation (2.6). In addition, A;(A) is very
concentrated around GH(n) | , ]

Theorem 2.40 (] , Thm. 6]). A Haar-random lattice A < p,, satisfies

Y

M) 1‘ < loglogn
GH(n) n
with probability at least 1 — o(1) as n — oo.

These concentration results allow us to approximate A\;(A) for many
lattices encountered in cryptography (although not all), even when these
lattices are not entirely random. Given a lattice A and a bounded set
S C R™, the Gaussian heuristic states

AN S|~ Vol,(S)/det(A) ,
which is a heuristic version of Equation (2.6). The Gaussian heuristic

leads to the following two heuristics regarding the length of short vectors.
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Heuristic 2.41. A random lattice A C R™, has A;(A) = GH(n)-det(A)Y/™.

Note Theorem 2.16 states A(A) < 2- GH(n) - det(A)/". Moreover,
applying Stirling’s approximation on Equation (2.1) leads to

GH(n) ~ y/n/(2me) (as n — 00).

It is known that GH(n) ~ \/n/(2me) for n > 50 | ]

Heuristic 2.42. Given a random lattice A C R™ and some r > 1, we have
Hv €A ‘ vl <r- GH(n)det(A)l/”H ~ ",

In particular, the ith shortest lattice point v has a length of approximately
[v| ~ GH(n)det(A)Y™51/n,

There exist constructions of lattices where the Gaussian heuristic
does not hold. However, for our applications, i.e., random g¢-ary lattices
with sufficiently large q or projected sublattices considered during lattice
reduction, Heuristic 2.41 accurately describes A1(A).

2.2.3 Hard problems

In this section, we state the lattice problems that are deemed to be
computationally hard to solve. The fundamental hard problem in lattice-
based cryptography is that of finding the shortest vector.

Our problem statements say input and/or output contain lattices
and/or lattice points. Computationally, these are actually described
respectively by a rational basis and/or a rational coefficient vector ex-
pressing a point as a linear combination of basis vectors of certain
precision.

Problem 2.43 (shortest vector, SVP). Given upon input a lattice A C R™,
output a vector v € A such that ||v] = A1(A).

In practice, the lattice is specified by a basis B € R"**¥, and the goal
is to find coefficients cy,...,c; such that v = Zle ¢;b; is a shortest
vector.

Problem 2.44 (closest vector, CVP). Given upon input a lattice A and a
vector t € R”, find a vector v € A such that ||v —t|| < ||w — t|| for all
w e A.
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Figure 2.2: Search bounded distance decoding with o = 0.49

Van Emde Boas | | proved NP-completeness of the decisional
variants of two computational problems: (1) SVP with respect to £°°-
norm, and (2) CVP, and conjectured SVP with respect to ¢?-norm is
NP-complete as well. Remark that he phrased (1) and (2) the ‘closest
vector’ and ‘nearest vector’ problem, respectively, which may be confusing
with modern terminology. Ajtai [ | showed that SVP with respect
to £?-norm is NP-hard for randomised reductions.

Bounded distance decoding

The bounded distance decoding problem (BDD), visualised in Figure 2.2,
is a variant of CVP in which the distance from the target t to the lattice
is guaranteed to be bounded in norm. The following computational
problems are considered hard for specific parameters.

Problem 2.45 (search-BDD,,, lattice form). Given upon input a parameter
a >0, a lattice A C R™ and a target t € R™, such that t = v + e holds
for some v € A and |le|| < aA1(A), output v.

By considering t modulo the lattice and demanding t — v as a result,
we get the syndrome form.

Problem 2.46 (search-BDD,,, syndrome form). Given upon input a pa-
rameter o > 0, a lattice A C R™ and a target t = e + A € R"/A, such
that |le]] < a\1(A) holds, output e.
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Concretely, in the syndrome form of search-BDD), one is given a basis
B € R™** of A, and a target t = B - ¢ that is expressed in terms of B
using coefficients ¢ € R¥ in the interval [0, 1).

Note it is difficult to compute A;(A) for an arbitrary lattice by the
hardness of SVP, so it is hard to verify a candidate v € A, i.e., to check
It — v|| < aAi(A). For random lattices, however, this is possible as we
have A\;(A) ~ GH(A) by Heuristic 2.41.

Remark 2.47. When search-BDD is instantiated with a < %, it is guar-
anteed that there is a unique lattice point close enough to t. Indeed,
suppose vi € A and vy € A satisfy ||[v; —t|| < A1 (A)/2 (i = 1,2). By the
triangle inequality, we have ||vi — va| < ||[vi — t|| + ||t — v2|| < A1(A),
SO V| = Va.

The following heuristic shows that there is still a unique lattice point
close enough with high probability in average case search-BDD,, instances
using o < 1, a random lattice and e < U(a GH(n)B").

Heuristic Claim 2.48. Let A C R™ be a random unit-volume lattice,
a € (0,1), and R = a GH(n). The probability that a target t < U(RB")
is at a distance of at most R from some nonzero lattice point v € A is at

most O(ny/n)a™.

This claim can be justified using Heuristic 2.42, and an upper bound
by Micciancio and Voulgaris on spherical domes | , Lem. 4.1].

Heuristic Justification. Note that only lattice points v € A\ {0} are
relevant with ||v|| < 2R = 2a GH(n) by the triangle inequality. For such
av e A\ {0}, we are interested in Vol,, (RB" N (v + RB")), which is
twice the volume of the spherical dome {t € RB"|(t,v) > |v|*}.
Set @ = ||v|[/2R. This spherical dome is contained in a cylinder
with base RV1 — a2 - B""! and height R(1 — a), which has volume at
most R™(1 — ag)n/2 Vol,,_1(B"~1). One can show that Vol,_(B"!) <
Ve Vol (B™) holds, which implies

Vol,(RB™ N (v + RB")) < 0(\/5)@"(1 - a2)”/2.

Heuristic 2.42 predicts approximately ¢ lattice points in a ball of
radius ¢ GH(n). By using this estimate for ¢ € (1,2«), the volume of all
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the spherical domes is roughly

2a €2 n/2 2a 64 n/2
n—1 n n 2
/nz O(Vn)a (1 - a2> df < O(ny/n)a /(z - W) .

1 1

The integrand reaches its maximum o” at ¢ = /2«, so the above
equation can be bounded from above by O(ny/n)a?"(2a — 1). For the
desired probability, we consider the ratio of volumes, which is at most

O(ny/n)a"/ Vol,,(RB") = O(n/n)a™. A
Alternatively, there is also a decisional version of BDD.

Problem 2.49 (decision-BDD). Given upon input a parameter a > 0, a
lattice A C R™ and a target t € R™, output ‘yes’ if there exists v € A
such that ||t — v|| < aA1(A), and otherwise ‘no’.

In this thesis, we are interested in average case variants of search-
BDD and decision-BDD. Here, one should output ‘yes’ on input a target
t drawn from a BDD distribution x on R™ such that almost all samples
have a norm around aA;(A) for some o > 0. At the same time, one
should output ‘no’ on input a target t < U(R"/A) drawn from the
uniform distribution. Since the BDD and uniform distribution may
overlap, average case BDD cannot always be solved. Rather, a successful
algorithm both rarely outputs ‘yes” when t is sampled uniformly (false
positive), and rarely outputs ‘no’ when t is sampled from x (false negative).
The statistical distance between the BDD and uniform distribution is

1

large if o is small (e.g., @ = 5) and n is large, in which case a successful

algorithm may exist, albeit not necessarily efficient.

Problem 2.50 (average case search-BDD,). Let & > 0 and let x be a
distribution on R™ such that ||t]| ~ aX(A) is likely if t < x. Given
upon input «, a lattice A C R™ and a target t € R” such that t =v + e
holds for some v € A, and e < x, output v.

Problem 2.51 (average case decision-BDD,). Let o« > 0 and let x be
a distribution on R™ such that [[t|| = aA;(A) is likely if t < x. Given
upon input «, a lattice A C R™ and a target t € R™ sampled either from
X (mod A) or U(R"™/A), output ‘yes’ in the former case and ‘no’ in the
latter case.
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Usually, in search-BDD and decision-BDD, the error distribution
X is a uniform distribution on a sphere or ball of some radius R, or
a (discrete, see Section 2.4) Gaussian with some parameter o. The
hardness of search-BDD and decision-BDD then depends on the radius
R or parameter o, i.e., the bigger R or o is, the larger the average error
norm is and thus the harder the problem instances are.

Unique shortest vector

In certain lattices, the shortest vector is of much smaller norm than other
vectors that are not parallel to it, in which case SVP is not harder than
for a general lattice.

Problem 2.52 (unique shortest vector, UniqueSVP, ). Given upon input
7 € R>; and a lattice A with the promise A2(A) > yA1(A), output a
vector v € A such that ||v|| = A1 (A).

Lyubashevsky and Micciancio [[.M09] show two polynomial-time
reductions: (1) from BDDy /5, to UniqueSVP, given any v > 1, and (2)
from UniqueSVP, to BDDy/, given any 7 polynomial in n. Hence, given
a < 3, BDD,, is essentially as hard as UniqueSVP,, for some v € [, 1].

207 «

Learning with errors

It is common in cryptography to base security on the hardness of the learn-
ing with errors problem, which was introduced by Regev in 2005 [Reg09].
Learning with errors is basically the BDD problem using g-ary lattices.

Problem 2.53 (learning with errors, LWE). Let A < U((Z/qZ)™ ") be
a random g-ary matrix, xs be a secret distribution on (Z/qZ)", and
Xe an error distribution on Z™. Given upon input the pair (A,b)
where b = As + e (mod ¢) is computed after sampling s < x5 and
e < Xe, output the vector s.

A standard choice for the error distribution is the discrete Gaussian
(see Section 2.4) xe = Dzm , with parameter ¢ > 0. In a worst-case
analysis of LWE, one determines, given any s € (Z/qZ)", the difficulty
of recovering s. On the other hand, in cryptographic constructions, such
as ML-KEM and ML-DSA, the secret s always has small norm, for
example by taking x5 = Xe and/or restricting secret coefficients to the
set {—3,—2,...,2,3}, which is the case for ML-KEM and ML-DSA.
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2.2.4 Projection

First, we recall some linear algebra and discuss Gram—Schmidt orthogo-
nalisation and QR decomposition. These give rise to projected sublattices,
which are used in basis reduction to map a high dimensional lattice to a
lower dimensional one.

Definition 2.54 (orthogonality). A vector v is orthogonal to a vector
w € R" if (v,w) = 0, and orthogonal to a subspace V. C R™ if Yw €
Vi (v,w)=0.

Given a subspace V C R”, the orthogonal subspace V- consists of
all v € R™ orthogonal to V. Moreover, my: R® — V is the projection
onto V', and 7r‘§ = w1 is the projection orthogonally away from V.

Note for all x € R™, we have x = 7y (x) + 7i(x). Moreover, as Ty (x)
is orthogonal to mi-(x), by Pythagoras’ theorem, we have

[ = [lmy ()II* + 7 ()1 (2.7)

so in particular |7y (x)|| < [|x]], and |7 (x)] < [|x]|-
Given a basis, we are interested in the subspaces generated by subar-
rays of a basis B, and the orthogonal subspaces of these.

Gram—Schmidt orthogonalisation
Definition 2.55 (basis projection). Given a basis B € R™** and ¢ € [k],
the projection orthogonally away from [by,...,bs_1] is denoted by
i
B, = 7Tspan(bl,...,bg_l) ’

where we may omit B if it is clear from context. In particular, we
have 7 (x) = x.

Definition 2.56 (Gram-Schmidt). Given a basis B € R™**, the ith Gram—
Schmidt vector is b} = m;(b;) for i € [k]. The Gram—Schmidt basis is
given by B* = [b},...,b;], and the Gram-Schmidt coefficients p;; where
i,j € [k] are given by

wij = (b, by) /Ibj|* .

Note B* is an orthogonal basis. Moreover, note j;; = 0 when j <1
and p; = 1. In other words, writing M = (Mij)szl shows that M is
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unitriangular. We have b; = u1;b] + -+ + p;—1;b;_; + b}, or in matrix
form,
B=B" M.

n
By the above, we get det A = |det B| = |det(B*)| = HHb;‘H

i=1

The Gram—Schmidt orthogonalisation (GSO) of B is the pair (d, M)
where d € R¥ satisfies d; = ||b}|| for i € [k]. An approximation of the
GSO can be computed, assuming no numerical issues arise, by setting
b] = by, and then iteratively computing bj = b; — >, p;b; for
j =2,...,n using floating-point numbers with certain precision.

For a basis B € R™*F of a lattice A and 1 < i < 7 < k, we may
consider the projected sublattice By; ;) = [mi(b;), ..., mi(bj)]. Note By;
is a basis for the lattice m;(A).

Lemma 2.57. Given a basis B € R™* of A, we have
A1(A) = min{|[by|[,..., [Ibgll} -

Proof. Suppose v € A is nonzero, and write v = Zle ¢;b; with ¢; € Z.
Let ¢ € [k] be maximal such that ¢; # 0 holds, and note such ¢ exists as
v is nonzero. Using Equation (2.7) and m;(v) = ¢; - m;(b;), we obtain

VIl = ()l = les] - (b7 ] = (7] - -

QR decomposition

The QR decomposition [ , Chapter 19] is related to Gram-Schmidt
orthogonalisation.

Definition 2.58 (QR decomposition). The QR decomposition of a ba-
sis B € R™F is the pair (Q,R) with Q € R™* and R € R*** such
that R is an upper triangular matrix with all diagonal entries in Rs,
Q'Q =1,(R) and B = Q- R. Here R denotes the R-factor of B.

There are four remarks to make.

(1) A QR decomposition is unique per basis.

(2) The matrix Q can be extended by some Q' € R™ (%) to an
orthogonal transformation [Q | Q'] € O, (R).

(3) Software libraries such as LAPACK and NumPy may return an
R-factor, in which some diagonal entries are negative.
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(4) The QR decomposition (Q,R) is related to the GSO (d, M) by

_[bi .. b .
Q - |:||b%H ||b;;H:|7 and R—dlag(d) M s

so Ry = ||bj|| and Ry; = (b}, by) /||bj|| = d;ps; for 4,5 € [k].

The QR decomposition and GSO can both be computed using at
most O(nk?) floating-point operations. The QR decomposition, or only
the R-factor, can be computed using Householder reflections | ,
Chapter 19]. Householder reflections are more numerically stable than
the GSO, which is useful when computing floating-point approximations
of inner products (b}, b;), like will be done in Section 2.5.

Proposition 2.59. Let A C R"™ be a rank-k lattice. Then, there exists a
full-rank lattice ' C R¥ such that A is isomorphic to

{(vl,...,vn)T e R"” ’ (vl,...,vk)T eN, and vy = =, :0}

Moreover, given a basis B € R™** of A, then its R-factor is a basis for A’
satisfying the above.

Proof. The second remark above shows there exists Q' € O, (R) such
R
0

R
that B=Q’- 0 ] holds. This is equivalent to Q"B = and

the claim follows.

2.2.5 Lattice isomorphism

Recalling paragraph § Orthogonal transformations (p. 33), if A, A’ are
generated by B, B’ respectively, then they are isomorphic if there exists
an orthogonal transformation O € O,(R) and a unimodular matrix
U € GL,(Z) such that O - B - U = B’. We can remove the real valued
orthogonal transformation by moving to quadratic forms.

Definition 2.60 (quadratic form). A quadratic form is a positive definite
real symmetric matrix Q € S;”%(R). Given two quadratic forms Q, Q' €
S;9%(R), an isomorphism from Q to Q' is a unimodular U € GL,(Z)
such that UT - Q- U = Q' holds. We say Q and Q' are isomorphic if
there exists an isomorphism from Q to Q.
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For any lattice basis B the Gram matrix BTB, consisting of all
pairwise inner products, is a quadratic form. Conversely, the Cholesky
decomposition of a quadratic form Q is the unique basis R that is an upper
triangular matrix with strictly positive diagonal such that RTR = Q
holds. Note in this section, Q denotes a quadratic form and is not related
to QR decomposition.

We have that two bases generate isomorphic lattices if and only if their
Gram matrices are isomorphic. This allows us to restate Problem 2.27.

Problem 2.61 (LIP, restated). Given upon input two isomorphic quadratic
forms Q, Q' € S.°(R), output any isomorphism from Q to Q'.

Analogously to Definition 2.28, we define the orthogonal group of a
quadratic form Q as follows.

Definition 2.62. Let Q € S (R) be a quadratic form. An automorphism
of Q is an isomorphism from Q to Q. The group of automorphisms of Q
is denoted by O(Q) and consists of all automorphisms of Q.

ZLIP is a problem that asks, given a lattice isomorphic to Z", to
output any isomorphism. Using quadratic forms, we get the following
elegant problem description.

Problem 2.63 (ZLIP). Given upon input a quadratic form Q € GL,(Z)
for which there exists B € GL,(Z) such that Q = BTB holds, output
any such B.

If one knows such a B, it becomes easy to compute O(Q) since we
know O(Z™). Without B, we may compute the trivial automorphisms
+I,,. It is believed to be difficult in general, however, to construct any
other automorphism of Q without solving ZLIP.

Definition 2.64. The inner product with respect to a quadratic form
Q € S;°(R) is given by,

(-, ) R"xXR" =R, (x,y)—x-Q-y .

The norm with respect to Q € S;7Y(R) is defined as ||x|q = {/(x,%)q-

Note that for a basis B and vectors x,y € R” we have

(Bx,By) =x"B'By = (x,y)g1g >
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and thus the geometry of A(B) is fully described by Q = BTB. Moving
from (bases of) lattices to quadratic forms can be viewed as forgetting
about the specific embedding of the lattice in R”, while maintaining all
geometric information. Throughout this thesis we will talk about lattices
and quadratic forms interchangeably.

2.2.6 Module lattice and Hermitian form

A number field K is an algebraic extension of Q of finite degree n = [K : Q.
We write Ok for the ring of integers of a general number field. In this
work, we consider the cyclotomic field K = Q ({2,) = Q (6_27”'/ 2”) =
Q[X]/(X™+1) where n > 2 is a power of two. This is a CM field and has
conductor 2n. Many of the facts below are not true for general number
fields.

The ring of integers R = O = Z[X]/(X™ + 1), or any ideal of K,
obtains a rank-n lattice structure by considering its image under the
so-called canonical embedding, or Minkowski embedding;:

0:K—-C" =z~ (01(x),...,0n(x)) .

Here, 01,09, ...,0, are the n canonical embeddings of K into C, ordered
such that o;,,,/9 = o; for i € [n/2] (for n > 2 there are no real embed-
dings). The subset {(z1,...,2,) € C": Vi € [n/2],2;4y,/0 = Ti} C C"
is isomorphic as an inner product space to R" [ , Sec. 2.1]. We
implicitly use this isomorphism and write o: K — R™. We also have the
coefficient embedding,

ao

ai
VEC: K= Q", ag+a X+ - +a, 1 X" 1| ,

an—1

which is an additive group isomorphism. Moreover, VEC(R) = Z".

The algebraic norm and trace are given by N(z) = [[;-; 0s(x) and
Tr(z) = > 0i(z) for x € K, respectively. Since the o; are ring
homomorphisms the algebraic norm is multiplicative and the trace is
additive. If z € R then N(x), Tr(z) € Z.
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The embeddings enable us to view K as an inner product space over
Q by defining (-, -) : Kx K — Q as

n

Y ai(f) - ailg)- (2.8)

=1

(f.9) =

:\H

We renormalise by % as there is an isometry, up to a scaling factor of
n, from the canonical embedding to the coefficient embedding, i.e., we
have (f,g) = (VEC(f), VEC(g)) with the right hand inner product over
R™. This gives a geometric norm on K as ||-[|: K — Q, f — /(f, f),
which agrees with the Euclidean norm of VEC(f). In particular, given
any f = fO + le +- fn—anil S K» note <17f> = fO'

Because K is a CM field, it comes with a unique involutive auto-
morphism (-)*: K — K that acts as complex conjugation on its embed-
dings, i.e., we have o;(2*) = 0;(z) for all x € K and i € [n]. We call (-)*
complex conjugation, and we say f € K is self-adjoint if f* = f. For all
f=fo+r X+ + fo1 X" ! €K, we have

ff=fo—farX - = X"

Moreover, Equation (2.8) becomes,
1 = * 1 *
g9)=—> oi(f*9) = —Tr(f*g) .
n = n

Module lattice

For any { € Zs1, we define K¢ = K& --- ® K, and similarly for the
= —_———

£ times

R-module R’ of rank ¢. Extend VEC: K¢ — Q™ in the natural way. We
extend the inner product and norm to vectors f,g € K¢ by

¢
f g = Z flvg’b 9 and HfH = <f7f> :
=1

We write RoT(f) = (VEC(f), VEC(X f),..., VEC(X"1f)) € Q"*" for
f € K, which is a basis for the lattice o(f) given by the (possibly
fractional) ideal (f). Note that ROT is a ring homomorphism, satisfying
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VEC(zy) = RoT(z) VEC(y) and RoT(xy) = RoT(z) RoT(y) for x,y € K.
We extend ROT to matrices B € K**¢ in the natural way

ROT(BH) s ROT(BM)
Rot(B) = :

ROT(Bkl) ROT(BM)

We now define a module lattice. Since R is the ring of integers
of a number field, it is a Dedekind domain and the notion of rank is
well-defined for R-modules.

Definition 2.65. Let M C K* be an R-module of rank ¢ < k. Then, we
have the map,

o=(0,...,0): KF - R"™, (1y...,x) = (o(x1),...,0(zk))
and we say the image o (M) is a module lattice.

Any module lattice o(M) is a rank-n/ lattice in R™. We may refer
to ‘the module lattice M’ to mean o (M). If B € K**¢ is a basis for an
R-module M then Ror(B) € Q™™ is a basis for the module lattice
o(M). A matrix B is an R-basis for the module lattice R whenever
B e GL@(R).

Definition 2.66. Given k, /¢ € Z>1, the Hermitian adjoint of a matrix B €
KF*¢ is denoted by B* and is obtained by applying complex conjugation
coefficientwise to BT. The Hermitian adjoint of a vector f € K, is the
row vector f*, by interpreting the column vector as an ¢ x 1 matrix.

Hermitian form

Analogously to defining an R-basis, we may consider a structured variant
of a quadratic form: the Hermitian form.

Definition 2.67. For £ > 1, the set of Hermitian forms HfO(K) consists of
all Q € K such that Q* = Q and Tr(v*Qv) > 0 for all v € K\ {0}.

An isomorphism of Hermitian forms Q and Q' is a matrix U € GLy(R)
such that U*QU = Q' holds, and we analogously write O(Q) for the
group of automorphisms of Q.
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Equivalently, Q is a Hermitian form whenever ROT(Q) is a quadratic
form. Given a basis B € K¢, its Gram matrix B*B is a Hermitian
form.

Note that RoT maps O(Q) into O(RoT(Q)). The automorphism
group of Is(R) is equal to

O(Iy(R)) = { ("g )Sb) (i’ (1))

and has size 8n2. This is very little compared to the sheer number of
automorphisms of VEC(R?) = Z?", which is 22*(2n)! by Example 2.30.
Similar to Definition 2.64, a Hermitian form induces an inner product
and norm.

0<a,b<n, 66{0,1}} ,

Definition 2.68. The inner product with respect to a Hermitian form
Q € H;°(K) is given by,

1
(f.g)q=_ Tr(f"Qg) , and |flq=1/(f.f)q ,

for f, g € K.

Once again, observe that for any basis B, we have (Bf,Bg) =
(f,g)p.p and ||Bf[| = |[f[/B-B-

The following problem is the module analogue of ZLIP.
Problem 2.69 (smLIP). Given upon input a matrix Q € GLy(R) for
which there exist B € GLy(R) such that Q = B*B, output any such B.

Note that smLIP is not harder than ZLIP in dimension nf.

2.3 Duality

There are two ways to define the dual of a lattice. The first one is
inherited from groups, while the second one is geometric and specific
to lattices. In the context of Fourier transforms, it is useful to consider
both definitions, and relate them. Note that characters are only taken
for full-rank lattices.

Definition 2.70 (group-theoretic dual). For a locally compact group G
(e.g. a finite group or a torus R™/A of a full-rank lattice A), the group of
characters on GG, is denoted by

G= { x: G — St ‘ X continuous group homomorphism} .
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Note that when G is a finite abelian group, any homomorphism
x: G — S' is continuous.

Definition 2.71 (dual lattice). The dual of a lattice A C R™ is denoted by
AV and consists of all vectors x € span(A) for which (x, A) C Z holds.

We refer to A as the primal lattice and AV as the dual lattice.

Example 2.72. We have (Z") = Z" and L (A)Y = %qu(A). Moreover,
for any lattice A and nonzero a € R, (aA)” = AV /a.

The following lemma shows that we may interchange these two notions
of duality, i.e., any dual vector defines a character and vice versa.

Lemma 2.73. The map from AV to W that sends a dual vector w to
the character
Xw: t — exp(2mi - (t,w)), (2.9)

is a group isomorphism.

Proof. We prove the map w — Xy is a well-defined group homomorphism,
injective and surjective.

Well-definedness: It follows directly from the definition of A that
Xw is a character given w € AV. It is also easy to see W — Yy is a group
homomorphism.

Injectivity: Suppose xw(t) = 1 holds for all t € R™. In particular, for
t = cw with ¢ € Ry, we have xw(cw) = 1, which implies (w, cw) € Z.
Assume w # 0 so in particular |[w|| > 0. Then, for ¢ < 1/|w||?, we get
a contradiction as (w,cw) = c||w||? must be simultaneously a (strictly)
positive integer and smalle/rt\han 1. We conclude w = 0.

Surjectivity: Let x € R"/A be given. By continuity, there is an open
ball U C R™ centred at O such that x(U + A) C {z € SYRe(z) > 0}
holds. On this ball, we can find a linear map ¢: U — (—1, 1) such that
X(x + A) = exp(2mip(x)) holds for all x € U as there is exactly one
value possible for ¢(x). The character x is completely determined by
its values on U, i.e., for any x € R" there exists m € Z>; such that
x/m € U so x(x) = x(x/m)™. We may now extend ¢ to a linear function
@: R™ — R that satisfies x(x + A) = exp(27mip(x)) for all x € R". Now
there is a w € R™ such that ¢ = (-, w), as any linear map is of this form.
Note because x(A) = 1 holds, we have (w,A) C Z so w € AV. Thus,

X = Xw- O
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For a sublattice A’ C A, the dual of the finite group A/A’ has a
natural connection to the dual lattices of A’ and A by the following
lemma.

Lemma 2.74. For two full-rank lattices Ay C Ay C R™, there is a canonical
group isomorphism of abelian groups,

(7R / (7R) > Bl

given by restriction of a character x: R"/A1 — S (modulo Wg)
to A2/A1.

Proof. We prove restriction is a well-defined group homomorphism, in-
jective and surjective.
Well-definedness: Any Aj-periodic character y can be multiplied by a
As-periodic character in WQ as the function stays the same on Ag/A;.
Injectivity: Any character x € Ml that is 1 on Ay/A; is coming
from a function R” — S! that is Ag-periodic, i.e., a character from WQ.
Surjectivity: Left hand side has size

[R? /8 /R 8o | =AY/ 8] = Ao/ Aal,

and right hand side has size |/g/\A1| = |A2/A1]|, where we use that a finite
abelian group G is isomorphic to its dual. Since there is an injection
from one set to another set of the same finite cardinality, it must be
surjective as well. O

One can compute a A-periodic function by evaluating its Fourier
transform at dual lattice points.

Theorem 2.75 (Poisson summation formula, | , Chapter VII]). Given
a full-rank lattice A and a function f: R™ — R satisfying certain decaying
conditions, for all t € R™ one has

1
2 S +0 = om

veA
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2.3.1 Dual basis

Given a basis B of a primal lattice A, one can compute a basis for the
dual lattice AY.

Definition 2.76 (dual basis). Given a basis B of the primal lattice A, the
dual basis associated to B is

BY = [lovl,...,byﬁ]:B-(BT-B)*1 ,

and VB = [by,...,bY] is used to denote the reversed dual basis, which
contains the basis vectors of BY in reversed ordering.

There are three remarks to make here.

(1) The map B +— BY is an involution, i.e., B = (BY)". Similarly, we
have B = V(VB);

(2) The dual basis D = [bY,...,b}] = BY is the unique basis with
vectors in span(B) that satisfies <bi,b\](> = [i = j], or equiva-
lently, DTB = I(Z). Hence, BY = B~T if B is full-rank.

(3) Any point x = Y F , ¢;b; with ¢; € R satisfies ¢; = (x,bY), be-
cause DTx = (DTB)c = c. Hence, a point x € span(B) satis-
fies x € span(bg, ..., by) if and only if (x,bY) = 0. Generalizing
this further, leads to following proposition.

Proposition 2.77 (] , Thm. 5]). Let B € R™¥ be a basis and 1 < £ <
r < k. Then, the projected sublattice (VB)[k—i-l—r f1-0] is the reversed
dual basis associated to the projected sublattice By .

Informally, sectioning in the primal basis corresponds to projecting
in the reversed dual basis.

Proof. Tteratively and using (1), we may reduce to the simplest case £ = 2
and r = k. The above shows (VB)[1 j—1 is the reversed dual of Bpp yj. [

This provides three corollaries: (1) det(AY) = 1/det(A), (2) for
all i € [k] we have ||bY| = 1/|b;||, and (3) b}/||b;||> = b}, is a dual

vector.
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2.3.2 Discrete Fourier transform

For any set S let C% be the group of sequences (z) seg having complex
coefficients x4, where the group operation is given by pointwise addition.
Given a finite group G, the discrete Fourier transform (DFT) of a
sequence () gec: C C is the C-linear map

DFTg: c¢ G,

(%g)yec (ng x(g ) B (2.10)
x€G

geG

The m-dimensional fast Fourier transform (FEFT) is an algorithm
that, upon input a group G, given as ni,...,n,;, € Z>o such that
G = @jL1(Z/n;Z), and (x4) g, outputs DFTg((xg)geG) in time
O(|G|log|G|). There are various FFTs known for any finite group G
(even when an n; is a large prime) | , |. When the group G is
not cyclic, the algorithm is often referred to as a multidimensional FFT.
When G = (Z/2Z)*, the algorithm is a Walsh-Hadamard transform
(WHT), which is more efficient in practice. For a finite group G, the
inverse of DFT¢ is given by

DFTG' (1), ) = |(1;| | D wx(9)

x€G geq

Identifying an element g € G with the evaluation map evy: x — x(g)

gives the canonical isomorphism G = (G), so an inverse DF'T is basically
a DFT up to some reordering.

2.4 Discrete Gaussian sampling

Given a lattice A and parameter o € R+, we may consider a discrete
analogue of the continuous Gaussian.

Definition 2.78. For any lattice A C R™ and vector ¢ € R™, we denote
the discrete Gaussian distribution on A + ¢ with parameter o by Dpc o,
which assigns a probability

1

E:y€A+i:pU(Y> 'pU(X)’
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to a point x € A + ¢, and probability zero to all points in R™ \ (A + c).
The discrete Gaussian distribution Dy , is shorthand for Dy g -

Note that the discrete Gaussian is usually defined | | with respect
to a width s = /270, while we mimic FALCON in this regard | ]
Moreover, ¢ is generally not the standard deviation of a discrete Gaussian,
though it will be close for large enough o, see Section 2.4.1. A discrete
Gaussian has a similar tail bound to a continuous Gaussian.

Lemma 2.79 (| , Lem. 1.5(ii)]). For any lattice A C R", point c € R™
and T > 1, we have
Po (A) n —2(72—1)
Pr x| >70yn| < 2——————— 7" 2 .
LDl > rovi) < 2 belll

We may also define a discrete Gaussian distribution with respect to
a quadratic form instead of a lattice.

Definition 2.80. Gaussian mass with respect to Q € S;°(R) is given by
Qo R" = R, x — exp(fo||(23/202) .

For any ¢ € R", the discrete Gaussian distribution on Z™ + ¢ with
respect to Q and parameter o is denoted by Dq zn4c,s, Which assigns a
probability
1
ZyEZ"JrC PQ,o (y

to a point x € Z" + c, and zero otherwise. The distribution Dq , is
shorthand for Dq 7710,

) pQ,a (X) )

If Q = BT . B, note we have
B- DQ,Z"—I—C,J(X) = DA(B)+B~C,U(B ’ X) )

as pQ,a(X) = pO’(B ’ X)‘

When ¢ is large enough compared to the maximum length of a Gram—
Schmidt basis vector, denoted by ||Bgl|, we can efficiently sample a
discrete Gaussian.

Lemma 2.81 (] , Lem. 2.3], adapted). There is a probabilistic
polynomial-time algorithm that on input a quadratic form Q € S °(R),
c € R" and parameter o > ||Bgl| - (1/7) - /log(2n +4)/2 outputs a
sample according to DqQ zn+co-
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Additionally, we extend the discrete Gaussian to Hermitian forms.

Definition 2.82. Given a Hermitian form Q € H;°(K), the discrete
Gaussian distribution with respect to Q is given by

’DQ’J(X) = DR,OT(Q),0'<VEC(X)) R
for any x € K.

Due to our choice of K and the definition of our Q-norm, this is
equivalent to the natural definition that follows from pq , when forgetting
the module structure.

2.4.1 Smoothing parameter

Definition 2.83. For ¢ > 0 we define the smoothing parameter n.(A) as
the smallest o € R satisfying py /(ar0) (AV\{0}) <=

Note that 7, is usually defined with respect to a width s = v/27o.
Here its value is a factor v/27 smaller than usual | , |. Ifo >
n.(A) then Dy ., exhibits several useful properties. For example, o is
close to the standard deviation of Dy ¢ », with the closeness parametrised
by €, see [ , Lem. 4.3], and cosets have similar weights. We may say
o is ‘above smoothing’ to refer to o > n_.(A) for some implicit appropriate
E.

Lemma 2.84 (| , Proof of Lem. 4.4]). For any lattice A C R", point
ceR” ande € (0,1), 0 > n.(A), we have

o 27rn
(1—5)-(det(A2§P0(A+c)§(1+s)~

)

(0‘\/ 271')”
det(A)
To use above lemma for quadratic forms, note that for any basis B
of A, we have p, (A + ¢) = pgrp ,(Z" + B 'c).
2.5 Lattice basis reduction

There are an infinite number of bases for one lattice. It is hard to
find a basis with short basis vectors, and this process is called lattice
basis reduction. On the other hand, given a basis B, one can easily

58



2.5. LATTICE BASIS REDUCTION

Figure 2.3: Fundamental domain of B

obtain the basis BU with (generally) longer vectors, by generating some
U € GLg(Z) arbitrarily.

We discuss reductions of a vector with respect to a basis, a basis
itself and a rank-2 lattices. Then we discuss a polynomial-time basis
reduction algorithm [[LI.LL82], and an exponential-time algorithm that
provides stronger basis reduction [SF94].

2.5.1 Babai’s reduction algorithms

Here, we will look at the Rounding-Off algorithm and Babai’s Nearest-
Plane algorithm [Bab86], which both solve an approximation variant of
CVP.

Definition 2.85 (approx-CVP, ). Given an approximation factor v > 1, a
lattice A and a vector t € R", find a vector v € A such that ||v —t|| <
~|lw — t|| holds for all w € A.

Intuitively, this definition asks given a target t having lattice point
vg closest by, to find any nearby lattice point that is at most a factor v
further away from t.

Rounding-Off

Given a basis B € R"*¥ and a vector t = Zle ¢;b; with ¢; € R, rounding
each ¢; to the nearest integer, i.e., n; = [¢;], provides a lattice point
V= Zle n;b; € A that is somewhat near to t.
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Algorithm 2.2. RO(B,t): Rounding-Off algorithm

Input: basis B € R™** and target t € R”
Output: (v,e) € A x R" such that t = v + e and 7Tgpan(s)(€) € P(B)

1 e [(BTB)"1-BT -t >ceZk
2: v+ Bc
3: return (v,t —v)

We will refer to this procedure, which can be found in Algorithm 2.2,
the Rounding-Off algorithm (RO). Note, this procedure may be considered
“straightforward” | ].

Remark 2.86. We assume that the rounding function,
[ R—=Z,xw [z],

satisfies © — [z| € (—1/2,1/2] for all x € R, or equivalently, given n € Z,
we have [z] = n whenever z € (n — ,n + 1]. Programming languages,
however, round differently. For example, C’s 1rint function, and Python
round a floating-point number x € Z+% towards an even integer, whereas
C’s round function rounds away from zero.

Definition 2.87 (fundamental domain). Given a basis B € R™¥¥_ its

fundamental domain is given by
1 17*
E —,-| :x=B-
y € < 9’ 2} X Y}

The output vector e of the pair (v, e) lies in the fundamental domain
of B, which can be seen in Figure 2.3.

P(B) = {x € span(B)

Nearest-Plane

Instead of determining all ¢y, ..., ¢ in one go as done in Algorithm 2.2,
we may as well choose to reduce t using an integer multiple of b,, that min-
imises (t — xby,, b)), because any subsequent additions of b,,_1,..., by
keep the inner product with b} the same by definition of Gram-Schmidt
orthogonalisation.

We will call this procedure, which can be found in Algorithm 2.3,
Babai’s Nearest-Plane algorithm (NP) [ |, although it was known
before Babai’s work [ , ]
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Figure 2.4: Babai’s domain of B

Algorithm 2.3. NP(B, t): Babai’s Nearest-Plane algorithm

Input: basis B € R™** and target t € R”
Output: (v,e) € A x R” such that t = v + e and 7Tgpan(m)(€) € P(B*)

1: (v,e) < (0,t)

2: fori=k,k—1,...,1do > Invariant: t =v +e
5 o [(bie) /b2

4: VvV < v+ ¢b;

5 e+ e—¢b;

6: return (v,e)

Definition 2.88 (Babai’s domain). Babai’s domain with respect to a
basis B € R"** is given by P(B*).

The output vector e of the pair (v, e) lies in Babai’s domain, which
can be seen in Figure 2.4.

Proposition 2.89. Given a basis B € R™* we have
2 * 1 = * (12
max {[lel|” | e € P(B7) } = 2 >"[bj[ -
i=1

On the other hand, there is no such simple bound on the norm of
elements in P(B). Namely, for every L € R and unit-volume lattice in
dimension 2 and higher, there is a basis such that P(B) has a vector of
norm > L.
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2.5.2 Size reduction

Here we discuss the reduction of a basis that makes the basis vectors nearly
orthogonal using Rounding-Off or Babai’s Nearest-Plane. We may reduce
the length of a basis vector b; using Babai’s Nearest-Plane algorithm
with respect to [b1,...,b;_1]. This reduces the size of the p;; coefficients
and effectively makes pairs of basis vectors “nearly orthogonal”, while
B* is kept the same.

Definition 2.90 (size-reduced). A basis B € R™*¥ is size-reduced if for
all 1 <i < j <k we have |u;;] g%.

Algorithm 2.4 transforms the basis B into a size-reduced basis. More-
over, the implicit basis transformation matrix U is unitriangular. Thus,
a new b/ is the sum of b; and a Z-linear combination of by, ..., b;_;.

Algorithm 2.4. S1IZEREDUCE(B): size reduction of a basis

Input: basis B = [by,...,b;] € R**F
Output: size-reduced basis B’ = BU for some U € GLg(Z)

1: b/l%bl

2: fori=2,3,...,k do

3: (_7b;)%NP<[ /17"'7 ;—1]7bi)
4: return B’ = [b/, ..., b}]

Proposition 2.91. Given a size-reduced basis B € R"*¥, for all e € P(B)

we have
K2 &

lel* < = >l -
i=1

Proof. Let us write b; = b} + 37, puiyb] with || < % due to size-
reduction, and e = Y% | ¢;b; with ¢; € (—1/2,1/2] by definition of P(B).
Then,

k k 2
lel>=Y_IbII* e+ > iy | -
=1 j=i+1

By the triangle inequality, for all ¢ € [k] we have

k

¢ + Z CjHij

j=it+1

k—1
4

N |

<1+ <
<5 <
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and the claim follows. O

Comparing Proposition 2.89 and Proposition 2.91, Nearest-Plane
reduces vectors to a norm that may be a factor k£ smaller than that of
Rounding-Off.

Proposition 2.92. A size-reduced basis B € R™** satisfies

Vi € [k]: 7[> < [Ibs]|* < [[bf1* + ZZHijZ :
j=1

Proof. The lower bound on |b;|| follows from Equation (2.7), and the
upper bound follows from Proposition 2.89 using basis B ;) and
target e = b; — b} O

Thus, we need to reduce the Gram—Schmidt norms to obtain a basis
with short basis vectors.

The condition number of a basis is a way to measure tolerance of
numerical errors in algorithms utilising floating-points. Moreover, it
enables one to bound the unimodular transformation to make a basis
size-reduced | , App. B.2].

Definition 2.93 (matrix norms). Let A = [a1,...,a;] € R¥** be a full-
rank matrix. Its £°°-norm and Frobenius norm are given by, respectively,

k
Al =max|Agl, and [Ae =\ > lal? =
’ i=1

Its condition number is denoted by k(A) = [|Allp - |[A7!||z. We say A
is well-conditioned if kK(A) is small, and ill-conditioned if it is large.

Note [[Allo < ||Allp < k- [|[A]|s holds for any matrix A so these
norms are comparable in size. As the £?>-norm of a vector is invariant
under orthogonal transformations, the Frobenius norm is invariant as
well, i.e., for all O € Og(R) we have ||OA|r = ||A||r. Therefore, given a
QR decomposition of a full-rank basis B = QR, we have x(B) = k(R).

Remark 2.94. Although a size-reduced basis has a small Frobenius norm,
its condition number may be exponentially large in k. Namely, given
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a size-reduced unitriangular R € RF*F_ its inverse has entries satisfy-
ing ](Rfl)ij\ < %(3/2)"”_2. This follows from an upper bound on the
adjugant matrix. For example, for £ = 4 we have

Ri2 Riz Ru
(R’l)M:(—l)-det 1 Re; Ru
0 1 Rsy

Developing this determinant and taking absolute values yields
Ros R Ris R
det 23 24 det 13 ]
1 Ry 1 Ry
The first determinant satisfies
1 1 3
< |Ra3R Ruyl<-4+-=-
< |Ra3Ray| + | 24\_44-2 1

Ros R
det 23 Ry
1 R34

and the second determinant has the same bound. Hence,

() fsimat G 3 (Gr) 3=3(3)

The upper bound is attained for the following unitriangular matrix:

(B[ = Rl 1

Its inverse is given by the unitriangular matrix having (Rfl)zj =
13/2Y " or1<i<j<k

Seysen’s reduction

Seysen investigated a way to simultaneously reduce the size of the basis
and of its dual | |. Specifically, in a proof | , Prop. 5], a variant
of size-reduction is defined, and an algorithm is provided to reduce any
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basis into such one. In this section, we will explain this algorithm and
show how to phrase Seysen’s reduction method | , Prop. 5] as a
variant of size-reduction using block matrices and Rounding-Off.
Recently, Seysen’s reduction has regained notable attention | ,
, | for use inside lattice reduction. First, we will give the
definition and the algorithm that transform a basis to a Seysen-reduced
basis. Then, we will show that Seysen-reduction makes a basis more so-
called ‘well-conditioned’ than size-reduction, This allows basis reduction
to succeed using lower precision floating-point numbers.

Definition 2.95 (Seysen-reduced). Let B € R"*¥ be a basis. We say B is
Ri1 Rio
0 Rox
with Ry; € RI/21x Lk/2J7 satisfies these three properties: (1) Ry is Seysen-
reduced; (2) Rago is Seysen-reduced, and (3) Ria € P(Ru1), i.e., each
column of Ry is in P(Ry1).
In addition, a basis B is dual-Seysen-reduced if either k = 1, or its
R-factor R, now parsed with Rq; € RI*/21x[k/2] . larger for odd k,

satisfies: (1) Ry is dual-Seysen-reduced; (2) Rag is dual-Seysen-reduced,
and (3) Rz C —P(Rll).

Seysen-reduced if either k = 1, or parsing its R-factor as R = [

The reader should be warned that our definition of Seysen-reduction
originates from the proof of Seysen | , Prop. 5], and is not related
to what Seysen calls S-reduced nor Ss-reduced | , Sec. 5.

To provide a simpler description of our Seysen-reduction algorithm,
let us extend Algorithm 2.2 to multiple targets, i.e., given ¢ € Z>; we
write

([viy .-, ve), [e1,-..,eq) < RO(B, [ti,...,ts]) ,

where (v;,€;) « RO(B, t;) holds for i € [¢].

Algorithm 2.5 shows how to reduce an upper triangular matrix R.
The general case can be reduced to this case using QR decomposition.

If Line 6 of Algorithm 2.5 would call Babai’s Nearest-Plane algorithm
instead of Rounding-Off, then the output basis would be size-reduced,
as Ry C P(RY,) implies |p;;| < 5 forall i < k/2 < j < k.

If a basis is Seysen-reduced, then its dual basis is dual-Seysen-reduced.

Lemma 2.96. If a basis B € R™** is Seysen-reduced, then the reversed
dual basis VR is dual-Seysen-reduced.
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Algorithm 2.5. SEYSENREDUCE(R): Seysen-reduction of a basis

Input: upper triangular basis R € R¥** of A
Output: Seysen-reduced basis R’ = RU of A and U € GL(Z)

1: if R € RY! then

2: return (R, {1})
Rii R
3: parse M Pl =R > Blocks have half the size
0 R

4: (R}, Uq1) « SEYSENREDUCE(R41)
5: (Rhg, Ugg) < SEYSENREDUCE(Ra2)
6: (V,Rly) < RO(RYy, Riz- Uy)
7. Up+ —R3 -V > Riy =RjpUgp — V

Ry, Riy| |Un U
8: return U

0 R 0 Uyx

Proof. Without loss of generality, we will prove this lemma on an upper
triangular R-factor R € R*¥** and use induction on k. The case k = 1
is trivially satisfied.

Rii R
Let us consider k > 1, an upper triangular basis R = ( 11 12)

0 R
and its lower triangular associated dual basis,

RY_ (S 0\ _por_ Ry 0
So1 Soo —R,'RLR; Ry

which is easily checked to be inverse transpose of R. It follows by
induction that the reversed submatrices YR1; and YRgs are Seysen-

k
reduced. Because ((RV)/,CJF1_1-7,€+1_J-)i’j:1 is the R-factor of VR, what
remains to show is S9; C —P(S22). Since R is Seysen-reduced we
know Ris C P(Ry1), or equivalently R;'Ris € (—1/2,1/2)**% By

transposing and negating, we get —Sy,' So1 = RI,Ry;" € (—1/2, 1/2]*¥,

which proves So; C —P(Sa2). ]
Lemma 2.97. A Seysen-reduced upper triangular basis R € R¥*F satisfies
lg(k/2)1g(k/4
IR ) < s (0, EEZEERD ) o g
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Proof. We follow Seysen’s original proof using recursion | , Prop. 5].
By scaling R, we assume without loss of generality that R is unitriangular.

For k < 7, one may check |[R|« < 1 holds by close inspection.
For example, for k = 5 the first row of R is given by (1,r9,73,74,75),
with |ro| < 3 -1, and r; € P([1,r]) implies |r;| < (1 + 3) = 3/4 for
i =3,4,5.

Now consider R = (RH RlQ) with & > 8. By induction, we have
0 R

lg(|Ruill) < lg(Lk/QJ/2)2lg(Lk/2J/4) < 1g(k/4)21g(k/8) and

(| Rez) < ELR2/2eTk/21/8)  lehy2) /)

We get [|[Ri2lo < 51k/2] - [[R11]| as each column of Rz is equal to a
sum ZZLZ% ¢ - (Rq1),; with some ¢; € (—1/2,1/2]. Thus,

lg(||Razllo) < lg(k/4) + (k/4)21g(k/8) _ 1g(k/2)21g(k/4) e

A dual-Seysen-reduced basis has slightly larger entries than a Seysen-
reduced basis. Still, both grow as exp(O(log?(k))) as k — oco.

Lemma 2.98. A dual-Seysen-reduced upper triangular basis R € RF*F

satisfies
lg(2k) 1g(k
(R ) < BV e 1R

Proof. The proof proceeds similarly. For an R-factor R € R¥*¥ with k >
2, using [k/2] < k we may bound

g(IRuzl) < T (42) +1gIRut ) -

Denoting the maximum bound for a k x k R-factor by ax, writing out
the recursion

lg(a )<1g(W w>+lg(am/21)
<10 BL2) (BT 4 g

2
Mg (k)21 1
k)21
S <lglag)+ > lg<w> :
=0

67



CHAPTER 2. PRELIMINARIES

where we collected contributions of lg([¢/2]/2) into a sum from ¢ =
k, [k/2], and so on up to the last term with £ = [k/2M18(F)=21] (€ {3, 4}).
As as = 1, we have

Mg(k) 1] : Mg(k) 11
k)2 k
lg(ay) < lg<w> < D 1g<»>
=1

i =1
<lg?(k) — (1424 -+ [lg(k)]) <

< lg(k)(21g(k) — [lg(k)]) _ 18(2K) lg(k)
= 2 = 2 ‘

Lemmata 2.96, 2.97 and 2.98 now lead to the following conclusion.

Corollary 2.99. Given a Seysen-reduced basis R € RF¥*¥ its condition
number is bounded by
- maX;e )| Riil

k(R) < k‘221n2(k) - .
(R) min;e k) [Risl

2.5.3 Lagrange reduction

A basis for a rank-2 lattice A can be fully reduced in a polynomial number
of operations.

Definition 2.100 (Lagrange-reduced). A basis by, by € R™ of a lattice A
is Lagrange-reduced if |[by| = A1(A) and |(by, ba)| < 3|/bs[|? hold.

Algorithm 2.6 finds a Lagrange-reduced basis in a polynomial number
of operations. We remark that (_,ba) <= RO([b1], ba) is equivalent to
what is written on Lines 1 and 4. The same goes for NP as P([b]) =
P([bi]). Figure 2.5 visualises a Lagrange-reduced basis.

Lemma 2.101. On input a basis b1, by € R™ of a lattice A, Algorithm 2.6
ezecules the while loop at most max (1,1g([|b1||?/ det(A))) times and then
outputs a Lagrange-reduced basis for A.

Proof. First, Algorithm 2.6, if it terminates, outputs a basis for A as
any update of the basis B = [by, bs] is of the form B «+— BU with U €
GL2(Z). Specifically, Line 3 uses Ugyap = (9 §), while Lines 1 and 4
use U, = (é 7¢) when updating by < by — ¢b; for some c € Z.
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Figure 2.5: Possible final state of Algorithm 2.6

Algorithm 2.6. LAGRANGEREDUCE(by, bg): Lagrange basis reduction

Input: basis [by, ba] of A
Output: Lagrange-reduced basis [by, ba] of A

1: by + by — [<b17b2> /HbIHQJ -by

2: while ||b2” < ||b1H do

3: swap b; S b

4 by by —[(b1,ba) /[|b1*] - b
5

: return by, by

Directly after executing Line 1 or Line 4, Rounding-Off guaran-
tees Topan(by)(b2) € P([b1]) holds, so we have |(by,ba)| < §[|bi][%. The
output thus satisfies this as well.

Finally, we bound the number of loop executions and prove that
|Ib1]] = A1(A) holds on termination. Note ||by|| strictly decreases in each
iteration, and we have the following loop invariant:

det(A) = det[by, ba] = [[ba]| - [[b3]| -

Assume after executing Line 3, we have ||by[|? > 2 - det(A). Using
the loop invariant and this assumption, ||b3|| = det(A)/[|b1]] < ||b1]|/2.
Line 4 leaves b3 untouched, while the reduction now guarantees

2 2 2
by|® bl 1
b 2 < H ——
+ g < 12y o

2
[ba[|” <

b1 2
— b .
& bl
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Thus, one iteration significantly reduces the squared norm of by, and
the assumption |[by]|> > 2 - det(A) cannot hold for many iterations.
Namely, on input (b$, b$), if after k iterations ||by||* > 2 - det(A) still
holds, then we must have ||b1||? < 27%||b%||%. To prevent a contradiction
here, we conclude |by||* < 2 - det(A) holds at the start (k = 0) or
after k < lg(|[bS||*/(2 - det A)) iterations.

We can conclude ||by|? < 2-det(A) holds after k iterations. Let v =
ab; + Sbg be a shortest nonzero vector of A with «, 5 € Z. If ||v|| = ||b1]],
the algorithm terminates with ||bi|| = A1(A) as there are no nonzero
lattice vectors of strictly smaller norm, and the lemma is proved.

Otherwise, ||v|| < ||b1]|, and we have 8 # 0 as |abi]| > |bi]|
for nonzero . The proof of Lemma 2.57 shows ||v| > |5] - [|b3] >
|B|\/det(A)/2, where we use ||b3|| = det(A)/||b1] > /det(A)/2 in the
second inequality. Because we also have ||v|| < ||bi|| < y/2det(A)
and € Z, we conclude § € {—1,1}. Let us assume [ = 1 without loss
of generality as we may negate v. Now, v = abj + bs has a squared
norm

IV[I* = o®[[by [[* + [[ba||* — 20+ (b1, b2)
> (a® = |al) - [bal* + [[b2]|* > [[b2*

using |(b1, ba)| < i[|b1||> and a? > |a| for o € Z. As v is a shortest
vector of A, we conclude ||bz|| = [|v|| < ||b1||. Thus, the algorithm
continues with iteration k£ 4 1. During this iteration, the swap on Line 3
executes by < by, making by a shortest vector as ||by|| = ||v] = A1 (A).
Thus, the algorithm will return the shortest vector after at most k + 1
iterations. U

This Lemma shows that the algorithm can reduce an integer ba-
sis B € Z?*2 in at most 21g||by || iterations, and each iteration performs
an arithmetic operation on O(log(||Bl/~)) bit numbers, so the overall
running time is O(log®(||B||oo)). More efficient algorithms | , ]
can achieve a runtime of O(L log*"¢ L) where L = log(||B||s) and & > 0,
using fast integer arithmetic | ]

2.5.4 Lenstra—Lenstra—Lovasz

Lenstra, Lenstra and Lovasz provided a polynomial-time basis reduc-
tion algorithm | | that finds a short lattice point of norm at
most 2°71\;(A) in a rank-k lattice.
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LLL reduction has numerous applications such as factoring integer

polynomials | , , |, attacking knapsack-based public
key cryptosystems | |, and it was used to disprove Mertens’ con-
jecture [ ]. A complete book has been written on LLL reduc-
tion [ |. Moreover, LLL is a fundamental tool in lattice-based

cryptography and is used by stronger basis reduction algorithms.

First, we define what an LLL-reduced basis is. Then, we give an
algorithm that reduces a basis to such basis using a combination of
size-reduction and Lagrange reduction.

Definition 2.102 (LLL-reduced). Let B € R"*¥ be a basis and § € (1/4, 1].
Then, B is d-LLL-reduced if it is size-reduced and it satisfies Lovdsz’
condition, i.e., for all i € [k — 1], we have

8[| (bi)[1* < [[mi(bir)]%.

A 1-LLL-reduced basis of rank two is Lagrange-reduced. An LLL-
reduced basis has Gram—Schmidt norms that do not decrease by too
much, i.e., writing 7;(b;11) = pii41b; + bj,,, we have

\ ) 1
bl = i) = i D717 = (5= 5 ) Im(bo)P

This has the following corollary. We note that size-reduction is a
stronger requirement than necessary, and we only use Lovasz’ condi-
tion and |p 41| < %, which is also implied by Seysen’s reduction.

Corollary 2.103. Let 6 € (1/4,1] and v =1/\/6 — 1 > \/4/3. A §-LLL-
reduced basis B € R™*F of a lattice A satisfies:
vielk: b <A AA) (2.11)
by | < 4%/ det(A)* (2.12)
Proof. The paragraph above shows ||b}|| < v[|bj || for j € [k — 1], so
using induction we get ||b|| < ~77¢- b} for all 1 <i <j <k.
Equation (2.11): Let vq,...,v; € A be a basis for a sublattice of A

with ||v;|| < Ai(A) for all j € [i]. Since the vq,...,Vv; generate a rank-i
lattice, there exists j € [i] such that m;(v;) # 0. By Lemma 2.57 we get

. k—i
Ai(A) = [[vill = lImi(vy)ll = min [[bF[| > [by[|/+*" .
i<j<k
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/ 1712777 //
L4 ® ® /0000070 ® L] ®

77
7777777

Figure 2.6: Situation in which the if condition on Line 4 is satisfied, cf. Fig-
ure 2.5. The radius of the circle is ||b}|v/§ where § = 1.
Equation (2.12): For all i € [k] we have ||b1|| < ~*~!|/b?| so
k
b F < TL (v~ b5 1) = #0172 det(A) 0
i=1

In particular, taking § = 1/4 as in the original LLL paper, yields v = 2
and Equation (2.11) becomes ||by| < 28=1A\{(A).

A naive approach to make a basis LLL-reduced is to perform Lagrange
reduction on every rank-2 projected sublattice that is not Lagrange-
reduced. However, such an algorithm may not terminate in polynomial
time as Lagrange reduction may provide too small improvements, causing
iteration over a super-polynomial number of lattice points of norm at
most max;||b;||. The ingenious idea to run in polynomial time, is to only
perform a Lagrange reduction if ||b|| can be improved by some fixed
factor § < 1, which is depicted in Figure 2.6.

Algorithm 2.7 computes an LLIL-reduced basis. The algorithm re-
quires 6 < 1 to reduce an integer basis in polynomial time. Note that
a basis can be size-reduced by Algorithm 2.4, while LLL requires many
iterations before a basis satisfies Lovasz’ condition.

Theorem 2.104 ([ , Prop. (1.26)]). Let B € Z™F be an integer
basis, 0 € (1/4,1) fized and let L € R be an upper bound on all basis
vector norms, i.e., for all i € [k] we have ||b;|| < L. On input an integer
basis B € Z"** and fized § € (1/4,1), Algorithm 2.7 provides an LLL-
reduced basis, by using at most O(nk3log(L)) arithmetic operations on
integers, and these integers have a binary length O(klog L).
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Algorithm 2.7. LLL(B,§): LLL basis reduction

Input: basis B € R"* of A and § € (1/4,1)
Output: LLL-reduced basis B of A

1141

2: while i < k do > invariant: [by, ..., b;] is LLL-reduced
3: (7, bi+1) < NP([bl, e bi], bi+1) > reduce bz‘+1
4 if 6|7 (bs)||? < ||mi(bix1)||? then > check Lovasz’ condition
5 i1+ 1

6 else

7 swap b; S bi_|_1

8 i < max{i — 1,1}

9: return B

Note, using naive integer multiplication, this leads to O(nk®log®(L))
bit operations. This theorem can be proven using the following potential
function.

Definition 2.105. The potential of a basis B € R™ ¥ ig
k
Pot(B) = [[ det(Bf ;; - Bpg) = Ibi[1*" - o3[ 72 - - - - o)1 -
i=1

Proof of Theorem 2.104. The while loop on Line 2 has the invariant that
is mentioned, and because it holds for ¢ = k on termination, the output
is LLL-reduced.

Technically, one would need to show the GSO can be efficiently
computed for size-reduction, and for computing m;(b;) and 7;(b;;+1). As
the input basis is integral, the squared norm of each Gram—Schmidt vector
is rational, and thus can be handled by exact integer arithmetic. Such
technical details can be found in the original paper | ]. Instead, we
will derive an upper bound on the number of swaps using the potential.
Specifically, we will show the potential (1) is bounded from above, (2) is
bounded from below by 1 and (3) decreases by a factor ¢ for each swap,
from which the bound on the number of arithmetic operations can be
derived.

Initially, we have ||b}|| < ||b;|| < L so we may bound the potential
by Pot(B) < LF*+1)  which shows (1).
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Suppose at some point in the execution, the algorithm works with a
basis C. Such a basis has to be an integer basis C € Z™** so the Gram
matrix C[T1,1;] -Cpy € Z™ " is an integer. This shows that each factor
of Pot(C) is a positive integer, and thus Pot(C) € Z>1, which shows (2).

Note that size-reduction is a basis transformation on each By ;) so it
does not affect Pot(B). Now suppose the basis is updated from B to C
by swapping vectors b; and b; ;. This means the check on Line 4 failed,
so we have |m;(b;41)?> < ||b}||?, and therefore

det(Cfy Cp,i) = HchHz— i (1)1 - HH'D*H2

<9 H||7TJ > = édet(B it i]B[l,i]) :

As Cpyj is unchanged for j < 4, and transformed by some GL(Z)
for j > i+ 1, going from B to C, the potential only changes in the jth
factor. That is, Pot(C) < ¢ Pot(B), which shows (3).

Hence, Algorithm 2.7 performs at most k(k+1) -log; /5(L) swaps. [

Algorithm 2.7 can be altered to take as input any generating set B €
Z"** such that the output is an LLL-reduced basis for the same lat-
tice | |, by detecting linear relations during LLL reduction.

LLL-reducedness is a self-dual property, in the following sense.

Proposition 2.106. Given a 6-LLL-reduced basis B € R"*F | size-reducing
the reverse dual VB yields a §-LLL-reduced basis.

Proof. The Lovasz’ condition is a local property, i.e., it is a statement
on the projected sublattices By; ;1) of rank two, so by Proposition 2.77
the claim follows from the case k = 2.

Without loss of generality consider a J-LLI-reduced basis and its
reverse dual in dimension 2, given by

1 0 1
B— ( “12> . and VB =[d;,dy] = ( ) ,
0 a ——“;2

respectively. Because B is §-LLIL-reduced, we have |ui2| < % and 0 <
p3y + a?. Hence, we have §||d1||? = 6/a® < udy/a® + 1 = ||dz||*. O

Q=
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Floating-point variants

Although Theorem 2.104 shows that LLL reduction runs in polynomial
time, it may be too slow in practice to LLL-reduce an integer basis of
high dimension using exact integer arithmetic. In this case, one may
speed up the algorithm using floating-point numbers to compute the
Gram—Schmidt vectors and coefficients | |. However, floating-point
arithmetic may lead to numerical stability issues and the algorithm may
not terminate or may not output an LLL-reduced basis anymore. Nguyen
and Stehlé [ | developed a floating-point variant of LLL reduction
requiring
O(nk*(k +log L)log L)

bit operations using naive multiplication. This algorithm was the first
with a runtime depending quadratically on log L. Moreover, this floating-
point variant has been implemented in the FPLLL software, and is the
most widely used lattice reduction software nowadays.

This algorithm computes floating-point approximations of Gram—
Schmidt coefficients using the Cholesky decomposition of the Gram
matrix. Alternatively, there is an L? variant [ | that uses House-
holder reflections to compute the QR decomposition. These Householder
reflections were assumed to be numerically more stable | ) ]

as given by a perturbation analysis | ]. This ‘H-LLL’ algorithm
has been implemented in FPLLL thereafter. Stehlé | | provides more
background on this topic.

There is still active research | , , ] in designing

faster LLL reduction algorithms using a combination of segments | ,
, |, iterative compression, Seysen’s reduction and linear alge-
bra libraries.

2.5.5 Block Korkine—Zolotarev

While the first basis vector in Corollary 2.103 has a norm that is ex-
ponential factor larger than that of a shortest vector, one may obtain
smaller factors by spending more time on basis reduction. Algorithm 2.8
contains pseudocode for this so-called block Korkine—Zolotarev (BKZ)
algorithm [ , |. This algorithm takes a block size 8 as input
that allows to control the runtime and the approximation factor. Its
runtime is, depending on the implementation of the SVP oracle, at least
exponential in the block size 5.
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Algorithm 2.8. BKZ(B, #): BKZ basis reduction

Input: basis B € R™* of A and block size 2 < 5 < k
Output: 5-BKZ-reduced basis B of A

1: B« LLL(B, 0.99)

2: repeat

3: fori=1,2,...,k—1do > one tour
4: j < min(k,i+ 5 —1)

5: V — SVP(B[ZJ})

6: (w,_ )« NP(B[IJ], V) > lift vtow € A
7: if w # £b; then

8: B’ < [by,...,bj—1,w,b;,...,bg] > insert w
9: B« LLL(B', 0.99)) 4 > remove linear dependence

10: until B has not changed
11: return B

Line 5 calls an oracle SVP that, on input C, is able to find a shortest
vector in the lattice £(C) of rank at most §. This oracle can be realised
using lattice point enumeration [ |, or lattice sieving | ]. The
runtime grows exponentially as a function of the block size 3, even when
require the oracle to output a lattice point of a random lattice having
norm 1.05 A\;(A), for example.

Line 8 inserts the vector w into the basis B at index i, causing B’ to
be rank-deficient as w is a linear combination of by,...b;. Line 9 turns
B back into a basis by eliminating the linear dependency using Pohst’s
modification of LLL [ ]. That is, column k + 1 of matrix B’ is the
zero vector after LLIL-reduction.

Algorithm 2.8 performs many tours because of Line 10. Yet, the first
tours improve the basis the most. Hence, one limits the number of tours
in practice and the norm of the first basis vector can still be bounded
heuristically [ ].

Lemma 2.107 (| ). Suppose Algorithm 2.8 receives as input a ba-
sis B’ € R™* and a block size 3. After ©(k*log(k)/B%) evecutions of
the loop on Line 2, the first basis vector by of the reduced basis B has

norm
’ k—1 B(B—2)

J’_
Il < 37 den(a)
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where g is defined in Definition 2.17.

Proposition 2.92 shows one needs short Gram—Schmidt vectors to
have a good basis. Therefore, we use the basis profile to determine the
reduction quality.

Definition 2.108 (basis profile and quality). The profile of a basis B €
R™*¥ is the sequence (Ig||b? ||)f:1 We consider three quality measures:

(1) the kth root Hermite factor (RHF) given by
1/k
5) = ol

(det A)1/k

not to be confused with the parameter of Algorithm 2.7;
(2) the slope of the line given by simple linear regression on the graph
of the basis profile, i.e.,

i lellby | (i — A
sl = ! ( 2 ) , and

k(. k+1)?
=1\t~ 3

(3) the potential as in Definition 2.105.

For random lattices, the slope is usually a negative number as Gram—
Schmidt norms generally decrease. Intuitively, a good basis has a small
potential, which corresponds to a slope that is close to zero or positive.

Proposition 2.109. Given a basis B € R™* we have

(k+ 1)k(k —
6

1
lg Pot(B) + ) sIB) = (k+1)lg(det A) .
2
Proof. Let us denote S = Zl-“_ (z — @> for the denominator in the

definition of sI(B). It is easy to verify Sy w because S, is

a cubic polynomial in k£ that equals the given 1dent1ty when plugging
in k=0,1,2 and k = 3. Therefore,

k
25y, -sl(B) = > 2ilg|/by|| — (k+ 1) -lg(detA)  and
=1

k
lgPot(B) = 2(k + 1) - 1g(det A) — Z2zlg||b*||

As a consequence we get lgPot(B) 4 2S5y, -sl(B) = (k+1) -lg(det A). O
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An LLL-reduced basis using LLL-parameter § = 0.99 has §(B) < 1.08
as can be computed from Equation (2.12). For a random lattice, the
expected RHF of an LLL-reduced basis is §(B) ~ 1.02 [NS06].

Using the bound on vg and B(8 —2)/k(8 — 1) < 1, Lemma 2.107
proves a BKZ-reduced basis has an RHF bounded by

1

5(B) < (2GH(8))71*

Sl

(2.13)

For random lattices, heuristically a BKZ-reduced basis has a smaller
RHF than the worst-case bound [GN0g], similar to the RHF after LLL-
reduction.

Heuristic 2.110 (BKZ behaviour). Let 3 be fixed. On input block size [3
and some basis B € R™*™ of a full-rank random lattice A, Algorithm 2.8
outputs a basis B having RHF §(B) ~ GH(8)Y ¥~ gs n — cc.

See Chen’s thesis for a detailed justification [Chel3, Sec. 4.1].

Heuristic Justification. In short, the SVP oracle guarantees that b} is
a shortest vector of the lattice generated by the basis By; ;,.3_1] for any
1 <i <n-—p. All these rank-§ lattices are random, so we may use
Heuristic 2.41 to obtain

1 i+8-1
log][b | = log GH(8) + 3 > log|bjll .
7=t

Writing a; = log||bf|| and ¢ = %log GH(pB), there is a recurrence

relation,
@41 + 0+ Gipp-1

8—1

A solution to this recurrence is given by a;y; = a; — 2¢/f for ¢ > 1.
Approximating the last § Gram—Schmidt norms by the solution of the
recurrence yields

b 1/n 1 2

det(MV?) " n2 =TT g

a; =c—+

c(n + 1) (as n—00) c _ IOg(GH(,B))
pn B g-1

After BKZ-reduction, one may approximate the basis profile by a
line [Sch03], see Figure 2.7 for motivation.

JAN
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15 15
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Figure 2.7: Example of the basis profile before (a) and after (b) BKZ
reduction using a g-ary lattice of dimension 256. The dashed blue line
shows the GSA prediction.

Heuristic 2.111 (geometric series assumption, GSA). On input a block
size B and a basis for a random lattice, Algorithm 2.8 outputs a basis B
having Gram—Schmidt norms that form a geometric series. Equivalently,
the basis profile lies on a line.

It is known that the GSA does not accurately predict the last
Gram—Schmidt norms [AD21], which is also clear from Figure 2.7. Ad-
ditionally, some of the first Gram—Schmidt norms are smaller than the
GSA prediction when § is small [BSW18].

BKZ 2.0 [CN11] is a variant of BKZ consisting of four improvements:

(1) Early aborts [HPS11], which significantly improves over plain
BKZ as the number of calls to the SVP oracle grows exponen-
tially [GNOS].

(2) Sound pruning [GNR10], i.e., use a pruned lattice point enumeration
tree, introducing a probability that the SVP oracle is successful. If
the SVP oracle was unsuccessful, we retry using a rerandomised
local basis.

(3) Preprocessing of local bases, i.e., a local basis is reduced by BKZ
using a smaller block size 5’ < 3 instead of LLL.

(4) Taking a shorter enumeration radius, i.e., the SVP oracle on Line 5
is asked to find a vector of an approximate length according to
Heuristic 2.41 that is shorter than ||b}]|.

BKZ 2.0 is implemented in FPLLL. Moreover, there exist models for
predicting the Gram—Schmidt norms when using BKZ 2.0 to reduce a
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basis for a random lattice [CN11, BSWI18, DDGR20, PV21].

HKZ reduction
Algorithm 2.8 is called HKZ-reduction for 5 = k.

Definition 2.112 (HKZ-reduced). A basis B € R™** of a lattice A is
Hermite—Korkine—Zolotarev-reduced (HKZ-reduced) if it is size-reduced,
and

Vi € [k]: o] = A (mi(A)) (2.14)

This notion of reduction is named after Hermite [Herl1850] and
Korkine-Zolotarev [I[XZ1873] for their work on size-reduction and Equa-
tion (2.14), respectively.

HKZ-reduction of a lattice is computationally expensive as the oracle
is asked to solve SVP in dimension k. Note that the basis is already
HKZ-reduced when Algorithm 2.8 reaches Line 10. Thus, for g = k, after
performing one tour in Algorithm 2.8, the basis is HKZ-reduced and the
algorithm can return the basis.

Note that BKZ-reduction using block size 8 causes the projected
sublattice B, g1, to be HKZ-reduced.

2.6 Lattice sieving

Lattice sieves provide a way to efficiently produce a list of many short
lattice vectors [N'V08, MV 10, BDGL16]. Although there are many varia-
tions, e.g. [BLS16], one may think of a sieve as initially generating a list
L of random linear combinations of some basis vectors defining a lattice
A C R™, and then iteratively sieving, i.e., finding reductions that replace
v € L by a shorter v — w for some w € L.

Throughout this thesis, we assume a lattice sieve will never return
both w and —w, since this optimisation is used in most implementations.

Definition 2.113 (lattice sieve). A lattice sieve is a probabilistic algorithm
that has the following input and output. Input consists of a basis B €
R™*F of a random lattice A, a saturation radius rey € R>1 and saturation
ratio fat € (0,1]. Output is a list of N = [%fsatrgatJ lattice points, each
of norm at most 74 = ret GH(K) - det(A)l/k
to denote such a lattice sieve.

. We use SIEVE(A, T'sat, fsat)
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In order to analyse an algorithm that uses lattice sieving, we make
a heuristic assumption regarding the distribution of the lattice vectors
that a lattice sieve algorithm outputs.

Heuristic 2.114. Let A C R"™ be a full-rank unit-volume lattice and let
Tsat € R>1, feat € (0,1]. The output SIEVE(A, rsat, fsat) @5 a list of
N i.i.d. samples from U(rgB™) where rq = rgay GH(n).

This heuristic makes three simplifying assumptions on the output of
a lattice sieve.

(1) The output list is assumed to consist of N i.i.d. samples from
the set of possible outputs, i.e., lattice vectors of norm at most
rq. Thus, the simplified list may have duplicates. Yet, there is a
moderate difference with the actual output of a sieve, as sampling
also produces many distinct values. Namely, using linearity of
expectation one can show that sampling n times uniformly from [n]
yields in expectation n(1 — 1/e) ~ 0.63n distinct values as n — oo.

(2) Moreover, the output samples are assumed to follow the uniform
distribution on A N (rgB™).

(3) Last, we forget the lattice structure A in the output list. Heuris-
tic 2.42 predicts that the norm distribution of lattice vectors is
similar to that of points uniformly from a ball. When sieving a
random lattice, this assumption seems fair, because we do not
expect the lattice to be distorted in any particular direction.

We remark that this heuristic does not assume all vectors are of the
same length 74, cf. Guo—Johansson | |. Instead, the heuristic predicts
there may be some shorter vectors, albeit with smaller probability. Still,
most of the vectors are close to the boundary of the ball.

By default, a lattice sieve uses a saturation radius of rgy = /4/3,
because in that case enough vectors are initially generated to reduce
vectors in the sieve in each step [ ]. Although in theory, one some-
times assumes a lattice sieve finds all lattice vectors inside a ball of
radius rq, i.e., faat = 1, in practice a much lower saturation ratio is
chosen for efficiency. For instance, the G6K software | | uses a
saturation ratio of 0.5 by default, and even lower saturation ratios of 0.375
were used in sieves to break certain SVP challenges with GPUs | ].

One can also sieve on a lattice that is not full-rank. Sieve algo-
rithms require both time and memory exponential in the rank of A in
general | ].
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2.7 Signature scheme

A signature scheme is a triple of probabilistic polynomial-time algorithms
IT = (KEYGEN, SIGN, VERIFY) such that VERIFY is deterministic.

e On input 1", KEYGEN outputs a public and private key (pk,sk).
We assume n can be determined from either key.

e On input sk and a message m from a message space that may
depend on pk, SIGN outputs a signature sig.

e On input pk, a message m and a signature sig, VERIFY outputs a
bit b € {0,1}. We say sig is a valid signature on m if and only if
b=1.

In our practical cryptanalysis of Section 5.3 we discuss two types of
forgery an adversary may produce, strong and weak.

o A strong forgery is a valid signature on a message for which an
adversary does not know a signature. If an adversary cannot
produce a strong forgery, we call the signature scheme weakly
unforgeable, or EUF-CMA secure.

e A weak forgery is a valid signature on a message for which an
adversary already knows a valid signature. Moreover, to be a weak
forgery on a message m, this signature must be different from all
the valid signatures on m known to the adversary. If an adversary
can produce neither weak nor strong forgery, we call the signature
scheme strongly unforgeable, or SUF-CMA secure.
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Dual-Sieve Attack







Chapter

Dual-Sieve Attack Heuristics

This chapter is based on joint work with L. Ducas published
at CRYPTO 2023 | I

Guo and Johansson [ |, and MATZOV [ | have in-
dependently claimed improved attacks against various lattice-
based schemes in NIS'T’s PQC standardisation process, such
as ML-KEM and ML-DSA, by using an FF'T" on top of the
so-called Dual-Sieve attack.

However, this chapter shows that a heuristic used in
above works not only theoretically contradicts with both
formal theorems and well-tested heuristics in certain regimes,
but also provides incorrect predictions in experiments. We
conclude that this heuristic significantly overestimates the
success probability of the Dual-Sieve attack.

In the process, it is shown that use of the FF'T' is not
specific to a Dual-Sieve attack against learning with errors but
is more generally useful against bounded distance decoding.
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3.1 Introduction

Many post-quantum cryptosystems base their security on the hardness
of the learning with errors (LWE) problem, introduced by Regev in
2005 [ , |, which is basically the bounded distance decoding
(BDD) problem in g-ary lattices. One possible type of attack against
BDD is the so-called dual attack, which uses the idea by Aharonov and
Regev | | that short dual vectors allow distinguishing points close
to a lattice from points far away from the lattice. This idea can even be
traced back in a pure geometric context to earlier work by Hastad | ],
and is not even limited to lattices, as it was already implicit in the very
construction of low-density parity-check codes [ ]. In contrast, a
lattice-based attack operating solely on the primal lattice is called a
primal attack. The best dual and primal attacks are then typically used
by the lattice cryptanalyst to parametrise LWE cryptosystems.

More specifically, the dual attack attempts to solve the search-BDD
problem by performing a reduction to the decision-BDD problem, where
one is asked to determine whether a target point in Euclidean space is
either a uniform target, i.e., sampled uniformly modulo the lattice, or a
BDD target, i.e., sampled from a distribution that is concentrated around
lattice points. Here, a short dual vector provides a score function that
assigns a high score to BDD targets and an expected score of zero to
uniform targets. Only by using many dual vectors and considering the
sum of individual scores | |, one can hope to distinguish successfully
between the two target distributions with a high probability. To get
exponentially many short dual vectors, Alkim, Ducas, Péppelmann and
Schwabe initially suggested | | to use a lattice sieve [ , ,

| on the dual lattice.

We refer to this style of attack as a Dual-Sieve attack. The concrete
cryptanalytic impact of this idea can be further improved by guessing
multiple coordinates of the secret rather than just one | , 1,
and then finding the right solution among these candidates rather than
just a few.

Another development of the dual attack is also reminiscent from
a cryptanalytic technique of code-based cryptography by Levieil and
Fouque | ]. The idea is to batch the score evaluation of many
algebraically related candidates via a fast Fourier transform (FF'T). For
carefully crafted parameters, the cost of computing all those scores is
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barely larger than the cost of naively computing a single score. This
led Guo and Johansson | | to claim an improved attack on various
NIST post-quantum standardisation candidates, followed quickly by
an independent technical report by Israel’s Center of Encryption and
Information Security (MATZOV) [ ]. We refer to this style of
attack as a Dual-Sieve-FFT attack. The latter has already been followed
up upon, with a quantum variant | | and a coding-theoretic enhanced
variant | |. In their analysis of the Dual-Sieve attack, all these four
works use a heuristic saying that individual score functions given by a
set of dual vectors, are mutually independent variables.

3.1.1 Contributions

This chapter provides three contributions.

Generalisation of the Dual-Sieve-FFT attack (Section 3.4)

The original principle of the dual attack | , | is stated for
the BDD problem in any lattice. However, the recent instances of the
Dual-Sieve attack [ , , | and the Dual-Sieve-FFT
attack [ , , , | are stated specifically for LWE.
One exception is the work of | ], which is geometrically enlightening
but limited to the Dual-Sieve attack.

Our first contribution is therefore to generalise the FFT trick | ]
to the setting of BDD. Beyond the theoretical satisfaction of abstracting
the technique to its mathematical core, this generalisation also offers
further improvement over the work of | |. Namely, for the same
algorithmic cost, we can further improve the shortness of the dual vectors
and therefore their distinguishing power.

Contradictions to the independent score heuristic (Section 3.5)

A second observation regarding this literature is that the analysis of the
Dual-Sieve attack (with or without FET) relies on one specific heuristic,
which has received essentially no attention so far. Namely, it is assumed
that all the individual scores, given by each dual vector, are mutually
independent.

We approach the analysis of this heuristic by looking at the conclusions
it leads to. The geometric point of view offered by the work of Laarhoven
and Walter [ ] is pivotal in that respect: judging the reasonability of
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a heuristic conclusion is very much enabled by the language of geometry.
In particular, | | concludes with a heuristic algorithm that solves
decision-BDD, even when the noise slightly exceeds the Gaussian heuristic
(GH), i.e., the expected minimal distance of a random lattice. This
should raise suspicion, as a random point is on average not expected
to be further than GH away from the lattice. We show this suspicion
is fair: it follows from a result of Debris-Alazard, Ducas, Resch, and
Tillich [ ] that the above task is statistically impossible to solve,
even to an unbounded attacker.

The contradiction above is, however, limited to a rather theoretical
regime of the Dual-Sieve attack, which is not that of the recent concrete
cryptanalytic claims | , , , , |, where the
noise is below GH. Still, here the attack needs to distinguish between a
BDD sample and a uniform sample with a very high success probability.
We will show that this situation also leads to a contradiction.

Namely, we argue that the heuristic probability of having a distin-
guishing failure is much smaller than the probability of a uniform target
lying closer to the lattice than a BDD target. The claimed high success
probability of distinguishing between BDD and uniform contradicts the
basic principle that targets closer to the lattice get a higher score in
expectation. It turns out that the parameters used in | , ]
specifically fall into that contradictory regime that requires a distinguisher
with a very high success probability.

Experimental invalidation of prior model (Section 3.6)

To develop a more precise understanding, we zoom in on the score
distribution for BDD targets and uniform targets. Extensive experiments
were performed to discover that both distributions deviate from the
predictions made under the independent score heuristic. First, the body
of the distribution of scores for uniform targets is properly predicted,
but not its tail: after a predicted rapid decrease, visually resembling a
waterfall, this distribution hits a floor. This is perfectly in line with our
second contradictory regime: some uniform targets will be close to the
lattice, and should therefore have a high score.

The score distribution for BDD targets is also predicted incorrectly,
and this is no longer just a matter of the tail. Contrary to prediction, this
score is not distributed like a Gaussian. It is in fact not even symmetric
around its average, and its variance appears exponentially larger than
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predicted. In particular, a BDD target will more likely have a low score
than what is heuristically predicted.

Open data

All the written code and the obtained data to generate the figures,
can be found in the GitHub repository https://github.com/ludopulles/
DoesDualSieveWork. The experiments are written in Python and use the
G6K and FPYLLL libraries [ADH 19, FPL25], and there is a binding
to some C code to accelerate the FFT.

3.1.2 Coding theory analogue

In coding theory, the dual attack is called “statistical decoding” [Gal62,
ALJOT, Ove06]. Here, with the use of many low-weight parity-check
equations H, which is analogous to short dual lattice vectors, one can
decide whether a target t € Fy is close to some codeword or not, based
on a similar scoring function.

Recently, there was a work by Carrier, Debris-Alazard, Meyer-Hilfiger
and Tillich [CDMT22] that claims to have an improved algorithm for
statistical decoding that outperforms the state-of-the-art information set
decoding algorithm [BM 18] on sparse binary codes. However, this work
was based on the coding-theory analogue of the independent score heuris-
tic [CDMT22, Assumption 3.7], which states that individual scores
({(h,t)),cq are ii.d. Bernoulli variables. Here, similarly it was soon
realised this heuristic leads to a flawed analysis, and two proposed
fixes [MT23] were enough to overcome the problems. Namely, first, given
a [n, k]-code C, they model the number of weight w elements in a coset
C +t for t + U(F%) as a Poisson process with parameter A = (') /2"~
In addition, they use Fourier analysis on the score function, and using
both fixes, they then show that the statistical decoding algorithm can
be corrected while only increasing the asymptotic runtime cost by a
logarithmic factor.

Remark 3.1. Our code C in the paragraph above is written in [MT23,
Prop. 1] as a shortened [n — s, k — s]-code, instead. This shortened code
plays a similar réle as the sublattice in our reduction from search-BDD
to decision-BDD in Section 3.2.2.
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3.2 Dual attack

3.2.1 Solving decision-BDD

The idea of using short dual vectors for solving decision-BDD can be
traced back at least to | ] in the lattice literature, and can be viewed
as the lattice analogue of an old decoding technique | , , ].
Given a BDD sample t = v + e with v € A, for any dual vector w € AY
one has,

(t,w) = (v,w) + (e,w) = (e,w) (mod1) .

In particular, if the error e and the dual vector w are of small enough
ly-norm, (t, w) should be close to an integer. Moreover, (t,w) (mod 1)
is thus well-defined for any t € R"/A. A natural score to consider as
some indication of the target t being close to the lattice A is therefore
given by,

fult) = X () +2xw(t)
where xw is defined in Lemma 2.73.

If a target t is indeed close to the lattice, fw(t) should be close to
1, but the converse does not need to be true. To improve confidence in
the fidelity of this score, one may naturally consider the total score over
many dual vectors YW C AV given by,

= cos(2m - (t,w)) ,

wlt)= > fwlt) .
wew
This function is called the simple distinguisher fsmple by Laarhoven
and Walter [ |, and it closely resembles the Aharonov—Regev | ]
distinguisher, given by

V) = D7 01 om0y (W) fw(t)

wew

By checking whether fyy(t) is above or below some optimally chosen
threshold, one can say from which distribution t is drawn, effectively
solving decision-BDD with a high success probability.

In carefully crafted circumstances, in particular regarding the con-
struction of the set of short dual vectors W, this approach can give a
provable worst-case distinguisher [ | or certificate [ ]
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More recent works [LW21, GJ21, MAT22] have reused this idea more
heuristically, in a context where W simply is the set of all the dual
vectors smaller than a certain radius. In such a situation, W is typically
the output of a sieve algorithm [BDGLI16]. Moreover, all the nonzero
dual vectors have approximately the same weight, and [LW21] shows
that the simple distinguisher fjy works asymptotically almost as good
as the Aharonov-Regev one AR, although the former can be computed
faster in practice.

3.2.2 Reducing search-BDD to decision-BDD

Recent dual attacks [F.JK20, GJ21, MAT22] and follow-up works reduce
search-BDD on A to decision-BDD on a (projected) sublattice as follows.
A search-BDD instance consists of a lattice A and a BDD sample t = v+e
where v € A and e has small norm. First, a sparsification A’ C A is
chosen. Then, we try to solve decision-BDD on the sublattice A’ with
|A/A’| many targets: (t — 8)giaren/n- There is exactly one target drawn
from a BDD distribution, namely the target t — g where g € v + A’ is
the ‘correct guess. If decision-BDD is solved successfully, i.e., only t — g
is identified as a BDD sample for the correct guess g, then search-BDD
is solved modulo A’; i.e., v = g (mod A’). Now, A’ and t — g forms
a new search-BDD instance that is easier because the new lattice A’
is sparser and the distance between t — g and A’ is at most ||e||. B
recursively solving this easier search-BDD instance, one may ultimately
recover v completely. gamely, after a certain number of iterations, say
¢, the fth easier search-BDD instance (A, t() is easy enough that
Babai’s NP algorithm, upon input A(®) and t( ) outputs V e AY such
that t)’ = v/ 4+ e holds. In this case, v = v/ + ¢, g, where g®
denotes the correct guess in the ith iteration, is the solution of the
original search-BDD instance.

Remark 3.2. Many of the recent dual attacks, such as Guo—Johansson and
MATZOV [GJ21, MAT22], however, run a sieve on a lattice L C (A')Y
of much lower rank Bgeve < 7, from which a set of dual vectors W C L is
obtained, to solve decision-BDD. Observe that the distinguisher function
now satisfies

fW(t) = fW(ﬂ—span(L) (t)) )

where 7y denotes the projection map onto the vector space V. This
shows that fyy is now merely a distinguisher for LV: it assigns high scores
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to all targets t € R™ that have their projection 7gpan(z)(t) close to L.

More specifically, recent dual attacks first perform lattice reduction,
such as BKZ, on A’ to obtain some reduced basis D for (A’)Y. Then, L
is selected as the lattice generated by the basis Dy g .- By duality,
then (VD)[n_ Buevet1,n] 18 @ basis for LY, obtained by projecting A’ away
from the first n — Bsjeve vectors of VD.

Note, when e follows an n-dimensional Gaussian distribution with
parameter o, then 7y, (1) (€) follows a fsjeve-dimensional Gaussian dis-
tribution with parameter o. On the other hand, if a guess g & v+ A’
is incorrect, then fy, assigns a high score to the target t — g when the
point

Tspan(L) (t) = Tspan(L) (e) + Tspan(L) (V - g)? (31>

is close to L". Since the lower rank lattice L was only picked after some
BKZ reduction, and v—g is nonzero, we presume that mgp.n(z) (v —g) acts
as a uniform point in span(L)/L. In conclusion, because the distinguisher
is only distinguishing for LV, we see that the target in Equation (3.1)
corresponds to a BDD sample if g € v+ A’, and else to a uniform sample
modulo L.

Remark 3.3. We note that the work of | | sidesteps the uniform
model for incorrect targets, by using dual vectors from the full-rank
lattice A’ and assuming a priori [e| < 2£A;(A). In this case, incorrect
targets can be proved to be far enough from the lattice in the worst case,
without any statistical nor heuristic argument as it was already the case
in [ ]. This is, however, not the regime used in recent concrete attack
claims [ , ], and is in fact separated from the contradictory
regime in Figure 3.3 by a factor 2 on the error length |le]|.

3.3 Prior dual attack models

In this subsection, we explain how the Dual-Sieve attack is analysed in
the works of | , , ], and explicitly state where they have
used heuristics.

3.3.1 Laarhoven—Walter

First, Laarhoven and Walter analyse in | , Lem. 6] the distribution
of the score fw(t) for BDD targets t with a distance of exactly r to
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the primal lattice. In the derivation, however, they approximate this
distribution by targets sampled from a continuous Gaussian of parameter

o=r/yn.

Lemma 3.4 (| , Lem. 6]). Let A C R™ be a full-rank lattice and
w € A be a dual vector.

(a) If t < U(R™/A), then E[fw(t)] =0, and V[fw(t)] = 1/2,
(b) If t < Ny (0,0?) (mod A) with o € Rxq, then

E[fw(t)] = 67271-202||W||27 and V] fw(t)] = % _e (6747T2()'2Hw‘|2) '
(3.2)

Proof. For the variance, we will use fw(t)? = 3+ 3 cos (4 (w,t)) =
1,1
2 + §fQW(t)~

(a) Integrating over a fundamental region B- [0, 1]" shows E[fw(t)] = 0
since fol cos(a + 2mkz)dz = 0 holds for all k¥ € Z and o € R. Then
by the above, it readily follows,

1

VIfwlt)] = 5 + 5 Blow(®)] = 5.

(b) Because a Gaussian is a radial distribution,

Elfw (®) = B lcos (2mal|w])] = exp (270" |w]?).
and
Vifi (0] = 5 + 5 Elfow (8)] ~ Elfw (OF = 5 + 5¢* &,

where ¢ = exp(—2n20?||w||?) € (0,1).

O

However, to conclude on the behaviour of the total score fyy(t), one

needs to resort to some heuristic. In | ], they resort to the following
heuristic.

Heuristic 3.5 (independent score heuristic). For any fived set W C AV
and for any distribution of targets t considered in Lemma 3./, the random
variables ((w,t) mod 1),y are mutually independent.
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By combining the above heuristic with Heuristic 2.3—which looks
fair, given the exponential size of WV in the context of interest—one
can model the total score fyy(t) of each type of sample as a Gaussian
distribution of centre |W| - E and variance |W| -V, where E and V are
the expectation and variance given by the above Lemma 3.4.

One may then deduce the success probability of distinguishing with
the score function using the following lemma.

Lemma 3.6. Let X + N(Ex,Vx) and Y < N(Ey,Vy) be independent
Gaussian random variables. Then,

L b o Bx By
PrlX > Y] =+ f(\/m> (3.3)

Proof. Consider the variable Z =Y — X, which is also Gaussian, specif-
ically Z ~ N(Ez,Vz) where E; = Ey — Ex and V; = Vx + Vy. The
event X > Y is equivalent to Z < 0, so the result follows from Equa-
tion (2.2). O

This lemma leads Laarhoven and Walter to the following heuristic
claim.

Heuristic Claim 3.7 (] , Lem. 9]). Let A C R" be a random unit-
volume lattice, 1 > 0 and W C AV a set consisting of the o™ shortest
vectors of A, where a = min{3|e?In(B) = 3%r?}. Then, we have

1 1 1
i) > -+ = — ) = 0.
Pr[fw(tspp) > fw(tunit)] > 513 erf (ﬁ) 0.84,
where tunit < U(R™/A) and tgpp <+ U(r GH(n)S™ 1) are sampled inde-
pendently.

Heuristic Justification. First, we approximate the BDD sample tgpp by
a Gaussian distribution of parameter o = r GH(n)/y/n. According to
the Gaussian heuristic, the lengths of the vectors in VW are concentrated
around « - GH(n). By the independent score heuristic and Lemma 3.4,
the score function for the BDD sample follows a Gaussian distribution
N(Ex,Vy), where

22,2 4 2.2
Ex :a”exp<—2ﬂ a’r” - GH(n) ) za”exp<—a 4 2‘n> = /2,
n 2e
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by construction of o. The variance is Vx ~ % -am.

On the other hand, uniform samples give a score distribution Y
following a Gaussian distribution N(Ey, Vy) where Ey = 0 and Vy =
a™/2 by case (a) of Lemma 3.4.

Hence, by Lemma 3.6, the probability of having X > Y equals

1 1 /2
— 4+ —erf [ ——— | ~ 0.84. A
5 + 5 er <m) 0.8

3.3.2 Guo—Johansson and MATZOV

The analysis proposed by Guo—Johansson [ | is somewhat less explicit.
Instead of analysing the score directly, they consider the statistical
distance between the distribution of (t,w) mod 1 for t uniform and
Gaussian.

Using the same independent score heuristic, they then conclude on the
statistical distance between the tuples ({t,w) mod 1), for t uniform
and Gaussian. While there exist optimal distinguishers (introduced
in | | using a lemma dating back to Neyman—Pearson [ D, it
differs from the score function fyy, but they seem to assume that the
scoring function is not that far from optimal. An argument for such a

statement is given by Laarhoven and Walter | , Corollary 2], but it
is not mentioned by Guo and Johansson [ ]
The analysis of MATZOV [ | is on the contrary quite explicit

on computing the distribution of scores, while taking into account the
severe technical complications introduced by their modulus switching.
Namely, they increase the number of dual vectors with a factor D,ound
in | , Section 5] to account for the effect of rounding the Fourier
coefficients after performing a modulus switch. Another factor Dy, is
also introduced, but we view it as dubious, see | , App. A 4].
In any case, we can essentially recover the key claims of | ,
] directly from the above analysis as well. Note that we express
the result more generally in terms of BDD in an arbitrary lattice rather
than a specific LWE instance. Moreover, we state this key claim here
without loss of generality for a unit-volume, full-rank lattice, because
of renormalisation and because the dual vectors used in distinguishing
actually come from the dual of a projected sublattice. Indeed, the general
setting of the Dual-Sieve attack | , , , | first
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applies BKZ reduction on the dual lattice AYyyp of dimension d, and
then runs a sieve on a lower-rank sublattice AY C AYyyg, see Remark 3.2.

Heuristic Claim 3.8 (Key claim of | , |, reconstructed). Let
A C R"™ be a random unit-volume lattice, W C AV the set consisting of
the (4/3)™? shortest vectors of A, and o > 0. Taking ¢ = \/4/3 - GH(n)
and & = exp(—2m20%(?), we then have

Pr[fW (tBDD) > fW(tunif)] >1- e_%|w‘€2’

where tunit <+ U(R"/A) and tgpp < Ny (0,02) are sampled indepen-
dently.

Heuristic Justification. Similar to the Heuristic Justification of Heuris-
tic Claim 3.7, the score distribution for tgpp is approximately X ~

N (5- (W, %|W\), as lengths of vectors in W are concentrated around
¢ = /4/3 - GH(n) by the Gaussian heuristic. The uniform sample typ;f
has a score distribution of approximately ¥ ~ A (0, %]WD Thus, by
Lemma 3.6,

Prlfy (t500) > fov (bumit)] = 1 — ;erfc<\/|W|/2 - z—:).

If e\/[W] < 1/v/2m, the above probability is trivially at least 3 >

1 — e~ 3WIE T the other case, Lemma 2.1 yields the claim:

1 1 2
Pr t > tunit)| > 1— 76_5|W‘5
[fw (tBDD) > fw (tunit)] > STV 2
>1— e_%|w|62 . AN

An important corollary of the above claim is that one can distinguish
one BDD sample from O(e%‘mg) uniform samples with constant proba-
bility, by marking the sample that evaluates to the highest score as the
BDD sample. In the case of search-BDD, then with constant probability,
one can recover the lattice vector v closest to t modulo the sparsified

lattice A, if the sparsification factor is bounded by the above quantity.

3.4 Generalisation of the Dual-Sieve-FFT attack

As established by the literature | , , ], scoring target
points to obtain information about their distance to a primal lattice A
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using short dual vectors is very general, and not limited to LWE lattices.
In this section, we will show that this is also the case of the extra FFT
trick as proposed by Guo and Johansson [ ].

3.4.1 Abstracting Guo—Johansson

The general idea is as follows. Given a lattice A, one first crafts a
sparsification A’ of A, i.e., a sublattice A’ C A of finite index. This gives
rise to a finite abelian group of cosets G = A/A’. Now, to solve BDD
for a target t € R™/A on the lattice A, one solves BDD for the target t
on all the cosets A’ + g, or equivalently, solve BDD for all the targets
t — g with g + A’ € G on the sublattice A’. For the correct choice of
coset g + A’, the distance to t is the same as in the initial BDD problem,
but the sublattice is sparser, making this BDD problem easier than the
original one. However, we now have |G| instances to consider.

With the help of the DFT, the score function fjy can be computed for
all targets t—g in a batch. That is, applying the DF T in Equation (2.10)
on a sequence (xw' (g9 — t)),¢q for some w' € (A)Y gives another sequence

that at index xw € G has a value of,

—tVv.. (0) = (—t) . Xw’(g)
g;;xw t)Xw (9) = Xw'(—t) 2 o) (3.4)

where w+AY € (A')Y/AY as G is isomorphic to (A/)V/AY by Lemmata 2.73
and 2.74. Note that yw(g) is well-defined for g € A/A" as xyw is A-
periodic. By the orthogonality of characters, note that

Z Xw'(9)
geG Xw 9) 0, otherwise.

{ |G|, ifw ew+AY,
Hence, Equation (3.4) is zero everywhere except at index xy, where it
is equal to |G| - xw' (—t).

By C-linearity of the DF'T, one can obtain an expression for the
DFT of fyy(g — t) for any finite set of dual vectors W C (A’)Y. More
specifically, if for all w € WW we have —w € W, i.e., it is symmetric, we
have

DFTG (At~ 0)ye) =161 (X fwi®)

Vel
W EWN(w-HAY) w+AVeG

97



CHAPTER 3. DUAL-SIEVE ATTACK HEURISTICS

Neglecting this scalar |G|, we therefore construct a batch of score func-
tions, by performing an inverse FFT on the sequence Yy /cwiav fw (—t)
for all (dual) cosets w+ AY € (A')Y/AY. Then, the entry with g+ A’ € G
that has the highest score is most likely the coset g + A’ containing the
lattice point in A that is closest to t.

3.4.2 Implementation

In this section, we will give a concrete implementation of an algorithm
that performs the general Dual-Sieve-FFT attack on a lattice A.

Concretely, the lattice A is specified by a basis B = [by, ..., b,], and
one can take a simple sparsification such as A’ being specified by the
basis [d1b1,...,d,by] for suitable dy,...,d, € N.

In fact, any sparsification is, after a basis change, of this shape. When
the sublattice A’ = B’ - Z" C B -Z" = A is described by a matrix B/, we
can express the basis B’ in terms of B, i.e., find the matrix A € Z"*"
such that B’ =B - A.

Then, put A in SNF, i.e., find matrices S, T € GL,,(Z) and a diagonal
matrix D such that A = SDT and thus, we have B'T~! = (BS) - D.
As A was full-rank, D is full-rank and invertible over Q, so here A’
is described by the basis [d1b],...,d,b! ], where diag(dy,...,d,) =D
and BS = [b],...,b]] is a basis for A. Note that the SNF is efficiently
computable | ].

Hence, without loss of generality, we have a sparsification A’ C A,
where B is a basis for A and B’ = [d;by,...,d,b,] is a basis for A’. Then
Algorithm 3.1 will find the coset of A’ that is most likely to contain a
lattice vector closest to target t.

Structure of the quotient group

From a geometric perspective, concerning the length of the vectors in
W, the structure of the group G = A/A’ does not appear to matter
at all, only its size does. On the other hand, while asymptotically
all group structures allow computing DFT¢ in time O(|G|log|G|), the
structure of the group matters quite a lot in practice and the case
G = (Z/2Z)", i.e., the Walsh-Hadamard Transform, should definitely
be the best choice. That is, one should construct the sublattice A’ as
generated by B’ = [2by,...,2by, bgy1,...,by], which has index 2 in A.
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Algorithm 3.1. DUALFFT(B,B’, W, t): Dual-Sieve-FFT attack

Input: two bases B’,B for full-rank lattices A’ ¢ A C R”", a set

of short dual vectors W C (A'), and a target t € R™/A’ such

that B’ = B - diag(dy, .. .,d,) holds for certain di,...,d, € Z>1
Output: the lattice coset g+ A’ € A/A’ closest to t

. initialise a table T of dimension d; X dg X --- X d,, with zeros
: for w € W do

1
2
3 compute j; € {0,1,...,d; — 1} s.t. w € g—ibvl—k----ké—zb\{L—FAv
4: T[jl,jg, . ,]n] — T[jl,jQ, ce ,jn] + COS(27T <W,t>)
5
6

-1
1 S= DFTZ/dlzx---xZ/an (T)

: (J1,72y -+ Jn) < argmax {S[k1, ka,..., kn]}
k1,k2,....kn
0<k;<d;

return j1b; +--- + j,b,

o

Randomised sparsification

Note that the analysis of the length of the vectors in W requires apply-
ing Gaussian heuristic to the densification of the dual, induced by the
sparsification of the primal.

This might require care. Indeed, if the basis is well reduced before we
1

> dn
lattice which is not random-looking; in particular it might contain a few
vectors shorter than predicted by Gaussian heuristic, with an unclear
impact on the rest of W.

We do not expect this to be an issue if the basis B is adequately

randomised before constructing the sparsification.

apply the dual densification diag(d—ll, e ), this might create a dual

3.4.3 Advantages

Not only is it theoretically more satisfying to apply the FFT trick to the
general decoding problem rather than to the specific LWE problem, it
also makes recursion more straightforward.

Shorter dual vectors

The algorithm of Guo and Johansson [ | seems to perfectly fit this
formalisation, where the basis B is the standard basis associated with
the g-ary representation of the lattice, and B’ = B -diag(~y,...,7,1,...1)
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(d) Prior BKZ & Sieve (e) Improvement: densification & BKZ

& Sieve
Figure 3.1: Simulation of dual basis profile, i.e., (log2|\d;‘||)?;01 as a
function of the basis index i using the BKZ 2.0 simulator | ]. Used

parameters are n = 128,v = 2,k = 32, fpkz = Bsieve = 100, ¢ = 3329.
Prior work follows the path (a) — (b) — (d), while the suggested
improvement follows the path (a) — (¢) — (e). The filled regions in
(d) and (e) represent the log volume of the sublattice used for sieving,
and the dotted line shows (e) and (d) respectively for comparison. Note
that the densification in (e) shortens (VB)[,B—k,,B—l} by a factor v. See
paragraph § Randomised sparsification (p. 99) regarding the lengths of
dual vectors in W.
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with k many ~’s. The set of short dual vectors is obtained by first running
BKZ reduction with block size Sgkz on the dual of B/, and then sieving
in the sublattice generated by the first Sgeve vectors of this reduced dual
basis. The impact of the sparsification B’ = B - diag(v,...,7v,1,...1) on
the length of the vectors in W is that these are shortened by a factor
~¥/m_ That is, the sparsification has been diluted over n dimensions.
Instead, consider first applying dual-BKZ reduction with block size
fekz on B, and then taking B’ = B - diag(1,...1,7,...,7). In this
way, the densification of the reversed dual basis is given by V(B') =

VB - diag(%, ce %,
vectors!"! Therefore, the sparsification now makes the vectors in W
shorter by a factor v¥/Bsieve (assuming k < Bsieve)-

We leave the concrete exploitation of this improvement to the Dual-
Sieve-FFT attack as future work, because the next section will invalidate
the analysis of | , ], so we first need a fixed analysis be-
fore thinking about this possible improvement. A visualisation of this

improvement can be found in Figure 3.1.

1,... 1) remains concentrated on the k first dual

Remark 3.9. The algorithm of MATZOV | ] differs quite a bit from
that of Guo—Johansson | | by resorting to a modulus switching tech-
nique, and it is claimed that this technique allows to decrease dimension
at the cost of some extra error. We remain rather circumspect regarding
a perceived superiority of the variant of MATZOV | | over that of
Guo—Johansson [ ]. For more details, see [ , App. A.6].

3.5 Contradictions to the independent score heuristic

In this section, we consider two regimes, in which we show that the
analyses of [ , , | give rise to absurd conclusions when
using the independent score heuristic. Both regimes are concerned with
distinguishing between a BDD target and a uniform target.

In the first regime, we consider BDD samples where the expected
distance to the lattice exceeds the Gaussian heuristic, a task that was
recently proved statistically impossible in a random lattice | ].

The second regime is concerned with the case of finding a planted
solution among many candidates. For certain parameters, the analysis

'The warning on randomised sparsification from Section 3.4.2 still applies here; the
basis randomisation should be applied to the block B,_g,;.,c41,n]-
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of [ , | predicts a successful guess of the desired target, despite
the existence of many other candidates that are even closer to the
lattice than the planted solution. We would like to stress that this
contradiction, regardless whether the FFT trick is used or not, merely
arises from the large number of candidates. Phrased differently, the
works of | , | predict a much lower failure probability on
distinguishing between a BDD and uniform target than what one can
reasonably assume.

Recall that in this section, as in | |, we implicitly renormalise
the lattice A to have volume 1.

3.5.1 Distinguishing the indistinguishable
Set up

Recall that the main result of Laarhoven and Walter | , Lem. 9],
reformulated as Heuristic Claim 3.7, provides an algorithm to distinguish
between a BDD instance at distance r - GH(n), and a uniform target
modulo the lattice. After a precomputation depending solely on the
lattice A, this algorithm has exponential complexity ", where « satisfies
e?In(a) = o?r?, and the heuristic analysis claims that it is successful
with constant probability. That is, the algorithm outputs ‘BDD’ with
constant probability if its input is a sampled BDD instance t, and it
outputs ‘uniform’ with constant probability if its input t is sampled
uniformly modulo the lattice.?

Lemma 3.10. The equation e?In(x) = 22r? admits a real solution in x if
and only if r* < e/2.

Proof. The statement and its proof are illustrated in Figure 3.2. First,
note that = + e?In(z) is concave, while x — z%r? is convex for any
r € R. We discuss three cases.

Case 1: 72 =¢/2.

The parabola y = r2

22 intersects tangentially the curve y = e?Inx

2Note that this algorithm gets only the sample t as input, whereas Heuristic
Claim 3.7 considers an algorithm that gets as input tgpp and tunit without knowing
which is which. By saying ‘BDD’ if the score for t is at least the threshold value
L1 E[fw(tspp)] and ‘uniform’ otherwise, one derives a success probability of 1 +
erf(3) ~ 0.76.
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Figure 3.2: Equation e?In(x) = 2272 for various r

= ¢%/2. By convexity, we
Tr=y/€

at (z,y) = (Ve, 3€2), with slope %
have e?In(z) < z%r? for any x # \/e.

Case 2: 72 > ¢/2.
Note that r?2? is strictly increasing in 72 for any z. Reusing the
first case, we see e?In(x) < z2r? holds for all x, so there are no
solutions in this case.

Case 3: 72 < ¢/2.
We have e?In(x) > 2%r? at z = y/e. We also have e In(z) < x?r?
when x = 1. The Intermediate Value Theorem then tells there is a
solution with x € (1, +/e). O

This lemma suggests that the algorithm works successful supposedly
for all r < \/e/2 ~ 1.1658. It is suspicious that the algorithm works
beyond r > 1 because a uniform target often has a lattice point within a
distance of »r GH(n). Namely, every lattice A satisfies by Proposition 2.11,

SN ¢
t<—U(I]1E§n/A)H{V €A ‘ v —t] < TGH(n)}H =r".
Thus, a nearby lattice point is guaranteed for a BDD target and likely
for a uniform target, making distinguishing hard.

Still, one could imagine a scenario where with small probability a tar-
get has few close vectors, but most likely it will not, making distinguishing
statistically possible.
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The contradiction

It has been shown recently by Debris-Alazard et al. [DADRT23] that the
above scenario does not occur with random lattices. More specifically,
for a formally defined notion of random lattices and a fixed r» > 1, it is
proved that for errors from a uniform distribution on the ball of radius
r GH(n), the statistical distance between the error modulo the lattice and
U(R™/A) is exponentially small as a function of the dimension [DADRT23,
Prop. 4.3].

That is, for all » > 1, no algorithm, whatever its complexity, can
even succeed with probability greater than 3 + O(1) - /2. Yet, [LW21,
Lem. 9] (reformulated as Heuristic Claim 3.7) claims a constant success
probability. 4

Discussion

One could counter-argue that the claim [LW?21, Lem. 9] is given for a
uniform distribution on a sphere, a case not contradicted by Debris-
Alazard et al. [DADRT23]. However, the actual analysis in [LW21]
is done for a Gaussian distribution, a case which is also covered by
Debris-Alazard et al. [DADRT23, Thm. 4.6].

The suspect heuristic

We note that this counter-argument applies only to the heuristic [LW21,
Lem. 9], that is given a single sample, and not to [L\W21, Lem. 8]. Indeed,
in the context of the heuristic [L\W21, Lem. 8] where exponentially many
samples (either all uniform or all BDD) are given, the exponentially small
statistical distance can be compensated for using numerous samples, as
discussed between both Lemmata.

We note in particular that [LW21, Lem. 8] does not require the
independent score heuristic, as it uses only one dual vector. In fact, after
close inspection of the reasoning behind [[LW21, Lem. 8], we could not
identify any step that should be too hard to make formally provable,
up to minor conditions and small losses in the concrete efficiency of the
distinguisher. Indeed, with enough effort, it appears that all the other
heuristics and approximations could be dealt with formally.

This sets the independent score heuristic as the prime suspect leading
to the erroneous [L\W21, Lem. 9].
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3.5.2 Candidates closer than the solution (asymptotic)

Set up

Recall that the key claim of | | and | ], reconstructed as
Heuristic Claim 3.8 considers the case where the set of dual vectors
comes from a lattice sieve [ , ], i.e., it consists of

= (4/ 3)"/ ? dual vectors of length £ = \/7 3-GH(n). Given one uniform
sample and one BDD sample with an error sampled from a Gaussian
distribution of parameter o, it was claimed that one can distinguish
with a failure probability that is exponentially small in Ne?, whenever
N > 1/€2, where ¢ = exp(—27202(?). Let us consider the constraint the
other way around by asking the following question.

Question 3.11. How large can one take o to have a failure probability of
at most pej?

It can be seen that the failure probability in Heuristic Claim 3.8 is at

hl(l/p?ail)
N

most pgy when e > . This constrains o to satisfy

ln(1/z) _ /N —nln(1/pdy) y/5Ing flnlnu/pfaﬂ)

2m202 — 2/ N 271.\[ GH(n
(3.5)
With the approximation GH(n) ~ /5, one then arrives at o <
¢ — &l Upfa‘l) for some constants C' = 3<M4/3) 0,047 and ¢’ =

167

—; ~ 0.32. This means that Heuristic Claim 3.8 supposedly still
distinguishes a BDD sample with an expected distance of vC -n =
0.89 GH(n) from a uniform sample with a failure probability that is

double-exponentially small: pry = exp(—3 exp(n??)).

The contradiction

We will show that the above heuristic claim leads to a contradiction,
already for a single exponentially small failure probability of pgy =
(0.48)".

Lemma 3.12. Let A be a unit-volume lattice, and r > 0 such that r <
2)‘57%. Then, for a target t uniform in R™/A, it holds with probability
r™ that t is at distance at most r GH(n) from the lattice.
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Proof. Note that the volume of the ball of radius r - GH(n) is exactly
r™ by definition of GH(n). Furthermore, because r - GH(n) < A\1(A)/2,
all translations of this ball by points in A are disjoint. Said otherwise,
this ball does not intersect itself modulo the lattice. More formally, its
projection onto the torus R™/A is injective. Hence, the ball modulo the
lattice also has volume r™ in R™/A. The probability of a uniform target t
falling into that ball is therefore "/ Vol, (R"/A) = r"/det(A) =r". O

Let us use this lemma in the case of a random unit-volume lat-
tice, or more specifically, one where we expect A\1(A) ~ GH(n). Using
Lemma 3.12 with r = 0.49, the probability that t.u; lies in the ball
of radius » GH(n) is ™. Assume this event happens. In this case, the
uniform target lies at a distance » GH(n) from the lattice, which is much
shorter than the distance of 0.89 GH(n) the BDD sample was away
from the lattice. However, the score function fyy is precisely meant to
associate a larger score to closer targets, so in this case we expect to
have fyy(tunit) > fww(tspp), with at least a constant probability. Thus,
in fact the failure probability of distinguishing is close to 0.49™, which is
much more likely than the claimed 0.48™. 4

Discussion

One might counter-argue that fyy only probabilistically classifies vec-
tors by their distance to the lattice and might somehow still give the
particularly close uniform sample a lower score than the BDD sam-
ple. However, the probability that the uniform target t lies at distance
CGH(n)/n? = ©(n=3/?) away from the lattice, is n=2", which is (only)
super-exponentially small. In this case we have (t,w) < O(1/n) for any
w € W output by a sieve, and approximating the cosine we know the
score fyy(t) for this target t will be at least N(1 — O(1/n?)), which is
essentially maximal.

The suspect heuristic

The discussion above points to the same suspect as Section 3.5.1, namely,
the independent score heuristic. Indeed, under independence the proba-
bility of one uniform target reaching a constant fraction of the maximal
score N should decrease as fast as exp(—©(N)), but we have shown that
this probability is in fact at least exp(—©(nlogn)). Independence cannot
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hold when N grows asymptotically at least as fast as w(nlogn), and this
should be visible in the tail of the score distribution for uniform targets.

3.5.3 Candidates closer than the solution (concrete)

Set up

In the contradiction above, we choose pg,; as small as 0.48™ to be able to
invoke Lemma 3.12 to have the uniform sample at distance » GH(n) <
$A1(A), quantifying the probability that a random target in R"/A falls
close to the lattice. This leads to an extreme contradiction: we analysed
the probability that the uniform target tyyis is at a distance 0.49 GH(n)
from the lattice, much closer than tgpp at distance 0.89 GH(n). However,
even when there is a uniform sample at distance e.g. 0.88 GH(n) from
the lattice, tunir can get a higher score than the tgpp.

To extend Lemma 3.12 up to radii r < 1, we will resort to a heuristic
instead. In this regime, translations of the ball by lattice points may
start to intersect. In practice, however, the volume of this intersection
remains rather small and should not affect the volume so much.

Heuristic Claim 3.13. Let A be a random unit-volume lattice, and r €
(0,1). For a target t sampled uniformly in the torus R™/A, we have a
probability of ™ - (1 - no(l)r") that t is at distance at most r GH(n)
from the lattice.

Heuristic Justification. Contrary to the proof of Lemma 3.12, we now
have to subtract from r™ the probability that a target t has at least two
lattice points at distance less than » GH(n) away, which by Heuristic
Claim 2.48 happens with probability O(n+/n)r?". A

The contradiction

The idea is to arrive at a contradiction whenever we instantiate the claim
from above with the largest possible » > 0 up to which it is more likely
to have a uniform target within » GH(n) away from the lattice than the
heuristically claimed failure probability pgai.

For a given dimension n and relative distance r € (0, 1), Heuristic
Claim 3.13 lower bounds the probability that we fail to distinguish a
BDD sample from a uniform sample. Indeed, when the uniform sample
happens to be closer to the lattice than the BDD sample, with constant
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Figure 3.3: The concrete contradictory regime, in which Heuristic
Claim 3.8 owerpredicts the success probability of distinguishing in di-
mension n, compared to a simple lower bound derived from Heuristic
Claim 3.13. By determining the largest o € [0, GH(n)/+/n| for which the
contradiction arises, we know the upper boundary of the contradictory
regime by computing the probability for that o. For any pair (n, psq)
falling in the concrete contradictory regime, a distinguisher cannot dis-
tinguish, with failure probability at most pf.j, the uniform distribution
from a BDD distribution having o satisfy Equation (3.5). Data was
obtained with the script volumetric_contr.py.

probability a higher score will be assigned to it. Now by identifying
all the r € (0,1) for which the lower bound is bigger than the upper
bound from Heuristic Claim 3.8, we have found a regime in which the
two heuristics are in clear contradiction with each other. We will call
this regime the ‘concrete contradictory regime’, and it is depicted in
Figure 3.3. 4

Contradictory regime in the context of concrete attacks against LWE

Above, we have determined the contradictory regime when obtaining the
set W by a sieve over the full lattice, and assuming its volume was 1.
It is not hard to see that scaling the lattice up or down is not going to
affect the conclusion. Indeed, the Gaussian heuristic of the primal, o
and r will scale with the lattice, while the length ¢ of the dual vectors
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will scale inversely; this leaves € and p unaffected.

In the context of the cryptanalytic literature | , , ],
the set W does not come from the full dual lattice AYyp C R™, but
comes from a dual lattice L C AYyp of rank Ssieve, by Remark 3.2. N ow,
targets are projected onto the (Bseve-dimensional space spanned by all
W. Hence, we effectively run the distinguisher here over a projected
sublattice of dimension Bgieve.

In this scenario, the contradictory regime is solely determined by
Bsieve and the needed failure probability pg.i, and not by other quantities
such as the LWE parameters and SBpkyz. Indeed, the LWE parameters
and fpkz are going to influence the volume of the lattice on which we
run the final sieve to obtain W.

This might not perfectly be representative of the exact analysis of
MATZOV | | in that we do not make a special analysis of the
modulus switching effect on the score distribution. Instead, this treats
modulus switching as adding an implicit error, increasing ¢. This remains
a strong signal on the credibility of the heuristic analysis in that regime.

Another point raising discussion is the fact that our contradiction
is established in the case where the uniform targets t are independent.
This is not formally the case when those targets come from a partial
enumeration, though such a heuristic has been used in the past, for
example underlying the analysis of the hybrid attack [ ]. More
critically, we see no mention of such dependence and how they would
affect the algorithm in the existing analysis [ , , .
While we do not claim that it is impossible, we view the notion that such
dependencies could fix the algorithm as quite doubtful, and requiring
specific substantiation with analysis and experiments.

In other words, while our contradiction does not formally disprove
the recent claims on the Dual-Sieve attack [ , , ], it
does invalidate the reasoning leading to these claims. Because we do
not see an obvious reason why this or that detail would solve the issues
raised here, it seems reasonable to presume these claims are incorrect.

The parameters of Guo—Johansson and MATZOV

We now turn to two concrete instantiations of the dual attack [ ,

| against the KYBER512 | | parameter set with a focus
towards the ‘asymptotic model’ [ , Assumption 7.2]. This ‘asymp-
totic model’ is an optimistic estimate of the number of dimensions for
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free [ |, whereas the other used ‘G6K model’ [ , | is
debated in [ , App. A.2].
In | , Table 5], we find a sieving dimension Sgjeve = 396 (Where

all the dual vectors come from), a guessing dimension ¢; = 20, and an
FFT dimension ¢t = 78. The guessing part considers all 7 possible values
{=3,...,3} of each coordinate, while the FFT is done with v = 2, giving
rise to T = 720 . 27 ~ 21341 targets of which all are uniform samples
except for one.

In | , Table 3], we find a sieving dimension fSgeve = 380 (where
all the dual vectors come from), a guessing dimension kepym = 19,
and an FFT dimension kgz = 34. The guessing part enumerates over
{-3,..., 3}ken‘1m in order of decreasing probability from the used binomial
distribution, while the FF'T is done with p = 5, giving rise to, according
to [ ], T = 219-H(xs) . 534 ~ 21233 many targets. Using an improved
cost metric, they also give | , Table 5] another set of parameter
where Ssieve = 383 and T = 217H(xs) . 533 o 21163 3

To get a constant success probability in the dual attack, the distin-
guisher needs to have a failure probability pg.; of the order 1/7": taking
Prail = 1/T yields a total success probability of (1 — pfai])T > e Pl —
1/e of distinguishing one BDD sample from 7' (independent) uniform

samples.
For both instantiations [ , | the dual attack is used rather
deep in its contradictory regime, as depicted in Figure 3.3. 4

3.6 Experiments

In this section, we provide further substantiation of the concrete con-
tradiction (Sec. 3.5.3) with experimental evidence. We hope that the
experiments will provide insight on what exactly is the issue with the
prior analysis, and will show how the issue with the analysis can be
resolved. In our analysis, we focus on the case where WV is the output
of a full sieve with a saturation radius of re, = \/m and a saturation
ratio of feut = 0.90.

We look at two distributions: the score for uniform targets, and the
score for BDD targets with a Gaussian error. There are two plausible

3We are not quite sure how this quantity was derived, and it seems incorrect.
See | , App. A.5].
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diagnoses for how the contradictory regime appears: the BDD scores are
smaller than predicted, or the uniform scores are higher than predicted.

Because the concrete contradictory regime of Figure 3.3 starts when
Prail is very small, like 27°° in dimension 70, these unpredicted high scores
might be very rare. However, these events are important to determine
the tail of the uniform score distribution, so the experiments require
numerous samples. Naively, it would take a long time to run such large
scale experiments, but the same FFT trick from Section 3.4 makes it
feasible to run experiments on this scale!

3.6.1 Implementation details

We used the G6K software [ADH " 19] for running the experiments, using
Python on a high-level with a binding to some C code for computing
the WHT. For the uniform targets we wrote the script unif_scores.py,
which computes scores for many points sampled uniformly from (Z/qZ)",
where W is the output of a full sieve on the dual of

B - diag(2,...,2,1,...,1),

with the number of twos equal to the FFT dimension. This setup
allowed us to get roughly 22° samples per second per CPU core. The
scores were stored in buckets of width 1 while the exceptionally high
scores were kept in a list. Here, we sieve using the built-in dual mode
of G6K, which works only implicitly with the dual basis, see https:
//github.com/fplll /fplll /wiki/FPLLL-Days-5-Summary.

In addition, BDD scores are obtained using the script bdd_scores.py.
The script randomly samples a g-ary lattice for the dual lattice A", so the
script did not use the dual mode in G6K, making the implementation a
little bit easier. Then, it computed the score function for the BDD distri-
bution being a Gaussian distribution of parameter o = fgi-GH(n)/\/ng
for some parameter fou € (0,1], where 1/,/q is a normalisation factor
needed because the dual lattice has determinant ¢™/2.

For the uniform scores, we extracted the 2N = fg,rl, shortest dual
vectors from the database. Because GOK returns at most one out of
{w,—w}, G6K provides only N dual vectors of length below rg, - GH(n).
The other N dual vectors that were extracted, are therefore slightly larger
than rg,t - GH(n), and the whole database is rather concentrated around
this length. This does not affect our conclusions, as the prediction under
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the heuristic analysis plotted in Figure 3.4 does not depend on the length
of dual vectors.

Remark 3.14. This halving of the number of short vectors, which is
also in Heuristic 2.114, was missed in the prior works of | , ]
leading to some irrelevant complication in the analysis of | ], as
discussed in | , App. A.5].

3.6.2 Uniform targets

We measured the score distribution for uniform targets over lattices of
various dimension, and plotted our result in Figure 3.4. On each of
these curves, we see a clear deviation from prediction for rare events:
large scores are more likely to occur than predicted. After following a
waterfall shape, i.e., a quadratic decay in logarithmic scale, the score
probability seems to reach a floor, where it decays much slower than a
normal distribution predicts. This is perfectly in accordance with the
contradiction discussed in Sections 3.5.2 and 3.5.3: we start encountering
vectors that are quite close to the lattice, which should have a rather
high score.

Conclusion

Comparing Figure 3.3 with the floors appearing in Figure 3.4, we conclude
that the floor seems to appear earlier than expected by the contradictory
regime, vindicating the notion that the analysis might fail even in an
earlier regime than our predicted contradiction. As we will see in the next
section, the floor behaviour is not the only thing that the independent
score heuristic predicts incorrectly.

3.6.3 BDD targets

We measured the score distribution for BDD targets sampled from a
Gaussian distribution of parameter o = 0.7 - GH(n)/+/n, over lattices of
various dimensions n, and plotted our result in Figure 3.5. The predicted
score distribution is based on the independent score heuristic, but also
takes into account the exact lengths of each dual vector in Equation (3.2),
instead of approximating all the lengths to be equal to 1/4/3 - GH(n), to
make the prediction more accurate.
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Figure 3.4: Binary logarithm of survival function (SF) of the score distri-
bution for uniform targets in various dimensions n, according to prediction
from the Heuristic Analysis (dashed blue line), and experiments (red
line). Each experimental curve has 2*° samples, which were obtained with
code/unif_scores.py and are listed in data/unif_scores_nX.csv of
the auxiliary files.
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Figure 3.5: CDF of the score for Gaussian BDD targets in various dimen-
sions n, with parameter o = 0.7 - GH(n)/y/n, according to prediction
from the Heuristic Analysis (dashed blue line), and experiments (red
line). Each experimental curve has 2!% samples, which were obtained
with code/bdd_scores.py and are listed in data/bdd_scores_nX.csv

of the auxiliary files.
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Table 3.1: Experimental BDD score distribution versus prediction

n 40 50 60 70 80 90

pred. std. dev. o 831 17.19 3541 72.80 149.52 307.01
meas. std. dev. 0 11.86 30.24 80.19 221.03 614.16 1732.72
ratio pred./meas. 1.43  1.76 2.26 3.04 4.11 5.64

pred. mean p 16.71 44.68 120.26 320.53 859.99 2310.28
meas. mean f 16.75 45.32 120.60 322.51 863.15 2325.99
ratio pred./meas. 1.00 1.01 1.00 1.01 1.00 1.01

meas. mean /i 16.75 45.32 120.60 322.51 863.15 2325.99
meas. median 16.13 42.27 108.74 282.54 73547 1914.36
ratio med./mean  0.96 0.93 090 088 0.85 0.82

The first thing one notices is that the distribution is significantly more
spread out than predicted. The variance is significantly higher. In fact, as
shown in Table 3.1, the ratio between the actual and predicted standard
deviation, i.e., square root of variance, appears to grow drastically with
the dimension.

One might also want to consider the average. However, since the aver-
age is linear, its prediction does not require the independent score heuris-
tic, and the prediction is indeed close to the measured average.

A more interesting statistic is the median. According to the heuristic
analyses of | , ] reconstructed in Section 3.3, the median is
predicted to be equal to the average. In practice, however, the median
is noticeably lower. This partially implies that the distribution is quite
asymmetric around its average, contrary to the analysis’ prediction.

Conclusion

All in all, it is fair to say that the heuristic analyses of | ) ],
reconstructed in Section 3.3 of the dual attack is completely off when it
comes to predicting the score for BDD targets, with or without modulus
switching. The distribution is definitely not Gaussian, nor even symmetric
around its average, and its variance is hugely underestimated.
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3.7 Conclusion

Our theoretical contradictions in Section 3.5 and the experiments in Sec-
tion 3.6 both demonstrate that the independent score heuristic, which has
been used abundantly recently to analyse the Dual-Sieve attack, is invalid.
Two independent phenomena uncovered by the experiments indicate that
the success probability of the Dual-Sieve attack (with or without FFT)
is presumably overestimated by this independent score heuristic, at least
in certain regimes of interest.

In particular, the concrete cryptanalytic claims of numerous works,
including [ADPS16, EJK20, GJ21, MAT22, CST22, AS23], should be
considered at least unsubstantiated, as these are currently based on this
flawed heuristic. Still, some of those claims might not be that far from
reality, but those of [GJ21, MAT22, CST22, AS23] are so deep in the
contradictory regime that these are presumably significantly far away
from reality.

After mentioning some relevant pitfalls to avoid when fixing the
analysis of the dual attack, we conclude this chapter with further im-
provements to the dual attack, which may help with overcoming the
issues of independent score heuristic.

3.7.1 Possible pitfalls

Note that pulling the parameters of an attack outside the contradictory
regime in Figure 3.3 is not a convincing way to prevent mispredictions
while using the independent score heuristic. Indeed, the contradictory
regime shows a fundamental flaw with this heuristic, and experiments
indicate that there may well be an impact outside the regime. That is,
a sound model needs to be used with theoretically justified predictions
matching experimental behaviour measured in Figures 3.4 and 3.5 and
beyond.

Moreover, we warn against a flawed argument for a fix, that would
consist of constructing the set of dual vectors W = W; U Ws from two
BKYZ reductions and sieves instead of just one, yielding the score function
fw(t) = fw, (t) + fin, (t). One might argue that dual distinguishing now
happens in a lattice of dimension 23 instead of §, which would push
the attack possibly far outside the contradictory regime of Figure 3.3.
By considering the experiments in Figure 3.4, however, one can see this
argument is invalid. Each score distribution fyy, is going to hit its floor,
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and thus fyy will also have a floor starting from essentially the same
score. Indeed, it suffices to hit the floor of at least one of the functions
to hit the floor of the aggregate.

Instead, a more credible approach is the following. Run two (or a few)
BKZ reductions and sieves, obtain two sets of short dual vectors Wy, W5
and then consider the aggregate score as the minimum of both scores
' = min(fy,, fyy,) rather than its sum. Now to hit the floor of this
new aggregate function f’, a uniform target would need to hit both floors
simultaneously. If fyy,, fiy, are sufficiently independent (an assumption
that would need substantiation), such event is much rarer than hitting
either floor. However, note that taking such a minimum aggregate of
scores might also amplify the issues with low scores for BDD targets
observed in Section 3.6.3. A robust model for all the distributions at
hand is therefore still required.

Note this list of pitfalls is not comprehensive, and thus any potential
fix of an attack, needs to be motivated at least by theoretical arguments
or experimental validation.

3.7.2 Possible improvements

The experiments on the independent score heuristic show that current
parametrisations of the attacks in | , , , | will
result in many false positives. However, if this number of false positives
is still reasonable, one might mitigate the issue at hand, although the
attack cost will be somewhat higher. Indeed, one may consider the
Dual-Sieve-FF'T technique as a first ‘filtering stage’ in an attack with
multiple stages: the remaining problem is still the problem of finding one
BDD target among many candidates, but in an easier lattice, i.e., of lower
dimension and/or sparser. If this remaining problem is sufficiently easier
to accommodate all these targets, the Dual-Sieve-FF'T attack might be
salvaged, although the cost of such an attack will be higher than what
was listed in | , ) , ]. Also note that first filtering
and then filtering the ‘survivors’ again, is conceptually not that far off
from the idea of taking the smallest of both scores.

Alternatively, one could potentially improve the dual attack further
by applying different weights to the individual scores, to achieve better
separation between the BDD and uniform distributions | , .
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Chapter

Accurate Score Prediction for Dual-Sieve
Attacks

This chapter is based on joint work with L. Ducas published in
the Journal of Cryptology [ ], which combines published
work [ | with new material [ J.

We propose a heuristic for the output of a lattice sieve that
seems weaker than the independent score heuristic. When
recovering part of the secret in the Dual-Sieve attack, we use
this heuristic to devise predictions for the score distribution
associated to candidates: for correct candidates with noise
drawn from any radial distribution, we predict scores using
a central limit heuristic; for incorrect candidates, we predict
scores by approximating the Voronoi cell by a ball.

In addition, we compare the predicted score distributions
to experimental data, and observe that these predictions are
qualitatively and quantitatively quite accurate. This allows
one to accurately estimate the number of false-positives and
false-negatives encountered in the Dual-Sieve attack, and it
opens the door to a sound analysis thereof. One can now, for
example, explore a way of mitigating the many false-positives.
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4.1 Introduction

The previous chapter has revealed that the independent score heuristic,
as used in the analysis of the Dual-Sieve attack [ , , 1,
leads to an incorrect prediction for the score distribution of both BDD
and uniform targets. In particular, the experiments in Section 3.6 suggest
that this heuristic overestimates the success probability of distinguish-
ing between a BDD target and a uniform target. Subsequently, by
parametrising a Dual-Sieve attack according to this flawed heuristic, the
attack will most likely fail.

For assessing the security of LWE-based cryptosystems, such as ML-
KEM and ML-DSA, it is required to know precisely what the concrete
cost is of running a state-of-the-art primal or dual attack. For this, we
will need a new, reliable model for the Dual-Sieve attack, which possibly
requires a newly devised heuristic.

In Section 3.5, the independent score heuristic contradicts in three
regimes with other lemmata or well-tested heuristics, and thus seems to
be the reason for the mispredictions in Section 3.6. These mispredictions
indicate that there may be some correlation between the inner products
(w,t) (mod 1), while computing the score of a target t.

The situation may be resolved by identifying the ‘confounding variable’
that causes dependencies between these random variables. In this case,
the confounding variable seems to be the target t, or more precisely its
norm ||t||. For example, scaling the target by a factor o, multiplies all the
inner products by a. Instead, by fixing the confounding variable t, one
may more reasonably hope the inner products (w,t) (mod 1) become
independent again. Fixing the target t leads very naturally to studying
the score distribution of t, where we now consider the randomness of the
lattice and the set of short dual vectors.

4.1.1 Contributions

We propose new models for the score functions of BDD targets and uni-
form targets in Section 4.3. In Section 4.4, we then verify the predictions
given by these models in an experimental setting, and observe that the
predictions are quite accurate.
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Accurate score distribution models (Section 4.3)

First, we will model the set of short dual vectors obtained by lattice
sieving | |, using Heuristic 2.114 as being uniformly from some
ball. Such a model is more accurate compared to that of existing
literature, which approximates the distribution of lattice sieve vectors
by i.i.d. Gaussians | , Assumption 4.4]. Although our choice
somewhat complicates the Fourier analysis, it is still feasible thanks to
the well-known Bessel functions, which we introduce in Section 4.2.

For a fixed target t, we derive a novel analytic expression for the
expectation value and variance of the score distribution. Note that in
this case, each individual score has the same individual score distribution,
so we can resort to Heuristic 2.3—which seems reasonable as there are
exponentially many dual vectors—to reason that the sum of individual
scores is normally distributed.

While the case of a particular target is of limited interest in our
context of search-BDD, fortunately, we can easily extend the analysis to
any other radial distribution, such as Gaussian or uniform in a ball.

Although it is notoriously hard to determine the exact shape of
the Voronoi cell | |, one can roughly approximate the Voronoi cell
by a ball of same volume. This then approximates the uniform target
distribution by a radial distribution, which allows us to predict the score
distribution for uniform targets using the above prediction.

Experimental validation (Section 4.4)

The overall approach remains heuristic, but the previously identified
issues have now been sidestepped, and we further confirm those score
distribution predictions with extensive experiments. All the predictions
that are made throughout this work have been extensively tested by large
experiments to verify whether the proposed heuristics are reasonable in
the context of solving decision-BDD.

Figures 4.1 and 4.2 show the predicted score distributions for BDD
targets drawn uniformly from a sphere or ball, and from a Gaussian, using
a lattice of dimension 90. In addition, the predicted score distribution
for uniform targets is shown in Figure 4.3. This figure contains data of
experiments in dimensions 40, 50,60 and 70, each based on 2*® samples.

Finally, Figure 4.4 shows the score distribution for uniform targets
when using a larger saturation radius inside lattice sieving. According to
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our prediction, the ‘waterfall-floor’ phenomenon can be observed with
fewer samples, compared to the default saturation radius of rgy = 1/4/3.
The experiments confirm this behaviour.

Open data

All the written code and the obtained data to generate the figures,
can be found in the GitHub repository https://github.com/ludopulles/
AccurateScorePredictionDualSieveAttacks. Experiments are written in
Python and use the G6K and FPYLLL libraries [ADH " 19, FPL25], and
there is a binding to some C code to accelerate the FFT.

4.1.2 Related work

There are several related works [BW25, PS24, CDMT24], which are
concurrent works with [DP23b].

The work of Bashiri and Wiemers [3\W25] proposes an analysis of the
variance of the score of the BDD target and the uniform targets. They
use a significantly different approach, and obtain predictions compatible
with the experimental data from Section 3.6.3. This does not directly
allow us to conclude on false-negative nor false-positive rates, as it does
not fully characterise the distribution.

The work of Pouly and Shen [P524] proposes a provable variant of
the dual attack using discrete Gaussian sampling in place of sieving
vectors. Notably, their provable regime does not intersect the heuristic
contradictory regime in Section 3.5.3. In fact, and quite interestingly,
both regimes are separated by a constant factor of 2 on the length of the
BDD target.

The work of Carrier, Debris-Alazard, Meyer-Hilfiger and Tillich, while
mostly focusing on the case of statistical decoding for codes, also includes
a short section on the case of lattices [CDMT24, Sec. 8]. Here, they try
to predict, also using Bessel functions, the floor phenomenon for uniform
targets modulo the lattice. They use a somewhat comparable but not
identical reasoning and derivations as that of our Section 4.3.4.

4.2 Bessel function

The class of Bessel functions is defined as follows, and will be useful for
the expected score of errors from a ball later on. The following definition
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4.2. BESSEL FUNCTION

is based on | , §3.3 (4)], which considers the more general setting
where a and ¢ may be complex.

Definition 4.1 (Bessel function). For any o > —%, the Bessel function
(of the first kind) of order « is given by

(/2 Uoits a=j3
Ja(t)—m/_le (1—s2> ds,

for ¢t > 0.

Observe that J,(t) is real because I(—s) = I(s) where I(s) denotes
the integrand in the definition, cf. | , 9.1.20].

It is well known that the Bessel function of some order « has an
infinite number of positive roots. Let us denote with j, ,, the nth positive
root of the Bessel function of order «.

Lemma 4.2 (| , §15.81]). The first positive root of the Bessel
function of order o satisfies

Ja1 =+ 1.855757 ... - a3 + O(a™1/?),

as o — 00, where 1.855757 ... can be computed numerically up to arbi-
trary precision. In addition, we have Jo(z) > 0 for all0 < x < jo 1.

For convenience later on, we define the following function.

Definition 4.3. The real-valued function ¢ has domain R _;/5 x R~ and

is given by

INa+1)
(mz)®

(a,z) = Ja(2mx) | (4.1)

for any (o, ) in its domain.

The image of the function x — £(«, ) is contained in [—1, 1].

Remark 4.4. By using | , 9.1.10], and the crude approximation
Na+k+1)/T(a+1)=(a+1)- (a+2)----- (a+ k) = (a+ 1)k we
get the following approximation for small, positive z:
00 2,.2\k
(=m"a%)
o, ) =
&) X_:k!(a—i—l)(a%—Q)...(a—i—k)
2 k )
~ Z — e afl
o k! (o + 1
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However, this approximation is not needed in computations, since &
can be computed easily in many programming languages.

Remark 4.5. In high dimensions, one may get some numerical errors
when computing ¢ directly based on Equation (4.1). These issues are
circumvented by computing £ using following identity

(o, x) :0F1<; a+1; —7r2x2) ,

where (F} is the confluent hypergeometric function | , 9.1.69]. For
example, in Python one can use the function hyp0f1 from the mpmath
package, which implements ¢ F}.

4.2.1 Relation to the Fourier transform

Bessel functions occur very naturally in the context of Fourier transforms,
in particular as the Fourier transform of the indicator function of a ball.

Lemma 4.6. The Fourier transform of f = 1,5n is given by

" r N3 /n
Fo = (7)) - Jmsat2mrlixl) = Volo(87) € (Gorl))
where x € R™.

The following proof is based on | ].

Proof. First, since f is radial, fis also radial. Hence, let us do the proof
only for x = (s,0,...,0). Then,

fx) = / €Ty = e 2t Vol (V2 — 28" 1) dt

T

n n—1 1 ] n—1 TL/Q
- rT: 21 / eZmirsu(l — %) 2 du = (T> Jn(27rs) .
I'(g+3) /-1 5 2

For the last equality, note that we have

n

(én) §Jg<2w||xH) = (H;”) ;%§<Z,THXH>

:Voln(rB”)§(g,erH) . 0

124



4.3. SCORE DISTRIBUTION MODELS

4.3 Score distribution models

In this section, we will gradually develop new predictions for the score
distributions of both BDD targets and uniform targets, which hopefully
match closely experimental data from Section 3.6.

In Section 4.3.1, we derive analytic expressions for the mean and
variance of the individual score function fw(t). In Section 4.3.2, we derive
expressions for the exact mean and variance of the score distribution
for a fixed BDD target based on Heuristic 2.114. Here, we present a
new heuristic that says the score distribution for a single target t is
Gaussian and only depends on d(t,A), when the probability is taken
over the lattice. Using this heuristic and by integrating over the radius,
we predict in Section 4.3.3 the score distribution for a radial target
distribution, such as uniform in a ball and Gaussian. Moreover, by
approximating the Voronoi cell by a ball of volume det(A), we can also
predict the score distribution for an error uniform modulo A, which is
done in Section 4.3.4.

Throughout this section, let us assume A has full rank and det(A) =1
without loss of generality, because the ambient space can be restricted
to span(A), see Proposition 2.59, and any lattice A can be rescaled to
one of unit-volume.

We strongly advise the reader to think carefully for which lattice A
to use the predictions of this section. Namely, in many of the recent
dual attacks, it is a projected sublattice of Apwg having rank-fFgieve, See
Remark 3.2.

4.3.1 Individual score function

First, let us fix an arbitrary vector t € R", and look at the score function
fw(t) = cos(2m (w,t)), where w is sampled uniformly from a sphere.
In this case, the mean and variance are expressible in terms of Bessel
functions, and thus in terms of £ from Definition 4.3.

Lemma 4.7. Given an arbitrary vector t € R™ and r € Rsg, when
the random variable w follows the uniform distribution on the (n — 1)-
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dimensional sphere of radius r, we have

) =¢(5 ~ 1 7lel) . and

w+U(r8§n—1)

i) = 2+ 2e(Z 1 amur) — (L -1, )

w<+U(rsn—1)

Proof. The expectation value follows directly from a classic result from

Fourier Analysis, see e.g. | , p- 198] or | , D- 154], as we have
1 ,
E (b 275 (W, t) d
weU(rS”—l)[f ( )] Vol,, (7’8” 1) /Sn—l € w
D(E)-J (QTW‘HtH)
(WH’GHP

The trigonometric identity fu (t)? = T+ 2 cos(dm (w,t)) =2+ 1fw(2-t)
allows us to derive a similar expression for the variance, by observing

[fw(t)] = Ew[fw(t)z] - Ew[fw(tﬂ2

w+U(r§n—1)
1
=5t §EW[JCW(2 : t)] - Ew[fw(t)]2 )
and reusing the result for the expectation value. ]

Remark 4.8. The individual score function has been studied before, for
example by Laarhoven and Walter [ , Section 4.1]. However, they
approximate the distribution for w by N, (0,7%/n), yielding only an
approximation for the expectation value and variance, whereas the above
lemma has an exact expression for both. Still, if one is inclined to work
with a crude approximation, by Remark 4.4, the expectation in the above
. . 272 ||t)|2r2 .
lemma is for small values r approximated by exp(—T), which

matches the approximated expectation in | ]

As we will reuse the mean and variance for the ball, let us introduce
the following notation.

Definition 4.9. For n € Z>1, rp,7q € R5g let us denote

n
Epr,(rp) = {(2, rq- rp>, and

1

1
Vira (Tp) = ) + §En,m(2 ) 7"p) - (En,m (%))2-
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The result in Lemma 4.7 can be translated easily to a uniform
distribution on a ball, because sampling uniformly from the n-dimensional
ball can be done by first sampling from a (n + 1)-dimensional sphere and
then dropping the last two coordinates | , Corollary 4].

Corollary 4.10. Given an arbitrary vector t € R™ and r € Rsq, when the
random variable w follows the uniform distribution on the n-dimensional
ball of radius r, we have

w(_IIJE(TBn)[fw(t)] = Enr([t]]), and w%%gn)[fW(t” = Var(ltll) -

4.3.2 Total score function

The next step is to determine the expectation value and variance of
the total score fy(t), in the case that the set W is obtained by lattice
sieving. It is now necessary to take into account the randomness with
which the lattice A is sampled, because the lattice has influence on the
set of dual vectors W C rgB™ N AY.

In this section, let us fix a target t € R" initially. We will study the
score distribution for this target t by considering the randomness of the
lattice and the set of dual vectors W.

Upon first reading the rest of this section, the reader is encouraged
to think that the set of dual vectors is W = rgB" N AV, or rather: half
of them to break the negation symmetry (recall Section 2.6). To argue
about the dual vectors we will make use of Heuristic 2.114, which can be
used for more general saturation parameters. When sieving in practice,
a saturation ratio fst < 1 is used to obtain enough dual vectors in the
ball, and it is very natural to believe that different saturation parameters
do not change the score distribution significantly, other than having an
effect on IV, the expected size of WW. Although all the shortest vectors are
usually found, most of the missing 1 — fsat portion of vectors is around
the boundary. Still, we believe this does not noticeably affect the score
distribution for reasonably large fsat.

By using Heuristic 2.114, the w € W are i.i.d. samples and match
the distribution in Corollary 4.10, too. Because heuristically the scores
(fw(t))wew are i.i.d., we expect that the total score is Gaussian for large
|[W)| by Heuristic 2.3. This argument results in the following heuristic.

Heuristic 4.11. Fiz a target t € R™ of norm ||t|| € (0, GH(n)). The score
distribution fyy(t) is Gaussian with mean N - Ey, ., (||t]]) and variance
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N - Vo, (lIt]]) when sampling A and obtaining N dual vectors W <
SIEVE(AY, T'sat, fsat) from a sieve algorithm, where E, ,, and V, ., are
defined in Definition /.9 and rq = rsot GH(n). In particular, the CDF of
the score distribution is as follows:

Pr t <x _1 7erf ) . 4.2
Priw®) <al=5+3 ( QN.vn,m<||t||>) "

Heuristic Justification. First, based on Heuristic 2.114, we assume, over
the randomness of A and W, that W is a set of i.i.d. w < U(ryB") of
size N. Then, Corollary 4.10 proves that each individual score (fw)ycpy
has mean E, ,,(||t||) and variance V;, ,,(||t]]).

Because the (fw(t))y,c)y are i.i.d. individual scores, we can use Heuris-
tic 2.3 here. In this case, the total score distribution will have mean
N - E, ,,(|It]]) and variance N -V, ., (||t]]). A

Remark 4.12. The heuristic should not be used for targets t of norm
above GH(n). Given a random lattice, one expects there exists t’ € t + A
of norm |[|t'|| < GH(n) by the Gaussian heuristic. Taking t' € t + A
of minimal norm we have fyy(t) = fyy(t'), but using Heuristic 2.114
and Corollary 4.10 yields a different expected score of E, , (||t']]) for
t’, which is much higher than E,, . (||t|]) ~ 0 if ||t'|| < 0.5 GH(n), say.
Hence, use of Heuristic 2.114, which forgets that VW are dual vectors,
results in contradictory predictions in the case ||t|| > GH(n).

On the other hand, given a target t of norm o GH(n) for a constant
a < 1, we expect ||t|| = d(t, A) holds for most random lattices as n — oo
by Heuristic Claim 2.48, avoiding this issue with Heuristic 2.114.

Interestingly, the expected score fyy(t) is very similar to the score
when one takes W = rgBB” N AY. Without any heuristics, Theorem 2.75
and Lemma 4.6 yield the following identity:

P®) = 3 Lo (w0

weAY

— Voly(raB") - 3 g(Z rallv + t||).

veA

(4.3)

For r, < GH(n), the vector v. = 0 gives the main contribution of
£(%, rarp) to the summation in Equation (4.3), because §{(n/2, —) is a
rapidly decaying function.
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At this point, one could argue that Heuristic 4.11 is not better at
predicting a score distribution than the independent score heuristic
because it still uses Heuristic 2.3. However, observe that Heuristic 4.11
uses Heuristic 2.3 for i.i.d. fy(t), after first fixing the target t independent
of the lattice.

On the other hand, usage of the independent score heuristic leads
to a prediction that uses Heuristic 2.3 for the individual scores fy(t)
irrespective of the target distribution for t, which ignores the dependency
of its norm on the mean score. Heuristic 4.11, being restricted to a fixed
target norm, thus seems reasonable. However, large experiments are
ultimately needed to gain confidence in the heuristic, and these can be
found in Section 4.4.2.

Lastly, the following lemma contains an upper bound on the norm
of a BDD target such that it is distinguishable from targets uniform
modulo the lattice.

Lemma 4.13. If 1, -rq < 1=, then Ey ;. (1) > 0.
Proof. The first zero of the function x — §(§, z) is at

1 . < n S
T =— — >y
271_.771/2,1 An pld

where we use Lemma 4.2 in the first inequality. O

Using the approximation GH(n) =~ /5, note the condition on 7,7y

translates to roughly rprq < %GH(n)2 for large n.

Note that above lemma is sharp, i.e., if we take r,rq = an for some

1

constant o > ﬁ, then rprg = - + (a — E)n. Lemma 4.2 implies there

7
exists some N € N such that for all n > N we have r,rq > ijn/g,l, SO
there will be some n > N giving a negative expectation score.

4.3.3 Radial error distributions

The predictions for a particular error can now be extended to any error
distribution y that is radial, i.e., the PDF is the same at two points of
the same norm. In particular, given the radial distribution yx, let us write
f(r) to denote the probability (density) of a sample e < x having norm
r, i.e.,

d
fr) = 5 Prlltl < vl
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We refer to f(r) as the norm distribution of x.
Using Heuristic 4.11 we arrive at the following claim.

Heuristic Claim 4.14. Let x be an error distribution with norm distri-
bution f(r), such that the support of x is mostly contained in GH(n)B".
The score distribution fy(t) for an error vector t <— x has the following
CDF:

1 1 fx=N-E..,0)
Afix[fw(t) <z]= B + 3 O/erf( N Voo () )f(?‘) dr, (4.4)

where the probability is taken over randommness from sampling A and ob-
taining N dual vectors W <— SIEVE(AY, Tsat, fsat) from a sieve algorithm.

There are now two radial distributions of particular interest: Gaussian
and the uniform distribution on the ball.

(Gaussian error

The norm distribution of samples from N, (0,1), is the y-distribution of
order n, which has a PDF given by:

-1 2
T’ exp(—%)

f(r;n) = = ) (r € Rso).

Note that one should not get confused with the (perhaps more well-known)
x2-distribution, which considers the squared norm.

Now instantiating Heuristic Claim 4.14 for A, (0,0?%), the Gaussian
error distribution of parameter o > 0, yields the following claim.

Heuristic Claim 4.15. Let o € (0,GH(n)/\/n), and let f(x;n) be the
PDF of the x-distribution. The score distribution fy(t) for an error
t + N, (0, 02) has the following CDF':

Pr [fwlt) <a] = + ;7f(x — E”’”“")) £(Zin) < @)

AW, . o
t(—Nn (0,0’2) 0 2N Vn,’l"d (r)

where the probability is taken over randommness from sampling A and ob-
taining N dual vectors W < STEVE(AY, rsat, fsat) from a sieve algorithm.
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Note that the y-distribution is very concentrated around ov/n, so
the best numerical approximations are obtained when the numerical
integration is giving special attention to the region around o+/n (see
Section 4.4.1).

Error uniform from a ball

Consider the distribution U(r,B") for some r, > 0. In this case,

P t < — n n
BT [ <) =0

for any r € [0,7p], while this equals 1 for » > r,,. Strictly speaking, the
CDF of the norm distribution is not differentiable at r =1}, so f(rp) is

not defined. Still, one can mitigate this issue by integrating from 0 to ),
in Equation (4.4), yielding the following claim.

Heuristic Claim 4.16. Let r, € (0, GH(n)). The score distribution fyy(t)
for an error t <— U(rpB™) has the following CDF'":

1 1 N -Ey, 14
Pr [fW(t)ga;]:§+§/erf i ralr) ) 07 L (46)
b b . T
tUrB") 5 2N -V, (1) P

where the probability is taken over randommness from sampling A and ob-
taining N dual vectors W < STEVE(AY, rsat, fsat) from a sieve algorithm.

4.3.4 Error uniform modulo lattice

Given uniform targets t <— U(R"/A), the inner product (w,t) (mod 1)
follows the uniform distribution on R/Z, for any (nonzero) dual vector
w € AY. Since experiments in Section 3.6 show that the total score
function fyy(t) is not Gaussian, we cannot use Heuristic 2.3 for the
individual scores ( fw(t))y,c)y as it would imply fyy(t) is Gaussian, which
is contradictory to experiments. In particular, Section 3.5.2 reveals
that use of Heuristic 2.3 would underestimate the probability on an
exceptionally high score, because it would not consider the probability
of a uniform target landing close to A, to which a distinguisher assigns a
high score.

In this section, we want to derive predictions for uniform targets,
without using the independent score heuristic. The above motivation
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shows that having a high score is driven by a target close to the lattice,
so it seems important to know how the distance d(t,A) from a uniform
target to a lattice is distributed to predict the score distribution.

First, because the Voronoi cell tiles the space, assume targets are
sampled from U(V(A)). The score for such targets would ideally be
predicted by using Heuristic Claim 4.14, but U(V(A)) is only a radial
distribution in dimension n = 1. Instead, because the dual vectors
already have rotational invariance when using Heuristic 2.114, we could
approximate the score distribution by still using Heuristic Claim 4.14
with norm distribution f(r) = dF(r)/dr, where

F(r)= teUl(Dlén/A)[d(t’ A) <r] = Vol,(V(A) nrB"). (4.7)
However, already computing the Voronoi cell is considered a difficult
task | ]. Note that we have 2A;B" C V(A) C pu(A)B", where p(A) is
the covering radius of the lattice. Hence, F'(r) = Vol,(rB") for r < \;.
For radii r € (3A1(A), #(A)), there is no easy expression for F(r) because
the ball of radius r is not necessarily contained in the Voronoi cell.
However, we still have the upper bound,

F(r) < Vol,(rB"), (4.8)

which is not much smaller than what is derived in Heuristic Claim 3.13
for r = (1 — ) GH(n) with € > 0. The upper bound in Equation (4.8)
can thus be seen as a first order approximation of F'(r). The following
heuristic implies F'(r) equals the upper bound in Equation (4.8).

Heuristic 4.17. Let A C R" be a random full-rank unit-volume lattice.
Then,
V(A) = GH(n) - B™.

Using Heuristic 4.17 and Heuristic Claim 4.16, directly results in the
following claim.

Heuristic Claim 4.18. The score distribution fy(t) for an error vector
t «+ U(R"™/A) has the following CDF:

GH(n)
J— . n—1
Pr [fw(t) < o] = % +% / erf(x N E””"d(r)) TgH(n;f , (4.9)
t—U(R"/A) 0 2N - Viry(r)

where the probability is taken over randommness from sampling A and ob-
taining N dual vectors W < STEVE(AY, rsat, fsat) from a sieve algorithm.
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This heuristic claim predicts the waterfall and floor shapes in the
score distribution for uniform targets.

Waterfall shape: Suppose z is close to zero. If r is much smaller than
GH(n), the integrand is negligible because the expected score
N - E, ,(r) is much higher than . On the other hand, for r ~
GH(n), we have N - E,, ,.,(r) ~ 0 and N -V}, ,,(r) = N/2. By using
these approximations for r > (1 —¢) GH(n) given some constant
e > 0, we may approximate the integral in Equation (4.9) by
(1—e~"™/%)-erf(x/v/N). This approximation approaches erf(z/v/N)
as n tends to infinity. Hence, the survival function has a waterfall
shape around x = 0.

Floor shape: Let us consider the survival function of fyy(t):

p e N-E n—lgq
Pr [fw(t) >z] == / erfe| L2 nara(1) | 1 1:
2 AN -V, (r) ) GH(®)

A7W7
t«U(R"/A) 0

For large z, say ¢v/N for some ¢ > 10, the biggest contribution
to the integral comes from r = ry where rqg is a solution of the
equation N - E,, . (r9) = z, because here erfc evaluates to ~ 1.
However, for r > rg, the integrand drops to zero as erfc decreases
much quicker than "1, while for r < rg, the integrand also drops

to zero because r"~! is simply too small.

4.4 Experiments

In this section, we provide further substantiation of the concrete pre-
dictions made in Section 4.3, in particular the predictions in Equa-
tions (4.2), (4.5), (4.6) and (4.9), with experimental support. By running
experiments, we can verify whether the used heuristics lead to conclusions
that precisely match practice.

Similar to Section 3.6, we take W to be the full output of a lattice sieve
on A in the experiments. We will compare the score distribution for three
possible BDD target distributions with their respective prediction from
Section 4.3: uniform from a sphere, uniform from a ball and Gaussian.
In addition, we compare the score distribution for uniform targets with
the predicted CDF of Equation (4.9).
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4.4.1 Implementation details

In the experiments, we used the G6K software [ | to obtain the
dual vectors. We used Python on a high-level together with a binding to
some C/C++ code to speed up BDD sampling.

BDD targets

The script bdd_sample.py samples the three BDD score distributions
by first sampling a random g-ary lattice from a matrix of dimension
n x n/2 (n is only even), then running a lattice sieve to acquire many
dual vectors, and finally computing scores for many samples. To make
the implementation easier, the sampled g-ary lattice is used as the dual
lattice AV, because we do not work with primal lattice vectors. The
prime used is ¢ = 3329.

For the experiments, we sample BDD targets from a distribution
with norms concentrated around fgy - GH(n)/,/q for some parameter
fcu € (0, 1], where A is the primal lattice. Note that the Gaussian heuris-
tic predicts A1(A) ~ GH(n)/,/q holds, because the dual lattice has
determinant ¢"/2.

More specifically, for a Gaussian sample, we simply sample x <+
N3 (0,02) with o = %\/—g(") Note that we need a factor of 1/y/n such
that |x|| is concentrated around the target length foy - GH(n)/,/q. For
a sample y uniform on the sphere, we reuse the same Gaussian sample
x, and compute

_ feu-GH(n) x

Vi [x||”
which is distributed uniformly on the sphere of radius fqy - GH(n)/,/q.
For a sample uniform in the ball, we take a sample uniformly from the (n+
1)-dimensional sphere in R"*2 and drop the last two coordinates, making
use of | , Corollary 4]. We only generated 2 more Gaussian
samples, and reused the n from x here. The script bdd_sample.py ran
to collect 100000 samples.

The script bdd_predict.py then uses this data to plot the experi-
mental data, the prediction from Section 4.3 and the heuristic prediction.
The predictions from Section 4.3 required evaluating the Bessel function
and an integration, for which we used hyp0Of1 (see Remark 4.5) and quad
respectively, both in the Python package mpmath.

134



4.4. EXPERIMENTS

For the integration, the Gaussian prediction was numerically more
accurate after splitting the interval (0, co0) into two at the expected length.
For more details, see ‘Highly variable functions’ in quad’s documentation.
Predictions for uniform samples from the ball of radius r were obtained
by integrating from 0.001r to r to prevent the singularity around O.

Uniform targets

For targets uniform in the lattice, the scripts unif_sample.py and
unif_predict.py were used similar to the BDD case. One should pay
special attention to the integration errors caused by numerical integration
when calculating the predictions of Heuristic Claim 4.18. Namely, the
numerical integration should give an answer with a small relative error,
because the output can be very small, as can be seen in Figure 4.3. Thus,
for numerical integration we used the function quad from the Python
package SciPy with parameters epsabs=0 and epsrel=0.001.

4.4.2 BDD targets

The experimental results for BDD targets can be found in Figure 4.1 and
Figure 4.2. The former samples BDD targets at expected distance of
0.7 GH(n) from the lattice, while the latter samples at distance 0.5 GH(n)
from the lattice. Here, a saturation ratio of fg,x = 0.99 and saturation
radius of 7,y = \/4/3 was used, so N = (%fsat reat?] = 207419 dual
vectors were used.

It is clear that the predictions made in Sections 4.3.2 and 4.3.3 give
accurate estimates on the score distribution for BDD targets that are
from a sphere, from a ball or Gaussian. Moreover, these experiments
show that Heuristic 4.11 appears to be a reasonable heuristic to use in
this regime.

4.4.3 Uniform targets

Figure 4.3 compares experimental data with the prediction of the score
distribution for uniform targets. Here, the lattice sieve used a saturation
ratio of fsar = 0.9 and saturation radius of 7g, = \/4/3 ~ 1.1547. The
experimental data for uniform targets is acquired independently of that
in Section 3.6.2, which used 2N dual vectors. For each of the four exper-
imental curves of Figure 4.3, we ran the script code/unif_sample.py,
which took slightly more than one day on a server with 40 physical cores.
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Figure 4.1: CDF of the score for three BDD target distributions
in dimension n = 90. The prior prediction uses the indepen-
dent score heuristic, while ‘Prediction (this work)’ is based on Sec-
tions 4.3.2 and 4.3.3. Each experimental curve contains 10° sam-
ples, which are obtained with code/bdd_sample.py and are listed in
data/predictions_n90_ghf0.7.csv of the auxiliary files.
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Figure 4.2: CDF of the score for three BDD target distributions
in dimension n = 90. The prior prediction uses the indepen-
dent score heuristic, while ‘Prediction (this work)’ is based on Sec-
tions 4.3.2 and 4.3.3. Each experimental curve contains 10° sam-
ples, which are obtained with code/bdd_sample.py and are listed in
data/predictions_n90_ghf0.5.csv of the auxiliary files.
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Note that in dimension 50, 60 and 70, the uniform prediction seems to
be very close to the experimental data. The right tail of the experimental
data depends on extremely rare events (happening once in 248 trials), so
a few of the most-right data points can change a little bit in another run.
We believe if more samples were taken, the experimental data would
get closer to the prediction, but then the experiment would require a
runtime of multiple days on our server.

In dimension 40, it seems that the experiments give scores higher
than expected by our prediction. However, the sieve provides only
N = [% feat - Tsat 0] = 142 dual vectors in this dimension, which may be
too small for the heuristic prediction to be accurate, as Heuristic 2.3
might not apply with few dual vectors, but also the lengths of the dual
vectors are small. Therefore, we believe that the predictions become
more accurate when there are more dual vectors, which happens, e.g., in
higher dimensions, or when sieving with a larger saturation radius.

To test the robustness of our prediction for the floor phenomenon, we
also ran experiments with a lattice sieve using a different saturation radius
Tsat, Which produces more (and therefore a bit longer) dual vectors than
using the standard saturation radius of \/4/3 ~ 1.1547. In these scenarios,
the floor phenomenon is observable already at a larger failure probability.
Thus, fewer samples are needed to observe the floor phenomenon in
the experimental data. This eases the computational power required
to get the experiments, but the analysis should of course still hold in a
situation where the saturation radius is larger than \/4/3. This motivates
Figure 4.4, which shows the predictions for a larger saturation radius. In
these cases the floor phenomenon can be seen after a decent computation
time, and it shows that the new predictions match the experimental data
very accurately.

4.5 Conclusion

After identifying the norm of the target ||t|| as a confounding variable in
the individual scores, we propose alternative heuristics in which this con-
founding variable is fixed. This leads us to predict the score distributions
for both BDD targets and uniform targets in the Dual-Sieve Attack.
The newly derived heuristic predictions are tested in extensive experi-
ments. Specifically, Heuristic Claim 4.15 and Heuristic Claim 4.18 exper-
imentally show accurate predictions regarding both BDD and uniform
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Figure 4.3: Binary logarithm (log,) of the survival function (SF) of the
score distribution for uniform targets in various dimensions n. Each
experimental curve contains 2% samples, and ran a sieve with saturation
ratio feat = 0.9 and saturation radius rgay = \/m For n = 40, samples
scoring below 60 are in buckets.
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Figure 4.4: Binary logarithm (log,) of the survival function (SF) of the
score distribution for uniform targets in various dimensions n, with a
different saturation radius. Each experimental curve contains 240 samples,
and ran a sieve with saturation ratio fet = 0.9.
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targets, compared to experimental data. In conclusion, the experiments
strongly suggest that Heuristics 2.114, 4.11 and 4.17 may be used con-
fidently in an analysis of the Dual-Sieve (with or without FFT) attack
against BDD.

4.5.1 Future work

The effectiveness of the state-of-the-art dual attack remains as future
work. In particular, note that existing dual attacks, e.g. | ], will most
likely require a different parametrisation to achieve the best runtime,
while having a constant success probability, when the analysis will use
the new model of Section 4.3. Moreover, there will be other aspects
to the costing of the attack that may still require some attention, as
highlighted in | , App. A].

On another note, theoretically it would be interesting to predict the
scores for uniform targets from Section 4.3.4: instead of relying on a
ball approximation of the Voronoi cell, it could be more satisfactory
to adapt the Poisson model of [ , Assumption 8] to the lattice
setting. One expects on average to have Vol, (rB")/ det(A) many lattice
points at distance at most r from a target t sampled uniformly modulo a
lattice. Whereas the code setting has a Poisson process for each weight
w=0,1,...,n, the situation is a bit more complex for lattices, as there
is a continuum of processes to consider.
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Chapter

Hawk Signature Scheme

This chapter is based on joint work with L. Ducas, E.W. Post-
lethwaite and W.P.J. van Woerden published at ASIACRYPT
2022 | [, and the third round specification docu-
ment of HAWK in NIST"’s standardisation process of additional
digital signature schemes [ /.

This chapter describes the signature scheme HAWK in de-
tail, of which security is based on a variant of the Lattice
Isomorphism Problem (LIP). HAWK uses modules of rank 2
over a cyclotomic number field of order a power of 2, which
allows for efficient computations. The best known attacks
that can break HAWK perform not much better than attacks
that forget the module structure.

The specific module lattice makes sampling extremely
easy: the distributions can be precomputed and stored com-
pactly, and floating-point numbers are not needed. These de-
sign features are desirable for constrained devices, in which it
can be challenging to use FN-DSA, a.k.a. FALCON |[ ].

HAwWK’s implementation is much faster than FALCON, and
its signatures are a bit more compact than those of FALCON.
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5.1 Introduction

Making the transition to post-quantum alternatives as straightforward
as possible, requires construction of signature schemes having multiple
good characteristics. It is important that keys and signatures are small,
because many protocols, such as TLS and DNSSEC, are designed with
the small sizes of pre-quantum schemes in mind [ ]
Currently, the NIST has provided standards for the following three
signature schemes: FN-DSA, ML-DSA and SLH-DSA, which are based
respectively on FALCON | |, CRYSTALS-DILITHIUM | ]
and SPHINCS™ | ]. Of these three, FALCON has the smallest
signatures, has smaller public keys than CRYSTALS-DILITHIUM, and is
one of the most efficient post-quantum signature schemes. Yet, the NIST
recommends CRYSTALS-DILITHIUM for general use, because generating
FALCON signatures securely and efficiently is difficult | ].

Namely, Discrete Gaussian Sampling (DGS) | , | is used in
FALCON to prevent signatures from leaking the private key [ ]. DGS
has become more efficient since its introduction | , , ,
in particular by exploiting ideal or module structures | , ] such

as those of NTRU lattices. Nonetheless, DGS remains particularly
difficult to implement securely and efficiently, especially on constrained
devices, and even more so when side-channel attacks are a concern. In
particular, DGS involves high precision floating-point operations and
evaluation of transcendental functions.

The difficulties of DGS can be avoided completely by using a simple
lattice, such as Z" | , |, and an efficient, simple sampler for
such lattice. One can build cryptography by rotating the simple lattice,
and making this so-called isomorphic lattice public, while keeping the
rotation private. In this case, the security is based on the intractability
of recovering an isomorphism between two isomorphic lattices i.e., the
Lattice Isomorphism Problem (LIP).

5.1.1 Contributions

In this chapter, we consider a concrete instantiation of the LIP-based
cryptography framework | ]. In their introductory work on LIP,
Ducas and van Woerden mostly focus on theoretical and asymptotic
results [ |, whereas this chapter focuses on the concrete construc-
tion of a signature scheme by combining their work with simple module
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lattices, and verifying its practicality.

An attractive choice would be to consider the most structured op-
tion, namely modules of rank one over number fields, i.e., ideal lattices.
However, this restricted version of LIP is solvable in classical polynomial
time | , ]. Instead, we work with rank two modules. It was
quickly noted that NTRUSIGN signatures | | were leaking the
Gram matrix of the private key; recovering the private key from this Gram
matrix is precisely LIP. While the NTRUSIGN scheme was ultimately
broken, it was only by exploiting a stronger form of leakage [ |, not
by solving LIP. In conclusion this module LIP problem is plausibly hard
and is clear and simple to state, and therefore appears as a legitimate
basis for cryptography.

We consider the ring R = Z[X]/(X™ + 1) for n a power of two, that
is the ring of integers for some power of two cyclotomic field. While any
ring of integers gets a lattice structure from its canonical embedding,
this particular ring is viewed as an orthogonal lattice via the coefficient
embedding, which allows for efficient computations. Moreover, LIP has
already received some cryptanalytic attention in the case of an orthogonal
lattice [ ].

To randomly generate a key pair, we must generate a basis for
the module lattice R? following some distribution. We achieve this by
mimicking NTRUSIGN key generation and setting the modulus ¢ to
1, which allows us to use an efficient key generation technique [ .
Following the ideas presented by Ducas and van Woerden | ], we
are able to show that sampling our keys in this manner gives a worst case
to average case reduction for module LIP. However, this reduction is
limited to a large choice of the parameter that determines the sampling
of the public key. In HAWK, we make more aggressive choices based on
heuristic and experimental cryptanalysis.

The original design of Ducas and van Woerden [ ] hashes a

,é, ey %}% for some ¢ polynomial in the dimension
n of the lattice. Another optimisation we propose is to hash the mes-
3
sampling. For this variant we provide a reduction in the programmable
random oracle model to a new problem: one more (approximate) SVP
(omSVP). This reduction also requires a specific choice of parameters,
and again HAWK makes more aggressive choices. This problem is similar

to the recently introduced one more inhomogeneous short integer solution

message to {O

2
sage to a smaller target space {0 } " to further simplify Gaussian
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Table 5.1: Performance of FALCON and HAWK for n = 512,1024 on an
Intel® Core™ i5-4590 @3.30GHz processor with TurboBoost disabled.
FALcoN and HAWK are compiled with -03 and -02, respectively. Timings
of SIGN correspond to batch usage, see Section 5.4.3.

Scheme FaLcon-512 HaAwk-512 FALCON-1024 HAwk-1024

AVX2 KEYGEN 7.95ms 4.25 ms 23.60 ms 17.88 ms
Ref. KEYGEN  19.32ms 13.14ms 54.65 ms 41.39 ms
AVX2 SIGN 193 ps 50 s 382 s 99 s
Ref. SIGN 2449 n1s 168 11s 5273 s 343 11s
AVX2 VERIFY 50 s 191s 99 s 46 ps
Ref. VERIFY 53 11s 178 ps 105 ps 392 s
problem [ | used to design blind signature schemes from lattices.

We also propose efficient encodings for the public key and signatures
of our scheme. Decoding the keys is cheap and recovering redundant
parts is done efficiently with a few number theoretic transforms (NTT) or
fast Fourier transforms (FFT). Moreover, we significantly compress the
signature by dropping half of it, which is effectively computationally free.
Decompressing a signature uses the Rounding-Off algorithm | .
This decompression uses public data during verification, so it is not a
target for side-channel or statistical attacks and does not require masking.
Its use of rounding also allows us to avoid the need for high precision
floats.

Performance and comparison

We propose a reference implementation and an AVX2 optimised imple-
mentation. The reference implementation makes no use of floating-points
and only emulates them during key generation. The AVX2 version uses
floating-points.

Table 5.1 lists performance of HAWK and compares with FALCON.
On CPUs supporting AVX2, HAWK-512 outperforms FALCON-512 by
a factor of about 2 for key generation and verification and a factor of
4 for signing. The situation is similar for HAwKk-1024. Without floats,
HAWK signs 15 times faster than FALCON, because HAWK uses number
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Table 5.2: Key and signature sizes in bytes of FALCON and HAWK
for n = 512,1024.

Scheme |sk| |pk| |Sig|

FALCON-512 | ] 1281 897 652+3
HAwk-512 (this work) 1153 1006 £ 6  542+4

FALCON-1024 | ] 2305 1793 1261 +4
HAWK-512 (this work) 2561 2329+11 1195+6

theoretic transforms in signing while FALCON emulates floating-points.
The verification contains a fast decompression that uses fixed-point
arithmetic but uses two number theoretic transforms making it slightly
slower than FALCON. Because HAWK uses a basis with smaller coefficients,
its key generation is faster than FALCON.

Table 5.2 lists the key pair sizes and signature sizes of FALCON and
Hawk. Regarding compactness, HAWK-512 signatures are about 110
bytes shorter, but public keys about 110 bytes larger, than FALCON-512;
this puts HAWK-512 on par for certificate chain applications, and should
be advantageous for other applications. Additionally, private keys are
128 bytes smaller. In HAWK-1024 we save a little on signatures, but our
keys are larger. See Section 5.4.2 for the used encodings.

We also note that HAWK resists forgery attacks a little better than
FALCcON. This is a direct result of being able to use the private key to
efficiently sample slightly smaller signatures in Z?" than is possible in
an NTRU lattice.

A recent variant of FALCON named MITAKA | ], also aims to
make the signing procedure simpler and free from floating-point arith-
metic. This is achieved with some loss in the signing quality compared
to FALCON which makes signature forgeries somewhat easier, but the
provided floating-point implementation signs twice as fast. In contrast,
by using Z?" we obtain an even simpler sampler while simultaneously
improving the signing quality, efficiency and signature size.

Simplicity as a circuit

We claim that our signature scheme is simpler as a circuit than FALCON
and therefore expect the performance gap to be larger on constrained
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architectures. In fact, we hope that HAWK or a variant of HAWK may be
simple enough to be implemented within a Fully Homomorphic Encryp-
tion scheme for applications such as blind or threshold signatures | ].
It might also be easier to mask against side-channel attacks, similar to
how the lack of floating-points in the sampler simplifies the masking of
MITAKAZ, [ , Sec. 7.3].

Implementation and source code

The isochronous C implementation, experimental data, and auxiliary
scripts are open source:

https://github.com/ludopulles/hawk-aux

5.2 Scheme

In this section we present HAWK. We first give a version of HAWK
that performs no compression on its signatures for simplicity, we call
this uncompressed HAWK. We then introduce (compressed) HAWK
and discuss how the security of HAWK directly reduces to that of the
uncompressed HAWK. The auxiliary script code/hawk.sage is a proof
of concept SageMath implementation of HAWK.

5.2.1 Uncompressed Hawk

The uncompressed version of our signature scheme is based on the
scheme presented in | , Sec. 6], but is adapted to number rings for
efficiency. The scheme uses the number ring R = Z[X]/(X™ 4+ 1) with
n > 2 a power of two, the ring of integers of the number field Q({2,).
We use the simplest rank 2 module lattice, R? = Z?". We implicitly
move between R? and Z?" via the coefficient embedding. The private
key is some basis B € SLy(R) where B (resp. ROT(B)) generates R?
(resp. Z*"). In the context of | , Sec. 6] this matrix represents a
basis transformation applied to the trivial basis Io(K) of R2. The public
key is the Hermitian form Q = B* - B associated to the basis B. A
signature on a message m is generated by first hashing m and a salt
r to a point h = (hg, h1)" € {0,1}*". Applying the transformation B
to %h gives us a target %B -h. We then sample a short element x in
the target’s coset R? + %B - h via discrete Gaussian samples on Z and
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Figure 5.1: Illustration of signing. First h is sampled (left), then B is
applied, a short lattice point x is sampled from a discrete Gaussian on
72" + %B -h (right). Finally, B! applied to x is subtracted from %h to
obtain a lattice point s close to h/2 in || - ||q, and we update s to h —s
to ensure SYMBREAK(h; — 2s7) is satisfied.

7 4+ 1/2. By applying the inverse transformation B~! we compute the
signature s = thB~!x € R%. This is close to $h with respect to | - | q,
and the sign is chosen to prevent weak forgeries, see Algorithm 5.2 and
below. See Figure 5.1 for a visualisation when n = 1. Verification checks
if the distance H% — SHQ between s and %h is not too large, which only
requires the public key Q = B*B and not the private key B. We have
the following parameters:

1. opk: controls the length of (f, g)T, the first basis vector of B,

2. 0sec: controls the lower bound on the acceptable length of (f, g)T,
3. Osign: controls the length of a short coset vector,

4. oyer: controls the acceptable distance from a signature to a halved
hash,

5. saltlen: controls the probability of hash collisions.

For uncompressed HAWK we present KEYGEN in Algorithm 5.1, SiGN
in Algorithm 5.2 and VERIFY in Algorithm 5.3. The security parameter
n is a power of two, and we assume the internal parameters can be
computed from it. We use previous work to generate the unimodular
transformation B efficiently | , Alg. 4], by sampling the first basis
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Algorithm 5.1. KEYGEN(1"): HAWK key generation

Input: parameter n

Output: a Hermitian form Q = B*B, and the corresponding (randomly

generated) basis B € SLa(R) for R?"

sample f,g € R with coefficients from Dy, ,
qo0 = f*f +9%g
if 2| N(f) or 2 | N(g) or |[(f,9)* < o2 - 2n then
restart
(F,G)" + TOWERSOLVEI, 1(f,9) [ , Alg. 4], if L, restart

i v
(]
G

qoo qo1 _B*.B

Q=
a0 q11
return (pk,sk) = (Q,B)

Algorithm 5.2. SiaNg(m): HAWK signature generation

Output: a (randomly generated) valid signature sig € {0, 1}

Input: private key B and message m € {0,1}"
saltlen R2

H
@

re U({O, 1}saltlen)
h < H(m|r)
t«<~ B-h (mod?2)
X DZQnJer,Usign
if ||x||? > 02, - 2n then

restart (optional, see Section 5.5.2)
s = (so,s1)" th—- B x (parse x € 1 R? via VEC™!)
if SYMBREAK(h; — 2s1) is False then

s<h-s
return sig = (r,s)
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Algorithm 5.3. VERIFYqQ(m,sig): HAWK signature verification

Input: public key Q, message m € {0,1}" and signature sig
Output: 1 if sig is a valid signature on m, otherwise 0

1: (r,8) < sig
2: h < H(mlr)
2
s € R? and H% —SHQ <o -2n

ver
3: return

and SYMBREAK(h; — 2s1) is True

vector (f, g)T, and, if possible, completing it with a second basis vector
(F,G)" such that det(B) = 1. We combine this with the fast Babai’s
Nearest-Plane reduction | | to obtain a shorter second basis vector
(F, G)T. In KEYGEN checks are performed prior to completing the basis
B. In TOWERSOLVEI it is necessary for N(f) or N(g) to be an odd inte-
ger [ ]. We require both to be odd to use an optimised constant-time
greatest common divisor algorithm, identical to the FALCON reference
implementation. Also, we require the squared norm of (f, g)T to be
longer than o2 - 2n for our concrete cryptanalysis, see Section 5.3. Note
that a signer also has easy access to B™!, because

B! = (_Gg _fF) : (5.1)

follows from fG — gF = det(B) = 1.

In S1GN and VERIFY we check the condition SYMBREAK(hy — 2s1),
which is required for strong unforgeability. Without it sig’ = (r,h — s),
which can be constructed from public values, is another valid signature
on m if sig = (r,s) is. Given e € R, we define SYMBREAK(e) to be True
if and only if e # 0 and the first nonzero coefficient of VEC(e) is positive.
Checking this condition on hy — 2s; in VERIFY prevents a weak forgery
attack.

Signature correctness

Assume SIGN is called with message m and outputs sig = (r,s). First,
note B~'x € R? + %h and %hi %h € R? sos = %hi B 'x € R?
Second, suppose SYMBREAK(h1 — 2s1) is not satisfied during verification.
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By lines 8 and 9 of Algorithm 5.2, this means SYMBREAK(h; — 2s1)
and SYMBREAK(2s; — h;) are both False, therefore hy = 2s;. Since
h € {0, 1}2”, this implies h; = 0, i.e., we have found a preimage of
(hO,O)T for H. By choosing a preimage resistant H or modelling it as
a random oracle, this happens with negl(n) probability. We allow this
failure probability to simplify (compressed) HAWK.

The signing algorithm terminates only if the condition on Line 5 is

False. Therefore, |x||? < 02, -2n. Thus, during verification ||2 —s[lg =

|B (% - s)||2 = ||£x]||? < 02, - 2n, with —x given by Line 9 of SIGN.

ver

Key storage

We now consider how to efficiently store pk and sk, that is,

F
Q- 90 1) _Bx B and B f
qi0 411 g G

respectively. For B it is sufficient to only store f and g, but this requires
the computationally expensive recovery of F' and GG in SIGN. We note
that computing F, G is the most expensive part of KEYGEN. Instead, one
stores f,g and F since G can be recovered efficiently from fG — gF = 1.
The coefficients of f, g and F' are small so we use a simple encoding with
constant-time decoding for them.

For Q by construction we have g9 = ¢3;, so one may simply drop
q10- Moreover, since det(B) = 1 we have gooq11 — qo1g10 = det(Q) =
det(B*) det(B) = 1, therefore ¢1; can be dropped and reconstructed as
g1 = (1 4+ g - go1)/qoo- In addition, goo is self-adjoint and therefore
only the first half of its coefficients need to be encoded. More details are
given in Section 5.4.2.

5.2.2 (Compressed) Hawk

HAWK is obtained by dropping sg from a signature s = (sp, 51)T in SIGN
and then reconstructing it in VERIFY using public values Q and h. There
is a probability that sy is not correctly recovered, but it is kept small
by rejecting ‘bad’ key pairs in KEYGEN. In VERIFY, sq is recovered by
finding a value that makes $h — (so, s1)" short with respect to | - ||q-
Two ways to reconstruct so are Rounding-Off and Babai’s Nearest-Plane
algorithm | |. Given that we work with respect to the norm induced
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by Q, we must adapt one of these algorithms to quadratic forms. Because
of its simplicity and good performance, we use Rounding-Off for HAWK.
Specifically, to reconstruct sg, we use,

ho  qo1 (M1
/|0 o1 (M1
h=|5 ()] 52)

where the rounding map [ - |: K — R acts coefficientwise, and satisfies
x — [z] € (—=1/2,1/2] for all x € R. Hence, VERIFY is adapted to read a
signature sig = (r, s1) and reconstruct s; using Equation (5.2), before
setting s = (sp, sl)T. Observe that s, = sp holds if and only if

{qoo (% —s0) +ao (% - 51)‘ ~ 0.

q00

The fraction inside [ - | is equal to % because we have (qoo, go1) =

(f*,9*)-Band B - (b S) = (1:0,:51) . Thus, we certainly recover the
correct so from Q, h and s; if
* * 1 1 n
frot gz <_) , (5.3)
[ f+97g 272
Intuitively, when (f,g) is sampled such that the Euclidean norm of
(f*/q00, 9/ qoo) is sufficiently small, this recovery works almost always.
t ) (o) = (ad). (54)

Note
I g
<(J00 " qoo ) 400

Hence, we choose a bound v4ec such that decompression works almost
always for keys satisfying (1, qo_o1> < Vdec. We provide a computation and
value for vgec in Section 5.4.1. In summary, Algorithms 5.1, 5.2 and 5.3
are changed as follows for HAWK.

Qanﬁ(f*erg g

1. In KEYGEN, restart if (1, q&}} > Vdec-
In SICGN, restart if x = (2, 21)" does not satisfy Equation (5.3).

In SICN, return a signature as (r, ) instead of (r,s) = (r, (so, s1)").

= W N

In VERIFY, given a signature (r,s;) reconstruct s using Equa-

tion (5.2) and set s = (s}, s1)" .

Given the above, a reconstructed signature is correct. In practice, we
choose Vgec such that Equation (5.3) holds except with small probability
and forego item 2. in the list, see Section 5.5
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Security relation to the uncompressed variant

Note that an adversary that can create a forgery (strong or weak) against
HAWK can also create a forgery (strong or weak) against uncompressed
Hawk. Indeed, if sig = (r, s1) is a forgery against HAWK then this implies
sig = (r, (s{, sl)T) is a forgery against uncompressed HAWK. Only public
quantities are required to recover s;,. Therefore, throughout we consider
the security of uncompressed HAWK. In Section 5.6.3 we further reduce
the forgery security of uncompressed HAWK to an assumption called the
one more short vector problem, or omSVP.

5.3 Cryptanalysis

In this section we provide a concrete cryptanalysis of HAWK. Whereas
the formal security arguments we make in Sections 5.6.1 and 5.6.3 in-
crease our confidence in the design of HAWK, our results here aid us
in choosing parameter sets that are efficient. Throughout we consider
uncompressed HAWK. We consider recovering the private key from public
information and forging a new signature given at most ¢s = 2% signa-
tures. Furthermore, we report the various parameters, probabilities and
block sizes output by our cryptanalysis in Table 5.3.

The constraints on various quantities in our scheme are expressed in
terms of Gaussian parameters o,, even if they are not quantities sampled
from a distribution. This allows us to present necessary relationships
between these quantities as in Figure 5.2. In particular for x < Dza ,,

with o above smoothing, E[||x|]] ~ oV/d | , Sec. 4]. For example,
the verification of signatures is determined by a distance, say ¢. Instead
of referring to ¢, we use the shorthand oyer = ¢/ V.

We stress that the relations of Figure 5.2 are necessary, under our
experimental analysis, conditions for security — any selection must also
satisfy the concrete cryptanalysis below. As a short introduction, ogign
is our fundamental parameter, and we select it first. It ensures that
our scheme does not suffer from learning attacks [ , | if
an adversary is given access to signature transcripts. We then choose
opk Which controls key generation in Algorithm 5.1. It must be large
enough that recovering the private key is hard, and also that the cost
of computing a sufficiently good basis to aid with signature forgeries is
hard. To this end we heuristically estimate and verify experimentally
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/7 "\ is required for security
.~ ">\ is required for efficiency

Sec. 5.3.2 Sec. 5.4.1 Sec. 5.3.3 Sec. 5.4.1
Usec/\.// \\. /\ /// \\.
< Osign < Over < Osec < Opk
2 1 N
Section 5.3.1 Section 5.3.2
(statistical) (cryptanalysis)

Section 5.3.3

SN

2 2 2
< Ogec + Usign

o-ver

Figure 5.2: Summary of necessary relationships between various o,

Osec, & parameter that represents the shortest a public basis can be before
one recovers the private key. Finally, op and oyer are chosen to ensure
various rejection steps, in key generation and signing respectively, do not
occur too frequently, see Section 5.4.1. The condition 02, < o2 + aszign
encodes the requirement for a good basis to not help with signature
forgeries.

5.3.1 Signature sampling

We choose osign large enough to avoid signatures leaking information
about a private key. Following the methodology in FALCON | ,
Sec. 2.6], for security parameter A in the face of an adversary allowed g
signatures, it is enough to set

1 log(4n(1+1/e n
s b BT

for e = 1/4/qs - X to lose a small constant number of bits of security.
We note that since we sample from Z?" we may use the orthogonal
basis Is,(Z), and thus the above inequality is also sufficient for efficient
sampling via Lemma 2.81. We ensure that, following the analysis of
FALCON | , Sec. 3.9.3], our probability distribution tables have
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a Rényi divergence at order 513 from their ideal distributions of less
than 1 4+ 277, These computations are done in the auxiliary script
code/generate_C_tables.py.

5.3.2 Key recovery

In HAWK, the problem of recovering the private key B € SLa(Ok) from
the public key Q = B* - B is a (module) Lattice Isomorphism Problem.
For the lattice R? = Z2" it is equivalent to finding a U € SLy(Ok) such
that U* - Q- U = Iy(K), i.e., reducing (any lattice basis corresponding
to) Q to an orthonormal basis. As mentioned in [ ], all known
algorithms to solve LIP for modules of rank at least two require finding
at least one shortest vector. Therefore, we assume that the best key
recovery attack requires one to find a single shortest vector.

Unusual-SVP

The shortest vectors in R? have length 1, which is a factor of order
©(y/n) shorter than predicted by the Gaussian heuristic. Recovering
such ‘unusually’ short vectors is easier than generic shortest vectors, and
can be achieved by running the BKZ lattice reduction algorithm with
block size 8 much lower than the full dimension 2n. Given that for current
cryptanalysis there are no significant speed-ups for solving the structured
variant of this unusual-SVP, we treat the problem by considering the
unstructured version, i.e., as the form RoT(Q) or some rotation of Z*".
The problem of finding an unusually short vector has received much
cryptanalytic attention. This has lead to accurate estimates for the
required BKZ block size, see | | for a survey. As an estimate, given
that our lattice has unit volume, and we search for a vector of length
one, we require a block size 8 such that

Bld~ 53~ (5.5)

where dg ~ (8/ 27‘(’6)1/ 206-1)  Asymptotically this is satisfied for some
B € d/2 + o(d). Concrete estimates also simulate the Gram—Schmidt
profile, use probabilistic models for the lengths of projected vectors and
account for the presence of multiple shortest vectors [ , )

; J-
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In Figure 5.3 we plot the estimate given by Equation (5.5) where the
o(d) term is concretised to some constant, the estimate given by the leaky-
LWE-estimator | |, which applies the concrete improvements
mentioned above, and experimental data. These experiments apply the
BKZ 2.0 algorithm with lattice point enumeration | | as implemented
in FPLLL | ] to the public form Q, reporting the BKZ block size
required to find a shortest vector. For dimensions which are not powers
of two, the experimental data uses a form sampled by | , Alg. 1],
the unstructured generation procedure upon which our key generation is
based. For some small power of two dimensions we generate bases via
Algorithm 5.1. We see that below approximately dimension 80 instances
can be solved with LLL reduction | |, and that afterwards the
required block size approximately increments by one when the dimension
increases by two, as Equation (5.5) would suggest. Moreover, we see
that above approximately block size 70 the model of Dachman-Soled et
al. [ | appears especially accurate. Therefore, we use this model
to determine By, in Table 5.3. We use a simple progressive strategy
where the block size increments by one after each tour, which we expect
to require a block size perhaps two or three larger than a more optimal
progressive strategy.

Minimal basis randomisation

For the experiments of Figure 5.3 we took a large opk as an attempt
to find a ground truth. We would like to minimise opx to minimise
the size of our keys and the complexity of computing with them, but
without significantly reducing security. To this end we perform a similar
experiment where we fix a set of dimensions and reduce forms of these
dimensions using various opi < 20. The results of these experiments are
presented in Figure 5.4. For op, below a certain threshold, instances can
be solved by LLL. Then as o, increases past this threshold the instances
become harder, before reaching an empirical ‘maximum hardness’ (at
least with respect to these experiments) where further increases in opk
appear to give no extra security.

When running BKZ one encounters shorter vectors as 5 grows. In a
random unit-volume lattice, one expects to encounter vectors of length
5g_1 € O(d) when B = d/2 + o(d), but for Z¢ this is also the moment
that a vector of length 1 is found. In fact, the model of | ]
predicts that we suddenly jump from finding vectors of length ¢y = ©(d)
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Figure 5.3: Block size required to recover a shortest vector via lat-
tice reduction as a function of dimension d. We ran progressive BKZ
(one tour per block size) over Z¢ using an input form generated with
opk = 20 and report the average successful § that recovered a length
one vector over 40 instances. We used the BKZ simulator and proba-
bilistic model of Dachman-Soled et al. [DDGR20], accounting for the d
target solutions. See auxiliary scripts code/BKZ_simulator.sage and
code/exp_varying n.sage.
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Figure 5.4: Block size required to recover a shortest vector via lattice
reduction as a function of the standard deviation op,. We ran progressive
BKZ (one tour per block size) over Z¢ using an input form generated
with various opk and report the average successful 3 that recovered a
length one vector over 80 instances. Note that the range of o includes
values below smoothing, for which the actual standard deviation ok can
be significantly lower than the Gaussian parameter opc. See auxiliary
script code/exp_varying_sigma.sage.
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Figure 5.5: Shortest basis vector length before the recovery of a length
one vector, given in terms of ogc. We ran progressive BKZ (one tour
per block size) over Z? using an input form generated with opk = 20
and report the average oec determined by the shortest basis vector
in the penultimate BKZ tour over 40 instances. See auxiliary scripts
code/exp_varying n.sage and code/predict_varying_n.sage.

to finding a shortest vector of length 1. This threshold behaviour was
observed and discussed in [BGPS23, Sec. 6.2]. In our notation the authors
observe the threshold effect once vectors of length approximately \/3/ 2
are discovered. Our model and experiments suggest the threshold length
is ©(d) but with a constant smaller than 1. We verified this behaviour
for Z¢ experimentally. In Figure 5.5 we plot osec = £o/v/d where £ is the
length of the shortest basis vector after the penultimate tour concludes.
We see that for large enough dimensions the behaviour matches the
unusual-SVP predictions, and we obtain gsec = G)(\/g) For Table 5.3 we
take ogec as the output from the prediction of [DDGR20]. We assume the
value g represents a lower bound for opx such that our public forms
exhibit maximum hardness. In practice, we take opx > 0sec and reject
keys where the length of (f, g)T is shorter than ¢y. If we allow shorter
(f, g)T then the public key may give information to an adversary that
she would not have unless she had already recovered the private key.
We note that the prediction of [DDGR20] in Figure 5.5 is inaccurate
for d < 180, similarly (but more noticeably) to Figure 5.3. One can
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improve the accuracy of estimates for these dimensions by using the
geometric series assumption, and performing several tours so that basis
profiles match it, for small block sizes (say up to § = 20). Since
our estimates converge in the range of feasible experiments, we choose
simplicity instead.

Note that even if the statistical arguments of Section 5.3.1 allow it, we
cannot take ogign < Tsec/2. Indeed, 2-(%h—s) € 7" and if 0gign < Osec/2
then [|2- (3h —s)||q = 2[|x|| & 205ignVd < secV/d. Therefore, doubling
a public quantity given by a signature may describe a shorter lattice
vector than those seen just before private key recovery.

5.3.3 Signature forgery
Strong forgery

We consider the general problem of forging a signature on some unsigned
message. Specifically, given a target %h for some h € {0, 1}2", return
an s € Z2" such that H%h —s|q < overVd. We use the heuristic that
solving such an approximate CVP instance is at least as hard as solving
an approximate SVP instance with the same approximation factor over
the same lattice. We determine the expected block size § using the
BKZ simulator | ] such that our first basis vector has norm less
than aver\/a, and report it as Brorge in Table 5.3. Note that since we
use the BKZ simulator of | | to estimate both fiey and Biorge, if
Over = Osec then Brey = Brorge.- Our approach mandates that over < ogec.
We make this design decision because in our model it means an adversary
should not be able to produce a strong forgery unless the private key
is recovered. Indeed, when oyer < 0sec OUr assumption on approximate
CVP says forging a signature is as hard as finding a vector as short as
those found just before key recovery.

Weak forgery

We consider a weak forgery attack consisting of adding a short lattice
vector to an existing signature on some message, and hoping that it
remains a valid signature on the same message. This vector might come
from the public key, or from lattice reduction effort on it. Its length is
assumed to be at least £y = 0eec-V/d, see Section 5.3.2. We give arbitrarily
many such length £y vectors to the adversary for free. Using the function
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forgeProbability from the auxiliary script code/find_params.sage,
we estimate the probability the attack succeeds, i.e., that [|x + v||? <
d- o, for x + Dyzn gy, and v of length £y. If x were sampled from a
spherical continuous Gaussian, then considering any such v would give
the same distribution of squared lengths. We examine the distribution of
[|x + v||? for two ‘extremal’ choices of v; the first has all its weight in one
coordinate, v = (|4 ],0,...,0), and the second is as balanced as possible,
eg. v=(1,...,1,2,...,2) for |v|] = |4]. Note that the distribution of
|x + v||? is invariant under signed permutations of v. We report our
estimate for the success probability of this attack as Pr[weak forgery] in
Table 5.3.

This attack implies the requirement o2, < o2 + as%gn. Even if a
vector from a reduced public key is orthogonal to a given signature, then
if 02, > 02+ 02, adding it will likely be sufficient for a weak forgery.

ver sign

Comparison with Falcon

FALCON uses a different cryptanalytic model to determine the block
sizes reported in Table 5.3. Our model makes use of recent improve-
ments | | and enjoys the experimental evidence above. The
unusually short vectors in Z? are a factor about 1.17 shorter than the
shortest vector in the NTRU lattice of FALCON, after appropriate renor-
malisation. Thus, key recovery for HAWK will be slightly easier than
for FALCON in either model. On the other hand, our verification bound
over is a factor about 1.15 (HAWK-512) to 1.06 (HAWK-1024) shorter
than FALCON after renormalisation, and thus obtaining strong forgeries
is slightly harder than for FALCON in either model. In both HAWK-512
and FALCON-512 key recovery is harder than signature forgery, and thus
hardening the latter, as we do, gives a slightly more secure scheme overall.
For HAWK-1024 and FALCON-1024 key recovery is easier than signature
forgery, and in the FALCON model we obtain a slightly less secure scheme
overall. However, we note that part of the key recovery methodology of
FALCON is overconservative | , App. D].

5.4 Parameters and performance

In Table 5.3 we list parameters and the output of the auxiliary script
code/find_params.sage using our concrete cryptanalysis for HAWK.
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Section 5.4.1 explains how these parameters were chosen. We explain the
encoding used for public keys and signatures, and the simple encoding
used for private keys, in Section 5.4.2. Finally, Section 5.4.3 contains the
details behind Table 5.1. Note that the formal reductions in Section 5.6
require different parametrisations.

5.4.1 Parameter selection

In HAWK we set saltlen = X + log, ¢s, where g, = 24 is the limit on the
signature transcript size. The probability of a hash collision is then less
than ¢ - 27 | , Section 2.2.2]. Allowing saltlen to depend on A
implies one must know A before computing H(m||r), which is commonly
the case. For simplicity FALCON choose a fixed salt length of 320 bits.
This is not optimal for A = 128. Here HAWK-512 saves 16 bytes on
signatures, though this saving is also available to FALCON-512.

The value of oy, for HAWK-512 listed in Table 5.3 is such that the
probability of ||(f,g)||? > o2 - 2n is greater than 99.5% for f,g both
with odd algebraic norm and sampled as in KEYGEN. For HAWK-1024,
the probability that ||(f, g)||> > o2 - 2n holds for similar f,g is greater
than 80%.

There are two failures that may occur during signing in HAWK.
Firstly, ||x/|?> may be too large. Secondly, Equation (5.3) may be vio-
lated, i.e., decompressing sig = (r, s1) may return s # So, the original
first component of the signature. We choose parameters oyer and Vgec to
make such failures unlikely.

For HAWK-512, x is too large with a probability of around 2722, deter-
mined by convolving the necessary distributions together, see the function
failProbability in the auxiliary script code/find_params.sage. To
obtain a strict upper bound on this probability one can use a looser tail
bound analysis via Lemma 2.79 and Lemma 2.84, with e = 1/1/gs\ and
T = Over/Osign, Which gives 217, Similarly for HAWK-1024, x is too large
with a probability of around 272 and the tail bound gives a probability
of at most 27121,

Given a fixed private key sk = B, we provide a heuristic upper bound
on the probability that decompression using Equation (5.2) gives s( # so,
which is upper bounded by the probability that Equation (5.3) does not
hold. This also upper bounds the probability a compressed signature
is correct although sy # s;. Heuristically, we assume that xg,z; are
independently sampled from a normal distribution on R™ with mean 0
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Table 5.3: Parameter sets for HAWK and their estimated security. The
dimension, bit security and transcript size are used to determine osjgp.

Other standard deviations are determined in Section 5.3.

We then

estimate the probability that a signature fails for being too long. The
estimated required block sizes 3 for BKZ reduction to achieve key recovery
and signature forgery are then given. Finally, we give the estimated
probability of finding a weak forgery via the attack in Section 5.3.3.

HAwk-256 HAwK-512 HAwK-1024

Targeted security Challenge NIST-1 NIST-5
Dimension d = 2n 512 1024 2048
5 Bit security A 64 128 256
Transcript size limit g 232 264 204
Signature std. dev. osign 1.010 1.278 1.299
Verif. std. dev. gyer 1.040 1.425 1.572
Key Recovery std. dev. ggec 1.042 1.425 1.974
Key Gen. std. dev. opy 1.1 1.5 2
Salt Length (bits) 112 192 320
log,y (Pr[sign fail]) -2 —22 —128
Key Recovery (BKZ) Biey 211 452 940
Strong Forgery (BKZ) Biorge 211 452 1009
log, (Pr[weak forgery]) —83 —143 —683
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and standard deviation osg,. Following Section 5.2.2 the decompression
succeeds if Equation (5.3) holds, or equivalently,

* * 1 1 n
f—-mo—i-g—-xle (—,) .
q00 qoo 2°2

Since B is fixed, each coefficient in the left hand side above is nor-

mally distributed with mean 0 and variance ||(f*/q00, 9*/q00)||* - 02 =

sign

(1, q&f} ~J§ign, using Equation (5.4). Hence, the probability that a par-
ticular coefficient is outside (—3%, 1) is given by

erfc( 1/2 )
OsignV/ 2- (17 1/Q00> .

Using a union bound, the probability that decompression fails is heuris-
tically bounded from above by n - erfc(l/(as;gn 8- (1, 1/q00))). By

rejecting keys having (1, qo_ol) > Vdec, signature decompression fails for
any B heuristically with probability at most,

n - erfc (1/ (asign \/m» )

If we take vgec = 1/1000 in HAWK-512, this probability is upper
bounded by 27195, This condition on (f, g) in KEYGEN fails in about
9% of cases. We empirically determined this by sampling f and g
with odd algebraic norm 100000 times. Combining this with the small
probability that ||(f,g)| is too small, one can efficiently sample (f, g)
until all requirements, before TOWERSOLVEI is invoked, are met.

In HAWK-1024 we take vgec = 1/3000 and decompression fails on a
signature with probability less than 2731 for a key satisfying (1, gog ) <
Vdec- This condition fails in about 0.9% of the cases during sampling of
(f,g) inside KEYGEN.

5.4.2 Encoding

In HAWK both the private key and x in SIGN are sampled from a discrete
Gaussian. As a consequence, the coefficients of the public key and the
signature roughly follow a normal distribution. Therefore, it is beneficial
to use the Golomb-Rice encoding [ ]. This encoding is used for the
signatures in FALCON | ].
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For encoding, we use an altered absolute value,

T forz >0

|1 Z =N, x {
—x—1 fora <O.

The map that sends x to its sign and |z| gives a bijection Z — {0,1} x N.
Given a quantity that is sampled from a discrete Gaussian distribution
with (an above smoothing) parameter o, take an integer k close to log, (o).
To encode a value x € Z, first output the sign of x and the lowest k
bits of |z| in binary. Then output ||z|'/2¥| in unary, i.e., ||z|'/2¥]
zeros followed by a one. Note that FALCON uses |- | where we use |- |,
but their decoding fails when negative zero is encountered to ensure
unique encodings | , Section 3.11.2]. An advantage of this altered
absolute value is that it sometimes saves one bit and is easy to implement:
x|" is the XOR of x and -(x >> 15) when x has 16 bits.

We use the Golomb—Rice encoding on pk and s;. In particular, for
pk the coefficients of gp; and coefficients 1 up to and including n/2 — 1
of qoo are encoded, with k£ = 9 and k = 5 respectively for HAWK-512
and k£ =10 and k = 6 for HAWK-1024. The constant coefficient of qgg is
output with 16 bits as its size is much larger than the other coefficients.
The second half of gyg can be deduced from its self-adjointedness. For
s1 we use k = 8 and k = 9 in our implementation for HAWK-512 and
HAwk-1024 respectively.

For the private key, we note the sampler in our implementation of
HAawk-512 generates coefficients for f and g with an absolute value at
most 13 < 2%, we encode these with 5 bits, one of which is the sign.
Likewise, for the remaining polynomial F' of the private key, we encode
with one byte per coefficient (recall G can be reconstructed). We use this
simple encoding and decoding for our private key as it is constant-time.
HAwK-1024 requires 6 bits for coefficients of f and ¢ since the sampler
generates values of absolute value at most 18 < 2°.

By using the Asymmetric Numeral Systems (ANS) encoding | ,

] instead of Golomb-Rice encoding, signature sizes of FALCON
shrink by 7%-14% | ]. Making use of the open-source rANS
implementation by Fabien Giesen at https://github.com /rygorous/ryg
rans in the encoding and decoding of HAWK public keys, we are able to
reduce public key sizes by 15 and 30 bytes for HAWK-512 and HAWK-1024
respectively. Because this only saves less than 2% on the public key
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sizes but adds significantly to the code complexity, we did not use this
encoding in the final version.

5.4.3 Performance

We report on the performance of our implementation of HAWK-512 and
compare it to that of FALCON-512 in Table 5.1. HAWK was compiled with
gcce version 12.1.0 using compilation flag -02 (and -mavx2 for AVX2).
Optimisation flag -02 gave better performance than -03. The code for
FALCON was taken from the ‘Extra’ folder in the Round 3 submission
package https://falcon-sign.info/falcon-round3.zip, and was compiled
with the same gcc using compilation flags -03 -march=native.

Memory usage

The reference implementation of HAWK-512 uses 24 kB, 15kB and 18 kB
of RAM for KEYGEN, SIGN and VERIFY respectively, versus 16 kB, 40 kB
and 4kB for FALCON-512 respectively. HAWK requires more RAM for
KEYGEN compared to FALCON to execute Line 6 of Algorithm 5.1. RAM
usage of FALCON’s KeyGen is more than reported on https://falcon-sign.
info as we took the RAM usage of the API functions, which takes sizes
of decoded keys into account. The AVX2 optimised implementation
of HAWK requires 27kB and 24 kB for SiGN and VERIFY respectively,
prioritising speed over memory usage. For HAWK-1024 and FALCON-1024
memory usage roughly doubles.

Batched versus dynamic signing

For consistency with the FALCON report | |, Table 5.1 reports
signing speeds for batched usage, that is, after some precomputation
expanding the private key (called expand_seckey). If one needs to start
from the private key without expanding it, the performance of FALCON is
significantly affected while the precomputation is much lighter for HAWK.
The timings for dynamic signing are given in Table 5.4.

5.5 Implementation details

We have written a reference and an AVX2 optimised implementation for
HAwKk-512 and HAWK-1024 in the C programming language. We have
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Table 5.4: Performance of dynamic signing for FALCON and HAWK on
same PC with same compilation flags as in Table 5.1.

Scheme AVX2 SicN  Reference SIGN
FALCON-512 | ] 320 ps 5427 ps
HAWK-512 (this work) 58 pis 168 ps
Speed-up (FALCON/HAWK) 1 5.5x% 1 32x
FALCON-1024 [ ] 656 ps 11868 ps
HAwK-1024 (this work) 114 s 343 ps
Speed-up (FALCON/HAWK) 1 5.8% 1 35x%

reused a significant portion from the public implementation of FALCON,
because HAWK and FALCON are algorithmically rather similar. This
section provides details on the design choices that were made in these
implementations.

All the implementations are isochronous, i.e., the runtime of KEYGEN
and SIGN gives no information about the used private data. Verification
is trivially isochronous as it only uses public information. Our imple-
mentations are not constant-time because of two reasons: KEYGEN and
SIGN sometimes restart depending on internal probabilistic events, and
time varies to encode the public quantities pk and sig.

Almost all processors that support AVX2 have a floating-point unit,
and plenty of RAM. Therefore, the AVX2 optimised implementation
makes extensive use of built-in floating-point numbers and FFTs for
multiplications or divisions in a number ring. On the other hand, the
reference implementation uses the NT'T for multiplication in the number
ring and only uses an FF'T with fixed point precision to decompress
signatures during verification. As floating-points are required in ToOw-
ERSOLVEI during key generation, the reference implementation emulates
floating-points (IEEE-754 ‘binary64’ format) in key generation, and is
entirely free of them in signing and verification.

Sampling and pseudorandomness

The extendable output function SHAKE256 is used to seed a pseudo-
random number generator (PRNG) based on CHACHA20 | | during
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sampling in KEYGEN and SIGN. As the Gaussian parameters used in the
scheme are fixed, DGS can be performed efficiently with precomputed
probability tables and this PRNG.

Fast polynomial arithmetic

We want all computations to be performed in time O(nlogn). Addition
and subtraction of two polynomials in R = Z[X]/(X™ + 1) are linear
operations, but naive multiplication in R requires O(n?) integer mul-
tiplications. There are two ways to achieve O(nlogn) via the specific
structure of the used number ring. First, one can use the fast Fourier
transform (FFT) to perform a multiplication in O(nlogn). Alternatively,
one can use the number theoretic transform (NTT), which works with a
sufficiently large prime modulus p =1 (mod 2n) and an element w € Fy
of order 2n. As IF'; is a cyclic group of order p — 1, the NT'T' computes
f(w') € Rfor alli € (Z/2nZ)™ in time O(nlogn).

When polynomials are transformed using FF'T or NT'T, multiplication
is coefficientwise. The resulting polynomial in R is then obtained via the
inverse transformation. The NTT gives the correct result a(X) - b(X), if
the used prime p is at least twice as large as the absolute value of any
coefficient of a(X), b(X) or a(X) - b(X). We only use the NTT in the
reference implementation.

Multiplications in R could also be implemented with Karatsuba or
Toom—Cook style multiplication. For certain applications such as masking
this may have comparable performance for the given parameters.

The FFT in our implementation uses double precision floating-point
numbers (double). When a CPU supports AVX2, the FFT is faster
than the NT'T, but also requires more RAM. Like FALCON, we use the
‘bit reversal’ ordering of the roots in the FF'T representation, and only
half the embeddings are stored since the other half are their complex
conjugates. Moreover, of these n fixed-point or floating-point numbers,
the first n/2 are the real parts and the last n/2 are the imaginary parts,
giving performance benefits | , Sec. 4.2.1]. The advantage of this
ordering is that self-adjoint polynomials, like ggo and g11, only have real
embeddings and thus require only half the memory. An implementer is
free to choose their own ordering as long as it is consistent within the
implementation.
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Divisions and signature decompression

When decoding the private and public key, we require a polynomial
division in K to recover G = (1 + ¢gF)/f and g1 = (1 + q10901)/q900
respectively. Since these exact divisions have output in R, they can be
computed using FFT or NT'T, by performing a division coefficientwise
in the transformed domain. In KEYGEN, it should be checked that all
NTT coefficients of f and ggy are nonzero.

5.5.1 Key generation

Key generation is the same for both implementations, as the majority
of the work is the TOWERSOLVEI procedure. This requires floating-
points, so we emulate them in the reference implementation. At the time
TOWERSOLVEI was invented | , Sec. 6], the problem of having a
vector reduction in TOWERSOLVEI using fixed point arithmetic was left
open. If one is able to solve this problem, one can remove all floating-point
emulation from the reference implementation of HAWK.

In key generation, f, g are sampled in R with coeflicients from Dz, .
This sampling is performed using a precomputed cumulative distribution
table with 63 bits of precision and produces values of absolute value at
most 13 for HAWK-512 and at most 18 for HAWK-1024. The kth index
of the table (with £ =0,1,...,12 for HAWK-512) contains the integer

2. Pr [lz|>k+1]],
D

T4 Z*"'pk

so the statistical distance between Dz, , and the implemented sampling
procedure is smaller than 2764,
We then check five conditions, before calling TOWERSOLVEI.

1. N(f) and N(g) are both odd, i.e., both the sum of coefficients of f
and the sum of coefficients of g are odd,

2. ”(fv g)||2 > Us2ec : 277’7

3. f(X) is invertible in Z[X]/(X™ + 1,26 4+ 1), i.e., the NTT of f
modulo 2'® + 1 has no entry equal to zero,

4. ff*+gg* is invertible in Z[X]/(X™ + 1,2147473409), i.e., the NT'T
of gop modulo 2147473409 has no entry equal to zero,
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5. <17Q(i)1> < Vdec-

The primes 216 + 1 and 2147473409 are both 1 (mod 2n) and will be
motivated in sign and verify respectively. The conditions in 3. and 4. are
required only in the reference implementation. However, we check these
also in the AVX2 implementation as a signer should be able to switch
to the reference implementation without changing the key pair and a
verifier should be able to use the reference implementation.

If any of the checks fail, we reject this sample and restart key genera-
tion. We remark that in FALCON if the sum of coefficients of e.g. N(f) is
even, then the final coefficient is resampled until its parity changes. As
this slightly alters the key distribution we choose caution and resample
both f and g completely.

The time to find a valid pair (f, g) is much smaller than the time to
run TOWERSOLVEIL. The implementation of the TOWERSOLVEI algorithm
is taken from FALCON setting ¢ = 1. Since the standard deviation of
the coefficients of f and g is smaller for HAWK, the upper bound on the
number of bits required to represent intermediate polynomials in the
tower of fields is a little smaller.

The TOWERSOLVEI algorithm fails if N(f) and N(g) are not coprime
over Z, or the returned F, G have a coefficient with absolute value larger
than 128, or F, G do not satisfy the sanity check,

fG—gF =1 (mod 2147473409),

which is rather unlikely. The sanity check catches rare cases where the
intermediate coefficients of normed down f, g, F' or G may be larger than
is supported, see § Coeflicient Sizes | , Sec. 4.4.3]. If TOWER-
SOLVEI fails, we restart key generation. All these checks are also in the
reference implementation of FALCON.

Otherwise, the public key is computed, and the program checks if
the encoded public key is not larger than the allowed maximum size.
The encoded public key first contains a header byte where the four most
significant bits are set to zero and the remaining four bits contain the
value logy(n) for the n used in KEYGEN (512 or 1024). After the header
byte follows the used encoding of ggg and ¢o;.

Experimentally the average public key size is 1006.5 bytes (including
its header byte) with a standard deviation of 6.1. To be able to reserve
memory in advance for encoding a public key, we enforce the encoding
of a public key to be of size at most 1043 bytes in HAWK-512, which is
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6 standard deviations above the average, altering the key distribution
only a little. In HAWK-1024, an average public key is of size 2329.2 bytes
with a standard deviation of 11.2 and therefore the encoding of a public
key can be at most 2396 bytes long. These averages were obtained by
generating 10° keys.

Moreover, given the small ok, we know the constant coefficient of
qoo fits in an int16_t. It is checked for all the other coefficients of the
quadratic form if these lie in a certain range. For example, in HAWK-512
the absolute values must be (strictly) smaller than 22,22 and 2% for
qoo, qo1 and q11 respectively. These bounds provide handles in verification
when these elements are multiplied by a signature.

Babai reduction

In KEYGEN, after TOWERSOLVEI outputs relatively short (F, G)T, we
perform another reduction step using FFNP | , Alg. 4] to further
shrink the size of (F,G)". TOWERSOLVEI returns an element (F,G)"
whose projection onto the module lattice M = (f,g)T - R, i.e., the rank
n real lattice with basis C = RoT((f,g)"), lies in the fundamental
parallelepiped defined by C. If this projection is uniformly distributed
here, the expectation of its squared norm is 5 - 2nagk.

However, Line 6 in Algorithm 5.1 implies the projection of (F, G)T
onto M lies in the fundamental domain generated by the Gram—Schmidt
orthogonalisation of the rotations of (f, g)T in bit reversed order. The ith

vector (i = 1,2,...,n) has an expected norm of \/22H=2||(£, g)|| [ ,

Lem. 6.9]. Therefore, the expected squared norm of a point sampled
uniformly from this fundamental domain will be

3n+1
48

1 (Bn+1)n/2 9
T

2 n 2
. 2n0pk S E . 2n0pk.

We observe that the squared norm of (F,G) is reduced by a factor of
4/3 by Line 6 of Algorithm 5.1. This shrinks the average public key size
in HAWK-512 from 1027 bytes to 1006. We note that using FFNP in
FALCON would not lead to smaller public key sizes, and only leads to a
slightly better trapdoor sampler.

Our implementation of FFNP is written in a memory friendly manner,
overwriting certain polynomials when they are no longer used.
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Remark 5.1. Since the initial work on HAWK | |, multiple
changes have been made to KEYGEN. Namely, the following things were
modified when HAWK was originally submitted to NIST [ ].

The centred binomial distribution (CBD) is used to sample coeffi-
cients for f and g, which only slightly changes the size distribution
of public keys and signatures.

Line 6 in Algorithm 5.1 is omitted, which changes reduction of
(F,G) to a structured variant of Rounding-Off | ]

A new implementation of TOWERSOLVEI is used | | that only
uses fixed-points and no floating-points anymore.

The private key is essentially encoded as
(kgseed, F' mod 2, G mod 2),

where kgseed is the seed used to sample a completable (f, g) in KEY-
GEN. During signing, Line 3 of Algorithm 5.2 computes the target
modulo 2, so it is sufficient to know (F,G) (mod 2). Moreover,
s1 can be computed on Line 7 without (F,G) by Equation (5.1).
The private key consists of 184 and 360 bytes for HAWK-512 and
HAWK-1024 respectively.

We apply a light version by Pornin and Stern [ ] of the BUFF
transform to HAWK | , |. Namely, the hash func-
tion on Line 2 of Algorithm 5.2 gets as input the message, salt and
a hash H(Q) of the public key. Now, KEYGEN computes H(Q)
once to store it in the private key, so SIGN can use it.

Subsequently, when HAWK advanced to the second round | ,
there was one more modification. Vector reduction inside TOWERSOLVEI
was adjusted to reduce F' with respect to f using Rounding-Off, and
then update G accordingly. Namely, a multiple of (f,g) is subtracted
from (F,G) such that [F/f| holds. This reduction often gives the same
reduced vector (F,G) as calling Rounding-Off algorithm with (F,G) and
(f,9) [ ]. This allows for an easier implementation of KEYGEN that
uses only 12kB of RAM for HAWK-512.
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5.5.2 Signature generation

A message m is hashed to some element h € {0,1}*" using SHAKE256 on
the bit string m||r, with r € {0,1}** a random salt. Whenever a check
fails in signing, a new random salt is generated. Note the message is not
hashed again as it is enough to recover the internal state of SHAKFE256
after consuming the message. This approach is only possible because the
salt comes last.

In the case of FALCON, we do not see how reusing the salt is compatible
with the security argument of Gentry et al. | ]. Reusing the salt
may lead to a statistical leak for FALCON, though it may be hard to
exploit as failures in signing are rare. Nevertheless, we choose to be
cautious when it comes to statistical leaks.

First, there is a check if a signature is short enough, which is Line 5
in Algorithm 5.2. Moreover, it is checked that all coefficients of s; are
not too large and the encoded signature cannot be too large as well,
similar to the encoded public key.

In signing the two implementations differ: the AVX2 version uses
double precision floating-points inside the FF'T while the reference im-
plementation uses the NTT with prime p = 216 + 1.

AVX2 optimised implementation

During AVX2 signing we transform the whole basis B into FF'T repre-
sentation. Since G is not stored in the private key, G = (1 4+ gF')/f is
calculated in FF'T representation after f, g, F and 1 are put into FF'T rep-
resentation. Note that the Fourier transform of 1 is a vector with a one in
every entry. Then, the hash h = (hy, hl)T € R? is also put into FFT rep-
resentation after which we calculate t = B - h in FFT representation and
then invert the FFT. From this, the point x = (z,z1)' + Dogzn 204
is sampled. This sampled point then overwrites the initial target and is
converted to FF'T representation. With the basis still in FFT representa-
tion we can easily compute the second component of B~!'x by computing
—gxo + fr1 using Equation (5.1). Now the signature is computed using
N h1 — (—gl‘o + f$1)

S1 B .

Note here that h; does not need to be converted to FF'T representation.
If one adds a compilation flag ~-DHAWK_RECOVER_CHECK explicitly dur-
ing compilation, it is checked whether the vector x satisfies Equation (5.3)
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during signing. In batched signing, the basis B is precomputed in FFT
representation and therefore cannot be altered. If the code is compiled
with the flag ~-DHAWK_RECOVER_CHECK, the expanded private key also
contains 1/(f*f 4+ ¢g*g) in FFT representation to make the check faster.

Note that the target B -h only needs to be known modulo 2 to sample
x. However, since f and g need to be in FFT representation to compute
s1 with B™!, as far as we know the best approach is to compute Bh
exactly and then reduce it modulo 2. Having a fast multiplication in
the ring Z[X]/(2,X™ + 1) = Z[X]/(2, (X + 1)") may result in a faster
signing algorithm and would reduce the memory usage of the current
implementation, making this interesting future work.

Reference implementation

In the reference implementation we use the Fermat prime p = 216 41
which is 1 (mod 2048). The coefficients in B - h are distributed around
zero with a standard deviation of less than 400 for HAWK-1024. Since
the prime used in signing is much larger than this standard deviation,
the inverse NTT provides the correct lifting from Z/pZ to Z. Using
the special property of the Fermat prime 2'6 + 1, multiplication is done
using 216 = —1 (mod 2! + 1). Inverting an element = € Z/pZ is done
by calculating 2P~2 (mod p), and can be done for this prime with an
addition chain requiring 19 multiplications, which is faster than the naive
exponentiation by squaring. This inverse is only used to reconstruct G
using G = (14 ¢gF')/f, and since the third condition in KEYGEN holds,
f is invertible modulo p.

One can reduce the memory usage of signing from 15kB down to
8 kB for HAWK-512 by using a prime p < 26 for example p = 12289 or
p = 18433 as then values can be stored in 16 bits rather than 32 bits. Here
to have constant-time multiplications, one can use Montgomery modular
reduction [ ] with radix 2'¢, which also has better performance than
the built-in modulo operator. Interestingly, there are addition chains
for p = 12289 and p = 18433 both requiring 18 multiplications, which is
much less than the 26 needed for exponentiation by squaring. Since a
division is as costly for p = 12289 as for p = 18433, it is preferable to
use the latter prime as larger integers are supported without incorrect
lifting.

The N'T'T version of signing is essentially obtained by replacing all
FFT invocations with NT'T invocations. One of the few differences is
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that the N'T'T version calculates s; using

s1 = (_gaf) : thv

where the division by two is performed in Z before passing to the NT'T
representation. Here, s; is calculated correctly with the NT'T when
the absolute value of the coefficients of the actual s; are all smaller
than p/2, as otherwise an incorrect lift from Z/pZ to Z may be chosen
when inverting the NTT. If the equivalent equation from the AVX2
implementation is used, these coefficients must be bounded by p/4 in
absolute value.

In the reference implementation, one cannot supply the compilation
flag ~-DHAWK_RECOVER_CHECK to perform the recovery check as in Equa-
tion (5.3), because this check can only be done with little overhead when
basis and x are already in FF'T representation. To still have this check
without the use of emulated floating-point numbers, one could simply
run the verification algorithm inside signing, although this check almost
never fails, see Section 5.4.1.

Failure checks

By default, we catch invalid signatures before they are issued. The first
failure check is Line 5 of Algorithm 5.2. A decompression may also
output an incorrect s, # sg. To catch this we could check with an FFT if
Equation (5.3) holds, and restart if not. We remove this decompression
check, because it is extremely unlikely that it restarts over the lifetime
of a key (see Section 5.4.1).

Omitting the first check may be necessary when implementing HAWK
as a circuit inside an FHE scheme, where while loops are impractical.
This comes at the cost of a rare but nonnegligible probability (see
Section 5.4.1) of an invalid signature, which might be mitigated by
reparametrising the scheme.

Discrete Gaussian sampling

We implement DGS for Z + 1c with ¢ € {0,1} that is constant-time over
input ¢ and that uses 80 bits of randomness, sufficient for Section 5.3.1.
Almost half of the time of SIGN is spent on sampling.

This sampler uses a precomputed reverse cumulative distribution
table scaled by a factor of 27® similar to the case of FALCON | )
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Section 3.9.3]. To have a constant-time sampler, independent of the centre
c and the outcome, the program reads the two cumulative distribution
tables fully. Algorithm 5.4 explains the sampler in pseudocode. The
algorithm uses a table where RCDT|[c][i] contains the value

278 . Pr [lz| >2i+2]]|.

Dozt c 204,

Algorithm 5.4. SAMPLERZ(c): sampler for 27 + ¢ with std. dev. 204gn

Input: RCDT containing two reverse cumulative distribution tables for
support 27 + ¢ with ¢ € {0,1}
Output: a sample taken from a distribution close t0 Dazc,2044,

1: u < UniformBits(78)

2: 29+ 0

3: fori=0,1,...,12 do

4: 294 2o+ Ju < (1 —¢)-RCDT[0][i] + ¢ - RCDT[1][i]]
5: 20+ 2-20+¢

6: 29 < 20 — 220 - UniformBits(1)

7: return 2

As computers do not have built-in support for 78-bit numbers, the
tabulated values are split in the implementation into a high part of type
uint16_t and a low part of type uint64_t. The high part contains 15
bits and the low part 63 bits. We get faster constant-time code by not
having the highest bit set in both parts, because checking a < b can be
done by looking at the sign bit of a — b for numbers a, b not having their
highest bit set, making comparisons easier and more efficient. Moreover,
after the first 5 entries in the table, the high parts are all zero and are
thus omitted from the table to save memory. More importantly this
makes the comparison of 78-bit numbers easier for i € {5,...,12}.

5.5.3 Signature verification

The implementation for signature verification follows Algorithm 5.3
closely, but computes the norm with respect to Q efficiently.

Moreover, a signature s; is decompressed, i.e., sqg is recovered. This
requires a division with rounding to the closest integral point in R,
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which the FFT can do efficiently. One can even do this using fixed-
point arithmetic: it is highly unlikely that the numerical error yields
an incorrect rounding. Especially, when we require that the quantity in
Equation (5.3) has to be in (—0.49,0.49)", an absolute error of 0.01 is
tolerated.

AVX2 optimised implementation

For the AVX2 version, one first computes ¢y; via the FE'T and the
equation ¢11 = (14q10901) /400, making use of the fact that numerator and
denominator are both self-adjoint and thus saving some multiplications.

In the recovery of sy using Equation (5.2), note that hy does not need
to be in FFT representation. Moreover, t; = hy — 2s1 is calculated in
FFT representation, and after recovering sg one sets tg = hg — 2sg in
FFT representation, after which we check ||(¢, tl)THa < 8n-02,. Thus,
in total there are four FF'T calls for ¢g, ¢1, goo and gg1 and an inverse FF'T
call on t1 - go1/qo0 needed to calculate sg.

To compute the norm with respect to Q, we use ||t||(2;2 = L Tr(t*Qt)
as we have Tr(z) = >, o(x) for x € R, where o ranges over all the field
embeddings of Q((2y,) into C. Recall that the FFT representation of x
holds all the o(z) up to complex conjugation, making the trace easily
computable once z is in FF'T representation. Moreover, the norm is a
real number so we only need the real part of t*Qt under the embeddings.

For example, we have

1(5)12, = 2 S0 (aoto) = = X oa) oo

g

where the contribution of some o is equal to that of its conjugate em-
bedding. A benefit of calculating the geometric norm using tg, t1, goo, o1
and g11 in FFT representation is that it requires no extra memory. When
checking if the norm does not exceed the norm bound, first we check if
the outcome fits in an int32_t and is positive. It is then rounded to an
integer before being compared to the norm bound.

Reference implementation

In the reference implementation, we still recover sg using FFTs and
Equation (5.2), but using fixed-point arithmetic instead of floating-point
arithmetic. As there are bounds on coefficients of s1 and ggg, go1 from
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signing and key generation respectively, it is possible to determine bounds
on the absolute value of the numbers for all layers inside the FF'T. The
constant coefficient of ggp has a different bound to the other coefficients
of goo, so this one is excluded via setting it to zero before transforming
qoo to the FEFT representation. The FF'T representation of the constant
coefficient of ggg is a constant-valued vector and can thus be easily added
afterwards.

Initially we scale up the coefficients of s1, qog and qp1 by a power of
two such that they require at most 29 bits (excluding the sign bit at the
beginning). Then, after each layer of computations within the FFT, all
numbers are divided by two, dropping the least significant bit after the
fixed point. It is then readily proven that no overflow happens during
the FF'T computation.

Although the computation here uses less precision than the AVX?2
version, the precision errors before rounding in Equation (5.2) are so small
that rounding to an incorrect sg is highly unlikely. By the parameters in
Section 5.4.1, it is extremely unlikely (probability less than 27195) that
sg is recovered incorrectly with Equation (5.2). By small adaptations
to this analysis, it can be shown that heuristically for a fixed key pair
in HAWK-512 with probability at least 1 — 27190 all the coefficients in
Equation (5.2) lie in Z+(—0.49,0.49) before being rounded to the nearest
integer. This illustrates that the fixed-point computation can handle
even ‘large’ precision errors of 0.01 (which are rare) as such almost never
affect the recovery of s.

Experimentally, out of 5 - 10® valid generated signatures, where we
generate 100 signatures for a key pair before sampling a new key pair,
none failed with this fixed-point FFT recovery of sy both for HAWK-
512 and HAwWK-1024. Note that fixed-point arithmetic improves the
performance of the reference implementation significantly: using floating-
points, verification is done in 945 ps and 2095 ps for HAWK-512 and
HAwK-1024 respectively.

For the norm calculation, ¢11 needs to be calculated from g9 and gg1
using the NT'T with the 31-bit prime. Here, the modular inverse of ggg
is needed. We use the extended Euclidean algorithm for this, since verifi-
cation is trivially isochronous, i.e., it operates only on public information
and so there is no requirement for it to be constant-time. The extended
Euclidean algorithm has better performance than exponentiation.

For calculating the norm modulo a prime p, we exploit a property
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of the NTT, namely that Tr(z), the sum of FFT coefficients of z, is
congruent to the sum of NT'T coefficients of x modulo p for any element
x € R. The verification calculates the norm modulo two primes p1, ps,
say ni,ng with n; € {0,1,...,p; — 1} and then accepts the signature
when ny = ne and n; is smaller than the norm bound. By theoretically
determining the maximum norm possible with bounds on the signature
coefficients and the public key coefficients, if this norm is known to be
smaller than p; - po we know by the Chinese remainder theorem that no
wrap around has happened, so all invalid signatures will be rejected.

First, denote the infinity norm of f = fo+---+ f,_1 X" ' € R by

Ifo+ iX + - 4 fa1 X" oo = max | fill,
0<i<n
and write t = h — 2s.

For HAWK-1024, the nonconstant coefficients of ggp and ¢11 are at
most 2'0 and 2!7 in absolute value respectively, while ||qo1 [|oo < 2'*. The
encoding of signatures requires ||s1 s < 2'°. In addition, for bounding
the norm, we require that after recovering sg, we must have ||sg|loo < 24.
Thus, |[to]loo < 2'° and ||t1]/oo < 2.

We will now use that for polynomials a(X), b(X) € Z[X]/(X"+1), we
have [|a(X)-b(X)|loo < [|a(X)|loo:[|6(X)]|co-m. However, to use this bound,
we handle the contribution of the constant terms of ggp and 11 separately
as these are larger than the bounds mentioned above. First, KEYGEN
required that || F||oo, ||Gllco < 128 and therefore, (1,q11) < 2n-1282 = 225,
On the other hand, (1, qoo)/ agk behaves as a y2-distribution with 2n
degrees of freedom, so by setting D = 2n and = D/4 in | , (4.3)],
the probability that this quantity is larger than 5n is at most exp(—n/2),
which is miniscule for n = 512 and n = 1024. Therefore, we can safely
say (1,qo0) < 5no?, < 2'°. Now combining this with the bound on sg

pk
and s1, the constant terms give a contribution of at most

215 . . ltoll% + 225 - m - [[t1]|% < m- (2154215 4 9254211y 958

These bounds on Q and s then imply that,

Ih — 25”%2 _ HtH%g <n?. (22-15+10 + 9. 9l5+11+14 4 22-11+17) 4 958
< 920 (240 4ot 4 239) 4958 — 15. 9%,

Now given primes p; = 2147473409 and py = 2147389441, one can see
that 15 - 2°% < pipe. Of course, this also shows that HAWK-512 can
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calculate the norm with these two primes, as the bounds on all numbers
are smaller. In both cases, this shows that invalid signatures are always
rejected as the geometric norm cannot be above pipy for a signature that
passes this NT'T version of verification. On the other hand, the extra
restriction on ||sp||eo does reject some valid signatures, but this can be
shown to happen with miniscule probability. Namely, the coefficients
for recovered sg, averaged over key pairs and valid signatures s1, follow
roughly a Gaussian distribution with o ~ 354 and ¢ ~ 962 for HAWK-
512 and HAWK-1024 respectively. Hence, a simple union bound yields
Pr[||sollco > 2] < 27382 for HAWK-512 and Pr[||sol|cc > 2'4] < 27203
for HAWK-1024.

Moreover, we choose to work with 31-bit primes as the (Montgomery)
modular multiplication requires 64-bit numbers and if one takes a prime
of e.g. 62 bits, this requires working with 128-bit integers which is not
supported in the C language.

5.6 Formal reductions

In this section, we consider two formal reductions related to HAWK.
These reductions provide confidence in the design of HAWK, whereas
the cryptanalysis in Section 5.3 provides confidence in security of HAWK
when using the parameters from Section 5.4.1.

Section 5.6.1 discusses a worst case to average case reduction, and
its relation to HAWK. Section 5.6.2 explains why HAWK does not fit in
the PSF framework [ ]. Section 5.6.3 reduces the strong signature
forgery security of HAWK’s design to so-called omSVP.

5.6.1 Module LIP self reduction

Our goal in this section, is to sketch a worst case to average reduction
for the search module Lattice Isomorphism Problem (smLIP), which
underlies private key recovery in HAWK, see 5.3.2. However, this reduction
will use a different average case distribution than the distribution of Q
output by Algorithm 5.1, and requires for an efficient reduction that
opk grows exponentially in n, which is larger than what is chosen in
Section 5.4.1.

Specifically, in this section, we will consider a key generation algorithm
with the following changes compared to Algorithm 5.1:
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e certain conditions in KEYGEN that cause restarts, are omitted;

o instead of TOWERSOLVEI on Line 5, we use HERMITESOLVE, which
successfully completes a basis if and only if it is possible to do so;

e we pick opk = 29(") to make the reduction efficient. This value is
larger than in Section 5.4.1.

The goal of this section is to define the worst case and average case
versions of smLIP, and to show that an adversary against the average case
can be transformed into a similar adversary against the worst case. From
this, one may conclude that smLIP is as hard for a worst-case instance
as an average case instance. However, the average case distribution does
not match the output distribution of KEYGEN, because it requires o to
be much larger than the chosen o, and its support is much larger.

Worst-case search module LIP

In this section, we generalise LIP to module lattices.
Recall, for a CM-field K and ¢ € Z>1, the set of matrices representing
Hermitian positive definite forms, as

H7O(K) = {Q e K™ | Q= Q" and W € K"\ {0}: Tr(v*Qv) > 0}.

This set is the generalisation of quadratic forms to the module setting.
Quadratic forms Q,Q’ are considered equivalent if there exists U €
GL,(Z) such that Q' = UTQU. The natural translation to Hermitian
forms becomes equivalence under the action of GL;(Ok). However,
for simplicity we restrict ourselves to equivalence under the action of
SL¢(Ok), and we denote the equivalence class by

Qly={Q € #7°(K) | 3U e SL(0x): @ =U* - Q- U}.

Throughout we implicitly restrict to K that are CM fields, e.g. all cy-
clotomic fields. Using the Gentry—Szydlo algorithm [ | and its gen-
eralisations | ) |, solving LIP under both actions is equivalent
for such fields. Namely, if we have Q' = U*QU, the Gentry—Szydlo

algorithm can find u € Ok such that v*u = det(Q’)/det(Q). Then,
0

we have Q' € [V*QV], where V = g ; , 50 equivalence under
-1

GL¢(Ok) reduces to equivalence under SLy(Ox).
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Definition 5.2 (Worst-case smLIP). Given rank ¢ € Z>9, a CM-field K,
and Q € HfO(K), an instance of WC-SMLIPH%Z7 or the worst-case search

module Lattice Isomorphism Problem, is any Q' € [Q]. A solution is
any U € SLy(Ok) for which we have

Q' =U*Qu.
Note a solution is unique up to automorphism of Q.

Average case search module LIP

We now define an average case version of smLIP relevant to HAWK. It is
less general than the worst-case version in that we implicitly fix £ = 2
and consider only power of two cyclotomic fields K = Q((2,) having
conductor 2n, where (a,, satisfies (¢2,,)" +1 = 0.

We define our average case distribution for any class [Q], but note
that the average case distribution over [I5(K)], relates to our key gen-
eration in Algorithm 5.1. Finally, we define our average case distribu-
tion ACk »([Qly) algorithmically, see Algorithm 5.7. This algorithm
takes as input a particular form Q and a parameter ¢ that controls an
internal discrete Gaussian sampling procedure, and outputs a sample
from [Q]. One can think of ¢ = oy in the case of HAWK.

Algorithm 5.5. HERMITESOLVE(K, f, g): basis completion (if possible)

Input: cyclotomic field K, and f,g € Ok
Output: completion F,G € Ok s.t. fG — gF = 1 if these exist, else L

X « [Ro(f), Ro(g)]
compute U € GLg,(Z) such that X - U is in HNF
if XU # [I,(Z),0"<"] then

return L

VEC(G)

5: parse first column of U as
— VEC(F)

F
6: return

Algorithm 5.5, upon input a vector by € O%{, computes and outputs
a vector by € 0% such that det ([b1, bs]) = 1 holds whenever this is

) with F,G € Ok
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possible. Otherwise, the algorithm should output 1, indicating it failed.
This Algorithm is a subroutine of Algorithm 5.1 to complete a basis with
a second basis vector after its first basis vector is sampled.

We also define REDUCE with respect to the form Q in Algorithm 5.6.
This is a simpler, but less efficient, version of FFNP used in Algorithm 5.1.
It serves two purposes; from a theoretical perspective it ensures that
the distribution is well-defined, i.e., that the distribution of the output
form is independent of the input form being used to sample, and from
a practical perspective it ensures the second column of the completed
basis is relatively short.

Algorithm 5.6. REDUCE(Q,y1,Yy2): size reduction of yo w.r.t. Q and y;

Input: cyclotomic field K, and y1,y2 € Ok, Q € H;°(K)
Output: canonical y, size reduced with respect to Q and y;

) YIQY2J
1: V<4 [y{le € Ok

2: return y; — vy

The reduction in REDUCE is canonical in the following way.

Lemma 5.3. Let Q' = U*QU for Q € H5%(K) and U € SLy(Ox), and

suppose y1,y2,y5 € O]%( satisfy det([y1,y2]) = det([y},¥5]) = 1, where
y) = U~lyy. Then, we have

REDUCE(Q',¥1,¥5) = U™' - REDUCE(Q, y1,¥2).

!/

: . ([ F 1

Proof. First, let us write =U""[y1,y2] and =y,. Note
g G G’

that we have fG—gF = fG'—gF’' = 1. One readily verifies I/ = F+\- f
and G’ = G+ X - g holds for A = GF' — FG' € Ok. Indeed,

Fi4rf=F(1—fG)+GfF = F(—gF + fG) = F',

F 1
-9

and similarly G’ = G + Mg.

We have y5, = U~ lys + Ay}, so yb and U™y, are size reduced to the
same output, say z = REDUCE(Q/,y},y5) = REDUCE(Q’,y], U lyy).
By writing z = REDUCE(Q, y1,y2), we see that U™z is size reduced
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with respect to Q" and y/. Indeed,
QU | [0 QU | [3iQen
Y- Qv (U ly)" Q- (U tyy) yi Qv '
We conclude z’ = U™ lz. O

Algorithm 5.7. ACk ,(Q): sampler for ACk »([Q]y)

Input: cyclotomic field K, parameter o and Q € H3 9(K)
Output: (R,Y) € [Q], x SLy2(Ok), where R = Y*QY

—_

<f> =y1 < Dq,, where f,g € Ok
g

: y2 + HERMITESOLVE(K, f, g)
. if yo = 1 then
restart
y2 < REDUCE(Q,y1,¥y2)
Y < [y1,y2]
R+«<Y"-Q-'Y
: return (R,Y)

I R

The following lemma ensures that a sample R € [Q], output by
Algorithm 5.7 only depends on the class [Q],, and not on the input
representative Q. As a result the distribution ACk ,([Q]y) is well-defined.

Lemma 5.4. For any power of two cyclotomic K, Q € H5°(K), Q' € [Q],
and o > 0 the distributions of (R,-) - ACk »(Q) and (R,-) < ACk »(Q’)
are equal.

Proof. For Q' € [Q], there exists a U € SLp(Ok) such that Q' =
U*- Q- U. It is sufficient to show that for any Y created during
ACK,(Q), Y = U!.Y is created within ACk,(Q’) with the same
probability. Having shown this, since Y*- Q-Y = (Y')*- Q' -Y’, the
two distributions for R are equal. Firstly, letting y; = U™! - y; we see
that pq/ ,(¥1) = pqQ.+(¥1). Given that the normalisation constant for a
given ¢ will be equal over all forms in [Q], the probability of sampling
y1 < Dq'» is equal to the probability of sampling y; < Dq,.-

Now, since U~ lys is a way to complete y/, Algorithm 5.5 will succeed
and complete to some y5. After Algorithm 5.6 has reduced y’, Lemma 5.4
shows that y5, = U~ ly,. Hence, Y =U1.Y. O
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We can now define the average case version of module LIP.

Definition 5.5 (Average case smLIP). Given some power of two cyclotomic
Kand Q € H;O(K) an instance of AC—SMLIPH%U, the average case search
module Lattice Isomorphism Problem, is givén by Q and an element
Q' € [Q], sampled from ACk ,([Q]). A solution is U € SLy(Ok) such
that Q' =U*-Q - U.

Reducing worst to average case

We expect that ACk ,([Q];) becomes harder as the parameter o increases.
In fact, following | |, if o is large enough we have equivalence with
the corresponding worst-case problem, assuming HERMITESOLVE does
not fail too often.

Lemma 5.6 (Worst case to average case). Given a machine that can
solve AC—SMLIPH%G in time T with probability € > 0, for some o >

2007 . Xy, ([ROT(Q)]), one may solve WC—SMLIPH%K in expected time
T+ IEsamples : po'Y(na log J)

with probability €. Here Esamples(n, 0) > 1 is the expected number of times
(f,9)" is (re)sampled in Algorithm 5.7.

Proof. As input, we receive Q € H3 O(K) and a worst-case instance
Q € [Qly. By first LLL reducing RoT(Q) € Q*"*?"  we can sample
efficiently from Dq , via Lemma 2.81. Thus, we can sample (Q”, U") «+
ACK »(Q) in time Egamples -poly(n, o) by Algorithm 5.7. The sample Q" is
distributed as ACk ,([Q]y) = ACk »([Q']y), and we have Q" = U"*QU".
Now Q" is an average case instance of AC—SMLIPH%,U, which the machine
can solve in time T with probability e. On sucéess, we obtain some
U’ € SLy(Ox) such that Q" = U*Q'U’, and U = U”(U’')"" gives a

solution to the worst-case instance, i.e., Q' = U*QU. O

Following the same argument as | , Lem 3.10] we may reduce
o in the reduction at the expense of an additive loss in runtime from
the cost of stronger lattice reduction. There is a heuristic explanation
and matching experimental evidence for why HERMITESOLVE fails with
probability around 25% | , App. A}, which gives Esamples =~ 4/3,
and thus the reduction above is in fact efficient.
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Relation to Hawk key generation

There are multiple algorithmic differences between the average case
distribution output by ACk ,(I2) and the public key output by KEYGEN.

First, KEYGEN uses a structured variant of Babai’s Nearest-Plane
algorithm to size reduce (F,G), whereas ACk ,(I2) uses a variant of
Rounding-Off. This poses no notable issues, as the reduction on a
Hermitian form R output by KEYGEN can be reduced using Rounding-
Off, and vice versa. Explicitly, given a Hermitian form Q € Hy 9(K), the
quadratic form Q' = U*QU is size reduced (using Rounding-Off), where

I —[Qo1/Qoo]
0 1

U:

Second, KEYGEN in Algorithm 5.1 has more restart conditions be-
cause it uses TOWERSOLVEI instead of HERMITESOLVE. Let p, denote
the probability that Algorithm 5.1 restarts when it internally samples
a completable (f, g)T. If A is an adversary against HAWK’s KEYGEN
using o = op, i.e., a machine that can return B € SLy(Ok) such that
B*B = Q for a HAWK public key Q in time ¢ and with probability e,
then A is an adversary for ACk ,([I2(Ok)],) that runs in time ¢ with
probability at least (1 — p,) - €. There is experimental and theoretical
evidence that the component of p,, caused by the use of TOWERSOLVEI
and the requirement on N(f),N(g) to be odd in Algorithm 5.1, is a con-
stant [ , App. A]. Although this reduction from ACk ,([I2]y)
to HAWK’s KEYGEN is achievable for o = o, note that the composed
reduction from worst case to HAWK’s KEYGEN requires opi to be larger
than chosen in Section 5.4.1. Therefore, there is no efficient reduction
possible from worst-case smLIP to the average case key recovery of HAWK
KEYGEN.

Last, as Remark 5.1 indicates, HAWK uses a centred binomial distri-
bution (CBD) to sample f,g. In this case, the average case output by
ACk »(I2) differs significantly from the public keys output by KEYGEN.
For example, while the discrete Gaussian sampler assigns the same prob-
ability mass to (f, g) of the same ¢, norm, CDB does not. We therefore
cannot claim any worst case to average case reduction for the problem
of recovering the secret key of HAWK from the public key.

189



CHAPTER 5. HAWK SIGNATURE SCHEME

5.6.2 Inapplicability of PSF framework

In this section, we introduce the framework of Preimage Sampleable
Functions (PSF) [ , Sec. 5.2]. FALCON uses this framework to
show it is SUF-CMA secure, assuming it is hard to find an inhomogeneous
short integer solution (ISIS) in an NTRU lattice | , Sec. 2.2]. We
then explain why HAWK does not fit in the framework.

Definition 5.7. The PSF framework, or trapdoor collision-resistant hash
functions with preimage sampling, is a tuple of probabilistic polynomial-
time algorithms (TRAPGEN, SAMPLEDOM, SAMPLEPRE) satisfying the
following properties.

Trapdoor generation: The output (a,t) + TRAPGEN(1"), consists of
a (public) description a that allows one to efficiently compute a
function f,: D, — R,, where D, and R, are some efficiently
recognisable domain and range, respectively, and ¢ is (private)
trapdoor information for f,.

Domain sampling: Let (a,t) < TRAPGEN(1"). Then, output from
SamMpLEDOM(1™) follows a distribution on D,,, not necessarily
uniform, such that f,(x) for z <~ SAMPLEDOM(1") is the uniform
distribution on R,,.

Trapdoor preimage sampling: Let (a,t) + TRAPGEN(1"). For all y €
R, output from SAMPLEPRE(t,y) follows a distribution on f;(y)
that is statistically indistinguishable from z < SAMPLEDOM(1")
such that f,(z) =y.

Moreover, for a given y € R,, the min-entropy of x < SAMPLEDOM(1")
such that f,(z) = y holds, should be sufficient, and it should be hard to
find a collision for f,, i.e., distinct z1, 29 € D, satisfying fq(z1) = fo(x2).

We now consider the example of a hash-and-sign signature scheme
that is based on the hardness of ISIS for g-ary lattices.
Hash-and-sign for g-ary lattices

We obtain a hash-and-sign signature scheme | , Sec. 6] based on
the hardness of ISIS by using Ajtai’s algorithm | ], for trapdoor
generation: (a, T) < TRAPGEN(1"), where a = (B, A) € Z™*™ x Z"*™.
Here, T € Z™*™ is a good trapdoor basis for the g-ary lattice A =
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E;(A) using Equation (2.5), and B is a bad basis for A. The domain
is D, = Z"™ N (ov/27m - B™), and the range is R, = (Z/qZ)". We have

fa: Dp — Ry, x — xA  (mod q) ,

and SAMPLEDOM(1") = Dzm ,. The algorithm SAMPLEPRE(T,y) first
constructs arbitrary xg € R, such that xgA =y, and then outputs a
sample from Drzm iy, » using T. The hash-and-sign signature scheme
then uses a hash function H: {0,1}* — R,,, and a valid signature on a
message m is an element x € D,, such that f,(x) = H(m).

Intuitively, it is easy for the public to generate y being the sum of
a lattice point x € A and a small error e € D,,, whereas not knowing
the good basis T makes it hard to decode a particular y = x + e to its
nearest lattice point x.

The private key leakage from a signature transcript | , ]
does not apply to this hash-and-sign signature scheme, because the list
(x;)¥, acquired from a signature transcript (m;,z;)% | is statistically
indistinguishable from i.i.d. samples x; + SAMPLEDOM(1") by definition
of trapdoor preimage sampling.

Note, however, “for the security reduction to work, the signer must
give out at most one preimage of a given point” [ , Sec. 6]. Namely,
if this is not the case, an adversary may obtain two distinct signatures
X1,Xp On message m, i.e.,

fa(xl) = fa(XZ) = H(m) )

and subsequently, they will learn a short lattice vector x; — X5 of norm at
most o+v/8mm, which solves SIS, the homogeneous variant of ISIS. The
mentioned condition can be achieved either by adding sufficient so-called
salt to messages before hashing, or by letting the signing algorithm return
a cached signature when asked to sign a message for the second time.

Hash-and-sign for Hawk

The signature distribution is fundamentally different for HAWK. If one
has the public key Q, one can publicly sample from Dq 72n , When

o> opV2n - (1/7) - \/log(2n + 4) /2,

using Lemma 2.81. An average sample x < Dq 72n , has a squared
Q-norm of 2no? > (Qn)zagk log(2n + 4)/(27%). On the other hand,
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valid signatures provide lattice points of much smaller Q-norm. Indeed,
if anyone with a public key Q obtains a valid signature s on hashed
message h = H(m) € {0,1}*", then they learn the lattice point x =
h — 2s € 7Z?" of average squared Q-norm 8n052ign, which is a factor
at least n smaller than the public samples for the parametrisations in
Section 5.4.1.

In particular, the natural analogue of the PSF framework for ¢-ary
lattices to HAWK is setting as domain D, = {x € Z*" : ||x||q < 0signV/81,
and range R, = {0, 1}2", and f,: x — x mod 2. However, there is no
way to instantiate SAMPLEDOM in this case, as one cannot sample short
enough vectors. Moreover, it appears that sampling from D,, is hard.
This is why we introduce a new hardness assumption to base security
on.

5.6.3 Omne more shortest vector problem

The one more SVP problem, henceforth omSVP, is the problem upon
which we base the forgery security of our signatures. Informally we define
an average case omSVP instance that samples a Q from a distribution
over some H5"(K) and gives Gaussian samples according to this Q. If
one can find some nonzero x that is sufficiently short with respect to Q,
and that is in some sense nontrivially new, then one solves the problem.
We show that for certain parameters, if one can forge a signature against
HAWK, then in the programmable random oracle model one can solve
an instance of this problem. We then discuss parametrisations of our
omSVP problem that we expect to be hard, with reference to HAWK
parameters.

Security definitions

We first define the ROM-SUF-CMA game for signature schemes. Here
SIGN and VERIFY are given access to a random oracle RO: {0,1}" —
{0, 1}6(”), the output length of which depends on the security parameter
n. The security notion we consider here is strong unforgeability under
chosen message attacks in the random oracle model, or ROM-SUF-CMA,
see Figure 5.6.

Definition 5.8 (ROM-SUF-CMA security). We say that a signature
scheme IT = (KEYGEN, SIGN, VERIFY) is (t,¢&,qs,qn)-ROM-SUF-CMA
secure, or strongly unforgeable under chosen message attacks in the
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ROM-SUF-CMA 4(17)
1. Lgion 0
2:  (pk,sk) < KEYGEN(1")
5 (m*,sigh) + AOSIGNC)RO() by

4: return [[VERIFYRO(')(me*,Sig*) =1 A (m*,sig*) ¢ ESIGN]]

OSIGN(m)
1. sig « S16NROC) (sk, m)

20 Lgign ¢ Lgion U {(m,sig)}
3: return sig

RO(x)

1. if T[x] = L then / initially T[x] = L for all x € {0,1}*
22 Tx] « U{0,1}™)

3: return T'X]

Figure 5.6: ROM-SUF-CMA game

random oracle model, if for any adversary .4 running in time at most ¢,
making at most g5 queries to its signing oracle, and making at most gy,
queries to its random oracle, we have

Pr[ROM-SUF-CMAp 4 =1] <e.

Trivial automorphisms

In this section, we define a set of automorphisms of VEC(R?), which
give rise to ‘trivial’ wins in our omSVP game. For example, nega-
tion preserves the inner product with respect to any Hermitian form:

<X7 y>Q = <_X’ _Y>Q'

Definition 5.9. Given a number field K, let ux be the set of roots of
unity.

Lemma 5.10. For a € R we have a*a =1 <= « € ux.

Proof. If a*a =1 then for any field embedding o; we have |o;(a)| = 1
and therefore |o;(a)’| =1 for all j € Z. Assume « is not a root of unity,
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so no such o3(a)’ =1, then {crl-(oz)j}jEZ is dense in the unit circle of C, a
contradiction. The converse follows from ¢;(a*a) = |o;(a)|? and noting
that o € ug must have |o;(a)] = 1 else no power of it will equal 1. [

Lemma 5.11. For any ¢ € Z>; some a € R has ||ax||q = ||x||q for all
xeKl and Q € ”H;O(K) if and only if a € uk.

Proof. First note if o € ug then by Lemma 5.10,
laxllq = Tr(a*ax*Qx)/n = Tr(x*Qx)/n = [xllq.

Conversely, if ||ax|q = ||x|/q for all x and Q then it must be true for
x = (1,0,..., O)T and Q = I;(K), which by unrolling the definitions tells
us 32", o4(a*a) = n. Similarly, it must be true for x = (,0,...,0)" and
Q = I;(K), which by unrolling the definitions tells us 37, o(a*a)? = n.
Note that for a set of real numbers {y;}1_; such that >1" ; y; = Y0, y? =
n we have y; = --- = y, = 1. Therefore, o;(a*a) = 1 for all i, and
o*a =1, then a € ug by Lemma 5.10. O

In short, the above lemmata tell us that multiplying a solution in our
omSVP game by a root of unity should be considered a trivial win, and
disallowed.

Lemma 5.12. A power of two cyclotomic field K of conductor 2n has
pg ={X*:i=0,...,2n — 1}.

Proof. Recall R = Z[X]/(X" + 1) and if a = 37} @; X" then o*
oy — Z?z_ll a; X" '. From a*a = 1 we therefore have Z’;:_Ol a? =

for o; € Z.

O =

Here i = 0, n represent the identity and negation, respectively.
Identifying X with the matrix X - Io € GLa(R), note that the auto-
morphism X of the Hermitian form Is(R) provides the following auto-
morphism of the standard basis ROT(I2(R)) = I, (Z):
o
= (—Tn-1, 70,1, - -, T2, —T2n—1, T, Tp L, - -, T2n—2) |

Ton—1

In fact, X is an automorphism for every Hermitian form, similar to how
—1 is an automorphism for every lattice.
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Luo, Jiang, Pan and Wang observed that given Q there is another
efficiently computable automorphism wq of RoT(Q) | ], which we
will now explain. Let us write B = (B*)" given a matrix (or vector) B €
K**¢ which compared to Definition 2.66, applies complex conjugation
coefficientwise to B (not BT). First, let

0 1
J2 = ’
-1 0
and observe J3 = —I5(R). Via Equation (5.1) we relate the primal and
dual D = (B~!)" bases

D=B"Y =(-J,B"J,) =-J,-B-J,. (5.6)

Now, suppose it is publicly known that some vector x is short
with respect to Q, i.e., ||x||q@ is small. Then, the vector z = B - x

is short, i.e., ||z| = [|Bx| = [|x||q is small. Observe that conjugation
and multiplication by Jo preserve inner products. Indeed, z’ = Jy - Z
satisfies ||Z'|| = ||z||. Using Equation (5.6), we get

Z/:JQ‘E:JQ-E-XZD'JQ-K.

As B is not known, z and z’ are not publicly known, but it is known
that JoX is a short vector with respect to the dual Hermitian form Q.
Exploiting self-duality of the underlying unstructured lattice Z>", allows
us to find a short vector in terms of Q. We express z’ in terms of the
primal basis B:

— . -1 . X = . -1 . 5'd
z =B-B 1D Jox=B-Q JoX.
Q-

Therefore, x' = Q! - JoX is also a publicly known lattice point of same
Q-norm ||x’||q = ||x||q. This motivates the following definition, which
uses that Z2" is a symplectic lattice | ].

Definition 5.13 (Symplectic automorphism). The so-called symplectic
automorphism is the additive bijective map,

w:RzﬁR27 (x)H(y*)
Y —x
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Given a Hermitian form Q € H5°(K), the symplectic automorphism with
respect to Q is the additive, bijective map

wq: R* — R, x— Q lux)=Q 1J,-x .

Note that wq is not an automorphism of Q, because it is not R-linear:
wq(ax) = a*wq(x) holds for all x € R? and a € R. It is, however, an
automorphism of ROT(Q) by considering its representation as a matrix
of order 2n. Therefore, we have ||x||q = ||wq(x)|/q for all x € R%. Using
Equation (5.6), we see for any basis B € GLy(R) and x € R? that

*

B - wp-s(x) = (B™1)"Jx = JyBx = w(Bx). (5.7)

This motivates the definition of the following automorphism.

Definition 5.14 (Group of trivial automorphism). Given a Hermitian
form Q € H3 9(K), the group of trivial automorphisms with respect to Q
is given by

2n—1
Gq = (X L(K),wq) = J {X'L(K),X'wq} < O(ROT(Q)).
=0
We simply write G = Gq for Q = Iz(R).

This group is isomorphic to the generalised quaternion group @,
which has order 4n. Note, w? = — I3(R). Using Equation (5.7), we get

wq(wq(x)) = B~ lw(w(Bx)) = —x.

Average case distribution

We are now ready to define omSVP in its full generality, for certain
parameters that will become clear later. Although we focus on rank 2 as
Gq is only defined for that rank, omSVP could be generalised to other
ranks.

Definition 5.15 (Average case omSVP). An average case omSVP instance
is the pair AC-OMSVP = (Init,samp). On input 1", Init returns a form
Q sampled from some distribution over some H5°(KK), the roots of unity
pk for K a length bound L,, and a Gaussian parameter o,. On input
Q, samp returns a sample from Dq,,.
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SAMPLEAC—OMSVP,A(ln)

11 Leamples < {0}

2: (Q, pr, L, o) < Init(1™)

3w A2PQ(Q)

4: return [|[w*][@q <L A W* € Leamples]

samp(Q)

1: W< DQJ
2: £samp|es — ACsa\mples ) {a(W)}aegQ

3: return w

Figure 5.7: SAMPLE game

The adversary A wins the game in Figure 5.7 whenever it can use the
form Q and the samples it receives from samp to return some nontrivially
new element of R? that is short enough.

Definition 5.16 (SAMPLE security). Let AC-OMSVP = (Init,samp) be an
average case omSVP instance. We say ACc-OMSVP is (t,¢,q,)-SAMPLE
secure, if for any adversary A running in time at most ¢, and making at
most ¢, queries to samp, we have

Pr[SAMPLEAC—OI\'TSVP,A — 1] S g.

Smoothing signatures

In the following, we will implicitly use the particular section s: R/2R —
R of the natural surjection R — R/2R given by s(h+2R) = ho + h X +
o hp 1 XV with (hg, ..., ha_1) € {0,1}". Thus, reduction modulo 2
can also be considered as a map R — R via s.

Definition 5.17. Let B € GLy(R) and Q = B*B. For every ¢ > 0
and h € (R/2R)* C R? we consider the following three Q-dependent
distributions.

o Dq., the discrete Gaussian distribution over B? under | - ||q given
by

1
Do: B2 =R, X ———— pgo(x).
> pqoy)

yeR?2
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« Dq.[h], the discrete Gaussian distribution over h 4+ 2R? ¢ R?
under || - [|q given by

! )
> gy Paot

y€h+2R2

Dqolh]: h+2R* 5 R, x+

« Dq., the distribution implied by sampling a uniform h < (R/ 2R)?
and returning a sample from Dq ,|h].

Given B we may sample the above distributions by sampling according
to Dr,(Rr),s, in the coset defined by t = Bh if required, and multiplying
by B~! as in HAWK signing, see Algorithm 5.2. Note that for every
h € (R/2R)? and any outcome w < Dq ,[h] we have w = h (mod 2).
A direct consequence of Lemma 2.84 is the following result, which tells
us that Dq 2, assigns a similar probability to each coset h + 2R?.

Lemma 5.18. Let o > 1.(Z*") for some ¢ € (0,1). Then for all fized h €
(R/2R)* we have

1
Pr [w=h (mod?2)]<27%". e .
W(—'DQ’QO 1—¢

We will use the Rényi divergence of ZBQQU from Dq 2+, which can be
computed using following lemma.

Lemma 5.19. Let o0 > 0, Q = B*B for some B € GLy(R) and a € (1,00)
be an order. Furthermore, let

o = p2o‘(Z) and 5 . on‘(Z)

= 20,(2) T 20,2+
Then

on
R (Paar | Pas) = (0“1;51)

Proof. Since each w € R? lies in 2R? + h for exactly one h € (R/QR)2
we have Dq 20(W) = 272" pqg 2, (W)/ pq 2o (2R* + h). Similarly, we have
DQ20(W) = pQas(W)/ pqas(R?). Hence, by definition of the Rényi
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divergence,
~ a—1
Ra(DPas | Pozs)” = 3 Daas(w)"/Doas(w)'™
he(R/2R)?
we2R%+h

- ¥ L ( Q20 (R?) )a_l > PQ.20(W)
he(R/2R)? 220\ 2" pq 9, (2R% + h) = £Q.20(2R* +h)

Note that 3y, pq.20(W)/ Q20 (2R? +h) = 1, simplifying the equation to

1

a—1
a—1 PQ 2U(R2)
DQ,za) = ( . (OR2

a—1
_ i Z ( p20’(R2) )
2" e(apony \ T 2o 2R B B) |

Ra (ZBQ,QU

where the second equality relies on B € GLy(R) and therefore BR? =
R?. Note {2R? + Bh: h € (R/2R)*} = {2R? + t : t € (R/2R)’}, s0 we
may sum over t € (R/2R)?. We also pass to the unstructured setting,
noting that py, (R?) = py, (Z*") and that, since Z?" has an orthogonal
basis Ton(Z), poy (Z*") = poy (Z)*". Similarly, we have py, (2R? +t) =
P20 (277" +t) = [12%5 " po (2Z + t;), with t € {0,1}*" after the first
equality. Moreover, po,(2Z + b) = p,(Z + b/2) holds (b € {0,1}). Thus,

a—1 1

- 1 poo (Z°) !
(P [pan) " - X (i)

1 2n—1 o a—1
- _ P20\
22n te{%}Qn 111) <2pJ(Z+ ))

By swapping these finite sums and products, and considering the
contribution of a single t;, half of which are zero and half of which are
one over t € {0, 1}2" for any fixed index 7, we have

. w 1 2n—1 " 7, a—1 . Z ot
R (o [ Pan) ™ < 3 1T | (2210) + (5202 |

aa—l_i_ﬁa—l 2n
-2 )
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using the definitions of o and . O

As o grows the Rényi divergence decreases towards one. When o is
not too big, & and f in the above lemma can be efficiently numerically
computed to any desired precision via a tail cut.

The following lemma, which is an adaptation of | , Lem. 10]
and | , Lem. 1] to the symplectic automorphism, proves that a forgery
in the SUF-CMA game of HAWK is with overwhelming probability a
nontrivially new solution to AC-OMSVP.

Lemma 5.20. Let n be a power of 2, € € (0,1), o > n-(Z*"). For a
sample w < Dq 2, we have

h 11
Pr[ﬂaegq\{l,—l}:WER2}§n+ e (538
w 2 m T 1—¢
where h = w mod 2. For a fired h® € (R/2R)* we have
h® 4+ a(w) 9 2n 1+e¢
Pr(d P — < — — . .
wr[aegq 5 ER}_22R - (5.9)

Proof. To prove Equation (5.8), we split Gq = pxU{awq | € puk} in two
sets and use a union bound. Moreover, for « € Gq, note (h+ a(w))/2 €
R? happens if and only if w = a(w) (mod 2) holds, as —1 acts trivially
modulo 2R2.

First, if we have w = aw (mod 2) for « € ug \ {1, —1}, then this
statement is also true when replacing a by o2, a?,...,a?" = 1. Now,
Lemma 5.12 implies w = X"/?w (mod 2). Note this event is rare as
2" vectors h € (R/2R)? satisfy h = X™2h (mod 2). Hence, using
Lemma 5.18 and a union bound over all such h, we get

~h+aw

1+¢
Pr|3a € 1,-1}: eER?| <on.o7 21—
PriJa € pr \ { } > < -

Second, suppose we have w = «a(w) (mod 2) for some o € Gq \
[k, i.e., for some i € {0,1,...,n — 1} we have w = X* - wq(w) (mod 2)
by Lemma 5.12. By a similar union bound and Lemma 5.18, now we
have

h 1 n—1
Pr[as e e PPN ¢ p2) <ol tE Yy
=0
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where C; = {h € (R/2R)?|h = X'wq(h) (mod 2)}. By taking z =
(20, zl)T = Bh, where Q = B*B, we have both zy = X*2f (mod 2) and
21 = X'z} (mod 2). Note that both conditions are equivalent, and any
choice for zp € R/2R uniquely determines z;. Hence, |C;| = 2" for all 4,
which implies

2 =on 1 _¢

lzvr do € Gq \ pk:

To prove Equation (5.9), observe (h® + a(w))/2 € R? holds if and
only if w € a~(h°) + 2R2. Since multiplication by —1 acts trivially
modulo 2, there are at most 2n cosets of 2R? to consider for w such
that 1(h° + a(w)) € R? holds for some o € Gq \ px. Together with
Lemma 5.18, this proves Equation (5.9). O

Reduction

We now present the theorem that any ROM-SUF-CMA adversary against
HAwK can be used as a subroutine for a SAMPLE adversary against
an instance of AC-oMSV P, while only losing a constant number of bits.
There is also a reduction in the quantum ROM | ].

Below, let TIt2Ples — (KeyGEN, SIGN', VERIFY) be HAWK as in Sec-
tion 5.2.2, where SIGN’ generates compressed signatures using precom-
puted tables like in the implementation, see Section 5.5.2. Moreover,
k € Z>1 denotes the maximum number of samples from samp needed to
produce a valid HAWK signature. As invalid signatures are rare, one may

take kK = \ + 67.

Theorem 5.21 (omSVP to SUF-CMA reduction). Let A € {128,256},
qs < 254 and q, < 2*. Let A be a (quantum) adversary against the
(Q)SUF-CMA game against T8 that runs in time at most t4 >

HAwWK
1, makes (qs,qn) queries to (OSIGN,H), respectively, and has success

probability
SUF-CMA
Htables A

Hawk>

eq = Adv

such that ta/eq < 2*. In particular X = 128 corresponds to HAWK-
512 and A = 256 corresponds to HAWK-1024. Moreover, assume saltlen
is taken arbitrarily large (in particular, at least as large as listed in
Table 5.3).

Then, there exists a (quantum) adversary B against the SAMPLE
game with the appropriate Init(1™) running in time at most tg = t4 +
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Overhead(k - gs,qn). This overhead consists of making k - qs queries to
samp and simulating qp queries to H. The success probability of B satisfies

SAMPLE
AdVAc—OMSVP,B > 56«4-

Proof. See Section 6 of https://hawk-sign.info/hawk-spec.pdf. O

Remark 5.22. We do not expect the reduction to be bidirectional. Intu-
itively even if one can find a w* that wins the SAMPLE game, one must
also find a message and salt that hashes into a particular coset to make
this a successful signature forgery.

Discussion

The AC-OMSVP instances implicit in our reduction from omSVP to
HAwK are trivially solvable. In particular, without making any queries
to the samp oracle, an adversary can submit w* = (1, O)T. In this case
[w*llq = I(f,9)|l & vV2now < 2v/2nove = L. This is a consequence
of us choosing o as small as our practical cryptanalysis will allow us,
see Section 5.3.2, and not being able to choose oy, small enough to
mitigate this without unacceptably increasing the restart probability.
This is an instance of us choosing to follow practical cryptanalysis for
setting parameters, and using our theoretical reduction to convince us
of the soundness of our design; we could easily fix this by increasing
opk, but this would also increase the size of our public keys. We note
that, while this decision makes our reduction vacuous, we do not know
practically how to use these public key vectors to create forgeries against
HAwWK. More generally, one can consider an adversary that performs
lattice reduction on the form Q and possibly combines the result with
samples from the samp oracle.

In a more idealised setting, we are effectively asking a omSVP ad-
versary to perform a relaxed notion of lattice sieving for just one vector.
The standard heuristic from that literature is that the vectors w from
samp are i.i.d. uniform points on a sphere of radius 2v/2noggn | .
Rather than asking for enough distinct shorter combinations of such
w to recurse a sieving operation, the SAMPLE game asks for just one
combination of w, provided it does not fall into Lsamples, that can actually
be slightly longer, by a factor of oyer/0sign > 1. Optimising k-sieving
techniques | , | for this setting where a single relaxed combi-
nation is sought may be an interesting approach. Also, whether having
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access to (lattice reduction on) Q can help an adversary in this setting,
or whether one can reduce to a variant of omSVP where the adversary is
not given Q by showing something equivalent can be obtained efficiently
by using the samp oracle, are other interesting avenues for further work.

Finally, the applicability of learning style attacks | , ]
to the particular AC-OMSVP instances relevant to HAWK should be
considered. Lemma 5.19 tells us that @nggsign and Dq 20y, are close,
which relate to w sampled internally during HAWK signing and the
output of the samp oracle in the SAMPLE game. Recall that w is public
in HAWK signing since it can be computed from s and h. Therefore, if
one can mount such a learning style attack against HAWK signatures,
then one can mount such a learning attack against the SAMPLE game
using w from samp with a very similar probability.
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Chapter

Solving Module-LIP using Automorphisms

This chapter is based on joint work with D.M.H van Gent
published in IACR’s Communications in Cryptology [ ].

The search rank-2 module Lattice Isomorphism Problem,
or smLIP, over a cyclotomic ring of degree a power of two,
can be reduced to a LIP instance of at most half the rank if an
adversary knows a nontrivial automorphism of the underlying
integer lattice. Knowledge of such a nontrivial automor-
phism speeds up the key recovery attack on HAWK at least
quadratically, which would halve the number of security bits.

The initial version of omSVP was trivially broken by the
symplectic automorphism, and it was easily made hard again
by including the symplectic automorphism as a trivial win.
However, the question remains if more easily computable
automorphisms exist. This work provides confidence in the
soundness of this updated definition, assuming smLIP is hard,
since there are plausibly no more trivial automorphisms that
allow winning the omSVP game easily.

Although this work does not affect the security of HAWK,
it opens up a new attack avenue involving the automorphism
group that may be theoretically interesting on its own.
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6.1 Introduction

The Lattice Isomorphism Problem (LIP) has recently been introduced
as a building block for cryptography [Dv W22, BGPS23], and was used
in Chapter 5 to develop the fast and compact signature scheme named
Hawk. LIP for the integer lattice (ZLIP) has been studied well [Szy03,
BM21, Duc24, BN24]. Moreover, LIP for ideal lattices, i.e., rank-1 module
lattices, is solvable in polynomial time using the so-called Gentry—Szydlo
algorithm [G502, LS17, LS19]. However, the SUF-CMA security of
HAwK, which uses a rank-2 module lattice for efficiency reasons, is based
on a new problem called one more shortest vector problem (omSVP). Al-
though omSVP has received some attention so far [DPPvW22a, LIPW24],
it needs to be studied more extensively in order to gain confidence in
Hawk.

Private key recovery for HAWK has received significantly more at-
tention than omSVP. The former requires solving the so-called search
module LIP (smLIP) between free modules of rank 2 over a (totally
complex) cyclotomic number field. A recent line of work [MPPW24,
LJPW24, APvW25] has developed a polynomial-time attack on smLIP
over a number field with at least one real embedding, which remarkably
is not the case with HAWK. Instead, smLIP for HAWK reduces uniformly
to a principal ideal problem in a quaternion algebra [CME"25]; and it
remains unknown whether Gentry—Szydlo, the algorithm for the case of
number fields, generalises to such algebras. Thus far, it seems smLIP is
not much easier than ZLIP despite the extra module structure.

The signature distribution of HAWK cannot be simulated as easily
as that of NTRU-based signatures see Section 5.6.2, so it is not known
how to instantiate the framework of [GPV08], which prevents leakage
of the trapdoor basis [NR09, DN12b]. Instead, security of HAWK is
based on omSVP, in which an adversary, given an oracle that produces
short vectors, needs to output a short vector that is not a “trivial auto-
morphism”, such as negation, of any oracle output. The parameters of
HAWK are chosen based on practical cryptanalysis. For these parameters,
the security reduction to omSVP produces a trivial instance of omSVP.
Nevertheless, the reduction shows soundness of the design, and larger
parameters reduce to a presumably hard instance of omSVP but are
unfavourable for the compactness of HAWK.

The formulation of omSVP is a delicate matter, because it needs
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to include all trivial automorphisms that an adversary can compute
easily. In the original formulation | |, the trivial automor-
phisms were believed to be multiplications by roots of unity, provided
by the module structure in HAWK. Later, however, another trivial au-
tomorphism, stemming from the self-duality of the module lattice, was
discovered | ]. This so-called symplectic automorphism solved
the original omSVP trivially. Hence, when HAWK advanced to the second
round of NIST’s standardisation process of additional digital signature
schemes [ |, its specification document was amended to include
the symplectic automorphism in the definition of omSVP. In other words,
two vectors are deemed equivalent if they are in the same orbit under the
group generated by the roots of unity and the symplectic automorphism.
Although this amendment presumably makes omSVP harder, it does not
provide a satisfactory answer to the following question.

Question 6.1. Which automorphisms can be computed easily by an
adversary against the omSVP game?

6.1.1 Contributions

Our main result is the following theorem, which regards Z?" as a module
lattice R? over the ring R = Z[X]/(X™ +1). The group Gq is defined in
Definition 5.14.

Theorem 6.2. Given a Hermitian form Q of the module lattice R?, and
an automorphism U € GLg,(Z) \ Gq of ROT(Q), then, using standard
lattice reduction heuristics, one can solve smLIP for Q by running BKZ-f3
with 8 =n/2+ 1 on some sublattice A constructed in polynomial time
from U and that has rank at most n.

Informally, one may think of Theorem 6.2 as follows: if one has a
rotation of the module lattice R? and a nontrivial automorphism of the
underlying integer lattice, one can recover that rotation by finding a
shortest vector in a sublattice of half the rank and containing an unusually
short vector.

Theorem 6.2 shows that with a nontrivial automorphism one can
construct a specific lattice A of rank at most n. In Section 6.3, we
show that BKZ-f heuristically recovers a shortest vector in such A for
B = n/2+1, basically because this lattice is as unusual as (and similar to)
Z"™. The heuristics for Z" have been experimentally verified | ],
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and it is proved [Duc24] that BKZ-( recovers a unit vector in Z"™ when
B =n/2+ o(n). Thus, Theorem 6.2 provides a quadratic speed up in
solving smLIP, since BKZ-8 runs in time exponential in 3. Roughly
speaking, if it is easy to find a nontrivial automorphism, then so is smLIP.
We view this as evidence that computing a nontrivial automorphism is
hard, although it may as well be that smLIP is just easier than what is
currently assumed.

If we have an oracle for a random automorphism, then [JWL 23]
solves SVP significantly faster. Even without the oracle, if the auto-
morphism is random we can with high probability obtain a much better
result. It is unreasonable to assume, however, that if an attacker obtains
a nontrivial automorphism it will be a truly random one. More likely,
it will be highly structured, like the symplectic automorphism. Hence,
Theorem 6.2 justifies the choice for G, the group of trivial automorphisms,
in the definition of omSVP [BBD " 26]. We know that G must include the
roots of unity and the symplectic automorphism [L.JPW24], because one
can trivially win the omSVP game otherwise. Conversely, the theorem
shows that smLIP and hence omSVP becomes much easier if one knows
an additional automorphism o ¢ G. If there is any choice of G that would
make omSVP hard, then the current G is the smallest such choice.

The situation is summarised in Figure 6.1.

6.2 Main result

In this section we will prove the main result. Recall the definitions of G
and Gq from Definition 5.14, in particular G = (X, w).

Lemma 6.3. The group G = G satisfies all the following properties.

1. G acts regularly, i.e., transitively and freely, on the shortest vectors

of the lattice R?;
2. G has exactly one element of order 2, namely —1 = X™ = w?;

3. G is isomorphic to (u x (w))/{—1) = (Cqy, x C4)/Ca, where w acts
on by X — X*= X1,

4. the multiplication map u x {1,w} — G is a bijection.
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‘ average case n-SVP |

[Duc24]
oracle for random o ¢ Gq, and
lattice automorphisms Q(y/n)-unusual n-SVP
[J“VIﬁZN A/Theorem 6.2
h 4
| smLIP |

key recovery

| HAwk |
[DPPvW22a] ‘ o ¢ 3q |
by definition
A 4
omSVP

Figure 6.1: Reductions between problems related to the SUF-CMA
security of HAWK. An arrow A — B indicates B reduces to A, i.e., B
can be solved in polynomial time by making multiple queries to an
algorithm that solves A.
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Proof. For all z,y € R we have

X X* . * *
wX o =w o I Y= xr Ty = X"w v ,
Y Xy —X* . ar —x* Y

so wXw™! = X*. Tt follows that u x (w) — G is a (surjective) group
homomorphism. Its kernel consists of all pairs (X*,w’) such that X* =
w7, Since w? = —1 € p and w & u, we conclude that the kernel is
generated by (—1,—1), establishing the group structure. It follows that
the multiplication map p x {1,w} — G is a bijection.

In p, the only element of order 2 is —1. As (X"w)2 = XwX'w =
X X" ww = w? = —1, we conclude that —1 is the only element of G of
order 2.

The set S of shortest vectors of R? equals (u x 0) U (0 x ). It is easy
to see that the action of G on § is transitive: under p C G there are
the two orbits  x 0 and 0 x u, while w interchanges the two. Suppose
x € S is fixed by X'/ with j € {0,1}. Then j = 0, otherwise x and
w’x are in different orbits under p. It follows that X‘x = x, which is
only possible if X? = 1. Hence, the action is free. O

Lemma 6.4. There exists a polynomial time algorithm that, given a
Hermitian form Q of R? and x € R? of length 1 or /2, computes all
shortest vectors of Q.

Proof. By | ] we may compute G = Gq.

Case ||x|| = 1: We may compute by Lemma 6.3 all shortest vectors
as the orbit of x under G.

Case ||x|| = v/2: Compute for each o € G\ {1} the element

ko—1

o= (X o))

i=0
where k, = ord(c)/2. We will show that y, is twice a shortest vector for

some o, in which case we may reduce to the previous case with x < y, /2.
Note that x = x7 — x5 for some shortest vectors x; # xs. By Lemma 6.3

there is some o € G such that o(x;) = Xa, and 0% = —1. Then
ko—1 ko—1 ko—1 ko—1
Yo = Z o'(x1) — Z o'(x2) = Z o'(x1) — Z o(x)
i=0 i=0 =0 =0

= X1 — UkU(Xl) = 2X17
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as was to be shown. O

Proposition 6.5. There is a polynomial-time reduction from smLIP on a
Hermitian form Q of R? to finding a nonzero vector of length at most

VZ of Q.

Proof. Let Q be a Hermitian form of R? and suppose we have such a
vector. By Lemma 6.4 we may compute the shortest vectors. The action
of u partitions them into two orbits, and let by and bs be elements of the
two orbits. With B = [by, ba] we have B*QB = I, so we may return
B~ O

In the lemma below, recall Ay is the root lattice of type A from
Example 2.14.

Lemma 6.6. Let o € O(Z"™) with order dividing a prime p and let ®,(Z) =
ZP~1 4 ZP=2 4 ... 4 1. Then the sublattices Ay = ker(c — 1) and
Ay = ker(®,(0)) of Z"™ satisfy tk(A1) + rk(A2) = n. Moreover, we have

M=Z% \fp-7° and Ay 27" x A

p—1s (6'1)

for some a,b,c € N, withb=0 if p > 2. If 0 # +1, we have A1, A2 # 0.

Proof. Since o is a signed permutation, it partitions the coordinates
of Z™. This gives a decomposition Z" = L; @ --- @ L into pairwise
orthogonal sublattices, with each L; isomorphic to either Z or Z?. With
m; : Z™ — L; the corresponding projections, we have o om; = m; 0 0. It
follows from linear algebra that

Aj=(LiNA;) D@ (LpgNAy) ,

holds for j = 1 and j = 2. Hence, it is sufficient to prove the lemma for
the case Z™ = L.
If n =1, then 0 = +1. Hence, (A1, A2) equals (Z,0), or if p = 2
possibly (0,Z). In particular, they are of the prescribed forms.
Suppose now that n = p. Additionally assume that o is just a
permutation without sign flips, which is automatic when p is odd. Let

By =Zz and By = {er”]sz:O},
where z is the all-1 vector in Z™. It is easy to verify that By C A;

and By C As. Since QB; + QBs = Q™, we have by linear algebra that
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Aj = (QBj)NZ" = Bj (j = 1,2). Hence, Ay = Zz = /p-Z and
Ay = A, .

Suppose now that n = 2 and ¢ is not a permutation. Then —o
is a permutation, otherwise 0 # 1. Compared to o, this results in
interchanging the corresponding lattices A; and Ag. Since A = /2 - Z,
we are done. O

Proposition 6.7. There exists a polynomial-time algorithm that, given a
Hermitian form Q of R? and o € O(RoT(Q)) \ Gq, computes a nonzero
sublattice A of ROT(Q) of rank at most n such that A\;(A) < v/2.

Proof. We may compute in polynomial time, e.g. using the characteristic
polynomial of o, the multiplicative order of ¢. In particular, we may test
whether —1 € (o).

Assume first that this is not the case. Then by replacing ¢ by some
power, we may assume o has prime order p and o # £1. We may now
use Lemma 6.6 with o € O Z?", which allows us to obtain the lattices
A1 and As from this lemma using linear algebra. Let A to be the one of
minimal rank. Since rk(A;) +rk(A2) = 2n, we have rk A < n. It remains
to show that Aj(A1),A\1(A2) < /2. For Ay, this immediately follows
from Lemma 6.6 and A\1(A4,—1) = V2. If p = 2, then the same follows for
Ay. Suppose p is odd. Then Ay = Z¢ x \/p-Z° and Ay = A7 4 for some
a,c. As a+ pc=r1k(A1) +rk(A2) = 2n is a power of 2 and p is odd, we
conclude that a > 0. Hence, A1(A1) = 1 and we are done.

Now consider the case for general o. By [ |, we may compute
G = Gq. It suffices to show that —1 & () for some 7 € G - 0, since we
may then apply the above argument on 7 in the role of 0. Let x € R?
be a shortest vector. Then by Lemma 6.3 there exists some p € G
such that p(x) = o(x). Hence, 7 = p~! - o fixes x, and 7 # 1 because
otherwise o ¢ G. Since —1 fixes no shortest vectors, we conclude that

—1 & (1). O

6.3 Heuristic hardness of SVP

In this section, we analyze the hardness of recovering a shortest vector
from a lattice A appearing in Proposition 6.7. Specifically, we determine
the minimal block size 8 such that BKZ-f finds a shortest vector in A,
using standard heuristics in lattice reduction.
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We use the methodology based on the “2016 estimates” which were
phrased for lattices related to Learning with Errors | ], and
verified experimentally [ , , |. Here, we apply
this methodology to a lattice of the form as in Equation (6.1). These
2016 estimates have already been used to motivate the experimentally
verified estimates that BKZ-5 recovers the shortest vector in a rotation
of Z™ when 8 =n/2+ o(n) | ].

Definition 6.8 (| ). A rank-n lattice A is an f-unusual-SVP in-
stance if we have

£+ A(A) < GH(n) - det(A)/™.

For example, Z" and A,, are Q(y/n)-unusual-SVP instances, as n
tends to infinity.

The hardness of recovering a shortest vector in an unusual-SVP lattice
is mainly determined by the ratio GH(n)det(A)Y™/A;(A), rather than
the UniqueSVP factor Ag(A)/A1(A) | |. For such f-unusual-SVP
instance with an unusually short vector v, a threshold phenomenon occurs
in the terminal block of a BKZ-/ tour once the projection of v onto this
block is much shorter than the expected first minimum if that terminal
block had been a random lattice. Now when this v is part of the basis
at position rk(A) — 8 + 1, subsequent tours of BKZ-5 will then move v
to the front of the basis with steps of 5 — 1 per tour | |

The lattice computed in Proposition 6.7 is of the form Z® x | /pZ¢ (with
a>0) or Zb x A$_1, and thus is an instance of the Q(vVk)-unusual-SVP,
where k = rk(A) < n. In the following heuristic, let dg = GH(ﬁ)l/(B—l)

1
be the root Hermite factor, and note dg ~ (8/(2me))2@-1 for 3 > 50.

Heuristic 6.9. Suppose A C R? is a nonzero rank-k lattice with A\1(A) <

V2. If B € Z>y satisfies
V28/k < 837 (6.2)

then BKZ-B will recover a shortest vector of A. In particular, this
condition holds asymptotically for = k/2 + 1.

Heuristic Justification. Because A can be identified with a sublattice of
72", by [ , Lem. 2], its volume is at least 1. Note that the projection
of a shortest vector of A onto the terminal block of a BKZ-f tour has
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an expected norm of A\ (A) - v/B/k < \/25/k. Moreover, if the terminal
block during a BKZ-f tour would be a random block, its first minimum
would be 5?46“ : det(A)l/k > 5?;37]”1. Thus, if Equation (6.2) holds,
then the | | success condition

M(A) - /B/k < 8775 det(A)*

is satisfied, and we expect a threshold phenomenon to occur. For the
last statement, note the left hand side of Equation (6.2) is equal to
VI+2/k < e'/* and the right hand side of Equation (6.2) is at least
(k/(4me)) ", which is larger than e!/* once k > 100. A

Note that we use the Geometric Series Assumption (GSA) for this
estimate, i.e., we assume the lengths of the Gram—Schmidt basis vectors
follow a geometric series, and there are better simulators for these
lengths | , ]. Still, the GSA gives a decent approximation.
In addition, there is a more refined simulator that can take multiple
shortest vectors of a lattice (e.g. n for Z") into account | |, which
expects a slightly lower required block size. However, because we are
interested in the worst-case instance of A occurring in Proposition 6.7,
such a refined simulator does not help in cases when there is a single
shortest vector.

6.4 Group-theoretic heuristics

Our results are strong in that they impose no conditions on the auto-
morphism, besides being nontrivial, but they ‘only’ halve the security
parameter of HAWK. As | ] shows, under the stronger assump-
tion that an attacker has access to an oracle giving automorphisms of
a lattice, SVP can be (probabilistically) solved in polynomial time. If
instead of having an oracle, the attacker generates a single uniformly
random automorphism, then we can, as we will argue, heuristically break
Hawk with high probability.

Suppose o is uniformly sampled from O(ROT(Q)), and let g € Sy, be
the corresponding permutation on the shortest vectors of RoT(Q) = Z2"
modulo sign, i.e., on the coordinates of the lattice. Then, g is a uniformly
random permutation. Each orbit /{£1} of g comes with a sign which
is negative if the corresponding action of o on 2 is transitive. Let cf be
the number of orbits of g of length k € [2n] and sign s € {—,+}. One
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can show, analogously to Lemma 6.6, that the characteristic polynomial
of o equals

2n B
[T T[T -

se{—,+} k=1
and that we have
2n ot
A =ker(c—1) = [[ Vk-Z)™".
k=1

We will now argue that with high probability A; # 0 and rk A; = O(logn)
holds. In particular, smLIP reduces, given o, to a comparatively trivial
instance of SVP.

The probability that g has no fixed points is approximately 1/e, so we
may assume that g has a fixed point. Alternatively, one notes that if we
multiply o by the unique element of Gq such that the result ¢’ fixes some
preselected shortest vector x, then ¢’ is a uniformly random permutation
among all permutations fixing x. Multiplying o by —1 if necessary, we
may assume cf > 0. In particular, A; # {0} and A\;(A;) = 1. The
expected number of orbits of g is

En: 1/k ~ log(n) .
k=1

Hence, the expected rank of A; is at most log(n).

On a less rigorous note, the group generated by Gq and o will often
be significantly larger than |Gq| - [(o)|. It is also not unlikely that it
maps surjectively to So,. In this case it becomes possible to sample
random-enough automorphisms, bringing us to the regime of | ].

6.5 Conclusion

Theorem 6.2 now easily follows from combining Proposition 6.7 and
Heuristic 6.9. Namely, given a Hermitian form Q of R? and a nontrivial
automorphism o of ROT(Q), Proposition 6.7 computes in polynomial
time a basis for a lattice A of rank at most n, such that recovering a
shortest vector of A allows solving smLIP for Q. Then, Heuristic 6.9
shows, heuristically, that BKZ-8 recovers a shortest vector of A when
B=1k(A)/24+1<n/2+1.
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Based on the results of Section 6.4, it is reasonable to suspect that A
is of much lower rank in the average case. Indeed, sampling ¢ uniformly
at random likely gives a lattice of rank at most log(n), for which directly
solving SVP only takes polynomial time in n.

In practice, if one happens to find a nontrivial automorphism o, it
may be worthwhile to take a random composition of o, X and wq's until
finding a lattice of rank at most log(n), since (o, X,wq) = O(RoT(Q))
may happen.

Although we prove a worst-case result that, given a nontrivial auto-
morphism, block size n/2 + 1 is heuristically sufficient, in practice we
expect one could find a lattice of extremely low rank and subsequently
solve smLIP and break HAWK. In this light, we believe that smLIP is
practically as hard as finding a nontrivial automorphism, but theoret-
ically not harder than finding a nontrivial automorphism and solving
SVP on an easier lattice.
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Samenvatting

Dit proefschrift getiteld “Rooster Cryptografie: Isomorfismes & Duale
Aanvallen” gaat over roosters. Veel van de cryptografie die nu gebruikt
wordt, kan in de toekomst met (grote) quantumcomputers worden ge-
kraakt! Voor roosters bestaan er diverse berekeningsproblemen, die mak-
kelijk zijn in 2 of 3 dimensies, maar moeilijk zijn in hoge dimensies. Deze
problemen zijn, voor zover bekend, moeilijk voor computers én quantum-
computers. Daarom kunnen we met roosters post-quantumcryptografie
bouwen, wat veilig blijft zelfs als er grote quantumcomputers zijn.

Cryptografie heeft als doel om communicatie tussen twee of meer
partijen veilig te laten verlopen. Twee belangrijke cryptografische pro-
tocollen zijn versleuteling en handtekeningen. Versleuteling maakt de
inhoud van berichten onbegrijpbaar voor afluisteraars. Door een handte-
kening valt het te controleren of iemand echt een bepaald bericht heeft
gestuurd. In een handtekening protocol bezitten beide partijen ver-
schillende sleutels, vergelijkbaar met de echte wereld: één partij schrijft
handtekeningen met een bijzondere pen, en de ander weet de unieke
kleursamenstelling van de inkt uit de pen. Versleuteling gaat vergelijk-
baar: iedereen kan een bericht versleutelen met een openbare sleutel,
maar alleen degene met de geheime sleutel kan het ontcijferen.

Roosters kunnen worden gebruikt om zo’n openbaar/geheim sleutel-
paar te maken. De geheime sleutel is een beschrijving van het rooster, die
bestaat uit de kortste roosterpunten. Deze sleutel is geheim omdat het in
hoge dimensie moeilijk is om tberhaupt één redelijk kort roosterpunt te
berekenen. De openbare sleutel is een willekeurige beschrijving van het
rooster met lange roosterpunten. Het snelste algoritme om de geheime
sleutel te geven die hoort bij een openbare sleutel, heeft tijd en geheugen
nodig dat exponentieel groeit in de dimensie.
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SAMENVATTING

Deel 11 gaat over de duale aanval. Dit is een algoritme wat als invoer
een roosterbeschrijving en een punt krijgt, en dan met behulp van het
duaal rooster het roosterpunt vindt wat er het dichtste bij ligt. Elk
duaal roosterpunt correspondeert met een golffunctie (karakter) die in
elk roosterpunt maximaal is. Met deze golffunctie kun je bepalen of
een punt dicht bij het rooster ligt. Door het rooster op te delen als
een schaakbord in een zwart deelrooster en een witte nevenklasse, kun
je bepalen of het zwarte deelrooster dichter bij het punt ligt dan het
witte. Als je deze methode vaak genoeg herhaalt, weet je uiteindelijk
welk roosterpunt het dichtste bij het punt ligt.

Hoofdstuk 3 toont aan dat een in de literatuur gebruikte aanname
voor het analyseren van de zogenaamde duale-zeefaanval fout is, want
de aanname is tegenstrijdig in verschillende theoretische situaties, en uit
experimenten blijkt deze verkeerde voorspelling te geven. Hoofdstuk 4
bevat een alternatieve aanname voor de duale zeefaanval. Deze aan-
name leidt tot nauwkeurige voorspellingen voor verschillende belangrijke
kansverdelingen van punten.

Deel 111 gaat over het rooster isomorfisme probleem (LIP). Speciale
roosters met goede eigenschappen zijn handig om in handtekeningen-
schema’s te gebruiken, want deze maken het schema zeer efficiént. Omdat
elke cryptoloog goede beschrijvingen van deze roosters kent, moet het
rooster op een andere manier verborgen worden. Met behulp van LIP
kunnen we het rooster verbergen, door het in een willekeurige richting te
draaien. De draaiing is nu de geheime sleutel.

In Hoofdstuk 5 bouwen we het handtekeningenschema HAWK op
basis van LIP. Om de geheime sleutel van HAWK te krijgen, moet je
smLIP, een moduulvariant van LIP oplossen voor het simpele rooster Z",
het rooster van geheeltallige punten. Veiligheid van HAWK is gebaseerd
op het nieuwe nog een korte vector probleem (omSVP). In Hoofdstuk 6
bestuderen we automorfismes van het moduulrooster: een draaiing van
de ruimte die het rooster op zichzelf afbeeldt. Stelling 6.2 zegt dat met
behulp van een niet-triviaal automorfisme, het veel makkelijker is om
korte vectoren te vinden, en om smLIP op te lossen. Een automorfisme
stuurt een kort roosterpunt naar een (mogelijk ander) kort roosterpunt,
en kan hierdoor omSVP oplossen. Als smLIP een lastig probleem is,
dan zal het moeilijk zijn om een niet-triviaal automorfisme te vinden, en
zal het moeilijk zijn om omSVP op te lossen door het vinden van een
niet-triviaal automorfisme.
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Summary

This thesis is about lattices. Much of the cryptography that is being
used today, can be broken by (large) quantum computers in the future!
There are multiple computational problems involving lattices that are
easy in dimension 2 or 3 but are hard in high dimensions. These prob-
lems are, as far as we know, difficult for both classical computers and
quantum computers. Therefore, we can use lattices to build so-called
post-quantum cryptography, which will remain secure even when large
quantum computers are built.

A goal of cryptography is to make secure communication between
two or more parties possible. There are two important cryptographic
protocols: encryption and signature schemes. Encryption makes the
content of messages incomprehensible for eavesdroppers. A signature
scheme enables one to verify whether a message was really sent by some
party. The two parties hold different keys in a signature scheme, just like
in the real world: one party writes signatures with a special pen, while
the other knows the precise colour composition of the ink in the pen.
Encryption is similar: everyone can encrypt a message using a public key,
while deciphering is only possible for one owning the private key.

Lattices can be used to generate such a public/private key pair. The
private key is a description of the lattice, that consists of the shortest
lattice points. This key is private because it is difficult in high dimensions,
to even compute a somewhat short lattice point. The public key is an
arbitrary description of the lattice, which usually consists of long lattice
points. The fastest algorithm that upon input a public key, computes
the private key associated to it, requires time and memory that grows
exponentially as a function of the dimension.

Part II concerns the dual attack. This is an algorithm that, upon
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SUMMARY

input a description of a lattice and a point, outputs the lattice point that
is the closest to the point while making use of the dual lattice. Every
dual lattice point corresponds with a wave function (in fact, character)
that is maximal at every lattice point. Using this wave function, one can
decide whether a point is close to the lattice or not. By subdividing the
lattice like a chess board into a black sublattice and a white coset, you
can determine whether the black sublattice is closer to the point than
the white coset. If this method is repeatedly sufficiently many times, one
can determine which lattice point is closest to the point.

Chapter 3 shows that an assumption that was used in literature to
analyse the so-called dual-sieve attack is incorrect, because it produces
contradictions in multiple theoretic regimes, and experiments show that it
leads to wrong predictions. Chapter 4 contains an alternative assumption
for the dual-sieve attack. This assumption leads to accurate predictions
for multiple important probability distributions of points.

Part III concerns the lattice isomorphism problem (LIP). Special
lattices with good properties are convenient when building a signature
scheme, because they make a signature scheme very efficient. Because
every cryptology researcher knows a good description of such a lattice,
the lattice has to be hidden differently. Using LIP we can hide the lattice
by randomly rotating it. The specific rotation now becomes the private
key.

Chapter 5 is dedicated to the construction of the signature scheme
HaAwkK, which is based on LIP. To find the private key of HAWK, one needs
to solve smLIP, a module variant of LIP for the simple lattice Z™, the
lattice consisting of all integer vectors. Security of HAWK is based on the
new one more shortest vector problem (omSVP). In Chapter 6 we study
automorphisms of the module lattice: a rotation that maps the lattice
to itself. Theorem 6.2 states that, using a nontrivial automorphism,
it becomes much easier to find a short vector, and to solve smLIP.
An automorphism sends a short lattice point to a (possibly different)
short lattice point, and therefore may easily solve omSVP. If smLIP
is a difficult computational problem, then it will be difficult to find a
nontrivial automorphism, and thus, it will be difficult to solve omSVP
by ‘just’ finding a nontrivial automorphism.
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