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ABSTRACT

The assessment of accident scenarios associated with intentional attacks to chemical and process facilities has garnered the
attention of institutions and practitioners because of the exacerbation of conflicts in critical contexts. In this perspective, it is
important to create a framework for the integration of conventional safety approaches, dealing with unintentional events, and
security science, dealing with the analysis of intentional threats. More specifically, effective protection strategies for industrial
facilities require an integrated approach that combines safety and security measures. This work proposes a methodology to evaluate
the cost-effectiveness of such strategies using a probabilistic approach based on Bayesian networks (BN). The methodology
incorporates attack scenarios, escalation scenarios, and the probabilistic performance of integrated safety—security barriers into a
cost-benefit analysis. A dedicated cost-benefit function quantifies the economic benefits of damage reduction relative to the cost
of protection strategies. A demonstrative case study evaluates different protection plans, including fireproofing and video motion
detection systems. The results highlight the effectiveness of integrated safety—security measures in mitigating damage probability
and controlling escalation scenarios. This methodology provides a systematic tool for plant managers and practitioners to assess
and compare the economic efficiency of safety and security protection plans. It bridges key gaps in the integration of safety and
security analyses, offering insights into the protection of critical infrastructures.

1 | Introduction to the potential for escalation. Escalation scenarios take place
when the consequences of accidents affect nearby equipment and
assets, thus amplifying the severity of consequences on people,

the environment, and assets. The analysis of cascading events

Intentional attacks to critical infrastructures, including chemical
and process facilities, have become an increasing concern in the

last two decades (Khakzad 2023). Several initiatives were intro-
duced to address security risks starting in the early 2000s, includ-
ing the US Chemical Facility Anti-Terrorism Standard (CFATS)
program and the European Program for Critical Infrastructure
Protection. However, the CFATS program expired in 2023, and
the European Seveso III Directive on the control of major
accidents in process facilities still lacks explicit requirements for
security assessment. Namely, process facilities, often storing high
amounts of hazardous substances, face unique challenges due
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triggered by process upsets, malfunctions, and errors, referred
to as “safety scenarios,” was extensively studied in recent years
(Zhao et al. 2024). In this work, safety scenarios are therefore
considered to be associated with unintentional events. However,
recent works demonstrated how escalation may take place also
with “security scenarios” as well (Iaiani et al. 2022). Security
scenarios are intended in this work as accidents triggered by an
intentional action, such as sabotage, misoperation, and terrorist
attack. Escalation scenarios thus make safety and security inter-
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connected, and several works have dealt with the integration of
safety and security, both considering the conceptual integration
(Van Den Berg et al. 2020) and the technical implications (George
and Renjith 2021).

Intentional attack scenarios can have complex evolutions, and
the consequences can be severe also in terms of asset losses.
For this reason, evaluating the cost-effectiveness of protection
strategies is fundamental. Cox (2009) provided recommenda-
tions on risk-informed decision-making on security protection
strategies, stressing the importance of assessing the effectiveness
of their risk reduction. Stewart and Mueller (2013) reported an
example of cost-benefit analysis (CBA) for security threats in the
aviation sector, whereas Hausken (2016) developed a systematic
theoretical structure for cost-benefit analyses for terrorist attacks.
Game theoretical approaches were also applied to support the
allocation of security countermeasures. Advanced probabilistic
tools can be of assistance in order to deal with the wide number
variables and complex interactions associated to this task.

However, limited works have dealt with identifying the contribu-
tion of integrated safety-security measures in the quantification
of economic losses, more so when it comes to a detailed descrip-
tion of the attack scenario. Moreover, there is a lack of knowledge
when it comes to assessing the cost-effectiveness of protection
plans to protect chemical and process facilities from intentional
attacks. Finally, the systematic investigation of the performance
of integrated safety-security barriers based on sound probabilistic
evaluations still needs to be addressed.

For this reason, this work presents a structured approach to assess
the cost-effectiveness of integrated safety—security protection
strategies. The methodology adopts a probabilistic approach
based on Bayesian networks (BN), which allows for the identi-
fication of the contribution of different barriers and protection
strategies. For each step, we provide specific approaches and
quantitative data, which can guide readers and practitioners in
tackling each specific issue. The analysis of an industrial case
study shows the potential of the methodology in supporting plant
managers in decision-making on integrated safety and security
issues.

2 | Methodology
2.1 | Overview

The overview of the methodology developed in this work is shown
in Figure 1.

Step 1is dedicated to the evaluation of the accidental chain, which
is composed by attack scenarios and escalation scenarios. The
attack scenario starts from the intrusion attempt and ends in
the final outcome, that is, the event that generates a physical
effect in case of successful attack (such as fire and explosion).
Selecting an attack scenario entails the selection of a target
equipment and an intrusion path, as detailed in Section 2.2.
In the case of successful attack, for instance by damaging the
equipment and causing a release of hazardous materials, the
escalation scenario will be eventually triggered. The escalation
scenario involves the assets located near the target equipment.

Assessing the final outcomes entails evaluating which assets
are damaged from the release of the hazardous materials, as
explained in Section 2.2. Step 2 of the methodology is dedicated to
the conceptualization and classification of plant protections, with
the aim of quantitatively identifying performance parameters
for integrated safety—security barriers. Details are provided in
Section 2.3. Step 3 is the economic assessment: first, the cost of
accidental chains and the related benefits in the implementation
of the protection configuration should be identified. Then, a cost-
benefit indicator, namely, a cost-benefit function, is defined in
order to compare different protection strategies, as shown in
Section 2.4. The final step of the methodology is the setup of the
BN through the definition and quantification of variables; details
are reported in Section 2.5. Additionally, as the costs and benefits
defined in Step 3 are subjected to fluctuation, a sensitivity analysis
is carried out to test the robustness of the methodology.

2.2 | Accidental Chain Evaluation

The evaluation of the accidental chain begins with the iden-
tification of attack scenarios. An attack scenario is defined by
specifying the (i) target asset, (ii) intrusion path, and (iii) final
outcome. Currently, there are no standardized methodologies
for the systematic identification of attack scenarios. Hence, this
work relies on expert judgment. Relying on expert judgment is
a practical approach commonly adopted for the security of the
process industry (Matteini et al. 2019), but also in conventional
safety analyses.

A process facility might contain a wide number of potential
targets (i). Thus, it is necessary to screen all equipment to identify
the critical ones. It should be noted that potential targets include
only those assets that store or process hazardous substances,
due to their inherent potential for severe consequences. Some of
these methods include the use of matrixes (Marroni et al. 2023);
moreover, the historical analysis of the site or similar sites can
guide the team in choosing critical targets.

Hereby, we propose a method for screening equipment based
on the identification of groups of equipment. Groups can be
identified based on the physical proximity of the units, such as
neighboring or shared catch basins. Within each group, the target
assets are identified through different considerations regarding
the nature of the equipment. Namely, a piece of equipment may
be an attractive target not only for its size or content, but also for
its visibility and iconicity (Marroni et al. 2024). For example, a
fuel storage tank might be more recognizable than a pipe rack
by a potential intruder. A target equipment for each hazardous
substance present in each group should be chosen; this implies
that there might be multiple target equipment within the same

group.

The intrusion could happen via different attack paths (ii); how-
ever, it is beyond the scope of this analysis to identify all potential
attack paths. Namely, the experts should identify a single attack
path for each target asset, which is (a) credible given site layout
and likely adversary resources, and (b) conservative with respect
to assumptions about attack times used in the evaluation. If
the configuration or effectiveness of security barriers varies
over time, such as between daytime and nighttime operations,
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FIGURE 1 | Overview of the methodology developed in this work.

the representative path should be assessed under each relevant
operational condition. Still, attack paths are an input to the
CBA, and thus more rigorous approaches to path analysis are
compatible with the developed framework and can be therefore
integrated in the methodology when available.

Then, consequence assessment is carried out in order to identify
the final outcome (iii) and estimate its hazard potentially by
evaluating the related physical effects. Release diameters and
source terms should be characterized. As released diameters for
intentional attacks are not currently conventionally established,
release diameters are adapted from the available safety standards,
such as the risk-based inspection standard from the American
Petroleum Institute (2008). More specifically, in this work a catas-
trophic rupture has been conservatively associated to explosive
attacks, given the high damage potential of such weapons in the
attacks to storage and process facilities (Wang et al. 2022). The
source term associated with the release diameter depends on
the nature of the substance and its storage conditions (Van Den
Bosch and Weterings 2005). The physical effects associated to the
source term are considered for security studies only in the case of
immediate ignition, as shown by Iaiani et al. (2022). The physical
effects are then simulated using integral models implemented in
the software ALOHA (United States Environmental Protection
Agency 2025).

Once the attack scenario is quantified, the escalation scenarios
can be assessed through the identification of other equipment
damaged by the final outcome. The threshold-based approach
developed by Cozzani and Reniers (2013) is adopted in this work:
A piece of equipment is considered part of the escalation scenario
if the intensity of the physical effect exceeds the threshold values.
Table 1 shows escalation thresholds for different types of fires as
escalation vectors.

It should be noted that the presence of safety barriers might
mitigate the dose of physical effect on a target and could therefore

Step BaveS|an Network setup
Define variable types
Sensitivity analysis

avoid its inclusion in the escalation. This mitigative effect is
discussed in detail in Section 2.3.2.

2.3 | Integrated Safety—Security Barriers
Assessment

2.3.1 | Conceptualization and Classification

In this work, barriers are conceptualized according to the analysis
of Sklet (2006) and are thus considered “physical and/or non-
physical means to prevent, control, and mitigate undesired events
or accidents.”

Following this definition of barrier, the classification and schema-
tization of both safety and security barriers adopted in the present
work are shown in Figure 2.

Garcia (2005) focuses on security pre-event actions and further
distinguishes the function into detection, delay, and response.
Detection is the discovery of the adversary action, and typical
detection barriers include entry checks, or Closed-Circuit Televi-
sion (CCTV). Delay consists of all actions that slow the adversary
path to the target, and typical barriers include walls or fences.
Finally, response includes all the actions taken to interrupt and
subsequently neutralize the adversary.

2.3.2 | Performance Parameters

Once barriers are classified according to function and working
principle, next step is to characterize their quantitative perfor-
mance. As the performance of safety barriers is a critical aspect
in evaluating the probability of accident chain evolution, its
characterization is needed to support the probabilistic assessment
of final scenarios. In this study, the following probabilistic
parameters are adopted to both evaluate the performance of safety
and security barriers, namely (Casson Moreno et al. 2022):
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TABLE 1 | Escalation thresholds for different vectors.

Scenario Escalation vector

Target category

Threshold

Fireball Heat radiation

Jet firePool fire Heat radiation

AtmosphericPressurized

AtmosphericPressurized

Q > 100 kW/m?Escalation unlikely
Q> 15kW/m?Q > 45 kW/m?

Source: Adapted from Cozzani and Reniers (2013).

Integrated safety-
security barrier system

Detect

Preventive Delay

Mitigative Respond
Active
Working | 3
principle FaeslE
Procedural

FIGURE 2 | Classification of integrated safety-security barriers adopted in this work, elaborated based on the work from Sklet (2006) and Garcia

(2005).

* Availability of the barrier: It is defined as the degree to which
the barriers are operational. Expressed as the probability of
failure on demand (PFD). This term is null for passive barriers,
as they are, by definition, always available.

* Effectiveness (1) of the barrier: Even if the barrier is opera-
tional, there is still the possibility of the barrier not really
performing its function.

The barrier correctly performs its function only if it activates on
demand and it is effective. Hence, the probability of success, P,
is evaluated using the following equation, which is adapted from
Landucci et al. (2017), Casson Moreno et al. (2022):

P, =(1-PFD)y @

Table 2 shows the classification, as well as the probabilistic
parameters for different integrated safety-security barriers. For
the emergency response, the model shown in Garcia (2006) and
based on attack times can be adopted. The model assumes that
both the emergency response time tpzr and the time to complete
the attack ¢, follow normal distributions. Consequently, their
difference (f, — tggr) is also normally distributed. An attack can
be successfully interrupted only if the emergency response time
is shorter than the time required to complete the attack, that
is, (tp — tgrr) > 0. Therefore, the following equation expresses
the probability that this condition is valid by integrating the
probability density function of the variable (¢, — tggy) for values

greater than zero:

~(t=(tptgr7))"

7e Atrr+9p) dt 2)

where ¢%, and 0%y are the variance of ¢, and tgyy, respectively.
The quantitative details on ¢, and gz are reported in detail in
Section 2.5, and a practical application is discussed in the case
study (see Sections 4 and 5). In the case of lack of data regarding
the probabilistic distribution, a simplified approach is proposed
by Casson Moreno et al. (2022): If the average value of (¢, — tggr)
is lower than zero, then the probability of successful interruption
P, can be conservatively set to zero.

The effect of barriers is not only probabilistic. Rather, there
are physical effects associated with the correct functioning of
barriers. Firefighting systems act on the heat radiated from the
fire. More specifically, sprinkler systems can reduce the heat
radiation by 40% (Khakzad et al. 2017) by releasing firefighting
agents like foam or water directly on the flame.

Fireproof coatings instead reduce the heat-up of equipment
exposed to fire and thus extend the time to failure. The extent to
which the time is extended depends on various factors, such as
the material and quality of the coating; high-quality coatings can
provide fire protection from one-half to several hours (Weil 2011).
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TABLE 2 | Classification and probabilistic parameters of selected safety and security barriers.
Barrier Barrier Probability of
Barrier Classification availability, PFD effectiveness, 7) success, P Source
Entry check Detection, procedural 4.00E — 01 8.00E — 01 0.480 Casson Moreno
et al. (2022)
Detection from Detection, procedural 2.33E - 01 2.48E — 01 1.90E — 01 Casson Moreno
employees et al. (2022)
Video motion Detection, active 2.05E — 01 9.70E — 01 7.71E — 01 Casson Moreno
detection et al. (2022)
Emergency response Response, procedural See Equation (2) 9.50E — 01 — Garcia (2006)
Foam sprinkler Mitigative, active 5.43E — 03 9.54 — 01 9.49E - 01 Landucci et al.
(2017)
Fireproofing Preventive/Mitigative, 0.00E + 00 9.99E — 01 9.99E — 01 Landucci et al.
passive (2017)

Abbreviation: PFD, probability of failure on demand.

2.4 | Economic Assessment

The economic assessment is based on the estimation of costs
associated with potential damages and the costs of additional
countermeasures. The primary objective of this work is to provide
a methodological framework to determine the probabilistic-
based analysis of safety—security countermeasures. A detailed
breakdown of costs is out of the scope of the work, and, thus, the
discussion on cost assumptions is intentionally simplified, as the
focus lies beyond the scope of economic analysis.

In this work, the considered economic damages for the ith attack
scenario are (i) the cost of the kth damaged equipment, E,;; (ii)
the cost of the stored substance in the kth target, E;,, which
is considered totally lost and not recoverable in the event of a
successful intentional attack; and (iii) the costs associated to the
business interruption, E,;,, intended as the economic impact
associated with production downtime, as a damaged asset has
to be restored and is thus unproductive. The costs E, ;, can be
retrieved either by manufacturers’ data, or by using available
simplified correlations in the literature (Peters et al. 2003). The
costs E,;, can be retrieved from commercial data or price lists, as
shown in Section 3.

The costs associated to business interruption Ej,;, are related to
the productivity of the site. In this work, a simplified assessment
of the business interruption is adopted for the sake of example.
More specifically, in the Dow Fire & Explosion Hazard Index
Guide (American Institute of Chemical Engineers 2016), a part is
dedicated to estimating the business interruption. In the proposed
method, the business interruption is estimated on the basis of
different factors: (i) The maximum probable days of outage,
that is, the length of downtime; (ii) the value of replacing the
equipment and its content, for example, the sum of E, ;, and E; ;;

The cost of protection strategies is evaluated using either vendor
data, or sources from the literature: for example, Janssens et al.
(2015) provide the costs of typical preventive and mitigative safety
barriers, Cy;, whereas Villa et al. (2017) report the costs for some
security countermeasures, C,. For the jth protection strategy, the
cost C; can be evaluated as follows:

m p
Ci= Cyjq+ ) CuyowithC; <G )
g=1 v=1

where m and p, respectively, are the total number of safety/and
security barriers within the jth protection strategy. The available
budget for safety and security measures, C,, is treated as a
constraint throughout the analysis. Each protection strategy C;
must be firstly assessed in relation to the budget, and only
those strategies whose cost does not exceed the available budget
(C; < C,) are considered feasible and retained for the CBA. It
should be noted that the maintenance costs and the downtime
associated with maintenance activities are not included in the
cost evaluation, as process facilities already allocate scheduled
shutdowns and maintenance budgets for safety and security
systems. The maintenance of the additional measures considered
in this study is therefore assumed to be covered within the existing
maintenance framework.

The benefits of implementing barriers are viewed in this work
as the reduction in the probability of successfully damaging
all equipment in the tank, transitioning from the baseline case
(in which a preliminary set of barriers are provided) to the
implementation of additional measures with a given protection
strategy. The cost-benefit function CBF;; for each attack scenario
i and each protection strategy j is thus evaluated according to the
following equations:

and (iii) the monthly value of production. ED,; — ED,, ;
Hence, for the ith attack scenario to the kth piece of equipment, !
the total associated economic loss L; . is evaluated as follows:
n
Lix = Esjk + Eejije + Epix ©) EDy; = Z Py ikLik ©
k=1
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n
ED,;; = D PyijicLi @
k=1

where ED,; represents the baseline expected damage: Py;; is
the damage probability of the equipment k in the ith scenario
with the baseline set of protections; n is the number of damaged
equipment in the attack and escalation scenario i. On the other
hand, ED,,;; represents the expected damage after implementing
protection strategy j: Pg;;, is the damage probability of the
equipment k in the ith scenario after the implementation of
the jth protection strategy. CBF;; thus represents the obtained
reduction in expected losses per cost of implemented strategy: the
higher CBF;, the more cost-effective the implemented strategy is,
because either Py;;, is greatly reduced, or C; is sufficiently low.

It is worth mentioning that economic losses and the cost of
different strategies are of comparable magnitude. This ensures
that extreme CBF values are not driven by disproportionate
inputs, such as exceptionally low costs or excessively high losses.
This approach is less comprehensive compared to other metrics
adopted in CBA (Mishan and Quah 2020), which can incorporate
other variables, such as the discount rate, to account for the
value of money in time. For a broader perspective on alternative
methodologies and applications of CBA in security applications,
readers are encouraged to consult the works cited in the Intro-
duction. Nonetheless, the simplified CBF in Equation (5) serves
as a practical basis in the context of this specific work and can
anytime be modified to reflect a more (or less) rigorous approach,
depending on the intended purpose and resource availability
within the analysis.

2.5 | BN Setup

The probabilistic dependencies among the variables presented
in the previous sections are modeled using BN. BN are directed
acyclic graphs, where variables are represented by nodes and the
relationships among variables are represented through arcs (Yuan
et al. 2014; Hanea et al. 2022). Nodes can be differentiated on the
basis of their relationships: nodes with only arcs directed from
them are parent nodes, whereas nodes with arcs directed to them
are called children. The probability of an occurrence P(x) can be
calculated according to Jensen and Nielsen (2007):

1
P(x) = [] P(v.IPa(v.)) ®)

where v, is the parent set of x, and Pa(v,) are the parent nodes of v,.
The graphical and mathematical formulation of BN makes them
a suitable tool for safety and security evaluations, where expert
knowledge deeply intersects with observational data. Moreover,
BN exploits Bayes’ Theorem in order to update the occurrence
probability P(x) once new evidence enters the network. This
makes them particularly suitable for decision-making, as differ-
ent protection strategies can be easily implemented and their
impacts on variables evaluated (Hanea et al. 2022). The software
GeNIe Modeler (Bayesfusion 2025) is used in this work to develop
the BN. GeNIe supports the modeling of different domains of
variables: in this work, all variables are discrete; hence, they take
on fixed states defined by a label, for example, “success” and

“failure.” Quantifying a BN implies quantifying all fixed states for
variables by populating the CPT (conditional probability tables).

For the implementation of the CBA, the baseline probabilities
are first evaluated by modeling the accidental chain within the
BN. The network structure follows the key steps outlined in
Section 2.2. More specifically, the main factors to be modeled
are the choice of target equipment, the operational condition
of the plant, the performance of safety and security barriers
(see Section 2.3), and the occurrence of damage to the target
equipment. The damage probability is calculated using fragility
models, which convert the intensity of physical effects into
damage probability; the fragility models used in this work are
reported in Appendix A. Representing these factors within a
BN requires the definition of multiple nodes, with conditional
relationships among them.

Once the baseline probabilities are computed, the BN can
be further developed by adding specific groups for decision-
making. The probabilistic performance of the additional elements
included in the protection strategies is modeled through chance
nodes, whose CPTs are populated using the availability and effec-
tiveness parameters defined in Section 2.3. The core of this group
is a “Decision Node.” Unlike other nodes, D1 is deterministic: it
represents fixed choices, namely, the protection strategies and the
baseline case. The selected strategy determines which additional
barriers are implemented in the network, allowing the different
combinations of barriers to be represented within a single BN.
The so-called switches are also introduced to support the imple-
mentation of the protection strategies. As their name suggests,
switches are deterministic nodes that can be switched “on” and
“off,” enabling the differentiation of cases where different barriers
are implemented. They act as intermediate variables and allow
the simplification of the BN by avoiding redundancies.

Finally, utility nodes are introduced to implement the CBF within
the BN. Through utility nodes, numerical values can be assigned
to each combination of relevant parent states. This allows the
expected value of the cost-benefit function to be evaluated
directly for each protection strategy.

The quantitative implementation of the network and the detailed
discussion of its application are presented in Section 4.

3 | Case Study Definition

The methodology developed in Section 2 is applied to a case
study, consisting in a petroleum products depot located in Italy.
The layout of the case study is shown in Figure 3. The facility
is composed of 5 tanks: T1 is an atmospheric floating roof tank
storing gasoline, whereas T2, T3, T4, and T5 are fixed roof tanks
storing diesel. Table 3 contains the geometrical features of the
tanks and relative catch basins, as well as the cost.

The costs of tanks can be retrieved from vendor data (Matches
2025), whereas the price of fuels in Italy can be retrieved from
official Italian sources (MASE—Italian Ministry of Environment
and Energetic Security 2024). The average price between 2010 and
2025 was considered for the analysis, which amounts to €1.63/L
for gasoline and €1.53/L. To evaluate the business interruption,
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TABLE 3 | Characterization of the tanks featured in the case study in Figure 3.

Diameter Height Volume Sce L
1D Type Content (m) (m) (m) (m) (m)
T1 Floating roof Gasoline 54.00 3.60 8244.80 5625 18,000
T2-T5 Fixed roof Diesel 16.77 9.40 2076.27 625 3130

Note: Scy is the surface of the catch basin, and L is the cost.

FIGURE 3 | Layout of the case study; the dashed blue line shows the
analyzed attack path.

a monthly value of production equivalent to the capacity of the
tanks was considered. For TI, this led to 26 days of outage, with
an estimated nominal business interruption of €6340k, for T2, T3,
T4, and T5, 6 days of outage were considered, with a business
interruption of €354 k. Applying Equation (3), the cost of T1
amounts to €18.00M, whereas the cost of T2, T3, T4, and T5 is
€3.13M.

All tanks are protected by foam sprinklers. The facility is pro-
tected by an external wall 4 m high and manual control at the
entry gate; additionally, employees received a security training,
hence they are aware of potential unauthorized persons in the
plant, but they are not present in the plant at night.

Concerning the attack paths, trespassing from the perimetral wall
is not considered a credible way to enter the plant, given its height
(4 m). Hence, the attack paths for T1 and T2 shown in Figure 3
both start from the entry gate.

During the day, the attacker eludes the entry controls, whereas
at night it trespasses the closed gate. Then it runs in the catch
basin (160 m to T1, 120 m to T2) and detonates a homemade
explosive device made of 10 kg of triacetone triperoxide (TATP).
Namely, past works in the literature confirmed that explosive
attacks are among the most frequent for the process industry
(Casson Moreno et al. 2018) and hold significant damage potential
(Taiani et al. 2022).

If the attack is successful, T2 fails catastrophically. Through the
analysis of past events (Iaiani et al. 2022), a pool fire constitutes a
credible outcome of the accidental chain, and thus it is consid-
ered the final outcome of the attack scenario. A representative
wind speed of 5 m/s with a Pasquill stability condition D was
considered.

The plant manager is considering the introduction of additional
safety—security protections: a CCTV with video motion detection
(VMD) system and fireproofing the tanks. On the basis of a
plant of similar size (Janssens et al. 2015), a budget of €3500k
was allocated for safety and security protection. The considered
protection strategies are shown in Table 4; A is security-based,
B, C, and D are safety-based, whereas E, F, and G are integrated
safety—security protection strategies.

Table 4 also shows the cost of the protection alternatives. On
the basis of suppliers’ data (Atexshop 2025), the retail price of a
high-quality VMD camera for explosive atmospheres application
is around €3k. For a complete system composed of multiple
cameras, video management system, monitors, and alert system,
a conservative price of €100k has been considered. Different
types of fireproofing with different grades of quality are available.
For this application, a good-quality fireproofing priced €410/m?
(Paltrinieri et al. 2012) was chosen.

4 | Results

The BN used for the assessment is built according to the
methodology shown in Section 2.5 and is represented in Figure 4.
For clarity, variables have been divided in different groups and
distinguished with labels and colors. Identifying the variable
groups helps in understanding the functioning of the BN: to this
purpose, we advise the reader to pinpoint the parent nodes and
then move further toward the children nodes. All the CPT related
to the BN is reported in the Supporting Information. Table 5
summarizes the quantitative results.

Group N1 (in orange in Figure 4) is devoted to the calculation of
the probability of attack success. N1.1 represents the probability
of a target asset being attacked; as a baseline value, T1 and T2 are
considered equally probable, leading to a probability of 50% each.
N1.2 represents the operation time, which influences the security
asset of the site under analysis. We considered that the depot is
open for a total of 8 h: considering 24 h in the day, we define a
day state (plant closed) with a 33% probability (8 h out of 24) and
a night state (depot closed) with a 67% probability (16 h out of 24).
According to Garcia (2006), the attack can be prevented only if
successfully detected and interrupted by the emergency response.
The CPT for N1.3 and N1.4 are filled according to the data in
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TABLE 4 | Protection strategies considered for implementation in the case study; VMD = video motion detection.

ID Description Price (k€) (source)

A Video motion detection 100 (Atexshop 2025)

B Fireproofing on T1 250 (Paltrinieri et al. 2012)
C Fireproofing on T2-T5 812 (Paltrinieri et al. 2012)
D Fireproofing on all 1062 (Paltrinieri et al. 2012)
E Video motion detection + fireproofing on T1 350

F Video motion detection + fireproofing on T2-T5 912

G Video motion detection + fireproofing on all 1162

D1

Protection strategy

N3.6

U1

Baseline Value

Foam sprinkler

N1.6

Emergency
Response

N1.1

Target
chosen

N2.1 N1.5

U2
Strategy Value

FIGURE 4 | Bayesian network developed for the case study. VMD, video motion detection.

Table 2; their value does not change depending on the protection
strategy (see Table 5) because they are baseline barriers. Detection
(Node N1.5) is successful only if at least one detection measure is
available: during the night, employees are not available, nor is the
entry check; thus, there is no detection at night in the baseline
case.

Then, the probability of successful emergency response (Node
N1.6) is evaluated using Equation (2): delay values for the
evaluation of t, include the time to walk to the target and the time
set to complete all tasks and can be retrieved in literature (Garcia
2006; Argenti et al. 2018; Casson Moreno et al. 2022; Marroni,
Casini, et al. 2024). The assumptions made for the quantification
of node N1.6 are reported in the Supporting Information (see

Sheet “Group N17”). N1.7 and N1.8 are related to the probability
of damaging the target, and their CPT can be filled using
fragility models (see Appendix A). For instance, the probability
of damaging the atmospheric tank T2 using 10 kg of TATP from
15 m is 63%.

Group N2 (in green) in Figure 4 represents the escalation sce-
nario. First, the intensity of the final outcome is assessed. The pool
fire in the catch basin caused by the successful attack is evaluated
using the “burning puddle” model in ALOHA: The surface of the
pool is assumed equal to the corresponding catch basin surface
Scg, Which is reported in Table 3. ALOHA is a simplified tool for
consequence assessment, and fuels are a complex hydrocarbon
mixture; for this reason, diesel is modeled as pure n-octane,
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whereas gasoline is modeled as n-heptane. If T1 is chosen on a
target, a severe pool fire takes place; in the absence of protection,
the heat radiated on T2 is 83.0 kW/m?, on T3 it is 47.7 kW/m?, on
T4 it is 83.0 kW/m?, and on T5 it is 47.7 kW/m?. If T2 is chosen
as a target, the heat radiated in absence of protection on TI is
35.5 kW/m?, on T3 it is 72.2 kW/m?, on T4 it is 53.3 kW/m?, and
on T5 it is 31.5 kW/m?. Hence, the physical effects are above the
threshold for atmospheric tanks exposed to pool fire (see Table 1).
To calculate the probability of damage, fragility models require
the evaluation of the time to failure of the tank, as detailed in
Appendix A; the time to failure depends on the heat received, as
well as the volume of the tank. In the case of correct functioning
of the sprinkler system (N2.1), the obtained 40% reduction in heat
radiation is not sufficient to exclude any tank from the escalation
scenario. The probabilistic performance of the sprinkler (N2.1)
can be retrieved from Table 2.

The protection strategies in Table 4 are implemented in the BN
through nodes D1 to D6. Nodes N3.1 to N3.5 represent the per-
formance of the protection strategies, and their CPTs can be filled
according to the performance data in Table 2. For the VMD (N3.1),
the performance parameters from Table 2 are implemented in the
BN for strategies A, E, F, and G. For what concerns fireproofing,
on the basis of indications reported in literature (Weil 2011), the
minimum extension of 30 min is assumed. These considerations
allow the completion of the CPTs for nodes N3.2-N3.5, as well as
calculating the damage probabilities for different combinations
of effective protection measures in Nodes N1.5, N1.7, N1.8, N2.2,
N2.3, and N2.4.

Finally, Ul and U2 are the utility nodes, which represent the two
terms of the CBEF, as per Equation (5).

More specifically, Ul (baseline value) represents the ratio between
ED,; (see Equation 6) and C;. It is used to represent the first
term of CBEF;; (see Equation 5), that is, the minuend, and it
is populated considering the combinations of baseline expected
damage and the cost of the protection strategy. On the other
hand, U2 (strategy value) represents the negative value of the ratio
between ED,,;; (see Equation 7) and C;. U2, hence, represents the
subtrahend term of the CBF;;, and therefore it holds a negative
value. Populating U2 implies evaluating the expected damages
ED,, for all combinations of protection strategies and equipment
state using Equation (6). The probabilistic-weighted value of the
CBF;; is then computed on the basis of the different protection
strategies: The total value of the CBF;; can be read using GeNle
by clicking on Node D1 once calculations are complete. Ul and
U2 values for each strategy are in Table 5, and the last row of the
table is the value of the CBF (namely, node D1).

Figure 5 shows the results in terms of probability of damage of
the tanks and of CBA. This, coupled with the probability evalu-
ations in Table 5, provides some key insights. The probability of
detection (N1.5) and of successfully interrupting the attack (N1.7)
changes with the protection strategy. The probability value for
these nodes is higher when the VMD is implemented (Strategies
A, E, F, and G in Table 4). More specifically, strategy A, involving
only VMD, increases the probability of successful detection
(N1.3) from 0.174 in the baseline to 0.811. The improvement is
considerable because, for the baseline configuration of barriers,
an attack during the night could not be detected. It significantly

reduces the likelihood of a successful attack, even though it
does not act on the escalation scenario. Strategies incorporating
fireproofing demonstrate a significant reduction in the damage
probability of secondary equipment. For example, in Strategy D
(fireproofing all tanks), the probability of damage to T1 and T3
(N2.2 and N2.3) decreases from 0.466 to 0.499 in the baseline case
to 0.005 and 0.006, respectively. From a probabilistic standpoint,
integrated safety-security protection strategies (E, F, and G)
achieve the highest reduction in damage probability of tanks, as
they simultaneously act on the attack scenario and on the esca-
lation scenario. This trend is also partially reflected by the CBA.
For better clarity, the values of D1 have been plotted in Figure 5.

Namely, one of the three most cost-effective strategies integrates
safety and security barriers: Strategy A (VMD), Strategy E (VMD
and fireproofing T1), and Strategy B (fireproofing T1). The least
cost-effective options, with very similar CBF values (see Table 4),
are F (VMD and fireproofing T2, T3, T4, and T5) and option C
(fireproofing T2, T3, T4, and T5).

The VMD emerges as the most cost-effective component, which
is reasonable considering the low cost of the protection plan
(see Table 4) and the improvement in detection capability (Node
NL.5 in Table 5). This makes all integrated protection strategies
more cost-effective than the safety-only alternative. For example,
comparing Strategy B and E shows that Strategy E is slightly more
cost-effective than B, which only features fireproofing. It is also
interesting to note that the expensive strategies are among the
least cost-effective options. These protection strategies focus on
the smaller tanks in the depot (T2, T3, T4, and T5). However, T1
is one of the critical targets, and its loss entails an economic loss
that is higher than losing the four tanks together. Consequently,
even if there is a consistent reduction of escalation on T2, T3,
T4, and T5, T1 is still prioritized. Furthermore, escalation on T1
is expected if T2 is successfully damaged, reinforcing again the
strategies that protect T1. The results highlight the contribution of
safety barriers to security scenarios. It should also be noted that
the integration of the VMD with the fireproofing grants a good
balance in damage reduction and investment, demonstrating
the necessity and the effectiveness of implementing safety and
security measures.

4.1 | Sensitivity Analysis

A sensitivity analysis is carried out to evaluate how the variation
of the input reflects on the outputs. Among the different types of
sensitivity analysis that can be used to our purpose (Saltelli et al.
2007), we adopt a one-at-a-time (OAT) sensitivity analysis. In OAT
sensitivity analysis, one input variable is changed while keeping
others at their nominal values; then, returning the variable to its
nominal value, and the process is repeated for each of the other
inputs in the same way. This choice is appropriate at the current
stage, as the objective is to explore the individual effect of each
parameter and to identify the most influential variables before
considering more complex, potentially nonlinear dependencies
(Saltelli et al. 2007).

The effect of the following variables and parameters was investi-
gated as follows:
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FIGURE 5 | Results using nominal values. The bars represent the vulnerability of the tanks (left axis), the line represents the trend on the CBF
(right axis); the labels on the CBF show the ranking in optimality, highest (1) to lowest (7).

* The cost of the protection strategies, Ci; and C,.. We assumed a
+20% variation, as data regarding such fluctuations is difficult
to retrieve in literature.

* The cost of the stored substance E,. Credible ranges of
variation depend on the substance; however, for commodities,
credible values can be retrieved through historical analyses,
which are publicly available.

* The losses attributed to the business interruption E,. Dow
also offers a range of variation of maximum probable days
of outage (American Institute of Chemical Engineers 2016),
which was used to define the credible variation range of the
business interruption. It should be noted that the business
interruption according to Dow’s approach depends on E, and
E,. To avoid introducing artificial dependencies in the sen-
sitivity analysis, the business interruption term E, is treated
independently from E, and E,. The latter are kept at their
baseline. This also reflects the practical consideration that,
in industrial evaluations, such estimates are typically based
on representative market values rather than on short-term
values.

* The probability of choosing a target asset, which populates
node N1.1 in Figure 4. Namely, if a target is preferred, this
could influence the optimality of the protection strategies.

The range of variation is shown and discussed in Table 6. For
all the cases in Table 6, the BN in Figure 4 was updated,
and consequently the ranking of the cost-effectiveness of the
strategies. Figure 6 shows the results of the sensitivity analysis:
the protection strategies are ranked from most cost-effective
(corresponding to rank number 1), to least cost-effective (rank
number 7).

Although the individual values of the CBF change by varying the
prices of Cj, E;, and E,, there is no change in the order of cost-
effectiveness of the protection strategies. This implies that the
methodology is robust with respect to the fluctuation of economic
parameters.

However, results vary when the probability of choosing a target
changes, as shown in Figure 6. Even though the ranking of the
various protection options changes as a function of assumptions
about target choice, only three protective options (B, E, and F)
are ever ranked highly. More in detail, although Strategy A (VMD
only) remains the most cost-effective across all four cases, there
are significant variations in other parts of the ranking. If only T2
is chosen as a target (Case AA4 in Table 6 and Figure 6), then
the three most cost-effective strategies remain the same as the
baseline case, although the ranking between Strategies E and B
switches: this could be because T1 is at this point a secondary
target, and the mitigation (fireproof) becomes more important
than the prevention (VMD).

If only T1is chosen as a target (Case AA3 in Table 6 and Figure 6),
then the protection strategies tend to focus on the protection
of T2, T3, T4, and T5, making Strategies F and C rise in cost-
effectiveness. This is explained by the fact that fireproofing T1 has
no direct effect on the prevention of the intentional attack, thus
putting them to the bottom of the cost-effectiveness ranking.

If T1 is the preferred target (Case AALl in Table 6 and Figure 6),
then Strategy F becomes the third most-effective, because the T1
escalation scenario reasonably raises in credibility. Finally, if T2
is the preferred target (Case AA2 in Table 6 and Figure 6) or the
only target (Case AA4 in Table 6 and Figure 6), it makes T1 a
more credible target of an escalation scenario. This means that
fireproofing T1 might prove more cost-effective, as demonstrated
by the rise of cost-effectiveness of Strategy B. Overall, this
confirms the deep interdisciplinary nature of security studies
and proves the importance of assessing the attractiveness of
targets during the analysis. Still, even adopting a basic sensitivity
analysis, the methodology can be effective in the evaluation of
protection strategies in different contexts where different targets
might be prioritized.

5 | Discussion

The application of the methodology to a case study showed the
effectiveness of coupling safety-security measures in reducing
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TABLE 6 | Range considered in the sensitivity analysis for the different variables; each case is labeled in order to discuss the results (see Figure 6).
Max value (case Min value Range (%)
Variable Baseline value id) (case id) (source) Comment
Fireproofing price €410/m> €492/m? (PP1) €328/m? (PP4) +20% Absence of
VMD price €100k €120 (PP2) €80 (PP3) +20% refefen‘ie market
values
Diesel price €1.53/L €1.81/L (RP1) €1.24/L (RP4) +19% (MASE Prices in the last 15
2025) years in Italy
Gasoline price €1.63/L €1.89/L (RP2) €1.37/L (RP3) +16% (MASE
2025)
Business €354k (26 days) €598k (BIP1) €190k (BIP4) +68% (+43 Considering
interruption (E,) days), —46% maximum
for T2, T3, T4, and (—13 days) probable days of
T5 (American outage
Institute of
Chemical
Engineers 2016)
Business €6340k (6 days) €10,700k (BIP 3) €3376k (BIP2) +68% (+10
interruption (E;) days), —46% (-3
for T1 days) (American
Institute of
Chemical
Engineers 2016)
Probability of 0.5 1.0 (AA3),0.7 0.0 (AA4),0.3 +100% Only one target is
choosing T1 (AA1) (AA2) chosen (AA3 and
AA4). One target
is preferred to the
other (AAl and
AA2)
Abbreviation: VMD, video motion detection.
Baseline AA1 AA2 AA3 AA4
1
2
X
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-—E (VMD + FPC-T1)  —F (VMD +FPC-T2-T5) -G (VMD + FPC-ALL)
FIGURE 6 | Results of the sensitivity analysis in terms of ranking of the strategies shown in Table 4 for different probabilities of choosing a target

(see Table 6); 1 = most cost-effective strategy; 7 = least cost-effective strategy. VMD, video motion detection.

and controlling escalation scenarios, while still being convenient

price-wise.

We can validate the analysis using the methods proposed by
Lee et al. (2019): reality check, benchmarking, and peer review.

The reality check supports the preliminary hazard identification
performed in Step 2 of the methodology. For benchmarking, no
comprehensive methodology exists for integrated safety-security
CBA. We therefore benchmarked only individual steps of the
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methodology by using established tools from physical security
of process facilities. Finally, submission to this journal and the
response to reviewers’ comments directly fulfill the peer-review
validation step.

Nonetheless, the methodology, whereas sufficiently robust, can
still be improved. The main focus of the work was to define
necessary steps to tackle CBA for integrated safety-security
scenarios: each step contains simplifying assumptions. Still, it
should be noted that more detailed models can still be employed
in the framework we developed; for example, more rigorous con-
sequence modeling can be adopted for final outcomes adopting
tools, such as DNV Phast. Additionally, the economic analysis
of the study could benefit from further refinement, to capture
the evolution in time of the cost-effectiveness. Namely, through a
dynamic BN, the CBF could be evaluated over time. Moreover, it is
possible to integrate metrics, such as the net present value (NPV),
within the methodology. However, for the sake of demonstration
of the proposed methodology, we opted for an approach that is
independent from the lifetime of the facility and that calculates
the costs associated with a given security scenario. Similar
approaches can be found in literature (Misuri et al. 2019).

The extension of the methodology with the points mentioned
above might also lead to some drawbacks, especially with
the potential implementation of the above-mentioned improve-
ments. One of the main issues of BN is the so-called curse of
dimensionality (Chandra et al. 2023): namely, the more nodes,
states, and dependencies included in the BN, the more onerous
it comes to quantify. To overcome this, this approach could be
coupled with a preliminary analysis to identify the most relevant
escalation scenarios. For example, approaches based on graph
theory have a much lower computational cost than BN (Khakzad
et al. 2017) and could support the preliminary analysis of relevant
escalation scenarios.

Finally, it is worth mentioning that process safety practice often
relies on heuristic or semi-quantitative methods due to resource
constraints. Hence, the approach we propose may be not routinely
applied but rather adopted in specific high-risk or geopoliti-
cally sensitive contexts requiring robust quantitative support for
decision-making. Beyond its direct application, this work aims to
stress the need for integrated safety—security evaluations and to
stimulate more systematic approaches in future practice.

6 | Conclusions

Threats to chemical and process facilities have become sophis-
ticated and multi-faceted in the last few years. Thus, protecting
these installations against external attacks has become a matter
of interest for practitioners, as well as the scientific community.
For this reason, this work deals with cost-effective selection of
protection strategies to protect process facilities from integrated
safety—security threats through a probabilistic-based method-
ology based on BN. First, we provide a characterization and
classification of barriers, in order to define the quantitative perfor-
mance parameters required for the analysis. Then, a cost-benefit
function is defined by comparing the damages deriving from
the intentional attacks with the cost of protection strategies. The
protection strategies and cost-benefit function are implemented

in the BN using decision and utility nodes. The application of
the methodology to a petroleum depot shows the effectiveness
of coupled safety-security measures in reducing and controlling
escalation scenarios, while still being convenient price-wise. The
developed approach can guide plant managers and practitioners
in obtaining a practical overview of the cost-effectiveness of
different protection strategies and in investing in additional
protection plans.
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Appendix A

Table Al and A2, respectively, summarize the fragility models used for

TABLE Al | Fragility model for equipment exposed to explosive attack scenarios.
Item Definition Value/Equation
Prp Probability of failure of P;p = ¢(Yp — 5) where ¢(.) is the normal distribution
atmospheric tanks exposed to
overpressure
Yp Probit value for atmospheric tanks Y, = —18.96 + 2.44In(AP)
exposed to overpressure Probit equation for atmospheric equipment subjected to overpressure AP
1 2
3 3
AP Peak overpressure (Pa) at the target AP = 10°(22tes 4 4.4mL2T‘eq + 14.0'"L3T’eq)
r r r
location caused by the TATP
explosion
r Scaled distance (m/kg"?) r= %
mTNT,eq
where R is the distance (m) of the target equipment from the explosion
MINT,eq Equivalent TNT amount (kg) to a MiNTeq = TNt X Mrate

given mass of TATP homemade  where 9y = 0.61 is the TNT efficiency and mp,pp is the mass of TATP used
explosive to attack the equipment (i.e., 10 kg in the case study)

Source: Adapted from Marroni, Casini, et al. (2024).

TABLE A2 | Fragility model for fired escalation scenarios.
Item Definition Value/Equation
Prp Probability of failure of P;p = $(Yy — 5) where ¢(.) is the normal distribution
atmospheric tanks exposed to
fire
Yr Probit value for atmospheric Y =9.25 — 1.85In(ttf /60)
tanks exposed to fire Probit equation for atmospheric equipment subjected to fire
ttf Time to failure (s) of In(ttf) = —=1.13In(Q) — 2.6710°V + 9.9

atmospheric tanks exposed to
heat radiation due to fire

Time to failure correlation, where Q is the received heat radiation in

kW/m?, and V is the volume of the tank in m?

Source: Adapted from Marroni, Casini, et al. (2024).

the quantitative assessment of the explosive attack and fired escalation

scenarios.
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