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ARTICLE INFO ABSTRACT
Keywords: Humanitarian organizations increasingly rely on digital tools and data with the promise of faster
Digitalization and more efficient aid delivery. But digitalization comes with a critical drawback: a heightened
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exposure to cyber threats. The data breach experienced by the International Committee of the Red
Cross in 2022 is a clear example of this risk, but not an isolated one. The incidents recorded
during the conflicts in Ukraine and Gaza show that cyberattacks against humanitarian organi-
zations have become an alarming reality of modern conflict. A cyber incident on a humanitarian
organization harms the protection of the identities and positions of vulnerable groups. There is
therefore an urgent need to recognize cybersecurity as a core pillar of humanitarian aid. This
PRISMA-ScR review maps cyber threats, challenges, and strategies in humanitarian aid. It iden-
tifies a range of cyber threats to humanitarian organizations, including cyberattacks, surveillance,
and mis/disinformation concerns. Still, it reveals notable lacks in terms of cyber preparedness and
response, as well as a complete absence of knowledge on crisis communication strategies. Despite
the importance of strengthening cybersecurity being recognized, the findings highlight that hu-
manitarian organizations face unique challenges which often hinder the effective implementation
of cyber strategies. Given the identified gaps in both existing research and practice, this review
stresses the importance of developing solutions tailored to the distinctive features and needs of
the humanitarian sector. To this end, this study provides a base for further investigation, with the
key themes, gaps, and proposed research avenues guiding immediate focus for this underexplored
field.

1. Introduction

In the wake of emergencies, humanitarian organizations work to deliver aid to people in need as fast and efficiently as possible. In
recent years, the sharp increase in people requiring humanitarian assistance has prompted these organizations to adopt advanced
technologies and tools to better meet the needs of affected communities [1,2]. These efforts include the digitalization of (personal) data
collection and the leveraging of emerging technologies such as artificial intelligence (AI), unmanned aerial vehicles (UAVs), and
biometrics [2-4]. This shift towards digitalization represents a significant transformation in the work of humanitarian organizations.

The digitalization of aid delivery promises to enable faster and more efficient operations [5-8]. However, it also increasingly
exposes humanitarian organizations to cyber threats. In January 2022, the International Committee of the Red Cross (ICRC) experi-
enced a major data breach that affected more than 500,000 individuals connected to the Restoring Family Links platform services
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Table 1
Keywords used for the database search (Web of Science, PubMed, and PsycINFO).
Key concept Keywords
Humanitarian humanitarian aid OR humanitarian assistance OR humanitarian organi?ation* OR humanitarian relief OR humanitarian support OR
aid humanitarian sector OR aid sector OR disaster relief OR disaster aid OR NGO OR NGOs OR non-governmental organi?ation* OR
Intergovernmental organi?ation* OR IGO OR IGOs
(AND)
Cybersecurity cyber OR cyber incident* OR cyberattack* OR cyber breach* OR data breach* OR cyber security OR cyber preparedness OR cyber response OR

cybersecurity governance OR cyber risk management OR cyber operation* OR cyber crisis communication OR cyber risk* communication

globally [9,10]. The digital platform was designed to store sensitive information about missing persons and vulnerable individuals
separated from their families. As such, not only did the breach disrupt the ICRC's operations—it also endangered the individuals
relying on the platform, further compromising their already precarious condition [11-13]. Paradoxically, one of the platform's key
strengths—its extensive collection of personal data—amplified the impact of the breach, resulting in the exposure of a large amount of
sensitive information.

The data breach at the ICRC is not an isolated incident. Rather, it exemplifies a growing trend of cybersecurity threats against
humanitarian organizations. For example, during the recent wars in Ukraine and the Gaza Strip, cyberattacks have significantly
disrupted relief operations [14,15]. Reported cyberattacks include phishing attempts spreading false information on evacuation plans
[15], malware interfering with the provision of essential supplies [15]; [13], and distributed denial of service (DDoS) attacks slowing
down the ability to receive donations [16,17]. In the case of Ukraine, hackers allegedly linked to the Russian Federation and Belarus
have stolen refugee data and used information on their movements to spread disinformation [15].

The reported cybersecurity incidents in Ukraine and Gaza show that cyberattacks against critical infrastructure and humanitarian
organizations have become an alarming reality of modern conflict. This rising threat is further illustrated by Cloudflare [18], which
reported nearly 325 million daily attacks on civil society groups and nonprofits, marking a 241% increase compared to 2024. These
cases highlight a critical downside of the humanitarian sector's digitalization: while digital tools improve efficiency and coordination,
they also introduce serious vulnerabilities that can compromise the sensitive information of the individuals that humanitarian or-
ganizations aim to protect.

The impact of a cyber incident on a humanitarian organization extends far beyond immediate operational or financial issues,
striking at the essence of humanitarian aid: protecting the most vulnerable [19]. Cyber incidents can disrupt the delivery of life-saving
assistance, expose people to long-term risks, and potentially exacerbate existing humanitarian crises and geopolitical tensions [20,15].
Beyond reducing the effectiveness of aid delivery, these attacks raise concerns about the potential long-term misuse of the exposed
data, including the re-victimization of already at-risk populations [21]. The extensive collection of personal information, especially
through the adoption of new technologies such as biometrics, can be weaponized for targeted violence and persecution [22,23]. In this
context, humanitarian organizations may find themselves at risk of inadvertently contributing to the misuse of this information,
breaking the trust of vulnerable communities, and compromising the ethical foundation of their own work [24]. This increasing
frequency and severity of cyber threats underscore the urgent need to recognize cybersecurity as a core pillar of humanitarian aid
delivery and protection of sensitive data.

Cybersecurity governance experts, both in academia and practice, have explored a range of solutions for effectively preparing for
and responding to cybersecurity incidents. This research encompasses several areas, including technical measures (e.g., [25,26]),
policy recommendations (e.g., [27-30]), training and awareness (e.g., [31-34]) as well as studies on legal and ethical dimensions of
cybersecurity (e.g., [35,36]). Many of these best practices, however, emerge from the private sector and do not fully address the
distinct characteristics and challenges of the humanitarian context [37-40]. Unlike private companies, humanitarian organizations
often operate with limited resources, in insecure or unstable environments, and serve highly vulnerable people [41-44].

Despite the increasing exposure to cyber threats, research on cybersecurity in the humanitarian sector has largely centred on the
benefits of digitalization or the implications of cyber operations under International Humanitarian Law (IHL) (e.g., [45,46]). Many of
the critical perspectives on the potential risks and challenges have emerged in grey literature and the blogosphere rather than in
peer-reviewed academic works [47]. To address this gap, this paper presents a scoping literature review that examines the current state
of knowledge on cyber preparedness, response, and communication strategies in the humanitarian sector.

2. Methodology
2.1. Literature search

This scoping review was conducted according to the Preferred Reporting Items for Systematic Reviews and Meta-analyses extension
for scoping reviews (PRISMA-ScR) [48]. Given the explorative nature of the research, a scoping review was the most appropriate
choice to provide a comprehensive overview of the main sources and evidence available on the topic [49]. Scoping reviews are
recognized as essential in identifying key themes and gaps in the literature [50], making this approach ideal for defining future
research directions for this underexplored topic [51].

We followed a four-step approach to identify eligible literature on cyber threats, digitalization challenges faced by humanitarian
organizations, and cyber strategies: (1) search of electronic databases, (2) search via Google Scholar, (3) backward and forward review,
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Table 2

Sources’ inclusion and exclusion criteria.
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Field Inclusion criteria Exclusion criteria
Organization Humanitarian agencies or organizations delivering humanitarian aid; =~ For-profit organizations; organizations not explicitly mentioning their
focus (DDGOs; NGOs; NPOs explicitly mentioning role in humanitarian aid role in humanitarian aid delivery

Topic focus

Content

Source type

Digitalization of humanitarian efforts, data protection and/or
cybersecurity concerns (possibly) impacting the effective delivery of
humanitarian aid

Currently implemented cybersecurity preparedness, responses,
communication strategies and/or risks related to the digitalization of
humanitarian efforts

Journal (empirical and non-empirical) articles; book chapters; peer-
reviewed articles; policy briefs, conference papers; working papers;
organizational reports; doctoral dissertations

Ontological, epistemological, and ethical perspectives of
digitalization of humanitarian efforts; IHL application and other legal
concerns

Cybersecurity preparedness, responses, and communication strategies
exclusively concerning specific types of new technologies (e.g., UVAs,
blockchain, Al) or related risks; proposed frameworks/models to deal
with the digitalization of humanitarian aid

Editorials; abstract only; blog posts; (research) posters; commentaries

Language English Non-English
Full-text Full text available Full text not available
availability

and (4) contact with corresponding authors.

We conducted the electronic database search between February 2024 and August 2025 using the following databases to access
scientific publications: (a) Web of Science, (b) PubMed, and (c) PsycINFO. We obtained access to the databases through Leiden
University. Table 1 shows the complete list of search terms used, combining keywords to define the concepts of humanitarian aid and
cybersecurity.

Subsequently, we used Google Scholar to expand the research by including grey literature such as working papers, conference
papers, and organizational reports on the topic [52]. We expanded this search in February 2026 with key terms derived from the
database search strategy through the Publish or Perish software (see Supplementary Material file 1 for the full queries). We run ten
different queries, and following common practice in systematic reviews, we retrieved the top 100 relevance-sorted results from each
query [53], yielding a total of 1000 records for screening.

After screening this initial set of records, we performed a backward and forward review of the studies included from the database
and Google Scholar search to identify additional relevant literature. In December 2024, we contacted the corresponding authors of
eligible studies and asked if they knew of other records relevant to the research objectives; 8 of them replied and provided additional
sources. All the records identified through these processes were included in the screening process.

2.2. Eligibility criteria

The inclusion and exclusion criteria applied to each record are presented in Table 2. No temporal restrictions were imposed.

For this review, humanitarian aid was defined as the provision of assistance, relief, and protection to individuals and communities
affected by crises [54,55]. This definition encompasses a broad spectrum of organizations providing humanitarian aid, including those
responding to various types of emergencies (e.g., disasters, conflict, hunger, etc.), offering various types of relief (e.g., medical and
healthcare assistance, education, etc.), and different organizational forms, including (inter)governmental (IGOs), non-governmental
(NGOs), and non-profit organizations (NPOs) explicitly mentioning their role in humanitarian aid delivery.

2.3. Source selection

The screening process consisted of two stages: (1) title/abstract screening and (2) full-text screening. We created a screening tool
for both the title/abstract and full-text screening to standardize the process (see Supplementary Material file 2). Before proceeding
with the screening, we conducted an intercoder reliability (ICR) test to ensure consistency. Two researchers (CA and CDR) inde-
pendently classified 30 randomly selected abstracts according to the screening tool. The level of agreement between the two re-
searchers was calculated using Fleiss' kappa [56]. The ICR revealed a Fleiss' kappa's value of k = 0.789, which corresponds to a
substantial level of agreement between researchers [56]. As such, it was deemed sufficient for the first author to proceed with the full
list of titles, abstracts, and full-text screening.

2.4. Data extraction and synthesis of results

Data were extracted based on (1) author(s); (2) year of publication; (3) type of document (4) organization's characteristics, needs,
and contexts of operation; (5) main threats and vulnerabilities of digitalization to humanitarian aid efforts; (6) existing cyber pre-
paredness, (7) response and (8) communication strategies to deal with cyber incidents (or reported shortcomings thereof); and (9)
recommendations for future cybersecurity efforts and research directions. We summarized the main characteristics of the studies
included in the review in a table, visually indicating the extent to which they address these core topics (see Table 3). A detailed version
of the data extraction sheet is provided in Supplementary Materials file 3.

The findings of the review are structured according to the main elements identified during the data extraction process, which we
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Fig. 1. PRISMA 2020 flow diagram for new systematic reviews which included searches of databases, registers and other sources.

grouped inductively under four key themes: (1) common and emerging cyber threats against humanitarian organizations, (2) chal-
lenges of cyber incidents to humanitarian aid efforts, (3) implemented cybersecurity strategies and key shortcomings, and (4) areas of
improvement and recommendations for future cybersecurity measures. We synthesized the results of surveys investigating the
cybersecurity strategies implemented across the sector in Table 4, reporting compliance with these measures. We also characterized
the key recommendations extracted during the review in Table 5 according to the People-Process-Technology (PPT) model to clarify
the distinct requirements needed to enhance humanitarian organizations' capacity to manage cyber threats (e.g., [57,58]).

2.5. Limitations

Scoping reviews provide a descriptive account of available research, allowing the identification of key themes and gaps in this
underexplored field [49,76,77]. They, however, are at risk of bias arising from the search process and study selection [77]. To reduce
such a risk of bias, we standardized the research as much as possible by following the PRISMA-ScR guidelines and conducting an ICR
before proceeding with the screening and data extraction. Furthermore, scoping reviews do not appraise the quality of evidence
collected [49]. As such, the results of the studies discussed in this review might be limited in validity and generalizability. Such a
limitation stresses the need for more methodological rigor and primary data collection to support stronger, evidence-based results to
verify and refine the studies’ insights. To this end, this review offers a starting point for further investigation, and its findings remain
relevant for guiding future research directions.

3. Results and discussion

The search yielded 1569 records, of which 512 articles retrieved via the database research, 1000 via Google Scholar, five via
backward and forward review, and 50 through contact with corresponding authors. Additionally, the first author received recom-
mendations for two reports through contact with experts. While these reports were not retrieved via the literature search steps, they
were included in the screening process because of their high timeliness and relevance to the research objectives.

Concerning the sources retrieved via the database search, 491 articles were excluded at the title/abstract screening stage. Sub-
sequently, of the 19 studies included in the full-text review, 12 (63%) were deemed ineligible for inclusion based on the established
criteria. Seven studies ultimately met the criteria for inclusion in the review.

Following the database search, we proceeded with screening the studies retrieved via alternative methods. At this stage, 243
duplicates were removed before screening. 767 sources were then excluded at the title/abstract screening stage. Among the 47 reports
included in the full-text review, 4 were not retrieved due to inaccessible full text, and 16 records were excluded due to failure to meet
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Table 3
Included records’ characteristics and data extracted.
# Author(s) Date D?éi;;f] t Organization’s Characteristics Tch};‘;:trs Prepcazzz;ess RSS}]I)?)er:-se Crisis Communication Recorgri?;Zations
1 Al Achkar 2021  Report
2 Arendt-Cassetta et al. 2022 Report
3 Bell & Liu 2023  Academic article
4 Byrmne 2014 Report
S de Bruin & Von Solms 2017  Conference paper
6 CyberPeace Institute 2024  Report
7 Duffield 2013  Working paper
8 Duffield 2016  Academic article
9 Elshani 2023 Report
10 Ermicioi 2020 Doctoral dissertation
11 Ermicioi & Liu 2022  Conference paper
12 Fitz-Gerald & Hennebry 2025  Academic article
13 Gilman 2014  Report
14 Gilman 2014 Report
15  Hayes 2017 Academic article
16 Kalkman 2018  Academic article
17 Le Blond et al. 2018  Academic article
18  Loukas et al. 2013 Academic article
19 Marelli 2020 Academic article
20  Marelli 2022 Academic article
21 Martin et al. 2022  Academic article
22 Meier 2011 Academic article
23 Mierzwa & Scott 2017 Report
24 Parmadi & Ramli 2025  Academic article ® ® ® O O [ )
25  Powazek & Pierson 2024  Report O O . O O .
26 Sacedietal. 2024 Academic article ® ® ® O O [ ]
27  Sandvik 2016  Academic article ® ® ® O O O
28  Sandvik 2023 Book chapter O o [ ) O O O
29  Sandvik et al. 2013 Report
30  Sandvik et al. 2014  Academic article 8 8 8 8 8 :
31 Sandviketal. 2017 Academic article ® [ ) O O O )
32 Vhikai et al. 2024  Academic article O . O O O .
33 Vitaliev 2009 Development brief
34 Willitts-King et al. 2019  Working paper 8 : 8 8 8 8
Note.

. Element is discussed in detail and/or substantiated with empirical examples.
Element is mentioned but no further explanation, details, or empirical examples are provided.
Element is not discussed.

the established inclusion criteria. As a result of these screening processes, 27 studies retrieved via alternative methods were included in
the review. The final synthesis encompassed a total of 34 sources, with 27 records (79%) identified via alternative methods. A complete
overview of the screening stages, including reasons for exclusion, is provided in Fig. 1.

Table 3 presents an overview of the key characteristics of each included study and indicates the extent to which they address the
core topics of this review.

Most of the identified studies addressed the humanitarian sector as a whole and did not focus on any specific organization or region.
One publication was from the International Federation of the Red Cross and Red Crescent Societies (IFRC) and eight studies on the
ICRC, resulting in predominant attention to the International Red Cross and Red Crescent Movement. No trends based on the publi-
cation year were found.

Regarding document characteristics, 17 (50%) were academic articles. The remaining literature included (policy) reports (n = 10),
working papers (n = 2), conference papers (n = 2), one book chapter, one professional development brief, and one doctoral disser-
tation. With respect to methodological approach, 11 sources (32%) employed empirical research designs.

3.1. Common and emerging cyber threats against humanitarian organizations

The literature highlighted how the expansion of humanitarian organizations’ digital reach has resulted in an amplified exposure
and surge in cyber threats [8,19,47,64,72,74,78,79,74]. We categorized these threats into three types: (1) direct and indirect
cyberattacks, (2) the co-option of data for surveillance purposes, and (3) the spread of mis- and disinformation.

Direct and indirect cyberattacks. The literature shows that cyberattacks against humanitarian organizations mainly consist of the
deliberate targeting of humanitarian systems and data (direct attacks) or attacks when humanitarian organizations are not the primary
targets but become indirect victims of attacks directed at partner organizations or critical civilian infrastructure (indirect attacks) [19].
Marelli [71] argues that the latter is especially high in the event of supply chain attacks, where humanitarian organizations may suffer
collateral damage due to their reliance on the same digital supply chains as the primary targets.
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The analysed literature identifies a series of direct attacks against humanitarian organizations. The most common types typically
involve malware infections, social engineering [60], distributed denial-of-service (DDoS) attacks, and website compromises [60,61].
But these are not the only ones. In a survey based on several listservs focused on technology leadership in NPOs, Mierzwa and Scott
[42] revealed that 26 out of 53 respondents had experienced ransomware incidents. In addition, in a survey distributed to 68 NPOs in
San Francisco, Powazek and Pierson [43] revealed phishing attacks as an especially frequent intrusion, affecting 71% of respondents.
These emerging threats align with Arendt-Cassetta et al.’s [19] report, which warned of an increase in direct cyberattacks against
humanitarian organizations.

Co-option of data for surveillance purposes. Humanitarian organizations handle highly sensitive and geopolitically valuable data
[80], making them attractive targets for state actors, armed groups, and criminal organizations [19,41,64,74,65,69,80]. The growing
value of this data has raised significant concerns about what Hayes [78] refers to as ‘aiding surveillance’. Backed by several other
sources, Hayes' study implies that, without due diligence and robust policies, humanitarian data systems can inadvertently facilitate
and support mass and government surveillance [47,72,78,65,69,81,82]. Any form of personal information, whether inherently sen-
sitive or not, can expose individuals to targeting based on ethnicity, religion, medical history, or other vulnerable factors [72].
Especially in times of conflict, a data breach can lead to the exploitation, discrimination, and persecution of at-risk communities [19,
64,65] or particular ethnic groups [72,73]. The collection of biometric data in refugee settings represents a particular risk; as evi-
denced by instances of Rohingya refugees in Bangladesh and Myanmar, and Central African Republic refugees in Congo and Kenya,
host or donor governments can demand that humanitarian organizations share biometric data for cross-matching between national
databases [8,19,82]. This cross-checking with sensitive data may, in turn, lead to dangerous consequences, including the targeting of
entire communities, forced repatriation, or even the creation of so-called ‘kill lists’ [19]. Le Blond et al. [80] also warned that medical
data is especially valuable as it often contains information that armed groups or state actors can exploit to track whether high-profile
targets have been treated or detained.

The military origins of some of the technologies, coupled with the sensitive data collected, may also render humanitarian actors
legitimate targets [66,83]. The increase in cyber warfare and the proliferation of cheap and user-friendly digital tools across less
technologically sophisticated countries make this development especially relevant. The easy access to digital tools has altered the
dynamics of modern conflicts, giving rise to more politically motivated hacking [73], which renders humanitarian actors increasingly
vulnerable to cyberattacks and digital surveillance.

Spread of mis- and disinformation. Sandvik [84] explained that while humanitarians have always been vulnerable to rumors and
propaganda, this risk has been amplified by social media's instant global reach. Humanitarian organizations increasingly rely on social
media platforms such as X and Facebook, where communities and individuals can share valuable and timely information [5,85].
However, while these platforms are easily accessible, they also allow anyone to post critiques of humanitarian organizations' re-
sponses, speculations about perceived affiliations with local armed actors [74,60,84] or other controversial opinions that could reflect
negatively on the organizations [62]. Especially in fragile and conflict-ridden regions, such false information spread about the actions
and intentions of humanitarian actors can have severe consequences. It can damage the organizations' credibility or portray them as
supporters of conflict rather than impartial aid providers [60,84,59]. Social media or other communication tools can be exploited to
spread malicious rumors, incite panic, or disrupt coordination [64,73,67]. For instance, disinformation campaigns in Syria severely
damaged the credibility of the White Helmets by falsely portraying them as al-Qaeda affiliates [19]. Similarly, in the Democratic
Republic of Congo, conspiracy theories spread on social media led to communities attacking Ebola centres [19], endangering hu-
manitarian workers and further complicating the efforts to mitigate the outbreak. These examples showcase how misinformation and
disinformation can jeopardize the work and safety of humanitarian actors, incite panic, and undermine communities' acceptance.

3.2. Challenges of cyber incidents to humanitarian aid efforts

Humanitarian organizations face unique challenges in the cyber domain due to their distinctive needs and operational contexts.
These can be grouped into three key categories: (1) normative and reputational challenges, (2) operational challenges, and (3) re-
sources and capacity challenges.

Normative and reputational challenges. The reputation of humanitarian actors is built on the core principles of neutrality, impar-
tiality, and independence [71,60,80]. Breaching these principles can therefore severely disrupt their reputation, eroding trust and
potentially compromising the effectiveness of aid delivery [41,80,59,75]. Consequently, as stressed by Sandvik et al. [82], these re-
sponsibilities must extend to the digital domain.

The humanitarian principles confer privileges and immunities to humanitarian organizations across countries of operation,
enabling them to carry out their mandate [72,69,84,75]. Humanitarian organizations also commit to the ‘do no harm’ imperative as an
essential and inviolable requirement to ensure their actions do not have adverse impacts or create new risks for individuals and
populations [78,82]. However, Gilman [73] observed that the emergence of cyber warfare, as seen in the crises in Syria and Libya, has
complicated the capacity to uphold neutrality and other core humanitarian principles. These developments in the digital domain thus
raise important normative and reputational challenges for humanitarian organizations.

Operational Challenges. Humanitarian organizations often operate in highly volatile and insecure settings [44,83] and depend on
local conditions and limitations, including unstable connections, infrastructure damage, and problems with power supplies [41,65]. In
such contexts, certain digital and technological choices can increase the vulnerability to cyber threats [66]. For instance, aid bene-
ficiaries may be unable to use technology freely or safely in detention facilities or countries with strict technological controls [80]. In
some cases, these strict controls may even apply to humanitarian workers who, for instance, as noted by Le Blond et al. [80], may be
asked by armed groups to surrender their mobile phones during meetings.
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Humanitarian organizations might also struggle to maintain exclusive control over the information collected [72,79,82]. As
highlighted by several participants from various ICRC operational units interviewed by Le Blond et al. [80], humanitarian work highly
depends on the extensive collection of sensitive information. However, this data often exceeds the capacities for effective management
and storage, and without the proper safeguards, risks being stolen or misused by threat actors [64,72,79,65,82].

Resources and Capacity Challenges. Even with robust strategies in place, a single user error can compromise the entire system. This
requires strong databases and server security, along with comprehensive awareness and training for all staff to prevent cyber incidents
[44,72]. Delivering such training to aid workers, however, often proves difficult due to high costs and poor internet connections [83].
As emphasized by numerous sources, the implementation of information security policies and proper staff training is often constrained
by limited budgets [41,43,44,86,70]. In a survey of NPOs in the DC-Maryland-Virginia area, Ermicioi [41] revealed that donors
frequently give specific requirements when it comes to funding, meaning many organizations do not have the freedom to invest in
cybersecurity. Humanitarian organizations are also frequently understaffed and highly reliant on volunteers, resulting in a lack of
dedicated IT and cybersecurity staff [41,43,60,86]. Small humanitarian organizations are therefore particularly vulnerable to cyber
threats due to the limited resources and smaller staff sizes [19,41,86,70].

3.3. Implemented cybersecurity strategies and key shortcomings

The assessment of current cybersecurity practices within the humanitarian sector has received little attention in scholarly
discourse. Academic research has focused extensively on International Humanitarian Law (IHL) applications in the digital domain, but
has left assessments of practical cybersecurity strategies mostly unaddressed [19,75]. Additionally, the humanitarian sector has
devoted substantial efforts to understanding the symbolic and legal challenges arising from the digitalization of their operations, such
as concerns over “doing no harm” and “digital dignity” [8]. In spite of their importance, Sandvik et al. [60] had warned that this
approach might be insufficient to address the fast-paced cyber developments affecting the humanitarian sector. This claim is reflected
by the findings of this review, which indicate that, despite some progress toward establishing data protection policies and basic
cybersecurity tools, the humanitarian sector seems to remain insufficiently protected against cyber threats. The strategies identified in
the literature, along with the main shortcomings, can be categorized under three key areas: (1) technical policies, (2) organization
structure, staff training, and awareness, and (3) communication strategies.

Technical policies. The humanitarian sector has taken a series of steps towards strengthening cybersecurity policies. In particular,
substantial efforts have been taken to adopt and standardize data protection policies across the sector, with initial efforts seeing the
development of the SPHERE Standards or individual organizations' policies, such as the 2010 International Organization for Migration
(IOM)'s Data Protection Manual [87,88]. These guidelines have consistently been revised to ensure responsible data management
across all phases of humanitarian action [19]. A significant step to promote a responsible approach to technology and data man-
agement came in 2017 with the establishment of the OCHA Centre for Humanitarian Data. Furthermore, in 2021, the United Nations
(UN) launched the first Operational Guidance on Data Responsibility in Humanitarian Action, focusing on the safe and ethical
management of data in operations [89]. Additionally, the ICRC has devoted substantial efforts to designing robust cyber strategies,
including the development of Guidelines on Data Protection [19,74,90] and the establishment of the digital emblem; however, experts
warn that this measure is insufficient to stop ransomware attacks or state-sponsored cyber threats [65].

Although these advancements mark important progress, it is important to recognize that cyber threats are evolving faster than these
measures. Most of these cybersecurity strategies are thus somewhat dated and might not accommodate recent risks. Data volumes in
the humanitarian sector are outgrowing responsible data management and security [19]. Moreover, Sandvik [74] noted that aid
workers often ignore and view several of these organizations' procedures as impractical. This is supported by the findings of a
CyberPeace Institute's [61] survey of 25 Dutch NGOs, which revealed that only 28% of the organizations have fully implemented data
protection policies.

These gaps in policy implementation reflect a broader concern in the humanitarian sector, which, according to various sources, is
also lagging behind in terms of practical strategies to manage cyber threats [69,73,84]. In a study distributed to 53 NPOs and NGOs,
Mierzwa and Scott [42] found that these organizations often employ basic tools to protect their technologies. Commonly implemented
policies include procedures for creating backup copies of data [62,63], ensuring the physical security of sensitive information (e.g.,
locked file cabinets), and policies for the destruction or disposal of sensitive data [80,63]. Nevertheless, these policies often lack
sophisticated encryption or security tools and rely on outdated systems [19,61,65,73]. For example, Sandvik [84] mentioned that
many humanitarian organizations still used Excel spreadsheets to produce data for decision-making purposes. The ICRC appears to be
one of few organizations implementing full-disk encryption in all laptops [80]. A survey conducted by Elshani [63] among 48 NGOs
based in Kosovo also revealed that 50% of these organizations lacked any policies or regulations for managing and mitigating cyber
risks. These results indicate that, despite some advancements in basic cyber capabilities, humanitarian organizations might still be
unprepared to deal with cyber threats.

Organization's structure, staff training, and awareness. The reviewed sources highlight shortcomings in established guidelines,
training, and dedicated information technology (IT) staff across organizations. In a questionnaire distributed to employees of ten aid
organizations in Harare, Vhikai et al. [44] found that many organizations lack robust guidelines or professional standards for the use of
information technologies. These findings are supported by a survey of NPOs and NGOs by Mierzwa and Scott [42], which revealed that
49% of organizations lacked a formal cybersecurity unit. Powazek and Pierson [43] found similar results, with 47% of NPOs in San
Francisco having a designated IT unit, of which 21% with only a single full-time IT staff. Additionally, several records warned that staff
members often lack training and awareness on the nature of cybersecurity threats [41,69,73,66,70]. This concern is reflected by the
findings of surveys mapping currently implemented cybersecurity strategies across organizations delivering humanitarian aid, as
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Table 4
Results of surveys mapping currently implemented cybersecurity strategies (in %).
Element Source
Mierzwa & Scott (2017) (I)NGOs Elshani CyberPeace Institute (2024)* (NGOs in the Powazek
& NPOs, n = 53) (2023) (NGOs in Netherlands, n = 25) & Pierson (2024) (NPOs in San
Kosovo, n = 48) Francisco, n = 68)
Cyber threats
Reported cyberattack 502 17 - 85
Technical policies

Backups - - T -

Cyber insurance coverage - - 28 -
Cybersecurity framework s s - -

Data protection policy - - 28 -
Disaster recovery plan - - e -
Encryption - 11 32 -
Firewalls - - -
Incident response plan - 28 -

Internal audit - 0 - -
Inventory of assets - _ 32 -
Multi-factor authentication

(MFA) - 29 32 84
Password manager - - 28 -
Regular software updates - - - s
Risk assessment procedure - 8 - -

Up-to-date security software ~
(e.g., antivirus)

Virtual private network (VPN)
Staff, training, and awareness

- 23 - -
Designated IT staffiaccess SIS 3
(Phishing) simulations - - ~
0

Training

Low compliance (0% - 33%)
Medium compliance (34% - 66%)
High compliance (above 67%)

Notes: * Percentages (%) correspond to the number of organizations implementing cybersecurity measures. ® Results from the CyberPeace Institute (2024) refer to organizations in full
adoption/compliance with measures.

Table 5

Measures to implement to strengthen cybersecurity (detailed recommendations in Appendix A).
Measure Management Pillar Source(s)

People Process Technology

Community of practice to fight mis/disinformation X [43,44,59]
Countering rumors strategies X [44,60,59]
Transparency X [44,59]
Strong foundational training X [19,42,61,62,63]
Cybersecurity governance structures X X [19,61]
Strengthen partnerships X X [19,64,65]
Routine secure offsite backups X X [42,66,67,68]
Cybersecurity frameworks leveraging X [61,69,70,68]
Risk modelling-based decision-making X [66,67]
Business continuity planning X [42,66,62]
Simulations X [42,66]
Internal reviews X X [66]
Critical information auditing X [66]
Risk-based information classification X [66]
Encryption protocols X [42,71,61,69,65,62,63]
Dedicated VPS/VMs X [61]
Dark Web monitoring X X [61]
MFA and password management X [61]
Incident response plan X X [61]
Behavior research and training X [42,70,63]
Digital safety advocacy X X [63]
Design public education campaigns X X [64]
Threat landscape understanding X [72,73]
Privacy protection guidelines X [72,74,65]
Ethical committees X [72]
Data anonymization and/or aggregation X [72]
“Zero Trust” approach X X X [75]
“Digital humanitarian space” X [75]
Supplier dependencies reduction X [71]
Cybersecurity coverage in insurance policies X [42]
Community-focused approaches X [65]
Risk and vulnerability assessment X X [60]
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shown in Table 4.

Communication strategies. None of the sources analysed provided information on the communication strategies adopted by hu-
manitarian organizations to manage cyber incidents. Given the critical role communication plays during cyber incidents and crises,
particularly in maintaining reputation and trust with key stakeholders, these results highlight an important gap in current research.
This gap underscores the need for greater attention and research into crisis communication within the humanitarian sector.

3.4. Areas of improvement and recommendations for future cybersecurity measures

The sources included in this review outlined various recommendations aimed at strengthening humanitarian organizations’ ability
to prepare for and respond to cyber incidents. We organized these recommendations according to the People-Process-Technology
(PPT) model to clarify the distinct requirements needed to enhance humanitarian organizations' capacity to manage cyber threats
(e.g., [57,58]) (see Table 5).

Even though there is no one-size-fits-all strategy for protecting an organization from cyber threats [66], these measures can
establish a foundation for strengthening cybersecurity in humanitarian organizations. As can be inferred from the majority of “people”
and “process” recommendations, cybersecurity measures must extend beyond technical strategies. Although the humanitarian sector
has focused on strengthening technical policies, a greater attention to the “people” and “process” aspects could offer a more valuable
solution to strengthening cybersecurity in the humanitarian sector, especially given the resource constraints and difficulties in
investing in cybersecurity technologies.

4. Research agenda

This review identified several gaps in the existing research and practice of cybersecurity in humanitarian aid delivery. Sandvik et al.
[60] observed that the humanitarian sector remained insufficiently protected against fast-evolving cyber threats. Despite some
progress in establishing basic cybersecurity measures, our review finds that this concern persists, and we expect this challenge to be
even more pronounced in the context of Al Its rapid development and adoption are likely to amplify existing vulnerabilities, introduce
new risks, and create entirely new challenges for humanitarian operations, highlighting the urgent need for further research [3]. We
are hence presented with an array of avenues for investigation to expand knowledge on this important but currently overlooked topic.
While, given its underexplored nature, there are several opportunities to advance the subject, we find three research directions
especially relevant: (1) crisis communication and reputation management, (2) obstacles in cybersecurity implementation and tailored
strategies, and (3) context-specific cyber response.

A first research avenue should aim to gain knowledge on crisis communication and its effects and limitations for humanitarian
organizations. Despite being significantly overlooked by the existing literature, crisis communication is a key component in (cyber)
crisis management (e.g., [39,91,92]). This is especially true for the humanitarian sector, where losing trust with key stakeholders can
be detrimental to an organization's image as well as its operations. Humanitarian organizations depend on donations to sustain their
missions [93,94]. Furthermore, communities' acceptance is essential to reach individuals in need, without which humanitarian
workers may encounter hostility or obstacles to delivering aid [95,96]. As such, trust and reputation become key enablers of hu-
manitarian operations, making timely and effective communication crucial. How do the stakeholders' perceptions of a humanitarian
organization change following a cyber incident? And how can humanitarian organizations manage reputational risks and rebuild
trust? Future research should map existing internal and external communication strategies and assess whether these are effective in
maintaining and/or restoring reputation after a cyber incident. Studies should also investigate whether existing frameworks, such as
the Situational Crisis Communication Theory (SCCT), can help humanitarian organizations maintain their image during a cyber crisis.
While these models have proven effective in mitigating reputational damage and maintaining stakeholder trust [91,97,98], their
applicability in the context of cyber incidents within humanitarian organizations remains to be explored.

A second promising research avenue is based on the recognition that humanitarian organizations present unique features that
hinder cybersecurity implementation. As discussed in this review, conventional cyber strategies and procedures are often perceived as
costly and impractical by aid workers and, as a result, are not fully adopted. These obstacles in implementing cybersecurity strategies
must be considered when designing strategies for humanitarian organizations. Some studies have already begun developing frame-
works tailored to their features, underscoring this recognition that the humanitarian sector has distinct cybersecurity needs (e.g., [99,
100]). Future research should delve deeper into how the characteristics of humanitarian organizations create distinctive challenges to
the effective implementation of conventional cybersecurity strategies. Such findings would help identify the sector's key needs and
design tailored cybersecurity approaches. For example, one direction identified in this study involves exploring cybersecurity mea-
sures that extend beyond technical strategies [57,101]. Given the difficulties in investing in cybersecurity due to the limited resources,
prioritizing “people” and “process” aspects can offer a more valuable solution to strengthening cyber preparedness and response across
the humanitarian sector. Various studies have suggested that these strategies can be more easily adapted compared to the technological
ones and can hence be better tailored to meet the specific constraints that humanitarian organizations face (e.g., [57,101,102]).
Research in this area offers an opportunity to develop measures that are not only practical but also aligned with the operational and
contextual realities of humanitarian organizations.

Finally, a third research avenue should focus on expanding knowledge of cyber response, with particular attention to specific
organizational features within the sector. Most of the literature tends to focus on the humanitarian sector as a whole, treating it as a
uniform unit of analysis. However, this approach leads to overlooking some of the critical distinctions that may shape how organi-
zations (should) respond to cyber crises. Various factors, such as the type of cyber threats faced, organizational features, and the type of
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Table 6
Key knowledge gaps and research avenues.

Area Relevance and Key Findings Knowledge Gaps Research Avenues

Crisis communication

Crisis communication is a key

No knowledge of crisis communication

Map existing internal and external

and reputation component in (cyber) crisis strategies. communication strategies in
management management. e Unclear how cyber incidents affect humanitarian organizations.
e Losing trust and reputation with key stakeholder trust and reputation in e Evaluate whether these are effective
stakeholders can be detrimental to an humanitarian contexts. in maintaining and/or restoring
organization's image and its operations. reputation after cyber incidents.

Test established frameworks and
models (e.g., SCCT) in these contexts.

Obstacles in Identify key obstacles in

Humanitarian organizations present

Limited understanding of how unique

cybersecurity unique features (e.g., volatile organizational features hinder cybersecurity implementation and
implementation and operational environment, limited cybersecurity implementation. investigate how cyber strategies can
tailored strategies resources, competing mission priorities) e Lack of tailored strategies that take into be adapted to accommodate these
that hinder effective cybersecurity account these obstacles. challenges.
implementation. e Main focus on technical strategies, but e Expand research on people and
e Conventional cyber strategies and less on people and process aspects of process aspects of cybersecurity in
procedures are often seen as costly and/ cybersecurity. humanitarian settings.

or impractical
Main focus on cyber preparedness,

Context-specific cyber Limited knowledge of cyber response Investigate key distinctions that

response leaving cyber response largely strategies. shape how organizations (should)
unexplored. o Studies mainly on large organizations or respond to cyber crises
the humanitarian sector as a whole, e Devote more attention to smaller
overlooking specific characteristics and organizations and local contexts.
leaving smaller organizations o Foster collaboration between
understudied. academia and practitioners through
e No investigations on the key distinctions the creation of safe spaces to share

that shape cyber response, including (a) experiences with cyber incidents.

type of cyber threat (e.g., ransomware,
DDoS), (b) organizational features (e.g.,
size, region of operation), and (c) type of
data collected/compromised (e.g., at-
risk groups, mission data).

data compromised, can impact the required cyber response strategies. Developing robust cyber response measures requires a deeper
understanding of unique organizational structures, operational contexts, and related vulnerabilities. The literature especially high-
lights the importance of devoting further attention to smaller organizations [86,70] and focusing on local contexts with unique
infrastructure, social, and political dynamics [44]. Addressing these gaps requires a closer collaboration between academia and
practitioners. To achieve this, we recommend creating safe spaces for humanitarian organizations to share their experiences with cyber
incidents freely; these platforms would enable researchers to strengthen evidence-based research within the sector. Table 6 provides a
summary of the identified knowledge gaps and research avenues.

These research avenues are not only relevant to cybersecurity concerns in humanitarian operations but also closely linked to the
broader objectives of established disaster risk reduction frameworks. For instance, the Sendai Framework for Disaster Risk Reduction
emphasizes strengthening disaster risk governance, preparedness, and communication [103]. As humanitarian and disaster operations
increasingly depend on digital technologies and data, effectively managing cyber risks becomes essential to achieving these priorities.
Similarly, ISO 22301 provides a structured approach to business continuity planning and incident response that can be enhanced by
incorporating cybersecurity considerations tailored to humanitarian and disaster management contexts [104]. Viewed in line with
these existing frameworks, cybersecurity should be understood as an integral component of disaster risk reduction, thereby ensuring
that organizations can maintain operations even in the event of a cyber incident.

5. Conclusion

As the humanitarian sector goes digital with the promise of increased efficiency and speed in reaching people in need in the wake of
disasters, it gets unavoidably caught in the cyber threat landscape. For organizations whose core mission lies in protecting vulnerable
individuals, any cyber incident compromising the highly sensitive data collected or disrupting humanitarian operations carries
potentially devastating consequences. Given their critical role during emergencies, ensuring humanitarian organizations can effec-
tively prepare for and respond to cyber incidents is crucial to future crisis management efforts.

This scoping review mapped the cyber threats, challenges, and currently implemented cybersecurity strategies across the sector.
The findings revealed serious gaps in both existing research and practice, particularly stemming from the lack of measures addressing
the unique challenges faced by humanitarian organizations. As such, this review stresses the importance of developing solutions
tailored to the distinctive features and needs of the humanitarian sector. To this end, this study provides a base for further investi-
gation, with the key themes, gaps, and research avenues identified guiding immediate focus for this underexplored field.
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Appendix A. Areas of improvement and measures to implement to strengthen cybersecurity

Measure to Implement Management Pillar Source(s)

People  Process  Technology

Build a community of practice to fight mis/disinformation as well as strategic alliances with X [43,44,64,59]
technological firms and social media verification analysts capable of augmenting information and
“(pre)bunking” narratives

Incorporate effective strategies to swiftly and efficiently counter or dispel rumors in the humanitarian X [44,60,59]
toolkit

Enhance transparency X [44,59]

Invest in strong foundational training X [19,42,61,62,

63]

Establish a comprehensive cybersecurity governance structure, including policies and practices on basic X X [19,61]
cyber hygiene, asset inventories, and regular risk assessments

Strengthen partnerships between governments, international organizations, NGOs, local actors, the X X [19,64,65]
private sector, civil society, and academia

Foster resilience through routine secure offsite backups X X [42,66,67,68]

Leverage existing cybersecurity frameworks like the NIST Risk Management Framework (RMF) or the X [61,69,70,68]

ISO (International Organization for Standardization) 22301:2019 or tailored models to enhance the
capability to prepare for and respond to disruptions

Ensure decision-making is driven by realistic risk modeling evaluating the impact of cyber threats from X [66,671]
the likelihood of a disaster to financial losses and casualties

Integrate digital security breaches into business continuity and crisis management plans X [42,66,62]

Conduct simulations to prepare for potential risks such as hostile network penetration or sensitive data X [42,66]
leaks

Conduct internal reviews focused on identifying information that possibly exposes the organization, such X X [66]
as external emails, financial transactions, or travel reservations

Map, audit, and constantly update the critical information mandated to preserve and safeguard X [66]

Develop clear information classification procedures to categorize data systematically based on risks X [66]

(continued on next page)
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(continued)
Measure to Implement Management Pillar Source(s)
People  Process  Technology

Establish security standards and encryption protocols for both hardware and software, as well as regular X [42,71,61,69,
IT system updates 65,62,63]

Establish dedicated Virtual Private Servers or Virtual Machines (VPS/VMs) and cloud-hosted email X [61]
platforms providing better security than shared hosts

Invest in the dark web monitoring to detect leaked credentials X X [61]

Implement MFA for critical systems and use password managers to store password securely X [61]

Develop a formal incident response plan with clear roles and procedures X X [61]

If constrained by funding, rely on less costly solutions based on behavior research and approach focused X [42,70,63]
on educating and training staff

Be more vocal and proactive in advocating for digital safety X X [63]

Design public education campaigns focused on enhancing digital and media literacy X X [64]

Ensure awareness of possible threats before any intervention in the digital sphere X X [72,73]

Develop clear guidelines that integrate privacy protection strategies into all stages of the program cycle, X [72,74,65]
from the project design to data collection, storage and sharing

Establish ethical committees to assess the risks posed to the stored information X [72]

Anonymize and/or aggregate data to safeguard personal information X [72]

Build trustworthy and resilient systems out of untrustworthy components, as proposed by the “Zero X X X [75]
Trust” approach

Develop unique assets such as a “digital humanitarian space” akin to a “sovereign cloud” or a “digital X [75]
embassy”

Reduce strong supplier dependencies X [71]

Add cybersecurity coverage to existing insurance policies X [42]

integrate community-focused approach that includes local people in the development and X [65]
implementation of IoT solutions

Conduct assessments focused on existing vulnerabilities in the critical information infrastructure of the X X [60]

organizations

Data availability
Data will be made available on request.
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