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Russia’s low-level agents: characteristics, roles and 
organisational structure of covert operatives in Europe, 
2022–2025
Bart Schuurman 

Institute of Security and Global Affairs, Leiden University, The Hague, The Netherlands

ABSTRACT  
Since Russia’s full-scale invasion of Ukraine in 2022, the Kremlin has 
increasingly supported its battlefield operations with covert actions 
against Kyiv’s European supporters. Executing many such actions 
are the cheap and plentiful ‘low-level agents’ who provide Russia 
with considerable geographic reach and plausible deniability. 
Using a new dataset of 145 low-level agents, this study combines 
descriptive and inferential statistics with social network analysis 
to explore their demographics, roles, deployment patterns and 
organisational structure. Findings indicate that low-level agents 
are predominantly male, in their mid-thirties, drawn 
disproportionately from Ukrainian, Russian, Moldovan and 
Bulgarian populations and quite frequently reused. Networks 
appear structurally hierarchical and compartmentalised and seem 
designed with plausible deniability in mind. However, 
inconsistent operational security by Russian intelligence officers 
limits Moscow’s ability to claim ignorance. The findings provide 
empirical insights into an ongoing European security threat, 
informing policy responses and further scholarship.
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Introduction

In February 2022, Russia launched its full-scale invasion of Ukraine. Contrary to the Krem
lin’s expectations of a swift victory, Ukraine proved exceptionally resilient (Zabrodskyi 
et al. 2022). After more than four years of war, Russia is little closer to achieving a decisive 
battlefield outcome. Shortly after hopes of a rapid victory collapsed, Moscow intensified 
covert actions intended to deprive Kyiv of vital Western military and economic aid (Dylan 
et al. 2025, Schuurman 2025). As part of these efforts, it increasingly recruited foreign 
nationals as low-level agents, enticing dozens to engage in sabotage, subversion and 
even terrorism in exchange for modest monetary rewards (Walker 2025). Although bat
tlefield victory remains its primary objective, Russia’s covert actions have expanded the 
conflict’s boundaries far beyond Ukraine. As European leaders grow increasingly con
cerned over the security implications of this campaign (Post 2025, Rankin 2025), under
standing and countering it has become a priority.
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Recent studies have provided important insights into the scale and scope of Russia’s 
covert actions against Europe (Bekkers et al. 2024, Watling et al. 2024, Burrows et al. 
2025, Edwards and Seidenstein 2025, Schuurman 2025, Gurcov 2025a, Jones 2025a, Broe
kaert et al. 2026). These assessments suggest that Russia seeks both to reduce European 
support for Ukraine and to undermine Europe politically at the national and European 
Union level. Several trends stand out. First, the number of covert actions rose sharply 
in 2022–2024, before a lull in the first three quarters of 2025, possibly reflecting 
Moscow’s hopes for a favourable negotiated settlement under the second Trump presi
dency (Edwards and Seidenstein 2025). Second, the severity of incidents has escalated, 
with Russian intelligence services increasingly complementing cyber-attacks and 
influence operations with sabotage of critical infrastructure, assassination and even ter
rorist plots targeting civil aviation. Third, the geographical scope of Russia’s covert 
actions has expanded westward, with Germany and France emerging among the three 
most frequently targeted countries (Edwards and Seidenstein 2025, Schuurman 2026). 
Yet, while Russia’s covert actions against Europe are increasingly well understood, far 
less is known about the individuals executing them.

This article analyses Russia’s low-level agents and the networks in which they operate. 
Although not the first study of these operatives (Rekawek et al. 2025, Lanchès and 
Rekawek 2026), it extends the state of the art in three ways. First, descriptive and inferen
tial statistics provide novel insights into low-level agent characteristics and deployment 
patterns. Second, social network analysis illuminates the roles agents occupy, their organ
isational structures and their connections to the intelligence services that command 
them, expanding our understanding beyond who these individuals are to how they 
operate. Third, the publication of an anonymised version of the dataset increases the 
transparency of the results presented here.

Background: covert actions and low-level agents

This study refers to Russia’s campaign of subversion and sabotage against Europe as 
“covert action” (Cormac and Aldrich 2018), foregoing the increasingly ubiquitous 
“hybrid warfare”. Interest in hybrid warfare can be traced to Hoffman’s (2007) argument 
that future conflicts would increasingly see challengers draw on both conventional (e.g. 
combined arms operations) and irregular (e.g. terrorism, insurgency) strategies. At first 
glance, this aptly describes Russia’s ongoing attempt to bolster its conventional battlefi
eld efforts against Ukraine with covert actions designed to reduce European (military) 
support for Kyiv. However, critics argue that the hybrid label overstates the novelty of 
such operations, the degree to which they are a distinctly Russian practice, and risks 
becoming a catch-all phrase for what is in reality a diverse set of foreign policy tools 
(Renz 2018, Stoker and Whiteside 2020, Libiseller 2023, Bergaust and Sellevåg 2024).

Consequently, this article instead uses the more common term “covert actions” to 
describe the operations that Russia has deployed against Europe. Cormac and Aldrich 
(2018, p. 477) define covert action as “plausibly deniable intervention in the affairs of 
others”. This offers a straightforward concept that encompasses the broad range of activi
ties in which Russian low-level agents have engaged, including disinformation operations, 
sabotage, intelligence gathering and terrorism. Covert actions are intentionally ambigu
ous, designed with plausible deniability in mind (Mumford and Carlucci 2023). Their 
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attraction for states like Russia is that they enable an aggressive foreign policy with a 
reduced risk of retaliation. The defender is put in the difficult position of either acceding 
to a series of cumulatively damaging incidents or risking escalation with a nuclear power 
over actions that the aggressor will claim to have no knowledge of (Azad et al. 2023).

The novelty of Russia’s current use of covert actions lies more in their scale than in their 
form (Galeotti 2016, Renz 2018, Stoker and Whiteside 2020). Russia’s intelligence services 
have been using disinformation campaigns and covert activities against Ukraine for years 
before the 2022 invasion (Pupcenoks et al. 2024, Riehle 2024a), and have not shied away 
from targeting Western countries before then either (McCombie et al. 2020). Nor were 
such operations bloodless, as underlined by assassinations of so-called “enemies of the 
state” abroad (Gioe et al. 2019). During the Cold War, the USSR relied extensively on 
“active measures” to influence and subvert Western societies, as well as on “special 
actions” focused on the physical domain, such as sabotage (Riehle 2025). Russia and 
the USSR’s use of covert actions reflects a well-established culture of conspiracy and 
fear of subversion, in which such instruments are seen as perfectly acceptable responses 
to perceived long-standing Western attempts to undermine the Kremlin (Galeotti 2019).

Under President Vladimir Putin, covert actions have been incorporated in a foreign 
policy focused on reversing Russia’s post-Soviet decline and restoring its great-power 
status (Stent 2025). But in carrying out such operations, the Kremlin encountered signifi
cant difficulties shortly after the 2022 invasion of Ukraine. To protest this unprovoked act 
of aggression, European countries expelled hundreds of Russian diplomats, many of them 
intelligence officers (Riehle 2024b). With their ability to rely on trained professionals com
promised, Russia’s intelligence services, principally its military intelligence (GU) and 
Federal Security Service (FSB), increasingly utilised low-level agents (Rekawek et al. 
2025, Schwirtz and Goldman 2026). Using anonymous platforms like Telegram and (gen
erally) modest financial incentives, Russian services tapped into a surprisingly large pool 
of potential recruits (Nyzio 2025). Untrained but plentiful, easily replaced upon arrest and 
usually lacking concrete ties to the Kremlin apart from messages from anonymous 
accounts, these agents have proven to be a vital component of Russia’s covert actions 
against Europe (Huppertz et al. 2024, Braw 2025, Yaffa 2026).

Like the use of covert actions, relying on proxies to carry out such activities is neither 
new nor specifically Russian. Ukraine actively engages in similar operations against Russia 
(Gurcov 2025b) and Western intelligence services also have a rich history of both covert 
operations abroad and the recruitment of foreign agents (Daugherty 2007, Johnson 
2010). Russia, too, has utilised such low-level agents for decades, deploying them along
side other non-state actors in furtherance of its foreign policy goals (Volāns et al. 2025). 
Furthermore, the contemporary online recruitment of individuals willing to risk significant 
sentences for what are usually modest sums reflects a broader “gig economy” pattern also 
visible in organised crime (Richterova et al. 2024, EUROPOL 2025, Redlowska et al. 2026). 
What distinguishes the present moment is the scale at which these proxies are being 
deployed and the increasingly dangerous activities they are tasked with (Rekawek et al. 
2025, Lanchès and Rekawek 2026).

This development is reflected clearly in both the variety and seriousness of the oper
ations assigned to low-level agents. At one end of the spectrum are influence operations 
intended to promote pro-Kremlin narratives or weaken public support for continued 
assistance to Ukraine. These have included spraying pro-Russian graffiti (Springe and 
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Roonemaa 2024), symbolic acts such as leaving coffins near the Eiffel Tower to warn 
against deeper French involvement in the war (Reynaud et al. 2024), and an attempt to 
discredit the German Green Party ahead of the 2025 elections by vandalising cars with 
expanding foam and making it appear that Green Party supporters were responsible (Leh
berger et al. 2025). At the other end are more kinetic operations aimed at intimidation, 
disruption or destruction. Arson attacks are common, including those that reduced 
Warsaw’s Marywilska shopping mall and an IKEA store in Vilnius to ashes (Whitehead 
2025). Sabotage is also frequent, with targets ranging from European companies supply
ing equipment to Ukraine’s armed forces to the Polish railway system (Miller et al. 2023, 
Biržietis 2026).

Perhaps most worryingly, low-level agents have also been directed to carry out acts of 
terrorism against civil aviation. In the summer of 2024, a multinational network of low-level 
agents succeeded in placing highly flammable incendiary devices on DHL flights. Disaster 
appears to have been averted only because delays prevented in-flight ignition (Yaffa 2026). 
In 2025, authorities claimed to have thwarted two similar plots (Cole 2025, Florkiewicz 
2025). Taken together, these examples show that low-level agents are not confined to a 
single operational niche, but are deployed across a broad spectrum of covert actions. 
With no end in sight to the war in Ukraine, and thus to Russia’s covert actions against 
Europe, gaining a better understanding of who these low-level agents are and how they 
are organised is of significant societal as well as academic relevance.

Methodology

Key terms

Low-level agents are defined as individuals who are recruited to carry out tasks in support 
of covert actions against European states by Russia’s intelligence services, but who are not 
formally employed by these agencies. The term applies to individuals of any nationality, 
including Russian, and covers those who carried out these roles knowing who they were 
ultimately working for, as well as those who did not, either through indifference or ignor
ance (e.g. individuals duped into working for Russian intelligence services). These agents 
are considered “low-level” because they lack formal ties to agencies like the FSB and GU, 
do not represent an investment in training, and pose a limited liability regarding the infor
mation they possess. As a result, many are used as cheap resources that are easily 
replaced upon arrest by new recruits (Huppertz et al. 2024, Nyzio 2025, Walker 2025). 
However, this does not mean that there are no differences in role or hierarchy among 

Table 1. Low-level agent roles.
Russian intelligence service personnel

Command Overall GU / FSB leadership. Sets broad objectives.
Operations manager GU / FSB officers who direct specific operation(s). 

Low-level agents

Handler Directly oversees particular operations, tasking subordinates.
Intermediary Relays orders, recruits agents and helps coordinate execution.
Agent-recruiter An agent who has also recruited others.
Agent Carries out operations.
Unknown Role unclear.
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these agents. Through an inductive approach to data collection (outlined below), six cat
egories of agents and their intelligence service taskmasters were identified (Table 1).

The top tier is the “command” echelon, representing the leadership of the GU and FSB. 
Investigative reporting, as well as an assessment by the French intelligence service DGSI 
(Suc 2025), suggests that below this command layer, less senior intelligence officers 
assume responsibility for organising specific covert actions (Dossier Center 2025, Pan
cevski 2025, Renault 2025, Jones 2025a). These officers, who may be responsible for 
several such operations simultaneously, are referred to here as “operations managers”. 
In most cases, these operations managers remained nameless, either through the use 
of intermediaries to pass along instructions or by relying on anonymous accounts on mes
saging services like Telegram (Chowdhury 2025, Dossier Center 2025, Sauer and Walker 
2025). No data were collected on Russian intelligence officers, other than that which 
could be used to establish how they were connected to low-level agents.

Four categories of low-level agents were identified. The “handlers” are tasked by GU or 
FSB operations managers (sometimes directly, sometimes through intermediaries) to 
handle the day-to-day business of carrying out covert actions, such as recruiting and 
tasking subordinates (Bolton 2024). Next are “intermediaries”, individuals who may take 
some part in agent recruitment or coordination of operations, but who appear primarily 
to relay orders, increasing the plausible deniability of the intelligence officers ultimately 
responsible (Epner et al. 2024). At the “sharp end” are the “agent” and “agent-recruiter” 
roles. Agents carry out the actions themselves, such as spray-painting propaganda 
(Springe and Roonemaa 2024) or engaging in arson (Chowdhury 2025). Agent-recruiters 
act similarly, while also playing a role in recruiting other agents and bringing them to their 
handler’s attention, such as the approximately fifty that one agent-recruiter allegedly pro
cured in a Polish case (Rodak 2024). In some cases, this appears to give agent-recruiters a 
slightly more senior position.

Data collection procedure

Given the limited amount of prior empirical research on Russia’s low-level agents active in 
Europe since 2022, this study takes an exploratory and inductive approach. Rather than 
testing formal hypotheses, it seeks to identify patterns in systematically collected data 
on convicted and suspected low-level agents. Codebook development was done itera
tively by analysing a case to identify variables suitable for data collection, applying it to 
another case to assess whether further variables could be identified and repeating this 
until no new variables emerged. Variables were selected to capture information on socio
demographic background, potential motives and operational details.

Case selection departs from the overview of Russian covert actions against Europe con
structed by Schuurman (2026). Operations were identified in which the use of low-level 
agents was either suspected or confirmed through conviction in court. The most recent 
action to be included for analysis concerned agents active in September 2025. Search 
terms related to these cases and the individuals identified as potential low-level agents 
were then entered into Google, as well as used to search the leading newspapers of the 
countries in question. Wherever possible, multiple sources were consulted, and data collec
tion continued until no new information was encountered. The codebook and an anon
ymised copy of the dataset are available online (see data availability statement).
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Inclusion and exclusion

This study focuses solely on low-level agents involved in covert actions against Europe 
related to the 2022 Russian invasion of Ukraine. Cases of espionage are excluded from 
analysis, except when undertaken in support of, or preparation for, covert operations 
such as sabotage. This also led to the exclusion of acts of violence or intimidation 
against members of Russia’s political opposition in Europe. Although low-level agents 
appear to have been used in at least one such incident (McGowan 2024), this is a 
pattern of behaviour that predates Russia’s invasion of Ukraine (Gel’man 2020). Neither 
are operations against Ukraine included.

Reflecting the dataset from which the majority of cases were identified (Schuurman 
2026), this study takes a conservative approach to which incidents can be classified as 
Russian covert actions with any degree of confidence. With dozens of incidents in 
which the Kremlin’s hand is plausible yet not substantiated left out, the total number of 
agents discussed in this study is lower than its potential maximum, but the results 
should be correspondingly more reliable. Finally, only individuals who verifiably had a 
role in covert actions are included. For instance, in the previously mentioned 
example of an agent recruiting some fifty others (Rodak 2024), those fifty could not be 
linked to particular incidents, leading to them being omitted from analysis. Similarly, 
when press releases describe numerous people arrested for suspected involvement in a 
particular plot, only those individuals on whom specific information is available are 
included.

Sources

This study, and the dataset through which the majority of cases were identified, is based 
exclusively on open-source material. This consisted primarily of journalistic sources, such 
as local and national newspapers, as well as online investigative platforms like VSquare 
and Dossier Center. Any sources not in English, Dutch or German were translated using 
Google Translate or OpenAI’s ChatGPT-5. Whenever possible, media reporting was sup
plemented with official statements by intelligence services, public prosecutors or govern
ment leaders.

Statistical analyses

Descriptive and inferential statistics were used to analyse the dataset. Missing data posed 
a challenge here, as they do in empirical research on political violence more broadly 
(Safer-Lichtenstein et al. 2017). Variables with > 20% missing data were excluded from 
reporting and inferential analysis. Although higher than the conventional 5% threshold 
(Madley-Dowd et al. 2019), this figure reflects the difficulty of data collection on 
ongoing covert actions, in which publicly available information is notably scarce and 
no practical or ethics-compliant ways of complementing open-source data are readily 
apparent. Listwise deletion removed missing data points when analysing the findings. 
Analyses were carried out using Microsoft Excel and IBM SPSS (version 30). A full overview 
of the statistical analyses, including non-significant findings, is available as an online 
supplement.
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Social network analysis

Social network analysis visually and quantitatively maps the roles and relationships of 
individuals within a network, clarifying its structure, how its members are connected 
and how information or influence flows among them (Perliger and Pedahzur 2011, Veil
leux-Lepage and Archambault 2019). In this study, the nodes of the network represent 
the low-level agents and the FSB or GU officers ultimately responsible for their deploy
ment. The relational ties between these individuals are “edges”, represented as lines. 
Some are “directed”, indicating the passing of instructions from one individual to 
another in a lower position of (in)formal authority, such as a handler directing agents. 
Undirected ties represent cooperative relations between agents, such as collaboration 
in the execution of a task. In mapping Russia’s low-level agent network, all ties represent 
operational rather than social ones. This means that individuals who know each other 
socially may not appear as connected, unless they interact in the context of an operation.

Alongside a visual network representation, several network centrality measures were 
calculated to quantify the importance and roles of the various nodes. Cytoscape 3.10.4 
(Shannon et al. 2003) was used to create the graphs shown in Figures 1 and 2 and to 
conduct the quantitative network analysis, with the CytoNCA plugin used specifically to 
calculate eigenvector centrality values (Tang et al. 2015). Network data were exported 
and processed in Microsoft Excel. Network analysis was limited to the largest cluster of 
connected nodes, as inclusion of the various disconnected sub-networks would have 
skewed the centrality metrics, obscuring the network’s overall structure (Borgatti et al. 
2018). An anonymised version of the complete network is available as an online 
supplement.

Analytical assumptions

The social network analysis rests on several assumptions. First, low-level agent networks 
can be meaningfully analysed, even though data limitations mean that some nodes and 
ties will remain unobserved. Second, because of this information paucity, all ties are 

Figure 1. Russia’s low-level agent networks in Europe, confirmed and inferred data.
Notes: Arrows indicate directional relationship, dashed lines a collaborative one. Made with Cytoscape’s “yFiles Hierarchic 
Layout”, manually adjusted for greater clarity.
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assumed to be equal in strength, even if in reality there are likely to be important differ
ences in the frequency or intensity of these connections. Most importantly, the analysis 
assumes that the organisational structure revealed by investigative reporting (Dossier 
Center 2025, Pancevski 2025, Renault 2025, Jones 2025a) and a DGSI assessment (Suc 
2025), in which GU leadership directs mid-level intelligence officers who, in turn, run 
low-level agents, can be taken as a general model for Russia’s covert actions, including 
those attributed to the FSB. If it is unclear whether operational control was assumed 
directly by an intelligence officer or indirectly through a low-level agent in the role of 
handler or intermediary, the connecting node is categorised as having an “unknown” role.

The assumption that the FSB and GU deploy low-level agents in a similar fashion 
should not obscure the important differences between these organisations. In the 
context of Russia’s war against Ukraine, the FSB appears to have played a leading role 
in intelligence gathering, agent handling, influence operations and occupation-related 
planning inside Ukraine. By contrast, the GU has been the Russian service most often 
linked to sabotage and disruption missions in Europe (Watling 2022, Riehle 2024a). 
That said, the division is not absolute. While most of the low-level agent networks 
studied here appear to have been deployed by the GU, the FSB has also conducted 
covert operations against Europe (e.g. Diehl et al. 2025). In short, while the GU and FSB 
are distinct organisations, they are generally mentioned alongside each other here 
because both have been directing low-level agents in covert actions against Europe.

Ethics and data management

Collection of individual-level data poses potential risks to the privacy and safety of the 
persons involved, requiring careful attention to ethical standards and data protection 
guidelines. No less so in this particular study, which describes a contemporary and con
troversial phenomenon, involving dozens of people of whom at least some are likely to 
be acquitted of allegations of serving Russian interests. Consequently, this study obtained 
ethics approval from Leiden University’s Faculty of Governance and Global Affairs Ethics 
Committee.1 A data management plan was implemented, and a data protection impact 

Figure 2. Russia’s low-level agent networks in Europe, confirmed nodes & edges only.
Notes: Arrows indicate directional relationship, dashed lines a collaborative one. Made with Cytoscape’s “yFiles Hierarchic 
Layout”, manually adjusted for greater clarity.
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assessment (DPIA) was conducted. Both were approved by a data protection officer at 
Leiden University. To ensure compliance with ethical and data-protection guidelines, all 
individuals studied have been anonymised. Only aggregate-level results will be pre
sented, rather than case studies of particular individuals. For the visual representation 
of the social network analysis, all names have been replaced with anonymous identifiers.

Results

Sources of bias

Due to data limitations, only 15 of the dataset’s 35 variables have ≤ 20% missing data. 
Even at this higher threshold, information scarcity is a notable issue. Moreover, data 
are missing not at random (MNAR) due to several biases affecting data availability. 
First, high-profile cases, such as the 2024 plot targeting DHL planes with incendiary 
parcels (Weiss et al. 2025), received far greater coverage than smaller incidents, resulting 
in more information being available on individuals involved in the former. Second, some 
countries impose tighter restrictions on reporting about suspects than others, which leads 
to uneven coverage. Third, the reliance on open sources likely leaves numerous cases cur
rently unseen, known only to law enforcement and intelligence agencies and introduces a 
bias towards detected or failed plots.2 This matters for mapping agent characteristics, as 
many of those who have been arrested appear to have had little in the way of training or 
equipment relevant for carrying out covert actions (Edwards and Seidenstein 2025). The 
corollary is that those agents still at large may possess a more advanced skillset and thus 
present a qualitatively different cohort. These issues keep the results presented here 
firmly at the exploratory level.

Descriptive statistics

Table 2 shows that most low-level agents occupy “front-line” roles as “agents” or “agent- 
recruiters”, suggesting a hierarchical structure in which a relatively small number of the 
more senior “handlers” oversee a larger group of operatives. Regardless of role, low- 
level agents are overwhelmingly male (91.7%). With an average year of birth of 1991, 
recruitment of low-level agents does not appear to target very young people specifically. 
Some 28 nationalities (including dual citizenships) were encountered, with Ukrainians, 
Moldovans and Russians being the most common. When Russian and dual-Russian citi
zens are combined, they constitute the second-largest group in the dataset. Although 
most low-level agents are non-Russians, the Kremlin does not shy away from using its 
own (dual) citizens in these roles. Notable is the presence of low-level agents from Colom
bia, Cuba, Morocco and Algeria, indicating recruitment occurs beyond Europe’s borders as 
well. At 40.7%, a large portion of low-level agents are immigrants, suggesting diaspora 
communities may be particularly vulnerable to recruitment. Table 2 also offers insight 
into recruitment patterns: 16.7% of handlers made use of right-wing extremists, 
showing that extremist milieus are occasionally leveraged to support Russian foreign 
policy objectives.

Table 3 shows that Russia’s low-level agents resided in 18 countries at the time of their 
operational involvement, most notably Poland (17.2%), Russia (11.0%), the United 
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Kingdom, Germany and Estonia (9.0% each). At 27.6%, just over a quarter of low-level 
agents were active in two or more countries. Moreover, 35.2% were involved in multiple 
operations, in 11.7% of cases as many as three or four.

Inferential statistics

Although this study is exploratory rather than focused on hypothesis-testing, inferential 
statistics can help identify robust relationships between variables, thereby deepening 

Table 2. Descriptive statistics of Russia’s low-level agents active in Europe, 2022–2025.

Role distribution

Overall 
sample Agent

Agent- 
recruiter Intermediary Handler Missing data

145 100% 93 64.1% 13 9.0% 15 10.3% 24 16.6% 0.0%

Variable
Gender 0.7%

Male 133 91.7% 84 90.3% 12 92.3% 15 100% 22 91.7%
Female 11 7.6% 9 9.7% 1 7.7% 0 0% 1 4.2%
Unknown 1 0.7% 0 0.0% 0 0.0% 0 0% 1 4.2%

Year of birth (average) 1991 1993 1995 1976 1990 18.6%
Nationalitya 6.2%

Ukraine 28 19.3% 20 21.5% 4 30.8% 1 6.7% 3 12.5%
Moldova 15 10.3% 12 12.9% 0 0.0% 1 6.7% 2 8.3%
Russia 15 10.3% 5 5.4% 2 15.4% 4 26.7% 4 16.7%
Bulgaria 11 7.6% 5 5.4% 2 15.4% 1 6.7% 3 12.5%
Estonia 8 5.5% 2 2.2% 0 0.0% 5 33.3% 1 4.2%
Latvia 7 4.8% 3 3.2% 0 0.0% 2 13.3% 2 8.3%
Belarus 7 4.8% 7 7.5% 0 0.0% 0 0.0% 0 0.0%
U.K. 6 4.1% 3 3.2% 1 7.7% 0 0.0% 2 8.3%
Serbia 5 3.4% 4 4.3% 0 0.0% 0 0.0% 1 4.2%
Netherlands 4 2.8% 3 3.2% 1 7.7% 0 0.0% 0 0.0%
Colombia 4 2.8% 3 3.2% 0 0.0% 0 0.0% 1 4.2%
Poland 3 2.1% 3 3.2% 0 0.0% 0 0.0% 0 0.0%
German-Russian 3 2.1% 2 2.2% 1 7.7% 0 0.0% 0 0.0%
Estonian-Russian 3 2.1% 3 3.2% 0 0.0% 0 0.0% 0 0.0%
Lithuania 2 1.4% 1 1.1% 1 7.7% 0 0.0% 0 0.0%
Germany 2 1.4% 2 2.2% 0 0.0% 0 0.0% 0 0.0%
Cuba 2 1.4% 1 1.1% 0 0.0% 0 0.0% 1 4.2%
Romania 1 0.7% 1 1.1% 0 0.0% 0 0.0% 0 0.0%
Austria 1 0.7% 0 0.0% 0 0.0% 1 6.7% 0 0.0%
Algeria 1 0.7% 0 0.0% 0 0.0% 0 0.0% 1 4.2%
Morocco 1 0.7% 1 1.1% 0 0.0% 0 0.0% 0 0.0%
Ukrainian-Russian 1 0.7% 1 1.1% 0 0.0% 0 0.0% 0 0.0%
Spain 1 0.7% 1 1.1% 0 0.0% 0 0.0% 0 0.0%
French-Russian 1 0.7% 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Bosnia 1 0.7% 1 1.1% 0 0.0% 0 0.0% 1 4.2%
Cuban-Russian 1 0.7% 0 0.0% 0 0.0% 0 0.0% 1 4.2%
Cuban-Spanish 1 0.7% 1 1.1% 0 0.0% 0 0.0% 0 0.0%
Spanish-Colombian 1 0.7% 1 1.1% 0 0.0% 0 0.0% 0 0.0%
Unknown 9 6.2% 7 7.5% 1 7.7% 0 0.0% 1 4.2%
Ru-dualb 9 6.2% 6 6.5% 1 7.7% 0 0.0% 0 0.0%
Ru-totalc 24 16.6% 11 11.8% 3 30.0% 4 26.7% 3 16.7%

Immigrant 59 40.7% 35 37.6% 8 61.5% 5 33.3% 11 45.8% 13.1%
Recruited extremistsd 4 7.7% N/A 0 0.0% 0 0.0% 4 16.7% 15.4%

Notes: N = 145. Columns provide counts and percentages of totals. Percentages in the role columns are calculated by 
dividing by role sub-totals. Averages calculated using listwise deletion. 

aOrganised by largest to smallest based on the distribution of nationality in the overall sample. 
bSub-total of individuals with some form of Russian dual-citizenship. 
cSub-total of individuals with either full Russian citizenship or dual Russian citizenship. 
dAs “agents” do not recruit, percentages calculated over the sample without “agents”, n = 52. Only right-wing extremists 

were recruited.
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our understanding of Russia’s low-level agents. Two statistically significant associations 
emerged, which are discussed below.

Year of birth and agent roles
Does age factor into which roles low-level agents are assigned? A univariate multino
mial logistic regression showed that year of birth is significantly associated with agent 
role. In other words, including year of birth improved the model’s ability to distinguish 
between roles compared to a model without that variable, X2 (3, N = 116) = 17.89, 

Table 3. Low-level agents’ countries of residence and operational details.

Role distribution

Overall 
sample Agent

Agent- 
recruiter Intermediary Handler Missing data

145 100% 93 64.1% 13 9.0% 15 10.3% 24 16.6% 0.0%

Country of residencea 11.0%
Poland 25 17.2% 20 21.5 4 30.8% 1 6.7% 0 0.0%
Russia 15 10.3% 3 3.2% 0 0.0% 5 33.3% 7 29.2%
U.K. 13 9.0% 6 6.5% 3 23.1% 1 6.7% 0 0.0%
Germany 13 9.0% 12 12.9% 1 7.7% 0 0.0% 3 12.5%
Estonia 13 9.0% 6 6.5% 1 7.7% 6 40.0% 0 0.0%
Moldova 12 8.3% 10 10.8% 0 0.0% 0 0.0% 2 8.3%
Latvia 8 5.5% 4 4.3% 0 0.0% 2 13.3% 2 8.3%
Netherlands 5 3.4% 4 4.3% 1 7.7% 0 0.0% 0 0.0%
Bulgaria 4 2.8% 2 2.2% 1 7.7% 0 0.0% 1 4.2%
Serbia 4 2.8% 3 3.2% 0 0.0% 0 0.0% 1 4.2%
Lithuania 3 2.1% 3 3.2% 0 0.0% 0 0.0% 0 0.0%
Colombia 3 2.1% 3 3.2% 0 0.0% 0 0.0% 0 0.0%
Spain 3 2.1% 2 2.2% 0 0.0% 0 0.0% 1 4.2%
France 3 2.1% 1 1.1% 0 0.0% 0 0.0% 2 8.3%
Ukraine 2 1.4% 1 1.1% 1 7.7% 0 0.0% 0 0.0%
Croatia 1 0.7% 0 0.0% 0 0.0% 0 0.0% 1 4.2%
Azerbaijan 1 0.7% 0 0.0% 0 0.0% 0 0.0% 1 4.2%
Switzerland 1 0.7% 0 0.0% 0 0.0% 0 0.0% 1 4.2%
Unknown 16 11.0% 13 14.0% 1 7.7% 0 0.0% 2 8.3%

Number of countries in which agents operated 2.8%
One 101 69.7% 67 72.0% 11 84.6% 9 60.0% 14 58.3%
Two 20 13.8% 12 12.9% 1 7.7% 4 26.7% 3 12.5%
Three 5 3.4% 1 1.1% 0 0.0% 0 0.0% 4 16.7%
Four 8 5.5% 7 7.5% 0 0.0% 0 0.0% 1 4.2%
Five 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Six 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Seven 7 4.8% 3 3.2% 1 7.7% 2 13.3% 1 4.2%
Unknown 4 2.8% 3 3.2% 0 0.0% 0 0.0% 1 4.2%

Involved in multiple covert actions? 2.1%
Yes 51 35.2% 26 28.0% 7 53.8% 7 46.7% 11 45.8%
No 91 62.8% 64 68.8% 6 46.2% 8 53.3% 13 54.2%
Unknown 3 2.1% 3 3.2% 0 0.0% 0 0.0% 0 0.0%

Number of operations per agent 4.1%
One 89 61.4% 63 67.7% 6 46.2% 8 53.3% 12 50.0%
Two 33 22.8% 12 12.9% 7 53.8% 7 46.7% 7 29.2%
Three 5 3.4% 5 5.4% 0 0.0% 0 0.0% 0 0.0%
Four 12 8.3% 7 7.5% 0 0.0% 0 0.0% 5 20.8%
Unknown 6 4.1% 6 6.5% 0 0.0% 0 0.0% 0 0.0%

Notes: N = 145. Columns provide counts and percentages of totals. Percentages in the role columns are calculated by 
dividing by role sub-totals. 

aOrganised by largest to smallest based on the distribution of country of residence in the overall sample.
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p < .001. With a Nagelkerke R2 of .163, year of birth explained a small share of the var
iance in low-level agent roles. Using the “agent” role as the baseline category, par
ameter estimates showed that the relationship is driven by intermediaries, who were 
significantly older than agents, B = −.096, SE = 0.026, p < .001. The odds ratio of 0.909 
(95% CI [0.863, 0.957]) indicated that, for each one-year increase in year of birth, the 
odds of being in the “intermediary” role rather than the “agent” role decreased by 
approximately 9.1%. No other age-based contrasts between roles reached statistical 
significance.

Nationality
Are some nationalities overrepresented among Russia’s low-level agents? A chi-square 
goodness-of-fit test compared the sample’s observed nationality distribution to a baseline 
in which low-level agents were assumed to be equally distributed across all encountered 
nationalities. Russian and dual-Russian citizens were grouped to account for their linguis
tic and cultural similarities and potentially greater vulnerability to recruitment that comes 
with Russian citizenship. The test showed that the observed distribution differed signifi
cantly from this uniform baseline, X2 (22, N = 136) = 197.43, p < .001. With a Cohen’s w of 
1.20, the effect size is very large (Cohen 1988). Standardised residuals (SR) indicate that 
the deviation is driven primarily by the overrepresentation of Ukrainians (SR = 9.08), 
Russian and dual-Russian citizens (SR = 7.44) and to a lesser extent by Moldovans (SR =  
3.74) and Bulgarians (SR = 2.09).

Anecdotal evidence

Variables with more than 20% missing data are not formally reported or analysed. 
Nevertheless, some suggest interesting avenues for future research and are, therefore, 
tentatively described here. In terms of motivation, findings indicate monetary compen
sation was important to many low-level agents (49.7%), although ideological affinity 
(13.8%), and being used as unwitting assets (6.2%) should not be ruled out (categories 
are not mutually exclusive). At 31.7%, a sizeable minority appeared aware of who they 
were working for. With at least 40.0% identified as Russian speakers, recruitment may 
prioritise individuals with whom intelligence officers can communicate in their native 
language. Although most low-level agents communicated using the Telegram social 
media and instant messaging application (50.3%), interpersonal contacts (also) 
played a role in at least 24.1% of cases. Moreover, digital communication is not 
limited to Telegram, but also (sometimes simultaneously) includes WhatsApp (4.8%), 
phone conversations (4.8%), TikTok (4.1%), Facebook (4.1%), Zengi (2.1%), Viber 
(2.1%) and Signal (0.7%). Finally, at least 25.5% of low-level agents have criminal 
antecedents.

Social network analysis

Figure 1 shows the low-level agent network in its entirety, including empirically substan
tiated as well as inferred nodes and edges. It extrapolates from the few instances in which 
connections between Russian intelligence officers and low-level agents have been 
verified, treating these as indicative of the broader network structure (Dossier Center 
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2025). Specifically, Figure 1 ties agent sub-networks to the GU or FSB in cases where such 
a connection is plausible though not confirmed. Figure 2 contains only empirically sup
ported nodes and edges. As such, Figure 1 shows the network in its most complete 
but also more speculative form, whereas Figure 2 offers a more conservative and strictly 
empirically-grounded view.

In terms of overall network structure, both iterations reveal four shared character
istics. First, low-level agents appear to be organised into stratified, distinct subnetworks 
with few lateral connections (N16 is an important exception). Second, both network 
iterations convey a clear hierarchical structure. Operational directives appear to orig
inate within the FSB and GU command echelons, and lower-ranking intelligence 
officers then assume operational responsibility, creating low-level agent sub-networks 
to carry out specific tasks. Third, both graphs contain numerous sub-networks not con
nected to an intelligence agency, and various nodes with an “unknown” role. This 
reflects the challenge of attributing operations to specific Russian intelligence services 
and verifying whether sub-networks were tasked by another proxy or directly by an 
intelligence officer. Both issues point to deliberate efforts to run these operations in 
a covert and deniable fashion. Curiously, however, the fourth observation is that oper
ational security measures appear not to be uniformly applied, as there is notable vari
ation in the number of nodes between intelligence officers and low-level agents. In 
some cases, handlers and (multiple) intermediaries create considerable distance 
between agents and FSB or GU officers (e.g. N211, N234). In others, these officers 
appear to take direct operational command of at least some agents within subnet
works (e.g. N21, N96).

Table 4 adds quantitative insights into the structure of Russia’s low-level agent net
works. In addition to several whole-network metrics, it conveys three commonly used cen
trality measures that clarify the function and importance of specific categories of low-level 
agents and Russia’s intelligence service personnel (Wu et al. 2014, Borgatti et al. 2018). To 
assess the robustness of the findings, the analyses were conducted on both iterations of 
the network. Centrality metrics were calculated as an average per role, and then used to 
rank the roles from lowest (1) to highest (7). The comparison between network iterations 
focuses on the rankings, rather than the raw centrality values, because the goal is not to 
compare magnitudes across networks of different sizes, but to assess how stable the rela
tive role ranking is. Consistent rank-order patterns provide stronger evidence for func
tional distinctions between roles.

Network density is very low in both network iterations, with the number of connections 
per node far below its potential maximum of 1. This suggests deliberate attempts to keep 
contacts per node to a minimum by compartmentalisation of sub-networks and isolation 
of low-level agents from the intelligence officers directing them. The empirically 
confirmed network is more fragmented (i.e. more “connected components”), as inferred 
ties between sub-networks and intelligence agencies are lost. The low “collaboration 
ratio” is fairly stable across iterations, suggesting that directed rather than collaborative 
relationships dominate, underscoring the hierarchical nature of these networks.

Betweenness centrality
Betweenness centrality refers to how often a node lies on the shortest path between other 
nodes, and can be used to identify strategically placed nodes that bridge subnetworks 
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(Borgatti et al. 2018). GU and FSB command echelons and operations managers rank 
highest in betweenness, underlining their strategic roles in organising low-level agent 
operations and bridging the various compartmentalised sub-networks within the intelli
gence services. Intermediaries and handlers occupy middle-ground positions, suggesting 
their importance in linking Russia’s intelligence services to low-level agent networks. 
Agents, the Russian state, and, to a lesser degree, agent-recruiters rank low on between
ness, likely because they tend to occupy positions at the network’s endpoints. In the case 
of agents and agent-recruiters, this reflects their function in carrying out operations, while 

Table 4. Social network metrics.
Entire network

All nodes & edges Confirmed nodes & edges only

Network density .009 .009
Connected componentsa 13 20
Network size (nodes) 185 184
Collaboration ratiob .26 .28

Main network cluster only
Main cluster size (nodes) 140 121
Collaboration ratiob .27 .23

Betweenness centralityc All nodes 
(Main cluster)

Confirmed only 
(Main cluster)

Average rank 
(Main cluster)

Value Rank Value Rank
Russian state 0.000 1 0.000 1 1
Agent 0.004 2 0.006 2 2
Agent-recruiter 0.013 3 0.010 3 3
Handler 0.054 4 0.067 4 4
Intermediary 0.059 5 0.070 5 5
Operations manager 0.073 6 0.083 6 6
GU / FSB command 0.112 7 0.153 7 7

Degree centralityd All nodes 
(Main cluster)

Confirmed only 
(Main cluster)

Average rank 
(Main cluster)

Value Rank Value Rank
Russian state 2.00 1 2.00 1 1
Intermediary 2.50 2 2.60 2 2
Operations manager 3.33 3 3.29 4 3.5
Agent 3.62 4 3.23 3 3.5
Agent-recruiter 4.25 5 4.25 5 5
Handler 4.57 6 4.29 6 6
GU / FSB command 5.00 7 4.83 7 7

Eigenvector centralitye All nodes 
(Main cluster)

Confirmed only 
(Main cluster)

Average rank 
(Main cluster)

Value Rank Value Rank
Intermediary 0.00086 2 0.00058 1 1.5
Agent-Recruiter 0.00073 1 0.00087 2 1.5
Russian state 0.00537 3 0.00537 3 3
Agent 0.02119 4 0.02545 4 4
GU / FSB Command 0.03086 5 0.02978 5 5
Operations manager 0.03463 6 0.03480 6 6
Handler 0.06580 7 0.06582 7 7

Notes: “Unknown” values excluded. 1 is lowest, 7 is highest. Network analysis based on a “directed” network. 
aNumber of separate sub-networks. 
bCalculated as: (number of collaborative edges / 2) / ((number of collaborative edges / 2) + directed edges + commanded 

edges). Collaborative edges are divided by two because each collaboration is coded as two edges, e.g. from A to B and 
from B to A. 

cBased on the average betweenness per role. 
dBased on the average degree per role. 
eBased on the average eigenvector per role. Eigenvector was calculated as “unweighted”.
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the Russian state sits at a considerable remove from the operational level. The rank order 
is identical across both network iterations, indicating that these findings are robust.

Degree centrality
This is a measure of the number of edges per node and identifies highly connected indi
viduals (Borgatti et al. 2018). Command-level actors and handlers rank highest on this 
measure, likely because of the former’s position overseeing covert actions against 
Europe, and because the latter coordinate with Russian intelligence officers as well as sub
ordinate low-level agents. Agent-recruiters also rank relatively highly in terms of degree 
centrality, arguably because of their role in recruiting others into low-level agent net
works, which brings them into contact with comparatively larger numbers of people. 
Operations managers and agents occupy intermediate positions, possibly because their 
more operationally focused roles of coordinating sub-networks and executing covert 
actions, respectively, limit the number of ties. The Russian state and intermediaries rank 
lowest here, corresponding with the former’s considerable distance from operations 
and the latter’s emphasis on relaying instructions from one person to another.

Eigenvector centrality
Nodes with high eigenvector centrality are connected to well-connected nodes, 
suggesting proximity to important focal points in a social network (Borgatti et al. 2018). 
Results show that Russian intelligence service personnel, both the higher-ranking 
command echelons and the operations managers overseeing specific operations, consist
ently rank highly on this measure. They are, however, surpassed by handlers, whose 
central role in coordinating covert actions places them close to key nodes, both within 
the Russian intelligence services and among the low-level agent networks carrying out 
such operations. Agents and the Russian state occupy intermediate positions, suggesting 
a greater distance from the network’s highly connected core. Intermediaries and agent- 
recruiters rank lowest on eigenvector centrality, suggesting that the former’s role in relay
ing instructions and the latter’s recruitment function connect them less to the network’s 
highly connected core than to more peripheral nodes.

Discussion

Russia’s low-level agent networks consist predominantly of men in their mid-thirties. In 
contrast to trends within criminal networks (EUROPOL 2025), Moscow does not seem 
to be specifically recruiting minors for its covert actions against Europe. The significant 
relationship between year of birth and agent role suggests that the GU and FSB may 
take age into account when recruiting for particular positions. This applies specifically 
to intermediaries, whose late-forties age profile makes them considerably older still. 
The apparent preference for somewhat older foreign proxies predates the current 
conflict in Ukraine. As Jonsson (2024) has shown, Europeans convicted of spying for 
Russia in the 2010–2021 period had a remarkably similar age range. Although the 
reason why low-level agents skew older compared to “regular” gig-style criminal work 
remains unclear, the pattern appears to reflect a consistent operating preference.

While low-level agents represent a wide range of nationalities, Ukrainians, Russians and 
dual-Russian citizens and (to a lesser degree) Moldovans and Bulgarians are significantly 
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overrepresented. This pattern fits a broader preference among GU and FSB officers to 
recruit citizens of former Soviet republics and Warsaw Pact member states, such as 
the Baltics, Belarus, and Bulgaria. Possible explanations include fewer cultural and 
language barriers, the ability to exploit vulnerabilities created by displacement due 
to the 2022 invasion of Ukraine, and coercive leverage, for instance, through past 
criminal offences among (dual) Russian citizens (Simmons et al. 2014, Bakke et al. 
2023, Rekawek et al. 2025). The prevalence of Eastern European nationals in Jonsson’s 
(2024) sample of Europeans who spied for Russia suggests another operational pre
ference within Russia’s intelligence services that predates the current conflict in 
Ukraine.

In terms of low-level agent deployment, findings show that just over a quarter oper
ated in two or more countries, with 35.2% appearing in more than one operation. As 
Rekawek et al. note (2025), we should be careful not to see low-level agents as single- 
use resources. This argues against labelling these operatives “disposable agents”, as has 
become common, especially in media reporting on the subject. It should be noted that 
findings suggest re-use happens within the same operational cluster, rather than across 
multiple ones. For example, a handler tasked with defacing a monument may be told 
to conduct a similar operation. Even upon agent re-deployment, operational sub-net
works remain highly compartmentalised.

Anecdotal evidence suggests several interesting (albeit decidedly tentative) findings 
about agent recruitment and motives. It is clear that (encrypted) messaging services 
like Telegram are heavily used to relay instructions within low-level agent networks 
while retaining anonymity. Several examples also suggest Telegram’s role in recruiting 
new agents, such as through channels promoting a pro-Russian view of the war in 
Ukraine, or those offering (innocuously phrased) gig-style work (Richterova et al. 2024, 
Stetsenko and Ivlieva 2025). Even so, interpersonal connections should not be ruled 
out as vectors for low-level agent recruitment and tasking.

That pro-Russian Telegram channels function as recruitment vectors for low-level 
agents suggests a prominent motivational role for ideological affinity. This, however, is 
not clearly borne out by the available data, which tentatively suggests monetary compen
sation to be the most frequently encountered motive, followed by ideological affinity and 
(in a smaller number of cases) unwittingly working as a Russian proxy. Pro-Russian Tele
gram channels are only pathway into low-level agent roles. While visitors of such channels 
are likely to support the Kremlin’s war aims, the networks in which they are deployed, or 
which they may be asked to form, draw agents from a more diverse range of sources, 
including friend groups, kinship networks and criminal milieus (Springe and Roonemaa 
2024). Here, monetary gain may be the overriding motive, although it is likely that, 
given the nature of the assignments, many low-level agents are at least ambivalent 
about Russian foreign policy objectives.

The role of criminal milieus as recruitment pools is emphasised by another anecdotal 
finding showing that 26.0% of low-level agents had previous criminal convictions, which 
appears markedly above average for European populations (Falk et al. 2014, Skardhamar 
2014). As Rekawek et al. (2025) argue, this may suggest a Russian preference for recruiting 
among criminal elements. Alternatively, it may reflect the increasing availability of people 
willing to take on “gig-economy style” criminal work offered through digital channels, irre
spective of the client. This is a further caution against seeing low-level agents as 
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necessarily driven by ideological affinity with Russia; many may simply not care whether 
they are paid by “regular” criminals or hostile states.

Social network analysis shows that Russia’s low-level agent networks are highly hier
archical and compartmentalised, with GU and FSB officers in the driving seat. Strategic 
control is concentrated within these command echelons and the operations managers 
who oversee specific sub-networks, which appear to have few lateral ties to one 
another on the low-level agent side. Day-to-day operational control is often delegated 
to handlers, who emerge as particularly central nodes in these networks. Although 
they do not oversee the broader deployment of proxy assets, handlers supervise individ
ual operations and connect Russian intelligence officers to subordinate low-level agents. 
While both handlers and operations managers sometimes rely on intermediaries to relay 
instructions and enhance plausible deniability, this does not appear to be a ubiquitous 
practice. Some intelligence officers take direct operational control, or do so alongside 
handlers.

This suggests varying degrees of concern for maintaining plausible deniability, over
confidence in the operational security measures taken or simply variations in tradecraft. 
Alternatively, it could reflect the ignorance, indifference and incompetence that Riehle 
(2024c) argues characterise many contemporary Russian covert operations. The use of 
anonymous messaging services like Telegram, and the fact that many sub-networks 
could not be tied to a specific Russian intelligence service, underline efforts by the GU 
and FSB to keep a “firewall” between operations managers and their proxies. Yet incon
sistent attention to operational security compromises Russia’s ability to plausibly deny 
involvement in covert actions against Europe. Finally, while many details of how 
Russian intelligence agencies recruit, deploy, and direct low-level agents remain shrouded 
in secrecy, the stability of these role-based patterns across two network iterations 
increases their reliability.

Policy implications

Some states have begun to deploy public awareness campaigns warning of the risks of 
being recruited as a low-level agent (Bundeskriminalamt 2025). Given the overrepresen
tation of Ukrainians, (dual) Russians, Moldovans and Bulgarians, as well as the generally 
high percentage of immigrants in the sample, tailoring these campaigns to reach 
specific diaspora and refugee communities may bolster their effectiveness. Low-level 
agents’ relatively older age could help law enforcement agencies and intelligence services 
distinguish them from the growing cohort of criminals recruited online, who tend to be 
adolescents (EUROPOL 2025). Similarly, awareness of the central roles that handlers play 
in running low-level agent networks can help direct efforts to disrupt these critical nodes. 
Often based outside of Russia, their physical interdiction through arrest is a possibility that 
may deter others from taking up similar positions. Even though GU and FSB officers are 
more important network nodes, their being based in Russia limits Europe’s retaliatory 
options.

A crucial dimension in any attempt at early detection and prevention of the low-level 
agent threat is the need for cross-border cooperation. Not only do such agents represent 
a range of nationalities, but they also operate from a large number of countries, and a 
sizeable percentage of them take part in cross-border plots. Furthermore, borderless 
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digital platforms like Telegram are integral to their recruitment and tasking. Swift 
cooperation between European states appears essential for the effective prevention of, 
and response to, low-level agent threats. More generally, the persistence of covert 
actions conducted by low-level agents suggests the need for more effective deterrence 
at the European level. Unless the costs of conducting these operations rise starkly, the 
Kremlin is unlikely to significantly reduce their use (Jones 2025b). Even if some negotiated 
settlement to the Ukraine war was to be reached, the increasingly antagonistic relations 
between Russia and Europe make an end to low-level agent operations, at least in the 
near future, unlikely. This threat is poised to remain a European security priority for 
years to come.

Limitations & future directions

The covert and ongoing nature of Russia’s use of low-level agents in operations against 
Europe imposes several limitations on this study. Open-source information on these 
agents is scarce, leading to missing data and constraints on the number and reliability 
of statistical tests. Moreover, as outlined above, the available data are subject to 
various biases. Relatedly, with new cases uncovered almost every week and many court 
cases against suspected low-level agents currently ongoing, both the number of 
agents and our understanding of them may change significantly in the coming years. 
While this study sheds light on an inherently secretive phenomenon, much work 
remains to be done.

Arguably, the most important goal of such future work is to improve the evidentiary 
basis. Gaining access to more information on Russia’s low-level agents is likely to yield 
greater clarity on their backgrounds, motives and deployment patterns. Some of this 
information will emerge naturally as court cases progress and more details about the per
petrators enter the public domain. But gaining real depth of detail will require primary 
data collection, such as interviews with perpetrators or access requests for judicial infor
mation. Future work could also broaden the comparative approach taken here, for 
instance, by ascertaining whether the GU and FSB differ in the types of low-level 
agents they recruit, or in how they deploy them.

Conclusion

Since invading Ukraine in 2022, Russia has waged a campaign of covert actions designed 
to support its conventional battlefield efforts by weakening European support for 
Ukraine. To do so, the Kremlin has relied heavily on low-level agents, predominantly 
non-Russian nationals without a formal affiliation to its intelligence services. Cheap 
and plentiful, these assets have afforded Russia a degree of plausible deniability that 
it has exploited over more than four years of increasingly threatening operations 
against European states. Using a dataset of 145 low-level agents, this study has provided 
new insights into their backgrounds, how they are deployed, and how the networks in 
which they operate are organised. The findings may assist efforts to prevent low-level 
agent operations, as well as inspire further research into a security threat that is unlikely 
to abate in the near future.
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Notes

1. Reference: 2025-11-18-B.W.Schuurman-V1-6450. Obtaining informed consent was not set as a 
requirement.

2. In Germany alone, authorities claimed more than 320 acts of sabotage attributed to Russia in 
2025 (Bewarder et al. 2026).
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