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ABSTRACT

Over the past decade, an exponential rise in the deployment of
Internet-of-Things (IoT) devices engulfed our surroundings. IoT de-
vices have spread into domains like personal smart devices, indus-
trial applications, military applications, and medical applications,
to name a few. Brittle security features and large deployment in
safety-critical systems make IoT devices an attractive target for
cyberattacks. Large collections of data, ranging from personal, and
oversensitive to financial data, make it crucial to safeguard IoT
applications and data communication from cybercriminals. One
key technique to deal with these cyberattacks is Remote Attesta-
tion (RA), in which a verifier remotely checks the sanity of an IoT
device’s firmware. However, implementing RA over large IoT net-
works can be challenging due to the dynamic nature of the network
and the real-time aggregation of attestation results.

We propose ‘HAGAR: Hashgraph-based Aggregated Communica-
tion and Remote Attestation’ to address the aforesaid challenges.
HAGAR is a distributed ledger based on a hashgraph architecture
that not only provides decentralized security guarantees like tradi-
tional blockchain technology, but also makes communication fast
and thus offers continuous attestation aggregation in large IoT net-
works. We use the features of Hashgraphs for data aggregation in
remote attestation mechanisms for large dynamic IoT networks.
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1 INTRODUCTION

In the past decades, Internet-of-Things (IoT) devices have enriched
us with numerous advancements. Recently, the use of IoT devices
is no longer restricted to industrial or military applications but IoT
applications are also actively used in our daily lives (e.g., smart
appliances). These devices are often resource-constrained, and they
work together to complete certain tasks. A group of collaborat-
ing devices in a specific task is called an ‘ToT swarm’!. Although
IoT networks bring a lot of added value, they also fuel security
concerns due to their limitations of employing standard security
measures. Therefore, IoT applications are becoming exceedingly
targeted by hackers. Attacks like Stuxnet [1], Mirai Bot [7], and
smartTVhack [25] have shown us their devastating capabilities.
Moreover, the use of IoT in financial transactions makes them even
more lucrative targets. Any attack on these devices can result in
huge financial losses [3]. Thus, financial transactions executed by
ToT devices must be secure and trusted to avoid being exploited by
hackers.

Remote Attestation (RA) is an established security measure to
detect adversarial presence in a device. The basic principle of RA
comprises three main entities, namely a trusted party called the
verifier, a potentially ‘untrusted’ device called the prover, and the
network operator. In a typical RA protocol, the verifier sends a chal-
lenge to the prover. The prover computes a measurement (usually
a hash) of its configuration (e.g., firmware and/or data) and sends
its response back to the verifier. The integrity and authenticity of
the response is protected by a Message Authentication Code (MAC)
or is digitally signed. The received data are then checked by the
verifier to see if they are legitimate, and if the received measure-
ment corresponds to an expected ‘good configuration’ (e.g., one
from a database of known ‘golden-values’) [15, 16]. Furthermore,
the attestation process is generally triggered by the verifier, which

Uhttps://www.techrepublic.com/article/iot-device-swarm-intelligence-think-about-
security-before-its-too-late/
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is referred to as ‘on-demand’ attestation. While extremely effective
in a single verifier-prover setting, RA is difficult to scale in its most
basic form. Indeed, the overhead is proportional to the number of
provers in the system, making it unsuitable for very large deploy-
ments or networks of autonomous devices. Nevertheless, in the past
few years, researchers have proposed different schemes [4, 8, 13, 24]
to address the scalability issues that come with the remote attesta-
tion of such an IoT network. In all these RA protocols, the trust is
centralized (i.e., depends on the trustworthiness of the verifier), and
researchers are yet to establish distributed trust among untrusted
parties in the network [6].

One important technique to establish trust in a decentralized,
untrusted network is to employ blockchain technology. The first
use of blockchain technology was as part of the cryptocurrency
Bitcoin [22]. Entities can establish trust in an untrusted network.
Indeed, blockchain has a lot of potential, but there are some impor-
tant things to consider before implementing blockchain technology
in the context of swarm attestation. For example, the time to es-
tablish trust is relatively long (e.g., 10 minutes to authorize a block
in Bitcoin). In some cases this can even take hours, which implies
that we cannot use blockchain applications in our daily lives for
small transactions and quick purchases [2]. Another concern for
blockchain applications is that they have limited to no scalability. To
deal with the scalability issue without compromising any security,
researchers recently proposed schemes like IoTA [23] and Hash-
graph [10]. These new schemes try to overcome the limitations of
blockchain technology and to open the road for the adoption of
distributed ledgers in IoT domains by adopting Directed Acyclic
Graphs (DAGs) as a fundamental technique.

Idea and Contribution. In this paper, we propose a novel protocol
called ‘HAGAR: Hashgraph-based Aggregated Communication and
Remote Attestation’. The aim of this paper is to provide an efficient
and effective method for aggregating RA proofs from IoT devices
in large networks. Overall, HAGAR provides the following main
contributions:

(1) Efficient continuous attestation evidence collection in
large IoT networks. Unlike state-of-the-art on-demand
swarm attestation techniques, HAGAR continuously per-
forms attestation (i.e., self-triggered attestation) and report
collection. Therefore the network operator always has a
‘view’ of the network. Moreover, HAGAR exploits the secure
and fast built-in message propagation and collection tech-
niques of Hashgraph. HAGAR does not require an overlay
in the form of a spanning tree to collect attestation results
at the root verifier.

Efficient attestation of dynamic or unstructured IoT
networks. The assumption of an overlay spanning tree pro-
vides large IoT networks with the ability to perform and
aggregate attestation results efficiently at the root verifier.
However, the static network structure prevents device mobil-
ity during attestation and does not support devices joining
or leaving the network during attestation. HAGAR does not
only allow device mobility but also allows devices to join
and/or leave the network during attestation. In other words,
HAGAR does not depend on a static network constellation
for the aggregation of the attestation results.
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(3) Decentralized Verification. Different from classical col-
lective attestation protocols, HAGAR does not depend on a
centralized verification method. Individual IoT devices in a
large network attest each other and reach a network-wide
consensus. Nevertheless, depending on the application, a ver-
ifier can communicate with any of the devices in the network
and upon authentication can get the aggregated (complete
or partial) attestation result from the device, without per-
forming any network-wide attestation operation.

Security against Distributed Denial-of-Service attacks
& physical attacks. HAGAR, by design principle, can ‘par-
tially’ address Distributed Denial-of-Service (DDoS) attacks.
A network can reach consensus as long as more than % of
the devices in the network are operational. Moreover, by the
same principle, a physical adversary cannot prevent HAGAR
to reach consensus as long as the network has more than
% devices in the correct operational state. In addition, it is
very unlikely for a physical adversary to ‘hijack’ or destroy
a large number of devices in a network without the network
operator being alerted.

No connectivity assumption. HAGAR, unlike most of the
collective attestation techniques, does not require IoT devices
to always be online and/or reachable during attestation.

—
=
=

©)

2 RELATED WORK

Remote Attestation is a security technique that enables a trusted
third party to verify whether or not a potentially untrusted device is
compromised. In its most basic form, RA, while effective, is difficult
to scale. Because the timing overhead is proportional to the number
of devices in the system, traditional RA techniques are unsuitable
for very large deployments or networks of autonomous and/or col-
laborating small devices. As a result, in recent years, researchers
have started to develop novel protocols, called as ‘swarm attesta-
tion’, that allow RA to be scaled while maintaining its important
security features [4, 5, 8, 14, 21, 24].

Swarm Attestation. Swarm attestation techniques like SEDA [8],
SANA [4], and LISA [11] assume that the network is connected and
static throughout the attestation period. As a result, these methods
enable the network to be built as a balanced binary tree with parent-
child relationships using a spanning tree overlay. Devices interact
synchronously during attestation in these schemes: each device
attests its child devices and reports back the aggregated attestation
report to its parent. Other schemes such as SHeLA [24] assume
the presence of a (relatively) powerful edge device between the
verifier and the low-end devices in the network. The attestation
process is performed by these edge devices, which give the network
the flexibility to allow mobile devices. However, the underlying
structure of the network is based on a spanning tree principle and
the attestation aggregation takes time. Furthermore, techniques
such as DARPA [17] and SeED [18] improve SEDA by allowing
network devices to collaboratively identify hardware-compromised
devices. However, they depend on the SEDA principle (i.e., spanning
tree based network architecture rooted at the verifier for initiation
of the attestation process along with the message aggregation) to
aggregate attestation results and thus inherit SEDA’s drawbacks.
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In contrast to the aforementioned swarm attestation techniques,
HAGAR does not depend on spanning tree based static network
models and thus does not depend on continuous connectivity among
devices. Moreover, HAGAR can withstand loss of connectivity in
the network as long as % of the network devices are online (i.e., in
order to reach consensus).

Consensus-based Swarm Attestation. To support dynamic or un-
structured large networks, researchers proposed dynamic swarm
attestation techniques such as PADS [5] and SALAD [19]. Unlike
classical swarm attestation schemes, PADS and SALAD do not as-
sume complete network connectivity or the presence of an overlay
of a spanning tree. These dynamic swarm attestation schemes ex-
ploit the concept of consensus. Any device in the network can
communicate with any other device in the network. Upon mutual
authentication, they share their respective views on the network.
After receiving a message, every device performs ‘consensus’ and
reaches the same ‘view’ about the network’s health.

Although these approaches are effective in performing attesta-
tion in large dynamic networks, they require a significant amount
of time to achieve consensus. Through the use of the Hashgraph
mechanism, HAGAR is much faster in reaching network-wide con-
sensus.

3 BACKGROUND

We now provide some background knowledge about the Hashgraph
architecture and network view.

3.1 Hashgraph

Hashgraph is a distributed ledger technology [10] that offers an
alternative to traditional blockchain. Unlike traditional blockchain,
Hashgraph uses a Directed Acyclic Graph (DAG) data structure and
a consensus algorithm known as ‘gossip about gossip’ to reach con-
sensus on the state of the ledger. The data structure of Hashgraph is
a combination of a hash and a graph. The hash is a simple algorithm
that serves the security mechanism. The graph contains the entire
history of with whom and in what specific order the nodes have
gossiped. Hence the data structure is expandable because it can
grow over time.

3.2 GOSSIP protocol based on Hashgraph

Hashgraph offers an advantage over traditional blockchain due to
its efficient transaction processing. In Hashgraph, a device shares
any event or message with two other devices at the same time,
leading to high transaction throughput and low latency [9]. On the
other hand, in traditional blockchains, each transaction must be
validated and added to a block of transactions in the chain. This
leads to slower transaction times and increased computational com-
plexity. However, Hashgraph uses a distributed consensus protocol
that allows for parallel validation of transactions known as ‘gossip
about gossip’. Consequently, this approach results in much faster
transaction processing times compared to traditional blockchain
technology. Gossip about gossip enables every node in Hashgraph
to attain complete or partial network information. For example, in
anetwork, any node a can synchronize with any two chosen nodes
p and y at any time. Through this process of gossiping, nodes in
the network are able to build a complete view of the entire event
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history, and can then use this information to reach consensus on the
state of the ledger. The algorithm considers the order and timing of
the events to ensure that consensus is reached fairly and efficiently.

3.3 Network View through consensus

In HAGAR, we adapt the Hashgraph mechanism to aggregate the
device’s ‘health’ information (represented by Hash digests on the
underlying firmware). While communicating, devices share respec-
tive aggregated knowledge of other devices’ health with each other.
For example, when devices a and f communicate, they acquire
the network view and self-attestation report of each other. Upon
verification (see Sect. 5.2), a device expands its ‘view’ by recording
the attestation result of the encounter. This concept is taken further
so communicating devices learn each other’s ‘view’ on the network.
As a result, devices in HAGAR can quickly get a ‘snapshot’ of the
network status (i.e., completely or partially).

4 SYSTEM DETAILS

Before elaborating on HAGAR, this section discusses the assump-
tions on the system model and the adversary.

4.1 System Model Assumptions

We consider a network that consists of N IoT devices D;, with i =
1,2,..., N, a network operator and a number of verifier devices. We
use the following terminology and assumptions for these entities:

o IoT device (Dev): Each Dev in the network is homogeneous.
The devices can have different functionalities in terms of
which parts of the firmware is executed, but the firmware
itself is considered to be identical.

Network Operator (Op): The Op ensures the secure bootstrap
of the firmware on each deployed Dev D;. Afterwards, it
securely introduces the Dev in the network. This is a one-
time process and generally happens during the initialization
of the network setup procedure.

Verifier (Vrf): A number of Vrf devices are also present in
the network. These devices can be more computationally
powerful compared to the Dev in the network. When a Vrf
communicates with a Dev in the network, all the log entries
that are stored in the Dev are transferred to the Vrf. The Vrf
thus aggregates all attestation outcomes. It is the responsibil-
ity of the Op to decide how all attestation outcomes should
be handled. This decision should be tailored to the intended
network and should depend on the targeted application.

We assume the existence of three trusted components on a Dev,
based on similar assumptions stated in the literature [5, 8, 13, 24]:

e Read-Only Memory (ROM): The read-only memory stores
the firmware. Next to the Dev’s default program, it also lets
the Dev perform the attestation-related operations and lets
it create the messages for communication with other devices.

o Secure Key Storage: The memory region that stores crypto-
graphic details for performing secure MAC operations. This
storage is read-accessed only by HAGAR. Generally, during
attestation, this memory area is not modified.
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e Secure writable memory: This memory is used to store the
modified aggregated message securely. Only HAGAR has
read/write access to this memory area.

The aforesaid memory regions are protected and can be accessed
only by authorized entities based on security guarantees.

4.2 Adversarial Assumptions

We consider the following adversaries for our networks. The be-
haviour of these adversaries is consistent with the adversary model
described in [5, 20].

e Communication Adversary (Adveomm): We consider that the
Adveomm has all the capabilities described in [12] and can
obtain any message as a legitimate user of the network. Fur-
ther, this adversary is also capable of a variety of attacks,
including: (i) drop messages between devices; (ii) replay old
messages from devices such as a correct attestation report
even after a Dev has been compromised; and (iii) forge at-
testation reports and alter messages.

e Remote Software Adversary (Advs,y): This type of adversary
tries to corrupt the firmware of a Dev by injecting malware,
altering (parts of) the firmware, or manipulating unprotected
memory regions in a Dev. This adversary operates remotely.

e Mobile Adversary (Adv,,,p): This type of adversary has the
capability to corrupt a number of devices in the network by
constantly changing its location from one device to another
in the network.

In line with other RA literature [5, 8] we assume that an adversary
cannot tamper with protected memory regions and we keep non-
invasive physical attacks such as side-channel attacks out of our
current scope. In addition, please note that HAGAR does not pre-
vent Physical Adversary (Advy,,) and DDoS attacks. However, as
described in Section 1 HAGAR can partially withstand the presence
of Advy,, and DDoS attacks. Moreover, in Section 6 we describe a
potential way to limit the DDoS attack.

4.3 Security Requirements.

In line with state-of-the-art RA protocols like [8, 13] HAGAR should
satisfy the following security properties:

o Integrity of the Dev. HAGAR should provide reliable evi-
dence that devices in the network are in a legitimate state and
should guarantee the integrity of the underlying firmware
of the Dev.

e Authenticity of the Dev. The Adv should not be able to
forge the data and impersonate the Dev.

¢ Integrity of communication data. HAGAR should ensure
that the communication among the devices is authentic and
that the integrity of the data is preserved.

o Freshness. HAGAR should be able to recognize a corrupted
device that publishes obsolete legitimate data in order to
avoid detection of an ongoing attack.
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5 HAGAR: HASHGRAPH-BASED
AGGREGATED COMMUNICATION AND
REMOTE ATTESTATION

Before presenting HAGAR’s details, it is stressed that HAGAR will
not take any action when a (possibly) malicious Dev is detected.
The goal is to notify the Op who should take appropriate actions
as the custom policy dictates.

HAGAR consists of three main phases: (1) deployment (2) mes-
sage aggregation and attestation, and (3) verification. We present
the notation of HAGAR in Table 1 and in the following, we provide
comprehensive details for each of the phases of the protocol.

Table 1: Notation Summary

Term Description

Vrf Verifier

Dev IoT Device

ID Device’s Unique Id

Attg Self-attestation of the firmware on device S

log stored information

N the network size

n a subset of devices, withn < N

Procedure Description

H; hash corresponding to the network view of Dev i

o computation of MAC at sender’s end

! computation of MAC at receiver’s end
MAC verification operation to compare ¢ and ¢’
computation of the individual device attestation

o
verify MAC
sel fAtt

5.1 Phase 1: Deployment

A deployment phase is carried out before any other action for the
secure setup of the network. It is an offline phase in which the Op
bootstraps the devices. In addition, Op is also responsible for the
key management of the devices. Further, Vrf receives the necessary
information for the attestation operation in the deployment phase.

Key management. For the sake of simplicity, we have assumed
symmetric-key cryptography based on a pre-shared key for the
computation of the MAC. Please note that, with different application
scenarios and device capabilities, HAGAR could optionally adopt
alternative key management schemes, including any public-key-
based scheme.

5.2 Phase 2: Message aggregation and
attestation

In HAGAR, every time the Dev sends or receives a message from its
neighbours, it performs a self-attestation. Figure 1 shows the steps
involved in HAGAR'’s message aggregation and attestation between
a sender Dev S and receiver Dev R. Before sending a message Dev
S performs the following: (D) get current timestamp T, 2) perform
the self-attestation Atts over the firmware of S, @) get the most
recent network ‘view’ of S at time Ts i.e., Hs , and () compute a
MAC: 0 « MACk(Ts||Atts||Hs||IDs). (& Finally, the sender Dev S
sends (o||Ts||Hs||IDs) to a receiver Dev R. Although the message
o needs to be sent to 2 Dev’s, for the sake of simplicity, we have
only shown one single receiving Dev.
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Sender S Receiver R

Tge— timestamp;

Attg — selFAtt(firmware of S);

Hg < Network ‘View' of S at time T;
0 —MAC(T, || Att,|| H || IDy);

Send(a || T, |1 H I11Dg)

TR<— timestamp;

Hg Network ‘View' of R at time Tai
verify_time « (T -T_<At);

Att,, < selfAtt(firmware of R);

0" —MAC, (T, || Att, |l Hgll IDg);
verify_MAC « verify (o, ¢');

i Hg — HHITHY): !
i log —(TgIIHg Il Hg ITH);
: Else '
i log —(Tg Il Hg I Hg [T HR); ;

Figure 1: HAGAR - phase 2: Message aggregation and attesta-
tion

The receiving Dev R (D) first checks its own timestamp Tgr, 2
R computes its most recent network ‘view’ Hy at time Tg, ® R
verifies the received timestamp Ts. This is achieved by verifying
that the difference with the incoming timestamp is within a prede-
fined threshold: Tg — Ts < At. This step is required to thwart replay
attacks. (@ After verifying the timestamp, R performs its own self-
attestation Attg. The computation of Attp is essential because utilis-
ing Attg the Dev R can validate the received MAC, as the firmware
digest of every device is the same (i.e., homogeneous), (3) Upon
completion of the self-attestation, Dev R also computes a MAC i.e.,
o’ over (Ts||Attr||Hs||IDs), ® R verifies (i.e., verify_MAC) (o, o”),
@ if the verification is successful then R updates its network ‘view’
to Hé « H( Hg||Hs). ® Upon completion of the view update, R
updates the log. The log consists of (Ts||Hs||Hg||Hp). Further, in
case the verify_MAC operation fails then R does not update its
current view but, nonetheless, updates log to reflect the unchanged
view of R.

5.3 Phase 3: Verification

In Figure 2, we explain the steps involved in the verification process.
(D The Vrf initiates communication with a Dev D in the network
by sending an attestation request, (2) upon receiving such a request,
D will perform self-attestation over its firmware, gets the current
timestamp Tp and computes Attp, 3 D replies the Vrf with the self-
attestation result Attp and ‘current’ log, (@ Vrf verifies the received
attestation result and if it is legitimate then the Vrf accepts the log
otherwise it creates an entry that states Dev D is compromised.
Furthermore, Vrf collects the log from the compromised Dev to
validate at which ‘point in time’ the Dev got compromised. Note
that, in order to create a comprehensive ‘network-wide’ attestation
view, the Vrf has to communicate with many devices. The number
of Vrf devices greatly impacts the time that is required to aggregate
the network-wide attestation result at the Op’s end.
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Verifier Vrf 1oT Device D

Send Request

—_—
receive();

Ty« timestamp;
Att —selfAtt (firmware || T,);
Response = (Att,, || log);

Request Att;

Send Response

If (verify(Att,) Then
accept (log);

Else
accept(log) for verification;
D is compromised;

Figure 2: HAGAR - phase 3: Verification

6 SECURITY ANALYSIS

The goal of a remote adversary in a swarm attestation protocol
is to alter the configuration (e.g., firmware) of one or more Dev
and evade detection by the Vrf. HAGAR is a secure scheme if the
MAC that is used in HAGAR is immune to selective forgery, and
the message aggregation and distributed consensus is secure. In
what follows, we sketch a security proof of HAGAR with respect to
the adversarial assumptions in Sect. 4.2 and security requirements
in Sect. 4.3.

o Security against Adveomm. An Adveomm can delay, drop or
forge a message. In HAGAR, every message is cryptograph-
ically secured by the MAC on the message guaranteeing
the authenticity and integrity of the message along with
the Dev’s legitimacy. Indeed an Adveomm can alter the plain
text of the message and generate a valid MAC. Nonethe-
less, this will be noticed as the comparison of ¢ and ¢’ will
not succeed. As HAGAR follows the Hashgraph-based dis-
tributed message communication, this guarantees network-
wide consensus among devices even if few devices fail to
communicate.

o Security against Replay Attack. In order to detect a replay
attack, the HAGAR protocol should guarantee the freshness
of the attestation result. HAGAR can prevent replay attacks
in line with Hashgraph. HAGAR forms a ‘directed acyclic
graph architecture (DAG)’ which is a finite oriented graph
where the timestamp-based ‘transactions’ are represented
as points on this graph. These points can be connected with
each other but can never form a loop. The formation of a
loop will indicate the presence of a replay attack to the Vrf,
or of a Hash collision.

o Security against Advg,. An Advs, can inject malware into
one or more devices in the network. However, HAGAR is
immune to this type of attack as during every event a Dev
D; will initiate attestation of the underlying software. The
self-attestation process is secure as it is stored within the
trusted-memory region. Thus, the presence of a Advs,, will
be notified and the integrity of the Dev is guaranteed.
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o Security against Adv,,,,. An Adv,,,, tries to corrupt a num-
ber of devices in the network by changing its location con-
tinuously. The location change is also an evasive manoeu-
vre to evade detection by the Vrf. HAGAR conforms to the
Hashgraph data structure. Every event in HAGAR will be
registered within the log. This happens ‘almost immediately’
which means the copying happens as soon as one Dev gos-
sips about that event and all other devices get to know about
it. The Vrf will therefore know the exact position of the
event in the history of the hash graph.

Thus even if Adv,,,, manages to corrupt a number of devices,
HAGAR can still reach to consensus as long as more than %
of devices are legitimate.

e Security against DDoS attacks. The security of the HA-
GAR scheme strongly depends on the security of the Hash-
graph protocol. A requirement for a properly functioning
network is to be resistant to DDoS attacks. HAGAR is dis-
tributed in a manner that is DDoS resistant. A Dev can be
overrun by an attacker with packets, resulting in a temporar-
ily disconnection of the network, while the rest of the entire
network can continue to function normally. An attack on
the whole system would require attacking a large portion of
the members which is much more difficult to achieve.
Additionally, in the traditional blockchain, the longest chain
rule is used to determine the ledger’s true state, making it
vulnerable to 51%-attacks. In contrast, Hashgraph uses a dis-
tributed consensus algorithm called "gossip about gossip"
that does not rely on the longest chain rule. The consensus
algorithm in Hashgraph takes into account the order and tim-
ing of events, which makes it more resistant to 51%-attacks.

e Security against Man-in-the-middle attack. A MAC is
used instead of the more traditional digital signature. The
reason for doing so is to lighten the required processing
on the Dev. From a security point-of-view, this allows re-
ceiving devices to alter a message. In contrast with using
digital signatures, this malicious behaviour would go un-
detected. However, to overcome this, the malicious Dev’s
self-attestation will not be approved by any other Dev as the
firmware differs which will be reflected in Hg upon sending a
message. Upon aggregating attestation reports, the network
operator will be able to detect and identify the malicious
Dev.

7 SUMMARY AND DISCUSSION

In this section, we highlight the advantages and limitations of HA-
GAR.

Advantages. First, to the best of our knowledge, HAGAR is
the first Hashgraph-based swarm attestation technique that con-
tinuously aggregates network-wide attestation reports. In addition,
HAGAR can address the DDoS attack and Physical adversary as
long as more than % of the IoT devices in the network are not
compromised.

The second important advantage of HAGAR is that it does not re-
quire the network to be static or organized as an overlay of spanning
tree. Thus, it also eliminates the need of a Vrf to initiate attestation

15

Vliegen et al.

in contrast to the state-of-the-art which works on demand. The Dev
in HAGAR can self-initiate the attestation process and corroborate
in the process of attestation aggregation for the entire network
through the ‘gossip about gossip’ mechanism.

Third, HAGAR is lightweight and can be employed by a low-end
embedded devices.

Limitations. Indeed HAGAR introduces improvements with re-
spect to state-of-the-art, on-demand swarm attestation techniques.
Despite our efforts, HAGAR is not perfect and comes with some
limitations.

First, HAGAR aims to aggregate the attestation result in the log.
However, aggregation of large network-wide attestation is memory-
consuming and thus unsuitable for very low-end embedded devices.
To avoid this situation, HAGAR nodes normally monitor message
logs and keep from filling up. Nodes can, for instance, prioritise
messages or regularly erase their message logs. Furthermore, nodes
can restrict the amount of RAM or storage they dedicate to message
logs.

Second, although HAGAR can withstand the presence of a physi-
cal adversary, we did not provide any solution to counter a physical
adversary.

Third, the presumption of a homogeneous network, where all
devices possess the same firmware, may limit the applicability of
HAGAR in accommodating various application scenarios. Never-
theless, the adoption of HAGAR can be extended to heterogeneous
networks, wherein devices engage in mutual authentication using
symmetric or public keys before aggregating information. In this
context, the verification process can be delegated to the verifier,
relieving the burden on the participating devices. This adaptation
enables the broader utilization of HAGAR across diverse network
environments, accommodating the distinct requirements and con-
figurations associated with heterogeneous deployments.

Finally, the Op has a continuous view on the health of the net-
work. This is guaranteed by the fact that the entire hash-tree of the
swarm can be reconstructed and should never fork. The chances of
a fork occurring in the entire tree is kept minimal because of the
redundancy that is inherently present.

8 CONCLUSION AND FUTURE WORK

This paper presented HAGAR, an effective, lightweight, and se-
cure protocol for continuous attesting large networks of migrating,
resource-constrained IoT devices. HAGAR overcomes the limita-
tions of previous on-demand state-of-the-art swarm attestation
schemes. It leverages the recently proposed concept of Hashgraph
to securely aggregate attestation reports of segments of the entire
network. HAGAR is strengthened by its built-in redundancy.

In future work, we will implement our protocol and evaluate the
applicability and performance on real IoT swarms. Additionally, we
will explore the usage of more powerful devices that can be used to
offload the aggregated logs from the devices that are filled.
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