Universiteit

4 Leiden
The Netherlands

Algorithmic techniques in algebraic cryptanalysis and their

applications
Makarim, R.H.

Citation
Makarim, R. H. (2026, May 27). Algorithmic techniques in algebraic cryptanalysis and their
applications. Retrieved from https://hdl.handle.net/1887/4304336

Version: Publisher's Version

Licence agreement concerning inclusion of doctoral thesis in the
Institutional Repository of the University of Leiden

Downloaded from: https://hdl.handle.net/1887/4304336

License:

Note: To cite this publication please use the final published version (if applicable).


https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/4304336

Stellingen
Behorende bij het proefschrift
Algorithmic Techniques in Algebraic Cryptanalysis and their Applications

. In contrast to traditional approaches in Grobner bases algorithms, it is preferable to opti-
mize and describe the algorithm design alongside its data structures (taking into account
the density or sparsity of the polynomials). (Chapter 5 of this thesis)

. The hybrid approach with a Grébner bases algorithm is the most effective strategy in
practice to find a solution for underdefined quadratic system of equations over Fos6 and
F3;,. However, the same strategy does not apply as effectively to systems of equations over
Fs.

(Chapter 6 of this thesis)

. A common technique in transforming a system of polynomial equations in the variables
T1,%2,...,Ty into an equivalent one with lower degree is to substitute quadratic terms
using auxiliary variables, say x;x; = y; ;, and add the corresponding equations z;x; — ¥; ;
to the system. However, when modelling logical constraints as a system of polynomial
equations, a different choice of ring of coefficients (than the ring of definition) may produce
polynomials of lesser degree without the need for extra variables or additional polynomials.
(Chapter 7 of this thesis)

. In differential (resp. linear) cryptanalysis of a cryptographic function F : F} — F5* to
understand the algebraic implications of a chosen differential (resp. linear approximation)
one should study the corresponding polynomial ideal. As a system of equations, the poly-
nomials in a Grobner basis of the ideal represent the necessary and sufficient conditions for
such differential (resp. linear approximation) over F' to hold.

(Chapter 8 of this thesis)

. A unifying view that generalizes the cryptanalysis of a symmetric-key primitive F' : F — F5"
operating on a pair of inputs (resp. outputs), such as differential cryptanalysis, is to express
one input (resp. output) as a function of the other. This leads to a probabilistic equality of
the form F(o(x)) = ¢(F(x)) which holds with probability p when z is sampled uniformly
at random. This relationship can be illustrated by the following probabilistic commutative
diagram:

F? g F?
F p F
Fy' & Fy

For instance, a differential («, 8) € F4 x F5* over F is represented by a pair of translations
(0,¢) where o(x) = = + a and ¢(y) = y + B. This point of view offers a greater degree of
freedom than those techniques that require a chosen binary operation, such as differential
or rotational-XOR cryptanalysis.



6. To analyze the security of symmetric-key primitives, an integrated use of different au-
tomated tools, such as SMT (Satisfiability Modulo Theories) and MILP (Mixed-Integer
Linear Programming), can yield better results than those obtained by using each tool
independently. [MR22]

7. Global competition for new cryptographic standards serve as a catalyst for gathering the
complexity estimates of all known attacks on the proposed schemes, implemented as open-
source software (like [BMSV22]). This promotes transparency, guarantees the verifiability
of results, improves understanding of the trade-offs between the attacks, and helps in
deciding new parameters for the schemes.

8. The development and standardization effort of post-quantum cryptographic schemes are
worthwhile irrespective of the existence of quantum computers.

9. Individuals have a right to privacy and it is the duty of democratic nation-states to safe-
guard this right regardless of whether a person can or wishes to pay for its protection.
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