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A Solutions to Type V and VI MQ Challenge

Type V - (n, m) = (24, 16) - Seed 1
(46, 0C, 42, 10, 26, 4F, 43, 31, C4, 9D, 34, 55, 3A, C9, 39,

3F, D4, 3A, 88, E5, 05, 17, 2D, 4B)

Type V - (n, m) = (25, 17) - Seed 0
(49, BB, 5E, C9, E, BF, 1B, FE, 9E, F6, C8, DC, 4C, 3, C9, AA,

53, 20, 34, 1A, 16, 62, 94, 45, 8C)

Type V - (n, m) = (27, 18) - Seed 0
(21, 21, 9E, 93, 6A, 19, 3E, CE, A2, 1A, 5D, 19, D3, D7, 16,

5, 9F, E1, 0, DA, 92, 55, EB, 19, 89, F0, 1)

Type V - (n, m) = (28, 19) - Seed 0
(F0, E2, 62, D7, 7F, A7, B3, 72, 51, 91, AD, 89, 57, F3, E6,

42, 4C, 63, C2, 16, FA, 6B, 54, 9B, 10, 62, C3, 34)

Type VI - (n, m) = (24, 16) - Seed 1
(30, 9, 25, 25, 23, 22, 25, 18, 4, 25, 23, 30, 26, 13, 19, 14,

30, 29, 6, 0, 3, 14, 23, 23)

Type VI - (n, m) = (25, 17) - Seed 0
(8, 1, 4, 15, 3, 14, 18, 16, 28, 2, 29, 24, 11, 17, 18, 8, 26,

27, 12, 23, 26, 18, 11, 26, 6)

Type VI - (n, m) = (27, 18) - Seed 0
(19, 19, 20, 30, 13, 12, 6, 11, 3, 16, 12, 14, 29, 29, 26, 0,

13, 11, 20, 17, 1, 11, 30, 11, 14, 2, 24)

Type VI - (n, m) = (28, 19) - Seed 0
(12, 26, 6, 4, 9, 24, 21, 8, 0, 19, 23, 28, 11, 24, 22, 5, 9,

24, 24, 13, 0, 19, 25, 25, 26, 10, 27, 16)

Type VI - (n, m) = (30, 20) - Seed 0
(11, 4, 28, 8, 10, 20, 26, 20, 30, 28, 0, 13, 26, 2, 22, 9, 8,

26, 7, 6, 9, 26, 24, 15, 22, 18, 12, 3, 11, 13)
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B CPU Time and Memory usage of M4GB

F28 , m− n = 1

n m CPU time Memory

15 16 2121.83 s 1149 MB
16 17 18454.55 s 4557 MB
17 18 96000.30 s 14935 MB
18 19 840535.63 s 57000 MB

F28 , m− n = 2

n m CPU time Memory

14 16 81.73 s 108 MB
15 17 489.34 s 395 MB
16 18 2593.36 s 1169 MB
17 19 21461.78 s 4696 MB
18 20 106369.83 s 14880 MB
19 21 930243.86 s 55410 MB

F28 , m− n = 3

n m CPU time Memory

13 16 5.85 s 21 MB
14 17 35.56 s 66 MB
15 18 132.68 s 167 MB
16 19 1148.80 s 576 MB
17 20 4929.98 s 1723 MB
18 21 26096.75 s 5334 MB
19 22 207408.54 s 19835 MB
20 23 1115986.42 s 74004 MB

Table 24: The CPU time and memory usage of M4GB to solve system of polynomials
over F28 .
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F31,m− n = 1

n m CPU time Memory

15 16 2157.01 s 1149 MB
16 17 18592.99 s 4559 MB
17 18 119299.90 s 14868 MB
18 19 847613.39 s 57011 MB

F31, m− n = 2

n m CPU time Memory

14 16 81.47 s 109 MB
15 17 491.49 s 398 MB
16 18 2620.79 s 1168 MB
17 19 21632.05 s 4657 MB
18 20 107099.96 s 14868 MB
19 21 941960.45 s 55516 MB

F31, m− n = 3

n m CPU time Memory

13 16 6.29 s 21 MB
14 17 36.69 s 66 MB
15 18 134.21 s 164 MB
16 19 1157.86 s 580 MB
17 20 4961.64 s 1733 MB
18 21 26277.35 s 5343 MB
19 22 208961.14 s 19842 MB
20 23 1124110.35 s 74265 MB
21 24 1729007.02 s 126538 MB

F31, m− n = 4

n m CPU Time Memory

12 16 0.83 s 10 MB
13 17 4.47 s 18 MB
14 18 10.13 s 31 MB
15 19 80.41 s 100 MB
16 20 284.43 s 275 MB
17 21 1640.92 s 796 MB
18 22 11400.29s 2749 MB
19 23 51281.00 s 8438 MB
20 24 323866.14 s 28865 MB
21 25 2114895.49 s 99646 MB

F31, m− n = 5

n m CPU Time Memory

11 16 0.44 s 10 MB
12 17 0.80 s 10 MB
13 18 1.55 s 10 MB
14 19 7.54 s 25 MB
15 20 30.13 s 52 MB
16 21 181.32 s 154 MB
17 22 719.10 s 460 MB
18 23 3538.91 s 1368 MB
19 24 25530.18 s 4240 MB
20 25 111324.47 s 14035 MB
21 26 678252.18 s 46196 MB

F31, m− n = 6

n m CPU Time Memory

10 16 0.12 s 9 MB
11 17 0.39 s 10 MB
12 18 0.77 s 10 MB
13 19 1.61 s 10 MB
14 20 6.40 s 20 MB
15 21 14.16 s 37 MB
16 22 72.64 s 83 MB
17 23 417.50 s 268 MB
18 24 1604.10 s 733 MB
19 25 8600.97 s 2468 MB
20 26 59280.30 s 7332 MB
21 27 262183.34 s 24526 MB
22 28 1465417.71 s 78768 MB

F31, m− n = 7

n m CPU Time Memory

9 16 0.07 s 8 MB
10 17 0.12 s 9 MB
11 18 0.16 s 9 MB
12 19 0.66 s 9 MB
13 20 1.27 s 10 MB
14 21 2.29 s 11 MB
15 22 12.90 s 30 MB
16 23 42.25 s 64 MB
17 24 173.77 s 164 MB
18 25 1016.54 s 468 MB
19 26 3641.07 s 1301 MB
20 27 21341.13 s 4274 MB
21 28 139796.22 s 12595 MB
22 29 578488.31 s 40602 MB

F31, m− n = 8

n m CPU Time Memory

8 16 0.05 s 7 MB
9 17 0.10 s 8 MB
10 18 0.13 s 9 MB
11 19 0.18 s 9 MB
12 20 0.28 s 8 MB
13 21 1.07 s 9 MB
14 22 1.97 s 11 MB
15 23 7.44 s 17 MB
16 24 25.80 s 47 MB
17 25 100.40 s 108 MB
18 26 440.25 s 288 MB
19 27 2414.14 s 807 MB
20 28 9464.87 s 2311 MB
21 29 52474.98 s 7678 MB
22 30 320730.95 s 22185 MB
23 31 1345880.83 s 70750 MB

Table 25: The CPU time and memory usage of M4GB to solve system of polynomials
over F31.
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[CKL+19] Anne Canteaut, Lukas Kölsch, Chao Li, Chunlei Li, Kangquan
Li, Longjiang Qu, and Friedrich Wiemer, On the Differential-
Linear Connectivity Table of Vectorial Boolean Functions, CoRR
abs/1908.07445 (2019).
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[Luc78] Edouard Lucas, Théorie des Fonctions Numériques Simplement
Périodiques, American Journal of Mathematics 1 (1878), no. 2, 184–
196.

[Lue17] Ignacio Luengo, DME : A Public Key, Signature, and KEM Sys-
tem Based on Double Exponentiation with Matrix Exponents, Tech.
report, ICMAT and Department of Algebra, Geometry, and Topol-
ogy, Complutense University of Madrid, Plaza de Las Ciencias S/N,
CIUDAD Universitaria 28040 Madrid, Spain, 2017.

[MAAT02] Mohammed Mrayati, Yahya Meer Alam, and M. Hassan At-Tayyan,
Al-Kindi’s Treatise on Cryptanalysis, Series on Arabic Origins of
Cryptology, vol. one, KFCRIS & KACST, 2002.

[MAB+21] Carlos Aguilar Melchor, Nicolas Aragon, Emanuele Bellini, Florian
Caullery, Rusydi H. Makarim, and Chiara Marcolla, Constant Time
Algorithms for ROLLO-I-128, SN Comput. Sci. 2 (2021), no. 5, 382.

[Mak18] Andrew O. Makhorin, GNU Linear Programming Kit , 2018.

[Map18] Maplesoft, a division of Waterloo Maple Inc., Waterloo, Ontario,
Maple 2018, https://www.maplesoft.com/, 2018.

[Mat93] Mitsuru Matsui, Linear Cryptanalysis Method for DES Cipher , in
Helleseth [Hel94], pp. 386–397.

[Mat97] Mitsuru Matsui, New Block Encryption Algorithm MISTY , Fast
Software Encryption, 4th International Workshop, FSE ’97, Haifa,
Israel, January 20-22, 1997, Proceedings (Eli Biham, ed.), Lecture
Notes in Computer Science, vol. 1267, Springer, 1997, pp. 54–68.

[Mau96] Ueli M. Maurer (ed.), Advances in Cryptology - EUROCRYPT ’96,
International Conference on the Theory and Application of Crypto-
graphic Techniques, Saragossa, Spain, May 12-16, 1996, Proceeding ,
Lecture Notes in Computer Science, vol. 1070, Springer, 1996.

https://doi.org/10.1007/3-540-48658-5_3
https://doi.org/10.1007/3-540-48658-5_3
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/round-1/spec-files/DME_SIGN-spec-web.pdf
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/round-1/spec-files/DME_SIGN-spec-web.pdf
http://www.jstor.org/stable/2369308
http://www.jstor.org/stable/2369308
http://www.mat.ucm.es/~iluengo/DME/DME-Rev1.pdf
http://www.mat.ucm.es/~iluengo/DME/DME-Rev1.pdf
https://publications.kacst.edu.sa/SystemFiles/Books_Pdf/302.pdf
https://www.gnu.org/software/glpk/
https://www.maplesoft.com/
https://doi.org/10.1007/3-540-48285-7_33
https://doi.org/10.1007/BFb0052334
https://doi.org/10.1007/3-540-68339-9
https://doi.org/10.1007/3-540-68339-9
https://doi.org/10.1007/3-540-68339-9


166 REFERENCES

[MCD+09] Mohamed Saied Emam Mohamed, Daniel Cabarcas, Jintai Ding,
Johannes A. Buchmann, and Stanislav Bulygin, MXL3: An Effi-
cient Algorithm for Computing Gröbner Bases of Zero-Dimensional
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[PCF+23] Jacques Patarin, Benôıt Cogliati, Jean-Charles Faugère, Pierre-
Alain Fouque, Louis Goubin, Robin Larrieu, Gilles Macario-Rat,
and Brice Minaud, Vox Specification, Tech. report, National Insti-
tute for Standards and Technology (NIST), 2023.

https://pure.tue.nl/ws/portalfiles/portal/91105984/NING.K_parallel_cb_v103.pdf
https://pure.tue.nl/ws/portalfiles/portal/91105984/NING.K_parallel_cb_v103.pdf
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization/round-3-submissions
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/call-for-proposals-dig-sig-sept-2022.pdf
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/call-for-proposals-dig-sig-sept-2022.pdf
https://doi.org/10.1007/978-3-319-79063-3_6
https://doi.org/10.1007/978-3-319-79063-3_6
https://doi.org/10.1007/978-3-319-79063-3_6
https://doi.org/10.1007/3-540-48285-7
https://doi.org/10.1007/3-540-68339-9_4
https://doi.org/10.1007/3-540-68339-9_4
https://doi.org/10.1007/978-3-319-11659-4_14
https://doi.org/10.1007/978-3-319-11659-4_14
https://doi.org/10.1007/978-3-319-59879-6_12
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/round-1/spec-files/vox-spec-web.pdf


169 REFERENCES

[PFH+] Thomas Prest, Pierre-Alain Fouque, Jeffrey Hoffstein, Paul Kirch-
ner, Vadim Lyubashevsky, Thomas Pornin, Thomas Ricosset, Gre-
gor Seiler, William Whyte, and Zhenfei Zhang, FALCON: Fast-
Fourier Lattice-based Compact Signatures over NTRU.

[Pre95] Bart Preneel (ed.), Fast Software Encryption: Second International
Workshop. Leuven, Belgium, 14-16 December 1994, Proceedings,
Lecture Notes in Computer Science, vol. 1008, Springer, 1995.

[Pre11] Bart Preneel, Modes of Operation of a Block Cipher , Encyclopedia
of Cryptography and Security, 2nd Ed. (Henk C. A. van Tilborg and
Sushil Jajodia, eds.), Springer, 2011, pp. 789–794.

[Pro99] Third Generation Partnership Project, KASUMI Specification,
Tech. Report version 1.0, Security Algorithms Group of Experts
(SAGE), 1999.

[Rad06] H̊avard Raddum, Cryptanalytic Results on Trivium, Tech. report,
eSTREAM Report 2006/039, 2006.

[RN10] Stuart Russell and Peter Norvig, Artifical Intelligence, a Modern
Approach, third ed., Series in Artificial Intelligence, Prentice Hall,
2010.
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Gröbner basis computation, in van der Hoeven and van Hoeij
[vdHvH12], pp. 203–210.

[RSA78] Ronald L. Rivest, Adi Shamir, and Leonard M. Adleman, A Method
for Obtaining Digital Signatures and Public-Key Cryptosystems,
Commun. ACM 21 (1978), no. 2, 120–126.

[RSA91] The RSA Factoring Challenge, http://www.emc.com/emc-plus/

rsa-labs/historical/the-rsa-factoring-challenge.htm,
1991.
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2004, Proceedings (Javier López, Sihan Qing, and Eiji Okamoto,
eds.), Lecture Notes in Computer Science, vol. 3269, Springer, 2004,
pp. 401–413.

[YDH+15a] Takanori Yasuda, Xavier Dahan, Yun-Ju Huang, Tsuyoshi Tak-
agi, and Kouichi Sakurai, MQ Challenge: Hardness Evaluation of
Solving Multivariate Quadratic Problems, IACR Cryptology ePrint
Archive 2015 (2015), 275.

[YDH+15b] Takanori Yasuda, Xavier Dahan, Yun-Ju Huang, Tsuyoshi Tak-
agi, and Kouichi Sakurai, A multivariate quadratic challenge toward
post-quantum generation cryptography , ACM Comm. Computer Al-
gebra 49 (2015), no. 3, 105–107.

https://doi.org/10.1007/978-3-662-48425-8
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/round-1/spec-files/SNOVA-spec-web.pdf
https://doi.org/10.1007/978-3-540-30580-4_17
https://doi.org/10.1007/978-3-540-30191-2_31
https://doi.org/10.1007/978-3-540-30191-2_31
https://doi.org/10.1007/978-3-540-30191-2_31
http://eprint.iacr.org/2015/275
http://eprint.iacr.org/2015/275
http://doi.acm.org/10.1145/2850449.2850462
http://doi.acm.org/10.1145/2850449.2850462


173 Notations

Notations

Z Ring of integers 49
Z≥0 The set of non-negative integers 49
F A field 49
Fq Finite field of order q 49
deg(f) The degree of the polynomial f 51
F[x1, . . . , xn] An n-variable polynomial ring over the field F 50
R The ring F[x1, . . . , xn] unless explicitly stated

otherwise
50

⟨f1, . . . , fm⟩ Ideal generated by f1, . . . , fm ∈ F[x1, . . . , xn] 51
xα | xβ Monomial xα divides xβ 49
M(f) The set of monomials of f ∈ F[x1, . . . , xn] 50
T(f) The set of terms of f ∈ F[x1, . . . , xn] 50
M(F ) The set of monomials of F ⊆ F[x1, . . . , xn] 50
T(F ) The set of terms of F ⊆ F[x1, . . . , xn] 50
LC(f) The leading coefficient of a polynomial f ̸= 0 53
LM(f) The leading monomial of a polynomial f ̸= 0 53
LT(f) The leading term of a polynomial f ̸= 0 53
Tail(f) The tail of a polynomial f ̸= 0 53

f
G

The remainder after division of f by an ordered
set G

55

V(f1, . . . , fm) The affine variety defined by the polynomials
f1, . . . , fm

59

I(V ) The ideal of affine variety V 60
Iℓ The ℓ-th elimination ideal 60
Spoly(f, g) S-polynomial of f ̸= 0 and g ̸= 0 65
LCM(a, b) The least common multiple of a and b 65
f −→

G
r f reduces to r modulo G 67

F̃ (reduced) row echelon form of F ⊆ R 72
wt(u) The Hamming weight of u ∈ Fn

2 120
v ⪯ w The vector v is covered by w 120
φf The pseudo Boolean function of f 121
v(f) The simplified value vector of a symmetric

Boolean function f
121

σi,n The i-th elementary symmetric polynomial in n
variables

122

FP(R) The set of field polynomials of R =
Fq[x1, . . . , xn]

133

v ∥ w Concatenation of vector v ∈ Fn
2 and w ∈ Fm

2 133
v ·w The dot product of v,w ∈ Fn

2 133
Sb The function b · S(x) where S : Fn

2 7→ Fm
2 133

Ff ,Wf The Fourier and Walsh transform of f : Fn
2 7→

F2 respectively
134

λS(a, b) The linear approximation table of S 135
λIS(a, b) The linear ideal of S 135
δS(α,β) The difference distribution table of S 138
δIS(α,β) The differential ideal of S 139



174 Notations

τS(α, b) The autocorrelation table of S 141
τIS(α, b) The autocorrelation ideal of S 142



Index
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Gröbner bases in Singular and Magma. . . . . . . . . . . . . . . . 130

20 An example of S : F4
2 7→ F4

2. . . . . . . . . . . . . . . . . . . . . . 135
21 Linear approximation table of S defined in Table 20. The entries

denoted by ’-’ are equal to zero. . . . . . . . . . . . . . . . . . . . 136
22 Difference distribution table of S defined in Table 20. The entries

denoted by ’−’ are equal to zero. . . . . . . . . . . . . . . . . . . 139
23 Autocorrelation table of S defined in Table 20. The entries de-

noted by ’-’ are equal to zero. . . . . . . . . . . . . . . . . . . . . 142
24 The CPU time and memory usage of M4GB to solve system of

polynomials over F28 . . . . . . . . . . . . . . . . . . . . . . . . . 148
25 The CPU time and memory usage of M4GB to solve system of

polynomials over F31. . . . . . . . . . . . . . . . . . . . . . . . . 149




