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8 Ideals of Vectorial Boolean Functions
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The main object studied in this chapter is the multi-output Boolean func-
tions, that is functions from F4 to F5* for some positive integers n and m. Such
functions are called wvectorial Boolean functions. The vectorial Boolean func-
tions arise in many aspect of symmetric-key primitives, from S-Boxes, round
functions, block ciphers, hash functions, etc. Many criteria have been developed
to evaluate their suitability for cryptographic purposes. For instance, to design
a block cipher immune against linear cryptanalysis [Mat93] the S-Boxes used
must have high nonlinearity [Nyb92]. Another criterion is related to immunity of
a primitives against differential cryptanalysis [BS90], where the S-Boxes should
have low differential uniformity [Nyb93]. In addition to the two previous criteria,
the absence of linear structures [MS89b] is another criterion which was recently
shown to be related with differential-linear cryptanalysis |[CKL"19, BDKWT9].

In this chapter we shall present the relation among cryptographic criteria
of vectorial Boolean functions and their corresponding multivariate ideals. We
focus on the (non)linearity, differential, and autocorrelation of vectorial Boolean
functions. We also establish the relation between the Walsh transform as well as
Fourier transform with properties of multivariate ideals. Moreover, we exhibit
new algorithms to compute the bias of a linear approximation, the probability
of a differential, and the autocorrelation of the component functions using a
Grobner bases algorithm.

Generous examples are provided to illustrate the important results. We
provide an open-source SageMath [Thel8] module GBSBOX to facilitate the
verification of examples and to stimulate the research on this area. The module
is available for download in the following link

https://github.com/rusydi/gbsboxl

We begin this chapter by describing necessary terminologies, notations, and
well-known results from computational commutative algebra and Boolean func-
tions in This will be followed by which describes the
relation between properties of a vectorial Boolean function relevant for linear
cryptanalysis and its corresponding ideal. An algorithm to compute the bias of
a linear approximation based on a Grébner basis algorithm is described in the
same section. presents the relation between properties of a vectorial
Boolean function relevant for differential cryptanalysis and its corresponding
ideal. The same section also explains an algorithm to compute the probability
of a differential using a Grobner basis algorithm. The relation of the ideal of
a vectorial Boolean function with the notions of autocorrelation is described in

Section 8.4
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Related Work

To the best of our knowledge, the connection between computational commuta-
tive algebra and cryptographic properties of vectorial Boolean functions remains
underexplored to this date. The closest related works that we found are due to
Bellini, Simonetti, and Sala [BSS14] as well as the work of Bellini, Mora, and
Sala [BMST16]. Both papers proposed new algorithms to compute the nonlin-
earity of Boolean functions using Grobner bases algorithms, where the latter is
an improvement of the former.

Our work differs from [BSS14l BMSI16] in two respects. Firstly, their re-
sults as a mapping F5 +— F3' are restricted for the case m = 1, while the
results in this chapter holds for any positive integers n, m. Secondly, the ap-
plications of Grobner bases in [BSS14, BMS16] are limited within the context
of (non)linearity, while this work proposes new applications of Grobner bases
related to the notions of (non)linearity, differential and autocorrelation.

Another related work is by Samardjiska and Gligoroski [SG14]. In their work,
the authors employ (non)linearity measures that are typically used to assess the
security of symmetric-key primitives to redefine certain properties of MPKCs.
Their framework enables a generalization of several known attacks on MPKC
schemes and offers insights into the factors that determine their effectiveness.

The differences between the results in this chapter and those in [SG14] are
twofold. First, while the work in [SG14] draws upon the notions from symmetric-
key cryptography to analyze MPKC schemes, our work takes the opposite di-
rection: we apply notions from computational commutative algebra, typically
used in the analysis of MPKCs, to investigate the properties of functions used
in symmetric-key cryptography. Second, whereas [S(G14] mainly focuses on the
notion of (non)linearity, this chapter extends the discussion to include not only
(non)linearity, but also differential property and autocorrelation.

8.1 Notations and Preliminaries

Let F C R =F|xy,...,2,] be a nonempty subset of R. The main results in this
chapter are relevant for F = IF5 but the propositions in this section are true for
any field F or any finite field F,. We allow a mixed notation and write (F, f)
for an ideal generated by F' U f where f € R. For any residue class ring R/I
modulo an ideal I C R, we denote by dimp(R/I) the dimension of R/I as an
F-vector space. The set of zeros of F' C R in an extension field E of F is denoted
by VEg(F) ={v e E": f(v) =0,Vf € F}.

Proposition 8.1. For any ideal {0} # I C R, we define RM(I) = M(R)\LM(I)
the set of reduced monomials w.r.t. I. Then

RM(I) = {m € M(R) : s {m,Vs € LM(I)}
= {meM(R):s{m,Vs e LM(G)}

where G is a Grébner basis of I.
Proof. See the proof of Lemma 6.51 in [BW93|, pg. 272]. |

Proposition 8.2. The set {m+1: m € RM(I)} is a basis of the F-vector space
R/I.



*

133 8.1 Notations and Preliminaries

Proof. See the proof of Proposition 6.52 in [BW93| pg. 273]. |

Proposition 8.3. Let F be an algebraic closure of the field F and assume that
I C R is a zero-dimensional ideal. Then

V&(I)| < dimp(R/I).

Moreover, if F has characteristic zero or is a finite field and I is a radical ideal,
then the equality holds[|

Proof. See the proof of Theorem 8.32 in [BW93| pg. 348] ]

Definition 8.4. For any polynomial ring R = Fylz1,...,x,] defined over a
finite field F,, we define the set of field polynomials of R as

FP(R)={a! —z;,:i=1,...,n}.

Proposition 8.5. If I is an ideal of R = Fylz1,...,x,) where FP(R) C I, then
the following holds

1. I is a zero-dimensional ideal,

2. I is a radical ideal,

3. Vi, (I) = V(D).

Proof. The proof of 1) follows from 5) in [Proposition 3.46] The proof of 2) is
immediate from [Proposition 3.51] Finally, 3) is true since FP(R) C I implies
that V(1) € Vg, (I). ]

In the pseudo-code of algorithms described in this chapter, the algorithm
REDUCEDMONOMIALS(G) takes a Grobner basis G of a zero-dimensional ideal
I C R and returns the set of reduced monomials of I. We provide the description
of REDUCEDMONOMIALS in The pseudo-code is adapted from
the REDTERMS algorithm in [BW93, pg. 424]. The algorithm maintain the
set R of intermediate reduced monomials. In each iteration 4, it multiplies
all monomials in R by x;, 22, ..., a:fl The resulting non-reducible monomial
product is then added to R.

For the rest of this chapter, we will work with the binary field F5. For
any v = (v1,...,v,) € F}, we sometimes write v as an integer » ;. , v;2' !
in hexadecimal format using teletype font family (e.g, v = (0,1,1,1) € F3
can be written as E). The Hamming weight of v is denoted by wt(v) and the
concatenation of v with w = (wy,...,w,,) € FY is denoted by (v || w) =
(v1,...,Up, W1, ..., Wy). For any Boolean function f : F§ — Fy, we denote the
Z-valued function of f as f We also define the Hamming weight of a Boolean
function f : F§ — Fo as wt(f) = |[{v € Fy : f(v) # 0}|. For any b € F}
and S : Fy — F' we define Sp(x) = b- S(x) as a component functions of S,
where “” denotes the dot product vector. We call the function Sy the trivial
component function of S. For any e; € F3*, where e; denotes a vector with a 1
in its j-th coordinate and 0 otherwise, we call Se, the j-th coordinate function
of S.

This proposition can be generalized to any perfect field F (see[Definition 3.52for the definition
of perfect field).
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Input: A Groébner basis G of a zero-dimensional ideal I C Flaq, ..., 2]
Output: The set RM(I) of reduced monomials of I
R+ {1}
fori=1tondo
M+ R
k; < max({e; : z{* ---z{" - - 28 € LM(G)})
while M # {} do
m < SELECT(M)
M+ M\ {m}
for [ =1to k; do

m<<—m-x;

if Vg € G : LM(g) { m then

L R+ RU{m}

© 0 N O A W N

I
= o

12 return R

Algorithm 8.1: Algorithm REDUCEDMONOMIALS.

Definition 8.6. Let f be an n-variable Boolean function. The Fourier trans-
form Fy : Fy — Z and the Walsh transform Wy : ¥y — Z of f are defined
as

Fru)= > fo) - (=D)™*, W)= > (-1)/® . (—1),

veFy veFy

Proposition 8.7. Let f be an n-variable Boolean function. We have the fol-
lowing relation

1
Frlw) =2 6() - L Wy(w)
where §(u) =1 if u = 0 and 0 otherwise.

Proof. See the proof of Lemma 2.9 in [CS09, pg. 9]. |

The primary theme of this chapter is the relation between cryptographic
properties of S and ideals in multivariate polynomial ring. The variables of
the input and output of S are denoted using x;,y; respectively. A system of
equations that defines S is given by the set

Fs={y; +hj(z1,...,2,) : 1 <j<m} CFalz,..., 20,01, ., Ym)

where hj;(z1,...,2,) is the algebraic normal form of S.,. We refer to the set
Fs as the algebraic normal form of S.

Throughout this chapter, we also provide examples to illustrate the main
results. All examples use the mapping defined in and its algebraic
normal form consists of the following polynomials

Y1 + 212223 + X123 + X1 + T2 + T3y,
Y2 + T1T2T4 + T1T2 + T1T3T4 + T1X3 + T1 + T2X3T4 + TaTy + T3 + Ty,
Y3 + T1T2x4 + X122 + T1T3 + T2X3T4 + T2X3 + T2 + T3 + X4,

Y4+ 21T2T3 + T1X2 + T1X3%T4 + X1T3 + T2T3 + T3T4 + T4.
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x |0 1 2 3 4 5 6 7 8 9 A B C D EF
S(x) ‘ 0O 3 6 8 6 A F 4 E D 9 2 1 7 C B
Table 20: An example of S : F5 — Fa.

8.2 Multivariate Ideals and Linear Property

In this section we shall prove the result stated in The result
establishes a relation between ideals in multivariate polynomial ring and prop-
erties of vectorial Boolean functions relevant for linear cryptanalysis [Mat93].
Linear cryptanalysis studies linear relations among parity bits of the plaintext,
the ciphertext, and the secret key that holds with a certain probability. If there
exists such relation with high probability, an attacker can estimate the parity
bit of the key using the parity bits of known plaintexts and their corresponding
ciphertexts. Formally, let E : F} x F§ — F3 where F} is the key space and for
any fix k € F5 we define Ex(r) = E(x,k). The goal of linear cryptanalysis is
to find a linear expression of the following form

a-v+b-Ex(v)=c-k a,bcFy ccFk

that holds with probability p # 1/2 for randomly given plaintext v and its
corresponding ciphertext Fg(v). Clearly, the effectiveness of linear cryptanalysis
depends on the magnitude of |p — 1/2|. Once such approximation is found, it
is possible to determine the value of ¢ - k based on the maximum likelihood
method (see Algorithm 1 of [Mat93]).

The probability of a linear approximation on S : Fy — F3* with input mask
a € Fy and output mask b € F' is equal to

Prla-z=b-S)]|=2""-{velF;:a-v=>b-5(v)}.

and we refer to the value Prla -z = b - S(x)] — 1/2 as the bias of the linear
approximation. If n,m are relatively small, we can enumerate the bias of all
possible linear approximations on S and store the corresponding numerator in a
2™ x 2™ linear approzimation table of S. The entry at row a € F4 and column
b € F3" of the linear approximation table of S is defined as

As(a,b) = [{(v ]| S(v)) €F3*™ ra-v=b-S(v)}| - 2"7".
An example of a linear approximation table is provided in

Definition 8.8 (Linear ideal). Let S : Fy — F3J' and let R be the poly-
nomial ring Falz1,...,Zn,y1,---,Ym]. For any a = (a1,...,a,) € Fy. b =
(b1,...,bm) € F5" we define the linear ideal N g(a,b) C R of S with input mask
a and output mask b as

Mg(a,b) = <Fs, > aimi+ Y by, FP(R)>
i=1 j=1

where Fg C R is the algebraic normal form of S.

Theorem 8.9. Let S : Fy — F' and R = Faz1,...,Tn, Y1, .-, Ym].- The bias
of a linear approzimation on S with input mask a € Fy and output mask b € Fy*
is equal to

27" . (dimp, (R/Ms(a, b)) — 2" 1).
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0 1 2 3 4 5 6 7 8 9 A B C D E F
0|8 - - - - - - - - - - - - - -
1] - - 20 -2]-21-2 4 - - - 2| -2 2 2 - 4
2 | - - -2 | -2 - - 2 2 21 -2 - 4 2| -2 4 -
3| - 4 - - 2| -2 2 2 2 2 2| -2 - - - -4
4| - 2| -2 2 2 - 4 - -] -2 2 2 2 | -4 -
5 | - - - - - - - - - - 4 4 | -4 4
6 | - - - 4 -2 |-2]-2 2| -2 2 2 2 4 - - -
7| - 4 | -2 2 - 4 2 1-2]-21-2 - - 2 2 - -
8 | - 2 - 2 - 2 - 2 2 - 2 - -2 ] 4| -2 4
9| - |-2] -2 - | -2 4 - 2 2 4 - | -2 - 2 2 -
A - 2| -2 - 4| -2] -2 - - 2| -2 - - 2 2 4
B | - 2 4 21 -2 2 - - 2| -4 21 -2 - 2 -
c| -1-2 2 4 2 - - 2 2| -4 - | -2 - 2 2 -
D | - 2 4 | -2 - 2| -4 -2 2 - 2 - 2 - 2
E| -]-2 - 2 2 - 2| -4 4 2 - 2 2 - -2 -
F | -1]-2 2 - 4 2 2 - -4 2 2 - - -2 2 -

Table 21: Linear approzimation table of S defined in|Table 20, The entries denoted
by -’ are equal to zero.

Proof. Let a = (a1,...,a,) € Fy and b = (by,...,by) € F5*. Suppose that the
system of equations F' = Fg U {3 /" ajz; + 372, bjy;} UFP(R) has a solution
in F5 . We claim that

Vr,(Ms(a,b)) = {(v| w) e F3" : v € F§, w = S(v) and
Dlimy aivi + 301 bjw; = 0}
Let w = (u1,u2, ..., Untm) € Vi, (As(a,b)). Since Vg, (A g(a,b)) = Vg, (F),
then f(u) = 0for all f € F. This implies that (tn11, ..., Untm) = S(U1, ..., Up)
(by the definition of Fs) and 31", aju; + 37" bjuny; = 0. The converse
inclusion is obvious since the condition w = S(v) implies f(v || w) = 0 for
all f € Fg and clearly (v || w) is a solution for the polynomial > | a;z; +
> i1 bjyj. Thus, (v || w) € Vg, (F) = Vi, (Ms(a,b)).
Since FP(R) C Als(a,b), by 1) and 2) of [Proposition 8.5 the ideal AIs(a, b)
is zero-dimensional and radical. We then have the following relation
Vi, (Ms(a, b)) = dimg, (R/Ms(a, b)) = [Vr,(Ms(a,b))].

where the first equality is implied by and the second equality is
implied by 3) of Therefore we have

As(a,b) = dimg, (R/\s(a,b)) — 2" (8.1)
and the bias of the linear approximation is equal to 27" - (dimp, (R/As(a, b)) —
gn=1y, n

In the following lemma, for a given a € F3, we denote by ¢, the n-variable
Boolean function ¢, () = a -z and for any n-variable Boolean functions f, g we
define d(f,g) = |[{x € F} : f(x) # g(x)}| to be the Hamming distance of f and
g.

Lemma 8.10. Let S : Fy — F3'. We have the following equality

Wa, (@) = 2" — 2 - d(Sp, la).
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Proof. Recall that Wg, (a) = Zmepg(—l)g(“’)(—l)a(m). For any = € F§ such

that Sp(x) = la(x) we have (—1)%®)(~1)%(®) = 1 and —1 otherwise. The
number of —1 in the summation is equal to [{x € F} : Sp(x) # la(x)}| =
d(Sp,€s). On the other hand, the number of +1 in the summation is equal to
2" — d(Sp, lq). Therefore Wg, (a) = 2™ — 2 - d(Sp, q,)- [ ]

Theorem 8.11. Let S : Fy — FJ" and R = Falx1,...,Zn, Y1, ., Ym]. For any
b e F3', we have the following

Ws, (a) = 2 - dimy, (R/Ms(a, b)) — 27, (8.2)
Fs,(a) =2""1(5(a) + 1) — dimp, (R/\s(a, b)) (8.3)
where §(a) =1 if a = 0 and 0 otherwise.
Proof. By the definition of Ag(a,b), we can express it as
As(a,b) = [{(v | S(v)) €F3™™ 1a-v=b-S(v)}| - 2"
=2" —d(Sp,lg) — 2" "
= 2"t — d(Sp, la)
and by we have Ws, (a) = 2 - A\g(a,b). From this, the proof of
is immediate from , ie.,
Ws, (a) =2 Ag(a,b) =2 dimp, (R/As(a,b)) — 2".

The proof of (8.3 is a straightforward implication of and (8.2]).
|

Input: A vectorial Boolean function S : Fy — F3

Input: An input mask a € [}

Input: An output mask b € F3’

Output: The bias of the linear approximation a -z =b- S(z).
R+ FQ[mla"'axnayla"'aym]

Fg < Algebraic Normal Form of S

Ms(a,b) < (Fs, 320 1 aiwi + 3771 bjy;, FP(R))

G < GROBNERBaAsIS(As(a, b))

RM(AIs(a,b)) <+ REDUCEDMONOMIALS(G)

return 27" (|JRM(\Is(a,b))| — 2"~ 1)

Algorithm 8.2: An algorithm to compute the bias of a linear approxi-
mation on S using a Groébner bases algorithm.

o TR W N

Theorem 8.12. Given S : F§ — Fy', a € Fy and b € F3?,

computes the bias of a linear approximation on S with input mask a and output
mask b.

Proof. Termination: Since each step in line 1-4 terminates, then eventually the
algorithm terminates[f]

The termination of a Grobner bases algorithm is due to the Noetherianity of R (see for example
the proof of Theorem 2 in [CLO15l pg. 91]) and the termination of REDUCEDMONOMIALS is

due to the fact that the ideal Alg(a,b) is zero-dimensional (see [Proposition 8.1] and 4) of
Proposition 3.46)).
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Correctness: By [Proposition 8.2 the set {m + Ms(a,b) : m € RM(A\Is(a,b))}
is a basis of the Fo-vector space R/AIs(a,b). It follows from [Theorem 8.9

that the bias of the linear approximation a -z = b- S(z) is equal to 27" -
(IRM(AIs(a, b)) — 2771). u

Example 8.13. Let S be the mapping defined in [Table 20, Let a = F =
(1,1,1,1),b = 8= (0,0,0,1) and I = Ag(a,b). The reduced Grébner basis of
the ideal I w.r.t. degree-reverse lexicographic ordering consists of the following
polynomials

y%-f—yla Y2ya + Y2, T3+ Y1+ y2 + Y4,
Y1y2, Y3 + Y, g+ Y1+ Y4,

Y3 + Yo, Ty, Y3 + ya,

Y1Y4, T2 + Y2 + Ya.

The basis of the Fao-vector space R/I is the following
{ya+ Ly +Lyr + 1,141}
Therefore As(F, 8) = dimp, (R/I) — 23 = —4 (see also|Table 21)).

8.3 Multivariate Ideals and Differential Property

In this section we present relations between ideals in multivariate polynomial
ring and properties of vectorial Boolean functions that are relevant for differ-
ential cryptanalysis. Differential cryptanalysis is one class of attacks applicable
to wide-range of symmetric-key primitives, particularly block ciphers and hash
functions. The attack studies how a difference in two inputs to a vectorial
Boolean function affects differences of their corresponding outputs. The com-
mon difference operation is bitwise exclusive-or (XOR) operation, which corre-
sponds to vector addition in F4. This is also the difference operation considered
throughout this chapter.

Let a € F3, 8 € F5* be differences in the input and output of S : Fy — F3*
respectively. We refer to the pair (o, B) as a differential of S and its probability
is defined as

{v €y :S(w+a)+S@®) =B} _ ds(a.f)

s
Pria = 8] = o on

Note that for small n,m, the values (ds(c, B3))acFy gery are typically stored
in a two-dimensional array called the difference distribution table of S. An
example of a difference distribution table is provided in Another
relevant parameter to determine the resistance of a vectorial Boolean function
against differential cryptanalysis is differential uniformity [Nyb93].

Definition 8.14. Let S : Fy — F5'. The function S has differential uniformity
equal to dg if
g = max os(a, B).
o 0+£aeFy ,BeFT s(eB)

In order to study the properties relevant for differential cryptanalysis, we
first need to construct the required polynomial ring. Recall that in differential
cryptanalysis, we consider two inputs to a vectorial Boolean function S : F§ —
Fo*. Let z,...,a), and z7,..., 2! be two sets of variables that represent two
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0o 1 2 3 4 5 6 7 8 9 A B C D E F
o|]16 - - — — — — = - - - - - =

1| - - - 4 - - 2 2 - - - 4 2 2 - -
2| - - - - — 2 - 2 - 2 - 2 2 2 2 2
3| - - 2 - 2 2 2 - 2 - 2 2 2 - - -
4 - - - - - 2 2 - - 4 4 - 2 - - 2
5| - 2 2 - — 2 — 2 — 2 2 - 2 - 2 -
6| - — 4 2 — 2 2 2 2 - - - - - - 2
7 - 2 - 2 2 2 - - - - - - 2 - 4 2
8| - - - 2 - — — 2 - - 2 - 2 2 4 2
9| - 4 - - 2 - — 2 2 - - 2 - 4 - -
Al - 4 - 2 — 2 — - - 2 2 2 - - 2 -
B| - - 2 — — 2 4 - 4 - 2 - - 2 - -
cl- 2 - 2 2 - 4 2 2 2 - - - - - _
D| - - 2 — 4 - - 2 - - - 2 - 4 2 -
E| - 2 - — 2 — - - 4 2 - - 2 - - 4
F|l - — 4 2 2 — — — — 2 2 2 - - - 2

Table 22: Difference distribution table of S defined in|Table 20 The entries denoted
by '—’ are equal to zero.

inputs to S. Their respective output are denoted by variables yj,...,y,, and
yy, ...y, Thus, for notions related to differential cryptanalysis, we will use
the following ring

1

/ / / / " " "
R:FQ[zla'~'axnvyla""ym’zh"'7xnvy17"'7ym]' (84)

However, we stress that the results of this chapter are independent from the
choice of variable ordering and the monomial ordering in R.

Definition 8.15 (Differential ideal). Let S : F§ — F5* and let R be a polynomial

ring defined in (8.4). For any e = (a1,...,an) € F5,8 = (B1,...,0m) € FP
we define the differential ideal §Ig(ax, 3) C R of S w.r.t. the differential (v, 3)
as

01s(e, B) = (F§, F§ {a} +af +a; :1<i<n},

where F§ and F§ are the sets of polynomials that represent S in variables x, yg.
and x},yj respectively.

Theorem 8.16. Let S : Fy +— F3' and let R be a polynomial ring defined
in (8.4). The probability of a differential (ax, 8) € Fy x FI* is equal to
dimp, (R/61s(cx, B))

2n ’

Proof. Let o« = (a1,...,ap) € Fy and 8 = (f1,...,0m) € FJ'. Suppose that
the following system of equations

Prla 5, 8] =

F=FgUFgU{zj+a{ +o;: 1 <i<n}U{y;+yj +5;:1<j<m}UFP(R)
has a solution in F2" ™™ Let Ag(c, 8) be the following set

As(a, B) ={(v || S(v) [v+a| Sv+a):veF;, 5w+a)+5wv) =6}
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We will first show that Vg, (0Is(a, 8)) = Ag(a, B).
Let w = (u1,...,Umtm)) € Vr,(0Is(e,B)). Since V,(0ls(c,B)) =
Vi, (F) then f(u) =0 for all f € F. Thus, (tnq1,-.-yUntm) = S(U1,. .., Up)

by the definition of F§, (Untm—+1,---sUzntm) = (U1 + 0a,..., U, + ap) due
to Ui + Ungmai + o = 0 for 1 < 4 < n, and (U2nimits- - Ua(ngm)) =
S(Untm+1, - - U2n+m) by the definition of F§ such that w4 j+uontmj+58; =0

for 1 < j < m. Conversely, let (v || S(v) v+ a | S(v+a)) € As(a, B) where
v € F3. Clearly f'(v || S(v)) =0for all f' € F{ and f"(v+a | S(v+a))=0
for all f € F{. Similarly, (v || v+ «) is a solution of &} +z; +«; for 1 <i<n
and (S(v) || S(v + @) is also a solution for y; +y7 +8; =0for 1 <j <m
by the condition S(v + a) + S(v) = B. Thus (v || S(v) [v+a || S(v+a)) €
Vie,(F) = Vi, (6]5(cv, ).

Since FP(R) C 6Is(cx, 3), by 1) and 2) of[Proposition 8.5] the ideal §15(cx, 3)

is zero-dimensional and radical. We then have the following relation
Vi (61s(e, B))| = dimg, (R/6Is(ex, B)) = |V, (61s(c, B))]

where the first equality is an implication of and the second

equality is an implication of 3) in [Proposition 8.5l Since it is trivial to see that
0ls(a, B) = |Ag(ax, B)|, therefore we have the following

|
Remark 8.17. From (8.5) and|Definition 8.14}, computing the differential uni-

formity of S is equivalent to finding an Fy-vector space R/6Is(ax, 3), for 0 #
a € Fy and B € F5*, of mazximum dimension.

In the following, we shall apply the result from [Theorem 8.16| to compute
the probability of a differential using a Grobner basis algorithm.

Theorem 8.18. Given S : Fy — F3 and a differential (o, B8) € Fy x FJ,
Algorithm 8.3 computes the differential probability of (a, 3).

Input: A vectorial Boolean function S : F§ — F3
Input: A differential (o, 3) € F§ x FJ*
Output: The probability Prlac —° 3]

/ ! / ! 1 " 1 1"
[ e A A VR 7 A (NP L TN Vo
F{ + Algebraic Normal Form of S in «f,...,2,¥1,..., 4,
F§ < Algebraic Normal Form of S in z%,..., 2/, y{,...,yp;,

A—{zl+a! +a;:1<i<n}

B+ {y;+y]+pB;:1<j<m}

dls(a, B) < (F(, FE, A, B,FP(R))

G <+ GROBNERBASIS(6Is(ex, 3))

RM(éIs(ex, 3)) + REDUCEDMONOMIALS(G)
return |RM(01s(ax, B))|/2"

Algorithm 8.3: An algorithm to compute the probability of a differen-
tial on S using a Grobner bases algorithm.

© 00 N O A W N -
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Proof. Termination : The termination of the above algorithm is obvious since
the computation of algebraic normal form of S, Grébner basis of §lg(ex, 3),
and the REDUCEDMONOMIALS terminates where the latter is due to the ideal
0Is(ex, B) being a zero-dimensional.

Correctness : By the set {m+0Is(e, B) : m € RM(dIg(ex, B))}
is a basis of the Fo-vector space R/0Is(er,3) and clearly by [Theorem 8.16)
Priac % 8] = [RM(3 (v, 8))] /2" u

Example 8.19. Let S be the mapping defined in [Table 20 Let « = 6 =
(0,1,1,0) € F3,8 = 2= (0,1,0,0) € F4 and let I = §Is(a,83) C R where R
is a polynomial ring defined in with n = m = 4. The reduced Grébner
basis of I w.r.t. degree-reverse lexicographic ordering consists of the following
polynomials

Y+, vy +ys +ys + 1, Y3 + Y3, Ty + Yy + Y3,
ys? + s, Ty + Y3, yi+1, zy + 3,

T +ys + 1, i i +y3 +1, Yy

zh + vy, vy +ys + 1, ay +yy +1, oyl + 1L

The basis of the Fy-vector space R /1 consists of the following elements
L+ Loyy +1ys + 1ysys + 1

Therefore §s(6,2) = dimp,(R/I) =4 (see also|Table 29).

8.4 Multivariate Ideals and Autocorrelation

In this section we shall describe the relation of autocorrelation of vectorial
Boolean functions and ideals in multivariate polynomial ring. The notion of
autocorrelation is related to the derivative of Boolean functions. The derivative
of an n-variable Boolean function f : F5 +— Fy with respect to o € [y is the
Boolean function Dy, f(z) = f(z + &) + f(x).

Definition 8.20 (Autocorrelation). Let S : Fy — F5'. The autocorrelation of
a component function Sy at a is defined as

ms(eb) = Y (1P,

velFy

If n and m are relatively small, it is possible to exhaustively compute 75 (c, b)
for all a € F3,b € F5'. We refer to (75(c, b)) acry bery as the autocorrelation
table of S. An example of autocorrelation table is provided in

The work in [CKL™19| demonstrates that autocorrelation is closely related to
the differential-linear cryptanalysis [LH94]. For instance, the notion of differential-
linear connectivity table (DLCT) introduced in [BDKW19] to examine the differential-
linear property of S-Boxes, coincides with the autocorrelation table. Other re-
lated cryptographic weaknesses is the notion of linear structures which we will
describe in [Subsection 8.4.11

We will now present the construction of an ideal that corresponds to the
autocorrelation of a component function of S.
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0 1 2 3 4 5 6 7 8 9 A B C D E F
0|16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16
1/16 8 8 8§ - -8 -8 8 - - -8 - - - 8
2|16 -8 - - 8 - - - 8 - - - - 8 - -
3|16 8 - - - - 8 - - - - 8 -8 - -
a|16 - - -8 - - - 8 8 - - - 8 - - 16
5|16 - - 8 - - - 8 - 8 - - - 8 - -
616 - -8 - - 8 - - 8 - -8 -8 - -8 -
7|16 - - - 8 8 - - - 8 8 - 8 - -8 -
s|16 - -8 - -8 - - - 8 -8 - 8 8 - - -
9|16 8 8 - - - - - - - . - 8 8 -16
A|l16 -8 - -8 8 -8 - - - -8 8 - - - - -
B|16 8 - -8 - 8 - 8 - - -8 -8 -8 -8 - -
clw - - - - 8 8 - 8 - -8 - -8 -8 - -
pl16 - - - -8 - -8 - 8 8§ - - - -16
E|16 - 8 8 - - 8 -8 -8 - - -8 - -8 -8 -
F|l16 - -8 - 8 - -8 -8 - 8 - - - - 8 -

Table 23: Autocorrelation table of S defined in|Table 20, The entries denoted by ’-’
are equal to zero.

Definition 8.21 (Autocorrelation ideal). Let S : Fy — F5* and let R be a
polynomial ring defined in . For any o = (a1,...,0,) € FY and b =
(b1,...,bm) € FY* we define the autocorrelation ideal TIg(ct,b) C R of S with
input difference a and output mask b as

TIs(a,b) = (F§, F{ {x) + 2 +a; 1 1 <i <n},
ST by + ) + 1LFP(R)}).

where F§ and F§ are the set of polynomials that represent S in variables x, yg.

1 11 ;.
and xi,y; respectively.

Theorem 8.22. Let S : Fy — F3' and let R be a polynomial ring defined
in (8.4). The autocorrelation of a component function Sy at a is equal to

Ts(a, b) =2"-2. disz (R/Tls(oé, b))

Proof. Let o = (a1, ...,0p) € Fy and b = (by,..., b, ) € F'. Suppose that the
following system of equations
F=FgUFguU{ai+a) +a;:1<i<n}U{3T bj(y; +y])+1} UFP(R)

has a solution in 2"t We first define the following set

Ts(a,b) ={(v | S() v+ al S(v+a)):vely, 5%+ a)+S(v) =1}

and we will show that Vy,(7ls(a, b)) = Ts(a, b).

Let w = (u1,...,Uz(ntm)) € VE,(TIs(a,b)). Since Vi, (1I5(a, b)) = Vg, (F),
then f(u) =0 for all f € F. Thus, (Unpmt1s---Uantm) = (U1 + a1,y Uy +
ay,) by the polynomials in {2} + 2 + «; : 1 < i < n}. Moreover, we have

(Ung1s- - Ungm) = S(u1, ..., up) and at the same time (uzn4mi1, - - - Uz(ntm)) =
S(Untm+1, -, Usntm) by the definition of F§, F§ respectively such that

ij(uj+n+uj+2n+m)+l = Sp(u1, ..., un)+S(ur+ag,...,up+ap)+1=0.

Jj=1
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Therefore, u € Tg(a,b). Conversely, let (v || S(v) | v+ a || Sv+ a)) €
Tg(a, b) where v € F§ and Sp(v) + Sp(v + @) = 1. Clearly f'(v || S(v)) =0
for all f/ € F§ and f"(v+ a || S(v+ «)) = 0 for all f’ € F¢. Similarly,
(v || v+ a) is a solution of ) + z/ + a; = 0 for all 1 < 4 < n and the
condition Sp(v) + Sp(v + &) = 1 implies that (S(v) || S(v + «)) is a solution
for 3770, bi(y; +y)) +1=0. Thus (v || S(v) [[ v+ | S(v+a)) € VR, (F) =
Vi, (TIs(a, b)).

Since FP(R) C 7Is(cx, b), by 1) and 2) of [Proposition 8.5 the ideal 7/s(cx, b)

is zero-dimensional and radical. We then have the following relation
Vi (71s(a, b))| = dimp, (R/71s(c; b)) = [V, (T1s(c, B))]

where the first equality is an implication of and the second
equality is an implication of 3) in

By the definition of Hamming weight, clearly wt(DqSy) = |V, (7Is(a, b))|
and for any n-variable Boolean function f, > (=1)f®) = 27 — 2. wt(f)

holds. Therefore

velFy

Ts(a,b) = 2" — 2 - wt(DgSp) = 2" — 2 - dimp, (R/7Is(ct, b).
|

Theorem 8.23. Given S : Fy — F3', a € Fy, and b € Fy, [Algorithm 8.4
computes the autocorrelation Ts(a, b).

Input: A vectorial Boolean function S : F§ — F3
Input: An input difference o € F}

Input: An output mask b € F3*

Output: The autocorrelation 7s(c, b)

/ ! / / 17 " /! /"
[C AR Y A A VAR 1 RN A TR Ty
F§ < Algebraic Normal Form of S in «f,..., 2}, ¥1,..., ¥,
F{ «+ Algebraic Normal Form of S in zf,....z0 v/, ...y},

A—{zi+a! +a;:1<i<n}

fe 5 bilyy + ) +1

7Is(a,b) « (FL, Fl4 A, f,FP(R))

G + GROBNERBASsIS(TIs(a, B))

8 RM(7Is(a, b)) + REDUCEDMONOMIALS(G)
9 return 2" — 2. |RM(7Is(a, b))

Algorithm 8.4: An algorithm to compute the autocorrelation 7s(a, 3)
using a Grobner bases algorithm.

B =T B N VU U

Proof. Termination: Clearly [Algorithm 8.4] terminates since the computation of
the algebraic normal form of S, Grobner basis, and the REDUCEDMONOMIALS

eventually terminate.
Correctness: By|Proposition 8.2, {m+7Ig(ca,b) : m € RM(7Is(ex, b))} is a basis

of the Fa-vector space R/7Igs(a,b) and clearly by [Theorem 8.22] 7¢(ax,b) =
2" — 2. |RM(7Ig(ex, b))|. |

Example 8.24. Let S be the mapping defined in [Table 20 Let @ = 5 =
(1,0,1,0) € F3,b = D = (1,0,1,1) € F3. The reduced Grébner basis of the
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ideal I = 17Ig(at,b) w.r.t. degree-reverse lexicographic ordering consists of the
following polynomials

v+, e TV A S T/ o W TR S T/

T T xh + Y, yi+ys +ys + 1,
ys? + vy, ay+yl Fys oyl +1, 2y s+
ylllyZ7 372;, x/2/ + ygv

Y3 Yy, vy i s, xy +yy +ys + vl
v+ i, Yo + s +yi + 1,

zy, Yy + i,

and the basis of the Fo-vector space R/I consists of the following elements
yi+Lys + Lyl + 1,1+ 1

Therefore T5(5,D) = 2* — 2 - dimg, (R/I) = 8 (see also|Table 23).

8.4.1 Linear Structures and Ideal Membership Problem

One particular application of autocorrelation is to determine whether a vectorial
Boolean function has a linear structure. The vector « is a linear structure of
an n-variable Boolean function f if Dy f is a constant function. If the constant
function Dy f is equal to ¢ € Fo, we say that a is a c-linear structure of f. A
Boolean function f is said to have a linear structure if there exists a nonzero
a € T such that Dy f is a constant function [Eve87, [Lai94]. This definition
was generalized for the case of vectorial Boolean functions in [MS89b, pg. 4].

Definition 8.25. A vectorial Boolean function S : Fy — F5* is said to have a
linear structure if one of its nontrivial component function has a linear structure,
i.e., there exists a nonzero b € FJ' and a nonzero o € FY such that Sp(x+ ) +
Su(x) is a constant function.

Clearly, S has a linear structure if and only if there exists a nonzero o € Fy
and a nonzero b € F5* such that 7¢(a,b) = £2™. The magnitude of 7(e, b)
tells about the constant function D4 S, i.e., it is a O-linear structure (resp.
1-linear structure) if and only if 7¢(a,b) = 2" (resp. 7s(e,b) = —2™). From
the autocorrelation table in one can see that the function defined in
has a linear structure (see the entries in the column F). The following

corollary is an immediate consequences of [Theorem 8.22

Corollary 8.26. Let S : F§ — F3'. A vector o € Fy is a linear structure of
the component function Sy if and only if dimp, (R/7Is(a, b)) € {0,2"}.

We will now discuss other possible means to characterize whether a vectorial
Boolean functions has a linear structure. We first recall the following result that
describes the relation of a linear structure, when viewed as an input difference
to S, and the set of all its possible output differences.

Proposition 8.27. Let S : F§ — F5*. The vector o € Fg is a c-linear structure
of the component function Sy if and only if b- B = c for all B € FJ* such that
5S(a7ﬂ) > 0.

Proof. See the proof of Theorem 7 in [MTT4] pg. 17]. |
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Let o = (0q,...,00) € FY . b= (by,...,by) € FJ. In the construction of
autocorrelation ideals 71g(a, b), we look at the implication of the derivative of
Sp w.r.t. . However, the construction of this ideal is too restrictive when we
want to characterize @ as a linear structure of some component functions of S
because in this case « is the only relevant parameter.

Recall that we may view a as an input difference to S. A set of polynomials
in R that describes the application of a to two different inputs of S is given by

FLUF{U{ai+a] +a;:1<i<n}

where Fg and F§ are the set of polynomials that represent S in variables z7, y
and z7/, y respectively, 1 <i <n,1 < j <m. If a is a linear structure to some

component functions of S, then the ideal
(FSUFSU{z, + 2] + a;: 1 <i<n})
contains all polynomials that are implied by having a as an input difference

to S. One possible element of (F§ U F§ U {z] + 2/ +a; : 1 < i < n}) is the
polynomial that represents [Proposition 8.27] i.e.

Z bi(y; +yj) | +e= Z by +biyj | +c. (8.6)
Jj=1 j=1

Conjecture 8.28. Let S : F} — FIJ' and let R be a polynomial ring defined
in (8.4). A vector o € Fy is a c-linear structure of the component function S,
b=(b1,...,bm) € FY, if and only if

ijy;-—kbjy;' +ce(Fg, Fg {z; +a] +a; : 1 <i<n})
=1

where Fg and Fyg are the set of polynomials that represent S in variables 7,y

1 2 N
and xi,y; respectively.

Note that by computing a Grébner bases of the ideal I = (F§, F§, {x] +
! + a; 1 1 <i < n}), we can determine whether the polynomial of the form

is in I (see[Corollary 3.38]). In the following, we provide an example that
demonstrate [Conjecture 8.28]

Example 8.29. Let S be the mapping defined in and let a = 4 =
(0,0,1,0) € F4. We construct the polynomial ring R as in (8.4) withn =m = 4
and use lexicographic monomial ordering in R. The reduced Grébner basis G of
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I=(Fg, F§ {2+ x! +a; : 1 <i < 4}) consists of the following polynomials
"o "o ", 1" ", 1 "1

g1 =z i yays + Y sl +uiys +y Tyl F sl s s s

"1 1 /", 1 " 1.1 n, 1

92 = To + Y yays + yiys vz vy +uy + Y3yl s+l

"1, 1 ", 1 ", 1,1 ", 1 /", 1

g3 =3+ Yy ys +yiys + i ysys vl ol oyl s+ 1,

"1, 1 ", 1 ", 1,1 1,1 11,11 ", 1

91 =2y + Yy ys + YTy + vl +ysys vl +ysys +us vl + s + syl

", 1.1 n, 1 "0 1 /", 1 /1,1 "1

g5 =Y + Y Y ys +yiys + i ysys +uivs +ysys oy +ysy

96 = Yo + Y1 Yays + Y Y5 + Y ys vl +us vyl + syl +ys + oyl + 1,

g7 = Y5 + Y15 +uhys + s +us 41,

9s = Ya +yivs + oy ys vl + Yy oyl +usys vl +ysyl +us s
/i /i n_ 1 n_n n_n

go == + Y ysul +uiysys + s Fuivs +usyl +ys +us oyl

", 1.1 ", "1 1 /1,1

gro = + Y1 ysys + Y1y + i usys +ys +ysyl + s+l

g1 = a5 Y ysys +yTys syl + vyl oyl byl + s

", 1.1 1,11 1", 11 i /1", 1 1,11

g2 = oy + iy ys +uiys i +ysusys +ysys +ysvs + vy + sy,

g13 = yia + 97,

g1 = Y5> + b,

915 = Y5" + Ui,

gi6 = Y1 + 4.

Let b= F= (1,1,1,1) € F} and let f = Z?:l biyi + byl +0. We see that
fel=(G) because f = g5 + g6 + g7 + gs. Therefore 4 is a 0-linear structure
of the component function Sy (see also that Ts(4,F) = 16 in|Table 25).

Note that if the ring R used a monomial ordering that respects the degree of
monomials (e.g., degree-lexicographic or degree-reverse lexicographic ordering),
it is possible that a polynomial of the form is an element of the Grébner
basis. For instance, if we use the ring

R = Fo[z}, o, o5, 2, o), 3, 25, 20, ¥4, Y5, Y5, Y, Y1, Y2, U5 V4
together with degree-lexicographic ordering, the polynomials f will appear in
a Grobner bases G of I. This, however, is not the case if we use different ordering
of variables such as R = Fa[a), xb, x5, 2, vi, Y4, s, va, o), 2, a8 i vl vl vy, vl ]

More generally, assuming is true, if R uses a monomial
ordering that respects the degree of monomials and S has a linear structure, then
there exists a polynomial of degree 1 in a Grébner basis of (F¢, F§, {z]+x! +a; :
1<i<n}).





