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Appendix

A.1 Breaking aWeakened Phi-Non-Malleability

Following the (updated) definition in [CDF+23, Def. 2.4], a hash function H
is Φ-non-malleable if for every pair (D,A) of PPT algorithms for which the
HILL entropy HILL∞(x | st) is sufficiently large for (X , st) ← D and x ← X ,
the probability of winning the game in Fig. A.1 is negligible. In case of a hash
function family, the hash key is given as input to D and the HILL entropy is
then also conditioned on the hash key. In case of H a random oracle, D is
given query access to H and the entropy requirement is then on the statistical
min-entropy H∞(x | H, st), where one additionally conditions on the (function
table of) the random oracle.

The relevant choice of Φ for the non-resignability claim in [CDF+23] is

Φ = {ϕpk′ : (pk,m) 7→ (pk′,m) | pk′ ∈ PK} ,

where PK is the space of all public keys. In more detail, [CDF+23, Lemma 5.7]
shows that the considered NR property of the (original) BUFF transform is
satisfied if the considered hash function H (or hash function family) satisfies
the above notion of Φ-non-malleability for this particular choice of Φ.

Φ-NM0:

1: (X , st)← D
2: x← X
3: y := H(x)
4: (y′, ϕ)← A(y, st)
5: return (H(ϕ(x)) = y′ ∧ ϕ(x) ̸= x )

Figure A.1: The Φ-non-malleability game, as considered in [CDF+23], but for
a fixed hash function H. X is an efficiently sampleable distribution. The
subscript in Φ-NM0 here is meant to distinguish it from the original definition,
which considers some additional auxiliary information.
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A.2. A Modified Measure-and-Reprogram Lemma

We show here a simple attack against this notion of Φ-non-malleability for
this choice of Φ. The attack applies to any hash function (family) H, including
the random oracle, and so renders the non-resignability claim in [CDF+23,
Lemma 5.7], and in [CDF+23, Theorem 5.5], vacuous.

The attack works as follows. D outputs the distribution X that samples a
random pk ∈ PK and outputs x = (pk, 0), and A ignores its input y = H(pk, 0)
and simply outputs (H(pk′, 0), ϕpk′) for an arbitrary (fixed) pk′ ∈ PK. Note
that there is no state information st here, and the entropy condition is satisfied
(assuming PK to be sufficiently large). Thus, this is a valid attack that succeeds
with probability almost 1; it only fails when the random pk ∈ PK happens to
be pk′.

A.2 AModified Measure-and-Reprogram Lemma

In [DFM20] we find the “measure-and-reprogram technique 2.0” (Theorem 2):

Theorem A.1 (Measure-and-reprogram). Let X and Y be finite non-empty
sets. There exists a black-box two-stage quantum algorithm S with the following
property. Let A be an arbitrary oracle quantum algorithm that makes q queries
to a uniformly random H : X → Y and that outputs some x ∈ X and a
(possibly quantum) output z. Then, the two-stage algorithm SA outputs some
x ∈ X in the first stage and, upon a random Θ ∈ Y as input to the second
stage, a (possibly quantum) output z, so that for any x◦ ∈ X and any (possibly
quantum) predicate V :

Pr
H,Θ

[
x=x◦ ∧ V (x,Θ, z) : (x, z)← ⟨SA,Θ⟩

]
≥ 1

(2q + 1)2
Pr
H

[
x=x◦ ∧ V (x,H(x), z) : (x, z)← AH

]
.

Furthermore, S runs in time polynomial in q, log |X |, and log |Y|.

Here ⟨SA,Θ⟩ works as follows: First, one of the q + 1 queries of A (also
counting the final output in register X) is measured, and the measurement
outcome x is output by (the first stage of) S. Each of the q actual queries is
picked with probability 2

2q+1 , while the final output is picked with probability
1

2q+1 . Then this very query of A is answered either using the original H or
using the reprogrammed oracle H∗Θx, with the choice being made at random1,
while all the remaining queries of A are answered using oracle H∗Θx. Finally,
(the second stage of) S outputs whatever A outputs.

The theorem follows directly from the above definition of S and a technical
lemma. Let first |ϕi⟩ be defined as A’s state right before making its i + 1st

1If it is the final output that is measured then there is nothing left to reprogram, so no
choice has to be made.
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query—with the special case |ϕq⟩ denoting the final output state— to which
we add the superscript O ∈ {H,H ∗Θx} when all previous queries have been
answered using O. Next, we use AOi→j to denote the unitary that brings A
from |ϕi⟩ to |ϕj⟩, using O from the ith query on. Finally, we use the shorthand
X := |x⟩⟨x|. The lemma then reads:

Lemma A.2. Let A be a q-query oracle quantum algorithm. Then, for any
function H : X → Y, any x ∈ X and Θ ∈ Y, and any projection Πx,Θ, it holds
that

Ei,b

[∥∥(X ⊗Πx,Θ)
(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥2
2

]
≥
∥∥(X ⊗Πx,Θ)

∣∣ϕH∗Θx
q

〉 ∥∥2
2

(2q + 1)2
,

where the expectation is over uniform (i, b) ∈ ({0, . . . , q−1}×{0, 1})∪{(q, 0)}.

Here the left-hand side corresponds to the success probability of S with
respect to V and Θ, while (in expectation over Θ) the right-hand side is equal
to the success probability of the adversary in a normal run, now with respect
to V and the original oracle output H(x).

A first observation is that the technical lemma actually proves something
slightly stronger than Theorem A.1; If we let S additionally output the mea-
surement outcome x, we get the condition x = x′ for free (since the same
projector X is used on the query as well as the final output state). On the
other hand, for our application it suffices to use a slightly weaker statement (in
a different respect) that we obtain by summing over all x◦ ∈ X :

Pr
Θ

[
x=x′ ∧ V (x,Θ, z) : (x, x′, z)← ⟨SA,Θ⟩

]
≥ 1

(2q + 1)2
Pr
H

[
V (x,H(x), z) : (x, z)← AH

]
.

Next, we will reduce q to account for only those queries where S has a non-zero
probability of measuring the same x′ = x that will eventually be output by A,
while also satisfying the quantum predicate. The probability here is over the
choice of H, Θ and the measurement outcome x′, we thus define:

Qmin := {i ∈ {0, . . . , q−1} | ∃H ∈ YX ,∃Θ ∈ Y,∃x ∈ X ,∃b ∈ {0, 1} s.t.∥∥(X ⊗Πx,Θ)
(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥
2
̸= 0} .

Let furthermore Q be any subset of queries such that Qmin ⊆ Q ⊆ {0, . . . , q−1}.
It will now be easy to prove the following modified lemma:

Lemma A.3. Let A be a q-query oracle quantum algorithm, with Q as defined
above. Then, for any function H : X → Y, any x ∈ X and Θ ∈ Y, and any
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A.2. A Modified Measure-and-Reprogram Lemma

projection Πx,Θ, it holds that

Ei,b

[∥∥(X ⊗Πx,Θ)
(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥2
2

]
≥
∥∥(X ⊗Πx,Θ)

∣∣ϕH∗Θx
q

〉 ∥∥2
2

(2|Q|+ 1)2
,

where the expectation is over uniform (i, b) ∈ (Q× {0, 1}) ∪ {(q, 0)}.

Note that the only difference to Lemma A.2 is in the expectation on the
left-hand side and the denominator on the right-hand side, as indicated in blue.
The proof is largely taken from [DFM20], with a small modification which we
highlight with a yellow background.

Proof. For any 0 ≤ i ≤ q, inserting a resolution of the identity and exploiting
that (

AH∗Θx
i+1→q

)(
AH

i→i+1

)(
I−X

) ∣∣ϕH
i

〉
=
(
AH∗Θx

i→q

)(
I−X

) ∣∣ϕH
i

〉
,

we can write(
AH∗Θx

i+1→q

) ∣∣ϕH
i+1

〉
=
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)(
I−X

) ∣∣ϕH
i

〉
+
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉
=
(
AH∗Θx

i→q

)(
I−X

) ∣∣ϕH
i

〉
+
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉
=
(
AH∗Θx

i→q

) ∣∣ϕH
i

〉
−
(
AH∗Θx

i→q

)
X
∣∣ϕH

i

〉
+
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉
Rearranging terms, applying GΘ

x = (X⊗Πx,Θ) and using the triangle equality,
we can thus bound∥∥GΘ

x

(
AH∗Θx

i→q

) ∣∣ϕH
i

〉 ∥∥
2
≤
∥∥GΘ

x

(
AH∗Θx

i+1→q

) ∣∣ϕH
i+1

〉 ∥∥
2

+
∥∥GΘ

x

(
AH∗Θx

i→q

)
X
∣∣ϕH

i

〉 ∥∥
2

+
∥∥GΘ

x

(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉 ∥∥
2
.

Summing up the respective sides of the inequality over i = 0, . . . , q−1, dropping
(some of) the zero terms in the summation2, we get∥∥GΘ

x

∣∣ϕH∗Θx
q

〉 ∥∥
2
≤
∥∥GΘ

x

∣∣ϕH
q

〉 ∥∥
2
+
∑
i ∈ Q

b∈{0,1}

∥∥GΘ
x

(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥
2
.

By squaring both sides, dividing by 2|Q| + 1 (i.e., the number of terms on
the right-hand side), and using Jensen’s inequality on the right-hand side, we

2At most (if Q = Qmin) we drop all terms that are zero for every choice of b,H,Θ, and x.
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obtain∥∥GΘ
x

∣∣ϕH∗Θx
q

〉 ∥∥2
2

2|Q|+ 1
≤
∥∥GΘ

x

∣∣ϕH
q

〉 ∥∥2
2
+
∑

0≤i<q
b∈{0,1}

∥∥GΘ
x

(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥2
2

and thus, noting that we can write
∥∥GΘ

x

∣∣ϕH
q

〉 ∥∥2
2
as∥∥GΘ

x

(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥2
2

with i = q and b = 0,∥∥GΘ
x

∣∣ϕH∗Θx
q

〉 ∥∥2
2

(2|Q|+ 1)2
≤ Ei∈ Q,b

[∥∥GΘ
x

(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥2
2

]
.

This concludes the proof.

The corresponding theorem reads as follows:

Theorem A.4 (Measure-and-reprogram with stingy simulator). Let X and Y
be finite non-empty sets. There exists a black-box two-stage quantum algorithm
S with the following property. Let A be an arbitrary oracle quantum algorithm
that makes q queries to a uniformly random H : X → Y and that outputs some
x ∈ X and a (possibly quantum) output z, and let V be a (possibly quantum)
predicate. For i ∈ {0, . . . , q− 1}, define the two-stage algorithm SAi as follows:
In the first stage Si measures the ith query of A, and outputs the measurement
outcome x′. Then, upon a random Θ ∈ Y as input to the second stage, this very
query of A is answered either using the original H or using the reprogrammed
oracle H ∗Θx, with the choice being made at random, while all the remaining
queries of A are answered using oracle H ∗Θx. At the end of its run Si then
outputs whatever A outputs (along with i). Now let Q ⊆ {0, . . . , q− 1} be such
that for all i /∈ Q we have PrH,Θ

[
x′=x ∧ V (x,Θ, z) : (x′, x, z)← ⟨SAi ,Θ⟩

]
= 0.

Define S(Q) to be the algorithm that with probability 2|Q|
2|Q|+1 picks i uniformly

at random from Q and then runs Si, and with probability 1
2|Q|+1 chooses i = q

and just simulates A without any measurement or reprogramming, and again
outputs whatever A outputs (along with x′ := x and i). We then have

Pr
H,Θ

[
x′=x ∧ V (x,Θ, z) : (x′, x, z, i)← ⟨SA(Q),Θ⟩

]
≥ 1

(2|Q|+ 1)2
Pr
H

[
V (x,H(x), z) : (x, z)← AH

]
.

Furthermore, S runs in time polynomial in q, log |X |, and log |Y|.
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A.3 Unsimplified Proof of Lemma 4.32

In this section, we explain how the proof of Lemma 4.32 presented in Sec-
tion 4.7.2 can be modified to take into account the padding as well as the
possibility that the lengths of the message and the public keys may not be
multiples of the block length. The parts that change in comparison to Sec-
tion 4.7.2 are marked in colour.

Lemma 4.32. Let DH and AH be sNRH,⊥-adversaries against sBUFF[S,MD],
making at most qD and qA ∈ Z>0 classical queries to H respectively; let aux :
SK ×M → AUX be any (possibly randomized) function. Then there exists a
hider D̄ : {⊥} → X≤B̄×Z and a seeker Ā : Y×Z → X≤B̄ and Z = SK×AUX ,
where Ā makes at most qB := qA + qS and D̄ makes at most qD queries to H,
and such that

H∞
(x,z)←D̄H

(x | H, z) = H∞
(sk,pk)←KGenH

m←DH (sk)

(m | H, sk, aux(sk,m)) (4.22)

and AdvsNRH,⊥

sBUFF[S,MD](D,A, aux)

≤ 2qB·r2 ·AdvHnSH

MD⊥ (D̄, Ā) + (q2D·r + 1) · B̄L̄+ qD + 2L̄2

| Y |
. (4.23)

where B̄ and qS are as described in Section 4.7.1 and L̄ = qD + qA + qS + 2B̄.
Moreover, if aux is polynomial-time computable and D,A are PPT, then so are
D̄, Ā.

Proof. We explain the notation needed for the generalized proof where the
lengths of messages and keys do not necessarily line up with the blocks. First,
we note that

AdvsNRH,⊥

sBUFF[S,MD⊥](D,A, aux) ≤ Pr
[
MDH

⊥ (m∥pk
′∥m) = y′ ∧ pk′ ̸= pk

]
with the random variables pk, pk′,m and y defined by the experiment

(sk, pk)← KGen, m← DH(sk),

(pk′, y′)← BH
(
sk,MDH(m∥pk∥m), aux(sk,m)

)
where B(sk, y, a) := AH

(
sk, (SignH(sk, y), y), a

)
. We note that the random

choice of H is understood and left implicit. We recall that D and B make at
most qD and qB := qA + qS queries to the random oracle respectively. We
introduce the following additional random variables, implicitly defined by the
above experiment.

Parsing x = m∥pk∥m∥pad(m∥pk∥m) as x = (x1, . . . , x| x |bl) and x′ =

m∥pk′∥m∥pad(m∥pk′∥m) as x′ = (x′1, . . . , x
′
| x′ |bl

) and denoting by Bpk′ =
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Unsimplified Proof of Lemma 4.32

∣∣m∥pk′∥m∥pad(m∥pk′∥m)
∣∣
bl

and by Bpk = |m∥pk∥m∥pad(m∥pk∥m) |bl, we let

B′′1 = |m |bl

and

B′′2 =

{
Bpk′ −

∣∣m∥pk′ ∣∣
bl

if
∣∣m∥pk′ ∣∣ = ∣∣m∥pk′ ∣∣

bl
· r

Bpk′ −
∣∣m∥pk′ ∣∣

bl
+ 1 otherwise

i.e., B′′1 is the number of blocks that contain the first occurrence of m, and
B′′2 is the number of blocks that contain the second occurrence of m in the
sandwich m∥pk′∥m.

For i ∈ [B′′1 ] we define mi to be the ith block of m∥pk′, and for i ∈ [B′′2 ]
we define m′i to be the ith block starting from the beginning of the second
occurrence of m in the sandwich m∥pk′∥m∥pad(m∥pk′∥m). We define

z′1 := MDH
⊥ (x

′
1∥ . . . ∥x′B−B′′2 ) and z

′
i+1 := MDH

⊥ (x
′
1∥ . . . ∥x′B−B′′2 +i) = H(m′i, z

′
i)

for i = 1, . . . , B′′2 , with zB′′2 +1 = MDH(m∥pk′∥m) then. The zi’s thus form

the “high-order” intermediate digests towards computing MDH(m∥pk′∥m).3

Finally, we let τ1, . . . , τL with L = qD + Bpk + qB + Bpk′ be the list of in-
puts to all the hash computations performed during the experiment, listed
in the performed order; see Fig. 4.18b. Hence, QD = {τ1, . . . , τqD} con-
sists of the hash queries made by D, we denote by QMD(m∥pk∥m) the Bpk

queries made during the computation of MD(m∥pk∥m) by the challenger, and
QB = {τqD+Bpk+1, . . . , τqD+Bpk+qB} of the queries made by B, and the re-
maining τℓ’s are the inputs to the hash computations done towards com-
puting MDH(m∥pk′∥m), in particular τqD+Bpk+qB+Bpk′−B′′2 +1 = (m′1, z

′
1), and

τqD+Bpk+qB+Bpk′−B′′2 +2 = (m′2, z
′
2), etc. For any τℓ with ℓ ∈ [L], we write R(τℓ)

for the right component of τℓ, i.e., R(τqD+Bpk+qB+Bpk′−B′′2 +1) = z′1, etc. and

L(τℓ) is the left component of τℓ, i.e. L(τqD+Bpk+qB+Bpk′−B′′2 +1) = m′1 etc.

As explained, we are interested in upper-bounding the probability Pr[Σ] of
the event

Σ :=
[
MDH(m∥pk′∥m) = y′ ∧ pk′ ̸= pk

]
.

We do this by introducing a sequence of further events, Γ,Λ and ∆, with the

property that Pr[Σ] is close to Pr[Σ ∧ Γ ∧Λ ∧∆], assuming AdvHnSH

MD⊥ (D̄, Ā) is
small (for suitable choices of D̄ and Ā), and such that we can upper bound the
latter probability.

We start off avoiding some atypical behavior of H. Formally, we consider

3By “high-order” we mean the digests occurring in the computation of MDH(m∥pk′∥m)
from MDH

⊥ (m∥pk′).
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the good event Γ := Γ1 ∧ Γ2 ∧ Γ3 with

Γ1 :=
[
∀ ℓ, ℓ′ ∈ [L] : H(τℓ) = H(τℓ′) ⇒ τℓ = τℓ′

]
Γ2 :=

[
∀ ℓ, ℓ′ ∈ [L] : H(τℓ) = R(τℓ′) ⇒ (∃ ℓ◦ < ℓ′ : τℓ = τℓ◦)

]
and

Γ3 :=
[
∀ ℓ ∈ [qD] : H(τℓ) ̸= IV

]
Informally, Γ1 states that there are no collisions for the points that H was
queried on, Γ2 states that a hash output does not “bump into” a previous hash
input, thus retroactively connecting hash chains, and lastly, Γ3 states that the
initialization vector is never a hash output (this will be helpful later on to
identify the start of a hash chain). These events are defined identically as in
Section 4.7.2.

Claim 4.33. It holds that Pr[Σ] ≤ Pr[Σ ∧ Γ] + qD/ | Y |+ 2L̄2/ | Y | .

The proof of this claim is identical as that presented in Section 4.7.2.
To bound Σ ∧ ¬GD, we need to adapt the subevents ∆,∆′k,∆

i to the new
setting.

First, we adapt the event Λ from Section 4.7.2 to the notation above. The
goal is to show that if B has not queried the entire hash chain of the computation
of MD(m∥pk′∥m),

Λ := [∃i : (m′i, z′i) /∈ QB]

that B has not made a hash query to one of the high-order intermediate digests
z′i, together with the corresponding message block m′i.

Claim 4.34. There exist hide-and-seek adversaries D̄, Ā such that

Pr[Σ ∧ Γ ∧ ¬Λ] ≤ qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) , (4.25)

where Ā makes at most qB and the value x chosen by D̄ preserves the entropy:

H∞(x | z,H) = H∞(m | H, sk, aux(sk,m)) .

Moreover, aux is polynomial-time computable and D,A are PPT, then so are
D̄ and Ā.

Proof. We construct adversaries D̄ and Ā against hide and seek. First, the
adversary D̄ simulates the sNR game to D by sampling a key pair (sk, pk) ←
KGen and giving sk to D. It forwards all queries and responses by D to the
random oracle and back. When D outputs a message m, the adversary D̄
outputs x = m∥pk∥m∥pad(m∥pk∥m) and z = sk, aux(sk,m) as its output.

The adversary Ā takes as input the hash y and z = sk, aux(sk,m). It
parses z into sk and aux(sk,m) and runs B on sk, y, aux(sk,m). It forwards
all queries to H and their responses. Here, we observe that if Γ and Σ hold
but Λ does not hold, then Ā is able to restore the entire message m (and
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Unsimplified Proof of Lemma 4.32

thus win the corresponding hide-and-seek game against MD⊥ by computing
m∥pk∥m∥pad(m∥pk∥m)), via inspecting B’s queries to H and its output y′ as
follows. Indeed, z′B′′2 +1 = y′ (by Σ), and B has queried (m′B′′2

, z′B′′2
) such that

H(m′B′′2
, z′B′′2

) = z′B′′2 +1 = y′ (by ¬Λ), and (m′B′′2
, z′B′′2

) is unique with that

property (by Γ1), and so Ā can find it. By the same argument, Ā can then
find (m′B′′2−1

, z′B′′2−1
), (m′B′′2−2

, z′B′′2−2
), . . . , (m′1, z

′
1) in the queries if it knows

B′′2 , which is at most qB and can be guessed with probability 1/qB. It remains
to guess where the message starts within the block m′1, which Ā can guess with
probability 1

r The adversary Ā then identifies the padding at the end of the
string. If the padding is not easily identifiable, the adversary Ā makes a guess
of the length of the padding which succeeds with probability 1

2r as the padding
is at most 2r long.

It remains to to bound the success probability of the adversaries in the case
that Λ holds.

To define the event ∆ analogously to Section 4.7.2 we define m′i for i =
0,−1,−2 . . . to be the first, second, third . . . block before m′1. Analogously we
define z′i to be the corresponding intermediate digest. We define

∆ :=
[
∃i ≥ −

∣∣m∥pk′ ∣∣
bl
+B′′1 : (m

′
i, z
′
i) /∈ QB ∪QD ∪QMD(m∥pk∥m)

]
and

∆′k :=
[
∃i ∈ [B′′2 ] : τk = (m′i, z

′
i) /∈ QB ∪QMD⊥(m∥pk∥m) ∪ {τk′}k′≤k

]
for k ∈ {1, . . . , qD}. It is not too hard to see that ∆∨∆′1∨. . .∨∆′qD ⇐ Σ∧Γ∧Λ,
and thus by basic manipulations

Pr[Σ] ≤ Pr[Σ ∧∆] +
∑
k

Pr[Σ ∧ Γ ∧∆′k] + Pr[Σ ∧ Γ ∧ ¬Λ] + Pr[¬Γ] ,

where we already have bounds for the last two terms.
First, we argue that Pr[Σ ∧∆] is small. For that purpose, we introduce

∆i :=
[
i ≤ Bpk′ −B′′1 + 1 ∧ (m′B′′2−i+1, zB′′2−i+1) /∈ QB ∪QD ∪QMD(m∥pk∥m)

]
where ∆>i =

∨B̄
j=i+1 ∆

j . We note that if B′′1 ·r = |m | then ∆Bpk′−B
′′
1 +1 will al-

ways be false as the query will happen during the computation ofMD(m∥pk∥m).

Pr[Σ ∧∆] ≤
B̄∑
i=1

Pr
[
Σ ∧∆i ∧ ¬∆>i

]
.

The crucial observation now is that conditioned on ∆i, the hash value of
z′B′′2−i+2 = H(m′B′′2−i+1, zB′′2−i+1

′) is uniformly random and independent of
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y′ (and of “everything else”). We formalize this in the claim below, and when
plugging in the numbers we obtain:

Pr[Σ ∧∆] ≤
∑
i∈[B̄]

Pr
[
Σ ∧∆i ∧ ¬∆>i

]
= 0 +

∑
i∈[B̄] s.t.

Pr[∆i∧¬∆>i]>0

Pr
[
Σ ∧∆i ∧ ¬∆>i

]
· Pr

[
Σ
∣∣∣ ∆i ∧ ¬∆>i

]

≤
∑

i∈[B̄] s.t.

Pr[∆i∧¬∆>i]>0

Pr
[
∆i ∧ ¬∆>i

]
· B̄L̄/ | Y | ≤ B̄L̄/ | Y | ,

where L̄ := qD+ B̄+ qB+ B̄, and the last inequality follows by the disjointness
of ∆i ∧ ¬∆>i across i ∈ [B̄].

We restate the bound on ∆i:

Claim 4.35. It holds for every i ∈ [B̄] with Pr[∆i ∧ ¬∆>i] > 0 that

Pr
[
Σ
∣∣ ∆i ∧ ¬∆>i

]
≤ (i− 1) · L̄

| Y |
+

1

| Y |
≤ B̄L̄

| Y |
,

where L̄ := qD + B̄ + qB + B̄.

The proof is identical to that in Section 4.7.2.

Towards controlling Pr[Σ∧GD∧∆′k], the obstacle is that D’s output m may
potentially depend on H(m′i, z

′
i), since it has made a hash query to (m′i, z

′
i) and

can thus make its output dependent on the hash (e.g., by choosing m′i+1 :=
H(m′i, z

′
i) then). However, by our “sandwich structure” of the hash computa-

tion, this is actually not possible. Indeed, since z′i is a point in the second part of
the hash chain, all the points in the first part of the chain, i.e., z2 := H(m1, IV ),
z3 := H(m2, z2) up to zB′′1 +1 := H(mB′′1

, zB′′), must be determined already,
and hence all of m as well, before D learns the hash of (m′i, z

′
i).

We bound the probability in the following claim:

Claim 4.36. Pr[Σ ∧ GD ∧∆′k] ≤ qD · r · B̄L̄/ | Y | .

Proof. Formally, for a fixed choice of k, we consider the following procedure to
(try to) extract m from the first k queries made by D and the replies to the first
k− 1 of these queries: Start with the kth query τk and look for a query within
{τ1, . . . , τk−1} that hashes into R(τk), and then continuing iteratively with that
query, until no further such query exists. By construction, this procedure finds
n ≤ k and j1 < . . . < jn = k such that

H(τj1) = R(τj2) , H(τj2) = R(τj3), ...,H(τjn−1
) = R(τjn) .
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The procedure then guesses a value B◦ ← [qD] for the number of message
blocks and ℓ ← [r] for the exact end of the message within the last message
block mB◦ .

The output of the procedure is then defined to be m̂ := (L(τj1), . . . , L(τjB◦ )[1 . . . ℓ])
where [1 . . . ℓ] refers to the first ℓ bits of the block. First, we observe that
Σ∧Γ∧∆′k imply that m is a prefix of (L(τj1)∥ . . . ∥L(τjn)), and thus, as n ≤ qD,
it holds that Pr[m = m̂|Σ ∧ Γ ∧∆′k] ≥ 1

r·qD .

Indeed, ∆′k implies that τk = (m′i, z
′
i) for some i, and so

R(τk) = z′i = MDH
⊥ (m1∥ . . . ∥mB∥pk′∥m′1∥ . . . ∥m′i−1)

= H(m′i−1, z
′
i−1) = H(τqD+qB+B+i+1) .

Hence, by Γ2, there exists jn−1 < k so that τjn−1 = τqD+Bpk+qB+i+1 =
(m′i−1, z

′
i−1), and thus H(τjn−1) = R(τk). Furthermore,

R(τjn−1
) = z′i−1 = MDH

⊥ (m1∥ . . . ∥mB∥pk′∥m′1∥ . . . ∥m′i−2) ,

and so by repeating the argument, the procedure extracts, in this reversed or-
der,m′i,m

′
i−1, . . . ,m

′
1, some blocks of pk′ andmB′′1

, . . . ,m1, until τj1 = (m1, IV),
which is when the procedure stops (by Γ3). This allows us to compute the fol-
lowing probability of extracting the correct message:

Pr[Σ ∧ GD ∧∆′k ∧ m̂ = m] =Pr[Σ ∧ GD ∧∆′k] · Pr[m = m̂|Σ ∧ Γ ∧∆′k]

≥Pr[Σ ∧ GD ∧∆′k] ·
1

r · qD

Now we make the following “game hop”, by replacing the experiment

(sk, pk)← KGen, m← DH(sk),

(pk′, y′)← BH
(
sk,MDH(m∥pk∥m), aux(sk,m)

)
,

which defined all the above random variables and probabilities, by

(sk, pk)← KGen, m̂← D̂H(sk),

(pk′, y′)← BH
(
sk,MDH(m̂∥pk∥m̂), aux(sk, m̂)

)
,

where D̂ runs D, but then stops before sending the kth query to H and instead
tries to extract m by means of the above procedure from the prior queries.
Correspondingly, we denote its output by m̂. We stress that D̂ has now query
complexity qD̂ = k − 1. The crucial observation is that

Pr[Σ ∧ Γ ∧∆′k ∧ m̂ = m] ≤ P̂r[Σ ∧∆]
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Indeed, in case m̂ = m there is no difference in the new experiment, except
that now D̂ stops before doing the kth query, and so if Γ∧∆′k is satisfied in the
original experiment then ∆ is satisfied in the new one. Thus, we can recycle
the bound from above. Using the bound P̂r[Σ∧∆] ≤ B̄L̄/ | Y | from Claim 4.35
we obtain using the above that

Pr[Σ ∧ GD ∧∆′k] ·
1

qD · r
≤ Pr[Σ ∧ Γ ∧∆′k ∧ m̂ = m]

⇒ Pr[Σ ∧ GD ∧∆′k] ≤ qD · r · B̄L̄/ | Y |

We wrap up the proof by adding up the probabilities

Pr[Σ] ≤ Pr[Σ ∧∆] +

qD∑
k=1

Pr[Σ ∧ Γ ∧∆′k] + Pr[Σ ∧ Γ ∧ ¬Λ] + Pr[¬Γ]

≤ B̄L̄

| Y |
+

q2D · r · B̄L̄

| Y |
+ qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) + qD + 2L̄2

| Y |

= qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) + (q2D · r + 1) · B̄L̄+ qD + 2L̄2

| Y |
.
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Yu-Hsuan Huang, Thomas Pornin, Eamonn W. Postlethwaite,
Thomas Prest, Ludo N. Pulles, and Wessel van Woerden. HAWK.
Technical report, National Institute of Standards and Technology,
2024. available at https://csrc.nist.gov/Projects/pqc-dig-
sig/round-2-additional-signatures.

[BBF+19] Nina Bindel, Jacqueline Brendel, Marc Fischlin, Brian Goncalves,
and Douglas Stebila. Hybrid key encapsulation mechanisms and
authenticated key exchange. In Jintai Ding and Rainer Stein-
wandt, editors, Post-Quantum Cryptography - 10th International
Conference, PQCrypto 2019, pages 206–226. Springer, Cham,
2019.

[BCD+24] Manuel Barbosa, Deirdre Connolly, João Diogo Duarte, Aaron
Kaiser, Peter Schwabe, Karolin Varner, and Bas Westerbaan. X-
wing. IACR Communications in Cryptology, 1(1), 2024.

152



Bibliography

[BCFW09] Alexandra Boldyreva, David Cash, Marc Fischlin, and Bogdan
Warinschi. Foundations of non-malleable hash and one-way func-
tions. In Mitsuru Matsui, editor, ASIACRYPT 2009, volume 5912
of LNCS, pages 524–541. Springer, Berlin, Heidelberg, December
2009.
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[GHHM21] Alex B. Grilo, Kathrin Hövelmanns, Andreas Hülsing, and Chris-
tian Majenz. Tight adaptive reprogramming in the QROM. In
Mehdi Tibouchi and Huaxiong Wang, editors, ASIACRYPT 2021,
Part I, volume 13090 of LNCS, pages 637–667. Springer, Cham,
December 2021.

[GHP18] Federico Giacon, Felix Heuer, and Bertram Poettering. KEM
combiners. In Michel Abdalla and Ricardo Dahab, editors,
PKC 2018, Part I, volume 10769 of LNCS, pages 190–218.
Springer, Cham, March 2018.

[GJK24] Phillip Gajland, Jonas Janneck, and Eike Kiltz. A closer look at
falcon. Cryptology ePrint Archive, 2024.

[GK03] Shafi Goldwasser and Yael Tauman Kalai. On the (in)security of
the Fiat-Shamir paradigm. In 44th FOCS, pages 102–115. IEEE
Computer Society Press, October 2003.

[GL89] Oded Goldreich and Leonid A. Levin. A hard-core predicate for
all one-way functions. In 21st ACM STOC, pages 25–32. ACM
Press, May 1989.
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