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Chapter 4

BUFF Transformations

4.1 Introduction

Beyond the standard unforgeability security for digital signature schemes, addi-
tional security properties are sometimes desirable, like exclusive ownership [PS05],
message-bound signatures, and non-resignability [JCCS19]. The NIST explic-
itly mentioned them as “additional desirable security properties’ in their call
for additional post-quantum signatures [NIST22]. As discussed in [CDF*21],
there are real-life attacks in certain applications that exploit the lack of these
additional security properties.

Non-resignability for example requires, informally, that it is hard for an
attacker to maul a signature o for a message m into a signature ¢’ under his
own public-key, when he only gets to see the signature o of m (under someone
else’s public key) and some auxiliary information on m, but not the message m
itself. The relevance of non-resignability has been shown in [JCCS19], where
the authors identified an attack against the “Dynamically Recreatable Key”
protocol [KBJT14] that indeed applies in case the deployed signature scheme
does not satisfy non-resignability, uncovering a flaw in the protocol’s original
security analysis [ZBPB17].

On top of discussing these additional security properties and their rele-
vance in applications, Cremers, Diizlii, Fiedler, Fischlin, and Janson [CDF*21]
offer a generic transformation, the BUFF transform (which stands for Beyond
UnForgeability Features), that turns any signature scheme into a new signa-
ture scheme that is argued to then satisfy these additional security properties
either in the random oracle model (ROM) or in the plain model under some
non-standard assumptions on the hash function F.!

IThe original publication [CDFT21] has been revised in reaction to [DFHS24], one of
the works on which this chapter is based; our discussion here is with respect to the original
version of [CDF*21]; we discuss the revision [CDF*23] explicitly in Section 4.1.2.
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4.1. Introduction

The BUFF transform is very simple and causes little computational over-
head. Indeed, instead of signing the original message, the BUFF-transformed
signature scheme simply signs the hash y = F(m||pk) of the message and the
public-key, to get a signature o, and then outputs the pair (o,y) as signa-
ture; verification works in the obvious way. Motivated by the reference in the
NIST call and the little overhead caused by the BUFF transform, several of
the submissions to the NIST call for additional post-quantum signatures have
the BUFF transform built in, or mention the possibility of applying the BUFF
transform to the proposed scheme.?

There have also been some claims about (some of) these additional security
properties being achieved by the three signature schemes that were selected by
the NIST in 2022 to be standardized. Indeed, Cremers et al. [CDFT21] argue
that Dilithium [LDK*20] uses the BUFF transform implicitly, allowing them to
apply their main result regarding the BUFF transform. Falcon [PFH*20] does
not achieve the beyond unforgeability features; however, the Falcon team an-
nounced that they will deploy the BUFF transform to achieve them [FHK22].
Finally, Cremers et al. expect that SPHINCS [HBD*20] also achieves non-
resignability, though only using some informal arguments.

4.1.1 Our Contribution

In this chapter, we show that the security of BUFF transformation, particularly
the non-resignability (NR), is more subtle than originally believed. We then
launch a quest to re-establishing the “right” definition of NR, via studying
strength and achievability of various candidate definitions, respectively.

Impossibility of NR. First, we show in Section 4.3 that the NR security, as
defined in [CDFT21], is essentially unachievable. When considering the plain
model, we observe that for any signature scheme with the property that there
is sufficient (computational) entropy in the message when given its signature
(and the public key), there is a simple attack that entirely breaks NR of the
signature scheme.?

Given that, by design, the BUFF transform satisfies this entropy require-
ment, it follows directly that the BUFF transform does not satisfy NR in the
plain model, regardless of the hash function used (and regardless of the hash
function being fixed or chosen from a family of possible hash functions). We
stress that not only is there no proof for the NR of the BUFF transform in the
plain model, but our aforementioned attack easily breaks it.

Moving to the random oracle model (ROM), somewhat surprising in the
light of the positive results claimed in [CDF*21] on the BUFF transform in

2The following submissions explicitly refer to the BUFF transform: Squirrels [ENST23],
Racoon [dEK*23], HAWK [BBD*24], PROV [GCF*23], Vox [PCF+23], and eMLE [LZ23].

30n the other hand, if the message can be efficiently computed from its signature, NR is
also not satisfied, as already pointed out in [CDF*21].
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Chapter 4. BUFF Transformations

the ROM, we show that, as a matter of fact, also in the ROM the BUFF
transform does not satisfy NR. The matter is slightly more subtle here since
prior works did not rigorously define NR in the ROM. What we show is that for
the natural extension of NR to the ROM, our negative results from the plain
model carry over, and thus, in particular, that the BUFF transform does not
achieve (this natural notion of) NR in the ROM.

Given the positive claims in prior work, we discuss what is wrong with the
reasoning in [CDF*21], where the BUFF transform is claimed to satisfy NR.
Namely, the issue lies in the ®-non-malleability property of the random oracle,
incorrectly claimed in [BFS11] and used in [CDF*21]. More precisely, we show
that ®-non-malleability as stated in these works is unachievable.

We note that our generic attack on NR is embarrassingly simple in ret-
rospect. It exploits that there is no restriction on the attacker’s auxiliary
information on the signed message m, subject to that it does not reveal m;
this pretty much allows to embed the mauled signature ¢’ into the auxiliary
information, making the attacker’s job of finding ¢’ trivial. This attack has
no (direct) real-world impact, since the auxiliary information is typically not
adversarially chosen, but determined by the application. Instead, the point of
our attack is to show that the formal definition put forward in [CDF*21] is too
strong, and that prior positive results on achieving NR are incorrect. Thus,
we need to go back to the drawing board: both the formal definition as well
as achievability results need to be revised. This is what we do, to a certain
degree, in the main part of this chapter, as discussed below.

A weaker variant: NR™*, Facing the above strong negative result, we
introduce in Section 4.4 a weaker variant of the original definition of the non-
resignability property, which is still meaningful from an application perspective
yet avoids the above generic attack, by requesting the auxiliary information to
be computed without access to the random oracle.* This definition is thus
still meaningful whenever in the considered application the computation of the
auxiliary information does not depend on the random oracle that is used in the
signing process for the considered signature scheme (which can typically be en-
forced via domain separation). We call this weaker variant NR+ (pronounced
“NR-bot”).

A natural question then is whether the BUFF transform satisfies N
Interestingly, this remains a non-trivial problem; as a matter of fact, depending
on the precise formulation of the entropy requirement, which captures that the
signed message m should remain hidden to the attacker, we show yet another
negative result (see below).

On the positive side, we show that NRL is satisfied in the ROM by a salted
version of the BUFF transform, if the entropy requirement on the message m

RAL

4A more radical solution is to disallow any auxiliary information altogether, which in
essence is done in [CDF+23]; see later for a more elaborate discussion of [CDF+23].
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4.1. Introduction

is statistical (rather than computational). The salted version of the BUFF
transform includes a random salt in the hash and appends the salt to the
signature. This is proven in the classical as well as in the quantum ROM (with
different respective reduction losses), covering thus both classical and quantum
attacks. Yet again on the negative side, by means of a counterexample in
the form of a contrived signature scheme, we show that the above result on
the salted version of the BUFF transform does not carry over in case the
entropy requirement on the message m is computational (by means of the HILL
entropy), as originally considered in [CDF*21]. This in particular also applies
to the original (unsalted) BUFF transform.

Secret-key non-resignability. In Section 4.5, we introduce yet another
variant of non-resignability, which we call secret-key non-resignability (sNR),
and we show that the (original) BUFF transform satisfies sSNR in the statistical
setting, where the entropy condition holds statistically and adversaries may be
computationally unbounded. Looking ahead at Section 4.8, this positive re-
sult also carries over to the computational setting, where the entropy condition
holds computationally and adversaries have bounded computing power only.

In the statistical setting, sNR is strictly stronger than NR”**: in the com-
putational setting, the two notions are (probably) incomparable, yet sNR is
strictly stronger than the notion considered in [CDF*23|. Given that, as shown
in Section 4.4, the BUFF transform does not satisfy NR¥* in the computa-
tional setting, our results appear to be the best we can hope for towards proving
positive results on the non-resignability of the BUFF transform.

The approach in Section 4.5 recycle and adjust some of the arguments from
the analyses of salted BUFF in Section 4.4. The crucial part of course is when
Section 4.4 exploits the salt that originates from the salted BUFF transform,
which we cannot do in Section 4.5, given that the original, unsalted variant is
considered. Instead, we capture the crucial, missing piece in terms of a simple
security game of the underlying hash function F called Hide-and-Seek, in the
random oracle model, where, slightly more general than the usual case, we
consider F that is given query access to a random oracle H. In essence, the
game asks to find 2 when given () and query-bounded access to H, where
x may be chosen arbitrarily dependent on H subject to the condition that it
is hard to guess when given access to H only, i.e., without being given F(z).
We then reduce the sNR property of the BUFF transform to the hardness of
winning Hide-and-Seek, when F is modelled as a random oracle H.

Despite its simplicity and harmless appearance, this game turns out to be
surprisingly tricky to analyze. Thus, the technical core of Section 4.5 is in
analyzing Hide-and-Seek of the random oracle, and showing that it is hard to
win, both in the classical and in the quantum setting.

62



Chapter 4. BUFF Transformations

Fine-grained attack on BUFF. A natural question that is still open from
Section 4.5 though, is whether the BUFF transform satisfies sNR in a more fine-
grained use of the random oracle model, when considering a real-life iterative-
hash-function design (such as Merkle-Damgard [Mer79, Mer90, Dam90] or
Sponge [BDPAOT]), where merely the round function is modelled via an ide-
alized function. One might expect that the results where F is modelled as a
random oracle would carry over, and that it is mainly a question of extending
the proof —however, as we will see in the following, this is not the case.

We describe in Section 4.6 a simple attack on sNR of the BUFF transform
when instantiated with any iterative hash function, where the round function
may have access to an idealized function. This covers both Merkle-Damgard
(in the random oracle model) and Sponge-based hash functions (in the random
permutation model), and thus the design principles behind SHA-2, SHA-3, and
SHAKE.

Again, the devil lies in the auxiliary information, which here can be abused
to communicate an intermediate hash value to the adversary, making its task of
resigning the unknown message a very easy one. Indeed, the adversary can then
finalize the computation of the hash F(m/||pk’) even when it has uncertainty
in the first blocks of the message m, and then simply sign the hash using its
secret key sk’, resulting in a resigning of the (partially) unknown message m.
We note that this attack also applies to other notions of non-resignability where
the adversary receives auxiliary information about the message.

We note that our negative result does not contradict the fact that Merkle-
Damgard and Sponge are known to be indifferentiable from a random oracle,
and thus can securely replace a random oracle (in certain cases), since the latter
only holds for single-stage games, while non-resignability is a two-stage game.
In that light, it is also not surprising that our attack shows some resemblance
to the counter example provided in [RSS11].

Our attack is theoretical in nature, as similar to the attack in Section 4.3,
it also exploits an artificial choice of the message and auxiliary information,
which would be very unlikely to actually occur in a real-world protocol. How-
ever, more realistic attacks exploiting the iterative structure of the hash func-
tion might exist, highlighting the importance of provable security of the non-
resignability property in this model.

Regaining sNR via the Sandwich BUFF. Towards preventing the above
attack, and with the hope to re-establish sNR for the BUFF transform in
the considered setting, we propose in Section 4.7 a simple modification to the
transform, where instead of hashing m||pk for signing, the hash of m||pk|m is
computed and signed. Due to this sandwich structure of the hash input, we
call this variant of the BUFF transform Sandwich BUFF, or sBUFF for short.

The main technical challenge in Section 4.7 is to show that this modification
not only mitigates the attack, but also allows us to prove sNR for the Merkle-
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4.1. Introduction

Damgard hash function, when the round function is modelled using a random
oracle.® To this end, we follow the similar strategy as in Section 4.5, show how
an adversary against the sNR can be used to break the Hide-and-Seek game,
which we then show is hard to win for the Merkle-Damgard hash function.

Achieving sNR in the computational setting Finally, we show in Sec-
tion 4.8 that all positive results regarding sNR carries over to the computa-
tionally setting, where attackers are computationally bounded, and where the
underlying entropy requirement is computational. This includes the sNR prop-
erty of BUFF when F is modelled as a random oracle, and the sNR property
of Sandwich BUFF in the fine-grained idealization setting.

4.1.2 Related Work

We already mentioned [CDF*21] and [JCCS19], upon which our work builds
up. In reaction to our negative results in [DFHS24], on which Section 4.3 is
based, the authors of [CDF*21] have updated their work; we briefly discuss
this update [CDF*23] here.

In order to avoid our negative results (cf. Theorem 4.9), which exploit that
the auxiliary information can be misused to embed a mauled signature, the
authors modified the definition of non-resignability to require the auxiliary in-
formation to be computationally independent of the message (see [CDF*23,
Fig. 4] for the non-resignability game and [CDF*23, Definition 4.3] for the
actual definition). This is equivalent to not allowing any auxiliary informa-
tion at all, and thus weaker than the variant of non-resignability we consider.
Indeed, in the security reduction it is argued that, due to the computational in-
dependence, one can drop the auxiliary information altogether, and so reduce
the non-resignability of the original BUFF transform to a variant of ®-non-
malleability with no auxiliary information (see [CDF*23, Fig. 1, right]).

Interestingly though, in the updated version [CDF*23], the authors have
not adjusted their reasoning for their claim on the random oracle satisfying
(the now weaker notion of) ®-non-malleability, which is the place where the
original flaw was hiding. They still argue via the very same informal reasoning
as in the original version (see the quote in our Section 4.3.3). Although it is
tempting to believe that this argumentation is sufficient, it is actually not.

Indeed, by means of a simple counter example we show in Appendix A.1
that no hash function (or hash function family), including the random ora-
cle, satisfies the considered (weaker) notion of ®-non-malleability. Thus, their
claim on the BUFF transform satisfying the version of non-resignability con-
sidered in [CDF*23], under the assumption that the hash function satisfies the
considered ®-non-malleability notion, is vacuous.

5In [FHK25], one of the works on which this chapter is based, we also analyzed the security
of Sponge, but for simplicity it is omitted here.
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Chapter 4. BUFF Transformations

4.2 Preliminaries

4.2.1 (HILL) Entropy

The HILL entropy is a computational variant of min-entropy. First, we recall
that for two random variables z and y, the computational distance

5,(,y) = max | Pr[C(z) = 1] — Pr[C(y) = 1] |

is the maximum distinguishing advantage over all circuits C of size s. Then,
the HILL entropy is defined as below.

Definition 4.1. For a pair of random variables (x,z), the conditional HILL
entropy (with parameters § and s) is defined as

5,SH|LLOO(:I; | Z) = max Hoo(y | Z)’
Yy

where the max is over all random variables y such that &, ((z, z), (y,2)) < 6.

Remark 4.2. When switching to asymptotic notation, for a family of pairs of
random variables {(xx, zx)}ren, a bound HILLoo (2 | 2x) > k(X) then naturally
means that for every X there exists Yy such that Hoo (yx | 2x) > k(N), and for ev-
ery polynomial s(X) there is a negligible 5(X) such that 55(x) ((zx, 21), (yr, 22)) <
d(A\). In this case, we tend to omit the security parameter A and simply write
(z,y) and HILL (2 | 2) > k.

In the plain model, the notion of min-entropy and the above HILL en-
tropy captures unpredictability of random variables. Throughout this chapter,
though, it is also relevant to consider the similar notion of unpredictability in
the ROM. However, the random oracle itself becomes a source of randomness.
Thus, by choosing the message to be the hash of a fixed string, it has high
min-entropy but is still easy to guess, by just making one query to the random
oracle. In the statistical setting, this can be dealt with by considering the min-
entropy and additionally conditioning on the (function table of the) random
oracle. On the other hand, conditioning on the exponentially large function
table of the random oracle is problematic when considering the HILL entropy,
which is defined computationally.

Below, we consider a natural way to overcome this issue by introducing a
notion of HILL entropy in the ROM. In spirit, a random variable x, which
may be correlated with the random oracle, has high HILL entropy, if it is
indistinguishable from a random variable that has high statistical entropy, and
where indistinguishability must hold for efficient oracle algorithms that may
query the random oracle. Formally, for two random variables z,y that may
depend on the random oracle H, we define the computational distance relative
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to H as

5fq(a:,y) = max |Pr 1+ C’H(J:)] —Prl+ C’H(y)” ,
where the maximum is taken over all circuits C of size s and additionally given
at most ¢ queries to H. The definition of the (conditional) HILL entropy HILLY
relative to H is then in line with Definition 4.1.

Definition 4.3. For a pair of random variables (x, z), possibly dependent on
the random oracle H, the conditional HILL entropy (with parameters 6, s and
q) relative to the random oracle is defined as

SSAHILLE (2] 2) := max Hoo(y | 2, H),
y

where the max is over all random variables y with 55(]((1, 2),(y,2)) <0 .

Note that we can also consider a variant where the indistinguishability is
captured via quantum circuits, but for the sake of simplicity, here we con-
sider only the classical variant of HILL entropy. Furthermore, similarly to
Remark 4.2, we may also use an asymptotic notation and omit the parameters.

4.2.2 Non-Resignability and ®-Non-Malleability

For a signature scheme S = (KGen, Sign, Vrfy), non-resignability is defined via
game NR, given in Fig. 4.1, which involves an adversary Ang = (D,.A) and a
(possibly randomized) auxiliary function aux. We say that Ang is PPT if D
and A are. In spirit, the goal of the adversary is to turn a signature o for
an unknown message m into a signature for the same message, but under a
different, adversarially chosen, public key. We write

Adv¥R(\, Ayg, aux) = Pr[l < NRg]

for the probability that the NRs game outputs 1 when instantiated with sig-
nature scheme S and with adversary A and auxiliary function aux. Similarly,
for variants of NR and for other games that we will consider. For simplicity, we
will often leave the security parameter A implicit. We stress that beyond the
input given to A, no additional information is communicated from D to A.
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NRSZ

(sk, pk) < KGen

m < D(pk)

o < Sign(sk,m)

(o', pk’) + A(pk, o, aux(m, pk))
v := Vrfy(pk’,m, o”)

return (v =1 A pk’ # pk)

Figure 4.1: Security game NRgs (in the plain model) with an explicit hint func-
tion aux and a signature scheme S = (KGen, Sign, Vrfy). The original definition
in [CDF*21] had both m and aux(m, pk) produced by D(pk). This change in
the definition only makes our negative result stronger (since it is a restriction
on how h is produced), and will be convenient later on when trying to restore
positive results.

As pointed out in [CDF*21], an adversary Angr = (D, .A) can easily win NR
if A can compute m; indeed, it can then just sign m under a public-key pk’ for
which it knows the secret key. Thus, for this to be a potentially hard game, we
need to enforce an entropy requirement on m. In this work, we consider two
variants, by requiring the statistical entropy Heo (m | pk, a) or the computational
entropy HILL,(m | pk,a) to be lower bounded, where m, pk and a are chosen
as in NR.

Following [CDF*21] (subject to this minor change in the game NR men-
tioned in Fig. 4.1), non-resignability is defined as follows.

Definition 4.4. In the plain model, a signature scheme S = (KGen, Sign, Vrfy)
is called non-resignable if for every PPT adversary Ang = (D, A) and every
PPT function aux that satisfy the computational entropy condition

HILLo, (m | pk,aux(m, pk)) > w(log A) (4.1)
(sk,pk) +—KGen
m+—D(pk)

it holds that Adv's*(Ang,aux) < negl(\).

A related notion, which is used in [CDF*21] towards proving non-resignability
of the BUFF transform (see Section 4.2.3), is ®-non-malleability, first in-
troduced in [BCFWO09], for a hash function F. The definition is via game
®-NM £, given in Fig. 4.2, and, as for non-resignability, we need to require a
certain amount of statistical entropy Heo (2 | aux(z)) or computational entropy
HILLo (2 | hk, aux(x)), for the game to be non-trivial.

Remark 4.5. Strictly speaking, [BCFW09, CDF*21] consider key-ed hash
functions, while we restrict our attention to key-less hash functions for sim-
plicity.
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(I)—NM]:I
1: x+ D
2: y:= F(x)
3 (v, ¢) < Aly, aux(z))
4: return [¢ € & A F(¢p(z)) =y A o(x) # ]

Figure 4.2: Security game ®-NMx with explicit hint function aux and a hash
function F.

Following [BFS11, CDF*21], for a family ® of functions, ®-non-malleability
is defined as follows. Looking ahead, of particular interest is the case where x
consists of two parts, conveniently written as = (pk,m), and ® consists of
shifts of pk but leaves m untouched.

Definition 4.6. A hash function F is called ®-non-malleable if for any PPT
adversary Ang = (D, A) that satisfies the computational entropy condition

HILL (2 | aux(z)) > w(log A) (4.2)

z<D

it holds that AdvE "M (A) < negl()\).

4.2.3 BUFF Transform

The BUFF transform [CDF*21] is a generic transform for signature schemes
to achieve additional security properties beyond standard unforgeability. The
transformation comes in two variants —BUFF and BUFF-lite. Throughout
this work, we only consider the former, stronger variant® which is displayed in
Fig. 4.3.

KGen: Sign(sk, m): Vrfy(pk, m, o):
1. (sk, pk) « KGeng 1y = F(m, pk) 1 (os,y) =0
2: return (sk, pk) 2: og + Signg(sk,y)  2: return Vrfy(pk,y,os) A
3: return o = 3 y = F(m, pk)
(05,9)

Figure 4.3: The signature scheme BUFF[S, F] = (KGen, Sign, Vrfy), obtained
from applying the BUFF transform to S = (KGeng, Signg, Vrfys) with a hash
function F.

6The weaker one, BUFF-lite, does not achieve non-resignability, which is the focus of our
work.

68



Chapter 4. BUFF Transformations

Remark 4.7. A typical hash function takes as input a bit string, in which
case we take it as understood that the hash F(m,pk) in BUFF is defined in
terms of a unique representation of (m, pk). Throughout the chapter, whenever
this becomes relevant (like, in Section 4.6), we assume for simplicity that the
public-key length | pk| is fized and the hash is evaluated after concatenating its
input, i.e. F(m,pk) := F(m]pk).

The idea of the BUFF transform is to sign the hash of the message and the
public key, and to append this hash to the signature. This “binds” the public
key to the signature, which ensures that no other keys can be generated that
Ver such a signature, thus ensuring what is known as exclusive ownership. The
idea behind non-resignability is as follows. In order to turn a signature into a
new signature for the same message but under a different public key pk’, the
adversary needs to produce the hash value y' := F(m,pk’) for the modified
public key pk’ and the unknown message m, which should be hard by the ®-
non-malleability of the hash function. Indeed, [CDF*21] states the following
result (where we omit the claims regarding further security properties that are
not relevant to our work).

Claim 4.8 ([CDF*21, Theorem 5.5]). Let & be an EUFCMA-secure signa-
ture scheme. Then the application of the BUFF transformation produces an
EUFCMA-secure signature scheme BUFF[S, F] that additionally provides [...]
NR if F is ®-non-malleable where ® = {¢p | pk € K} and dpu (pk,m) =
(pk’,m).

In combination with the claim on the random oracle being ®-non-malleable
for this choice ® from [BFS11], the authors of [CDF*21] then conclude non-
resignability of the BUFF transform in the ROM.

4.3 On the Impossibility of Non-Resignability

In this section, we show strong negative results on the non-resignability prop-
erty in general, and on the BUFF transform in particular.

First, we consider the plain model, where we show, by means of a simple at-
tack, that non-resignability is not satisfied when applied to a signature scheme
with the property that the message has high (computational) entropy when
given its signature (and the public key).”

Since the BUFF transform, when applied to any signature scheme, sat-
isfies the considered entropy requirement (assuming the hash function to be
compressing), it follows directly that the BUFF transform does not satisfy
non-resignability in the plain model, regardless of the hash function used. We

“In the other extreme, if the message can be efficiently computed from its signature,
non-resignability is also not satisfied, as already pointed out in [CDFT21].
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4.3. On the Impossibility of Non-Resignability

stress that not only is there no proof for the non-resignability of the BUFF
transform in the plain model, but there is also an attack that breaks it.

These negative results from the plain model carry over to the random oracle
model (ROM) when considering the natural extension of the non-resignability
property to the ROM (prior works did not rigorously specify the property in
the ROM). Thus, also in the ROM the BUFF transform does not (necessarily)
satisfy non-resignability, invalidating the positive results claimed in [CDF*21]
in that respect. In essence, the claim on the random oracle being ®-non-
malleable, made in [CDF*21, BFS11], is false.

4.3.1 Non-Resignability and BUFF Transform in the Plain
Model

It is clear that the NRs game (Fig. 4.1) is easy to win if the message m can be
efficiently computed from its signature o. In the following theorem, we show
that if, on the other hand, the signature scheme is such that the message m
has high computational entropy given its signature (and the public key), then
another attack applies.®

Theorem 4.9. Let S be a signature scheme such that for a random message
m' + M and keys (sk’, pk’) < KGen(1*) we have HILL(m' | pk’, Sign(sk’, m))
> w(log\). Then there exists a PPT adversary Axg = (D, A) and a PPT
function aux such that the computational entropy condition (4.1) is satisfied,
yet

AdvER(Ang,aux) > 1 — negl()).

The attack is surprisingly simple. Instead of burdening A with finding o,
which, intuitively, is hard since A does not know m, we simply let aux compute
o and hand it over to A as auxiliary information h. The entropy condition on
the signature scheme then ensures that this is an eligible attack. The proof
below spells out the details.

Proof. We construct the adversary Ang = (D, A) and function aux as shown
in Fig. 4.4. In the first stage, D samples a message uniformly at random and
outputs it. The function aux, which receives m as an input, generates a new key
pair (sk’, pk’) < KGen(1?), computes o ¢ Sign(sk’,m), and outputs the hint
h := (o,pk’). In the second stage, A receives as input the public key pk, the
signature o < Sign(sk,m), and the hint h = (o, pk’), and it outputs (o, pk’).

By the completeness property, we have Pr[Vrfy(pk’,m, o) = 1] > 1—negl()).
We further have Pr[pk’ # pk] > 1 — negl()\) due to the high min-entropy of key
generation.

8This leaves open only a very small, artificial gap for signature schemes that may po-
tentially satisfy non-resignability: the message must be hard to compute from its signature
while having low conditional HILL entropy.
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It remains to argue that Ayg satisfies the entropy condition (4.1). It holds
that

HILL o (m ’ pk, aux(m, pk)) = HILL (m | aux(m, pk))
= HILL (m | pk’, Sign(sk’,m)) > w(logA),

where the first equality holds by the independence of pk and (m,aux(m, pk)),
the second equality holds by the construction of aux, and the last inequality
holds from the entropy requirement. Taking all of this together, we get that
Anr is a valid adversary playing NRg such that

AdvYR(Ang,aux) > 1 — negl()).

This concludes the proof. O

D(pk): A(pk, o, h): aux(m, pk):
1 m<+— M i (o,pk') :=h 1: (sk’, pk’) < KGen
2: returnm 2 return (o,pk’) 2: o < S.Sign(sk’,m)
3: return (o, pk’)

Figure 4.4: Adversary Ang = (D,.A) and function aux used in the proof of
Theorem 4.9.

Having established Theorem 4.9, it then follows as an immediate corollary
that the BUFF-transform does not achieve non-resignability, no matter what
hash function is used, as long as it is compressing, so that there is entropy in
the message m when given Fp(pk,m) (here, the entropy is even statistical).

Corollary 4.10. Let S be a signature scheme, and let BUFF[S, F] be the signa-
ture scheme obtained via the BUFF transform obtained by using a (keyed) hash
function F that compresses by at least the size of the public key plus w(log \)
bits. Then there exists a PPT adversary Ang = (D, A) and a PPT function
aux such that the entropy condition (4.1) is satisfied, yet

Advires 7 (Anr, aux) > 1 — negl()).

Clearly, a non-compressing hash function avoids this particular attack; how-
ever, it is unclear if security would be restored (in particular in the light of
Footnote 8). Also, from a practical point of view, hash functions used in the
BUFFtransform will be compressing.
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4.3.2 Non-Resignability and the BUFF Transform in the
ROM

When considering the random oracle model, things become somewhat subtle.
First, we note that no definition of non-resignability in the ROM has been
explicitly provided in the previous literature; the definitions given in [CDF*21]
are in the plain model. When switching to the ROM, one needs to specify who
is given access to the random oracle. Clearly, considering a signature scheme
“in the ROM”, we give KGen, Sign, and Vrfy oracle access to the random
oracle H.? Also, by default, the attacker is given oracle access to the random
oracle. Thus, looking at Fig. 4.1, this means we certainly want to give D and
A oracle access to the random oracle. But, say, what about the function aux?
Given that in the original definition in [CDF*21], the auxiliary information h
is actually computed by D (and our re-writing in terms of a function aux is
for later convenience), it is natural to then also allow the function aux to have
oracle access the random oracle. We make this explicit in Fig. 4.5, where we
give the resulting security game for non-resignability in the ROM.

However, there is another subtle matter in the definition of non-resignability
when switching to the ROM. Namely, the entropy condition (4.1), as well as
its unconditional counterpart Hoo(m | pk,aux(m,pk)) > w(log)), are not
sufficient anymore for the definition to be meaningful. Indeed, D¥ could simply
choose m to be the hash of 0. In the ROM, this will be of high entropy and
independent of pk; yet, A can easily recover it (as the hash of 0), and then
honestly Sign it using his secret key. For this reason, in the definition of non-
resignability in the ROM, we change the entropy requirement on the message
to hold when additionally conditioning on the random oracle, i.e., we require

Hoo (m | pk, aux™ (m, pk), H) > w(log A) . (4.3)
(sk,pk)eK(;e{nH(lk)
m <D (pk)

We stress that we consider the statistical variant of the entropy condition here;
with H an exponentially large function table, switching to the computational
HILL variant will bring up further issues, which we want to avoid — for now
(though we will look into this issue in Section 4.4.4). Furthermore, having
this more stringent requirement on the attacker only makes our negative result
stronger.

The following theorem shows that, considering the above natural definition
of non-resignability in the ROM, the impossibility result from the plain model
(Theorem 4.9) carries over pretty much in the obvious way.

Theorem 4.11. Let H be a random oracle and S* = (KGen” , Sign?, Virfy™)
be a signature scheme given query access to H such that for message m' + M
and key-pair (sk',pk’) < KGen™ we have Hoo(m' | pk',Sign" (sk’,m), H) >

9We make this explicit by writing KGen etc.
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NRE:

(sk, pk) < KGen® (1*)

m + DH (pk)

o < Sign® (sk,m)

(o, pk’) « A" (pk, o, aux (m, pk))
v == Vrfy" (pk’, m, o)

return (v =1 A pk’ # pk)

Figure 4.5: Security game NRg for the signature S¥ = (KGenH7 Sign® VrfyH)
in the random oracle model. In this variant, both the adversary and the func-
tion aux are granted access to the random oracle H.

w(log ). Then there exists a PPT adversary Afly = (D2, A") and a PPT
function auxt with access to H such that the entropy condition (4.3) is satisfied,
yet

AdngH (Anr,aux) > 1 — negl(A).

The proof follows essentially from the proof of Theorem 4.9 with some
obvious adjustments regarding the random oracle.

Proof. For the signature scheme S* = (KGenH, SignH,VrfyH), we give adver-
saries D and A¥ and the auxiliary function aux that wins the game NRg
with overwhelming probability, in Fig. 4.6. In the first stage, D chooses a
random message m that it will output. The auxiliary function, which receives
the message m as input, first generates a new key pair (sk’, pk’) + KGenH(l)‘),
computes o’ < Sign™ (sk’,3/), and outputs h := (pk’,¢’). In the second state,
AH gets the public key pk, the signature o (of message m using secret key
sk), and the hint h (consisting of pk’ and ¢’) as input and simply outputs
h = (pk’,0’). It is easy to see that NRg outputs 1 with overwhelming prob-
ability. This is because, by the correctness of S, we have that ¢’ is a valid
signature of m under pk’ with overwhelming probability, and by the high min-
entropy of a public key conditioned on H, we have pk’ # pk with overwhelming
probability.

The remaining is to argue that Ayg satisfies the entropy condition (4.3). It
holds that

Hoo(m | pk,auxH(m7 pk), H) oo(m | auxH(m, pk), H)

—H
= Hoo(m | pk', Sign™ (sk’,m), H) > w(log A) .

The first equality holds by noticing that m — (aux* (m, pk), H) — pk forms a
Markov chain, the second equality holds by the construction of aux, and the
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last inequality holds from the entropy requirement. Collecting the above yields
AdngH (Ang,aux) > 1 — negl(A),

which concludes the proof. O

DH (pk): AH (pk, o, h): aux® (m, pk):
L m<+< M 1: (o,pk') :=h 1: (sk’,pk’) « KGen(1%)
2. returnm  2: return (o,pk’) 2 o « S.Sign” (sk’, m)
3: return (o, pk’)

Figure 4.6: Adversary Afly = (D¥, A) and function aux used in the proof of
Theorem 4.11.

We can leverage Theorem 4.11 to show that a BUFF-transformed signature
scheme does not achieve non-resignability in the ROM. This is formalized in
the following corollary.

Corollary 4.12. Let H be a random oracle, F¥ be a PPT hash function given
query access to H, compressing by at least the size of the public-key plus w(log \)
bits, SH be a signature scheme given query access to H, and BUFF[S,F| be
the signature scheme obtained via the BUFF transform with F. Then there
exists a PPT adversary Ally = (D, A™) and a PPT function aux such that
the entropy condition (4.3) is satisfied, yet

Advgng[S,}'] (Anr,aux) > 1 — negl()A).

The above negative claim on the BUFF transform contradicts [CDF*21],
which claims that the BUFF transform does satisfy non-resignability in the
ROM (though without being explicit about the definition in the ROM). We
discuss below the source of the false positive claim.

4.3.3 ®-Non-Malleability in the ROM

[CDF*21] argues the non-resignability of the BUFF transform (in the ROM)
in two steps. First, they prove the security of the BUFF transform in the plain
model under the assumption that the hash function (family) satisfies the notion
of ®-non malleability (for a certain class ® of functions). The formal statement
is given in [CDF*21, Theorem 5.5] (cf. Theorem 4.8). Then, the following is
remarked in [CDF*21, page 9], from which it is then concluded that the BUFF
transform satisfies non-resignability in the ROM.

We note that if we model H as a random oracle then the hash func-
tion satisfies the definition of ®-non-malleability for any class ®
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where the functions ¢ preserve sufficient entropy in x, as will be
the case for our results. The reason is that the adversary can only
output a related random oracle value y’ if it has queried the random
oracle about ¢(x) before. But this is infeasible if ¢(x) still contains
enough entropy.

Note that this claim originates from [BFS11], where a similar argument is made.

We show that this claim on the ®-non-malleability of the random oracle is
incorrect (under some mild assumption on ®). As a matter of fact, the same
kind of attack as for the non-resignability of signature schemes applies here as
well: we can simply let aux compute the mauled hash value. This bypasses the
argument that the adversary has to make this particular query to the random
oracle.

First, we explicitly spell out in Fig. 4.7 the security game of ®-non-malleability
in the ROM, for any PPT hash function ¥ with query access to the random
oracle H. Then, we state the negative result in Theorem 4.13 below. Note that
the latter in particular implies that the random oracle itself, i.e., when setting
FH = H, is not ®-non-malleable.

d-NMZ:

x <+ DH

h := aux!(z)

y = FH(z)

(' ¢) « A(y, h)

return (F7(¢(x)) = y' Ng(x) # )

Figure 4.7: Security game ®-N Mg for the hash function F¥ in the ROM and
an arbitrary function family ®.

Theorem 4.13. Let H be a random oracle, FH . X = Y be a PPT hash
function given query access to H, compressing by least w(log A) bits, and & C
X% be such that there is a PPT algorithm Dg producing ¢ € ® that does not
fix most points with overwhelming probability, i.e.
Pr [¢(z) = z] < negl(A) . (4.4)
¢+Dg
T X
Then, there exist a PPT adversary AL\ = (D, A™) and a polynomial-time
computable function aux™, both given query access to H, such that the entropy

condition
Hoo (2] aux” (z), H) > w(log )

z+DH
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s satisfied, yet
Advc]}}'NMH (As.nm,aux) > 1 — negl()\).

Proof. We give a PPT adversary AL, = (DH, A") that wins the game
®-NM¥ with overwhelming probability. Both AL = (D, A7) and aux?
are given in Fig. 4.8. In the first stage, adversary D chooses x uniformly at
random. The auxiliary function on input x € X', chooses a function ¢ < Dg,
computes y' := FH(¢(x)), and returns the pair (y', ¢) as hint. In the second
stage, adversary A gets y = FH (x) along with the hint h = (¢, ¢) as input
and outputs the (y', ¢) from the hint. It is easy to see that 1 + <I>—NMH, unless
¢(x) = x, which only happens with negligible probability due to (4.4). Further-
more, the entropy requirement follows from the fact that x is chosen uniformly
from & independent of (¢, H), and that F is compressing by w(log \) bits. [

D (pk) A (y, h) aux'(z)
1 x4+ X 1 (y,d):=h 1: ¢ + Dy
2: return x 2: return (v, ¢) 2y = FH(¢(x))
3: return (v, ¢)

Figure 4.8: The adversary A\, = (DH, A7) and the function aux? used in
the proof of Theorem 4.13.

Remark 4.14. The above theorem is stated for the random oracle model. It is
easy to see, though, that the result carries over to the plain model for concrete
hash functions.

4.4 Salted BUFF and NR-bot

In this section, we partly recover from the negative results from the previous
section by considering a salted version of the BUFF transform, and showing
that it satisfies a weaker variant of non-resignability in the ROM. At the end
of this section, we show another negative result, when the entropy requirement
posed on the adversaries is only computational.

4.4.1 Positive Results

The formal specification of the salted BUFF transform, denoted $-BUFF, is
given in Fig. 4.9. It matches with the original BUFF transform, except that
some random salt s is added to the signature and used for the hash.

Our goal is to show that the salted BUFF transform satisfies the weaker vari-
ant of non-resignability in the ROM obtained by replacing the non-resignability
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KGen: Sign(sk, m): Vrfy(pk, m, (0,y, s)):
1: (sk, pk) < KGeng 1: s+ {0,1}* 1y = F(m,pk,s)
2: return (sk, pk) 2: y:=F(m,pk,s) 2 d:=Vrfyg(pk,y',0)

3: 0+ Signg(sk,y) 3 return (d=1Ay=1y")
4: return (o,y,s)

Figure 4.9: The salted BUFF transform $-BUFF[S, F] for a signature scheme
S = (KGeng, Signg, Vrfyg) and a hash function F.

game NRg to NR‘IS{’J‘, as given in Fig. 4.10. The only difference is that the func-
tion aux, which computes a piece of auxiliary information, is not given access
to the random oracle anymore.

NRE
1: (sk, pk) «+ KGen®
. m < DH (pk)
. (0!, pk) + AH (pk,SignH(sk,m),aux(m, pk))
4: return Vrfy" (pk’,m,o’) A pk’ # pk

w N

Figure 4.10: The NR‘],;Ll game.

Indeed, below we will prove the following. To start with, we consider the
entropy condition on the message to be statistical; as explained in Section 4.3.2,
here in the ROM we additionally need to condition on H (in order to avoid
letting m = H(0)). In Section 4.4.4, we then discuss the case of computational
entropy.

We consider both the case of classical and of quantum queries by the ad-
versary A when querying the random oracle, as well as a “semi-quantum” case
where D is classical yet A may be quantum. The latter is motivated by the fact
that D is typically not adversarially chosen, but determined by the considered
application.'?

Theorem 4.15. Let H be a random oracle with co-domain denoted by ), let
SH = (KGen,SignH7VrfyH) be a signature scheme with a key generation that
has no access to H, and let $-BUFF[S, H| be the signature scheme obtained
by applying the salted BUFF transform (cf. Fig. 4.9) to S. Furthermore, let
ANHR = (D", A") be a computationally unbounded NR+ adversary, aux be any
(possibly randomized) function, and let SignH, DH A" make at most qs,qp, qa

10In the fully quantum case, we even allow the signing procedure to make quantum queries
to H; this is not really relevant but obtained for free.
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queries to H respectively. Assuming

Hoo  (m|H,pk,aux(m,pk)) >log(1/e),
(sk,pk) <—KGen
7n<—DH(pk)

then for Sign™ , DH | AM making quantum queries in general, it holds that

HoL -2t 2gp + 1)?
AV o (Ao awd) < Vap 20+ 272 (g, 1 gs)ve v 22T

2 |V
(4.5)
and if DH is restricted to classical queries,
H,L _ +1
AdvEReris ) (Anr, aux) < gp - 277 + 4(qa + gs)Ve + 1) ()

v

In case where SignH,DH,AH are all restricted to classical queries, then we
have

(gp +1)

@

H,1 _
Adv§uers. i (Ank, aux) < gp - 270+ 2(qa +gs) e+

Remark 4.16. In the setting where the key generation KGen® is given access
to the random oracle H, it is not too hard to extend the non-resignability of
$-BUFF into such a setting, by noticing that any sufficiently long portion of the
random salt s in $-BUFF is hard to guess by KGenH, and hence separating the
domain queried by KGen™ from ones queried by Sign™ and Vrfy® up to some
negligible advantage.

4.4.2 Handling Classical Adversaries

Proof of (4.7). The proof proceeds via the games Gy, . . . , G& displayed in Fig. 4.11.

Steps from Gy to G3 are symmetric, in that they argue closeness between games,
while each of the rest upperbounds the winning probability of one game via
another.

The closeness between games Gy =~ Gy ~ Gy ~ G3 is via arguing that
an adversary cannot detect some reprogramming in the random oracle except
with small probability. For Gy ~ G1, one exploits that the reprogrammed point
involves a freshly chosen salt s in uniform distribution. For G; ~ Gy =~ G,
one exploits that m has high entropy, conditioned on the view of the attacker
throughout the execution of the intermediate game Go.

Go to G hop. The only difference between Gy and G; is that the former com-
putes y < H(m, pk, s), while the latter does a reprogramming via H (m, pk, s) :=
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: (sk, pk) + KGen

: m + D (pk)

h := aux(m, pk)

5+ {0,1}*

y = H(m,pk,s)

L (y K, s") < Bl (y, h, 5)

: return H(m, pk’,s) = y' A pk # pk’

G

: (sk, pk) «— KGen

. m + D (pk)

h := aux(m, pk)

s+ {0,1}*

H(m,pk,s) =y <+ Y

; (y/7 pk,v S/) A BSIZ(y7 h,s)

: return H(m, pk’,s) =y’ A pk # pk’

g3

: (sk, pk) «+— KGen

. m + D (pk)

h := aux(m, pk)

s« {0,1}"

Yy

O N 0N )
: return H(m, pk’,s) =y’ A pk # pk’

Q
ots.

: (sk, pk) «+ KGen

m + D (pk)

(W' Pk, s') ¢ € ()

: return H(m, pk’,s) = ¢/’

A(m, pK', s") = (m’, pk’, s")

. {where (m’, pk?, s*) is D’s ith query}

A e

Bl (y,h,s)
1: o + Sign™(sk,y)
2: return A" (pk, o, h)

a(m)
L (s,y) < {0,1} x Y
2: return B (y, aux(m, pk), s)

Go

: (sk, pk) < KGen

. m + D" (pk)

h := aux(m, pk)

s+ {0,1}*

y<Jy

: (Y Pk, 8) < Bil(y, by s)

: return H(m, pk’,s) = 3" A pk # pk’

Ga

: (sk, pk) - KGen

. m <+ D (pk)

L (PR, ) 4=yl (m)
: return H(m,pk',s) =y’

B~ W N~

1: (sk, pk) < KGen

2: m 4— 'DH(pk)

3: (v, pk',s") Ci[(mz"")HL](mi)

4: return H(m*, pk’,s) = ¢’

5: A(m, pk', s") = (m?, pk?, s%)
6: {where (m‘, pk’,s’) is D’s ith query}

Figure 4.11: The sequence of games

all games, H is understood to be uniformly random.

considered in the proof of (4.7). In
In the game G4 etc.,

H[(m,-,-) — L] denotes the oracle that blocks queries of the form (m,-,-), i.e.,
replies with some special value L in that case, and replies with H applied to

the query otherwise.
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y < V. Thus, both games behave identically unless D has queried the corre-
sponding input (m, pk, s), which happens with probability at most ¢p - 27¢ in
either game, due to the random choice of s.

G1 to G, hop. Without loss of generality, we may assume pk’ # pk, in which
case the reprogramming of H, done in G; but not in Gy, does not affect the
final hash H(m, pk’,s’). Thus, there is a difference in the two games only if B
makes a query to (m, pk, s); however, in Go, using that y and s are independent
of (m,H,h), sk — (pk,H,h) — m is a Markov’s chain, and by the entropy
condition, we have that

guess(m | sk, H,y, h, s) = guess(m | sk, H, h) = guess(m | pk, H,h) < €,
and so this happens with probability at most (g4 + gs)e. Thus,

Pr(l < Gi1] < Pr[l < Go] + (g4 + gqs)e .

Go to G3 hop. Similar as above, the difference between Gy and Gz can only
be noticed when B makes a query of the form (m,-,-), which again happens
with probability at most guess(m | sk, H,y, h, s) < e. Therefore,

Pr(l < Go] < Pr[l « Gs] + (g4 + gs)e -

Gs to G4 hop. In G4, we relax the winning condition by dropping the require-
ment pk’ # pk; this only increases the winning probability. Furthermore, we
replace B in Gz by C in G4, which computes h := h(m) and samples s + {0, 1}
and y < ) as a first step, and then runs B on input (y, h, s); this change is
only syntactically and does not affect the winning probability. Thus,

Pr[leQ;ﬂSPr[l%Q;;] .

G4 to Gi hop. Since D is classical, assume without loss of generality that
it never repeats a query. If (m, pk’,s’) has never been queried by D, i.e.,
(m,pk’,s") # (m7,pk?,s?) for all j € {1,...,gp}, then (using that B is blocked
from queries of the form (m,-,-)) the hash H(m,pk’,s’) is random and inde-
pendent of y, in which case they are equal with probability 1/|Y|. Therefore
we obtain,

1%94

Pr(1 =1 P . o
rlt e Gl =11+ Z ' (m,pk',s") = (m’, pk', 5')

i€lgp]

=1/|Y|+ Z Pr[l+« Gi] .

i€lgp]
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G! to G¢ hop. In G, due to the extra condition m = m' for winning the
game, replacing m by m* as in G§ has no effect on the winning probability, and
dropping the requirement again then only increases the probability. Thus

Pr[legg]gPr[legé}] .

It remains to show that the latter probability is small. First, we may assume
that D’s queries (m?, pk?,s?) are all distinct. Furthermore, we may assume
that once D has decided on the ith query (m?, pk’, s'), it stops without making
this query; the game then simply proceeds as described with running C on
input m¢. This shows that C’s input is independent of H (m/?, pk’, s%), and so is
his output ¢y’ then, given that he is blocked from queries of the form (m,-,-).
Hence

Pr(l+« G5 <1/|Y].

Combining all the (in)equalities then concludes (4.7). O

4.4.3 Handling Quantum Adversaries

Proof of (4.5). The proof of (4.5) is identical to that of (4.7) up to some small
changes in the argumentation for the first four game hops, and a more signif-
icant change of strategy in the last two. Indeed, we reuse the first four games
and define modified versions of G¢ and G}, as specified in Fig. 4.12. Namely,
in case of superposition queries by Go, we cannot define (m?, pk’, s%) as the ith
query; instead, rather naturally, we introduce (m?, pk’, s%) by measuring the 7th
query. Furthermore, for technical reasons, we then reprogram H on (m?, pk’, s°)
by a random value O, from this or the next query onward.

Gi G
1. (sk, pk) < KGen 1: (sk, pk) - KGen
2: mF'DHi@ 2: m<—DHi®
3: {measure ith query (m?, pk’, s} 3: {measure ith query (m?, pk?, s}
4 (y,pk, ") « CHIm )= L () 4 (3, pK', 8') < CHIM )= L] (1)
5: return H% (m,pk’,s') =y’ 5: return H® (m?, pk’, s?) = o/
6: A(m,pk', s') = (m’, pk’, s")

Figure 4.12: The modified games G{ and Gg for the proof of (4.5). In both
games, H is understood to be uniformly random. HP is the oracle that im-
plements H until just before the ith query, then measures that query in the
computational basis to obtain (m?, pk’, s'), and subsequently answers queries
from D with H|[(m?, pk’,s?) — O], i.e., with H but reprogrammed to a random
value © at (m?, pk’, s%), either from the ith or the (i + 1)th query onward, with
this choice being made uniformly at random as well.

81



4.4. Salted BUFF and NR-bot

Go to G; hop. The only difference between Gy and G; is that the former
computes y := H(m,pk, s), while the latter reprograms H(m,pk,s) := y
Y. With s being uniformly random chosen, this is a direct application of
the adaptive reprogramming lemma (Theorem 1 in [GHHM21]) to bound the
distinguishing probability:

—

Pr[l + Go] <Pr[l«+ Gi] + qD-Q—Z—I—%.
Gi to G, hop. Without loss of generality, we may assume pk’ # pk, in which
case the reprogramming of H, done in G; but not in G5, does not affect the
final hash H(m,pk’,s’). Thus, the only difference between the two games is
that B interacts with the original H in Gy, and with H that is reprogrammed
to L at the point (pk,m,s) in G.

This is a direct application for O2H ([AHU19, Theorem 3]). We note that in
game Gy, B has access to H,y, h and s. Using that y and s are independent of
(sk,m, H, h) and that m — (pk, H, h) — sk forms a Markov’s chain, we obtain

guess(m | sk, H,y, h, s) = guess(m | sk, H, h) = guess(m | pk, H,h) < €,

where the last inequality is given by the entropy condition. Thus, measuring a
random query of B in G yields (pk, m, s) with probability at most €. Therefore,
by O2H,

Pr(l+ Gi] < Pr[l « Go] 4 2(qa + gs)ve .

Go to Gs hop. Again by O2H - arguing as above that the measurement
outcome when measuring a random query of B in Gy is of the form (m,-,-)
with probability at most € - we obtain

Pr[l « Go] < Pr[l « Gs] +2(qa + qs)Ve .

g3 to G4 hop. Here we argue precisely as in the classical case: we relax the
winning condition, and we do a syntactical change by introducing C, which
does the computation of h and the sampling of s and y locally, before it runs
B. Thus, also here

Pr[l%gg}gPrﬂ(—g‘;] .

G4 to Gi hop. In G, the oracle for D is replaced by HY, which implements H
until just before the ith query, then measures that query in the computational
basis to obtain (m?, pk’, s?), and subsequently switches to H[(m’, pk’, s*) — O]
either from the ith or the (¢ + 1)th query onward, with this choice being made
uniformly at random.
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The goal here is to use the measure-and-reprogram technique from [DFM20)]
to control the effect of this change. For this purpose, we consider the oracle
algorithm £ (D,C), which simply runs m « DH followed by (y’,pk’,s’) «
cHIm )= (),

We allow € conditional superposition query access to the random oracle H,
which it uses to forward all queries from D unconditionally and queries = from
C conditional on = # (m, -, -), returning L for x = (m,-,-). £¥ is thus an oracle
algorithm with query complexity qo + ¢1 and such that in its second phase the
only query inputs with non-zero amplitude are of the form = # (m,-,-). At the
end of its run, £ (D,C) outputs (z,z) with = := (m, pk’,s’) and z := y/'.

Furthermore, we define the verification predicate V (z,y, z) that is 1 if and
only if y = z. Then, V(x, H(x),z) = 1 if and only if H(m,pk’,s’) = 3/, which
is the verification condition in G4. Thus,

Pr(V(z,H(z),2) = 1: (z,2) « EM(D,C)] =Pr[l + G4(D,C)] .

We are now in a situation where we can apply a modified version of the
measure-and-reprogram technique from Theorem A.4 in the Appendix, which
ensures the existence of a “simulator” S€ such that, for a random ©,

Pr[V(z,H(z),2) = 1: (x,2) «+ EH]
(2¢ +1)?
<Pr(V(z,0,2) =1Az=2a":(2,2,2,1) + (S5(Q),0)] ,

where @ is a set of queries where S has non-zero probability of success, and
q = |Q|. We need to describe S in a bit more detail before we can determine
Q.

In the following, let Qo :={1,...,qp} and @1 := {¢gp+1,...,¢p+qa+gs}-
The algorithm (S¢,©) works as follows: it measures the ith query of £ for
a random i € Qo U Q1 U {gp + g4 + gs + 1}, with the measurement outcome
being z’, and then reprograms future queries to input 2’ by © (starting from
this or the next query, chosen uniformly at random).!! Finally, S outputs 2’
along with ¢ and the final output (z, z) of &.

In the case of our algorithm & it is easy to determine @Q; £ knows m by the
end of its first phase, and by construction 1. never queries any input of the form
(m, -, -) from that point on and 2. at the end of its run outputs x = (m, pk’, s).
Hence, for i € Q1 we have x # 2’ with certainty and thus

P VvV ,@’ 1Az =2l c —0.
(J;’,J;,z,i)i(s‘f,@)[ (,0,2) z=21'li € Q1]

It follows that () = Qo and therefore ¢ = qq.

M The choice i = ¢p + q4 + qs + 1 indicates that the final output (m,pk’,s’) of £ is
measured, instead of one of its queries.
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Thus, conditionedon i € Qq, (S, 0) works as DHL followed by CHI(m)=L] (1)
in G¢ for a random i € @y, and the event V(z,0, z) = 1 Az = 2’ matches with
the winning condition of gg.

Hence, omitting the specification (2, x, z,i) <+ (S€,0) of the probability
space and writing V' as a shorthand for V(x, ©, 2) in the expressions to simplify
notation, we obtain

PrlV =1Az=2a']=Prli € QPr[V=1Az=2"]ie Q)
+Pr[i ¢ Qo]Pr[V=1Az=2"|i¢ Qo

o 4D il -
qu+1Pr[1<*g5|’L€Q0]

qD+1Pr[V:1Ax:x’|i¢QO]. (4.8)

Finally, we argue that for (z',z,2,4) + (S¢,0)

Pr[V(:v,@,z)zl/\x:x’|i§éQO]:ﬁ.

Consider i ¢ Qp, i.e. S measures the final output of £. Then C learns
no information on © before producing its output, and so V(z,0,z) = 1 with
probability ‘71|

Putting all together, we obtain that

1

Pr[1<—g4] < qp
(gp+1)- 1Y

(2¢gp+1)2 “gp+1

Pr[1<—g§|iEQo]+

G to G¢ hop. Let i € Qg now be fixed. As in the classical case, due to the
extra condition in G, we may replace the occurrence of m with m* without
affecting the output of the game. Thus

Pr[l(—Qé]:Pr[l(—gé] .

Similarly (but not identically) to the classical case, we can argue the latter
probability to be small. Indeed, we may assume that D stops after having
produced the ith query, which is then measured. This then means, given that
H|[(m?,-,-) = L]) blocks the query that would reveal ©, the output (y', pk’, s’)
produced by C is independent of ©. Thus, the probability that 3’ = © is at
most 1/|Y|, showing that

Pr(l1+« Gi] =1/|y|  for all fixed i € Qo.
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Substituting terms in Equation 4.8, we obtain that

(2gp +1)?
N

Combining the above bounds concludes the proof. O

Pr [1 — g4] <

Given that, in typical applications, D is not adversarially chosen but de-
termined by the environment, and typical applications take place in a classical
environment, it makes sense to also consider the “semi-quantum case” in (4.6)
where we restrict D to classical queries, but we still allow A to be quantum.
By an appropriate mix-and-match of the classical proof (of (4.7)) and the fully
quantum proof (of (4.5)), we immediately conclude (4.6).

4.4.4 Negative Results with Computational Entropy

Below, we show that our positive result on the salted BUFF transform in the
ROM does not carry over to the computational setting when considering the
entropy requirement to be computational, i.e., captured by the above notion of
HILL entropy in the ROM. Concretely, we show that under the computational
Diffie-Hellman (CDH) assumption, there exists a (contrived) signature scheme
that is secure in the standard sense (and thus a meaningful signature scheme),
but for which the salted BUFF transformation does not provide the computa-
tional variant of NRL. Formally, this is summarized in Theorem 4.17.

Theorem 4.17. Let H be a random oracle with co-domain Y. Assuming CDH
is hard, there exists a signature scheme S" = (KGen,Sign™ Vrfy™) in the
ROM, with a key generation that has no access to H, for which $-BUFF[S, H],
obtained by applying the salted BUFF transform (see Fig. 4.9), satisfies the
following:

There ezists a PPT adversary Ally = (DH, A™) given query access to H,
and a PPT function aux without any query to H such that

HILLfO (m | pk, aux(m, pk)) > log(|YV)) ,
(sk,pk) +$-BUFF[S, H].KGen (1)
m<«DH (pk)

and yet they win the game NRTL against $-BUFF[S, H] with overwhelming
probability, i.e.,

H,L
Advg-Rl,BUFF[S,H] (Anr,aux) > 1 — negl(A) .
Moreover, SH is strongly unforgeable under chosen message attacks.

Let S be an arbitrary CDH-based (strongly unforgeable) signature scheme,
with a key generation that does not query H. Define S to be as S,, but modified
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as follows. The key generation additionally produces a pair (a, g*), and attaches
a to the secret key and g to the public key. Furthermore, signing attaches a
to the actual signature (but will be ignored by the verification). Then, we
consider an attacker that produces the message m as m := (H(g%), ¢*), and
the auxiliary function aux(m, pk) := ¢g*. Then we have

HILLZ (m | pk, aux(m, pk)) > HILLY (H(g*) | 9%, ¢°) ,

which is at least as large as log(|)|) by the CDH assumption; yet when given the
signature of m, which includes a (be it BUFF transformed or not), the attacker
can compute all of m and so produce a new signature by freshly signing m,
which breaks the NR** security of $-BUFF[S, H].

4.5 BUFF and sNR

4.5.1 Secret-key Non-resignability (sNR)

In this section, we consider a new variant of non-resignability, called secret-
key non-resignability and denoted by sN R4, 1t is similar in spirit as NRT L
introduced in Section 4.4; in particular, a crucial aspect is that aux is not given
access to H, but we additionally provide the adversary with the secret key
sk, and we adjust the entropy condition correspondingly (see below for a more
detailed comparison). The security game is shown in Fig. 4.13. Tt is played by
randomized oracle algorithms'?

D . SK - M and A" . SK x SGN x AUX — PK x SGN

given query access to H, referred to as adversaries, and a randomized algorithm
aux : SK x M — AUX with no access to H, referred to as hint function.'3

sNRg’L(D,A, aux):

(sk, pk) < KGen*

m < DH (sk)

o « Sign* (sk,m)

(pk', o) « AH (sk, o, aux(m, sk))
return pk # pk’ A Vrfy® (pk’,m,o’) =
1

Figure 4.13: Our new variant of the non-resignability game sNRH:,

12Here and in the remainder, we borrow from set notation to indicate the input and output
space of (oracle) algorithms. In case of an algorithm that takes no input, we write the
singleton set {1} as domain.

13The hint function may be randomized, but we refer to it as a function for convenience.
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While playing sNRH’l, we consider restricted (S-dependent) classes of ad-
versaries with a give bound h on the entropy

Ho  (m | H,sk,aux(sk,m)) > h. (4.9)
(sk,pk) +—KGenH
m<«DH (sk)

For now we only consider the statistical variant, where we take an arbitrary but
fixed security parameter for S, where D, A and aux may be computationally
unbounded and we only limit their query complexity, and where the entropy
requirement holds statistically, i.e., as in (4.9). The computational setting is
handled later in Section 4.8; there, D, A and aux are restricted to be (uniform
or non-uniform) PPT algorithms, and the entropy requirement is expressed via
HILL entropy.

Informally, we say that a signature scheme & = (KGen, Sign, Vrfy) is non-
resignable if for all D, A and any hint function aux that satisfy the statistical
entropy condition (4.9) for sufficiently large h, the probability of winning the
sNRHA-+ game, i.e.,

RH,J_

Adv"RT (D, A aux) :=Pr |1 = sNRg’J‘(D,A,aux)} )

is small.

The recent developments have shown that formalizing non-resignability is
a non-trivial task, and different weaker variants of the original (unachievable)
version have been proposed. We quickly discuss here how sN RITL relates to
those variants; namely, we show that is stronger than the versions proposed
in Section 4.4 and [CDF*23].

Comparison with Non-Resignability from Section 4.4. The difference
to NR'% as defined in Section 4.4 is that sSNR™* provides the D, A and the
hint function aux with the secret key sk, whereas NRH -+ only provides the
public key pk (recall that we assume that pk can be computed from sk). This
of course gives more power to the adversary. The other difference lies in the
entropy requirement: for NRH ’L, the message is required to have high entropy
conditioned on pk (and aux) only, i.e.,

Hoo(m | H, pk,aux(pk,m)) > h

whereas sSNR™* requires (4.9) to hold, which conditions on sk instead; this
seems to be a stronger restriction, but we observe that for m < D(pk), pro-
duced by a D that only gets the public key as input (as in NR™+),

Hoo(m | H, pk, aux(pk,m)) = Hoo(m | H, sk, aux(pk, m))
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since sk — (H, pk, aux(pk,m)) — m forms a Markov chain then. This implies
that any attack against NRZL can be cast as an attack against sNRZ with
the same entropy bound, making the latter a stronger security notion.

Comparison with Non-Resignability from [CDF*23]. We first note
that [CDF123] defines non-resignability only in the computational setting, so
we compare it with the computational version of sN R+, While we have post-
poned the exact definition to Section 4.8, the high level reasoning can still be
understood. First of all, in [CDF*23] the side information on m (given by
aux in our case) is required to be computationally independent of m, which is
equivalent to allowing no side information at all when considering computa-
tionally bounded adversaries. Furthermore, in line with sN R the entropy
condition (though phrased in terms of HILL entropy) is required to hold when
conditioning on the secret key sk. But on the other hand and in the spirit of
NR1 | the adversaries are only given pk as input, and not sk. Altogether, this
makes their notion weaker than our computational version of sSNR”®, which
provided sk as input to the adversaries.

4.5.2 The Hide-and-Seek Game

To prove the non-resignability (in the sense of sN RH’L) of the BUFF trans-
form, which signs a message m by signing F(pk,m), with the hash value then
appended to the signature, it must necessarily be hard to recover m from
H(m, pk). This hardness may look trivial at first glance, since F is (typically)
compressing, and modelled as a random oracle; however, it turns out to be not
trivial at all. The reason is that in the sNR™+ game, m is produced arbitrarily
and dependent on F, with the only promise being that m is hard to guess from
scratch (i.e., when F(pk,m) is not given).

We formally capture (a particular formulation of) this hardness via a game,
which we call Hide-and-Seek. Looking ahead, in Section 4.5.4 we will show that
hardness of winning Hide-and-Seek is sufficient for proving the non-resignability
of the BUFF transform (when the hash function is modelled as a random
oracle). The main technical challenge in Section 4.5 then lies in proving that
Hide-and-Seek is hard to win, which we do in Section 4.5.5.

Throughout the remainder of this section, let X',), and Z be finite non-
empty sets, and let F¥: X — ) be any hash function given query access to a
random oracle H.

The Hide-and-Seek game is played by two adversaries D and A: the (possi-
bly query-unbounded) hider D¥: {1} — X x Z, and the query-bounded secker
AH: Y x Z — X that is allowed to make at most g queries to H. First, D
chooses a challenge © € X together with a hint z € Z and “hides” z as F (z),
and then A is supposed to find x from H(z) and 2. The game is formally
specified as follows:
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HnSZ(D, A):
1: (x,2) « DH
2: return z = A7 (FH (), 2)
In line with the entropy condition in sN R+
hidden given H and z. I.e., we require that

, We require x to be statistically

guess(x | H,z) < e (4.10)

for some small € > 0. Informally, we say that the random oracle H satisfies
the Hide-and-Seek property, or HnS* for short, if for every such pair of D, A
as above, the winning probability, given as

AdvPS" (D, A) = Pr[1 =HnSE(D, A)] =  Pr [z = A*(FH(2),2)],

(x,2)«DH

is small.

As mentioned above already, what is tricky about this game is that « (and 2)
may depend arbitrarily on H, subject to the bound (4.10) on the guessing
probability. Because of this, known results on inverting the random oracle do
not apply, and it may not be fully clear whether we can actually expect it to
be hard to win, i.e., that there is no sneaky way to win the game. We discuss
this in more detail in Section 4.5.5, where we then analyze Hide-and-Seek and
prove that it s hard to win after all.

4.5.3 BUFF via Random Oracles is sNR

Our main goal in this section is to prove that BUFF satisfy the above notion
of non-resignability, when modelling the underlying hash function F# := H as
a random oracle, which we formally state below.

Theorem 4.18. Let DY : SK — M and A" : SKxSGN x AUX — PKxSGN
be sSNR™ _adversaries against BUFF[S, H] for some aux : SK x M — AUX,
making at most qp and qa queries to H, respectively, where (4.9) is satisfied
for h such that 0 < € := 2-h < % Then

L SK| - |AUX +1
A.dVSB'\lIJRFI;[S’H] (D, A, aux) < 6(qa + gs + 1)?log <||e|) 4o

€+ qgre+
Y|

H,L
and in the case where A makes quantum queries, we have Adv%'\fJRFF[&H] (D, A, aux)

gp +1
V|

SK| - |AUx
§18\/<logw+qA+qs> (qa+gqs +1)%e+qre+
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Remark 4.19. In the case where D makes quantum queries to H, we expect
a similar result (with adjusted bounds) holds, via the method described in the

proof of (4.5) .

4.5.4 Reducing sNR of BUFF to Hide-and-Seek

In the following statement, we reduce the sN R+ security of the BUFF trans-
form BUFF[S, H] of a signature scheme & = (KGen®,Sign® Vrfy?) to the
hardness of winning the Hide-and-Seek game HnS™. In the lemma statement,
the parameters g and gg refer to (an upper bound on) the number of queries
to H that KGen” and Sign®’ perform.

Lemma 4.20. Let DH : SK —+ M and A" : SK x SGN x AUX — PK x SGN
be sSNR™ L -adversaries against BUFF[S, H] for some aux : SK x M — AUX,
making at most qp and qa queries to H, respectively. Then there exists a hider
D:{l} = X x Z and a seeker A:Y x Z — X with Z = SK x AUX, where
A makes at most qa + qs queries to H, and such that

Ho (x| H,2)= Hyx (m|H,sk,aux(sk,m)) (4.11)
(z,2)«DH (sk,pk)eﬁien)H
m+D sk

and AdVEI\LIJRFI;’[;H] (D, A, aux)

H - - +1
< (a4 +as) - AQVES (D, A) + gice + T (4.12)
where € := 2 H<(@IH:2) " In the case A makes quantum queries to H, then
H,L _ +1
Advilteis (D, A aux) < 2(qa + gs) - \/ Adv™" (D, A) + gxe + qu ;
(4.13)

holds in place of (4.12), and A then makes quantum queries as well.

Furthermore, in the computational setting when considering a non-fized se-
curity parameter and PPT algorithms D and A, then D and A are PPT as
well.

The intuition behind the proof is as follows. Consider the sNR”* game.
Due to the assumed hardness of Hide-and-Seek, A cannot recover m from its
input and thus makes no query to H that has m as suffix. But then it cannot
gather any information on H (pk’, m) for any pk’, and thus it will not be able to
output 3’ = H(pk',m) for any pk’. Formally, we have to make sure that A gets
no information on %’ via its input, which is controlled by KGen and D, which
may query H on H(pk',m) for any pk’. This is taken care of in our formal
proof below.
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Proof. In Fig. 4.14 we define a hybrid sequence reducing the sN RIL property
of BUFF[S, H] to the HnS" property of H.

G()Z
1:
2: (pk',y') < BH(sk,y, aux(sk,m)) 2: (pk',y') + AH(sk, (a,y),h)
3: return H(pk',m) =1y' A pk’ # pk 3: return (pk’,y’)

o

BH (sk,y, h):
(sk, pk) « KGen®; m < D (sk) 1: o + Signt (sk,y)

(sk, pk) < KGen®; m « D (sk)

(K, ") «
BHICm) = L (sk H (m, pk), aux(sk,m))
return H(pk',m) =1y" A pk’ # pk

(sk, pk) < KGen'"; m « D (sk)

abort if KGen queried H(m, )

(oK &) -
BHICm)= L (sk, H(m, pk), aux(sk, m))
return H(pk',m) =y' A pk’ # pk

(sk, pk) < KGen'"; m « D (sk)

abort if KGen queried H(m, )

(pk',5") = BHICm)= L (sk H(m, pk), aux(sk, m))

return H(pk',m) =y A pk’ # pk A (pk’,m) = (pk;, m;)
{where (pk;,m;) is D’s ith query.}

(sk, pk) < KGen'"; m « D (sk)

abort if KGen queried H (-, my;)

(k' y) «
BHICma) =L sk H (pk,m;), aux(sk, m;))
return H(pk;,m;) =y A pk; # pk

5. {where (pk;,m;) is D’s ith query.}

Figure 4.14: Hybrid steps reducing sNR™”* of BUFF[S, H] to HnS* of H when
D is classical, i.e., (4.13), (4.12). In the derivations below we drop the param-
eter k for notational convenience.

(D,

To start with, we note that the adversary (D, B) playing Gy is identical to

A) playing sN RgL’JJF_F[S,H]'

The Gg to Gy hop. The only difference between Gy and G; is whether B is
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given oracle access to the original random oracle H, or the reprogrammed or-
acle H[(m,-) — L] and replies with L to any query that has suffix m.

Consider the hider D and seeker A, where D samples (sk, pk) KGen® and
m < DH(sk) and returns

x = (pk,m) and z == (sk, aux(sk,m)),

and on input H(x) = H(m,pk) and z, the seeker A samples a random index
i+ [ga + gs], runs

B (sk, H(m, pk), aux(sk, m)) = A% (sk, (H (m, pk), Sign® (sk, y)), aux(sk,m))

internally, but then looks at / does a full measurement of the ith query to obtain
(pk;,m}), and returns (pk,m}). It is clear by construction that z € SK x AUX,
and (4.11) immediately follows from the fact that pk can be derived from sk,
and so

Hoo(z | H,2z) = Hoo(pk, m | H,sk,aux(sk,m)) = Hoo(m | H, sk, aux(sk,m))
(4.14)
as claimed. It also follows from construction that D and A preserve the effi-
ciency of D and A. In terms of query complexity, A makes at most g4 + ¢s
queries to H.

In the case where A makes classical queries, there is no difference in the
two games when B makes no query to a point where the two oracles differ, and
thus

Pr[l « Go] < Pr[l « Gy + Pr [aie [qa + gs] s.t. mf =m
<Pr[l« Gi]+ (qa+4qs)- AdenSH(Y_),.A) )

In the quantum case, the same kind of guarantee follows from the O2H lemma
[AHU19, Theorem 3], which gives us that

PI‘[l(—Go]SPI‘[I(—G1]—|—2(QA—|—QS)- Pr[m:‘:m]
< Pr[l « Gy]+2(qa + qs) - \/Adv"™S" (D, A) .

The Gy to G hop. The difference between G; and G, is that the latter aborts if
KGen® ever makes a query of the form (-,m). Given that m is produced given
(H,sk) but independent of KGen’s qx queries conditioned on (H,sk), and m
satisfies (4.9) for h := log(1/e€), we have

Pr(l < G1] < Pr[l + Go] 4 Pr[Gs abort] < Pr[l1 < G3] + gxe .
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The Gy to G hop. Assume without loss of generality that D never repeats
its queries (k1,m1),...,(kqy, mqy). Note that the queries of A in Gy are
blocked at (-,m), and the game aborts if KGen ever queries (-,m). Since,
conditioned on KGen not querying with (-,m), ¥ # k and (k',m) # (k;, m;) for
all 4, the output H(k’,m) is uniformly random and independent of A’s input
(sk, H(m, pk), aux(sk,m)) together with the oracle H[(m,-) — L] it has access
to, we have

Ji € [qp] s.t. (K',m) = (ki,m;)

Pr[l + Gy] <Pr
1(—G2

KGen not querying (-, m)
+Pr| 1+ Gy (k’,m) 75 (ki,mi) Vi € [QD]
K+ k
< ) Prl« Gyl +1/y].

i€lgp]

The Gy to Gi hop. Because of the extra condition (pk’,m’) = (pk;,m;) in G,
replacing pk” with pk; and m’ with m; as in G, does not change the winning
probability. We further drop the condition (pk’,m’) = (pk;,m;), which does
not decrease the winning probability.

Finally, it remains to upper bound the winning probability of G} for each
i € [¢gp]. By a lazy sampling argument, we note that conditioned on KGen
not querying with (-,m;) and pk; # pk, the output H(k;,m;) is uniform and
independent of (H[(-,m;) — L], k, H(k, m;),aux(m;)), and hence, y’ generated
by AHCmd= Lk H (k,m;), aux(m;)) is equal to H (k;, m;) with probability at
most 1/|Y|, i.e.

Pr 1+ G| <1/]Y],

which concludes (4.12), (4.13). O

Remark 4.21. We point out that the claim on D and A being PPT if D and
A are, fails to hold when aiming for a variant of Lemma 4.20 that considers
NRAL instead of SNR™T*. The reason is that, on input H(m, pk) and z, the
seeker A needs to run A on a signature of H(m, pk), which it can do efficiently
if given sk (which is part of z here, exploiting that D is given sk), but not if
only given pk. This is the reason why in the computational setting, treated in
Section 4.8, our proof for showing that BUFF satisfies SNR™ does not carry
over to NR+ (in line with the counter example given in Section 4.4.4).
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4.5.5 Hide-and-Seek for Random Oracles

The following provides a bound on the Hide-and-Seek property of the random
oracle.

Theorem 4.22 (The RO satisfies HnS”). Let D : {1} — X x Z and A :
Y x Z = X be HnSY -adversaries satisfying (4.10) for some 0 < € < 1, where
A makes q queries to H. Then for A" making quantum queries in general, we
have

AdviPS" (D, A) < 4(q+ 1) (log| Z | +log(1/€) + 20g)e + 10 (4.15)
In the case where A" is restricted to classical queries, we have

AdviS™ (D, A) < 2(q + 1)(log |Z] + log(1/€) + 1)e + €. (4.16)

To prove the above statement, below, we show that a Hide-and-Seek seeker
for any fixed hash function F : X — ) is a successful adversary that can invert
multiple hashes simultaneously.

Lemma 4.23. Let F : X — Y be a fized function, D : {1} - X x Z and A be
any Hide-and-Seek adversaries against F. Then for every (k,T) € Z~g X Rso,
for (z,2) < D and for z¥,...,x} < Y sampled uniformly and independently,
we have

k
Pr(z = A(F(x),2)] <T-guess(z | z) + (';') Pr [xf = A(F(z}), 2) Vi € [k]

Proof. Here, for any 2° € Z, we define the following “weighted set”
Sto = {(2°, w0 (2°)) | 2° € X},
where each element x° comes with a weight, given by
wso (2°) := Pr[a°® = A(F(2°),2°)] .

The total weight of S7. is defined as W (S%,) := > o wzo (2°).

Here, we consider the guesser G that, on input z, chooses its guess & by
picking it from X according to the renormalized weights, i.e., according to the

distribution
Wz (x )

W(sz)

p2(Z) :=
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First, we note that

Pr[# = 2] > Prjé =2 A W(S}) < T

> %Pr[A(J—"(x),z) — 2 A W(ST) < T]
> = (PrA(F (@), 2) = o] — PelW(52) > 7).,

where here, for the second inequality, we exploit that for any fixed choices of x
and z, if W(S%) < T then Pr[& = z] = p.(z) > w.(x)/T, and so the inequality
is obtained by averaging over these choices. Rearranging the terms, we have

AdvHrs” (D, A) < T -guess(x | z) + Pr[W(S}) > T]. (4.17)

Observe that, for every k € Z¢ and for z*,z¥, ..., z} < X sampled uniformly
and independently,

<W(S:o)>k = (Pefar = A(f(gju)’zoﬂ)’“ = Pr[at = A(F(at), 2°) Vi € 4]

X
(4.18)
Hence, by averaging over z° ~ z, for every T' € Rs, we immediately obtain

) E [|W(S;) H Pr [m“ = A(F(z),2) Vi € [k]}
Pr[W(S:) > T] < T < i 7

where the first inequality follows Markov’s bound. Plugging the above back to
(4.17), we conclude the proof. O

Lemma 4.24. Let F : X — Y be a fixed function, and A be any algorithm.
Then, for (z*,y*) < X x Y sampled uniformly,

< (VI|-Pry" =F(AWy*)]

Pr[2" = A(F(a"))] 2

Proof. Without loss of generality, let A be deterministic. Observe that, by
symmetry, for every y° € F(X) C ),

Pr[a* = A(y°) ‘ Fa*) =y°] = {1/ A =

0 otherwise

Lrae))=ye
| F=1(y°) |
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Averaging both sides over y° ~ F(z*), we obtain

Prat = AFE)] = Y Pl =y S

—1(,,0
= | F=1(y°) |
3 |7 )| Lrawe)=v

—1(,,0
pera X | F=1(y°) |
< Dy Lrae)=ye
B =S N

CYIPr [yt = F (AW
B Ef

This concludes the proof. O

Substituting F with F*(z1,...,z) = (F(z1),...,F(zx)), and A with
(Y1, Yk) — (.A(yl, 2)y ey AlYr, z)) for z as in the right-hand-side of Lemma 4.23,
we immediately obtain the following.

Corollary 4.25. Let F : X — Y be a fized function, D : {1} = X x Z
and A be any Hide-and-Seek adversaries against F. Then for every (k,T) €
Z-o X Rsq, for (z,2) < D and for y¥,...,y} < Y sampled uniformly and
independently, we have

Pr(z = A(F(z),2)] < T -guess(z | z) + (|3i|)kPr [yf = F(A(y}, 2)) Vi € [k]} .

Finally, it suffices to bound the probability of simultaneously finding RO
preimages of multiple uniformly and independently chosen target. We prove it
for the classical case here, and refer to [CGLQ20] for the quantum case.!

Lemma 4.26. Let A" be an oracle algorithm making at most q classical
queries to H. Then for yi',...,yp < Y sampled uniformly and independently,
we have

Pr[H (A7 (y) = yi Vi € [K]] < (k(a+1)/1V])".

Proof. Let A be deterministic, and B (y¥,...,y%) be running every instance
of z; + AH (y¥), making one more query per instance to check if the produced

output is valid H(z;) L y and output a bit that is 1 if and only if all checks
are passed. Then, of course

Pr[H (A" (y")) = yi' Vi € [K]] = Pr [BY(y¢',...,y5) = 1] .

14 Strictly speaking, since we cannot fully extract and verify the bound as in [CGLQ20],
we use a bound that we obtain by using a similar approach.
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Toward bounding the right-hand side, it suffices to consider the case where the
domain of H is of size at least k(¢ + 1) and A makes exactly k(g + 1) distinct
queries w1, ...,Tyg+1) to H. Observe that yi',...,y, H(x1),..., H(Tgg+1))
are mutually independent, and hence we have

PrBY (5t yi) = 1] < Pr [y € {H(@1), .., H(wrgn)} Vi € K]

(2) = 3 ¥j € k(g + 1)]]

= E Prlyt e{y?,..., v Vi e |k
y;’~H(zi)[ T[yt {1 yk(Q+1)} i € [k]

Vi€ k]

= B TI P e thinn} | Hlm) =7 5 € ko +1)]

vielk]  Li€lk]

< E T ka+0/191] < kg+1)/19D)"

g~H(zq) |
sz‘E[k] Lé€[k]

O

Lemma 4.27 (A concrete version of [CGLQ20, Lemma 5.6]). Let A® be an or-
acle algorithm making at most q quantum queries to H. Then for yi, ..., y; <
Y sampled uniformly and independently, we have

2k(g + 1) + 40¢> +4>’“
| V|

Now we are ready to wrap up the proof of Theorem 4.22

Pr[H (A" (y) = yi Vi € [K]] < (

Proof of Theorem 4.22. For every fixed choice H°® of H, evoke Corollary 4.25
and we obtain

Pr|o= A" (F (2),2) | H = H°|

k
<T-guess(z |z H=H®)+ (%ﬂ) Pr [y?:AHO(yZﬂz) Vi € [k] ‘ H:HO]

<T-guess(z |z, H=H°) <))|> Pr[yg‘:AHo(yZ‘,zo)ViG[k]‘H:HO}.

z2°€Z

Note that guess(z | z, H) < €; averaging the above over H® ~ H, we thus
obtain

Pr [ = A% (F7 (), )]<T6+('y) S Pr [y = A7 () ¥i € ]
z°€Z

(4.19)
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In the case where A makes classical queries only, substitute A as in Lemma 4.26
with A(+, 2°) in (4.19); we obtain

k
Pr{z=A"(F"(2),2)] <Te+|Z| <k(qT+1)) .

Plugging in T = 2k(q + 1) and k = [log| Z | + log(1/€)], the above is bounded
by

<Te+|Z|-27F <Te+e<2(log| Z|+1log(l/e) +1)(qg+1) +e.

Similarly, in the case where A makes quantum queries in general, substitute A
as in Lemma 4.27 with A(-, 2°) in (4.19); we obtain

2k(g + 1) + 40¢> +4>’“

Pr[a::AH(]-"H(g;),z)]§T6—|—|Z|< T

Plugging in T = 2(2k(q + 1) + 40¢*> + 4) and k = [log| Z| + log(1/€)] and
simplifying the bound, the above is bounded by

<Te+|Z|27% <Te+e<4(qg+1)(log| Z |+ log(1/e) + 20q) e + 10¢

This concludes the proof. O

4.5.6 Wrapping up the Proof of Theorem 4.18

Theorem 4.18. Let DH : SK — M and A¥ : SKXSGN x AUX — PKxSGN
be sSNR¥*-adversaries against BUFF[S, H] for some aux : SK x M — AUX,
making at most qp and qa queries to H, respectively, where (4.9) is satisfied
for h such that 0 < € := 2-h < % Then

H.L SK| - |AUxX +1
AdvEites,m (D; A aux) < 6(ga + gs + 1) log (lll) o

€+ qgxe+
Y

H, L
and in the case where A makes quantum queries, we have Adv%'\l'JRFF[&H] (D, A, aux)

gp +1
4

SK| - |AUX
< 18\/(10g||€| +QA+QS) (qa+gs+1)3 e+ qre+

Proof. In the case where A is restricted to classical queries, we combine (4.12)
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and (4.16), simplify the bound, and get

AQVRIEES (D, A a0

n N A +1
< (ga +gs) - AdViPS" (D, A) + e + qD|y|
SK| - |AUX +1
< 6(qa +gs + 1)210g <||1|) €+ qie+ QDD)‘

where D and A are as specified in Lemma 4.20. Similarly, in the case where
A is allowed to make quantum queries, we combine (4.13) and (4.15), simplify
the bound, and get

Adviieis,m (D, A aux)
gp +1
M

< 2(qa +gs) - \/AAV™ST (D, A) + gee +

gp +1
IV

SK| - |AUX
< 18\/<10g % +qa+ q$> (qa+gs +1)3e+ qre+

where D and A are as specified in Lemma, 4.20. O

4.6 BUFF via Iterative Hash Functions

4.6.1 sNR Relative to (Function-like) Oracles

We recall the secret-key non-resignability (sNR) defined in Section 4.5.1, slightly
relaxed by not restricting to the random oracle model, but instead considering
an oracle O that is to be instantiated with a function chosen according to an
arbitrary distribution. The relevant examples are when O = H is a uniformly
random function with a given domain and range, for capturing the random
oracle model, or O = P! : {—1,1} x Y — Y, which maps (d, z) — P%(z) for a
random permutation P < Sym()), capturing the random-permutation model
then. We may then write A® in order to make the oracle access to O explicit.

Let S = (KGenO7 Signo, Vrfyo) be a signature scheme where the underlying
algorithms are given query access to O. The security game sN RO+ depicted in
Fig. 4.15 is played by two oracle algorithms

DO :SK - M, and A" :SK x SGN x AUX — PK x SGN

each with bounded queries to O, and an arbitrary function aux : S x M —
AUX. Tt is crucial here that aux has no access to O; otherwise, the strong
negative result from [DFHS24] applies.
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sNRg’l(D,A,aux) :
1: (sk, pk) < KGen?
2: M £ DO<S|()
3: (pk/,O'/) —
A° (sk, Signo(sk,m)7 aux(m,sk))
4: return pk’ # pk A Vrfyo(pk’,m,a’)

Figure 4.15: The game sNRO,

In addition, for the game to be non-trivial, we have the entropy requirement
Hoo (m | sk, aux(m, sk), O) > log(1/e) (4.20)

for some small € > 0 is satisfied. We informally say that the signature scheme
S satisfies SNRO if for every such D, A, aux

Adv}NRO'l(D,A,aux) = Pr [sNRg’J‘(D,A aux) = 1}

is small. Later in Section 4.8, we will consider a computational variant of the
entropy condition (4.20).

4.6.2 Iterative Hash Functions

Here and for the remainder, we set X := {0,1}" and ) := {0,1}"/ for param-
eters 7 and ny, and let f: X x J — Y be a function, referred to as the round
function. An element x € X is called a block, and a bit string in 2 € {0,1}"? is
said to have block length B. Clearly, a bit string & with block length B can be
naturally parsed as (z1,...,2p) € ({0,1}")5. Finally, we write X<% for the
set of non-empty strings with block length at most B.

For a bit string s, define

sl =[1s] /7],

as the number of blocks of length r that s takes up, rounded up when the last
block is not full.

The following captures the general notion of an iterative hash function, to
which our negative result applies.

Definition 4.28. An iterative hash function F: {0,1}* — {0,1}"* that is
specified by a round function f: X xY — Y, an initialization vector IV € ), a
padding function pad : {0, 1}* — {0, 1}=2" with the property that |z|+|pad(z)| is
a multiple of r for any x € {0,1}*, and (optionally) a post-processing function
p:Y — {0,1}"F. F is then defined to map x € {0,1}* to F(z) = p(zp), where
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z; s iteratively given by
Zi = f(xia Zi—l) and 2z = IV

and the x;’s are obtained by parsing the string z|pad(z) € {0,1}" naturally
as (r1,...,zp) € ({0,1}")5.

Remark 4.29. We allow the round function f and the post-processing function
p to be given as oracle algorithms, with access to an oracle O (for instance the
random oracle, or a random permutation); we will then write f© and p©, as
well as F©, to make this explicit. This does not apply to pad and IV.

Instantiating the round function f by a cryptographic compression function
(which is then typically modelled as a random oracle H ), and a suitable padding
function pad, we obtain the the Merkle-Damgard construction, which we will

be referring to as Mng :{0,1}* — Y for short.

If we instantiate the round function as f(z,y) = P((z[0%) & y) for ¢ =
ng —r, where P € Sym()) is a cryptographic permutation (typically modelled
as a random permutation), and take a suitable padding function pad (that
appends 10...01 with the appropriate number of 0s) and an appropriate post-

processing, we recover the Sponge construction SPNGf):,j1 :{0,1}* — {0, 1}"sene
with rate r and capacity c. We are considering the Sponge hash function with
one squeezing round; this means that p(z) merely outputs the first ngpng bits
of z where for technical reasons we require that nspng < c.

In the case where no padding is performed and instead the domain is re-
stricted an exact multiple of blocks, we denote the corresponding padding-free

variants as MDY : x* — Y and SPNGfil 1 X* — {0, 1}7sP6 respectively.

4.6.3 BUFF via Iterative Hash Functions is not sNR

Let F© be an iterative hash function, as in Definition 4.28, where the round
function f© has access to an oracle O (which is instantiated by a function chosen
according to a given distribution, e.g. the random oracle). Furthermore, let
SO = (KGen, Sign?, Vrfyo) be a signature scheme, where signing and verifying
(but not KGen) may also have query access to O.

Proposition 4.30. There are sN RO adversaries DO, A° and a function aux
such that for every choice of the security parameter A € Z<o we have

Heo (m ‘ sk,aux(m,sk),()) >A=2)-r—mny. (4.21)
(sk,pk)(—K(G)eno
m<—D

yet
AGVEIZ S (D, A awe) > 1 guess(ph)
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for (sk,pk) <= KGen. Moreover the algorithms D and A make Qp and Q4
queries to O where

Qp+QaA<Qr+Qs,

where Sign makes at most Qg queries to O, and evaluating F©(m||pk) for
(sk, pk) < KGen and m < DO (sk) takes at most Qr queries to O in the worst
case. If the round function f and post-processing p of the hash function F are
polynomial-time computable, then so is aux and D, A are PPT.

Proof. For simplicity, we give the proof for the case that the padding only
depends on the length of the input, i.e. pad(z) = pad(y) for all z,y with
lz| =1yl

We describe the adversaries DO, A° and the auxiliary function aux. D¢

first samples a message prefix = (x1,...,2)) ¢ X and then computes the
intermediate digests z; towards computing the hash of z, i.e., it sets zo = IV and
2 = fO(w;, zi_1) fori =1,...,\. Inthe end, it outputs the message m := z||z.

Furthermore, for any message and secret key, the auxiliary function aux is
defined to output the last n; bits of the message, so that here aux(m, sk) = zy,
which is sufficient information to compute that hash F©(m||pk’) for any pk’.

Thus, the adversary A©(sk,o,aux(m,sk)) simply parses aux(m,sk) = 2\
and samples (sk’, pk’) < KGen and aborts if pk = pk’. Then it computes the
hash y' = FO(m||pk’) in the obvious way: First, it splits pk||pad(m/|pk’) into
blocks of length r.!> Denote the number of blocks by ¢ and the ith block by
b;. A then sets z, = z) and computes 2z, = f(b;,z[_;) for i =1,...,¢. It sets
y" = z; (or in case of post-processing y’' = p(z;)). Finally, it computes the
signature o’ = (8.Sign®(sk’, /), ’) and outputs (pk’,0’) to the challenger.

For the reader’s convenience, we show how the adversaries D and A share
the computation of the hash in Fig. 4.16.

It is easy to see that D calls the round function f A times to compute the
value zy, and A makes at most [(| pk |+ |pad|)/r] calls the round function and
one call to the post-processing p to evaluate the rest of the function.

It is easy to see that all algorithms make at most one call to KGen (expected)
and one call to Sign each and thus are efficient.

The min-entropy Ho, can be computed by

Hoo (m ‘ sk, aux(m, sk), 0) = Ho  (z]2ask 22, 0)
(sk,pk) +—KGen O (sk,pk) +—KGenO
m+«DO m+DO

>  Ho  (2]O) —|aux(m,sk)||pad(ml||pk’) | > k-7 — (ny + 2r)
(sk,pk)HngnO
m+«D

This proves the claim. O

15Here we use the assumption that pad(m|pk’) can be computed from |m||pk’ | which is
known to A.
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my = aux

\% Lﬂfo Lﬂfo Lﬂf‘)g

pad(m/[pk)

ﬁfoufoufomomupm

I
I
I
20 3!
3
I
|

computed by D° computed by A°

Figure 4.16: A simplified description of our attack for A = 3 and without
post-processing.

4.7 Sandwich BUFF (sBUFF) Transformation

Motivated by the above attack against the original BUFF transform, we intro-
duce here Sandwich BUFF (sBUFF). The main technical challenge is to show
that when instantiated with the Merkle-Damgard hash function, the Sandwich
BUFF transform satisfies sNR. Motivated by the approach in [DFH*24], we
first reduce the sNR property to the hardness of Hide-and-Seek for the con-
sidered hash function, and then we show the hardness of Hide-and-Seek in
Sect Section 4.7.3.

For a signature scheme S = (KGen?,Sign?, Vrfy®) we define the Sand-
wich BUFF transform of S with hash function F© to be signature scheme
sBUFF[S, F] = (KGen'®, Sign’®, Vrfy’®) with algorithms as follows:

KGen'?: Sign’® (sk, m): Vrfy'© (pk, m, o)
1: (sk,pk) < KGen® 1. y:= FO(ml]|pk|m) 1: (o,y) =0’
2: return (sk, pk) 2: 0+ Signo(sk,y) 2: return Vrfyo(pk, Yy,0) A
3: return (o,y) 3: y = FO(m]|pk||m)

Figure 4.17: The Sandwich BUFF Transformation

4.7.1 Sandwich BUFF via Merkle-Damgard is sNR

Recall that X := {0,1}" and Y := {0,1}"/. Towards, the main statement
for sSBUFF[-,MD], let S = (KGen, Sign”, Vrfy"?) be a signature scheme in the
random oracle model, i.e., with access to a random oracle H : X x Y —
Y (though, for simplicity, we assume that KGen does not query H), and let
MDf be the padding-free Merkle-Damgard hash function with H as the round-
function. We allow Sign to make at most gs € Z-¢ queries for signing each
message. For technical reasons, we restrict the domain of I\/IDf to X<B for
an arbitrary but fixed bound B. As a consequence, the message space M’ of
S’ = sBUFF[S, MD] is then restricted so that

m||pk||m||pad (m||pk|m) € X=<F
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for all m € M’ and pk € PK’' = PK. Additionally, we assume (without loss
of generality) that any pk € PK’ is at least r bits long. We then have the
following statement on the sNR property of S’ = sBUFF[S, MD].

Theorem 4.31. Let DP and A be sSNR™*-adversaries against SBUFF[S, MD]
making at most gp and g4 > 0 classical queries to H respectively such that
(4.10) holds for some 0 < € < 1; let aux : SK x M — AUX be any (possibly
randomized) function. Then for k := [log|SK x AUX | +log(1/€)] and qp :=
qa + gs we have

(¢4 +1)- BL +gp +2L?

V] +6kr*qs(gs+B)e

H,L
AdviESFF[S,MDPad] (D,A) <

where L = q4 + gp + qs + 2B.

Proof. We put together Lemma 4.32, which reduces sNR of Sandwich BUFF
to the harness of Hide-and-Seek, and Theorem 4.37 (with Z = SK x AUX and
g = qa), which shows the hardness of Hide-and-Seek, to obtain the bound. O

4.7.2 Reducing sNR of Sandwich BUFF to Hide-and-Seek

We reduce the sNR property for Sandwich BUFF with MD to the hardness of
Hide-and-Seek for MD.

Lemma 4.32. Let D and A7 be sNR™ —adversaries against sSBUFF[S, MD],
making at most qp and g4 € Z~¢ classical queries to H respectively; let aux :
SK x M — AUX be any (possibly randomized) function. Then there exists a
hider D : {1} — XSBx Z and a secker A: Yx Z — X=F and Z = SK x AUX,
where A makes at most gz := g4 + qs and D makes at most gp queries to H,
and such that

Hew (z]|H,2)= Hsx (m| H,sk,aux(sk,m)) (4.22)
(z,2)«DH (sk,pk)(—EGenH
m«—DH (sk)

and AdVEESEIFTs,MD] (D, A, aux)

¢ +1)- BL +gp + 2L?
| V|

< 2qp-r?- Adv,\HA'Bc’f (D, A) + ( (4.23)

where B and qs are as described in Section 4.7.1 and L = qp + qa + qs + 2B.
Moreover, if aux is polynomial-time computable and D, A are PPT, then so are

D, A.

Proof. We present here a slightly simplified proof, where we omit the padding,
i.e., consider the padding-free MDf , and instead assume that the message m
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output by D is a multiple of the block length r of the hash function; further-
more, we assume that all public keys have the same length, also a multiple of r.
The full proof can be found in Appendix A.3, and we state state the auxiliary
claims in the simplified proof in full generality, but mark in colour the parts
that are only relevant in the general case.

First, we note that
AdVIS s up. ) (Ds A, aux) < Pr[MDY (m/[pk||m) =/ A pk' # pk]
with the random variables pk, pk’,m and y defined by the experiment
(sk, pk) < KGen, m « D (sk), (pk',y/) < B (sk, MDY (m||pk|m), aux(sk,m))

where B(sk,y,a) = A (sk, (Sign"(sk,y),y),a). We note that the random
choice of H is understood and left implicit. We recall that D and B make at
most gp and g := g4 + gs queries to the random oracle respectively. We
introduce the following additional random variables, implicitly defined by the
above experiment.

We denote by B the block number of m||pk||m and m||pk’||[m. We denote by
B’ the block number of m||pk’. We denote by m; the ith block of the message

m and by B” = |m/|,, that is m = mq|| ... |mpr.
We define
! .= MDY k d ' = MDY k ) = H(m;, 2!
z1 == MDY (m]lpk)  an Zip1 =MD (ml|pk|lmall ... [[m;) = H(m;, z;)

for i = 1,...,B", with zgry1 = MD¥(m/||pk’||m) then. The z’s thus form
the intermediate digests in the second part of the hash chain when computing
MD* (m||pk’||m); for illustration see Fig. 4.18a.

Finally, we let 71,...,7 with L = g¢p + B + gqg + B be the list of in-
puts to all the hash computations performed during the experiment, listed

in the performed order; see Fig. 4.18b. Hence, Qp = {m,..., T4y} consists
of the hash queries made by D, Qmp | (m||pk|m) = {Tap+1>--+» Tqp+B} consists
of the hash queries made by the challenger when computing MD | (m/||pk|m),
QB = {Typ+B+1s-- - Tgp+B+qs} Of the queries made by B, and the remain-

ing 7,’s are the inputs to the hash computations done towards computing
MDY (ml|pk'[|m), in particular 71 pigs+n+1 = (M1,21), Typ+Bias+B+2 =
(ma, 24), etc. For any 7, with £ € [L], we write R(¢) for the right component of
7¢, i.e., R(gp + g + B + 1) = 2}, etc.
As explained, we are interested in upper-bounding the probability Pr[%] of
the event
% == [MDY (m/|pk'||lm) =y’ A pk’ # pk] .

We do this by introducing a sequence of further events, I'; A and A, with the

property that Pr[¥] is close to Pr[X AT A A A A}, assuming Advm)sf (D, A) is
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MD (m/||pk|[m)

Tgs = Tap+B+as
-

Tgp+qs+1
-
MD (m||pk’||m) :

Typ+as+B
- 7

MD (2| pk’[|m)

(a) The hash chain for (b) Interaction between D, 5, and the random or-
MD(m/||pk’||m) with three — acle H, along with the queries made by the game
message blocks and one in the end when computing the MD hash for the
pk’ block. Sandwich BUFF transform.

Figure 4.18: Our notation for the proof of Lemma 4.32

small (for suitable choices of D and A), and such that we can upper bound the
latter probability.

We start off avoiding some atypical behavior of H. Formally, we consider
the good event I' :=T'1 AT'5s AT'3 with

= [Vl e[L]: H(r) = H(re) = 70 = 70]
:[VE,K’G[L] H(r) =R({) = (3£O<£,ST[:TKO)] and
I3 := [Vﬂ € [gp] : H(1¢) # ]
Informally, I'; states that there are no collisions for the points that H was
queried on, I's states that a hash output does not “bump into” a previous hash
input, thus retroactively connecting hash chains, and lastly, I's states that the

initialization vector is never a hash output (this will be helpful later on to
identify the start of a hash chain).
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Claim 4.33. It holds that Pr[X] < Pr[S AT +qp/ |V |+ 2L/ |V ].

Proof. 1t follows from the collision resistance bound and the zero-preimage
resistance bound that Pr[-I'] < L?/|Y| and Pr[-Is] < ¢p/|YV]. Also, we
immediately obtain Pr[-I's] < L?/|)|. Hence we have

Pr[-I) < qp/|V|+2L/| Y], (4.2)
and thus Pr[¥] < Pr[Y AT+ Pr[-T] < Pr[SAT] +qp/| Y| +2L%/|Y]|. O

Next, exploiting hide-and-seek, we argue that it is unlikely that B has
queried the entire MD hash chain for m/||pk’||m and provides the correct output
y' = MD (m)|pK’||m). Formally, we consider the event

A:=[3i€[B"]: (mi, ) € Qs

that B has not made a hash query to one of the high-order intermediate digests
2z}, together with the corresponding message block m;.

Claim 4.34. There exist hide-and-seek adversaries D, A such that
2 Hns® 5 7
PrX AT A-A] < gp-2r°- Advyp, (D, A), (4.25)
where A makes at most qz and the value x chosen by D preserves the entropy:
Hoo(z | 2, H) = Hoo(m | H, sk, aux(sk,m)) .

Moreover, aux is polynomial-time computable and D, A are PPT, then so are
D and A.

Simplified Proof. '® We construct adversaries D and A against hide and seek.
First, the adversary D simulates the sNR game to D by sampling a key pair
(sk, pk) + KGen and giving sk to D. It forwards all queries and responses by D
to the random oracle and back. When D outputs a message m, the adversary
D outputs & = m||pk||m and z = (sk, aux(sk,m)) as its output.

The adversary A takes as input the hash y and z = sk,aux(sk,m). It
parses z into sk and aux(sk,m) and runs B on sk, y, aux(sk,m). It forwards all
queries to H and their responses. Here, we observe that if I' and X hold but A
does not hold, then A is able to restore the entire message m (and thus win the
corresponding hide-and-seek game against MD | by recomputing m/||pk|m), via
inspecting B’s queries to H and its output 3. Indeed, 25, =4 (by ¥), and
B has queried (mpr, 2.,) such that H(mpw, 25n) = 2n, =y (by =A), and
(mpr, 2j,) is unique with that property (by I'1), and so A can find it. By the
same argument, A can then find (mpr_1, 25, 1), (Mpr_2, 251 o), ..., (m1,2})

16This proof is simplified with the assumption that there is no padding and the messages
and keys line up with the blocks. For the unsimplified version see Appendix A.3.
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in the queries if it knows B”, which is at most ¢z and can be guessed with
probability 1/g5.

Finally, in terms or computational efficiency, D is PPT as long as D is PPT
and aux is polynomial-time computable. Also, if A is PPT, then B is PPT and
hence so is A. O

It remains to to bound the success probability of the adversaries in the
case that A holds. For this purpose we define mg to be the last block of pk’
in the sandwich, m_; the second last block etc. and z, for i = 0,—1,—2...
accordingly. To this end, consider the events

A = [Hi > — | pk |b1 +1: (m“z:) ZQrUQpU QMDJ_(meka)]

and

A= [Fi € [B"]: 7k = (mi, 2}) & QU Qmb, (mljpk|m) Y {TF }rr<i]

for k € {1,...,¢p}. It is not too hard to see that AVAIV...VA] = <= SAAAT,
and thus by basic manipulations

Pri¥] =Pr[E AT AA]+Pr[E AT A=A] + Pr[X AT
<PrSAA]+ ) Pr[S AT AA}] +Pr[S AT A -A] + Pr[-T],
k

where we already have bounds for the last two terms.
First, we argue that Pr[X A A] is small. For that purpose, we introduce

A= [i < B" +|pk' |, A (mpr_it1,2p0_i11) € QB U QD UQMD, (mpkjm)]

for i € [B].'" Furthermore, we write A>? = A1 v ALy v AB. The
crucial observation now is that conditioned on A’, the hash value of 25, _;, , =
H(mpr_iy1,2_;4,) is uniformly random and independent of 3" (and of prior
hash queries etc.), which makes it unlikely for ¥ to be satisfied. We formalize
this in Claim 4.35 below, and can then conclude that

Pr[X A A
<Y Pr[SAATA-AT] =3 Pr[ATA AT Pr (S| AT A A

<Y Pr[ATASAT] o <

17We note that B’ is a random variable (given that m may have variable size), and so the
condition ¢ < B’ ensures (mB”—i+1:Z}3//,i+1) to be well defined, or else the event is not
satisfied.

108



Chapter 4. BUFF Transformations

where it is understood that the sum is over all i € [B] with Pr [ATA-A>T] >0,
and where L := gp + B+ qp + B; the last inequality follows by the disjointness
of A" A =A>" across i € [B].

Claim 4.35. It holds for every i € [B] with Pr[A* A =A>"] > 0 that

1
+ o7 <

=
E
i

Pr[E|AiAﬁA>i]§(i—1)-‘

<
=

where L := g¢p + B+ gz + B.
Proof. We compute the probability
Pr[E | A A ﬁA>Z] < Pr[E A AT ]Ai A ﬁA>’] + Pr [ﬁAi_l ]Ai A ﬁA>"]

%) Pr[S | AT A AT A AT 4

<

< Pr[S A ATZATEA AT A AT 4 Pr[mAT AT A AT A AT 4

<|

<Pr[S [ AT2AATIAAT A AT 42

<

SPr[S|A'ALLAAA-ATT] 4 (i - 1)

IA
<
<t

Pr[y = H(mpr,2p0) | AV AL OANA" A=A + (1= 1) -
B L
Yl

A
IN%

|y|+(i71)

The statement (x) follows the fact that =A*~" implies H(mp» i1, 251 ;1) €
{R(7) | 7 € Qs U QD U QmD, (m|jpk|m) }> Which only happens with probability
L)Y since H(mpr_it1,25,_;, ) is uniform and independent of Qs U Qp U
QMD . (m|jpk|im) conditioned on AP A =A>% For (%) we used the same kind of
argument, exploiting that H(mp, 2j3,,) is uniformly random and independent
of y' if (mpr, z5.,) has not been queried yet.

In the above series of inequalities we assume the conditions always have
non-zero probability. Otherwise, the claim is trivial. In the case that i < 2 the
claim follows directly from the last two rows. O

Towards controlling Pr[>¥ A GD A Aj}], the obstacle is that D has made a
hash query to (m;, z}) and can thus, potentially, make its output m dependent
on the hash (e.g., by choosing m;+1 := H(my, z;) then), and so H(m;, z}) may

not be “freshly random” anymore.'® However, by our “sandwich structure” of

18Indeed, that is what our attack in Section 4.6.3 exploits.
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the hash computation, this is actually not possible. Indeed, since 2} is a point
in the second part of the hash chain, all the points in the first part of the chain,
i.e., z9 := H(mq,IV), z3 := H(ma, 22) up to zpry1 := H(mpr,zp»), must be
determined already, and hence all of m as well, before D learns the hash of
(mi, ).

We bound the probability in the following claim.

Claim 4.36. Pr[X AGDAA,] <gp-r-BL/|Y]|.

Simplified Proof. ' Formally, for a fixed choice of k, we consider the follow-
ing procedure to (try to) extract m from the first k& queries made by D and
the replies to the first £ — 1 of these queries: Start with the kth query 7k
and look for a query within {71,...,7k — 1} that hashes into R(k), and then
continuing iteratively with that query, until no further such query exists. By
construction, this procedure finds n < k and j; < ... < j, = k such that
H(7j1) = R(j2), H(7j2) = R(j3), ..., H(Tjn-1) = R(jn). The procedure then
guesses a value B° + [gp] for the message length. The output of the procedure
is then defined to be 7 := (L(j1),...,L(jBe))-

We note that 3 AT A A}, implies that m is a prefix of L(j1)|| ... ||L(jn), and
thus, as n < ¢p, it holds that
1

Prim =m|X AT AAL] > = (4.26)

Indeed, A} implies that 7k = (m;, 2/) for some 4, and so R(k) = z, = MD* (m, |
o msllpK ||ma| ... [Jmi—1) = H(mi—1,2,_1) = H(Tgp + g5 + B + i+ 1). Hence,
by I's, there exists j,—1 < k so that 7j,—1 = (m;_1,2,_,), and thus H(7j,—1) =

R(k). Furthermore, R(jp—1) = #j_; = I\/IDf(m1|| o ImsllpK |mall .. . |mi—2),
and so by repeating the argument, the procedure extracts, in this reversed
order, m;, m;_1,...,my,pk,mpr,...,my, until 7j; = (mq, V), which is when

the procedure stops (by I's).
Now we make the following “game hop”, by replacing the experiment

(sk, pk) < KGen, m « D (sk), (pk',s) «+ BY (sk, MDf(meka)7 aux(sk, m)) ,
which defined all the above random variables and probabilities, by

(sk, pk) < KGen, 111 +— D (sk), (pk',y') B (sk, MD' (|| pk||7), aux(sk, 772)) ,

where D runs D, but then stops before sending the kth query to H and instead
tries to extract m by means of the above procedure from the prior queries.
Correspondingly, we denote its output by 7. We stress that D has now query

19We give a simplified proof here, for the full version see Appendix A.3.
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complexity g5 = k — 1. The crucial observation is that
Pr[S A A} Ath =m] < Pr[S A A

where we use Pr to denote probabilities in the new experiment. Indeed, in case
m = m there is no difference in the new experiment, except that now D stops
before doing the kth query, and so if A} is satisfied in the original experiment
then A is satisfied in the new one. Thus, we can recycle the bound from above.
Using the bound Pr[X A A] < BL/|Y| from Claim 4.35 (which holds for any
choice of D and thus also for D) we obtain using the above (4.26) that

Pr[SAGDAAL] < gp-PrSAT AAL A =m] < gp-Pr[SAA] < ¢pBL/ | Y|,
which concludes the proof of Claim 4.36. O

We wrap up the proof by adding up the probabilities

4D
Pr(S] <Pr[SAA]+ ) Pr[S AT AAL]+Pr[(E AT A -A] + Pr[-T]
k=1
S,
_BL ¢ BL

|V |V

s 27 Advis” (D, ) + |

qp + 2L?

o | V]

¢ -r+1)-BL+ qp +2L?
|V

which shows the claimed bound. O

+ g 207 - AdviEsT (D, A) +

4.7.3 Hide-and-Seek for Merkle-Damgard

In this section, we provide a (classical) bound on the Hide-and-Seek property of
Merkle-Damgard hash functions. For the purpose of using our bounds together
with Lemma 4.32, it is sufficient to consider the padding-free versions MDf :
X<B — Y with a bounded number of (at most B) input blocks, where X =

[0,1)".

Theorem 4.37 (MD* satisfies HnS™). Let D : {1} — X<B x Z and A :
VxZ— XSB pe HnSﬁDL -adversaries satisfying (4.10) for some 0 < € < 1,
where A makes q classical queries to H. Then for k := [log| Z |+1og(1/€)] we
have

AdviS" (D, A) < 2k(q + B)e + ¢ < 3k(q+ B)e.

To prove the above statement, we recall Corollary 4.25, which reduces the
Hide-and-Seek security of any hash function F, to the probability of simulta-
neously finding preimages of multiple randomly chosen targets. Plugging in
F =MD, we then control the latter in Lemma 4.38 further below, which can
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be obtained from the observation that inverting MDf necessarily inverts H at
the last round.

Corollary 4.25. Let F : X — Y be a fized function, D : {L} - X x Z
and A be any Hide-and-Seek adversaries against F. Then for every (k,T) €
Z-o X Rsg, for (x,2) < D and for y,...,y; < Y sampled uniformly and
independently, we have

B VN 5T . .
Prz = A(F(z),2)] < T - guess(z | 2) + (T) Pr [y = F(A(y!, 2)) Vi € [k]} :

Lemma 4.38. Let A" be an oracle algorithm making at most q classical

queries to H. Then for yf,...,yp < Y sampled uniformly and independently,
we have

Pr [MDY (A7 (y)) =y Vi € [k]] < (k(a + B)/1])"

Proof. For every i € [k], let x}||z! := AH (y%) where 2/ € X. Then, with the
convention that MD¥ (2) := IV if 2/ = L is the empty string,

Pr (MDY (A7 (1)) =y Vi € [k]] < Pr [H (2}, MDY (a})) =y vi € [k]]
= k
< (k(a+B)/1Y])",
where the second inequality is by Lemma 4.26. O

We wrap up the proof of the Hide-and-Seek property for MDf (Theo-
rem 4.37) below.

Proof of Theorem 4.37. Combining Corollary 4.25 (for F = I\/IDf with Xr :=
X<B and Yr = )) and Lemma 4.38 immediately gives us

k
AV (0. A) <T-c LS b (MDY (A=) = i vi e 1]
z2°€Z
— K
k B
§T-e+|Z|-<(q;)) (4.27)
for every k,T' € Z~, where yi, ...,y < Yy are sampled uniformly and inde-

pendently. Plugging in T' = 2k(q + B) and k = [log| Z | +log(1/¢)], the above
is then bounded by

<2k(q+ B)e+|Z]-27% <2k(q¢+ Ble + ¢,

which concludes the proof. O
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4.8 Positive Results with Computational En-
tropy

Here, we consider the computational variant of sNRF'", where we restrict

DH  AH and aux to be PPT (oracle) algorithms. Furthermore, the entropy
requirement (4.9) is replaced by

HILLZ  (m | sk, aux(sk,m)) > w(log ), (4.28)
(sk,pk)eKGenH
m+—DH (sk)
and we then naturally demand that the game sNR™*
gible probability negl(\) only.

can be won with negli-

Remark 4.39. Interestingly, and maybe somewhat surprisingly, in the com-
putational setting sNRHL does not imply NREL in contrast to the statisti-
cal setting, as explained in Section 4.5.1. Indeed, in Section 4.4.4 we showed
that the BUFF transform BUFF[S, H| does in general not satisfy NRAL in the
computational setting, while below we show that it does satisfy sNRAL . See
Remark 4.21 for why our proof does not carry over to NRTL . we suspect that
the two notions are incomparable in the computational setting.

4.8.1 BUFF via RO is sNR, Computationally

We get the following positive result on the computational sN RIL security of
the BUFF transform BUFF[S, H] when using a random oracle H.

Theorem 4.40. Let S = (KGen, Sign™ , Vrfy?) be a signature scheme in ROM,
where KGen makes no query to H, and let BUFF[S, H] be the signature scheme
obtained by applying the BUFF transform that uses H. Then for every PPT
hint function aux, and for any PPT adversaries D7, AH against sN RgL]JIEF[S,H]

that satisfy (4.28), we have
AdvARE (s (D, A aux) < negl(\) .

In spirit, we can recycle Lemma 4.20 to reduce the computational variant
of sSNR”% to the computational variant of Hide-and-Seek, and then we show
in Lemma Lemma 4.41 that the latter is hard as well, which follows rather
directly from the statistical hardness and the definition of the HILL entropy.

Proof. Take (D,.A) as in Lemma 4.20, for which

AdviReis m < poly(A) - AdvM™S™ (D, A) + negl()) ,

where we exploit that the numbers of queries made by Sign, D, and A are
bounded by their (polynomial) running times, respectively, and that the addi-
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tive term gxe in (4.13) vanishes due to the assumption that KGen makes no
query to H. Hence it suffices to control the HnS¥ advantage of (D, A).

Towards this end, we first note that, by inspecting the construction of D
with = (pk,m) and z = (sk, aux(sk,m)), the HILL entropy variant of (4.11)
follows:

HILLZ (2] 2) > k(\) < HILLZ  (m | sk,aux(sk,m)) > k(}),

(z,2)«DH (sk,pk)<KGenH
m<«—DH (sk)

where the equivalence is due to the public key pk being efficiently derivable
from its corresponding secret key sk, and so (4.14) also holds for the HILL
entropy. Combining the above with (4.28), we obtain

HILLZ (2] 2) > w(log ) .

(z,2)«DH
Moreover, by Lemma 4.20, D: {1} — X x Z with Z = SK x AUX. Hence
log | Z| = log |SK| + log |AUX| < poly())

due to both KGen and aux being poly-time. Finally, Lemma 4.20 ensures that .4
is PPT whenever A is, which is satisfied by assumption. Thus, the assumptions
for Lemma 4.41 below (the hardness of Hide-and-Seek in the computational
setting) are all satisfied, and so

Adv'™S" (D, A) < negl())

which concludes the proof. O

The following provided the computational hardness of Hide-and-Seek.

Lemma 4.41. Let DH: {1} - X x Z and A : Y x Z — X be adversaries
against HnS™ | with A being PPT, log|Z| < poly(\), and

HILLZ (2] 2) > w(log ) .

(z,2)«DH
Then Adv"™" (D, A) < negl()).

Proof. Let (x,z) < DH. Via the entropy condition, there is an (H-dependent)
random variable z* € X such that guess(z* | H,z) < negl(\) and moreover
(z*,2) and (z, z) are computationally indistinguishable. Without loss of gener-
ality, we may assume (z*, z) is sampled via a (possibly unbounded) hider D+,
Now, inspect the displayed games HnSH(D,A) and HnSH(D*,A) below.
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HnS? (D, A) HnS? (D*, A):
1: (x,2) «+ DH 1 (2%, 2) « D*H
2: return x = A7 (H(z), 2) 2: return x* = A" (H(2*), 2)

By the computational indistinguishability, it follows that
|AdVH™S" (D, A) — Adv™™S™ (D*, A)| < negl()) .

Finally, we can apply Theorem 4.22 to the HnS adversaries D* and A, which
satisfy the statistical entropy condition, and so we have Adv™™(D* A) <
negl(A). This concludes the proof. O

Remark 4.42. Interestingly, towards proving sN RIL of the BUFF transform
in the statistical setting, as we did earlier in the thesis, it would have been
sufficient to show that the random oracle satisfies (the statistical variant of)
HnS for a query bounded hider D. However, for the above line of reasoning in
the computational setting, it is essential that Theorem 4.22 holds for a query
unbounded hider; indeed, above, x* may be arbitrarily dependent on H, and so
might not be producible by a query bounded hider D*.

4.8.2 Sandwich BUFF via MD is sNR, Computationally

We obtain a similar positive result on the computational sN R security of the
Sandwich BUFF sBUFF[S, MD] when using a Merkle-Damgard hash function.
Recall that, we denote by MD : {0,1}* — ) the Merkle-Damgérd hash
function that is allowed to query a random oracle H : X x )Y — ) as its
round function, where X = {0,1}" and Y = {0, 1}"/ satisfy w(log\) < r,ny <
poly(A).

Theorem 4.43. Let S = (KGen, Sign’ VrfyH) be a signature scheme in ROM,
where KGen makes no query to H, and let sSBUFF[S,MD] be the signature
scheme obtained by applying the Sandwich BUFF that uses MD. Then for
every PPT hint function aux, and sNR™® adversaries D and A that satisfy
(4.28), we have

H,1
AdvzgleFF[S,MD] (D, A, aux) < negl(A) .

Similarly, once we have Lemma 4.32 and Theorem 4.37, the proof follows line
by line as that of Theorem 4.40. Indeed, the reductions in Lemma 4.32 carry
the HILL entropy from the sN R+ game to the HnSﬁD game, and the proven
Hide-and-Seek property in Theorem 4.37 carries over to the computational
setting.

Proof of Theorem 4.43. Since D, A runs in polynomial-time, for (sk,pk) <«

KGen and m < D9(sk) the message length |m| < poly(\) is polynomially
bounded. Also we assume (up to a negligible security loss) that m is always
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non-empty via (4.28). Hence we consider the domain of MD only consists of
non-empty bit strings that are at most B blocks long, for some B < poly ().
Let D and A be the PPT algorithms as specified in Lemma 4.32, so that

Adv:QS;{S,MD] (D7 Aa aux)
¢ +1) - BL+qgp +2L?
| V|
< poly(A) - Adv,'('A”[;Sf (D, A) + negl()) (4.29)

< 2g5? - Advis” (D, 4) + |

where parameters L, gz, k are as specified in the lemma, and the last inequality
exploits the fact that r, ¢, B, L, q5,9p,qa,qs < poly()\) and that || > @),
Moreover by inspecting the construction of D it follows that

HILLZ > k(\) <= HILLE (m | sk, aux(sk,m)) > E(\) .

(z,2)+DO°
Combining the above with (4.28), we thus have

HILLZ (2] 2) > A*@)

(z,2)«<DH

which implies the existence of an H-dependent random variable z* for (x, z) «
DH such that
HILLoo(2* | 2, H) > w(log A) ,

and yet (z*,2) and (z, z) are computationally indistinguishable for oracle al-
gorithms querying H. Without loss of generality, let D* be the Hide-and-Seek
secker that samples 2*, and note that the seeker A is PPT and makes only
polynomially many queries to H. Hence,

AdviyS, (D, A) < AdviiST (D*, A) + negl(A) < negl()) ,

where the first inequality follows from the indistinguishability between (z*, z)
and (z, z), and the last inequality follows from Theorem 4.37 respectively in the
Merkle-Damgard and the Sponge case. Putting things together, we conclude
the proof. O
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