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Chapter 1

Introduction

Strategic studies has long grappled with the challenge of understanding complex inter-

actions between actors operating in uncertain and contested environments. Scholars

and practitioners examining military conflicts, diplomatic negotiations, or security

decisions seek analytical frameworks to support policy interventions. The field now

employs formal methodologies from economics, mathematics, and social sciences to

analyze strategic behavior, recognizing that intuition alone cannot resolve strategic

problems.

Game-theoretical approaches are well established within strategic studies, offering

robust tools for analyzing strategic interaction and decision-making under adversarial

conditions [144, 101, 18]. In contrast, applications of causal inference remain notably

limited. This absence is striking, given that effective policy intervention relies on iden-

tifying the causal effects of actions and distinguishing them from spurious correlations.

Without a clear understanding of underlying causal mechanisms, policy decisions risk

being based on misleading evidence, potentially resulting in unintended or ineffective

outcomes. Causal inference, therefore, provides an essential foundation for formulating

interventions that are both evidence-based and contextually appropriate.

To understand why causal inference has been underutilized in strategic studies, it is

essential to examine the methodological challenges that have historically made causal

claims difficult to establish. The study of causality has evolved significantly over time,

rooted in philosophical and empirical traditions. David Hume, in the 18th century,

argued that causation could not be directly observed but only inferred through regular

associations and temporal ordering. This foundational problem, the impossibility of

simultaneously observing both what happens when an intervention occurs and what
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would have happened without it, was later formalized as the fundamental problem

of causal inference. Researchers have thus traditionally exercised caution in making

causal claims. One major response to this problem was the development of randomized

controlled trials (RCTs), which offer a systematic approach to identifying causal effects

by randomly assigning units to treatment and control groups, thereby eliminating bias

from confounding variables. However, RCTs are often impractical or unethical in many

settings, limiting their applicability.

This limitation gave rise to a rich body of work focused on causal inference using

observational data. Donald Rubin advanced the potential outcomes framework. This

framework offers a formal structure for thinking about counterfactuals, hypothetical

outcomes that would have occurred under different treatment conditions [202]. Judea

Pearl developed causal graphical models and the do-calculus, which provided a sys-

tematic approach that employed visual representations and mathematical operations

to identify causal relationships from observational data [178]. Pearl also made a cru-

cial distinction between causal discovery and causal inference. While causal discovery

is concerned with identifying the underlying causal structure between variables by

examining their statistical relationships, causal inference is concerned with proba-

bilistically estimating an outcome variable under possible alterations. Pearl further

refined causal inference by classifying it into three levels of increasing complexity, as

outlined in his causal hierarchy [27]. Addressing queries at the more advanced levels

often requires specialized causal calculi, which transform complex queries into solvable

components, a process known as causal identification. Causal identification enables

the implementation of causal interventions, manipulations of one variable that induce

changes in others. In parallel, Joshua Angrist and Guido Imbens developed tech-

niques for leveraging natural experiments, particularly instrumental variables [117].

Instrumental variables are factors that affect treatment assignment but have no direct

effect on the outcome, allowing researchers to infer causality. Their contributions were

recognized with the 2021 Nobel Prize in Economics, underscoring the maturation of

causal inference as a rigorous scientific field.

These theoretical advancements have found extensive application in medical re-

search and epidemiology, where establishing causal relationships is fundamental to

understanding disease mechanisms and evaluating treatment effectiveness. However,

the social sciences have adopted these methodological innovations more slowly, despite

their clear relevance for the analysis of complex social and political processes. In the

social sciences, approaches to causality have been fundamentally shaped by interpre-

tive traditions, most notably Max Weber’s methodological framework. Weber distin-
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Chapter 1. Introduction

guished between verstehen (interpretive understanding) and erklären (causal explana-

tion), arguing that effective social scientific analysis required both approaches working

in tandem rather than viewing them as opposing methodologies. He sought to develop

causal explanations that incorporated actors’ subjective orientations within their spe-

cific historical and cultural contexts. Weber’s insights remain particularly relevant

because they anticipate a fundamental problem that becomes especially pronounced

in strategic studies: the need to account for how actors’ subjective interpretations of

causal relationships shape their strategic responses, which in turn alter the very causal

dynamics being analyzed.

Building on these general difficulties in social science methodology, security stud-

ies, as an application of strategic studies, faces a core analytical challenge that makes

causal models particularly problematic. Complex security environments feature the

convergence of interrelated threats, including armed violence, political fragility, socio-

economic instability, environmental stress, and multi-domain conflict dynamics, all

shaped by interactions among multiple state and non-state actors. These character-

istics systematically violate the fundamental assumptions underlying standard causal

inference methods. Most critically, such environments exhibit widespread interfer-

ence effects, where policy interventions could spread beyond their intended targets,

affecting neighboring actors and outcomes. This makes it impossible to isolate causal

effects cleanly. Simultaneously, strategic interdependence means that actors contin-

uously monitor and adapt their behaviors in response to observed interventions by

others. When security policies are implemented, adversaries do not passively accept

their effects but actively counter-adapt, developing new tactics, shifting resources, or

altering their strategic calculations in ways that change the very causal relationships

that analysts seek to understand. In essence, interference and strategic considerations,

among other characteristics, cause standard causal models to fail in complex security

environments.

This analytical challenge, combined with difficulties in both comprehension and

implementation of sophisticated methods [41, 165, 99], has led to a persistent lack

of causal inference applications in complex security environments. The mathematical

complexity of existing approaches often renders them inaccessible to security scholars

and practitioners, while their computational requirements can present additional bar-

riers for policy-makers operating under time pressure and resource limitations. This

implementation gap has prompted increasing calls to bridge the divide between theory

and practice through structured dialogues and closer collaborations between practi-

tioners and methodologists [223, 165].
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Addressing this challenge is crucial for several reasons. First, the characteristics

of complex security environments demand analytical approaches that can match this

complexity with methodological sophistication. Without them, analysts risk providing

misleading or incomplete policy advice that undermines effective intervention. Second,

causal inference methods must demonstrate their adaptability beyond computer sci-

ence domains to establish broader disciplinary relevance and prevent methodological

isolation. Third, real-world applications in complex security contexts reveal method-

ological limitations and drive the development of more sophisticated causal models,

advancing the field through exposure to practical demands.

To address this issue, this dissertation develops an integrated framework that en-

ables the application of causal inference in complex security environments. It adapts

core causal concepts to reflect the specific features of such contexts, introduces com-

putationally efficient methods for estimating intervention effects, and derives insights

from real-world empirical applications.

1.1 Research Questions

This investigation is structured around three main research questions, which are fur-

ther broken down into the following sub-research questions.

RQ1: What conceptual frameworks and assumptions are necessary to en-

able the modeling of causal game theory in complex security environ-

ments?

RQ1.1: What fundamental causal concepts are necessary for structuring and

differentiating causal relationships, particularly in the context of Pearl’s

causal hierarchy?

RQ1.2: What key assumptions underpin causal inference applications across

Pearl’s causal hierarchy?

RQ1.3: What methods exist for integrating causal reasoning with strategic

decision-making in complex security environments, and how can they be

applied?

RQ2: How can optimal causal interventions be computed with high accu-

racy while ensuring computational efficiency?

RQ2.1: How can inference be performed efficiently to accurately estimate the

effects of causal interventions while maintaining computational feasibility?
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RQ2.2: How can optimization techniques be integrated with causal inference to

optimize over causal interventions efficiently under budget constraints?

RQ3: How can the proposed (strategic) causal concepts be applied to com-

plex security environments?

1.2 Contributions

In addressing these research questions, the dissertation makes theoretical, methodolog-

ical, empirical, and societal contributions. Theoretical and methodological contribu-

tions establish a framework for causal reasoning in strategic contexts, while empirical

applications to hybrid threats and climate conflict constitute the societal contributions

by providing actionable insights for policymakers and security practitioners.

This thesis makes two primary theoretical contributions. First, it systematically

organizes fragmented causal inference methods within Pearl’s causal hierarchy, which

structures causal reasoning across three levels: association, intervention, and coun-

terfactual. This mapping clarifies the assumptions required at each level and enables

practitioners to align specific policy questions with appropriate causal tools. Second,

the thesis integrates strategic interaction within causal concepts using probabilistic

graphical models, synthesizing the connections between diverse game forms such as

normal form games, extensive form games, and Bayesian games and their causal rep-

resentations. This theoretical unification articulates the mathematical distinctions

between these models, clarifying which causal and strategic structures are required for

different analytical contexts.

Regarding the methodological contribution, the thesis develops novel computational

methods that address implementation barriers preventing causal inference application

in complex security contexts. This contribution consists of an efficient approach for

approximating the effect of causal interventions in hybrid Bayesian networks, combin-

ing discretization with knowledge compilation techniques. The approximation method

is embedded within an optimization framework that identifies the most effective in-

terventions under resource constraints. These methodological innovations transform

computationally intractable problems into practical policy analysis tools.

The thesis makes an empirical contribution through two applications in complex

security environments. The Iraq environmental conflict analysis uses causal discovery

methods to uncover causal mechanisms linking environmental variables to conflict.

The analysis computes causal estimates while accounting for spatial interference be-
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tween municipalities. The hybrid threat deterrence application shows how strategic

causal models establish equilibria between deterring and attacking agents. Sensitiv-

ity analysis reveals which factors most influence equilibrium outcomes. These studies

provide new empirical insights into the role of causal mechanisms, interference, and

strategic interaction in complex security settings.

The thesis makes a societal contribution by providing policymakers with practical

tools and evidence-based findings for complex security environments. The empiri-

cal applications offer findings for formulating interventions in environmental conflict

situations, while accounting for causal mechanisms and regional spillover. In hybrid

threat scenarios, the application show how policymakers can assess the likely effects of

measures in the presence of adversarial responses. The thesis provides the analytical

tools necessary to conduct such analysis in contested environments where traditional

methods fail due to interference effects and strategic interdependence.

In summary, this dissertation makes the following contributions to both scientific

knowledge and societal understanding of complex security contexts:

• Insights: Adaptation of causal inference concepts through the clarification of

underlying assumptions and the integration of strategic elements. This provides

the basis for the formalization of strategic causal concepts, which are essential

for reasoning in complex security environments.

• Techniques: Development of computational methods for approximating opti-

mal causal interventions in hybrid Bayesian networks through discretization and

knowledge compilation. This enables applications of causal inference tools in

resource-constrained security environments.

• Applications: Empirical demonstrations of causal frameworks in complex secu-

rity contexts through environmental conflict analysis in Iraq, addressing interfer-

ence, and hybrid threat deterrence modeling, incorporating strategic interaction.

These cases demonstrate the policy relevance of the proposed methods.

1.3 Outline

The research questions are addressed across different chapters of this dissertation,

which is structured as follows. Chapter 2 introduces key preliminaries in probability

theory, graph theory, and game theory. Chapter 3 disentangles fragmented research on

causality by mapping core concepts onto Pearl’s causal hierarchy. This provides prac-

titioners with a structured framework for selecting appropriate methods aligned with
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the level of causal inquiry they seek to address, while making explicit the assumptions

each level entails. In doing so, the chapter responds to RQ1.1 and RQ1.2. Chapter 4

addresses RQ1.3 by bringing together scattered research on (causal) game-theoretical

concepts and providing a structured guide to their application for practitioners. Chap-

ter 5 presents the methodological contribution of this research and addresses RQ2 by

introducing a computationally efficient method for optimizing causal interventions.

Specifically, it includes the introduction of an efficient causal inference method, sup-

ported by empirical validation of its accuracy and computational efficiency. Addi-

tionally, a technique for integrating this method into an optimization framework for

multiple causal interventions is proposed. In Chapter 6, RQ3 is addressed through

the application of the previously introduced concepts to case studies in environmental

conflict and hybrid threats. Finally, Chapter 7 presents the concluding remarks and

future research directions.

1.4 Publications of the Thesis

All but one of the studies presented in this thesis have been published in reputable peer-

reviewed journals and conference proceedings, reflecting the scholarly contribution and

relevance of the work. The remaining paper is currently under peer review. The

contents of this thesis consist of the following papers.

[251] Maarten C Vonk, Ninoslav Malekovic, Thomas Bäck, and Anna V Kononova.
Disentangling causality: assumptions in causal discovery and inference. Artificial
Intelligence Review, 56(9):10613–10649, 2023.

[252] Maarten C Vonk, Mauricio Gonzalez Soto, and Anna V Kononova. Graphi-
cal models for decision-making: Integrating causality and game theory. arXiv
preprint arXiv:2504.13210, 2025.

[249] Maarten C Vonk, Sebastiaan Brand, Ninoslav Malekovic, Thomas Bäck, Alfons
Laarman, and Anna V Kononova. Balancing computational cost and accuracy
in inference of continuous bayesian networks. In International Conference on
Probabilistic Graphical Models, pages 361–381. PMLR, 2024.

[253] Maarten C Vonk, Diederick Vermetten, Jacob de Nobel, Sebastiaan Brand, Ni-
noslav Malekovic, Thomas Bäck, Alfons Laarman, and Anna V Kononova. Opti-
mizing causal interventions in hybrid bayesian networks. In International Confer-
ence on Information Processing and Management of Uncertainty in Knowledge-
Based Systems, pages 245–256. Springer, 2024.

7



1.4. Publications of the Thesis

[250] Maarten C Vonk, Anna V Kononova, Thomas Bäck, and Tim Sweijs. Multi-
agent influence diagrams to hybrid threat modeling. The Journal of Defense
Modeling and Simulation, 0(0), 2025.

[154] Ninoslav Malekovic, Maarten C Vonk, Laura Birkman, Tim Sweijs, Anna V
Kononova, and Thomas Bäck. Applying causality to environmental security in
Iraq. Scientific Reports, 15(1):16198, 2025.
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Chapter 2

Preliminaries

This chapter introduces preliminaries about probability theory, graph theory, and

game theory. Frequently used acronyms and notation conventions are introduced in

Appendix A.

2.1 Probability Theory

This section discusses preliminaries of probability theory and the notation conventions

followed throughout the dissertation. Probability theory revolves around events to

which probability can be ascribed.

Definition 2.1 (State Space). The state space Ω is the set of possible outcomes of

an event.

Definition 2.2 (Event). An event is a subset of Ω to which probability can be as-

cribed. The collection of all events is denoted by F .

Definition 2.3 (Probability Measure). A probability measure is a function P : F →
[0, 1] that satisfies the following requirements:

• P (Ω) = 1.

• For all countable disjoint C1, C2, . . . ∈ F , the following holds:

P

( ∞⋃
i=1

Ci

)
=

∞∑
i=1

P (Ci).

9



2.1. Probability Theory

Definition 2.4 (Probability Space). The triplet (Ω,F , P ) is called the probability

space.

Definition 2.5 (Conditional Probability). For C1, C2 ∈ F and P (C2) > 0, the con-

ditional probability of C1 given C2 is defined as:

P (C1 | C2) =
P (C1 ∩ C2)

P (C2)
.

Definition 2.6 (Chain Rule). Let C1, C2 ∈ F with P (C2) > 0. The chain rule of

probability expresses the joint probability of two events as:

P (C1 ∩ C2) = P (C2)P (C1 | C2).

Definition 2.7 (Bayes’ Rule). For C1, C2 ∈ F and P (C2) > 0, Bayes’ rule relates

conditional probabilities as:

P (C1 | C2) =
P (C2 | C1)P (C1)

P (C2)
.

The concepts of random variables and their probability distributions provide a

structured way to model and quantify uncertainty in real-world phenomena.

Definition 2.8 (Random Variable). Let (Ω,F , P ) be a probability space. A random

variable X is a function X : Ω→ R such that for every B ⊂ R:1

X−1(B) = {ω ∈ Ω | X(ω) ∈ B} ∈ F .

Definition 2.9 (Probability Distribution). Let (Ω,F , P ) be a probability space, and

let X : Ω → R be a random variable. The probability distribution of X is the prob-

ability measure P induced by X, which assigns probabilities to subsets of R, and is

defined as:

P (B) = P (X−1(B)) = P ({ω ∈ Ω | X(ω) ∈ B}), ∀B ⊂ R.

Random variables are denoted by capital letters and X = {X1, . . . , Xn} denotes

the set containing random variables Xi that take values xi in the corresponding state

space ΩXi . The probability that random variable Xi takes value xi is denoted by

1Technically, this condition should hold for every B in the Borel σ-algebra on R, not all subsets.
A full treatment of Borel sets is beyond the scope of this dissertation.
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P (Xi = xi) or, in short, P (xi). If Xi is discrete, the probability distribution is denoted

by uppercase P (Xi). When Xi is continuous, it is denoted by lowercase p(Xi).

Definition 2.10 (Joint Distribution). The joint distribution of random variables

X1, . . . , Xn describes the probability distribution of their simultaneous occurrences

and is denoted by P (X1, . . . , Xn) or P (X).

Definition 2.11 (Marginal Distribution). A marginal distribution of a single random

variable Xi taking value xi is obtained by marginalizing the other random variables

X−i out:

• P (xi) =
∑

x−i∈ΩX−i
P (xi,x−i) when the random variables are discrete.

• p(xi) =
∫
ΩX−i

p(xi,x−i)dx−i when the random variables are continuous.

Definition 2.12 (Expected Value). The expected value of a discrete random variable

Xi under probability distribution P is

E[Xi] =
∑

xi∈ΩXi

xiP (xi)

while the expected value of a continuous random variable Xi under probability distri-

bution p is

E[Xi] =

∫
ΩXi

xip(xi)dxi.

2.2 Graphical Models

The following graph-theoretic definitions underpin the causal inference concepts used

throughout this thesis.

A graph is denoted by G = (V ,E), where V = {V1, . . . , Vn} is the set of vertices

(or nodes) and E ⊆ V × V is the set of edges.

Definition 2.13 (Directed, Undirected, and Partially Directed Graphs). A graph

G = (V ,E) is called:

• directed if every edge (Vi, Vj) ∈ E has an assigned direction from Vi to Vj ;

• undirected if no edge in E has a direction;

• partially directed if E contains both directed and undirected edges.
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For directed graphs, a fundamental structural property is the presence or absence

of cycles.

Definition 2.14 (Cycle). A cycle in a directed graph is a sequence of vertices Vi1 , . . . , Vik

where k ≥ 2, (Vij , Vij+1
) ∈ E for all j = 1, . . . , k − 1, and (Vik , Vi1) ∈ E.

Definition 2.15 (Directed Acyclic Graph). A directed acyclic graph (DAG) is a di-

rected graph that contains no cycles.

In addition to standard directed and undirected edges, bidirected edges are used

to represent certain causal structures.

Definition 2.16 (Bidirected Edge). A bidirected edge between vertices Vi and Vj is

denoted by Vi ↔ Vj and represents a specific edge type distinct from both directed

edges (Vi → Vj) and undirected edges (Vi − Vj).

Definition 2.17 (Acyclic Directed Mixed Graph). An acyclic directed mixed graph

(ADMG) is a graph G = (V ,E) where E consists only of directed and bidirected

edges, and the directed edges form no cycles.

The following relational concepts describe how vertices are connected within di-

rected graphs.

Definition 2.18 (Parent and Child). Let G = (V ,E) be a directed graph. If

(V1, V2) ∈ E (denoted V1 → V2), then V1 is called a parent of V2 and V2 is called

a child of V1. The set of parents of Vi is denoted by pa(Vi) = {Vj ∈ V | (Vj , Vi) ∈ E},
and the set of children of Vi by ch(Vi) = {Vj ∈ V | (Vi, Vj) ∈ E}.

Definition 2.19 (Ancestor and Descendant). Let G = (V ,E) be a directed graph.

An ancestor of node Vi is any node Vj for which there exists a directed path from

Vj to Vi, including Vi itself. The set of ancestors is denoted by an(Vi). Similarly, a

descendant of Vi is any node Vj for which there exists a directed path from Vi to Vj ,

including Vi itself. The set of descendants is denoted by de(Vi).

Definition 2.20 (Non-descendants). The set of non-descendants of Vi is defined as

nonde(Vi) = V \ de(Vi). Note that Vi /∈ nonde(Vi) since Vi ∈ de(Vi).

For acyclic graphs, a linear ordering can be imposed on the nodes that respects

the edge directions.

Definition 2.21 (Topological Sort). A topological sort is a total ordering < on V

such that (Vi, Vj) ∈ E implies Vi < Vj . A topological sort exists if and only if the

graph is acyclic.

12
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Two important graph operations involve restricting the vertex set (subgraphs) or

removing specific edges (mutilated graphs).

Definition 2.22 (Subgraph). Given a topological sort < on V , the subgraph Gi is

the induced subgraph on the vertex set {Vj ∈ V | Vj ≤ Vi}, i.e., the graph restricted

to nodes that precede or equal Vi in the topological ordering.

Definition 2.23 (Mutilated Graph). Given a subset V ′ ⊆ V , the mutilated graph

GV ′ is the graph (V ,E′) where E′ = E \ {(Vi, Vj) ∈ E | Vj ∈ V ′}, i.e., all edges

directed into nodes in V ′ are removed.

When graphs are endowed with probabilistic meaning, random variables X =

{X1, . . . , Xn} will correspond to nodes of the graph V = {V1, . . . , Vn} and therefore

V will inherit the probability distributions and state spaces from X (meaning P (V )

and vi will correspond to P (X) and xi, respectively). In this case, pa(Vi) refers to

the random variables that are associated with the parents of Vi. The assignment of

random variables pa(Vi) is denoted by pai, which is an element of state space Ωpa(Vi).

2.3 Game Theory

A game models strategic interactions among rational decision-makers, called agents or

players, where each decision-maker selects actions to maximize their own objectives

while considering the choices of others. It provides a structured framework to analyze

decision-making in competitive or cooperative settings.

Definition 2.24 (Game). A game is denoted by Γ = (M,A,U) and consists of:

• A finite set of players M = {1, . . . ,m}.

• A set of action sets A = {A1, . . . , Am}, where Ai is the set of available actions

for player i ∈M .

• A set of utility functions U = {u1, . . . , um}, where ui :
∏

j∈M Aj → R maps

each action profile (a1, . . . , am) with aj ∈ Aj to a real-valued payoff for player i.

An action profile is a tuple a = (a1, . . . , am) ∈
∏

j∈M Aj specifying one action

for each player. For a given player i, the notation a−i = (a1, . . . , ai−1, ai+1, . . . , am)

denotes the partial action profile of all players except i, so that a = (ai, a−i).

Definition 2.25 (Strategy). A strategy (or mixed strategy) for player i ∈ M is a

probability distribution σi ∈ ∆(Ai), where ∆(Ai) denotes the simplex over the action

13
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set Ai. That is, σi assigns a probability σi(ai) ≥ 0 to each action ai ∈ Ai such

that
∑

ai∈Ai σi(ai) = 1. The set of all strategies for player i is denoted by Σi =

∆(Ai). A strategy is called pure if σi(ai) ∈ {0, 1} for all ai ∈ Ai, meaning the player

deterministically selects a single action, and fully mixed if σi(ai) > 0 for all ai ∈ Ai,

meaning every action is chosen with positive probability.

A strategy profile σ = (σ1, . . . , σm) specifies a strategy for each player. The ex-

pected utility for player i under a strategy profile σ is denoted ui(σ).

Definition 2.26 (Strategy Profile). A strategy profile is a tuple σ = (σ1, . . . , σm) ∈∏
j∈M Σj specifying one strategy for each player. For a given player i, the notation

σ−i = (σ1, . . . , σi−1, σi+1, . . . , σm) denotes the partial strategy profile of all players

except i, so that σ = (σi, σ−i).
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Chapter 3

Causality and Assumptions

To effectively apply causal research within complex security environments, it is essen-

tial to understand both the available causal concepts and the specific types of causal

claims they support. However, causal inference research remains fragmented across

multiple scientific disciplines, often leading to conceptual silos and inconsistent ter-

minology. Synthesizing these disparate components is therefore necessary to build a

coherent foundation for causal reasoning.

This chapter addresses that need by systematically organizing causal inference con-

cepts within Pearl’s causal hierarchy [27], which provides a formal structure for distin-

guishing three levels of causal reasoning: association, intervention, and counterfactual.

Beyond mapping methods to this hierarchy, it also clarifies the assumptions required

for rigorously applying causal models in practice and offers guidance for practitioners

seeking to implement them effectively.

By adopting this structured approach, the chapter directly engages with the first

research question, RQ1.1: What fundamental causal concepts are necessary for struc-

turing and differentiating causal relationships, particularly in the context of Pearl’s

causal hierarchy? In addition, it explores RQ1.2: What key assumptions underpin

causal inference applications across Pearl’s hierarchy?

This dual focus equips practitioners with the foundational causal concepts needed

to formulate meaningful and well-structured causal claims, while simultaneously cul-

tivating a deeper understanding of the methodological commitments and assumptions

required to substantiate them. The chapter’s discussion closely follows a previously

published article [251].
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3.1 Introduction

Historically, the fundamental problem of causal inference, which arises from the im-

possibility of observing both the treated and control outcomes for the same unit, made

it difficult for researchers to establish causal claims [102]. To overcome this challenge,

randomized controlled trials (RCTs) became the gold standard for identifying causal

effects, as the random assignment of units to treatment or control effectively elim-

inated confounding between assignment and outcome. However, in many contexts

(e.g., studying the effects of smoking), it is either unethical or impractical to ran-

domly assign individuals to treatment conditions. As a result, researchers must rely

on observational data and alternative approaches to draw causal claims.

In this chapter, causal concepts that emerge from reasoning with causality using

observational data within the context of probabilistic graphical models (PGMs) are

explored. The latter are graphical representations that can be learned from observa-

tional data through causal discovery, an algorithmic approach to inferring the causal

structure among variables. The next step, causal identification, determines whether a

causal effect can be estimated from the available observational data, and if so, employs

specific calculi to express causal queries in terms of known quantities, ensuring they

have a unique solution [177]. With additional assumptions, one can perform causal

inference, which involves estimating an outcome variable under hypothetical interven-

tions. The focus is on the assumptions required at each stage, including causal dis-

covery, identification, and inference, and on the different causal concepts that emerge

from these processes.

Table 3.1: Pearl’s Causal Hierarchy Queries

Level Action Query Example

1. Associational
P (Y | x)

Seeing
How does observing
X = x influence Y ?

Do smokers generally tend
to have more lung cancer
than non-smokers?

2. Interventional
P (Y | do(x), z)

Doing
How does interven-
ing on X = x affect
Y given Z = z?

Is there a causal effect of
smoking on lung cancer?

3. Counterfactual
P (Y (x) | x′, y′)

Imagining

What would have
been Y under X =
x given that Y =
y′ is observed under
X = x′?

Would a patient have
lung cancer if he/she had
smoked given that the
patient does not have
lung cancer and has never
smoked?
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Causal identification and causal inference can be further categorized into three

levels of increasing complexity, known as Pearl’s causal hierarchy [27]. These levels

correspond to different types of queries: associational (seeing), interventional (doing),

and counterfactual (imagining) [179]. Table 3.1 provides an overview of these queries,

while Figure 3.1, adapted from Bareinboim et al. [27], presents a structured depiction

of the key concepts at each level of Pearl’s causal hierarchy, with higher levels shown

towards the top of the figure to highlight increasing complexity. It has been proven

by the causal hierarchy theorem [27] that queries at higher levels of the hierarchy can

generally not be addressed with information of lower levels only.

To navigate this hierarchy, Section 3.2 introduces the potential outcome frame-

work (POF), providing a useful perspective for analyzing key causal concepts and

their foundational assumptions [202]. This is followed by a more formal, yet logically

equivalent, approach that adopts a distinct notational and conceptual perspective:

the structural causal model (SCM) [178]. Both serve as foundational frameworks for

addressing causal queries across all three levels. Building on the SCM, its natural

extension is introduced, the spatially equivalent structural equation models (SESEM),

which allows for modeling in environments where interference may be present [137].

Then, Bayesian networks, d-separation, and some equivalent Markov assumptions at

the associational level of the hierarchy are introduced in Section 3.3. Concepts and

assumptions at the interventional level of the hierarchy will be introduced in Section

3.4. In Section 3.4.1, different sets of assumptions that allow non-parametric as well

as parametric causal discovery are introduced. Subsequent Section 3.4.2 delineates

different assumptions and concepts for non-parametric as well as parametric identi-

Counterfactual: Structural Causal Models, Counterfactual Models,
Identification and Inference.

Interventional: Causal Discovery, Causal Identification
and Causal Inference.

Associational: Structure Learning and
Bayesian Networks

Figure 3.1: Pearl’s causal hierarchy of causal concepts.
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fication and inference approaches while enunciating the meeting point between the

two approaches. The chapter proceeds with the introduction of various counterfactual

models and inference techniques to enable reasoning at the counterfactual level of the

hierarchy in Section 3.5. Finally, concluding remarks are presented in Section 3.6.

3.2 Potential Outcome Framework

In this section, the potential outcome framework (or Neyman-Rubin causal model)

as developed by Rubin [202] is introduced. The potential outcomes ground the most

granular sort of queries of the causal hierarchy, the counterfactual, and the framework

incorporates the core assumptions of causal inference. That means that claims about

potential outcomes are equivalent to counterfactual claims. The necessary methods

and targets of interest will be defined along with accessory assumptions. For a full

picture of these methods and assumptions, the reader is referred to Figure 3.2. This

section naturally revolves around the concept of potential outcomes.

Randomized
Controlled

Trial

Adjustment
Formula

Ignorability
Assumption

Consistency

No-
Interference

Conditional
Ignorability

Positivity

SUTVA

Strong Ignorability

Figure 3.2: Methods for inferring causal claims under different assumptions. Boxes repre-
sent assumptions (individual or grouped); arrows indicate that satisfying the source enables
the use of the target method. The ignorability assumption and stable unit-treatment value
assumption (SUTVA) are implicit in randomized controlled trials for which causal claims can
be made. When strong ignorability holds together with SUTVA, the adjustment formula
should be invoked to calculate causal estimates. These concepts are further introduced in the
following sections.

3.2.1 Potential Outcomes

Before the potential outcomes are introduced, first the treatment will be defined:
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Chapter 3. Causality and Assumptions

Definition 3.1 (Treatment Variable). The treatment variable T is a random variable

that takes on different values for treatment t.1

Definition 3.2 (Potential Outcome). The potential outcome random variables are

denoted by Y (T = t) (or Y (t) in short) for different treatment values T = t. For a

unit of observation i (or unit in short) and treatment value t, the potential outcome

realizations are denoted by yti , the outcome that would have been observed if unit i

had been exposed to treatment t.

Classically, t has been considered to take on binary values corresponding to treat-

ment (1) and control (0) [202]. The first target of interest emerges naturally from this

definition and is called the unit-level causal effect.

Definition 3.3 (Unit-Level Causal Effect). Considering binary treatment t, the unit-

level causal effect for unit i is defined as τi = y1i − y0i .

The potential outcome of unit i cannot be observed for treatment t = 1 and

control t = 0 in a single observation, leading to the fundamental problem of causal

inference [102]. This means that the unit-level causal effect cannot be calculated

exactly but only estimated. yti is called counterfactual when unit i has not been

exposed to treatment t but to another treatment value t′ ̸= t. The unit-level causal

effect also has its statistical population counterpart, the average treatment effect.

Definition 3.4 (Average Treatment Effect (ATE)). For binary treatment t ∈ {0, 1},
the average treatment effect is defined as

τ = E[Y (T = 1)− Y (T = 0)]. (3.1)

For a sample of n units, the sample average treatment effect is τ̂ = 1
n

∑n
i=1(y1i − y0i ).

3.2.2 Randomized Controlled Trials

Randomized controlled trials are widely considered to be the gold standard for esti-

mating average treatment effects, as they inherently satisfy three key assumptions. To

state these assumptions, the observed outcome for unit i is introduced, denoted by yi,

which is the outcome actually measured after treatment assignment. Each unit reveals

only one potential outcome; the one corresponding to the treatment actually received.

The first assumption is called consistency :

1Although the treatment variable can be multi-dimensional, the fundamental causal concepts are
most clearly introduced using a single treatment variable. This concept is generalized in Section 3.5.
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Assumption 1 (Consistency). For each unit i that receives treatment ti, the observed

outcome equals the potential outcome under that treatment:

yi = ytii .

Equivalently, at the random variable level: if T = t, then Y = Y (t).

Informally, the assumption forces one to unambiguously define treatment and tie

the potential outcomes to the observed variables. Although this assumption is some-

times known as the no-multiple-treatment assumption, some researchers draw a firm

distinction between the two [245]. Consistency can be a strong assumption in the ob-

servational setting, but it is implicit in randomized controlled trials, because exposure

to treatment is a result of experimental design [51].

The second assumption is known as the no-interference assumption [54]. It explic-

itly states that a potential outcome of a unit is not dependent on treatment received

by other units. More formally,

Assumption 2 (No-Interference). Let ti be the treatment assignment of unit i for

i = 1, . . . , n. Then no-interference is satisfied if

Yi(t1, . . . , tn) = Yi(ti).

Interference is also known as spillover. In a randomized controlled trial, the in-

vestigator can prevent causal spillover by designing the experiment such that different

units do not interact.

A combination of both consistency and no-interference leads to the stable unit-

treatment value assumption (SUTVA) [203]. As interference is hard to restrain in the

observational setting, a formal framework capable of addressing violations of inter-

ference assumptions will be introduced when presenting structural causal models in

the next section. Although a randomized controlled trial poses limitations on SUTVA

violations, the strength of the randomized controlled trial lies in its implication of the

ignorability assumption:

Assumption 3 (Ignorability/Exchangeability). Consider binary treatment assign-

ment random variable T and potential outcome under treatment Y (1) and control

Y (0). Then, ignorability is satisfied if

Y (0), Y (1) ⊥⊥P T,
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where ⊥⊥P means independence in probability.

In words, the potential outcomes under treatment are independent of treatment

assignment. In this case, it can be ignored how units ended up in the treatment

or control group. Equivalently, the group that received treatment could have been

exchanged with the group receiving control, resulting in the same potential outcome.

The three assumptions together constitute the randomized controlled trial (as illus-

trated in Figure 3.2) and make calculation of the average treatment effect possible by

means of reasoning with potential outcomes. Besides the use of potential outcomes,

the potential outcome framework contains one additional element that enables one

to bypass the fundamental problem of causal inference beyond randomized controlled

trials, which is the assignment mechanism [118].

3.2.3 Beyond Randomized Controlled Trials

Unlike for randomized controlled trials, the ignorability assumption is easily violated

when dealing with observational data, because the treatment and control groups are

rarely truly exchangeable. A confounder can causally influence the treatment vari-

able as well as the outcome variable as illustrated in Figure 3.3. Therefore, more

lenient assumptions can be adopted to render the calculation of causal effects under

the potential outcome framework still possible in the presence of confounders.

Assumption 4 (Conditional Ignorability). Let Z denote confounding variables. Con-

sider binary treatment assignment random variable T . Then conditional ignorability

is satisfied if

Y (0), Y (1) ⊥⊥P T | Z.

That means that the treatment and control group are generally not exchangeable,

but they become exchangeable when conditioning on the confounding set. For that

reason, conditional ignorability is also known as the unconfoundedness assumption. It

T

Z

Y

Figure 3.3: Because Z causally influences both T and Y , Z is said to confound the relation
between T and Y .
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is useful to adjust for confounding to reach conditional ignorability as long as each

treatment level has non-zero probability within every subgroup defined by the con-

founders. The positivity assumption guarantees this condition holds.

Assumption 5 (Positivity). Let Z denote confounding variables. Then positivity is

satisfied if

P (T = t | Z) ∈ (0, 1) ∀ T,Z.

There is a tradeoff between conditional ignorability and positivity by virtue of ad-

justing for covariates [68], which is the process of conditioning on subgroups of the data

that share similar covariate values. Intuitively, the more covariates are adjusted for,

the smaller the subgroups become. This can lead to subgroups being entirely assigned

to either treatment or control, which is a violation of the positivity assumption. Con-

trary, not sufficiently adjusting for high-dimensional covariates may lead to violations

of conditional ignorability assumptions. Section 3.4.2 explains how this problem mo-

tivates the use of parametric approaches over non-parametric ones. Both conditional

ignorability and positivity together are called strong ignorability [200, 119].

Vested with all of the above assumptions, one is able to calculate the average

treatment effect. Assume binary treatment assignment variable T and confounding

set Z:

E[Y (1)− Y (0)]
(1)
= EZ [E[Y (1)− Y (0) | Z]]

(2)
= EZ [E[Y (1) | Z]− E[Y (0) | Z]]

(3)
= EZ [E[Y (1) | T = 1,Z]− E[Y (0) | T = 0,Z]]

(4)
= EZ [E[Y | T = 1,Z]− E[Y | T = 0,Z]].

While the first two equalities follow from the laws of probability and expectation,

the third equality is a result of conditional ignorability and positivity and the fourth

equality a result of consistency. This result is also called the adjustment formula

and the underlying assumptions are summarized in Figure 3.2. The formula requires

one to have insight into the assignment mechanism: the conditional probabilities of

treatment given covariates and potential outcomes. This is the second element that

constitutes the potential outcome framework.

When conditional ignorability does not apply, causal inference becomes signifi-

cantly harder. In some cases instrumental variables, those that causally influence the
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treatment but not the outcome variable, can be utilized [93], the joint distribution of

latent and observed confounders can be extracted from variational auto-encoders [147]

and network data as a proxy for latent confounders can still be used to substantiate

causal effects [89].

Consistency follows from the definitions of the structural causal models and hence

the literature rejecting this assumption is not rich [178]. SUTVA can easily be violated

by departures from the no-interference assumption. A framework that can account

for such violations will be described; first, however, the structural causal model is

introduced.

3.2.4 Structural Causal Models

Structural causal models (also known as structural equation models (SEMs)) are log-

ically equivalent to the potential outcome framework [178] but offer a more formally

structured notation:

Definition 3.5 (Structural Causal Models (SCM)). A structural causal model is a

tuple S = (V ,W , G,F ) where V = {V1, . . . , Vn} is an ordered set of endogenous

variables, W is a set of exogenous variables, G is a directed acyclic graph with vertex

set V , and F = {f1, . . . , fn} is a set of structural functions satisfying:

1. For all Vi ∈ V , there exist a corresponding subset of exogenous variables Wi ⊆
W and a mapping fi : Ωpa(Vi)∪Wi

−→ ΩVi
that maps the state space of endoge-

nous parents of Vi together with Wi to the state space of Vi:

vi = fi(pai,wi).

2. The exogenous variables w are drawn from a probability distribution P (W ) over

the state space ΩW .

SCMs can be either parametric or non-parametric. Non-parametric structural

equation models are sometimes invoked because assumptions about functional forms

between respective exogenous and endogenous variables are costly. It is important

to note that the SCM does not assume the independence of exogenous variables.2

However, when this additional property is satisfied, the models are known as non-

parametric structural equation models with independent errors (NPSEM-ie) as will be

2In Definition 3.5 this can be observed from the fact that for Vi, Vj ∈ V , the corresponding Wi

and Wj can overlap.
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elaborated on in Section 3.5. The SCMs are assumed to be acyclic, also called recursive.

Recursiveness allows a topological sort to exist over the endogenous variables.

A natural extension of SEMs arises when the no-interference assumption is violated

in the context of spatial spillover, where causal spillover occurs when changes in one

unit influence outcomes in neighboring units through spatial interdependencies. This

extension is known as spatially explicit structural equation models (SESEMs) [137].

This method merges the flexibility of structural equation models in describing complex

relationships with the capability to explicitly model spatial confoundedness through

variance/covariance matrices computed across various lag distances. An application

of such a model will be discussed in Chapter 6.

Frequently, the true SEM is unattainable due to a limited ability to observe a sys-

tem [201], and one has to settle for surrogate models that do not have equal expressive

power, but can be sufficient to answer queries of the first two levels of the hierarchy.

These surrogate models will be introduced in the following sections.

3.3 Associational Level

This section introduces concepts and associated assumptions necessary to address

questions at the first level of Pearl’s causal hierarchy, the associational level (see Fig-

ure 3.1). The section starts with some preliminaries on the relation between probability

distributions and graphical models. It then explains the features of Bayesian networks

and introduces Markov random fields. Because structure learning of Bayesian net-

works closely resembles causal discovery, Section 3.4.1 provides further information on

structure learning. An overview of the items covered in this section is presented in

Figure 3.4.

3.3.1 Bayesian Networks

In order to address queries at the first level, random variables need to be tied to the

graphical components introduced. This is only possible when additional assumptions

are invoked. Let X1, . . . , Xn be random variables with joint probability distribution

P (x1, . . . , xn). In Bayesian networks (BNs), the random variables are represented by

the nodes of a directed acyclic graph and the probabilistic dependencies are represented

by the edges via the local Markov assumption:

Assumption 6 (Local Markov). Let P (x1, . . . , xn) be the joint probability distribu-

tion of random variables Xi corresponding to nodes Vi ∈ V in the directed acyclic
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Markov
Assumption

Assumptions

*Minimality
Assumption

Joint
Probability
Distribution

Graphical
Models

Probabilistic Graphical Models

Markov Ran-
dom Fields

Bayesian
Networks

BN Inference

BN Fac-
torization

Figure 3.4: Assumptions (blue) and concepts (yellow) discussed at the associational level
of the hierarchy. Probability distributions and graphical models can be tied together by
means of the Markov assumptions. The minimality assumption can be adopted optionally
for a parsimonious encoding of the joint distribution. The resulting object can either be a
Bayesian network or a Markov random field. While inference is more extensively discussed
in Chapter 5, the Bayesian network factorization assumption plays a central role.

graph G = (V ,E). Then, the local Markov assumption holds if for every Xi the

following holds in the graph:

Xi ⊥⊥P nonde(Xi) | pa(Xi).

Since the local Markov assumption ties the random variables together with the

graphical structure, V is assumed to inherit all the probabilistic properties from X.

Henceforth, P (v1, . . . , vn) will be used instead of P (x1, . . . , xn) to denote the prob-

ability distribution of the random variables. The use of the underscore P to imply

independence in probability is not superfluous as there also exists independence in the

graph defined by d-separation and denoted by symbol ⊥⊥G.

Definition 3.6 (d-separation). A path ρ between Vi and Vj (ignoring edge directions)

is d-connected in the directed acyclic graph G = (V ,E) by a set of nodes C ⊆
V \{Vi, Vj} if

1. ρ does not contain a chain · · · −→ Z −→ · · · or fork · · · ←− Z −→ · · · , where Z is

contained in C.

2. all colliders (nodes where two arrows converge, e.g., · · · → Z ← · · · ) of the path

ρ are in C or have a descendant in C.
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If there are no d-connecting paths between Vi and Vj given C, then Vi and Vj are

d-separated by C which is denoted by Vi ⊥⊥G Vj | C.

The concept of graph independencies gives rise to a reformulation of the local

Markov assumption to the global Markov assumption:

Assumption 7 (Global Markov). Let P (v1, . . . , vn) be the joint probability distri-

bution of random variables corresponding to the nodes Vi ∈ V . Let ⊥⊥G denote

d-separation in the directed acyclic graph G = (V ,E) and ⊥⊥P independence in dis-

tribution. Then the global Markov assumption holds if for all VI ,VJ ,VK ⊆ V

VI ⊥⊥G VJ | VK =⇒ VI ⊥⊥P VJ | VK .

By relating the independencies of the graph to the independencies of the distribu-

tion, one can leverage the graphical structure for a parsimonious factorization of the

joint probability distribution. This can also be directly assumed.

Assumption 8 (Bayesian Network Factorization). Let P (v1, . . . , vn) be the joint

probability distribution of random variables corresponding to the nodes Vi ∈ V in the

directed acyclic graph G = (V ,E). The Bayesian network factorization assumption

holds if the distribution can be factorized according to the corresponding graphical

structure:

P (v1, . . . vn) =

n∏
i=1

P (vi | pai).

Example 1 (Graph Factorization). Consider the Bayesian network displayed by Fig-

ure 3.3. According to the Bayesian network factorization assumption, the joint prob-

ability distribution P (Z, Y, T ) can be factorized to P (Z)P (T | Z)P (Y | Z, T ).

It has been shown that the local Markov assumption, the global Markov assumption

and the Bayesian network factorization are equivalent when positivity is assumed [127].

When any of these equivalent conditions holds, the probability distribution P is said

to be Markov relative (or Markov3 in short) to G = (V ,E).

While the Markov assumption imposes restrictions on the probability distribution

via the graphical structure, an additional assumption is necessary to obtain a minimal

representation of the probability distribution’s conditional independence structure.

3The Markov assumption is in specific cases known as the causal Markov assumption. Technically,
the assumption is only causal when the concomitant graphical component has causal meaning (which
will be introduced in Section 3.4.2).
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This assumption comes in various forms of increasing strength: SGS-minimality, P-

minimality and faithfulness [263]. P-minimality will be discussed here [178], but before

introducing this assumption, the concept of a preferred graph needs to be introduced:

Definition 3.7 (Preferred Graph). Let P be the set of distributions that is Markov

relative to G = (V ,E) and G′ = (V ,E′). Then G′ is (strictly) preferred to G if

the conditional independence relations of G are a (proper) subset of the conditional

independence relations of G′.

Assumption 9 (Minimality). Let P be the set of distributions that is Markov relative

to G = (V ,E). Minimality is satisfied with respect to G if P is not Markov relative

to a strictly preferred graph G′ = (V ,E′) to G.

Although minimality is a desirable assumption because it allows one to encode

the joint distribution in the most parsimonious graphical structure possible, it is not

required to answer queries at the first level of the hierarchy.

In concluding this section, not all independence relations are representable by a

Bayesian network, as the following counterexample illustrates:

Example 2 (Limits of Bayesian Networks in Encoding Independencies). Let X1, X2,

X3, X4 be random variables. Then, there does not exist a Bayesian network satisfying

conditional independence relations X1 ⊥⊥P X2 | {X3, X4} and X3 ⊥⊥P X4 | {X1, X2}.

Therefore, there is another graphical structure that can represent conditional inde-

pendencies: the Markov random field. Unlike Bayesian networks, which use directed

edges to encode asymmetric relationships, Markov random fields use undirected edges

to represent symmetric associations. This allows them to account for cyclic probability

relations and work with potential functions, but prevents them from representing direc-

tionality. For more information about Markov random fields, the reader is referred to

the work by Koller and Friedman [127]. Both Bayesian networks and Markov random

fields are probabilistic graphical models as they unify joint probability distributions

with graphical structures.

3.4 Interventional Level

This section discusses the causal assumptions and components necessary to address

queries at the second level of the hierarchy. It begins with the various sets of as-

sumptions required to conduct parametric as well as non-parametric causal discovery

in Section 3.4.1, as specified in Figure 3.5. Section 3.4.2 then demonstrates how the
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output of causal discovery, a causal diagram, forms the basis of both a non-parametric

and a parametric approach, where the approaches differ based on a different appreci-

ation of the fundamental problem of causal inference. The non-parametric approach

adopts assumptions inherent to causal Bayesian networks that enable inference, while

the parametric approach emerges by observing that the fundamental problem of causal

inference requires estimation by definition. Figure 3.6 shows the specifications of the

different concepts and assumptions necessary for causal inference for each of the two

approaches. Finally, causal concepts that emerge when deviating from putative as-

sumptions are discussed in Section 3.4.3.

3.4.1 Causal Discovery

This section will discuss causal discovery from the point of view of necessary assump-

tion, expanding on previous assumptive approaches [69]. Technical details will be

discussed when they are contingent on the introduced assumptions, but for a broader

account of why causal discovery methods fail in the absence of assumptions, the reader

is referred to a survey paper by Runge [207]. Although this section can serve as a

blueprint for which method to use when certain assumptions are adopted, a more

practical guide about the application of causal discovery methods can be found in the

work by Malinsky and Danks [155]. While interventional data can significantly improve

causal structure learning by resolving directional ambiguities that observational data

cannot [96, 224], this section is restricted to recovering the structure with observational

data alone. Because observational data alone is available at both the associational and

interventional levels of the hierarchy (in the absence of actual interventions), struc-

ture learning at these two levels coincides [149]. Additionally, this section is limited

to static causal discovery methods, which are causal discovery methods that do not

account for the passage of time. There is a body of survey papers on causal discovery

methods for longitudinal data and the additional assumptions necessary [17, 207].

An assumption most causal discovery methods revolve around is the i.i.d. assump-

tion.

Assumption 10 (Independent and Identically Distributed (i.i.d.)). The observational

data are independent and identically distributed.

Structure learning is first discussed under the assumptions of causal sufficiency,

Markov, faithfulness, acyclicity, and independent and identically distributed data.

Subsequently, causal discovery is considered in the presence of violations of the causal
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sufficiency assumption, followed by a discussion of relaxations of the faithfulness as-

sumption. Some of these approaches are summarized in Figure 3.5. However, there

are assumption sets that allow conducting causal discovery beyond the assumption

sets in Figure 3.5. Concepts that emerge when the Markov or the i.i.d. assumptions

are violated are discussed in Section 3.4.3.

Because the goal of causal discovery is to recover as much of the graphical structure

as possible from observational data, the core assumption within causal discovery should

imply features of this underlying structure from the probability distributions (that are

learned from the data). The strongest form of that assumption was already touched

upon in Section 3.3.1 and is called faithfulness:

Assumption 11 (Faithfulness). Let P (v1, . . . , vn) be the joint probability distribution

of random variables Vi ∈ V corresponding to the nodes in the graph G = (V ,E). Let

⊥⊥G denote d-separation in a graph G = (V ,E) and ⊥⊥P be the independencies in

distribution. Then the probability distribution P is faithful to G if for all VI ,VJ ,VK ⊆
V :

VI ⊥⊥P VJ | VK =⇒ VI ⊥⊥G VJ | VK .

A probability distribution can be faithful to a graph that is acyclic. If this is the

case, then the acyclicity assumption holds in addition to faithfulness. Practitioners

who adopt faithfulness are not necessarily expected to have access to the full prob-

ability distributions, but are equipped with appropriate independence tests to find

(conditional) independencies in the data. In order to complete the first collection of

assumptions necessary to conduct causal discovery, the causal sufficiency assumption

is highlighted:

Assumption 12 (Causal Sufficiency). A set of variables V is causally sufficient if

there are no unobserved confounders, meaning V contains all common causes of any

two or more variables in V .

When causal sufficiency is assumed, the object to be construed is the directed

acyclic graph that best fits the data generating process of the observational data.

Because observational data can only identify conditional independence structures,

multiple distinct graphical structures may be consistent with the same observational

distribution. To represent this uncertainty, we introduce the following definition:

Definition 3.8 (Completed Partially Directed Acyclic Graph). Directed acyclic graphs

that entail the same conditional independencies are said to be in the same Markov
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equivalence class for DAGs. The Markov equivalence class for DAGs is represented by

a completed partially directed acyclic graph (CPDAG) for which an edge is directed if

all directed acyclic graphs in the Markov equivalence class agree on the direction of

the edge and undirected otherwise.

The causal sufficiency, Markov, faithfulness, acyclicity and i.i.d. assumptions make

up the first assumption set that allows causal discovery.

Discovery with
Causal Sufficiency

Discovery with
LiNGAM Func-
tional Model

Discovery without
Causal Sufficiency

(Semi)-
Markov

(m-)
Faithfulness

Causal
Sufficiency

I.I.D. As-
sumption

Acyclicity

LiNGAM

Figure 3.5: Causal discovery assumption sets: the different purple circles represent possible
sets of assumptions described in Section 3.4.1 under which causal discovery can be conducted.4

The boxes represent the assumptions necessary for causal discovery, which may have overlap
with multiple assumption sets. The color of the boxes indicates the nature of the assumptions:
while light blue represents sampling assumptions, ivory blue indicates assumptions on the
data generating process, and darker blue is used for causal assumptions.
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Causal discovery with causal sufficiency

Vested with this collection of assumptions as illustrated in the top circle of Figure

3.5, the structure of the underlying data generating process could be investigated

with observational data alone. The first algorithm was the Spirtes, Glymour and

Scheines algorithm [230], closely followed by the Peter-Clarke algorithm [229]. Both

are constraint-based methods, meaning they aim to exploit the conditional independen-

cies to inform the structure of the graph. This means that they require the use of re-

liable conditional independence testing methods. The algorithms output the CPDAG

based on observational data.

Besides constraint-based methods, there are also score-based methods. Score-based

methods employ the same assumptions, take in the same input, and generate the same

output as constraint-based methods, but work fundamentally differently. The methods

start with a specific CPDAG and fit it to the data. The fit is scored based on a scoring

system and compared to the score of a slightly different CPDAG. The best fit is kept,

and the algorithm continues in the same way. In order to restrain the enormous

search space, they often have a forward and a backward phase. The forward phase

keeps adding edges, which improves the score the most. When no edges can be added

that can improve the score, the backward phase starts removing edges that improve

the score the most. If there is no edge that can be removed to improve the score, the

algorithm ends. Score-based methods require the use of the appropriate loss function

based on the nature of the data. Common choices include the Bayesian information

criterion, which balances model fit with complexity. An example of such a score-based

method that has been proven to work well in simulation studies of small sample sizes

is greedy equivalent search (GES) [48, 155].

Causal discovery without causal sufficiency

The causal sufficiency assumption can be relaxed. In this case, the possibility of

missing common causes in the observational data is acknowledged, and the target of

interest is expected to account for unobserved confounders. The smallest superclass of

DAGs that accounts for the presence of unobserved confounders and is closed under

marginalization is a maximal ancestral graph [193]. Similar to how multiple DAGs can

encode the same independence constraints, multiple maximal ancestral graphs can also

4The list of assumption sets is not exhaustive as more possible assumption sets will be described
that allow conducting causal discovery. Although constraint-based and score-based causal discov-
ery algorithms require the use of appropriate conditional independence tests and scoring methods
respectively, these are not mentioned as assumptions because they are algorithm-specific.
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represent the same conditional independencies. This gives rise to the partial ancestral

graph that represents the Markov equivalence class of maximal ancestral graphs with

the same independence constraints.

It is important to note that the existence of unobserved confounding also leads to

a slightly modified version of d-separation that represents conditional independencies

with respect to the maximal ancestral graph, called m-separation. This leads to natural

extensions of the Markov assumption and the faithfulness assumption that go by the

semi-Markov assumption and m-faithfulness.

Algorithms that can extract the partial ancestral graph from observational data

such as fast causal inference [231], greedy fast causal inference [171] and really fast

causal inference [52] rely on the i.i.d. assumption, the semi-Markov assumption and

the m-faithfulness assumption to an acyclic system as illustrated in the bottom right

circle of Figure 3.5.

There are two main drawbacks with the algorithms introduced so far. First, ei-

ther traditional faithfulness or its extension to unobserved confounder models (m-

faithfulness) is assumed. Faithfulness is a strong assumption, and it can be easy to

find examples where faithfulness is violated [7]. Second, the output of all introduced

algorithms entails a representation of a Markov equivalence class. In order to exploit

the obtained graphical structure for inference purposes, additional assumptions on

the data generating process should be adopted to direct the edges in the graphical

structure, which the algorithm could not provide. Both drawbacks can be skirted

by assuming restrictions on the data generating process beforehand. This will be

discussed in the next section.

Parametric causal discovery and relaxations of faithfulness

In Pearl’s causal hierarchy, the true object of investigation is the structural causal

model. Because the true SCM is almost always unattainable, one is forced to settle

for a surrogate model for which at least questions of lower levels of the hierarchy can

be addressed. However, by taking parametric assumptions on the distribution of the

underlying SCM, other assumptions can be bypassed.

These methods are based on functional causal models, which are equivalent to

earlier introduced SCMs [86], where one writes the dependent variable as a function

of its parents and a noise term. A special case of a functional causal model is linear

non-Gaussian acyclic model (LiNGAM) and is defined as follows:

Assumption 13 (LiNGAM). A SCM S with an ordered set of endogenous variables
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V = {V1, . . . , Vn}, exogenous variables W = {W1, . . . ,Wn} and a set of functions

F = {f1, . . . , fn} is assumed to be a linear non-Gaussian acyclic model if:

1. Every endogenous variable vi is a linear combination of its parents in the topo-

logical sort and exogenous variable term wi:

vi = fi(pai, wi) =
∑

j:Vj∈pa(Vi)

bijvj + wi.

2. The error terms wi are drawn from exogenous variables Wi ∈ W , which are

continuous, mutually independent, and follow a non-Gaussian distribution.

When LiNGAM is assumed, methods exist to fully recover the DAG based on in-

dependent component analysis (ICA-LiNGAM) [218]. Faithfulness can be dropped,

but causal sufficiency, acyclity and the i.i.d. assumptions should be adopted. The as-

sumption set has been summarized in Figure 3.5. Complementary LiNGAM discovery

methods were further developed to account for the violation of causal sufficiency [110].

In addition, there are also variants that allow for a violation of the acyclicity assump-

tion [134].

There are also alternative assumptions (to LiNGAM) on the data generating pro-

cess that can be used to sideline the faithfulness assumptions and retrieve the full

DAG. Some of those assume an additive noise data generating process [109, 185].

More general methods assume a post-linear form [266], where it has been proven that

in all but 5 model specification cases the causal direction is identifiable. Even though

faithfulness does not have to be assumed in some cases, less restrictive assumptions

do have to be adopted [185].

If one is not willing to commit to additional assumptions about the data gener-

ating process, but still considers faithfulness too strong of an assumption, one can

adopt one of the many weaker versions of faithfulness [265], such as adjacency faith-

fulness [231, 189], 2-adjacency faithfulness [157] and frugality [74] for which causal

discovery algorithms exist or could be developed.

Finally, research has shown that causal discovery algorithms can be unstable [126]

or that only limited parts of the graphical structure can be discovered from pure ob-

servations [184]. For this purpose, domain knowledge can be used to refine the perfor-

mance of causal discovery algorithms and has been incorporated via tiered background

knowledge [10], user interactions [152], or the penalization of the search process [94].

It is recommended that practitioners assess the possibility of incorporating domain

knowledge or experts to enhance the quality of the obtained graphical structure.
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3.4.2 Identification and Inference

This section discusses how the concepts from causal discovery can be used for para-

metric as well as non-parametric inference. While the debate regarding the extent

to which the result of causal discovery can be termed ‘causal’ is acknowledged [62],

this section assumes that the ADMGs and DAGs convey causal meaning, making

them causal diagrams. It first addresses how non-parametric causal inference has

contributed to causal inference and emphasizes its assumptions. Subsequently, the

assumptions adopted by the parametric approach to causal inference are described,

along with points of convergence between the two approaches. Both approaches are

summarized in Figure 3.6.

(Semi-)
Markov

Assumptions

(Semi-)
Modularity

Causal Diagrams

DAGADMG

Causal Bayesian Networks

Semi-
Markovian

CBN

Markovian
CBN

Assumptions

Consistency

Conditional
Ignorability

Positivity

No-
Interference

Inference

≡G-formula
Truncated

Factorization

Figure 3.6: Causal diagrams are the basis for causal inference. They can be endowed
with assumptions from Section 3.2 to allow inferring causal statements under the g-formula.
Alternatively, the diagrams can be subjected to non-parametric assumptions to obtain causal
Bayesian networks, which can be leveraged for inference with the truncated factorization
formula.

Non-parametric causal inference

In order to infer causal statements, the causal meaning should be specified on top of

the Bayesian networks that were introduced earlier. This leads to the definition of
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causal Bayesian networks. The ‘missing link’ definition, as described by Bareinboim

et al. [26], is adopted among multiple equivalent definitions of causal Bayesian net-

works, as it intuitively implicates the (SGS-)minimality assumption. The assumptions

inherent to the definitions are examined. Central to this notation are (atomic) inter-

ventions; therefore, the do-operator and the associated interventional distribution are

introduced.

Definition 3.9 (Interventional Distribution). Let Y be a random variable and S ⊂ V

be a set of random variables. The interventional distribution P (y | do(S = s)) encodes

the probability that Y = y given that S is forced to take value s (denoted by the do-

operator do(S = s), or do(s) in short) with probability 1.

Bayesian networks that do not contain latent variables are first considered; these

are referred to as Markovian.

Markovian causal Bayesian networks: The behavior of the do-operator within

a Bayesian network can be assumed by the modularity assumption.

Assumption 14 (Modularity). Let P be a probability distribution Markov relative

to Bayesian network G = (V ,E) and let S ⊆ V . Then an intervention do(S = s) is

said to be modular if:

1. For every Vi ∈ V \S, where S and pa(Vi) are disjoint in G, the interventional

distribution by intervening on the parents of Vi is invariant to other interventions

in the graph:

P (vi | do(S = s), do(pa(Vi) = pai)) = P (vi | do(pa(Vi) = pai)).

2. For every Vi ∈ V , the interventional distribution by intervening on the parents

of Vi yields the same distribution as observing the parents of Vi:

P (vi | do(S = s), do(pa(Vi) = pai)) = P (vi | do(S = s),pa(Vi) = pai).

Modularity specifies how the interventional distributions operate within the context

of a Bayesian network. A causal Bayesian network can now be defined:

Definition 3.10 ((Markovian) Causal Bayesian Network (CBN)). Let P be a proba-

bility distribution Markov relative to Bayesian network G = (V ,E). Then G = (V ,E)

is said to be a causal Bayesian network if for all S ⊆ V and Vi ∈ V \S:
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1. P (vi | do(S = s)) is Markov relative to G.

2. The intervention do(S = s) is modular.

The assumptions of the interventional distributions implicit in the definition of

causal Bayesian networks immediately imply (SGS-)minimality in case the conditional

probability distributions are strictly positive. In case they are deterministic, there still

is good reason to assume (SGS-)minimality [264].

As the Markov assumption implies a factorization of a Bayesian network, in a sim-

ilar way the modularity assumption implicit in the causal Bayesian networks enforces

the truncated factorization for interventional distributions [26]:

Assumption 15 (Truncated Factorization). Let P be a probability distribution Markov

relative to Bayesian network G = (V ,E). Let S ⊆ V be the set of random variables

where is intervened upon. The truncated factorization is assumed to hold if:

P (v | do(S = s)) =
∏

i|Vi /∈S

P (vi | pai) if v consistent with intervention s

and 0 otherwise.

The truncated factorization property implicit in Markovian causal Bayesian net-

works reduces marginal inference in Markovian causal Bayesian networks to marginal

inference in the mutilated Bayesian networks. These are the networks that are obtained

when removing all the arrows to these nodes where is intervened upon. Although the

truncated factorization property is sometimes known as the g-formula [182], it will be

emphasized in Section 3.4.2 that the g-formula is derived from a different appreciation

of the fundamental problem of causal inference as shown in Figure 3.6.

More efficiently, the interventional distribution can be computed by means of the

adjustment set and associated adjustment formula for causal Bayesian networks [244]:

Definition 3.11 (Adjustment Set). Let P be a probability distribution Markov rel-

ative to Bayesian network G = (V ,E). An adjustment set is a set VJ ⊂ V for

which:

P (vS | do(VK = vK)) =

P (vS | vK) if VJ = ∅,∑
vJ

P (vS | vK ,vJ)P (vJ) otherwise.
(3.2)
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Semi-Markovian causal Bayesian networks: The concepts and assumptions in-

troduced in this section do naturally extend to the case when the models allow for

unobserved confounding variables, as is the case in semi-Markovian models. Natu-

rally, the Markov assumption cannot be adopted but is replaced by a semi-Markov

assumption. Although the full specifications of the semi-Markovian causal Bayesian

network have been detailed by Bareinboim et al. [27], it is important to emphasize that

inherent to that definition is an adjusted version of the Markov assumption and mod-

ularity assumption, tailor-made to account for the complexities when latent variables

are involved.

As described in Section 3.4.1, the object that emerges when unobserved confound-

ing random variables are at play is an ADMG. Naturally, the Markov assumption

as defined above does not hold when unobserved confounders are involved, because

the latent confounders cannot be conditioned on. By generalizing d-separation to m-

separation, the Markov assumption can be extended to ADMGs [194], resulting in

the semi-Markov assumption. Similarly, as in the original Markov assumption, the

semi-Markov assumption can also be expressed in terms of m-separation or in terms

of the truncated factorization of the distribution. It has been shown that both defi-

nitions are equivalent [194], but for specifications of the semi-Markov assumption or

the associated semi-modularity assumption, the reader is referred to the article by

Bareinboim et al. [27]. These assumptions together give rise to the semi-Markovian

causal Bayesian network

Definition 3.12 (Semi-Markovian Causal Bayesian Network). Let P be a probability

distribution Markov defined on the ADMG G = (V ,E). Then G = (V ,E) is said to

be a semi-Markovian causal Bayesian network if for all S ⊆ V and Vi ∈ V \S:

1. P (vi | do(S = s)) is semi-Markov relative to GS .

2. The intervention do(S = s) is semi-modular.

Obviously, the factorization implied by the semi-Markov assumption also leads to

a form of truncated factorization of interventional distributions. For a full overview

of this factorization and subsequent ways to marginalize out variables, the reader is

referred to (the appendix of) Bareinboim et al. [27]. It has been proven that the do-

calculus provides a complete toolkit necessary to rewrite interventional distributions to

observational distributions, and the rules of do-calculus are implied by the assumptions

implicit in the definition of the semi-Markovian Bayesian network [220]. Completeness

of the do-calculus means that the do-calculus will provide an observational distribution
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for each interventional distribution if it exists. When the interventional distributions

cannot be written in observational terms, the distribution is called unidentifiable.

Identification is a necessary condition for both non-parametric and parametric causal

inference approaches

Parametric causal inference

Apart from some causal discovery methods, most of the concepts discussed so far are

non-parametric concepts. Since potential outcomes by nature imply missing values,

the fundamental problem of causal inference is essentially an estimation problem. That

is why substantial contributions to causal inference also involve estimation. The moti-

vation for parametric causal inference is briefly discussed, followed by an examination

of the parametric counterpart of the truncated factorization (parametric g-formula),

based on assumptions introduced in Section 3.2. At the third level of the hierarchy,

these concepts will be extended (see Section 3.5).

The following example motivates the use of parametric methods as a result of

estimation problems: according to the adjustment formula, the interventional proba-

bility P (y | do(T = t)) corresponding to the DAG of Figure 3.3 can be converted to

observation probabilities:

P (y | do(T = t)) =
∑
z

P (y | T = t, z)P (z).

This is also known as the back-door adjustment [178]. Although using parametric

methods would require additional assumptions on the functional form, there are two

main benefits to using parametric approaches. First, when considering continuous

treatment variables, the query of interest P (y | do(T = t)) might not be available

from data for the intervention do(T = t) of interest. Second, taking into account high-

dimensional covariates Z, summing over all the strata z could be intractable. Both

estimation problems can be circumvented by assuming the functional form [100].

When returning to the fundamental problem of causal inference and the adjustment

formula as a result of various assumptions in Section 3.2, calculating the conditional

expectation E[Y | do(T = t)] of Figure 3.3 can be reduced to evaluating EZE[Y | T,Z]].

This would require the evaluation of E[Y | T,Z] adjusted for the probability P (z).

However, a non-parametric evaluation of E[Y | T,Z] is impossible when Z is high-

dimensional. Therefore, one can fit a regression model to the data to receive the

estimates for E[Y | T,Z] for each combination of (t, z) and only estimate the P (z) for

the z that are present in the data. This is called standardization based on parametric
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models, or in a more general form, the parametric g-formula.

Alternatively, E[Y | do(T = t)] can be further reduced to

E[Y | do(t)] =
∑
y

∑
z

yP (y, t,z)

P (t | z)
,

meaning z can be marginalized out from the joint probability if the conditional prob-

ability P (t | z) for ending up in the treatment group T = t is taken into account.

When Z is high-dimensional, this cannot be completed with non-parametric methods,

but parametric model specifications need to be assumed. Logistic regression would be

a straightforward choice in case of binary treatment. This is an example of inverse

probability weighting.

Together with g-estimation methods, inverse probability weighting and the para-

metric g-formula belong to the family of g-methods, a class of methods that allows the

computation of the average causal effects under time-varying treatments [166]. All

these methods rely on the availability of a causal diagram and on assumptions that

have been described in Section 3.2. These assumptions include consistency, positiv-

ity, (conditional) ignorability, and no-interference as illustrated by Figure 3.6. The

connection between the g-formula and the truncated factorization formula looms large

because the latter stems from the non-parametric causality research, while the former

originates in its parametric counterpart, both being derived from different assump-

tions.

In a similar way, expressions with the do-operator, such as E[Y | do(T = t)], can be

formulated as expressions containing potential outcomes, E[Y (t)]. Nonetheless, identi-

fiable potential outcomes queries cannot always be reduced to observational queries via

the do-calculus, as nested counterfactuals require more refined tooling for reduction.

Section 3.5 explains that some properties of the do-calculus can be extended to account

for the reduction of nested counterfactuals to observational queries as well [156].

3.4.3 Discovery, Identification and Inference with More Relax-

ations

There are also many more departures from traditional assumptions in causal discovery

and inference that have been omitted so far and will be discussed here. Deviations

that are henceforth considered are departures from the no-interference assumption,

departures that allow for context-specific independence and departures that consider

a different kind of intervention.
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All of the discussed causal discovery methods in Section 3.4.1 are based on the

i.i.d. assumption as illustrated by Figure 3.5. There is also an entire body of work

in terms of causal discovery and inference when this assumption is violated [13, 151,

150, 139, 113, 239, 172, 180, 33, 217, 15]. As has been tenaciously demonstrated, the

graphical structures that emerge as a result of causal discovery under interference,

depend on the different kinds of causal interference present [172]. Causal research

under interference has been bifurcating.

On the one hand, graphs with violations of the i.i.d. assumption allow directed

edges for causal relationships as well as undirected edges for stable symmetric rela-

tionships. These can consequently be accounted for by either Laurritzen-Wermuth-

Frydenberg chain graphs [138, 139, 33] or Andersson-Madigan-Perlman chain graphs [8]

depending on the Markov property interpreted. Generalization of the former by re-

laxing causal sufficiency leads to segregated graphs [219, 217]. Complete identification

and inference methods for segregated graphs with stable symmetric relationships are

established [217]. Alternatively, an absorption of the Andersson-Madigan-Perlman

chain graphs in combination with ADMGs [193] leads to a new family of graphical

structures for which causal discovery methods exist for observational and interven-

tional data [180].

On the other hand, extending the rules of d-separation to relational d-separation,

a criterion for conditional independence in case of relational data, has given rise to an

alternative representation, that enables the existence of independencies of relational

data, called abstract ground graphs [150]. With an extension of the Peter-Clark algo-

rithm, the relational causal discovery algorithm [151] makes it possible to extract the

true relational causal structure in case of violations of the no-interference assumption.

For every perspective, the relational causal model corresponds to an abstract ground

graph. Inference is also possible under abstract ground graphs [13].

Because the Markov assumption has occasionally been defended [97] and criti-

cized [43], there have also been attempts to relax the Markov assumption. Claiming

that any variable is independent of its non-descendants given its parents excludes the

possibility of conditional independence relations that only hold for a subset of realiza-

tions of conditioning variables [67]. Relaxing the Markov property to a kind of Markov

property that allows for context-specific independence relations calls for different causal

concepts that can account for this such as Bayesian multinets [80], conditional prob-

ability tables with regularity structure [37], staged trees and chain event graphs [226]

and labeled directed acyclic graphs [181]. Various algorithms for causal discovery exist

for staged trees [42, 142] as well as for labeled directed acyclic graphs [115] (with a
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slightly adapted version of faithfulness). There are also inference methods available

when context-specific independence is involved [240].

Besides the atomic or hard interventions discussed in Section 3.4.2, there are also

stochastic or soft interventions. These interventions do not force the intervened vari-

able to take on a fixed value, but merely replace the underlying causal mechanism

by a known function [53, 70]. The do-calculus falls short in converting causal queries

with soft interventions or conditional interventions. For that, a more general calculus

is required, called σ-calculus [53] that can account for stochastic interventions and

comes with a concomitant inference algorithm.

3.4.4 Practical Guide to Causal Inference

In this section, three practical considerations for conducting causal inference are dis-

cussed. Figure 3.7 summarizes key considerations for converting observational data

into causal information, outlining the flow from data to causal graphical structures,

estimands, and estimates, while highlighting the role of assumptions and expert knowl-

edge.

First, identifying the necessary components to address inference queries of interest

Observational
DataCausal

Discovery
Assumptions

Assumptions

Domain
Knowledge

Expert Knowledge

Causal
Bayesian
NetworkCausal

Inference
Assumptions

Probability
Elicitation

Causal Esti-
mands and
Estimates

Causal Objects

Double Dipping

Figure 3.7: Flow of causal reasoning from data to graphical components (causal discovery)
and subsequently to causal estimands and estimates (causal inference). While the light blue
part indicates at what stage assumptions have to be taken into account, the light green part
indicates possible supplementary information from domain experts. Double dipping occurs
when data in the causal discovery stage is being reused at the causal inference stage.
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requires a sound graphical structure. This graphical structure can be obtained via

domain experts or causal discovery methods. When causal inference methods are

applied to data that has already undergone causal discovery algorithms, this can result

in double dipping, compromising the validity of the confidence intervals provided by the

statistical methods [47]. Practitioners should be mindful of this issue and, if needed,

apply available methods that can correct for this bias [87].

Second, it can be the case that there is no data available to estimate the conditional

probability distributions (or one does not want to engage in double dipping). In this

case, practitioners can still engage in causal inference when the conditional probability

distributions are elicited from domain experts. There already exist efficient methods to

infer discrete conditional probability distributions from experts [29, 5, 95], but eliciting

continuous conditional probability distributions remains underdeveloped.

Finally, as discussed, causal inference relies on statistical methods, where larger

sample sizes improve reliability. However, when Z is high-dimensional, non-parametric

estimation of E[Y | T,Z] becomes infeasible [100]. To address this, parametric meth-

ods such as the parametric g-formula and commonly parametric implementations of

inverse probability weighting can be used, though they require specifying functional

forms. When these assumptions are restrictive, semi-parametric alternatives offer a

balance between flexibility and efficiency [34, 148].

3.5 Counterfactual Level

The components introduced in the previous two sections are not sufficient to address

queries at the third level of the hierarchy. While the second level represents inter-

ventions on conditioning variables, the third level corresponds to interventions on

conditioned variables. As mentioned in Section 3.2.4, the object necessary to reason

at all levels of the hierarchy, including the counterfactual level, is the SCM. Next is

an example of how an SCM can be utilized to reason at the counterfactual level of the

hierarchy when the causal Bayesian network falls short:

Example 3 (Counterfactual Queries Require SCMs). Assume the linear Gaussian

(Markovian) causal Bayesian network corresponding to the graph X −→ Y with

X ∼ N (1, 4)

Y ∼ N (−0.5X + 3, 1).

The intervention distribution P (Y | do(X = 1)) can be computed via the truncated
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factorization formula and results inN (2.5, 1). However, the counterfactual distribution

P (Y (X = 0) | X = 1, Y = 4), meaning the probability of Y had X been set to 0 given

that X = 1 and Y = 4, cannot be computed with a causal Bayesian network alone. In

order to compute this counterfactual query, access to the SCM is required.

Therefore, assume the following structural equations in the SCM:

f1(w1) = w1 where w1 ∼ N (1, 4)

f2(X,w2) = −0.5X + w2 where w2 ∼ N (3, 1).

The evidence of the counterfactual query, X = 1 and Y = 4, can be used to update

the distribution of the exogenous variables in the SCM to w1 ∼ δ(1) and w2 ∼ δ(4),

with δ() being the Dirac delta measure. Ingesting the intervention X = 0 into the

updated structural equations leads to a complete evaluation of the counterfactual

query: P (Y (X = 0) | X = 1, Y = 4) = f2(X = 0, w2) = δ(4).

One of the reasons much research has been dedicated to the first two levels of the

hierarchy is that access to the fully specified SCM is considered to be implausible.

While the above linear Gaussian (Markovian) Bayesian network gives rise to a natural

separation between the endogenous and exogenous variables, the interaction between

the observed and latent variables is often unknown, rendering access to the fully speci-

fied SCM ‘hopeless’ [27]. Despite the inaccessibility of the fully specified SCM, scholars

have painstakingly reasoned with counterfactual models, because it plays an essential

role in mediation analysis [197, 196]. Some counterfactual models have antagonized

scholars that have argued that the introduced assumptions are not scientific because

they lack the possibility of empirical validation [61].

This section generalizes the potential outcome framework introduced in Section

3.2.1, which is equivalent to the structural causal model framework presented in Section

3.2.4, thereby shedding new light on the assumptions involved at the third level of

the hierarchy (see Figure 3.8). The different counterfactual models emerging from

assumptions are emphasized, and the inference tools available for each model are

highlighted. Throughout this section, the existence of a topological sort on the random

variables is assumed.

5The SWIG does not immediately apply the edge g-formula, but the graphical structure of the
SWIG can be generalized to allow edge interventions [222].
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Figure 3.8: The definition of the one-step-ahead potential outcomes and recursive substi-
tution imply the desirable counterfactual consistency and causal irrelevance property. Addi-
tional independence assumptions need to be adopted to yield a counterfactual model, which
can either be a FFRCISTG or a NPSEM-ie. The SWIG unifies these models with graphical
approaches and features a factorization and modularity property. Together with the positivity
assumption, inference can be conducted via the extended g-formula or the edge g-formula.5

3.5.1 One-Step-Ahead Potential Outcomes

The very definition of counterfactuals entails the existence of a hypothetical world that

may not be empirically verifiable. Therefore, the existence of one-step-ahead potential

outcomes is assumed.

Assumption 16 (One-Step-Ahead Potential Outcomes). Let X1, . . . , Xn be random

variables corresponding to nodes V1, . . . , Vn. Then for all Vi ∈ V and possible assign-

ments of parents pai ∈ Ωpa(Vi), the existence of one-step-ahead potential outcomes

Vi(pa(Vi) = pai) is assumed.

Note that Vi(pa(Vi) = pai) corresponds to the notation introduced in the po-

tential outcome framework of Section 3.2.1. Intuitively, the one-step-ahead potential
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outcome corresponds to the response Vi had the parents of Vi been set to pai. This is

emphasized as an assumption because the assumed potential outcomes could possibly

be counterfactual and therefore presuming the existence of a hypothetical world. Since

not all potential outcomes naturally depend on possible assignments of parent nodes

in the topological sort, it is necessary to extend the definition of potential outcomes

via recursive substitution.

Assumption 17 (Recursive Substitution). Let X = {X1, . . . , Xn} be random vari-

ables corresponding to nodes V = {V1, . . . , Vn}. Assume the existence of one-step-

ahead potential outcomes Vi(pa(Vi) = pai) for all Vi ∈ V and possible assignments

of parents pai ∈ Ωpa(Vi). Then for all S ⊂ V and s ∈ ΩS it is assumed that Vi(s)

can be expressed recursively:

Vi(s) = Vi(s ∩ pai, {Vj(s) | Vj ∈ pa(Vi), Vj /∈ S}).

Vi(s) is thus the potential outcome where the parents of Vi that are in S had been

set to s and variables for which Vj ∈ pa(Vi) \ S are set to the values these potential

outcomes would have had had S been set to s, denoted by Vj(s).

Example 4 (Recursive Substitution in Graphical Strucures). Assume the topological

sort over the random variables Z, T, Y as implied by Figure 3.3. Then, it is assumed

that the one-step-ahead potential outcome Y (z) is defined recursively:

Y (z) = Y (z ∩ paY , {Vj(z) | Vj ∈ pa(Y ), Vj /∈ Z})

= Y (z, T (z)).

Expressing potential outcomes recursively brings along desirable properties as il-

lustrated by Figure 3.8. First of all, it directly implies the consistency assumption

introduced in Section 3.2 [156]. Second, it proves the so-called causal irrelevance: ev-

ery potential outcome derived from recursive substitution Vi(s) can be expressed as a

unique minimally causal relevant subset of W ⊆ S: Vi(s) = Vi(w). The reader can find

the specifications of a minimally causal relevant subset and the proof in the work of Ma-

linsky et al. [156]. Equivalence between the structural causal model and the potential

outcome framework follows from the equivalent representation of the one-step-ahead

counterfactual Vi(pai) as the output of the structural equation fi(pai,wi) (by letting

wi = {Vi(pai) | pai ∈ Ωpa(Vi)} and setting fi(pai, wi) = (wi)pai = Vi(pai)).
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3.5.2 Counterfactual Models

In addition to consistency and causal irrelevance, independence relations are assumed

in order to reason about counterfactuals. The literature splits along the lines of which

independence assumptions to adopt. There is the more conservative finest fully ran-

domized causally interpretable structured tree graph (FFRCISTG) and the more restric-

tive non-parametric structural equation model with independent errors (NPSEM-ie).

First, the FFRCISTG independencies are introduced.

Assumption 18 (FFRCISTGS Independencies). Assume one-step-ahead counterfac-

tuals by recursive substitution. Let v be an assignment for random variables V and

let pai be the restriction of that assignment to parent variables of Vi. Then for each

assignment v, the corresponding one-step-ahead counterfactuals consistent with v are

mutually independent:

V1 ⊥⊥P V2(pa2) ⊥⊥P . . . ⊥⊥P Vn(pan),

where Vi < Vi+1 in the topological sort.

It is important to note that all counterfactual random variables are consistent with

each other in the sense that there is no contrary assignment among them. Extra inde-

pendencies across contradicting assignments are imposed by assuming independencies

of the error terms in the non-parametric structural equation models. Formally, the

counterfactual random variables that are independent in the NPSEM-ie model are

defined as follows.

Assumption 19 (NPSEM-ie Independencies). Assume one-step-ahead counterfactu-

als by recursive substitution. Then the set of one-step-ahead counterfactuals across

possibly contradictory interventions are mutually independent:

{V1} ⊥⊥P {V2(pa2) | pa2 ∈ Ωpa(V2)} ⊥⊥P . . . ⊥⊥P {Vn(pan) | pan ∈ Ωpa(Vn)},

where Vi < Vi+1 by the topological sort.

Because the NPSEM-ie independencies also contain the FFRCISTGS independen-

cies, the NPSEM-ie model is strictly stronger than the FFRCISTGS model. Consis-

tency and causal irrelevance are implicit in the NPSEM-ie as well as the FFRCISTGS

model.

Example 5 (Difference in Counterfactual Model Independencies). Assume one-step-

ahead potential outcome random variables corresponding to the nodes Z, T, Y respect-
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ing the topological sort of Figure 3.3. Then, following the FFRCISTGS model, for

assignment z1, t the following independence exist:

Z ⊥⊥P T (z1) ⊥⊥P Y (t, z1).

In addition to the previous independencies, according to the NPSEM-ie model, other

independencies across contradictory assignments z1 and z2 are implied, such as:

Z ⊥⊥P T (z2) ⊥⊥P Y (t, z1).

While DAGs and ADMGs are not expressive enough to account for reasoning with

one-step-ahead potential outcomes with either NPSEM-ie independencies or FFR-

CISTGS independencies, a more refined graphical construction called a single world

intervention graph (SWIG) was introduced via a node-splitting operation based on

causal irrelevance. The SWIG can encode the independence relations of either the

NPSEM-ie or the FFRCISTGS. Similarly to how the causal Bayesian networks assume

a factorization property of the interventional distributions and modularity property

about the nature of interventions, the SWIGs obey properties that specify the behav-

ior of counterfactual distributions. Both the NPSEM-ie model and the FFRCISTGS

model, together with consistency, imply these factorization and modularity properties

for SWIGs [195] as illustrated by Figure 3.8.

3.5.3 Inference

Inference on the counterfactual level is concerned with the identification of the relevant

components necessary to address counterfactual queries. In order to calculate the

distribution of counterfactuals under different interventions, the g-formula can be

used, which has been in Section 3.4.2. This formula can be extended to account

for unit-specific interventions and the distribution of that intervention [262] resulting

in the extended g-formula [198, 195]:

Proposition 20 (Extended G-Formula). Let S ⊂ V and V (s) be the one-step-

ahead counterfactual defined by recursive substitution. Then given positivity, the

joint distribution can be written as:

P (V1(s), . . . , Vn(s)) =
∏

i|Vi∈V

P (Vi | s ∩ pai,pa(Vi) /∈ S).
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The formula is equivalent to the factorization and modularity property implicit in

SWIGs and has been proven to hold [195, 221]. The strength of the formula is that it

rewrites counterfactual distributions in terms of observational distributions, but un-

like the g-formula, the extended g-formula also accounts for nested counterfactuals by

having a term for every Vi ∈ V . Analogously, the do-calculus can be extended to

rewrite nested counterfactuals such as dynamic treatment regimes or path-specific in-

terventions. For that reason, po-calculus has been introduced as a generalization of the

do-calculus as a result of consistency, causal irrelevance, and factorization on SWIGs

[156]. Although the po-calculus implies the do-calculus for interventional queries [156],

it has been shown that additional identification results consisting of nested counter-

factuals follow exclusively from the po-calculus [221].

As there exists a hierarchy of causal queries, there is also a hierarchy of inter-

ventions. The most granular form of interventions are node interventions according

to the hierarchy of interventions of [222]. Node interventions are a specific form of

edge interventions which in turn are a specific form of path interventions. Multiple

targets of interest in mediation analysis are defined as edge interventions and for this

reason, the extended g-formula has also been extended to the edge g-formula [222].

While node interventions are associated with the FFRCISTG model and require the

extended g-formula for identification, edge interventions correspond to the NPSEM-ie

model and require the edge g-formula for identification as shown in Figure 3.8.

3.6 Conclusion and Future Work

This section has synthesized existing research on causality by situating different re-

search areas within the framework of Pearl’s causal hierarchy. The concepts and

associated assumptions required to address queries at different levels of the hierarchy

have been highlighted. These foundational causal concepts form the basis for the anal-

yses conducted in the remainder of the thesis. Future research should further explore

causal inference in systems with feedback, as most existing work assumes acyclicity

in structural causal models, despite real-world phenomena, such as climate systems,

often exhibiting cyclical causal relations [55, 36].
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Chapter 4

Causal Game Theory

While many causal concepts focus on isolated decision-making, game-theoretic exten-

sions are germane to multi-agent contexts where strategic dynamics are central. These

settings often involve actors whose choices depend not only on their own preferences

but also on expectations about others’ actions. To effectively integrate causal rea-

soning with game theory in modeling complex security environments, it is essential

to understand both the foundational principles of game theory and their intersection

with the previously introduced causal concepts.

This chapter systematically maps diverse game forms such as normal form, exten-

sive form, and Bayesian games to their corresponding causal representations, synthesiz-

ing previously scattered connections within a probabilistic graphical model framework.

Key concepts from (causal) game theory are elucidated, followed by an examination of

the input required to operationalize such models. To bridge the gap between theoret-

ical foundations and practical application, the chapter provides structured guidance

for practitioners on selecting and applying these models in various security contexts.

These concepts are further illustrated with examples derived from complex security

environments, particularly those involving the deterrence of adversarial attacks.

In this way, RQ1.3 is addressed: What methods exist for integrating causal reason-

ing with strategic decision-making in complex security environments, and how can they

be applied? This analysis not only advances theoretical understanding but also equips

practitioners with the tools to model strategic interactions in a causally rigorous man-

ner, fostering more robust decision-making in complex security contexts. Chapter 6

further examines one such tool to illustrate its practical relevance. The content of this

chapter closely follows a paper [252].
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4.1 Introduction

Game theory examines how rational decision-makers navigate strategic interactions,

whether in competitive or cooperative settings. By modeling the decisions of interde-

pendent agents, it provides a structured framework for analyzing incentives, strategy

formation, and equilibrium outcomes. Recent research has aimed to combine the

strengths of causal modeling and game theory [91, 227].

This chapter provides a structured framework that clarifies key concepts in game

theory and its intersection with causality. By consistently adapting a practical exam-

ple and referencing relevant research for implementation, it offers a concrete guide to

navigating the complexities of integrating causal reasoning with game-theoretic mod-

eling. This approach aims to bridge the divide between theory and practice, equipping

practitioners with clearer implementation strategies and fostering closer collaboration

between researchers and methodologists.

More specifically, the connection between causality and game theory in the context

of PGMs [127, 236] is reviewed. The focus is on PGMs as they provide a structured
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Figure 4.1: Scope of this chapter: the yellow blocks represent key concepts discussed within
each domain: causality, game theory, and causal game theory. The concepts are grouped into
categories that highlight their primary associations, indicated with background in different
colors. Arrows indicate the possible extension or adaptation that allows for the transition
from one concept to another.
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approach to bridging the gap between theoretical advancements and practical im-

plementation, particularly due to their intuitive representation of dependencies [183]

and their capacity to unify diverse cognitive processes through a shared representa-

tional framework [58]. Through a detailed examination of their mathematical specifics,

supported by illustrative examples from complex security environments, a structured

framework that bridges theoretical understanding and practical implementation is pro-

vided. While exploring the mathematical details of various game-theoretic models and

causal games might seem counterintuitive for practical purposes, it is necessary to ar-

ticulate the distinctions between these models more precisely. This distinction not

only helps practitioners select the most suitable model for their specific application

but also clarifies the specific information required to work with these models effec-

tively. Without delving into specifics, research that discusses techniques for eliciting

the required information is pointed out. Finally, further considerations and insights

are discussed to help surmount practical implementation challenges. The conceptual

scope of this chapter is further illustrated in Figure 4.1, which categorizes the key

concepts within the (causal) game-theoretical realm and their relation to previously

discussed causal concepts.

Although doubts concerning the assumption of agent rationality [214, 83] have led

to skepticism regarding the applicability of game-theoretic models [248, 204, 191], this

thesis refrains from entering this philosophical debate.

The structure of this chapter is as follows. Section 4.2 introduces game-theoretic

models, their solution concepts, and illustrative applications, along with a practical

guide to their implementation. Section 4.3 builds on this foundation by extending

game-theoretic models into the causal domain, presenting associated solution concepts,

and discussing key considerations for their practical application. Conclusions and

future research avenues are presented in Section 4.4.

4.2 Game Theory

To align causal concepts with the game-theoretical domain, this section focuses on

game-theoretical components that have counterparts in causal reasoning. Therefore,

three different types of games are considered: the normal-form game, the extensive-

form game, and the Bayesian game. A normal-form game models strategic interac-

tions in which players select actions simultaneously without knowledge of other play-

ers’ choices, making it well-suited for competitive scenarios such as pricing strategies.

An extensive-form game represents sequential decision-making, where players act in a
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structured order, as in negotiations. A Bayesian game incorporates uncertainty, allow-

ing players to make decisions based on private beliefs about unknown factors, making

it particularly applicable to auctions.

The discussion begins by outlining formal game definitions and relevant solution

concepts. Furthermore, the applicability of these game forms is explored by analyzing

similar examples across different scenarios. Finally, the challenges associated with

each form are addressed, and their practical utility is discussed. An overview of the

game forms discussed, their concomitant characteristics, and required information for

model implementation are summarized in Figure 4.4.

4.2.1 Normal-Form Game

First, the definition of a normal-form game and its associated solution concept is

introduced. Then an example is provided.

Definition 4.1 (Normal-Form Game (NFG)). A normal-form game is a tuple Γ =

(M,A,U) for which:

• M = {1, . . . ,m} is a set of agents.

• A = {A1, . . . , Am} is the set of action set, where Ai denotes the set of actions

available to agent i ∈M .

• U = {u1, . . . , um} is a set of utility functions where ui : A → R is the payoff

function for agent i ∈M , representing the payoff that agent i receives.

Definition 4.2 (Nash Equilibrium). A strategy profile σ̂ = (σ̂1, . . . , σ̂m) is a Nash

equilibrium [167] if for every player i ∈ {1, . . . ,m}:

σ̂i ∈ arg max
σi∈Σi

ui(σi, σ̂−i).

where Σi is player i’s strategy space.

A Nash equilibrium represents a stable state of the game: given that all other

players adhere to their equilibrium strategies σ̂−i, no player i can achieve higher utility

by switching to any alternative strategy σi ∈ Σi. Each player’s equilibrium strategy

is thus a best response to the equilibrium strategies of others, and no player has an

incentive to unilaterally deviate. An illustration of the Nash equilibrium in a complex

security environment follows.
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Table 4.1: Utilities in Deterring Game (or Game of Chicken) in Normal-Form

Adversary
a ¬a

Deterrer
d (−1000,−1000) (1,−1)
¬d (−1, 1) (0, 0)

Example 6 (Deterring Game in Normal-Form). Suppose a game models a strategic

interaction between a deterring agent and its attacking adversary. The deterring agent

threatens retaliation if attacked, but whether the agent is willing to follow through

(d) or is bluffing (¬d) is determined by action set A1. Simultaneously, the adversary

decides whether to attack (a) or not (¬a), denoted by action set A2. The game can

be illustrated by Figure 4.2a and the game matrix is displayed in Table 4.1. The two

pure Nash equilibria are (¬a, d) and (a, ¬d).

Although the deterring agent acts first by issuing a threat of retaliation, the game-

theoretical model does not consider the act of threatening as a strategic decision.

Instead, the decision of interest is whether the deterring agent follows through on the

threat. Since this decision does not occur after the attacker’s move, both actions are

effectively simultaneous and can be represented using a normal-form game. Nonethe-

less, it may very well be that acts do happen sequentially. In this case, a more refined

game form is necessary, which is the extensive-form game.

A1 A2

u1 u2

(a) normal-form game

A1

u1

A2

u2

(b) extensive-form game

A1

T

u1

A2

u2

(c) Bayesian game

Figure 4.2: The relations of the normal-form game (a), extensive-form game (b), and
Bayesian game (c). These relations correspond to Example 6 for (a), Examples 7 and 8 for
(b), and Example 9 for (c). In the normal-form game, the deterring and attacking agents make
independent decisions that determine their utilities. In contrast, the attacker’s decisions are
shaped by the deterrer’s actions in the extensive-form game. Lastly, in the Bayesian game,
the agents’ decisions and utilities are influenced by their individual types and their beliefs
about the opponent’s type.
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4.2.2 Extensive-Form Game

First, the definition of an extensive-form game is introduced, followed by an example

and the relevance of a solution concept known as a subgame perfect equilibrium. The

definition of Hammond et al. [91] is adopted.

Definition 4.3 (Extensive Form Game (EFG)). An extensive-form game is a tuple

Γ = (M,G,P ,A, λ, I,U) for which:

• M = {1, . . . ,m} is a set of agents.

• G = (V ,E) is a rooted tree, where the nodes V are partitioned into sets

V 0,V 1, . . . ,V n,T . In this case, T are the leaves or terminal nodes of G, V 0

are chance nodes, and V i are the decision nodes controlled by agent i ∈M . The

nodes are connected by edges E.

• P = {P1, . . . , P|V 0|} represents a set of probability distributions Pj defined over

the children of each chance node V 0
j , denoted as ch(V 0

j ), for j = 1, 2, . . . , |V 0|.

• A represents the set of action sets, where Ai
j ⊆ A indicates the set of actions

available at V i
j ∈ V i.

• λ : E → A is a labelling function that assigns each edge (V i
j , V

k
l ) to an action

a ∈ Ai
j .

• I = {I1, . . . , Im} represents a collection of information sets, which partition the

decision nodes controlled by agent i. Each information set Iij ∈ Ii is defined

such that, for all V i
k , V

i
l ∈ Iij , the available actions at these nodes are identical,

i.e., Ai
k = Ai

l.

• U = {u1, . . . , um} is a set of utility functions where ui : T → R is the payoff

function for agent i ∈M , representing the payoff that agent i receives.

Example 7 (Deterring Game in Extensive-Form). Suppose a game models a strategic

interaction between a deterring agent and its attacking adversary. This time, the de-

terring agent aims to deter by threatening retaliation denoted in action set A1 in node

V 1
1 , which it is willing to follow through (d) or is bluffing (¬d). Subsequentially, the

adversary then acts A2 to decide whether to attack (a) or not (¬a) in nodes (V 2
1 , V

2
2 ).

Since the adversary does not have knowledge about the credibility of the deterrence

effort, both nodes (V 2
1 , V

2
2 ) are in the same information set, I21 . The dependencies of

the game can be illustrated by Figure 4.2b and the game tree of Figure 4.3.
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V 1
1

V 2
1

−1000,−1000

a21

1,−1

¬a21

d

V 2
2

−1, 1

a22

0, 0

¬a22

¬d

I21

Figure 4.3: The figure illustrates a game tree of the deterring game in extensive-form.

Should the adversary have full information about the action of the deterring agent,

a new game arises in which the adversary evaluates its actions based on this knowledge.

Formally, this is known as a subgame.

Definition 4.4 (Subgame). A subgame of an EFG is a game with a game tree G′ =

(V ′,E′) that is restricted to a node and its descendants such that any information set

is either completely in the subgame or completely out the subgame.

Definition 4.5 (Subgame Perfect Equilibrium (SPE)). A subgame perfect equilibrium

is a strategy profile σ such that for every subgame, σ constitutes a Nash equilibrium

of the subgame.

Subgame perfect equilibria are relevant for the exclusion of non-credible threats,

which are threats that a rational player has no incentive to carry out in later stages

of the game. This is illustrated by the following example:

Example 8 (Deterring Subgame in Extensive-Form). Consider a slightly modified

version of Example 7 under conditions of perfect information, where the adversary rec-

ognizes the deterrer’s commitment to enforce the threat, as shown in Figure 4.2b. The

Nash equilibria are ((¬a21,¬a22), d), ((¬a21, a22), d) and ((a21, a
2
2),¬d). In the subgame,

the deterring agent anticipates that the adversary’s threat to attack is not credible in

the case of committed punishment, leaving ((¬a21, a22), d) as the only subgame perfect

equilibrium.

While imperfect information (uncertainty about the history of play) is captured

directly through information sets, incomplete information (uncertainty about game
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structure) requires modeling player types and beliefs. Bayesian games provide the

framework for this.

4.2.3 Bayesian Game

The formal definition of a Bayesian game is first presented, followed by the introduction

of its solution concept, the Bayesian Nash equilibrium. An example is then provided

that extends the previous illustrations.

Although Bayesian games are sometimes introduced in terms of nature’s states

[174], the formulation in terms of players’ types, as originally proposed [92, 76], is

adopted here.

Definition 4.6 (Bayesian Game). A Bayesian game is a tuple Γ = {M,A, T, P,U},
such that:

• M = {1, . . . ,m} is the finite player set.

• A represents the set of action sets, where Ai is the action set of player i for

i ∈M .

• T i is the finite type set of player i, and ti ∈ T i its type. T = (T 1, . . . , Tm) is

called the type profile tuple of Γ.

• P : T → [0, 1] is a probability distribution over T , referred to as the common

prior. The belief of player i is denoted by

P (t−i | ti) =
P (t−i, ti)

P (ti)
=

P (t−i, ti)∑
t−i P (t−i, ti)

,

which describes player i’s uncertainty about the other m − 1 players’ possible

types t−i, given player i’s type ti, where t−i = (t1, . . . , ti−1, ti+1, . . . , tm) repre-

sents the tuple of the types of all the players except for player i.

• U = {u1, . . . , um} is a set of utility functions, where ui : T ×A→ R is the payoff

function, which maps each action profile a ∈ A to the pay-off of player i under

each type profile ti ∈ T i.

Now that the structure of the game is contingent on the types of the players, the

concept of a behavioral strategy can naturally be extended to account for these types:

σi(ti) := σi(Ai | ti) [22]. This allows the definition of a Bayesian Nash equilibrium.
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Table 4.2: Utilities in Deterring Game in Bayesian Game

Adversary Type t1: p = 1
4 Adversary Type t2: p = 3

4
a ¬a a ¬a

Deterrer
d (−1000,−1000) (1,−1) (−1, 0) (1,−1)
¬d (−1, 1) (0, 0) (−1, 1) (0, 0)

Definition 4.7 (Bayesian Nash Equilibrium). A strategy profile σ̂ = (σ̂1, . . . , σ̂m) is

a Bayesian Nash equilibrium if for every player i ∈M and type ti ∈ T i:

σ̂i(ti) ∈ arg max
σi∈Σi

P (t−i | ti)ui(ti, t−i, σi, σ̂−i(t−i)).

Example 9 (Deterring Game in Bayesian Form). Similar to the normal-form game,

the actions of the deterring agent A1 and its adversary A2 are modeled independently.

This time, the adversary can assume different types, where it is either protected against

retaliation (t2) or not (t1). The relations of the game are illustrated by Figure 4.2c

and the game matrices displayed in Table 4.2. The Bayesian Nash equilibria are

((¬a,a), d) and ((a,a), ¬d). These are found by verifying that the deterrer maximizes

expected utility given the probability distribution over adversary types (p(t1) = 1
4 ,

p(t2) = 3
4 ), while each adversary type simultaneously maximizes their own payoff

given their private information and the deterrer’s strategy.

4.2.4 Practical Guide to Game Theory

Game theory offers a structured framework for organizing information on actors’

decision-making processes [99]. Before applying game-theoretic concepts, a qualitative

process should define the specific rules of the game for a given problem. This involves

identifying stakeholders, outlining potential policy options, and establishing their in-

terdependencies. Such an approach to framing policy problems is known as metagame

analysis [107].

Practitioners should select the game type that best fits the policy problem’s struc-

ture. Simultaneous decisions suit normal-form and Bayesian games,1 whereas sequen-

tial decisions align with extensive-form games. Additionally, extensive-form games

may involve imperfect information, while Bayesian games feature incomplete informa-

tion. Although selecting a specific game type is useful, some scholars argue that a

robust analytical approach benefits from modeling pluralism rather than strict unifor-

1Bayesian games can also be extended to sequential decision-making [174].
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Extensive-
Form Game

Game Theory Models

Sequential

Imperfect Info

Normal-
Form Game

Simultaneous

Bayesian
Game

Simultaneous

Incomplete Info

Expert Elicitation

Information
Sets

Utilities
Types and

Priors

Figure 4.4: Elicitation requirements for different game-theoretic models: while the yellow
blocks correspond to the different games along with their associated properties, the light
green blocks indicate the different pieces of information that are required to be elicited. The
arrows indicate what information is relevant to each game.

mity [6], advocating for the use of diverse game-theoretic frameworks where necessary

while ensuring that variation remains focused on essential structural distinctions.

As the mathematical dissection of different games shows, each game requires spe-

cific information to be gathered before implementation. All games need the elicitation

of utilities or preferences, with extensive-form and Bayesian games requiring more

detailed utility structures. While utility elicitation is a demanding task, it has been

well-studied and the reader is referred to the work by Wakker and Deneffe [254] for

details about elicitation methods. If preference relations are uncertain, alternative

methods can still provide insights into the stability of certain solution concepts [143].

In extensive-form games, information sets—clarifying who knows what at each de-

cision point—need to be extracted. Additionally, chance nodes require probability

distributions for the uncertainties they introduce. For Bayesian games, prior and pos-

terior probabilities of types must also be elicited, a challenging process with guidelines

written by Mikkola et al. [161]. The characteristics of the different games, along with

the required elicitation information can be observed in Figure 4.4.

To bridge the gap between theory and application in game theory, a growing body

of work focuses on deriving game-theoretic models from simulation data to enhance

empirical validity. A comprehensive survey of recent advances in this area is provided

by Wellman et al. [257].
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4.3 Causal Game Theory

In this section, the intersection of game theory and causality is explored by integrat-

ing causal concepts from the previous chapter into the decision-making framework.

Specifically, the Bayesian networks are extended to influence diagrams [108], distin-

guishing between purely probabilistic structures and decision-theoretic elements. This

framework is further generalized to multi-agent settings, leading to multi-agent influ-

ence diagrams [128, 91], which form the foundational structure of causal games. To

account for uncertainty in the causal structure of a game, the approach of Gonza-

lez Soto et al. [227] is adapted, introducing the causal Bayesian game. Finally, key

considerations for the practical implementation of these models are discussed.

To establish a foundation for causal game theory, previous examples are reformu-

lated through a causal lens. This provides a basis for extending causal reasoning into

the strategic reasoning domain.

Example 10 (Deterring Relations in Causal Form). Suppose there is observational

data on the explicitness of deterrence messages XD, which can either be explicit (d)

or vague (¬d). The goal of an explicit message is to dissuade the adversary from com-

mitting to an aggressive operation XA (XD → XA). However, both the explicitness

of the deterrence message and the adversary’s decision to attack are shaped by the

deterring agent’s military and strategic capabilities XC , which can be strong (c) or

weak (¬c). These capabilities influence the explicitness of the message XC → XD,

but also directly affect the adversary’s decision to commit to an aggressive operation

XC → XA. The causal relations are displayed in Figure 4.5a.

To compute the causal effect of explicit deterrence messaging on successful dissua-

sion, the covariate, the deterrer’s capabilities, should be adjusted for. Therefore, the

do-operator can be deployed, and the truncated factorization can be utilized:

P (XA | do(XD = d)) =
∑

xC∈{c,¬c}

P (XA | XD = d,XC = xC)P (XC = xC).

4.3.1 Influence Diagram

An influence diagram extends a Bayesian network to the decision-making realm by

dissecting the nodes into chance nodes, utility nodes, and decision nodes. More for-

mally:
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XD

XC

XA

(a) Bayesian Network

DD

U1

XC

XA

(b) Influence Diagram

DD

U1 U2

XC

DA

(c) MAID

Figure 4.5: The relations of the Bayesian network (a), influence diagram (b), and multi-
agent influence diagram (c) of Example 10, 11 and 12, respectively. The Bayesian network
does not distinguish between chance, decision and utility nodes as do the influence diagrams.
In addition, the multi-agent influence diagram models the decision of the adversary also
strategically.

Definition 4.8 (Influence Diagram). An influence diagram contains a graphical struc-

ture G = (V ,E) where V is separated into decision nodes D, chance nodes X and

utility nodes U . Whereas the conditional probability distributions of X and U are

known, any decision rule σ(D) with D ∈ D corresponds to a conditional probability

distribution over the decisions and hence all decision rules constitute the full joint

probability distribution P (V ).

Example 11 (Deterring Relations as Influence Diagram). A refinement of Example 10

involves separating the chance node of the military and strategic capabilities XC from

the decision node of deterrence messaging DC . In this framework, the aggressor’s

decision to conduct an aggressive operation XA can be modeled as another chance

node, which is followed by a final utility node of the deterring agent U1. These

relations are illustrated by Figure 4.5b.

Influence diagrams incorporate decision-making elements into Bayesian networks,2

but they only model the decision-making of a single agent, meaning there is no strategic

interaction between agents. Strategic considerations emerge only when multiple agents

make decisions in response to each other, as seen in multi-agent influence diagrams.

4.3.2 Multi-Agent Influence Diagram and Causal Game

First, multi-agent influence diagrams [128] are introduced, followed by the definition

of a causal game [91]. The latter concept will then be illustrated with an example.

2In a similar way, causal Bayesian networks can be extended to causal influence diagrams [75].
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Definition 4.9 (Multi-Agent Influence Diagram (MAID)). A multi-agent influence di-

agram contains a graphical structure G = (V ,E) and a set of agents M = {1, . . . ,m}.
Furthermore, the nodes V are separated in decision nodes D = ∪i∈MDi, chance nodes

X and utility nodes U = ∪i∈MU i. Each strategy σi(Di) with Di ∈Di defines a con-

ditional probability distribution over a decision node. Consequently, given conditional

probability distributions of X and U , a complete strategy profile σ constitutes the

full joint probability distribution P (V ).3

The causal game Γ associated with a MAID can be seen as a more abstract form

of a MAID, where the parameters of the decision variables are yet to be defined.

Definition 4.10 (Causal Game). A causal game Γ is a MAID such that for any chosen

strategy profile σ, the induced joint probability distribution Pσ(V ) corresponds to a

causal Bayesian network.

Similarly to extensive-form games, the Nash equilibrium of causal games can be

defined in terms of the strategy profiles:

Definition 4.11 (Nash Equilibrium). A strategy profile σ̂ = (σ̂1, . . . , σ̂m) is a Nash

equilibrium if for every player i ∈ {1, . . . ,m}:

σ̂i ∈ arg max
σi∈Σi

∑
U∈Ui

E[σi,σ̂−i][U ].

Multi-agent influence diagrams are powerful models, because they allow for the

calculation of equilibria as well as the computation of policy interventions.

Example 12 (Multi-Agent Influence Diagram Deterring Game). A multi-agent in-

fluence diagram can be derived from Example 11 when the adversary’s decision to

conduct an aggressive operation a or refrain from one ¬a is modeled as a decision

node of another agent DA. This decision node is influenced by the deterring agent’s

decision node, DD, which represents whether the deterrence messages are explicit (d)

or vague (¬d). Alongside the deterring agent’s utility node U1, the adversary also

Figure 4.6: Utilities of the Deterring Agent (left) and Attacking Agent (right)

U1 XC = c XC = ¬c
DA = a 0 -1
DA = ¬a 1 1

U2 XC = c XC = ¬c
DA = a -1000 1
DA = ¬a -1 -1

3Since EFGs and MAIDs are proven to be equivalent [91], σ is used again for a strategy profile.
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possesses a utility node U2. Both utility nodes depend on the attacker’s decision DA

and the deterrer’s capabilities XC , which can be either strong (c) or weak (¬c), with

an equal probability distribution. The relations are displayed in Figure 4.5c and the

utilities are further specified in Figure 4.6.

The game has eight Nash equilibria, one of which is equilibrium σ̂ where the de-

terring agent issues an explicit deterrence message when possessing strong capabilities

and a vague one otherwise. In this scenario, the adversary chooses not to attack if and

only if the deterring agent demonstrates strong capabilities regardless of the deter-

rence message. The equilibrium σ̂ also happens to be a subgame perfect equilibrium.4

Within this equilibrium, the expected utility of the deterring agent for sending out an

explicit message is E[σ̂][U
1 | DD = d] = 1. Intervention effects can also be assessed

in this equilibrium; for instance, if allied agents force an explicit deterrence message

regardless of its capability, the utility becomes E[σ̂][U
1 | do(DD = d)] = 0.

This example is a post-policy intervention as the results are computed after a

strategy profile from the Nash equilibrium has been chosen. In contrast, pre-policy

interventions allow agents to adjust their strategy profile after an intervention, which

requires a more refined notion of a MAID [91]. The introduction of these notions,

while relevant for strategic reasoning, is considered beyond the scope of the chapter

as they do not bring additional implications for their practical implementation.

4.3.3 Causal Bayesian Games

The notion of a causal Bayesian game [227] was developed in order to allow for un-

certainty about a graphical structure controlling an environment in which agents are

located. The definition and notation of Soto et al. [227] is refined to align with the

previously introduced causal games while ensuring consistency with earlier introduced

Bayesian games. Following the Bayesian game in Section 4.2.3, the types correspond

to distinct MAIDs within the family of causal graphical structures G. Moreover, as in

Bayesian games, players act independently, implying that a subset of MAIDs is consid-

ered where no direct causal paths exist between the decision nodes of different agents.

Unlike the earlier introduced Bayesian game, players agree on the common state space

G of possible graphical models but have private beliefs about the probability of these

states µi(G). Naturally, interventions on decision nodes induce variations in payoffs

across different graphical models G ∈ G.

4Although the subgame perfect equilibrium of Definition 4.5 naturally extends to causal games,
the notion of subgames in causal games is much richer than in EFGs. The reader is referred to the
work of Hammond et al. [91] for details on this.
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Definition 4.12 (Causal Bayesian Game). Consider a family of different causal struc-

tures G ∈ G where no direct paths exist between the decision nodes of different agents.

Each agent i ∈ {1, . . . ,m} has a private belief about the probability of these causal

structures µi(G) and a higher-order belief µi(µ−i(G)), which reflect uncertainty over

other m − 1 players’ beliefs. Each strategy σi(G) = σi(Di | G) defines a conditional

probability distribution over a decision node Di ∈Di conditional on the belief µi(G)

of that graphical model G ∈ G for agent i ∈ {1, . . . ,m}.5 A causal Bayesian game Γ

is a MAID such that for any chosen strategy profile σ, the induced joint probability

distribution Pσ(V ) corresponds to a causal Bayesian network.

Note that the causal Bayesian network is not only induced by the strategies for each

player but by the strategies of the players conditioned on the same graphical model.

Naturally, these considerations are also reflected in the Bayesian Nash equilibrium.

Definition 4.13 (Bayesian Nash Equilibrium). A strategy profile σ̂ = (σ̂1, . . . , σ̂m) is

a Bayesian Nash equilibrium if for every player i ∈ {1, . . . ,m} and graphical structure

G ∈ G:

σ̂i(G) ∈ arg max
σi∈Σi

µi(µ−i(G))
∑

U∈Ui

E[σi(G),σ̂−i(G)][U ].

Example 13 (Causal Bayesian Deterring Game). Suppose two agents have their

private beliefs about the causal structure of the game they are playing. In both games,

players make decisions to defend DD and attack DA independently. While the utility of

DD

U1

XR

DA

U2

(a) MAID G1

DD

U1

XR

DA

U2

(b) MAID G2

Figure 4.7: The different causal structures G1 and G2 of the causal Bayesian game as in
Example 13.

5Although the do-operator is applied in the original paper, it is relaxed here to allow for the
implementation of more dynamic strategies.
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Figure 4.8: Utilities of the Deterring Agent (left) and Attacking Agent (right) for Causal
Structure G1 (top) and G2 (bottom)

U1(G1) DA = a DA = ¬a
DD = d -1000 1
DD = ¬d -1 0

U2(G1) DA = a DA = ¬a
DD = d -1000 -1
DD = ¬d 1 0

U1(G2) DA = a DA = ¬a
DD = d -1 1
DD = ¬d -1 0

U2(G2) DA = a DA = ¬a
DD = d 0 -1
DD = ¬d 1 0

both agents is the result of both agents’ actions, the attacking agent’s decision can also

be shaped by the defending agent’s capability to retaliate XR. Figure 4.7 illustrates

the two different causal structures under consideration. While the attacking agent

does not have access to the defending agent’s retaliation capacity nor does he think the

defending agent thinks he has (µA(G2) = 1 and µA(µD(G1)) = 1), the defending agent

considers a scenario where the attacking has access to his retaliation capacity with

equal probability: µD(G1) = µD(G2) = µD(µA(G1)) = µD(µA(G2)) = 1
2 . Taking into

account the utilities for the different structures indicated by Table 4.8, the Bayesian

Nash equilibria are ((¬a,a), d) and ((a,a), ¬d).

While this game and associated Bayesian Nash equilibrium is similar to Example

9, it is important to emphasize that uncertainty about the causal structure in this

example only gives rise to different pay-offs. When alternative causal structures yield

distinct payoff configurations and more sophisticated higher-order beliefs are involved,

significant complications may arise.

4.3.4 Practical Guide to Causal Game Theory

Analogous to selecting a game-theoretic model, the choice of a causal game-theoretic

model should consider whether agents possess private information regarding the causal

structure. As the mathematical dissection discerns different types of nodes within

causal games, practitioners must also clearly differentiate between decisions, chance

events, and utilities. This distinction can be subtle, as illustrated in Example 12: a

deterrer’s capability, often modeled as a chance node, may not truly qualify as such if

the agent has the option to enhance their capabilities. Consequently, this classification

requires careful consideration, thoughtfully aligned with the specific research question

at hand.

Unlike the standard Bayesian network in Example 10, which consists solely of
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chance nodes, causal games with decision nodes do not require the elicitation of condi-

tional probability distributions for those decisions, as they are being solved in response

to the adversary. This game-theoretic aspect in causal games thus reduces some of

the elicitation burden. The remaining conditional distribution of the chance nodes

and the specifications in the utility nodes can be extracted via the elicitation methods

introduced in Section 3.4.4 and Section 4.2.4, respectively.

While extracting higher-order beliefs in addition to uncertainty over the nature of

graphical structure may appear highly complex, the methods for eliciting prior and

posterior probabilities outlined in Section 4.2.4 remain applicable [161]. However, the

increased complexity associated with calculating the relevant solution concepts across

different causal structures may impede practical implementation.

A summary of the causal game and the causal Bayesian game along with required

information for implementation is given in Figure 4.9.

Causal Game

Sequential

Complete Info

Causal Game Theory

Causal Bayesian Game

Simultaneous

Incomplete Info

Expert Elicitation

MAID(s)
Utilities and
Probabilities

(Higher-
Order) Beliefs

Figure 4.9: Elicitation requirements for causal games and causal Bayesian games and
associated characteristics: a causal game necessitates the elicitation of a MAID, utilities, and
conditional probabilities. In contrast, a causal Bayesian game further requires the elicitation
of multiple MAIDs along with beliefs about the probabilities over these graphs and higher-
order beliefs about other players’ beliefs.

4.4 Conclusion and Future Work

This chapter has examined game-theoretical models and their integration with pre-

viously introduced causal concepts within the framework of probabilistic graphical

models. The distinctions between various model types and the input required for their
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implementation have been clarified. Practical guidelines, detailed examples, and con-

siderations for effective application have also been provided. Future research could

focus on developing integrated tools that unify model elicitation and implementation,

streamlining the application of causal game-theoretical models [120, 29].
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Chapter 5

Optimization of Causal

Interventions

Beyond establishing the methodological foundations of causality and game theory, this

dissertation aims to equip practitioners with the necessary tools to engage with key

aspects of causal reasoning. In particular, the focus is on the optimization of causal

interventions, examining how they can be computed efficiently while maintaining high

accuracy.

As associational queries can already be computationally demanding, causal inter-

ventions often require the computation of multiple associational queries and are there-

fore even more demanding. Optimizing over multiple causal interventions constitutes

a particularly burdensome computational task.

This chapter provides a computationally efficient methodology to optimize over

multiple causal interventions in Markovian Bayesian networks. This chapter thereby

addresses RQ2: How can optimal causal interventions be computed with high accuracy

while ensuring computational efficiency? The content of this chapter closely aligns

with two peer-reviewed conference papers [249, 253].

5.1 Introduction

Before presenting the approach to optimizing causal interventions, the problem is

first formally defined in terms of the concepts introduced in Chapter 3. Additionally,

existing methodologies are reviewed for addressing this problem, highlighting their
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strengths and limitations.

Similar to how influence diagrams make a separation between decision, utility and

chance nodes, the variables in a causal Bayesian network V can be further dvidided

into intervenable variables D, context variables X, and outcome variable Y .1 The goal

is then to optimize the interventions among intervenable variables that minimize the

expected value of the outcome variable in the associated interventional distribution:

V ∗
K ,v∗

K = arg min
VK⊂D,vK∈ΩVK

E[Y | do(VK = vK))]. (5.1)

This is called the offline causal global optimization problem [4] on Markovian

Bayesian networks with continuous as well as discrete variables. The problem can be

separated into two parts. First, there is a necessity to compute the inference queries

E[Y | do(VK = vK))] efficiently in terms of accuracy and in terms of computational

cost. Second, this computation procedure should then be embedded in an optimization

framework that can formulate an answer to the causal global optimization problem.

Computing interventional queries requires applying the adjustment formula from

Chapter 3. When the set of adjusted variables VJ ⊂ V is non-empty and continuous,

the interventional distribution is given by:

p(Y | do(VK = vK)) =

∫
ΩVJ

p(Y | vK ,vJ)p(vJ)dvJ . (5.2)

Even though many Bayesian network applications require the accommodation of

such continuous variables [65, 162], state-of-the-art methods for continuous or hybrid

(combination of discrete and continuous) Bayesian network inference are still underde-

veloped. Algorithms have been developed to conduct inference on hybrid Bayesian net-

works when a conditional Gaussian distribution among the variables is assumed [127].

However, assuming the parametric form of the distribution is costly, which is why

much research has been dedicated to approximation by either discretizing Bayesian

networks [31, 169, 168] or by approximating the distribution of the variables in the

Bayesian network with a linear combination of exponentials [206] or polynomials [216],

which both allow inference.

Discretization of the continuous variables enables the use of established discrete

Bayesian network inference methods. Variable elimination and belief propagation are

1While this classification closely resembles the structure of influence diagrams, the framework
considered here is technically a causal Bayesian network. This distinction arises from the assumption
that decision rules are fixed, meaning the decision-maker is limited to performing hard interventions
on variables rather than selecting decision rules.
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well-developed exact inference methods for discrete Bayesian networks that exploit the

structure of the Bayesian network to substantially reduce the computational burden.

Nevertheless, even with these effective algorithms, the computational cost increases

exponentially as the number of parent nodes within the network grows. Therefore, re-

searchers often employ approximate methods such as sampling or variational inference

approaches for more complex Bayesian networks. These methods are summarized by

Koller and Friedman [127].

While discretization allows the use of discrete Bayesian network inference algo-

rithms, it may lead to a loss of information, resulting in a lower accuracy of the

inference query. At the same time, the computational cost of inference depends heav-

ily on the number and positioning of bins that result from the discretization process.

Or, as stated in Koller and Friedman [127], “discretization provides a trade-off between

the accuracy of the approximation and cost of computation.”

To address the computational challenges of Bayesian network inference after dis-

cretization, knowledge compilation [59] can be used. In knowledge compilation, infor-

mation (such as the probability distribution given by a Bayesian network) is translated

without loss into a format that can be queried efficiently. One of the motivations be-

hind knowledge compilation is that by first performing a potentially computationally

expensive ‘compilation’ step, which takes exponential time in the worst case, after-

wards the result of many queries (such as inference queries) can be computed quickly.

While compilation of the Bayesian network is a heuristic compression method, guided

by practical effectiveness rather than formal guarantees of reduced inference complex-

ity, it often proves much faster in practice. This property is particularly advantageous

when inference is embedded within an optimization framework, where numerous in-

ference queries must be evaluated efficiently. Specifically, the compilation of Bayesian

networks into binary decision diagrams (BDDs) [40] is considered, as they have been

shown to perform well in the context of Bayesian network inference [56].

The entire methodology is first discussed in Section 5.2, including discretization,

knowledge compilation methods, and optimization. As discretization is associated

with a loss of information, experiments are run that provide insight into the trade-off

between the accuracy of the inference approximation/discretization and the cost of its

computation. Further experiments were conducted embedding this framework within

various optimization heuristics, in order to evaluate the performance of different algo-

rithms when optimizing over causal interventions. The experimental setup, including

the evaluation metrics and considered Bayesian networks for both experiments, is out-

lined in Section 5.3. The results are presented in Section 5.4, followed by concluding
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remarks in Section 5.5.

5.2 Methodology

In this section, a methodology is proposed to tackle the offline causal global optimiza-

tion problem on hybrid Bayesian networks. The first step is to encode discretized

versions of the Bayesian networks as binary decision diagrams. These binary deci-

sion diagrams are subsequently subjected to heuristic optimization algorithms that

use these efficient encodings to optimize over interventional queries.

More specifically, the entire methodology, including evaluation metrics, is specified

in Figure 5.1.2 To allow a different number and positioning of discretized bins, dif-

ferent types of discretization methods are considered: two unsupervised approaches,

Hybrid
Bayesian
Network

Evaluation Measures

Optimization Loop

Estimating
CPTs

MLE, EBP

Discretization
EW, EF, MDLP,

CAIM, CM, DDN

Traditional
Inference
Methods
VE, BP

Conversion
to CNF

Compiling
BDD

Weighted
Model

Counting
Inference

Optimization
DE, 1 + 1, BFGS,

Powell, NGOpt39

Discretization
Quality

EMD

Inference
Quality

WRMSE, ATE

Inference
Costs

BDD nodes

Optimization
Performance

E[Y | do(VK = vK))]

Figure 5.1: Methodology for offline causal global optimization on hybrid Bayesian net-
works. Python-based components (yellow) handle discretization, estimating CPTs, tradi-
tional inference, conversion to CNF formulas, and optimization. C-based components (or-
ange) compile and query BDDs for efficient interventional inference. Evaluation measures
(green) assess discretization quality, inference cost, inference accuracy, and optimization per-
formance.

2Implementation of the methodology is available on https://github.com/sebastiaanbrand/

bn-dd.
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equal width (EW) and equal frequency (EF) binning, as well as the supervised mini-

mum description length principle (MDLP) binning method, class-attribute interdepen-

dence maximization (CAIM) discretization [133], ChiMerge (CM) discretization [124]

and dynamic discretization (DDN) [168]. Conditional probability tables of discretized

Bayesian networks are inferred via maximum likelihood estimation (MLE) as well as

via a Bayesian method with adjusted empirical Bayes priors (EBP). Subsequently,

the discretized Bayesian networks are encoded as conjunctive normal form (CNF)

formulas, which are then compiled into BDDs. Inference with BDDs first requires

performing a computationally expensive compilation step, after which computing in-

ference queries can be done in time linear in the size of the BDD [57]. As an empirical

demonstration, a range of black-box optimization algorithms from the literature [19]

is applied,3 including random search as a baseline, differential evolution [235] (DE),

(1+1) evolutionary strategy [32], BFGS [39], Powell’s method [186] and the NGOpt39

optimizer [160].

In applying the methodology to a variety of hybrid Bayesian networks, several find-

ings are reported. First, the computation time of BDD-based inference is compared

with traditional inference methods such as variable elimination (VP) and belief propa-

gation (BP). Second, the trade-offs between the quality of the discretization/inference

and the computational cost of BDD-based inference algorithms is studied. Finally,

the performance of several heuristic optimization algorithms in addressing the offline

causal global optimization problem within this BDD-based inference framework is re-

ported.

To assess the trade-off between the quality of discretization/inference and the cost

of knowledge compilation, a concept known in multi-objective optimization as the

Pareto front is used to visualize the results of various considered approaches. A Pareto

front represents the set of non-dominated solutions where improving one objective

would result in degrading another. The evaluation involves measuring discretization

quality in terms of the earth mover’s distance (EMD) and quantifying knowledge

compilation cost by considering the number of nodes in the BDD. Additionally, for

non-causal networks, the quality of conditional queries (if ground truth is available) is

measured using the weighted root mean squared error (WRMSE). For causal Bayesian

networks, such additional quality evaluation is done via the percentage error of the

average treatment effect (PE ATE). Finally, the optimization is evaluated by the

objective function (interventional query) with respect to the number of evaluations.

3The experiments use implementations from the Nevergrad library, an open-source platform for
optimization available at https://github.com/facebookresearch/nevergrad.

71



5.2. Methodology

While the datasets to which the methodology is applied, along with the evaluation

measures, are further discussed in Section 5.3, the discretization, parameter learning,

BDD encoding, and optimization process are discussed in more detail in this section.

A general limitation in this area is the lack of benchmark datasets with known ground

truths that follow general continuous distributions. To address this, we use synthetic

data generated from continuous distributions with known ground truths, as well as ob-

servational data with corresponding experimental counterparts, both of which enable

meaningful validation.

5.2.1 Discretization and Parameter Learning Methods

The discretization process serves to partition the state space ΩXi
of a continuous

random variable Xi into disjoint bins {Bj | j = 1, . . . ,m} such that
⋃

j Bj = ΩXi
.

Every bin Bj is associated with a real number g(Bj) denoting the value of the interval.

In real-world applications, the state space of the random variable is unknown but is

based on the sample data. The value associated with each bin Bj corresponds to the

sample mean of the samples that are included in the bins, 1
|Bj |

∑
xi∈Bj

xi, in which

|Bj | denotes the number of xi ∈ Bj .

The equal width discretization method partitions the state spaces ΩXi into bins

of equal width. The equal frequency discretization approach divides the samples into

quantiles. Both are unsupervised methods and require a parameter specifying the

number of bins into which the original state space should be partitioned.

In addition to these two unsupervised discretization methods, four supervised dis-

cretization methods are used. First, the entropy error-based approach, dynamic dis-

cretization [168] is considered,4 specifically developed for Bayesian network inference.

Second, the minimum description length principle discretization [71] is employed,

which iterates through potential cut-points recursively to minimize information en-

tropy with respect to a chosen target variable. Third, ChiMerge [124] is applied,

a discretization technique that continuously merges fine intervals based on the χ2

statistic. Fourth, class-attribute interdependence maximization [133] is used, which

discretizes the continuous variables intending to maximize interdependency with the

target variable [49]. The latter three supervised discretization methods have been

chosen because they performed well on a variety of discretization tasks [77].

Discretization of a continuous Bayesian network is followed by parameter learning,

which involves the estimation of the CPTs. In this section, the maximum likelihood

4The implementation available at https://github.com/PCiunkiewicz/dynamic-discretization

is used, adopting the parameter settings deemed most optimal by the implementer.
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estimate and the Bayesian method with adjusted empirical Bayes type 2 maximum

likelihood priors [121, 85] are considered. In the latter, the prior is initially estimated

through MLE but refined by substituting 0 probability values with a minimal value

(0.0001). This adjusted prior is subsequently used to infer the posterior CPTs with

the data. While the maximum likelihood estimates are sufficient to conduct inference

on non-causal datasets, the causal datasets require the Bayesian approach to prevent

any violations of the positivity assumption as described in Chapter 3 [267]. The

differences in results between both methods are discussed together with all the results

of the experiments in the Section 5.4.3.

5.2.2 BDD Encoding and Weighted Model Counting

Binary decision diagrams [40] are rooted directed acyclic graphs which represent

Boolean functions f : {0, 1}n → {0, 1}, although by storing additional informa-

tion outside the BDD they can also be used to represent pseudo-Boolean functions

f : {0, 1}n → R. Two important properties of BDDs are their ability to compactly

represent many functions by identifying redundancies, and their support for efficient

operations (i.e. polynomial-time in the size of the BDD), such as computing marginal

probabilities.

The joint probability distribution given by a BN is effectively a function of the

form f : {0, 1}n → R and can thus be encoded in a BDD. This is done by encoding

each CPT entry in a small Boolean expression, from which a BDD can then be built

using primitive BDD operations for logical and (∧), or (∨), not (¬), etc. As an

example, consider the BN given in Figure 5.2. To capture the (integer) values of X

and Y , Boolean variables {x0, y0, y1} are introduced, while unique probabilities are

related to Boolean variables θi. As an example of the encoding of specific CPT entry,

P (Y = 2 | X = 0) = 0.4 is encoded as (¬x0 ∧ y1 ∧ ¬y0)⇒ θ2, where ¬x0 corresponds

to X = 0 and y1∧¬y0 corresponds to Y = 2dec = 10bin. The relationship val(θ2) = 0.4

is stored outside of the BDD.

Computing marginal or conditional probabilities from a BDD that encodes a joint

probability distribution can be done using so-called weighted model counting [46]. Dur-

ing weighted model counting the BDD is traversed, relevant probabilities are gathered

along the way, and each node is visited at most once, resulting in a computation time

linear in the size of the BDD. To compute interventional queries, the do-operator has

been implemented through the adjustment formula (Equation 5.2) that utilizes the

efficiently computed marginal and conditional distributions.
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X Y

(a) BN structure

P (X = 0) P (X = 1)
0.5 0.5

X P (Y = 0|X) P (Y = 1|X) P (Y = 2|X)
0 0.2 0.4 0.4
1 0.33 0.33 0.33

(b) Conditional probability tables

x0

θ0 θ0

y0 y0

y1y1 y1

θ1 θ2 θ3

1

(c) BDD

θi val(θi)
θ0 0.5
θ1 0.2
θ2 0.4
θ3 0.33

(d) θi values

Figure 5.2: An example Bayesian network (a, b) and the corresponding BDD (c). The
probabilities associated with the Boolean variables θi are shown in (d). In the BDD, solid
(dashed) edges correspond to positive (negative) assignments. For clarity, edges to the 0-
terminal are omitted in (c).

5.2.3 Optimization

Given the above discretization and encoding mechanisms, interventional queries can be

computed and the causal global optimization problem (Equation 5.1) can be addressed

heuristically. To illustrate this point, a variety of optimization algorithms from the

black-box optimization literature [19], implemented in the Nevergrad [190] platform,

are selected. The set of algorithms includes: (a) random search as a baseline, (b)

two evolutionary algorithms (differential evolution [235] (DE) and (1+1) evolutionary

strategy [32] (OnePlusOne)), (c) local search methods (BFGS [39, 73, 84, 215] and

Powell’s method [186]), (d) the algorithm wizard ’NGOpt39’ [160], which automatically

selects an optimizer based on problem characteristics such as the number of variables.

5.3 Experimental Setup

In applying the methodology depicted in Figure 5.1 to a range of Bayesian networks,

the quality and efficiency of the resulting inference as well as the performance of the

optimization algorithms are evaluated. Section 5.3.1 introduces the measures used to

evaluate the quality of the discretization or inference and the measure used to assess
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the computational cost of inference with decision diagrams. The evaluation procedure

for the optimization process is also detailed. The specifics of the causal and non-causal

Bayesian networks, including which networks are subjected to which experiments, are

outlined in Section 5.3.2.

5.3.1 Evaluation Measures

First, different measures to assess the quality of discretization and inference are dis-

cussed, followed by a measure to evaluate the computational costs. Finally, the eval-

uation of the optimization algorithm is discussed.

Measuring the quality of discretization and inference

While f -divergences measure differences between probability distributions on the same

measurable space [210], they are unsuitable for comparing a discretized state space and

its continuous counterpart. Instead, the Wasserstein distance is used, specifically the

Euclidean first-moment Wasserstein distance or earth mover’s distance, to assess dis-

cretization quality as it is a common metric to compare (multivariate) distributions

[255, 205, 12]. The earth mover’s distance quantifies the dissimilarity between two

probability distributions by measuring the minimum ‘cost’ to transform one distribu-

tion into the other.

A high-quality discretization does not necessarily imply that a query of interest

can be computed accurately. Fortunately, as the synthetic BNs used in the exper-

iments possess specific distributions that permit exact inference methods, access to

the conditional inference queries is available. To evaluate inference quality, the con-

ditional expected value of the original Bayesian network (E[Y | X]) is compared to

its discretized counterpart (Edisc[Y | X]) using the weighted root mean squared error,

where the weights adjust for the probability of the conditioned-on variables. For the

causal Bayesian networks, the percentage error of the average treatment effect is used.

The reader is referred to Appendix B.3 for a detailed description of these evaluation

measures.

Measuring the computational costs of inference

As outlined in Section 5.2, inference using binary decision diagrams reduces to weighted

model counting, which takes time linear in the size of the BDD. Therefore, the number

of BDD nodes is considered a proxy for the computational costs of inference. Although

BDDs can potentially grow exponentially in the size of the Bayesian network, they
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typically remain smaller, enabling more scalable inference compared to traditional

methods like variable elimination or belief propagation.5

The reported inference time for BDDs includes both compilation and weighted

model counting. The runtime of inference with traditional methods is compared to

the inference time with BDDs. Since VE and BP are implemented in Python and

weighted model counting in C++, comparing their runtimes directly is inappropriate.

Instead, scalability is assessed by measuring the time speed-up (seconds) as the number

of bins in the Bayesian network increases.

Measuring optimization performance

For each optimization algorithm and each Bayesian network, 10 independent runs

are performed of 2000 evaluations of the objective function each, where an evaluation

consists of calculating the expected value of the outcome variable given an intervention

set (see Equation 5.2), which is to be minimized in all networks considered in this paper

(see Equation 5.1).

To represent the problem within the optimization algorithms, each node eligible

for intervention is assigned a value between 0 and the number of bins if an interven-

tion is performed; for convenience, a negative value is used to indicate the absence

of intervention on that node. Within the Nevergrad library, such a representation

gets translated to a real-valued one to allow continuous optimization algorithms to

tackle this problem as well [190]. To track the optimization performance, IOHexperi-

menter [63] is used, a benchmarking module from the IOHprofiler environment [246],

which allows us to track the optimization process fully. The expected value of the

interventional distribution across 2,000 evaluations, averaged over 10 runs is reported.

5.3.2 Bayesian Network Description

In this section, the specifications of the non-causal and causal Bayesian networks that

are subject to experimentation are highlighted. As the optimization experiments aim

to embed the BDD-inference framework within an optimization loop, the BNs used

in these experiments are generally a bit more expansive than those used solely in

inference experiments. First, some general statistics for the Bayesian networks are

summarized in Table 5.1, followed by a detailed description of each network. Finally,

Table 5.2 presents the experimental characteristics of each Bayesian network.

5The Python implementation of pgmpy [11] is used for VE and BP to compare runtimes between
BDD-inference and traditional inference.
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Table 5.1: The general characteristics of all Bayesian networks. These include both syn-
thetic and real datasets, varying in sample sizes, network complexity, and structural proper-
ties. The maximum number of parents (in-degree) serves as a proxy for the computational
cost of inference. Due to the size of the Mehra and Arth networks and the 64GB RAM
constraint, pruned but computationally equivalent versions were used for evaluation [23].

Dataset Kind Variants Samples
Network Max

nodes edges parents

LG synthetic 36 100-5000 5 4 2
NM synthetic 8 100-500 2 1 1
CQ synthetic 1 2500 3 3 2
Lalonde real 1 2676 10 17 9
MC synthetic 1 4000 12 15 6
Arth* real 1 5000 107 150 17
Toy synthetic 1 1000 3 2 1
Climate real 1 293 8 11 3
Mehra* real 1 5000 24 71 9

Linear Gaussian (LG) Bayesian network. Samples are drawn from a linear

Gaussian Bayesian network [175] with random variables X1, X2, X3, X4, X5. In total,

36 inference experiments were conducted, varying in sample size (N) and distribution

parameters. To ensure a balanced experimental design, Sobol sequences were em-

ployed [78]. Detailed experimental specifications are provided in Tables B.3 and B.4

of Appendix B.2. The computational costs in terms of the number of nodes in the

BDD is drawn against the WRMSE and against the earth mover’s distance in Figure

5.5a, 5.5c and Figure 5.5b, respectively.

Normal mixture (NM) Bayesian network. Samples from a normal mixture

Bayesian network are generated using a two-node Gaussian mixture model, for the pur-

pose of conducting inference experiments. In this network, X1 follows a Bernoulli dis-

tribution and P (X2|X1) is Gaussian, based on similar experiments by Neil et al. [168].

Details on sample sizes and distribution parameters are listed in Table B.5 of Appendix

B.2.

Causal quadratic (CQ) Bayesian network. In the context of the inference ex-

periments, data is sampled from a quadratic data-generating process. The confounder

Z is distributed normally and has a quadratic effect on outcome variable Y while also

affecting treatment variable T . For the full specifications of the distribution of this

experiment [176], the reader is referred to Appendix B.2. The computational costs
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of inference have been set out against the percentage error of the ATE in the Pareto

front of Figure 5.5d.

Lalonde causal Bayesian network. The Lalonde causal dataset is a real causal

dataset in which the effect of temporary employment on income is studied [135],

given confounding variables. Since both an observational [64] and an experimental

dataset [135] are available, the non-parametric estimates of the average treatment

effect can be compared with the difference in means in the observational and exper-

imental datasets. The comparative analysis of computational costs of inference is

presented alongside the percentage error of the ATE in the Pareto front depicted in

Figure 5.5e.

Mixed confounding (MC) Bayesian network. To support both discretization

and optimization experiments, samples are drawn from a synthetic dataset with mixed

confounding, as detailed in the Csuite benchmarking causal datasets [79]. This dataset,

depicted in Figure 5.3a, includes both continuous and discrete variables that causally

influence multiple nodes in the graph in a non-linear manner. Figure 5.5f presents the

computational costs of inference against the earth mover’s distance within a Pareto

front.

After discretizing the continuous variables into 30 bins, two optimization experi-

ments are conducted on the outcome variables X10 and X11, using the minimal inter-

vention set {X2, X3, X4, X5, X6, X7, X8} [141]. Figures 5.6a and 5.6b show that DE

and NGOpt19 outperform other optimization algorithms.

Arth Bayesian network. This large Gaussian Bayesian network, sourced from the

GeneNet package and featured in bnlearn, contains plant expression data [173]. Due

to the enormous size of the networks, a computationally equivalent pruned version of

the network is compiled where every node is discretized into 6 bins in order to reduce

compilation time [23]. A total of 6 intervention variables have been chosen for the

optimization procedure. The results of the optimization experiments are shown in

Figure 5.6d.

Toy. This dataset [4] contains a three-node X → Z → Y Bayesian network dis-

cretized into 100 bins. While not interesting from an optimization perspective, it

benchmarks inference quality post-discretization, focusing on possibly-optimal mini-

mal intervention set [141] {Z}. Most optimization algorithms quickly converge to the
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(b) Climate Causal BN

Figure 5.3: Bayesian network structures corresponding to the mixed confounding and
climate experiments. The hybrid nodes are distinguished by interior line patterns: dashed
lines oriented from the top-left to bottom-right denote nodes with continuous values, whereas
those from the top-right to bottom-left signify nodes with discrete values.

optimal solution in the discretization, Y = −1.866, which is near the known exact

solution Y = −1.856.

Climate. The dataset comprises 294 samples, tapping into the interplay between

climate and conflict as depicted in Figure 5.3b. It includes conflict, climate, envi-

ronmental, and demographic data at the municipal level in southeastern Iraq. An

understanding of the variables and the details of the empirically verified causal struc-

ture can be found in Malekovic et al. [153].

The outcome variable is the number of conflict fatalities. The interventions in con-

sideration are precipitation, rice production, and population density, although direct

intervention may be challenging. Indirect policy measures such as water management

and development projects can be targeted to increase water availability and balance

demographic distribution, respectively.

Figure 5.6e shows that DE and NGOpt19 are the best-performing algorithms.

The tables in Figure 5.6f indicate best-found objective values and intervention values

compared to the sample means in the dataset.

Mehra. This conditional linear Gaussian BN from bnlearn [213] explores the corre-

lation between air pollution and health outcomes [247]. Due to its considerable size,

the compilation of BDD is restricted to those segments of the network pertinent to
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the optimization task [23]. The results can be seen in Figure 5.6c, where the identified

best-performing algorithm is random search, closely followed by DE and NGOpt39.

Table 5.2: The experimental characteristics of the Bayesian networks. The table indicates
whether each dataset is used for evaluating discretization quality (Disc), inference quality
(Inf), or optimization performance (Opt). Inference quality evaluation is only possible when
the ground truth of inference queries is available. For these inference experiments, the cor-
responding evaluation metric is reported. For optimization experiments, the number of dis-
cretization bins and the number of intervention variables considered are specified.

Dataset Experiments Inference Discretization Intervention
comparison bins variables

LG Disc/Inf WRMSE NA NA
NM Disc/Inf WRMSE NA NA
CQ Disc/Inf PE ATE NA NA
Lalonde Disc/Inf PE ATE NA NA
MC Disc/Opt NA 30 7
Arth Disc/Opt NA 6 5
Toy Opt NA 100 1
Climate Opt NA 20 3
Mehra Opt NA 4 8

5.4 Results

First, scalability results are presented, comparing inference speed using binary deci-

sion diagrams against conventional approaches. Subsequently, Pareto fronts show the

trade-off between computational cost and the quality of discretization and inference.

Finally, the optimization algorithm’s performance is analyzed across experiments by

examining the average objective function value relative to the number of evaluations.

5.4.1 Scalability of Inference Method

In Figure 5.4, the speedup of Bayesian network inference via binary decision diagrams

is compared to inference with variable elimination (VE) (Figure 5.4a) and belief prop-

agation (BP) (Figure 5.4b) for the Lalonde Bayesian network. The Lalonde network

has been chosen since it has a relatively high maximum in-degree, a proxy for the com-

putational costs of inference. The fact that inference with binary decision diagrams

becomes at least over 10 times faster than VE or BP as the number of bins increases

underscores a notable improvement in scalability (in fact, for BP this is true for over

5 bins).
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(a) BDD speedup versus VE (b) BDD speedup versus BP

Figure 5.4: The speedup plots for using binary decision diagrams as opposed to VE (a)
or BP (b) for inference for the Lalonde experiment. The red crosses refer to EF binning, the
blue circles represent the EW binning, and the MDLP binning is indicated by a green square.
As the number of bins increases, using decision diagrams is more than 10 times as fast as
both VE and BP.

5.4.2 Trade-off Computational Cost and Quality of Discretiza-

tion and Inference

While all Pareto fronts are available at Zenodo,6 a representative selection across all

Bayesian networks and measures is highlighted in Figure 5.5. These Pareto fronts

clearly demonstrate that increasing the number of bins results in a reduction of the

earth mover’s distance but an increase in computational costs. Simultaneously, the

WRMSE and the percentage error of the ATE decrease as the number of bins rises,

up to a certain number of bins.

To facilitate the interpretation of results across various experiments, the Pareto

fronts have been condensed into the heatmaps presented in Tables B.1 and B.2 of

Appendix B.1. All the experiments yield the following four key findings.

First, the solutions with the lowest earth mover’s distance to the original BN are

the most-binned solutions as can be observed in Figures 5.5b and 5.5f. In general, it

can be observed that the earth mover’s distance decreases when the number of bins

used to discretize the BN increases, but the distance reduction becomes lower as the

number of bins grows larger.

Second, the difference between inference results when estimating the CPTs with

maximum likelihood estimate or the Bayesian method with adjusted empirical Bayes

type 2 maximum likelihood priors is negligible. This similarity is evident from the

6https://zenodo.org/records/11202314
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(a) WRMSE for the linear Gaussian experi-
ment 9 with CPT method MLE.

(b) Earth mover’s distance for the linear
Gaussian experiment 9.

(c) WRMSE for the linear Gaussian experi-
ment 9 with CPT method EBP.

(d) Percentage error of the ATE for the
causal quadratic DGP.

(e) Percentage error of the ATE for the
Lalonde dataset.

(f) Earth mover’s distance for the mixed
confounding dataset.

Figure 5.5: Number of nodes in the BDDs versus various evaluation measures for several
discretization approaches with different parameter settings, per dataset. Approaches repre-
senting trade-offs between objectives (axes, both to be minimized) lie on the Pareto front
(dashed line).
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plots in Figure 5.5a and 5.5c, and supported by the data in Table B.2 in Appendix B.1.

Additional discrepancy plots on Zenodo7 further illustrate this negligible difference.

Third, the WRMSE and the PE decrease when adding bins up to a certain number

of bins whereafter it increases again, indicating overfitting in data-sparse areas of

the root variable. The Pareto fronts of Figure 5.5c, 5.5d, and 5.5e show that the

bending point differs per experiment. Generally, more available samples or simpler

BN structures lead to the solution with the lowest error being often a more intensely-

binned solution.

Finally, it can incidentally be observed that one of the supervised discretization

methods dominates the other solutions (as in the case with CM and MDLP in Figure

5.5f). However, no supervised discretization method performs exceptionally well across

all experiments on the considered measures.

5.4.3 Optimization Performance

This section evaluates the performance of the optimization algorithms. Results from

the previous section indicate that high-binned equal frequency discretizations yield

among the most accurate query results. Therefore, these discretizations are used,

reducing the bin count only when required to stay within the 64GB RAM constraint

during BDD compilation. Details about the number of bins in the discretization and

the number of interventional variables are displayed in Table 5.2, while the results are

presented in Figure 5.6.

The more local methods (BFGS, Powell, OnePlusOne) perform rather poorly. Only

DE and NGOpt are able to outperform the random search baseline, suggesting that

the underlying optimization problem might be multimodal. This might also be con-

nected to the choice of internal problem representation selected from Nevergrad, as

working directly on the discrete variables might be more suitable for these local search

methods. While this points to a need for further examination of the specifics of the

optimization procedure, the results nevertheless illustrate that in general these prob-

lems contain sufficient structure that heuristic black-box optimizers can improve over

the performance of random search.

As can be observed from Table 5.6f, with interventions tailored to increasing rice

supply/production, equitable population management leading to a more balanced de-

mographic distribution, and increased precipitation or related water management in-

terventions, the expected value of conflict fatalities can be reduced by 85.9% with

7https://zenodo.org/record/8211601
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(a) Mixed Confounding: Y = X10 (b) Mixed Confounding: Y = X11

(c) Mehra (d) Arth

(e) Climate

y∗ ȳ
Conflict Fatalities 4.89 34.6

x∗ x̄
Rice Production 36.9 13.0

Population Density 215 811
Precipitation 25.0 19.8

(f) Climate Dataset: Best-found solu-
tions

Figure 5.6: The best-found expected value of the interventional distributions of 6 optimiza-
tion algorithms over 2000 evaluations, averaged over 10 runs for the 4 considered datasets
(a-e). For the climate dataset, the table in (f) corresponds to found objective y∗ and inter-
vention values x∗ compared to sample mean values ȳ, x̄.
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respect to the mean.

5.5 Conclusion and Future Work

This chapter proposes a methodology to optimize causal interventions in hybrid causal

Bayesian networks using only observational data. The methodology consists of dis-

cretizing the hybrid Bayesian network and encoding it into a binary decision diagram.

Once the binary decision diagram is compiled, query costs become negligible, allow-

ing the deployment of heuristic optimization algorithms that optimize for the optimal

intervention. Given that discretization of a Bayesian network entails information loss,

benchmarking this approach against established approximate inference methods, such

as sampling or variational techniques, constitutes a promising direction for future re-

search [127]

The estimates in Table 5.6f demonstrate the practical potential of the methodol-

ogy, though they rely on a preliminary causal structure under the i.i.d. assumption

introduced in Chapter 3. Chapter 6 further shows that causal estimates remain at-

tainable when this assumption is relaxed. Extending the proposed methodology to

account for causal spillovers or multiple strategic actors would enhance its relevance

in complex, real-world scenarios.
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Real-World Applications

The preceding chapters introduced key concepts from causality and game theory,

alongside a methodology for optimizing causal interventions in hybrid Bayesian net-

works.

This chapter applies these theoretical foundations to the context of complex se-

curity environments through two specific case studies. First, causal techniques are

applied to uncover a causal structure and estimate causal effects related to environ-

mental conflict in Iraq in Section 6.1. Second, causal game-theoretic concepts are

utilized to simulate the effectiveness of countermeasures against hybrid threats in

Section 6.2. Environmental conflict and hybrid threats are examined as illustrative

examples of complex security environments, as they involve interdependent challenges,

diverse threat actors, and evolving risks that contribute to unpredictable and dynamic

security conditions.

In doing so, this chapter addresses RQ3: How can the proposed (strategic) causal

concepts be applied to complex security environments? The content closely reflects two

peer-reviewed journal articles [250, 154], to which the reader is directed for further

detail.

6.1 Environmental Conflict

Despite significant advances in conflict research methods [188, 238, 132, 44], the out-

break of armed conflict remains difficult to predict, largely due to unresolved questions

about its underlying causes. While environmental security research has explored spe-

cific causal pathways linking environmental factors to conflict [66, 103, 106, 20, 199,
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209], most studies rely on observational data and confirm only limited mechanisms.

However, the randomized controlled trials discussed in Chapter 3 are neither practical

nor ethical in the context of armed conflict. Therefore, more comprehensive causal

explanations remain elusive, leaving a critical methodological gap that hinders both

scholarly understanding and effective policy interventions.

In addressing this gap, this section applies the concepts introduced in Chapter 3

to infer causality from non-experimental observations of armed conflict. Using causal

discovery and inference methods, commonly hypothesized causal pathways are tested.

The considered cross-section consists of 294 non-experimental observations, one for

each subdistrict in Iraq (Arabic: nawāh. ı̄) as the unit of analysis. The outcome variable

is the count of conflict events. Each observation is additionally described in terms

of explanatory variables, including demographics, vital resources, environment, and

weather. These observations were sampled from several geocoded maps [188, 208, 164,

159, 50, 114, 1]. From these observations, an empirical causal mechanism of linkages

between environment and conflict was retrieved. Represented as a causal graph, the

mechanism shows causal pathways from environmental variables to armed conflict

outcomes. The mechanism is characterized by causal effects of these variables on the

count of conflict events, accounting for causal spillover wherever these effects could be

identified and estimated.

Sections 6.1.1 and 6.1.2 present the hypotheses and detail the data and method-

ological approach. Section 6.1.3 reports the empirical findings, while Section 6.1.4

concludes with a discussion of the implications and potential directions for future

research.

6.1.1 Hypotheses

This section derives the causal hypotheses discussed below from relevant findings in the

literature. Adapted from Sakaguchi, Varughese, and Auld [209], Figure 6.1 outlines

a hypothesized mechanism through which environmental factors may contribute to

conflict, as extensively discussed in environmental security literature. The hypothetical

linkages are rooted in environmental causes. The figure respectively distinguishes

between direct and indirect linkages (i.e., paths A and B, respectively). The latter are

indirect because environmental scarcity hypothetically plays a mediating role between

environmental causes and armed conflict outcomes.

Longer-term weather patterns have been argued to cause armed conflict directly

[112, 111, 225, 81, 21]. The direct link between long-term weather patterns and armed
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CAUSE:
Climate

MEDIATOR:
Environmental

scarcity

OUTCOME:
Armed conflict

B B

A

Figure 6.1: Hypothesized causal pathways originating from linkages between environment
and conflict.

conflict can be seen in how populations respond to environmental changes. For in-

stance, environmental disruptions affecting livelihoods can prompt community mo-

bilization or lead armed groups to intervene, anticipating adverse outcomes. These

actions may lead to direct causal effects of environmental factors to armed conflict.

Such effects can originate from soil moisture, temperature, or simply the fact that

different physical surroundings absorb or release accumulated heat differently (i.e.,

also referred to as latent heat or energy) [111, 209]. For example, droughts in East

Africa have increased cattle raiding and inter-communal violence among pastoralist

groups [72]. Therefore, it is hypothesized that changes in soil moisture, temperature,

and latent energy directly cause changes in armed conflict activity (H1).

• H1 a): An increase in latent energy in the form of heat directly causes an increase

in armed conflict activity.

• H1 b): An increase in skin temperature directly causes an increase in armed

conflict activity.

• H1 c): An increase in soil moisture directly causes a decrease in armed conflict

activity.

Further, environmental processes have also been argued to cause armed conflict

indirectly [16, 209, 131]. Causal mediation of environmental effects on armed conflict

concerns primarily scarcity of vital resources, also referred to as environmental scarcity

[103, 104, 105, 129]. Environmental scarcity has been argued to mediate the environ-

mental effects on armed conflict [209, 105]. For instance, land scarcity in Chiapas,

Mexico has been hypothesized to mediate environmental pressures into insurgency

and civil violence [105]. While causal mediation is elaborated in more detail below,
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it can already be hypothesized that the effects of environmental processes indirectly

cause armed conflict.

• H2 a): An increase in latent energy indirectly causes an increase in armed conflict

activity.

• H2 b): An increase in skin temperature indirectly causes an increase in armed

conflict activity.

• H2 c): An increase in soil moisture indirectly causes a decrease in armed conflict

activity.

To refine the understanding of indirect causal mechanisms, causal mediation anal-

ysis can incorporate specific conditions through which environmental effects manifest.

Agricultural and pastoral systems have been shown to shape societal responses to

long-term climatic variability, including migration [259]. Land degradation, deserti-

fication, and water scarcity are identified as mediators of environmental impacts on

violent conflict [98, 72, 116]. Wheat production, a key agricultural output in Iraq [45],

has been found to mediate temperature effects on violence [145].

Demographic factors, such as population size, growth, density, and migration, have

also been linked to conflict [241, 187, 192]. Resource scarcity is argued to affect denser

populations more acutely, increasing the likelihood of conflict under environmental

stress [16, 2]. These mediating pathways are captured in the following hypotheses.

• H3 a): Given the indirect paths from the environmental processes to armed

conflict activity, wheat production causally mediates the indirect effects of envi-

CAUSE 1:
Latent energy

CAUSE 2:
Skin temperature

CAUSE 3:
Soil moisture

MEDIATOR 1:
Population density

MEDIATOR 2:
Wheat production

OUTCOME:
Armed conflict

B
B B B B B

A

AA
BB

Figure 6.2: The hypothetical causal structure of all hypotheses combined.
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ronmental processes on armed conflict activity, by causing an additional decrease

in armed conflict activity.

• H3 b): Given the indirect paths from the environmental processes to armed con-

flict activity, population density causally mediates the indirect effects of environ-

mental processes on armed conflict activity, by causing an additional increase in

armed conflict activity.

With these hypotheses, it is possible to compose the entire hypothetical causal

structure of linkages between environment and conflict, as shown in Figure 6.2. The

figure again distinguishes between direct and indirect linkages, corresponding to edges

A and B, respectively. As can be seen in the figure, grounded in environmental pro-

cesses, the scarcity of vital resources exposes the population to existential stress. Both

the density of population and the scarcity of agricultural resources aggravate these ef-

fects.

6.1.2 Data and Methods

Data

The units of analysis are all Iraq’s 294 subdistricts from January 1, 2020, to Jan-

uary 1, 2022, aggregated as a single cross-section. Data included conflict events,

such as violence against civilians and battles from ACLED [188], where total conflict

events—aggregated across battles, explosions, violence against civilians, protests, ri-

ots, and strategic developments—served as the outcome variable. Environmental and

demographic explanatory variables were sourced as geo-coded grids from the Human-

itarian Data Exchange, ECMWF’s ERA5-Land [164], NASA [114, 208, 159], CIESIN

at Columbia University [50], and MapSPAM [232]. Skin temperature, representing the

interface temperature between the earth’s surface and atmosphere, was selected due

to its relevance for agriculture and water availability [122]. Soil moisture at 28–100 cm

depth, which impacts crop viability and water access, was also included. Latent en-

ergy, measuring heat flux linked to evaporation and condensation, was used to capture

broader hydrometeorological dynamics [208]. As a proxy for environmental scarcity,

wheat production data were retrieved from MapSPAM, given wheat’s importance to

Iraqi agriculture [232, 145]. Population density, previously linked to conflict vulnera-

bility, was sourced from CIESIN’s Gridded Population of the World dataset [50]. Due

to data scarcity in Iraq, other societal and political variables commonly used in conflict

research were unavailable at an appropriate resolution [261, 3].
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Methods

By applying causal methodology to non-experimental observations, causal paths and

effects behind the causal mechanism of such linkages can be disentangled and quanti-

fied. As the methodological concepts are introduced in Chapter 3, the discussion here

is limited to the specification and implementation of the introduced methods.

Since there are a limited number of observations, GES was selected as the causal

discovery algorithm as it has been found appropriate in simulation studies involving

small sample sizes [155]. The considered loss function was the Bayesian information

criterion. The output of GES was the likeliest DAG, given the observations. The

nodes of the DAG correspond to the armed conflict activity and explanatory variables.

The edges correspond to respective causal relationships between them [155]. Causal

estimands of the explanatory variables were identified using the backdoor criterion and

adjustment formula. Acknowledging that the observations in question are spatially

correlated in the sense that the climatological variables of one municipality may have

an influence on the climate-conflict dynamics of another municipality, the estimation

procedure invokes SESEM to account for spatial confounding [137].

A straightforward way to make this spatial confoundedness explicit is to use dis-

tances between municipalities. Distances are modeled by computing municipal cen-

troids and the shortest paths connecting them. The first step of applying SESEM

is fitting an initial non-spatial SEM to the data [136], assuming independence of er-

rors. Then, spatially explicit variance–covariance matrices are computed for a series

of lag distances divided into bins corresponding to distance ranges. Each bin contains

500 data pairs to ensure sufficient sample size for meaningful inference. Inference

focuses on the lowest 20% of distances, as spillover effects are more likely in nearby

municipalities. Finally, SEM models are fitted for each chosen lag distance, and edge

coefficients, standard errors, and p-values are computed. In addition, parameters are

defined for individual causal paths such that path-specific coefficients, standard errors,

and p-values can be computed.

6.1.3 Results

Empirical causal structure

Section 6.1.1 outlined the hypothetical causal structure linking environmental factors

to conflict. Figure 6.3 presents the empirically derived causal structure based on the

available non-experimental observations.
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Albeit somewhat less expressive, the empirical causal structure largely corresponds

with the hypothetical one in Figure 6.2. The conflict nodes cluster together. The only

node with only incoming edges is total conflict events. Further, the structure is rooted

in environmental processes. Apart from the direct causal path from the temperature

node to battle events, all the other paths from the environmental processes to conflict

events are indirect.

Because the population density, temperature and wheat production nodes have the

highest number of incoming and outgoing edges, these nodes are pivotal to the connect-

edness of the empirical causal structure. This lends credence to the causal mediation

of environmental processes on the conflict outcomes. In fact, without population den-

sity and wheat production, the environmental causes would be largely disconnected

from the outcomes. Rather than treating this evidence as conclusive, the empirical

structure is further used to conduct hypothesis testing.

Soil moisture Latent energy

Wheat production

Skin temperature

Population density

Violent events against civilians

Battle Events

Conflict Events

Figure 6.3: The empirical causal structure retrieved from the GES algorithm.
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Causal hypotheses

The empirical causal structure can assist with the validation of the causal hypotheses

of naturally caused armed conflict. With this structure, a spatially explicit structural

equation model was fit. Continuous explanatory variables were z-score standardized,

while count variables were left unstandardized to maintain policy-relevance. Causal

effects of the explanatory variables on the count of conflict events were estimated.

The SESEM model showcased acceptable performance, with the comparative fit

index (ranging 0-1) exceeding 0.9 and the standardized root mean square residual

falling below 0.08 for almost all spatial distances [211]. These values are indicators of

an acceptable model fit, underscoring the model’s effectiveness in capturing the under-

lying data structure. While the root mean square error of approximation values are

occasionally above 0.10, suggesting room for improvement, this is likely attributable

to the limited number of observations available.

For each causal estimate, a hypothesis test was conducted to discern whether to

attribute the estimate to a random error or not. Table 6.1 lists the causal estimates,

their standard errors, and statistical significances.

The first set of hypotheses states that effects of environmental processes directly

cause armed conflict outcomes. The changes in latent energy (H1 a), skin temperature

(H1 b), and soil moisture (H1 c) were hypothesized to cause a change in the count of

conflict events directly. The only environmental process with a direct causal path to

conflict events is skin temperature. This path is mediated via battle events and the

estimates, standard errors, and statistical significances can be estimated for each of the

isolated paths. The results are in Table 6.2. Given the causal structure, the estimated

causal effect of skin temperature on total conflict events mediated by battle events

is positive for all spatial distances and 47.35 for the non-spillover fitted model, with

at least a 0.1% statistical significance level. Since there is no evidence that warrants

rejecting the null hypotheses relative to H1 a) and H1 c), hypothesis H1 b) is accepted

and hypotheses H1 a) and H1 c) are not accepted.

Further, the second set of hypotheses states that causal effects of the environmental

processes on conflict events are mediated. Latent heat was hypothesized to increase

the count of total conflicts indirectly (H2 a). Since all effects from latent heat to

conflict events are mediated, and the estimated effect of latent heat on the conflict

events is positive and 0.1% statistically significant for all spatial distances, hypothesis

H2 a) is accepted. Furthermore, soil moisture (H2 c) was hypothesized to cause a

decrease in the count of conflict events indirectly. As there are no direct paths from
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Table 6.1: Standardized causal estimates across distance bins with standard errors in
brackets. All results are statistically significant at the 0.1% level.

Distance
Wheat

Production
Latent
Heat

Soil
Moisture

Skin
Temperature

Population
Density

0 km 14.02 (3.9) 24.27 (6.2) -18.30 (4.6) 51.67 (9.5) 29.66 (5.8)
3–27 km 23.48 (4.1) 33.92 (5.4) -20.72 (4.2) 64.16 (7.6) 22.61 (4.3)
27–40 km 10.69 (2.6) 21.83 (4.3) -17.93 (3.1) 48.17 (7.4) 29.42 (4.5)
40–50 km 15.62 (3.4) 26.64 (5.2) -19.95 (3.8) 56.04 (8.1) 26.65 (4.5)
50–59 km 12.38 (2.7) 23.22 (4.4) -18.93 (3.4) 45.23 (6.5) 34.42 (4.7)
59–66 km 7.59 (2.2) 15.05 (3.5) -10.41 (2.4) 36.99 (7.0) 16.52 (3.3)
66–73 km 13.99 (3.1) 28.43 (5.4) -16.99 (3.8) 58.17 (7.8) 18.17 (4.1)
73–80 km 14.62 (3.7) 28.87 (5.5) -19.53 (4.0) 71.40 (9.0) 32.45 (5.9)
80–86 km 11.18 (2.6) 15.61 (3.6) -14.71 (2.9) 41.21 (7.0) 26.29 (4.0)
86–92 km 14.45 (2.7) 20.63 (4.1) -16.43 (3.1) 47.49 (6.3) 23.16 (3.8)
92–99 km 12.00 (2.5) 21.88 (4.3) -19.68 (3.5) 41.15 (6.0) 26.86 (4.0)
99–104 km 18.30 (3.7) 26.26 (5.2) -25.15 (4.3) 63.40 (8.3) 43.84 (5.6)
104–110 km 23.17 (4.6) 37.04 (6.6) -24.85 (4.8) 81.29 (9.4) 27.69 (5.1)
110–116 km 7.70 (2.0) 13.16 (3.1) -14.46 (2.6) 30.19 (5.9) 30.58 (3.7)
116–121 km 11.67 (2.7) 23.80 (4.8) -14.44 (3.0) 45.79 (7.4) 29.06 (4.3)
121–126 km 6.92 (1.7) 13.87 (3.0) -16.06 (2.7) 33.26 (5.4) 27.72 (3.4)
126–132 km 16.08 (3.0) 23.86 (4.5) -16.46 (3.2) 50.07 (6.8) 21.62 (3.5)
132–137 km 8.66 (2.3) 15.39 (4.0) -13.12 (2.8) 33.65 (6.8) 18.19 (3.4)
137–142 km 11.02 (2.5) 16.71 (3.8) -14.94 (2.9) 41.28 (7.0) 22.61 (3.6)
142–147 km 15.89 (3.2) 20.92 (4.6) -17.00 (3.6) 54.80 (7.8) 31.78 (4.6)
147–152 km 9.75 (2.2) 18.46 (4.0) -11.33 (2.5) 30.66 (5.7) 15.23 (3.5)
152–158 km 11.11 (2.5) 17.22 (4.0) -14.67 (3.0) 34.63 (6.3) 20.02 (3.3)
158–163 km 14.61 (3.0) 27.24 (5.2) -13.79 (3.3) 56.28 (7.8) 25.70 (4.7)
163–168 km 14.06 (2.8) 22.30 (4.6) -18.70 (3.6) 43.42 (6.9) 29.26 (4.0)
168–173 km 11.76 (2.7) 18.74 (4.5) -15.62 (3.3) 32.77 (6.6) 28.39 (4.2)
173–178 km 13.12 (3.0) 23.36 (4.8) -15.54 (3.3) 54.18 (7.6) 24.45 (4.3)
178–183 km 8.16 (2.4) 12.68 (3.4) -12.00 (2.6) 41.87 (8.0) 24.57 (4.2)
183–188 km 17.17 (3.4) 22.95 (5.0) -20.85 (4.1) 48.57 (7.6) 39.79 (5.4)
188–193 km 14.64 (2.9) 25.01 (5.1) -20.75 (4.1) 50.37 (6.9) 19.87 (3.7)
193–198 km 15.00 (3.2) 23.31 (4.9) -17.27 (3.6) 48.33 (7.7) 24.65 (4.8)

soil moisture to conflict events, their causal effects on conflict events can only be

indirect. Given the indirect paths from soil moisture to armed conflict activity, ceteris

paribus, a one unit increase in soil moisture causes a decrease in the counted conflict

events at all spatial bins, including a -18.30 decrease for the non-spillover fitted model.

Therefore, hypothesis (H2 c) is also accepted. Isolating the indirect paths from the skin

temperature (H2 b) to armed conflict activity via population density, ceteris paribus,
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Table 6.2: Causal effects of skin temperature on conflict across distance bins. Values
are standardized estimates with standard errors in brackets. Asterisks denote statistical
significance at 5% (*), 1% (**), and 0.1% (***) levels.

Distance
Temperature Population
Civilians Battles Conflicts

Temperature
Battles Conflicts

Temperature Population
Civilians Conflicts

0 km 1.39 (0.83) 47.35*** (9.36) 2.93* (1.25)
3–27 km 0.13 (0.17) 63.34*** (7.50) 0.69 (0.72)
27–40 km 1.29* (0.65) 44.88** (7.31) 2.00** (0.82)
40–50 km 0.68 (0.52) 52.46*** (8.03) 2.91** (1.02)
50–59 km 0.52 (0.42) 41.22*** (6.28) 3.49** (1.28)
59–66 km 0.19 (0.26) 35.14*** (6.93) 1.66* (0.70)
66–73 km 0.87 (0.54) 55.63*** (7.76) 1.66*** (0.54)
73–80 km 0.58 (0.52) 68.62*** (8.88) 2.20* (1.04)
80–86 km 0.30 (0.48) 37.21*** (6.74) 3.70*** (1.18)
86–92 km 0.36 (0.27) 45.67*** (6.25) 1.46 (0.75)
92–99 km 2.05** (0.74) 36.79*** (5.86) 2.30*** (0.64)
99–104 km 1.31 (0.71) 58.73*** (8.06) 3.36* (1.41)
104–110 km 0.58 (0.56) 77.91*** (9.29) 2.79** (1.06)
110–116 km 2.15** (0.76) 24.85*** (5.65) 3.19*** (0.97)
116–121 km 0.95 (0.52) 42.72*** (7.28) 2.12* (0.98)
121–126 km 1.73* (0.70) 28.14*** (5.34) 3.39*** (1.01)
126–132 km 1.13* (0.51) 42.72*** (7.28) 1.82** (0.69)
132–137 km 0.82* (0.39) 30.58*** (6.75) 2.25*** (0.76)
137–142 km 1.53* (0.61) 37.31*** (6.87) 2.45*** (0.74)
142–147 km 1.58 (0.72) 49.34*** (7.62) 3.88*** (1.10)
147–152 km 0.35 (0.24) 29.54*** (5.69) 0.76 (0.49)
152–158 km 0.97* (0.45) 31.38*** (6.18) 2.28*** (0.71)
158–163 km 0.63 (0.51) 53.10*** (7.72) 2.55*** (0.90)
163–168 km 1.04 (0.56) 39.63*** (6.68) 3.04** (1.14)
168–173 km 0.71 (0.48) 30.67*** (6.47) 1.39 (0.83)
173–178 km 1.96* (0.87) 49.37*** (7.56) 2.85*** (0.78)
178–183 km 1.14 (0.65) 38.80*** (7.92) 1.93* (0.82)
183–188 km 1.84* (0.84) 43.89*** (7.36) 2.84** (1.08)
188–193 km 0.52 (0.50) 47.06*** (6.84) 2.79*** (0.85)
193–198 km 1.79* (0.90) 44.92*** (7.56) 2.12** (0.74)

computing causal effects did not yield significant results for all the spatial distances

as can be observed in Table 6.2. Therefore, hypothesis H2 b) is not accepted.

Finally, the third set of hypotheses states that causal effects of environmental con-

ditions on conflict events are agriculturally and demographically mediated. Whereas

wheat production was hypothesized to cause a decrease in the count of conflict events
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(H3 a), population density was hypothesized to cause an increase (H3 b). Given the

indirect paths from soil moisture and latent energy to armed conflict activity, ceteris

paribus, a one unit increase in wheat production causes an increase in counted conflict

events for all spatial distances, including a 14.02 unit increase at 0.1% statistical sig-

nificance level for the non-spillover model. Given the indirect paths from soil moisture

and latent energy to armed conflict activity, ceteris paribus, a one unit increase in

population density causes a 29.66 increase in the number of counted conflict events at

0.1% statistical significance level for the non-spatial model and similar significant pos-

itive estimates for other spatial distances (see Table 6.1). This evidence leads to the

rejection of the null hypotheses relative to the H3 a) and H3 b) hypotheses, whereas

hypothesis H3 a) is rejected and H3 b) is accepted at all spatial bins.

6.1.4 Conclusion and Future Work

Armed conflict research is advanced by applying causal methodology to non-experimental

data, enabling the retrieval of empirical causal structures, identification of causal

paths, and estimation of effects. The research confirms that environmental processes,

particularly soil moisture and latent energy, affect armed conflict through demographic

and agricultural mediators, addressing key gaps in environmental security literature.

Finally, the findings support the design of targeted policy interventions by identify-

ing causal mechanisms and mediators amenable to strategic action. In the context of

environmental security, this enables preventive strategies that interrupt causal paths

from environmental stressors to conflict outcomes, such as reducing population den-

sity through social or migration policies, or mitigating environmental pressures via

investments in hydrological infrastructure.

Future research should assess the robustness of the causal findings by relaxing the

causal sufficiency assumption and testing for sensitivity to unobserved confounders,

particularly social and political variables such as power-sharing, intergroup animosi-

ties, and horizontal inequality [261, 3, 188]. This can be achieved using existing causal

frameworks designed to account for unobserved confounding [33, 35, 140].

Additionally, the current analysis assumes linear structural relations in the SEM,

justified by the need for interpretability, estimation stability, and suitability as a first-

order approximation in data-constrained settings. Future research should extend this

by applying more flexible, non-linear SEMs to test the robustness of findings and

uncover potentially richer causal dynamics.
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6.2 Hybrid Threats

Hybrid threats, defined as the coordinated use of violent and non-violent means to

exploit vulnerabilities and influence adversaries below the threshold of armed con-

flict, pose an escalating challenge in an era of growing global interconnectedness. In

response, states have implemented a broad spectrum of potential counter-hybrid mea-

sures, including economic sanctions, cyber defense strategies, information campaigns,

and diplomatic initiatives. However, the effectiveness of these measures remains un-

certain due to the complex and opaque nature of hybrid threats, which often operate

across multiple domains and take place below the threshold of detection and attribu-

tion [125]. Therefore, researchers have resorted to modeling approaches.

While attempting to model hybrid threat dynamics, some authors have turned

to game theory to examine strategic interactions among rival states in an effort to

overcome the paucity of information available [25, 18]. Others have incorporated scarce

data sources into Bayesian modeling techniques [60, 24] with the aim of refining domain

knowledge with available data. Although current game-theoretic approaches struggle

to capture the complexities and uncertainties inherent in hybrid threat dynamics,

Bayesian modeling techniques, while effective at handling uncertainty, fall short in

representing strategic interactions.

This section proposes an integrated probabilistic and game-theoretic framework to

assess counter-hybrid threat measures under conditions of deep uncertainty. Draw-

ing on influence diagrams to model uncertainties in threat detection, attribution, and

mitigation as probabilistic relations [108], the approach is extended to a multi-agent

setting [128], enabling the inclusion of strategic interactions. The model captures both

cognitive and psychological aspects of deterrence through probabilistic reasoning [30],

and strategic decision-making via game-theoretic structures. The interaction between

two state-like agents is modeled such that the defender’s pay-off reflects the trade-off

between the costs of countermeasures and the potential damage from hybrid attacks,

whether successfully deterred or not. Optimal countermeasures are identified by max-

imizing expected pay-offs, while strategic equilibria are derived from the adversary’s

strategic responses.

In order to test the modeling approach, a cyber threat scenario on critical infras-

tructure was developed, inspired by real-world incidents. Policy experts and available

literature were consulted to identify relevant countermeasures to this cyber threat and

collate estimates of the cost, damage mitigation ability, and deterrence ability of each of

the counter-hybrid measures. These estimates provided a basis for analyzing counter-
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hybrid measures and allowed for gauging their effectiveness across different scenarios,

including scenarios where the adversary engages in strategic competition. To validate

the proposed approach, the findings were contextualized within the framework of ex-

isting studies, and sensitivity analyses were conducted to identify and quantify the

most influential variables driving the model’s outcomes.

While Section 6.2.1 outlines the methodology for the models considered and elic-

itation of expert knowledge, Section 6.2.2 highlights the experimental design of the

considered hybrid threat scenario. The results are introduced in Section 6.2.3, and

some concluding remarks are given in Section 6.2.4.

6.2.1 Methodology

This section outlines the underlying mechanism of the simulation model, along with

the process of eliciting inputs required to run simulations using the model. The full

scope of the proposed method, including the extent of expert involvement, is illustrated

in Figure 6.4.

The model considers the behavior of two agents possessing the characteristics of

sovereign states, following the two-agent approach of Balcaen et al. [25] and Attiah

et al. [18]. On one side, agent A aims to pursue its strategic objectives using hybrid

attacks. On the other side, agent B wishes to protect its national interests and deter

Determine
Hybrid Threat

Formulate
Counter-Hybrid

Measures

Elicit Model
Input Dis-
tributions Run CID

Simulations

Run MAID
Simulations

Run Sensitivity
Analysis

Interpret
Results

Domain Experts
Modeling

Figure 6.4: The figure illustrates the processes involved in counter-hybrid threat analysis.
Initially, domain experts identify the hybrid threat and develop corresponding counter-hybrid
measures. They also provide key input parameters, which are used to construct probabilistic
input distributions for the model. Samples from these distributions are used to run simula-
tions with the causal influence diagram (CID) as well as the multi-agent influence diagram
(MAID) model. Finally, a sensitivity analysis is performed and the model results are inter-
preted and compared with existing studies.
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and defend against hybrid attacks. Agent B, the defender, chooses a counter-hybrid

posture to deter or dissuade agent A from carrying out a hybrid operation. For this

reason, the strategy is referred to as a counter-hybrid measure. To this purpose, agent

B explores available counter-hybrid measures to dissuade the adversary from carrying

out hybrid attacks by altering the cost-benefit calculus [38]. The defender may also

adopt measures - such as the enhancement of detection and/or attribution capabilities

[212] - that would boost resilience and mitigate the potential impact of hybrid conducts

[82].

Both the counter-hybrid measure and the hybrid attack bear direct costs. Such

costs represent not only the resource costs but also costs involving, for instance, po-

litical capital to rally domestic and international support as well as potential costs

associated with escalation. The interaction between agents A and B is of a zero-sum

nature. Probabilities are used to reflect the considerable degree of uncertainty over the

value of key variables that lead to different outcomes. Examples are uncertainty asso-

ciated with the impact of counter-hybrid measures on the strategic calculus of agent A,

as well as with detection, attribution, and the mitigatory impact of the counter-hybrid

measure.

First, a causal influence diagram approach is introduced, enabling the optimiza-

tion of counter-hybrid deterrence strategies when the adversary’s responsiveness is

estimated probabilistically. This approach is then extended into a multi-agent influ-

Counter-
Hybrid

Measure DD

Hybrid
Conduct
XC (DC)

Pay-off XΘ

Counter-
Hybrid

Costs UΓ

Hybrid
Conduct
Costs UHAgent B Total

Pay-off UDP

Agent A Total
Pay-off UCP

Figure 6.5: (Multi-agent) influence diagram encoding hybrid threat modeling. While
the bottom background layer groups the deterministic variables, the top layer represents the
probabilistic variables. Probabilistic relations are displayed by black arrows and deterministic
relations by grey arrows.
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ence diagram by modeling both agents as players within a game-theoretical framework,

allowing for the analysis of game equilibria.

Optimizing counter-hybrid strategy

A Bayesian network modeling technique is often used to account for the combination

of probabilistic and deterministic relationships [24, 268, 260, 123, 256]. The truncated

factorization of Chapter 3 is applied to factorize the joint probability distribution ef-

ficiently. Furthermore, the Bayesian networks will be extended to causal influence

diagrams as in Chapter 4 to further dissect the nodes of the graph into random vari-

ables, utility nodes, and decision nodes and allow for causal interventions. In the

first proposed modeling approach, the defender preemptively commits to a selected

counter-hybrid posture to deter or dissuade agent A from conducting a hybrid op-

eration, represented by a decision node. The adversary’s response is driven by the

estimated probability of successful dissuasion.

More formally, let DD be the decision variable describing the counter-hybrid mea-

sure, which is followed by XC , the random variable for the hybrid conduct. The

available strategies and state spaces for DD and XC are ΩDD
= {d1, . . . , dn} and

ΩXC
= {c1, . . . , cm} respectively. Each combination of counter-hybrid measure and

hybrid operation variables leads to a discrete pay-off random variable XΘ with state

space ΩXΘ = {θ1, . . . , θk} representing the interaction pay-off structure excluding di-

rect costs. Because the pay-off structure from hybrid and counter-hybrid interaction

are separated from the direct cost of hybrid operation and counter-hybrid measure,

it is assumed that the pay-off structure has a zero-sum game component, meaning

a positive value θ ∈ ΩXΘ corresponds to the gain of agent B and the loss of agent

A, while a negative value for θ ∈ ΩXΘ represents a gain for agent A and the loss

for agent B. The direct costs for the counter-hybrid measure and the hybrid attack

are drawn from a cost probability function and denoted by UΓ and UH respectively,

where the costs for the counter-hybrid measure has state space ΩUΓ = {γ1, . . . , γn}
with γi ≥ 0 for i = 1, . . . , n and the costs for the hybrid attack has state space

ΩUH
= {η1, . . . , ηm} with ηi ≥ 0 for i = 1, . . . ,m. The total pay-off can finally be

calculated by UDP = XΘ − UΓ for agent B and UCP = −XΘ − UH for agent A. The

causal influence diagram that corresponds with these relations is depicted in Figure

6.5.1

1While the cost variables are priorly drawn from probability distributions, they become deter-
ministic in the influence diagram, as only one cost value corresponds to a (counter-) hybrid measure
per experiment.
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Note that factorizing the direct costs in the initial pay-off node could have made

the influence diagram purely probabilistic. However, for clarification purposes, direct

costs have been separated from interaction costs. All probability distributions in the

influence diagram are typically assumed to be categorical, which makes the conditional

probabilities expressable via conditional probability tables.

Suppose that agent B has access to the potential costs of counter-hybrid measures

ΩUΓ = {γ1, . . . , γn}, their deterrence capacity P (c | d) and their ability to mitigate

potential damages P (θ | d, c). Agent B’s objective is to compute the counter-hybrid

measure that maximizes its total pay-off under the assumed probability distributions

[9]. Specifically, the goal is to find the intervention do(D = d) that maximizes agent

B’s expected total pay-off. Since the counter-hybrid measure node has no incoming

arrows (see Figure 6.5), intervening on a variable is the same as conditioning on this

variable [178]:

max
d1,...,dn

E[dp | do(DD = d)]

= max
d1,...,dn

∑
c

∑
θ

∑
γ

dpP (c, θ, γ, dp, | do(DD = d))

= max
d1,...,dn

∑
c

∑
θ

∑
γ

dpP (c | d)P (θ | d, c)P (γ | d)P (dp | γ, θ).

This can be formulated as an integer linear program (ILP):

max

k∑
h=1

m∑
j=1

n∑
i=1

θhwijhqijpi +

n∑
i=1

γipi

subject to

n∑
i=1

pi = 1

pi ∈ {0, 1} i = 1, . . . , n

Subgame perfect equilibrium

In optimizing the counter-hybrid strategy, probabilities are used to estimate the like-

lihood of successfully deterring the adversary after each measure. These probabilities

are determined ex-ante, meaning they are drawn before a counter-hybrid measure

is chosen. As a result, they do not account for any short-term pay-off adjustments

that occur during the interaction that eventually set the outcome in equilibrium. To

this end, the causal influence diagram approach is extended to multi-agent influence

diagrams [128, 90] to account for these strategic considerations, and the notion of
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equilibrium is addressed using the causal games that emerge from such diagrams.

Formally, the hybrid conduct node XC of Figure 6.5 is no longer modeled prob-

abilistically but is instead represented as a decision node DC . Additionally, the dis-

tinction between the two agents, A and B, is made explicit by assigning decision and

utility nodes to each respective player. Specifically, decision node DD and utility nodes

UDP and UΓ are assigned to agent B, while decision node DC and utility nodes UCP

and UH are associated with agent A.

A solution concept is necessary that pinpoints a subset of possible outcomes when

agents act rationally. As explained in Chapter 4, the subgame perfect equilibrium is

a natural solution concept in the causal games that emerge from MAIDS, which helps

eliminate non-credible threats. In the context of the hybrid threat game, non-credible

threat equilibria emerge when the attacker threatens to conduct a hybrid operation

despite it not being in their best interest in terms of pay-off.

Probability distributions and elicitation

Filling the influence diagram with accurate conditional probabilities is widely recog-

nized as a challenging task [123] and a rigorous elicitation process should be devel-

oped to ensure the highest degree of accuracy in the inputs. To maintain a realistic

perspective in the estimates, the cost, potential deterrence capacity, (either denial

or punishment), and resilience-enhancing ability of each counter-hybrid measure are

estimated on the basis of an in-depth literature review complemented with a mini-

Delphi approach with seven (junior) analysts with a background in strategic studies.

This resulted in probability distributions from which samples were drawn to conduct

the experiments. Initially, the parameters of these distributions were inspired by a

literature review. Subsequently, analysts made a one-time adjustment to the param-

eters, informed by visualizations of the resulting distributions. The specifics of these

probability distributions per variable are summarized in Table 6.3 while the exact

parameters are available in Appendix C.1. Values that are likely to be drawn from

these probability distributions indicate that they align closely with consensus in the

literature and the outcomes of the mini-Delphi survey, while values unlikely to be

drawn correspond to values that are less in alignment. By repeatedly sampling input

variables from these distributions independently, a total of 1000 experimental scenar-

ios were generated. These experiments can be considered semi-synthetic due to the

absence of a rigorous, standardized method for constructing the prior distributions for

these estimates, as described in Section 4.2.4, requiring reliance on the constructed

probabilistic representations.
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Table 6.3: Values drawn from probability distributions. Costs of counter-hybrid measures
and damaging impacts of hybrid attacks are expressed in US million dollars. While the costs
of counter-hybrid measures and damaging impacts of hybrid attacks are drawn from variants
of the normal distribution, the probability values for the ability to deter and the ability to
mitigate damaging impacts are drawn from their corresponding conjugate priors (Beta and
Dirichlet, respectively).

Value Meaning Probability Distribution

θh Potential damage of a hybrid attack
Drawn from different truncated normal
distributions for each category of dam-
aging impacts [170]

γi
Cost for conducting counter-hybrid
measure di

Drawn from different truncated normal
distributions for each counter-hybrid
measure di [170]

qij

Probability of the adversary conduct-
ing hybrid operation cj after counter-
hybrid measure di

Drawn from different Beta distributions
for each counter-hybrid measure

wijh

Probability of potential damage θh af-
ter the adversary conducts hybrid con-
duct cj and defender counter-hybrid
measure di

Drawn from different Dirichlet distribu-
tions for each counter-hybrid measure
and hybrid operation combination [228]

Despite the semi-synthetic nature of the experiments, all the counter-hybrid mea-

sures considered have been derived from real-world examples and their impacts have

been scored by experts, ensuring reflection of real-world variability and available em-

pirical evidence. As the modeling approach enables the exploration of dynamics that

cannot be empirically tested in the real world, the semi-synthetic nature of the data

is a necessary instrument to conduct this analysis. Furthermore, the flexibility of the

proposed framework ensures its applicability to other domains and hybrid threat types,

as the underlying principles and interactions are generalizable beyond the specific sce-

narios tested. This adaptability enhances its utility in addressing a broad spectrum

of hybrid threat challenges.

6.2.2 Experimental Design

A scenario is considered in which the defending agent B fears that revisionist agent

A attempts to destabilize and harm agent B through hybrid attacks. In particular,

the defender is aware of agent A’s offensive capabilities in the cyber and information

domains and is concerned that the latter will carry out a high-scale cyber-attack

against its critical infrastructures, such as power plants, and grids, water management

facilities, ports, the healthcare system and/or other essential services. Offensive cyber
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operations constitute a clear example of a hybrid threat below the threshold of large-

scale armed conflict. Indeed, cyber operations have become more prevalent in recent

years due to the technical, physical and logical layers of cyberspace and the pervasive

use of networks and technologies in our daily life [14].2 Furthermore, offensive cyber

operations may well produce material consequences resulting in considerable physical

damage such as for instance in the case of Stuxnet in Iran (2009), Shamoon in Saudi

Arabia (2012) or NotPetya in over sixty countries around the world (2017).

An anonymized list of plausible hybrid actions was constructed based on a series

of real-world malicious cyber operations drawn from the updated datasets compiled

by Valeriano and Maness [243], Stirparo et al. [234], and the Council on Foreign

Relations,2 as well as on a review of the relevant literature. In addition, given the

exponential development of new technologies and the evolving dynamics in current

conflicts, this was complemented with expert imagination, in an effort to anticipate

potential courses of action (and response), and key variables in the cyber domain

were distilled. Plausible counter-hybrid responses were identified, with experts select-

ing the top five cross-domain measures against malicious cyber attacks, summarized

in Table 6.4. These include both in-domain (cyberspace) and out-domain responses,

such as law enforcement, norm development, public diplomacy, and economic sanc-

tions. Viewed through cumulative deterrence, some measures aim to mitigate damage,

while others seek to deter aggression by altering adversaries’ cost-benefit assessments.

Alternatively, the defender can choose to refrain from engaging in counter-hybrid mea-

sures. Appendix C.1 contains the specifications of the measures, including probability

distributions that will be used to distill the costs, the probability of successful de-

terrence, and the probability of mitigating damaging effects for each of the different

counter-cyber measures.

Estimating the exact costs and damages from cyber attacks on critical infrastruc-

ture is challenging [88], but experts agree that the defender’s capacity to detect and

recover from such attacks significantly shapes their overall impact [163, 237]. Accord-

ingly, three categories of impact are considered: θ1 denotes severe disruption due to

ineffective detection and recovery; θ2 reflects substantial losses with partial or delayed

mitigation; and θ3 captures limited or negligible effects resulting from effective preven-

tive or responsive measures. As affected entities rarely disclose precise impact data,

potential impacts θ1, θ2, and θ3 are sampled from heavy-tailed half-normal distribu-

tions, following Lis and Mendel [146], with specifications provided in Appendix C.1 to

2Council of Foreign Relations, “Cyber Operations Tracker,” accessed December 1, 2022, https:
//www.cfr.org/cyber-operations/
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Table 6.4: Five Counter-Hybrid Measures

Domain Title Capability Rationale

Military
Active intelli-
gence sharing

Actively share your
collective intelligence
with allies.

Active intelligence sharing is
useful for bringing your allies
on board for political, public or
other types of collective attri-
bution.

Cyber

Boost cyber
resilience at the
wider societal
level

Introduce legislation
or collaboration that
requires individuals
and companies to
adopt sufficient levels
of cyber resilience,
based on the specific
risk exposure of the
subject.

Boosting cyber resilience at
the broader societal level is
one of the core tenets of a
whole-of-society approach to
hybrid/cyber threats.

Cyber
Employ of-
fensive cyber
capabilities

Use offensive cyber
operations in order to
undermine the target.

It is often the case that cy-
ber attacks are not directly at-
tributable. In the short term,
it provides a covert way to in-
fluence the target. The effect
of an offensive cyber attack is
scalable.

Legal
Market restric-
tions

Introduce legislation
to restrict an oppo-
nent from accessing
your market in a spe-
cific sector (such as
ICT).

Such a measure reduces the
possibilities for an adversary
to exploit vulnerabilities but
it may also clash with other
legal commitments (see inter-
national trade commitments
against market restrictions
based on nationality).

Diplomatic

Open deter-
rence messaging
through strate-
gic communica-
tions

Communicate one’s
strategic posture in
order to convince a
target to comply with
one’s strategic aims.

Being transparent with the
hostile actor regarding one’s
own strategic strengths and
possible actions. This increases
the possibility of a better-
informed decision by the hostile
actor.

capture the high variance and uncertainty inherent to such estimates.

6.2.3 Results

In this section, the results are discussed based on the experimental setup of the previous

section. First, the results of optimizing for the counter-hybrid measure are presented
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using estimated deterrence probabilities. This is followed by an analysis of the subgame

perfect equilibria, where the decision to conduct the hybrid attack is modeled as the

agent’s strategic choice.3

For each of the 1000 experiments, the effectiveness of the counter-hybrid measure

is ranked in terms of total pay-off for defending agent B from least optimal to most

optimal. A count plot of the rank of the counter-hybrid measures for all experiments

is displayed in Figure 6.6.

In summary, despite the high cost of imposing market restrictions (d4), they are of-

ten deemed the most optimal counter-hybrid measure due to the potential to mitigate

damages and to deny the adversary’s ability to carry out attacks. Intelligence sharing

(d1), valued for its cost-effectiveness, plays a crucial role in mitigating attack dam-

age by enabling timely defensive actions and fostering political support for collective

responses. While offensive cyber operations (d3) could disrupt enemy capabilities,

they carry high risks of escalation and have variable success rates. Boosting cyber

resilience (d2), though costly, is consistently rated effective for both damage mitiga-

tion and deterrence. Open deterrence communication (d5) hinges on the adversary’s

responsiveness to threats, requiring detection, attribution, and communication capa-

bilities to be successful. Lastly, in very rare draws, abstaining from counter-hybrid

Figure 6.6: The count of the specific rank that each of the counter-hybrid measures is
computed to attain.

3The modeling effort is publicly available at https://github.com/HCSS-Data-Lab/

Hybrid-Threat-Implementation.
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measures (d6) emerges as the most effective strategy.

To derive more meaningful insights, the focus is shifted from the specific outcomes

of individual measures to the broader results that can be drawn from the overarching

characteristics of these measures, especially considering that a well-designed elicitation

protocol would significantly enhance the interest and reliability of individual results,

while the same overarching characteristics would prevail.

Overall, the measures vary in several ways: some measures rely on their ability to

dissuade the adversary through punishment (open messaging, offensive cyber opera-

tions), others count on the ability to mitigate the potential damage when confronted

with an attack (intelligence sharing), and there are also measures that are a mixture of

both deterrence by denial and enhancing resilience (boosting cyber resilience and im-

posing market restrictions). While these characteristics are distributed evenly among

the optimal measures, the measure designated as optimal in most cases - i.e., imposing

market restrictions - is also the most versatile one with respect to both dissuasion as

well as resilience enhancement. In addition, the variance of the cost, ability to mit-

igate the damage and ability to deter are different for each of the measures as their

impact is mediated by favoring conditions. For instance, while deterrence by punish-

ment measures (open messaging and offensive cyber operation) can be very effective

counter-hybrid measures, they are also among the most ineffective measures for some

experiments as illustrated by Figure 6.6. This is because they rely heavily on their

effect on the adversary’s strategic calculus. When dissuasion is not successful, they

do not contribute to mitigating the damaging impact of hybrid conduct, leaving the

defender exposed.

In order to test how variations in input parameters influence the output of the

model, sensitivity analyses were conducted using the state-of-the-art tool of van Stein

et al. [233] for each of the counter-hybrid measures. Figure 6.7 presents the SHAP

summary plot for imposing market restrictions, which serves as a representative exam-

ple of the broader sensitivity analysis conducted. As can be observed from the figure,

the probability of successfully deterring the adversary q14, as well as the costs of the

measure γ4 are the most influential factors for the effectiveness of the counter-hybrid

measure. While the measure’s ability to mitigate the negative impact is comparatively

less influential overall, its role in increasing the probability of a negligible impact (ω413)

or reducing the likelihood of a severe impact (ω411) remains a significantly important

factor in evaluating its effectiveness. As the effectiveness of the measure is strongly

influenced by its ability to dissuade the adversary, there is a need to consider this fac-

tor not only probabilistically but also within a game-theoretic framework. By doing
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so, the subgame perfect equilibria were computed as detailed in the previous section,

providing a more comprehensive evaluation of the measures in a strategic context.

These subgame perfect equilibria for the same 1000 experiments are displayed in

Table 6.5, reflecting outcomes where agents seek to optimize their pay-off rationally.

The low occurrence of hybrid attacks indicates that the chosen counter-hybrid mea-

sures focus on deterring the adversary rather than mitigating the consequences of a

hybrid attack. Given that the adversary’s strategic calculus is assumed to be known,

the defending agent can strategically select the most cost-effective counter-hybrid mea-

sure that successfully deters the adversary from launching an attack. This explains

why intelligence sharing is preferred over market restrictions when both measures suf-

fice to deter the adversary. Moreover, when the strategic calculus is such that the

Figure 6.7: SHAP summary plot for counter-hybrid measure imposing market
restrictions: The y-axis represents the features ranked by their importance to the model

output. The x-axis shows the SHAP value, indicating the magnitude and direction of each
feature’s impact on the model output. The color gradient reflects the feature values.

Table 6.5: Subgame Perfect Equilibria Outcome Occurences

Counter-hybrid Measures
Hybrid Operation

Attack No Attack
D1 Intelligence Sharing 15 697

D2 Boosting Cyber Resilience 1 98
D3 Offensive Cyber Operation 3 76

D4 Market Restrictions 0 110
D5 Open Messaging 0 0

D6 No Deterrence Measure 0 0
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adversary is likely to proceed with a hybrid operation regardless of the counter-hybrid

measure, the subgame perfect equilibria suggest that the defending agent should com-

mit to cost-efficient counter-hybrid measures, such as intelligence sharing, to mitigate

the impact of the attack.

6.2.4 Conclusion and Future Work

This section proposed novel approaches to evaluate cross-domain counter-hybrid mea-

sures by balancing cost, deterrence, and damage mitigation under uncertainty, mod-

eled probabilistically and game-theoretically. The evaluation included 1000 scenarios

of malicious cyber operations, incorporating countermeasures derived from literature

and a mini-Delphi survey.

While general validation of the results remains challenging due to the ambiguous

nature of hybrid threats and the reluctance of targeted parties to disclose informa-

tion, contextualizing the findings within established models and prior studies provides

valuable insights. The results confirm that the most effective counter-hybrid mea-

sures tend to be the most costly, supporting previous claims that hybrid threats can

economically strain defenders [25], and underscoring the importance of prioritizing

cost-effective, cross-domain strategies [18]. The analysis also supports democratic de-

terrence models advocating a whole-of-society approach [242], particularly highlighting

the utility of non-military measures like market restrictions and intelligence sharing

[258]. Finally, the sensitivity analysis reinforces the findings on existing modeling

efforts on deterrence in the cyber realm [130], emphasizing that the effectiveness of

such threats is heavily contingent upon the adversary’s susceptibility to countermea-

sures. Deterrence by punishment measures, for instance, only work well when the

adversary is responsive to such measures [158]. The modeling exercise indicates that

even a small enhancement in understanding the aggressor’s plausible receptiveness to

counter-hybrid measures could lead to a significant enhancement in the assessment of

the effectiveness of measures. This implies that resources spent on anticipating the

adversary’s reaction to possible counter-hybrid measures are conditional on the effect

of the counter-hybrid measures.

Two key directions for future research are identified. First, applying elicitation

methods for probabilities and utilities from Chapters 3 and 4, in direct consultation

with policy-makers, would improve the precision of model inputs. Second, extending

experiments to cross-domain hybrid threat scenarios beyond the cyber domain would

increase realism by better capturing the complexity of modern hybrid threats.
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Conclusions and Future Work

This thesis advances the application of (strategic) causal frameworks within the con-

text of complex security environments. It does so by surveying and developing method-

ological approaches that are subsequently applied to substantive policy challenges.

This final chapter provides a summary of all previous chapters and thereby discusses

how this thesis contributes to addressing the research questions. The conclusion then

turns to address the broader implications and contributions of this research, structured

around the challenges of causal inference, its policy relevance, remaining research gaps,

and the thesis’s theoretical, methodological, empirical, and societal significance. Fi-

nally, future research avenues are proposed.

7.1 Summary

Chapter 1: The introduction establishes the context for integrating causal inference

with strategic interaction in complex security environments. It identifies a critical re-

search gap: while game theory is widely used in strategic studies, causal inference re-

mains notably underutilized despite its importance for evidence-based policy-making.

This gap persists because complex security environments—featuring interference ef-

fects, strategic interdependence, and adaptive adversaries—violate fundamental as-

sumptions of standard causal models. Additionally, the mathematical complexity and

computational demands of existing causal methods create implementation barriers for

practitioners. The chapter outlines how this dissertation addresses these challenges

through an integrated framework that enables the application of causal inference in

complex security environments. The research questions are structured to examine the
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necessary conceptual frameworks (RQ1), develop computationally efficient methods

(RQ2), and demonstrate practical applications (RQ3) in such security environments.

Chapter 2: The preliminary chapter presents the fundamentals of probability the-

ory, graphical models, and game theory. These elements establish the foundational

terminology and conceptual framework that underpin the development of the subse-

quent chapters.

Chapter 3: This chapter organizes fragmented causal inference methods into Pearl’s

causal hierarchy. The hierarchy contains three levels: association (seeing), interven-

tion (doing), and counterfactual (imagining). Each level requires specific mathematical

tools. The associational level uses Bayesian networks to model observational relation-

ships. The interventional level employs causal Bayesian networks and do-calculus to

estimate causal effects. The counterfactual level needs structural causal models for

retrospective analysis. By identifying which causal concepts belong to each level, this

chapter answers RQ1.1: What fundamental causal concepts are necessary for structur-

ing and differentiating causal relationships, particularly in the context of Pearl’s causal

hierarchy? Additionally, the chapter reveals critical assumptions for each method, an-

swering RQ1.2: What key assumptions underpin causal inference applications across

Pearl’s causal hierarchy? It shows how relaxing standard assumptions necessitates

alternative causal structures that explicitly model the resulting complexities. It also

distinguishes parametric methods from non-parametric methods. For contexts where

the no-interference assumption fails, the chapter adopts the spatially explicit struc-

tural equation model as an alternative framework that explicitly models spillover ef-

fects. The chapter equips practitioners with decision criteria to select methods based

on their policy questions.

Chapter 4: This chapter integrates causal reasoning with strategic decision-making

to model complex security environments. The chapter introduces game-theoretic foun-

dations (normal-form, extensive-form, and Bayesian games) before extending them to

incorporate causal structures. Multi-agent influence diagrams combine game theory

with causal graphs, enabling simultaneous modeling of strategic interactions and causal

mechanisms. These form the basis of causal games, where equilibrium strategies in-

duce causal Bayesian networks. By showing how causal games enable policy-makers

to compute both strategic equilibria and causal intervention effects within a unified

framework, the chapter answers RQ1.3: What methods exist for integrating causal rea-
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soning with strategic decision-making in complex security environments, and how can

they be applied? The chapter provides practical guidance on model selection based on

problem structure and details the elicitation requirements for implementation. Exam-

ples from deterrence scenarios demonstrate how this framework captures the interplay

between causal effects and strategic adaptation in complex security environments.

Chapter 5: The most technical contributions of this thesis are presented in this

chapter, where a method is presented to approximate optimal causal interventions

in hybrid Bayesian networks. The chapter first introduces an approach for approxi-

mate inference based on discretization and decision diagrams. This approach achieves

over 10x speedup compared to traditional methods, while Pareto fronts reveal how

practitioners can balance computational cost against inference accuracy. These vi-

sualizations show precisely how many discretization bins to use for desired accuracy

levels, providing implementation guidance. This systematic analysis of the accuracy-

efficiency trade-off answers RQ2.1: How can inference be performed efficiently to ac-

curately estimate the effects of causal interventions while maintaining computational

feasibility? Finally, this method is then embedded in a broader framework that, in

combination with optimization algorithms, can approximate optimal interventions in

such hybrid Bayesian networks. Empirical evidence shows that while local methods

(BFGS, Powell, OnePlusOne) perform poorly, differential evolution and NGOpt con-

sistently outperform random search, demonstrating that these problems contain suffi-

cient structure for heuristic optimizers to exploit. This performance comparison across

multiple optimization techniques answers RQ2.2: How can optimization techniques be

integrated with causal inference to optimize over causal interventions efficiently under

budget constraints?

Chapter 6: This chapter applies the previously introduced concepts and validates

the scientific contributions in the context of complex security environments, thereby

addressing RQ3: How can the proposed (strategic) causal concepts be applied to com-

plex security environments? Two applications are examined. First, causal frameworks

from Chapter 3 are applied to environmental conflict in Iraq. A causal discovery

algorithm uncovers the empirical structure linking environmental factors to conflict

from 294 municipal observations. The analysis reveals that soil moisture and latent

energy affect conflict through demographic and agricultural mediators. Spatially ex-

plicit structural equation models estimate these effects while accounting for interfer-

ence between municipalities. This application proves that causal methods can identify
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actionable intervention points in conflict prevention. The second application examines

hybrid threat deterrence using the causal game-theoretic framework from Chapter 4.

A causal influence diagram models how states select counter-hybrid measures against

cyber attacks on critical infrastructure. Integer linear programming identifies market

restrictions and intelligence sharing as optimal counter-hybrid measures across 1000

scenarios. The multi-agent extension computes subgame perfect equilibria, showing

that the deterrer prioritizes cost-effective deterrence over damage mitigation when

adversaries act strategically. Sensitivity analysis confirms that the effectiveness of

counter-hybrid measures depends primarily on adversary responsiveness. This appli-

cation demonstrates how causal game theory informs security policy under strategic

contestation.

7.2 Conclusions

Causal inference has evolved significantly across disciplines since David Hume’s 18th-

century philosophical inquiries into the nature of causation. Medicine advanced the

field through the development of randomized controlled trials in the mid-20th century,

establishing rigorous methods for determining treatment effects. Computer science has

recently transformed causal inference from observational data, with Judea Pearl de-

veloping graphical models and the do-calculus for causal reasoning [178], Peter Spirtes

pioneering constraint-based algorithms for causal discovery [231], and Elias Barein-

boim advancing methods for causal inference across heterogeneous domains [28].

While these sophisticated causal methods have remained largely confined to com-

puter science and clinical domains, strategic studies would benefit immensely from

their systematic application to evaluate policy interventions. Policy-makers must dis-

tinguish between actions that genuinely reduce conflict and those that merely correlate

with peaceful periods. Without causal analysis, security interventions risk squan-

dering resources on ineffective measures or inadvertently escalating conflicts through

misguided policies. Accurate prediction of causal intervention outcomes becomes par-

ticularly essential in complex security environments. In these environments, interven-

tions trigger cascading effects that spread across regions and organizations, making

it crucial for policymakers to understand both immediate outcomes and secondary

consequences. Moreover, adversaries actively exploit gaps in causal understanding by

adapting their tactics to circumvent interventions, shifting operations to areas where

policy effects are weakest.

However, applying causal inference to complex security environments faces signifi-
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cant obstacles. Standard causal models rely on assumptions that these environments

often violate, especially the no-interference assumption, which requires that the in-

tervention of one unit does not affect the outcome of another. In practice, policy in-

terventions can cause armed groups to move to neighbouring areas, creating spillover

effects that undermine these assumptions. Additionally, traditional causal frameworks

struggle to model multiple strategic actors who anticipate and adapt to interventions.

Adversaries observe security policies and change their tactics, altering the very causal

relationships that analysts aim to understand. These technical limitations, along with

the mathematical complexity of advanced causal methods, create a considerable imple-

mentation gap, preventing security practitioners from using tools that could improve

their decision-making.

This dissertation addresses these challenges by extending causal inference beyond

its traditional computational foundations, adapting its core concepts to be more ap-

plicable within complex security studies. By clarifying foundational concepts in both

causality and game theory, it demonstrates how these analytical tools can be inte-

grated to tackle the unique problems of complex security environments. The thesis

illustrates how causal reasoning, when combined with models of strategic interaction,

provides a robust framework for understanding and guiding policy interventions in

environments defined by uncertainty, interdependence, and competing objectives.

The findings of this research reveal that concepts from causal inference, when prop-

erly adapted to account for the characteristics of complex security environments such

as interference and strategic interactions, provide a powerful framework for addressing

these environments. Specifically, the research demonstrates that while sophisticated

causal methods already exist in other domains, such as spatially explicit structural

equation models in ecology, they require systematic extraction, restructuring, and

adaptation to become operational in strategic studies. By organizing these disparate

methods within Pearl’s causal hierarchy and connecting them to specific policy ques-

tions, this thesis establishes how causal tools can be systematically applied to improve

decision-making in security environments characterized by uncertainty, interdepen-

dence, and competing interests.

The thesis further concludes that the implementation gap between theoretical

causal methods and practical security applications can be bridged through compu-

tational innovation. The development of efficient approximation methods for optimal

causal interventions in hybrid Bayesian networks demonstrates such innovation. By

achieving over 10x speedup compared to traditional methods while maintaining accu-

racy, and by providing clear visualization of accuracy-efficiency trade-offs, these tools
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enable policy-makers to make informed choices about computational resources ver-

sus analytical precision. This computational contribution transforms abstract causal

theory into actionable decision support.

Finally, this thesis concludes that causal game-theoretic frameworks generate ac-

tionable policy insights when applied to real-world security contexts. The case studies

on environmental conflict in Iraq and hybrid threat deterrence demonstrate that these

models can effectively handle the defining features of complex security environments:

spatial interference between units, strategic adaptation by multiple interdependent

actors, and pervasive uncertainty. The empirical findings reveal that latent energy

and soil moisture indirectly cause conflict activity through demographic and agricul-

tural mediators, while the game-theoretic analysis identifies which characteristics of

counter-hybrid measures effectively deter adversaries from conducting hybrid oper-

ations. These results demonstrate that this integrated approach enhances security

policy effectiveness by anticipating strategic responses and enabling targeted interven-

tions based on causal understanding.

In conclusion, this research provides a structured, accessible approach to the ap-

plication of causal inference within strategic studies. The contributions of this thesis

span multiple dimensions, each addressing distinct aspects of the challenge of apply-

ing causal inference to complex security environments. The following sections detail

how this work advances the field through theoretical, methodological, empirical, and

societal contributions.

Theoretical Contributions: The dissertation presents a structured framework

for integrating causal inference and strategic interaction in complex security environ-

ments. Pearl’s causal hierarchy, which organizes causal reasoning across three levels

(association for observational relationships, intervention for effects of manipulations,

and counterfactuals for retrospective analysis of alternative scenarios), provides the

foundational structure. The first theoretical contribution of this dissertation system-

atically maps existing causal concepts and their underlying assumptions onto this

hierarchy, providing practitioners with clear guidance on which causal tools are ap-

propriate for specific security policy questions. This mapping enables more effective

alignment between policy questions and analytical methods by making explicit the

assumptions required at each level.

Recent work has begun integrating game-theoretic elements into causal models [91],

but these approaches have remained largely bereft of real-world application due to

their technical complexity. The second theoretical contribution enhances the practical

accessibility of these existing methods by explicitly specifying the foundational game-
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theoretic elements, clarifying their intersection with causal concepts, and detailing the

model inputs and data requirements needed for implementation in security contexts.

This operationalization bridges the gap between theoretical frameworks and practical

application.

Methodological Contributions: To address implementation barriers, the thesis

develops computational innovations that make sophisticated analytical tools practi-

cally viable for security practitioners. The primary methodological contribution is a

novel approach for approximating causal interventions in hybrid Bayesian networks

through discretization and knowledge compilation. This method directly addresses

the computational constraints that can prevent practitioners from applying analytical

tools. It demonstrates through empirical evaluation how the approach balances in-

ference accuracy with computational feasibility. The trade-off between computational

cost and accuracy is systematically analyzed and visualized through Pareto fronts,

which provide practitioners with guidance on parameter selection based on their spe-

cific accuracy and resource requirements. The dissertation embeds the approximation

method within an optimization framework that enables evaluation of multiple causal

interventions. This framework benchmarks various optimization algorithms and allows

practitioners to identify optimal interventions while respecting real-world resource lim-

itations.

Empirical Contributions: This dissertation demonstrates practical applicabil-

ity through two applications that exemplify complex security challenges. The first

application analyzes environmental conflict in Iraq, applying causal discovery meth-

ods to uncover mechanisms linking environmental factors to violence. The analysis

uses literature-informed variable selection to guide causal discovery and accounts for

spatial interdependencies in computing causal estimates of conflict incidence across

geographical units.

The second application focuses on hybrid threat deterrence, demonstrating how

strategic causal models can inform counter-hybrid strategies. This case models ad-

versarial hybrid operations using causal influence diagrams and uses integer linear

programming to identify optimal counter-hybrid measures. The application extends

to multi-agent settings where subgame perfect equilibria are computed to determine

optimal strategies under strategic contestation, with sensitivity analysis providing in-

sights into how different variables impact equilibrium outcomes.

Societal Contributions: These empirical applications demonstrate the thesis’s

broader societal and policy contribution by validating how strategic causal models

inform real-world decision-making. The Iraq case study reveals how environmental
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variables drive conflict through specific causal pathways that enable targeted pol-

icy responses that account for spatial spillovers between regions. The hybrid threat

analysis quantifies the effectiveness of different deterrence measures, helping policy-

makers optimize resource allocation across defensive measures. These findings illus-

trate the practical value of integrating causal reasoning with strategic elements to

support evidence-based policy in contested environments. Beyond security contexts,

this approach applies to any domain where policymakers must navigate both causal

complexity and strategic interdependence among competing actors.

While this thesis advances the integration of causal inference and strategic inter-

action, significant challenges remain that limit the full realization of these methods

in complex security environments. The contributions presented here represent im-

portant steps forward, yet they also illuminate critical gaps that must be addressed

before causal game-theoretic frameworks can reach their full potential in such security

environments.

Theoretically, Pearl’s causal hierarchy rests upon structural causal models where

recursiveness is often assumed. However, most complex security environments ex-

hibit inherent feedback loops and cyclical dynamics. Escalatory dynamics, where

actions and counteractions spiral through cycles of increasing intensity, are fundamen-

tally cyclic in nature and violate standard recursiveness assumptions. The theoretical

foundations for integrating cyclic causal models with strategic interaction remain un-

derdeveloped, limiting the framework’s ability to capture these dynamics in strategic

settings.

Methodologically, the no-interference assumption, which requires that interventions

for one unit do not affect others’ outcomes, is highly unlikely to hold in complex se-

curity environments where spillover effects are ubiquitous. While this thesis intro-

duces spatially explicit structural equation models to partially address this limitation,

the vast majority of causal research continues to rely on no-interference assumptions.

Methods that can simultaneously handle various forms of interference, while account-

ing for strategic interaction, remain computationally intractable or theoretically in-

complete.

Empirically, real-world security settings often suffer from limited, sensitive, and

inconsistently structured data due to secrecy, classification, and covert activities. At

the same time, there is a lack of rigorous empirical validation, as it is rarely possible

to evaluate the effectiveness of real-world policy interventions. Most causal game-

theoretic methods require complete data or rely on strong assumptions when data

is missing, making them ill-suited to these challenges. Strategic concealment further
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complicates both data availability and validation, reinforcing the gap between theory

and practice.

7.3 Future Work

Numerous avenues for advancing the theory, methodology, and empirical validation

have been explored throughout this thesis. The present discussion is limited to future

directions aimed specifically at addressing the broader research gaps outlined above.

Addressing the theoretical gaps requires extending causal frameworks beyond their

current acyclicity constraints. Research is now emerging that accounts for the existence

of feedback loops in structural causal models [36], but more research is necessary to

fully integrate these cyclic structures with strategic contestation. Future work should

develop mathematical foundations that can represent escalatory dynamics and feed-

back loops while maintaining the analytical tractability needed for policy applications.

This includes establishing identification criteria for causal effects in cyclic strategic sys-

tems and developing equilibrium concepts that account for how causal relationships

evolve through repeated strategic interactions.

To overcome methodological limitations, future research must develop scalable ap-

proaches for relaxing the no-interference assumption in strategic settings. Computa-

tional tractability is particularly critical here, as approximating causal interventions

under the no-interference assumption is already computationally demanding, and in-

troducing interference effects multiplies these challenges significantly. This highlights

the need for targeted research into which specific forms of interference are most rel-

evant in complex security environments, followed by the development of specialized

interference models that maintain computational tractability as a primary design con-

straint. Promising directions include leveraging machine learning advances to approx-

imate complex interference patterns efficiently and creating diagnostic tools that help

practitioners systematically identify which types of interference are most critical in

their specific contexts.

With respect to empirical data constraints, tailored data collection strategies must

be developed to accommodate the specific characteristics of complex security envi-

ronments. For example, in environmental security, international efforts to compile

climate-conflict indicators have enabled the environmental conflict analysis in this the-

sis. Similarly, advancing causal models in domains such as hybrid threat deterrence

will require investment in datasets capturing cyber activities, influence operations,

and multi-actor strategic behaviour. For domains where enhanced data availability
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remains unlikely, greater emphasis should be placed on structured expert elicitation,

including formal extraction of utilities, belief distributions, and strategic type assess-

ments from domain experts. While methods exist for discrete settings, further work

is needed to adapt these techniques for continuous domains and complex interdepen-

dencies. Regarding validation constraints, monitoring mechanisms must be built to

assess the effectiveness of interventions in real-world security contexts. This should

enable systematic evaluation of whether theoretical predictions translate into practical

outcomes and allow for further refinement of causal game-theoretic frameworks.

Finally, a valuable direction for future research lies in the development of plug-and-

play tools that enable users to apply causal game-theoretic analysis without requiring

proficiency in programming or advanced formal modeling. Such tools should offer

predefined templates, guided workflows, and user-friendly interfaces that allow practi-

tioners to input domain-specific knowledge and data, while automating the underlying

computational procedures. Embedding these methods within the curricula of strategic

and security studies, particularly as part of quantitative methods training, would fur-

ther support their diffusion. Doing so would equip future analysts and decision-makers

with accessible tools for causal reasoning in strategic contexts, without placing undue

technical demands on users.
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Appendix A

Acronyms and Notation

Conventions

A.1 Acronyms

A unified list of acronyms that are frequently used throughout the thesis is presented

in this section. It includes terms frequently encountered in the context of causal game

theory, as well as those related to the methodology introduced in Chapter 5, such as

discretization, decision diagrams, and optimization.

ADMG Acyclic Directed Mixed Graph

ATE Average Treatment Effect

BDD Binary Decision Diagram

BN Bayesian Network

BP Belief Propagation

CAIM Class-Attribute Interdependence Maximization

CBN Causal Bayesian Network

CM ChiMerge

CNF Conjunctive Normal Form

CPDAG Completed Partially Directed Acyclic Graph

CPT Conditional Probability Table

DAG Directed Acyclic Graph

DDN Dynamic Discretization

DE Differential Evolution
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EBP Bayesian Method with Adjusted Empirical Bayes Priors

EF Equal Frequency

EFG Extensive-Form Game

EW Equal Width

FFRCISTGS Finest Fully Randomized Causally Interpretable Structured Tree Graph

GES Greedy Equivalent Search

ID Influence Diagram

LiNGAM Linear Non-Gaussian Acyclic Model

MAID Multi-Agent Influence Diagram

MDLP Minimum Description Length Principle

MLE Maximum Likelihood Estimation

NFG Normal-Form Game

NPSEM-ie Non-Parametric Structural Equation Model with Independent Errors

PE ATE Percentage Error of the Average Treatment Effect

PGM Probabilistic Graphical Model

PO Potential Outcome

POF Potential Outcome Framework

RCT Randomized Controlled Trial

SCM Structural Causal Model

SEM Structural Equation Model

SESEM Spatially Explicit Structural Equation Model

SPE Subgame Perfect Equilibrium

SUTVA Stable Unit-Treatment Value Assumption

SWIG Single World Intervention Graph

VE Variable Elimination

WRMSE Weighted Root Mean Squared Error

A.2 Notation Conventions

The notation conventions that are used throughout this thesis can be found in Table

A.1.
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Table A.1: List of Frequently Used Notation Conventions

Symbol Object
A Set of Action Sets
Bj Discretized Bin
Γ Game
ch(Vi) Children of Node Vi

D Set of Decision Nodes
do Do-Operator
de(Vi) Descendants of Node Vi

E Set of Edges
E[Xi] Expected Value of Xi

F Set of Structural Functions
G Family of Graphs
G Graph
Gi Subgraph of Nodes Vj , where j ≤ i in the Topological Sort
GV ′ Mutilated Graph G with respect to V ′

M Agents
µi Higher-Order Belief
nonde(Vi) Non-Descendants of Node Vi

ρ Path
pa(Vi) Parents of Node Vi as Random Variables
pai Assignments of Parents of Node Vi

P (Xi), p(Xi) Probability Distribution of Xi (Discrete or Continuous)
S Structural Causal Model
σi Strategy
σ Strategy Profile
σ−i Partial Strategy
T Treatment Variable or Type Profile Tuple
U Set of Utilities
V Set of Nodes
W Set of Exogenous Variables
X Set of Random Variables
Xi Random Variable
X−i Random Variables X \Xi

x, xi Assignment of X, Xi

Y Dependent or Outcome Variable
Ω State Space
ΩXi State Space of Random Variable Xi

⊥⊥P Independence in Probability
⊥⊥G d-separation
< Ordering induced by Topological Sort
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B.1 Heatmap Results

As the computational cost becomes generally higher when the number of bins in the

discretization process increases, the heatmaps in this section focus on the quality of

discretization and inference. For example, the discretization EF9 in Pareto front of

Figure 5.5e dominates all other EF discretizations in terms of the error. Therefore,

EF9 returns in the heatmap of Table B.1 in the corresponding error and CPT inference

method column.

Table B.1: Heatmap summarizing the causal results: every box refers to a Pareto front
corresponding to discretization methods EF and EB, evaluation measure EMD, WRMSE and
PE ATE, and inferring CPT method MLE or EBP. The color indicates the number of bins
in the best approach for the corresponding experiment with respect to the chosen evaluation
measure: light blue stands for a small number of bins and dark blue means a large number of
bins. In the heatmap, a star indicates MDLP dominance over all solutions for that binning
strategy, a plus signifies CAIM dominance, a minus denotes ChiMerge dominance and a tilde
denotes dynamic discretization dominance.

Error measure EMD PE ATE

CPT method All EBP

Binning method – EF EW

Experiment N

CQ DGP 2500 EF30 EF30 EW25
Lalonde 2675 EF12 EF9* EW3*

MC 4000 EW30
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Table B.2: Heatmap summarizing all the non-causal results.

Error measure EMD WRMSE

CPT method NA EBP MLE EBP MLE

Binning method All EF EF EW EW

Experiment N

LG9 5000 EF30 EF17 EF17 EW12 EW12*
LG10 3000 EF30 EF17* EF17* EW10* EW10*
LG11 2000 EF30 EF12* EF12* EW8* EW8*
LG12 1000 EF30 EF12 EF12 EW8* EW8*
LG13 800 EF30 EF12 EF12 EW5* EW5*
LG14 600 EW30 EF8 EF8 EW8* EW8*
LG15 500 EW30 EF8 EF8 EW8* EW8*
LG16 400 EW30 EF8 EF8 EW5* EW5*
LG17 300 EW30 EF8 EF8 EW5* EW5*
LG18 200 EW30 EF5 EF5 EW5- EW5-
LG19 100 EW30 EF5 EF5 EW5- EW5-
LG101 100 EW30 EF5 EF5 EW8* EW8*
LG102 1050 EF30 EF12 EF12 EW8 EW8
LG103 1525 EF30 EF12 EF12 EW10* EW10*
LG104 575 EF30 EF5* EF5* EW5* EW5*
LG105 812 EF30 EF12 EF12 EW8* EW8*
LG106 1762 EF30 EF17 EF17 EW8* EW8*
LG107 1288 EF30 EF12 EF12 EW8* EW8*
LG108 338 EW30 EF8 EF8 EW5- EW5-
LG109 456 EW30 EF8 EF8 EW5* EW5*
LG110 1406 EF30 EF10 EF10 EW8- EW8-
LG111 1881 EF30 EF10* EF10* EW12* EW12*
LG112 931 EF30 EF10 EF10 EW5* EW5*
LG113 694 EW30 EF10 EF10 EW8* EW8*
LG114 1644 EW30 EF14 EF14 EW8- EW8-
LG115 1169 EF30 EF12 EF12 EW10* EW10*
LG116 219 EW30 EF5 EF5 EW5- EW5-
LG117 278 EW30 EF5 EF5 EW5- EW5-
LG118 1228 EF30 EF10 EF10 EW8* EW8*
LG119 1703 EF30 EF17 EF17 EW10* EW10*
LG120 753 EF30 EF12 EF12 EW8- EW8-
LG121 991 EF30 EF12* EF12* EW8* EW8*
LG122 1941 EF30 EF10 EF10 EW8* EW8*
LG123 1466 EF30 EF12 EF12 EW8* EW8*
LG124 516 EW30 EF10 EF10 EW5* EW5*
LG125 397 EW30 EF8 EF8 EW5* EW5*
NM1 500 EW30+ EF25+ EF25+ EW20+ EW20+
NM2 500 EF30+ EF30+ EF30+ EW30+ EW30+
NM3 500 EF30+ EF25+ EF25+ EW17+ EW17+
NM4 500 EF30+ EF30+ EF30+ EW25+ EW25+
NM5 100 EF30+ EF8+ EF8+ EW17+ EW17+
NM6 100 EF30+ EF30+ EF30+ EW25+ EW25+
NM7 100 EF30+ EF17+ EF17+ EW30+ EW30+
NM8 100 EF25+ EF25+ EF25+ EW30+ EW30+
Arth 1000 EW30
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B.2 Experimental Set-up

The experimental setup outlines the specifications of each of the experiments in terms

of their distribution and sample size.

Table B.3: The first 25 experiments involving linear Gaussian BNs parameterized by
Sobol sequences for the number of samples N and standard deviations. Each variable follows
a normal distribution N (µ, σ), with mean µ specified in the header and standard deviation
σ listed in the table.

P (X1) P (X2) P (X3) P (X4 | X1, X2) P (X5 | X3, X4)

µ 20 20 15 2X1 + 3X2 3X3 + 3X4

Experiment N σ σ σ σ σ

LG101 100 1 1 1 1 1

LG102 1050 5.5 5.5 5.5 5.5 5.5

LG103 1525 3.25 3.25 3.25 3.25 3.25

LG104 575 7.75 7.75 7.75 7.75 7.75

LG105 813 4.38 4.38 4.38 4.38 4.38

LG106 1763 8.88 8.88 8.88 8.88 8.88

LG107 1288 2.13 2.13 2.13 2.13 2.13

LG108 338 6.63 6.63 6.63 6.63 6.63

LG109 456 3.81 3.81 3.81 3.81 3.81

LG110 1406 8.31 8.31 8.31 8.31 8.31

LG111 1881 1.56 1.56 1.56 1.56 1.56

LG112 931 6.06 6.06 6.06 6.06 6.06

LG113 694 2.69 2.69 2.69 2.69 2.69

LG114 1644 7.19 7.19 7.19 7.19 7.19

LG115 1169 4.94 4.94 4.94 4.94 4.94

LG116 219 9.44 9.44 9.44 9.44 9.44

LG117 278 5.22 5.22 5.22 5.22 5.22

LG118 1228 9.72 9.72 9.72 9.72 9.72

LG119 1703 2.97 2.97 2.97 2.97 2.97

LG120 754 7.47 7.47 7.47 7.47 7.47

LG121 991 1.84 1.84 1.84 1.84 1.84

LG122 1941 6.34 6.34 6.34 6.34 6.34

LG123 1466 4.09 4.09 4.09 4.09 4.09

LG124 516 8.59 8.59 8.59 8.59 8.59

LG125 397 2.41 2.41 2.41 2.41 2.41
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Table B.4: Number of samples and parametrization of the experiments with the 11 extra
linear Gaussian Bayesian networks. These experiments are meant to isolate the effect of the
sample size on the Pareto front. Note that the samples in lower sample-sized experiments
are contained in the samples of experiments with higher sample sizes.

(a) Parametrization of all of the experiments

P (X1) P (X2) P (X3) P (X4 | X1, X2) P (X5 | X3, X4)

N (20, 2) N (20, 2) N (15, 2) N (2X1 + 3X2, 2) N (3X3 + 3X4, 2)

(b) Name and sample size of experiments

E
x
p
er
im

en
t

L
G
9

L
G
1
0

L
G
1
1

L
G
1
2

L
G
1
3

L
G
1
4

L
G
1
5

L
G
1
6

L
G
1
7

L
G
1
8

L
G
1
9

N 5000 3000 2000 1000 800 600 500 400 300 200 100

Table B.5: Name, number of samples, and parametrization of the experiments with the
Normal mixture model

Experiment N P (X1) P (X2 | X1 = 1) P (X2 | X1 = 0)

NM1 500 B(1, 1
2 ) N (21, 10) N (25, 1)

NM2 500 B(1, 4
5 ) N (21, 10) N (25, 1)

NM3 500 B(1, 1
2 ) N (6, 2) N (4, 2)

NM4 500 B(1, 4
5 ) N (6, 2) N (4, 2)

NM5 100 B(1, 1
2 ) N (21, 10) N (25, 1)

NM6 100 B(1, 4
5 ) N (21, 10) N (25, 1)

NM7 100 B(1, 1
2 ) N (6, 2) N (4, 2)

NM8 100 B(1, 4
5 ) N (6, 2) N (4, 2)

The following causal quadratic (CQ) experiment is adopted from Parikh et al. [176]:

Xi ∼ N (0, 1)

Yi(0) = βTXi + ϵ0 where ϵ0 ∼ N (0, 1)

Yi(1) = Yi(0)2 + αTXi + ϵ1 where ϵ1 ∼ N (0, 1)

Ti = expit(1TXi))

A maximum number of 30 bins was allowed for all experiments except for the

Lalonde dataset (12 bins maximum).
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B.3 Evaluation Measures

The conditional expected value of the target variable, E[Y | X], in the original Bayesian

network is compared with its counterpart in the discretised network, denoted Edisc[Y |
X], where X is a root node. To account for the distribution of X, the accuracy of

the discretized expectation is assessed using the weighted root mean squared error

(WRMSE):

WRMSE =

√∑
x

P (X = x)(E[Y | X = x]− Edisc[Y | X = x])2

where P (X = x) denotes the discretized probability that X takes value x. Note

that the number of values involved in WRMSE depends on the discretization of the

root node X.

For the causal Bayesian networks in Section 5.3.2, the average treatment effect

is obtained using the adjustment formula detailed in Chapter 3. The experiments

investigate the percentage error (PE) of the average treatment effect (ATE) as the

primary object of analysis:

PE = 100×
∣∣∣∣ATEtrue + ATEdisc

ATEtrue

∣∣∣∣ .
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C.1 Experimental Data of Deterring Hybrid Threat

This section specifies the details about the experiments of the experimental section by

specifying the probability distributions these experiments are drawn from.

The most damaging impact θ1 and the substantial impact θ2 are drawn from

the truncated normal distributions f(x, µ1, σ1, a, b) and f(x, µ2, σ2, a, b) respectively,

where a = 0, µ1, µ2 = 1000, 100 and σ1, σ2 = 300, 50 respectively [170]. Hence x

is drawn from the interval [0,∞]. Negligible damaging impact θ3 is drawn from a

positive half-normal distribution based on normal distribution N (0, 5). All values

represent millions of damaging costs.

The costs γi for each of the counter-hybrid measures di are drawn from truncated

normal distributions. The probability of the adversary conducting a hybrid operation

qij after counter-hybrid measure di is drawn from beta distributions as it is the con-

jugate prior to the Bernoulli distribution (assuming the adversary either attacks or

does not attack). Finally, the probabilities of the potential impact of hybrid conduct

wijh based on counter-hybrid measure di and attack cj are drawn from a Dirichlet

distribution as it is the conjugate prior to the categorical distribution and commonly

used in influence diagrams [228].

Active intelligence sharing. When intelligence is shared, this is not directly com-

municated to the adversary, leaving the probability that the adversary conducts a

hybrid operation after this measure q11 at Be(5, 5). However, this measure signifi-

cantly improves the mitigation ability of the damaging impact of the hybrid conduct
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leaving the probabilities being drawn from Dirichlet distribution:
w111

w112

w113

 ∼ Dir


4

8

12

 .

The cost of this measure accounts for losing confidential information to unauthorized

parties and is drawn from the truncated normal distributions f(x, µ, σ, a, b) with µ =

150, σ = 50 and a = 0. In case the adversary does not conduct a hybrid operation,

the probability that the damaging impact will be negligible is always 1.

Boost cyber resilience at the wider societal level. Boosting cyber resilience

works via deterrence by denial, leaving the probability that the measure dissuades

the adversary from committing a hybrid conduct q21 drawn from Be(4, 8) and the

mitigation of potential impact drawn from the following Dirichlet distributions:
w211

w212

w213

 ∼ Dir


3

5

8

 .

The cost of this measure is mostly carried by the private sector and is drawn from

truncated normal distribution f(x, µ, σ, a, b) with µ = 300, σ = 50 and a = 0.

Offensive cyber operation. An offensive cyber operation has deterrence by denial

as well as deterrence by punishment components. To compensate for the fact that the

measure can also backfire, the probability that this measure is successful in dissuading

the adversary from committing hybrid conduct q31 is drawn from Be(1, 1.2) and the

damage mitigation potential drawn from the following Dirichlet distributions:
w311

w312

w313

 ∼ Dir


1

1

1

 .

The costs of this measure contain the cost of setting up an offensive cyber unit as well

as the cost that comes with the associated attack. It is drawn from truncated normal

distribution f(x, µ, σ, a, b) with µ = 250, σ = 30 and a = 0.
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Market restriction. Imposing market restrictions works via deterrence by denial

and therefore the probability that this counter-hybrid measure dissuades the adversary

from committing hybrid conduct q41 is drawn from Be(2, 8). The probabilities of

potential impacts are drawn from the Dirichlet distribution
w411

w412

w413

 ∼ Dir


2

2

15

 .

Finally, the costs of the measure involve excluding certain private organizations from

the market and is drawn from truncated normal distribution f(x, µ, σ, a, b) with µ =

400, σ = 50 and a = 0.

Open deterrence messaging through strategic communications. Assuming

that the message involves some deterrence by punishment and there is uncertainty

involved in threatening, the probability that this deterrence measure successfully dis-

suades the adversary from committing a hybrid conduct q51 is drawn from Be(0.4, 2).

Damage mitigation is not involved and therefore the probabilities for damaging im-

pacts are drawn from the same Dirichlet distribution as no measure was taken:
w511

w512

w513

 ∼ Dir


12

6

2

 .

Finally, the costs of the measure also include costs of a risky escalation that one

commits to and is drawn from truncated normal distribution f(x, µ, σ, a, b) with µ =

500, σ = 250 and a = 0.

No deterrence measure. Assuming no deterrence measure taken d6, the prob-

ability that the adversary conducts a hybrid operation q61 is drawn from Be(5, 5).

Similarly, in case the defender does not conduct a deterrence effort and the adversary

conducts a hybrid operation the probability of each of the three impacts is drawn from

the Dirichlet distribution:
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
w611

w612

w613

 ∼ Dir


12

6

2

 .

In case the adversary does not conduct a hybrid operation, the probability that the

damaging impact will be negligible is always 1.

Figure C.1 and C.2 illustrate the distribution of successful deterrence and the

distribution of the potential impact of the malicious cyber attack, respectively.

Figure C.1: The probability that each of the counter-hybrid measures succeeds in deterring
the adversary sampled from Beta Distribution. While the green indicates the probability that
the adversary is successfully dissuaded, the red illustrates the probability that the adversary
still conducts a cyber operation.

Figure C.2: The probability that each of the counter-hybrid measures succeeds in miti-
gating the hybrid operation sampled from Dirichlet distribution. While the red indicates the
probability the hybrid operation has a severe impact, the blue indicates the operation has a
mediocre impact and the green indicates the hybrid operation has negligible impact.
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[36] Stephan Bongers, Patrick Forré, Jonas Peters, and Joris M Mooij. Foundations
of structural causal models with cycles and latent variables. The Annals of
Statistics, 49(5):2885–2915, 2021.

[37] Craig Boutilier, Nir Friedman, Moises Goldszmidt, and Daphne Koller. Context-
specific independence in bayesian networks. In Proceedings of the Twelfth In-
ternational Conference on Uncertainty in Artificial Intelligence, UAI’96, page
115–123, San Francisco, CA, USA, 1996. Morgan Kaufmann Publishers Inc.

137



Bibliography

[38] Aaron F. Brantly. The cyber deterrence problem. In 2018 10th International
Conference on Cyber Conflict (CyCon), pages 31–54, 2018.

[39] Charles Broyden. The Convergence of a Class of Double-rank Minimization
Algorithms: 2. The New Algorithm. IMA Journal of Applied Mathematics,
6(3), 09 1970.

[40] Randal E Bryant. Graph-based algorithms for Boolean function manipulation.
Transactions on Computers, 100(8):677–691, 1986.

[41] Simone Busetti. Causality is good for practice: policy design and reverse engi-
neering. Policy Sciences, 56(2):419–438, 2023.

[42] Federico Carli, Manuele Leonelli, Eva Riccomagno, and Gherardo Varando. The
r package stagedtrees for structural learning of stratified staged trees. Journal
of Statistical Software, 102:1–30, 2022.

[43] Nancy Cartwright. Causal diversity and the markov condition. Synthese,
121(1/2):3–27, 1999.

[44] Lars-Erik Cederman and Nils B Weidmann. Predicting armed conflict: Time to
adjust our expectations? Science, 355(6324):474–476, 2017.

[45] R. L. Chambers, Hugh Kennedy, John E. Woods, Majid Khadduri, and Ger-
ald Henry Blake. Iraq. Encyclopedia Britannica, 2024.

[46] Mark Chavira and Adnan Darwiche. On probabilistic inference by weighted
model counting. Artificial Intelligence, 172(6-7):772–799, 2008.

[47] Debo Cheng, Jiuyong Li, Lin Liu, Jixue Liu, and Thuc Duy Le. Data-driven
causal effect estimation based on graphical causal modelling: A survey. ACM
Computing Surveys, 56(5):1–37, 2024.

[48] David Maxwell Chickering. Optimal structure identification with greedy search.
Journal of Machine Learning Research, 3:507–554, mar 2003.

[49] John Y. Ching, Andrew K. C. Wong, and Keith C. C. Chan. Class-dependent
discretization for inductive learning from continuous and mixed-mode data.
IEEE Transactions on Pattern Analysis and Machine Intelligence, 17(7):641–
651, 1995.

[50] SEDAC CIESIN. Gridded population of the world, version 4 (gpwv4): pop-
ulation density. Center for International Earth Science Information Network-
CIESIN-Columbia University. NASA Socioeconomic Data and Applications Cen-
ter (SEDAC). https://doi. org/10.7927/H4DZ068D, 2015.

[51] Stephen R Cole and Constantine E Frangakis. The consistency statement in
causal inference: a definition or an assumption? Epidemiology, 20(1):3–5, 2009.

138



Bibliography

[52] Diego Colombo, Marloes H. Maathuis, Markus Kalisch, and Thomas S. Richard-
son. Learning high-dimensional directed acyclic graphs with latent and selection
variables. The Annals of Statistics, pages 294–321, 2012.

[53] Juan Correa and Elias Bareinboim. A calculus for stochastic interventions:causal
effect identification and surrogate experiments. Proceedings of the AAAI Con-
ference on Artificial Intelligence, 34(06):10093–10100, Apr. 2020.

[54] David Roxbee Cox. Planning of experiments. Wiley, 1958.

[55] Peter M Cox, Richard A Betts, Chris D Jones, Steven A Spall, and Ian J Totter-
dell. Acceleration of global warming due to carbon-cycle feedbacks in a coupled
climate model. Nature, 408(6809):184–187, 2000.

[56] Giso H. Dal, Alfons W. Laarman, Arjen Hommersom, and Peter J.F. Lucas. A
compositional approach to probabilistic knowledge compilation. International
Journal of Approximate Reasoning, 138:38–66, 2021.

[57] Giso H Dal and Peter JF Lucas. Weighted positive binary decision diagrams for
exact probabilistic inference. International Journal of Approximate Reasoning,
90:411–432, 2017.

[58] David Danks. Unifying the mind: Cognitive representations as graphical models.
Mit Press, 2014.

[59] Adnan Darwiche and Pierre Marquis. A knowledge compilation map. Journal
of Artificial Intelligence Research, 17:229–264, 2002.

[60] Paul K Davis, Angela O’Mahony, Christian Curriden, and Jonathan Lamb. In-
fluencing adversary states: Quelling perfect storm. Technical report, RAND
CORP SANTA MONICA CA, 2021.

[61] A Philip Dawid. Causal inference without counterfactuals. Journal of the Amer-
ican Statistical Association, 95(450):407–424, 2000.

[62] A. Philip Dawid. Beware of the dag! In Proceedings of Workshop on Causality:
Objectives and Assessment at NIPS 2008, volume 6, pages 59–86, Whistler,
Canada, 12 Dec 2010. PMLR.

[63] Jacob de Nobel, Furong Ye, Diederick Vermetten, Hao Wang, Carola Doerr, and
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Escobedo, and Juan-Carlos Arteaga-Arcos. A continuous bayesian network for
earth dams’ risk assessment: an application. Structure and Infrastructure Engi-
neering, 10(2):225–238, 2014.

139



Bibliography

[66] Tom Deligiannis. The evolution of environment-conflict research: Toward a
livelihood framework. Global Environmental Politics, 12(1):78–100, 2012.

[67] Eliana Duarte and Liam Solus. Representation of context-specific causal mod-
els with observational and interventional data. Journal of the Royal Statistical
Society Series B: Statistical Methodology, page qkaf059, 2025.

[68] Alexander D’Amour, Peng Ding, Avi Feller, Lihua Lei, and Jasjeet Sekhon.
Overlap in observational studies with high-dimensional covariates. Journal of
Econometrics, 221(2):644–654, 2021.

[69] Frederick Eberhardt. Introduction to the epistemology of causation. Philosophy
Compass, 4(6):913–925, 2009.

[70] Frederick Eberhardt and Richard Scheines. Interventions and causal inference.
Philosophy of Science, 74(5):981–995, 2007.

[71] Usama M. Fayyad and Keki B. Irani. Multi-interval discretization of continuous-
valued attributes for classification learning. In International Joint Conference
on Artificial Intelligence, 1993.

[72] Hanne Fjelde and Nina Von Uexkull. Climate triggers: Rainfall anomalies,
vulnerability and communal conflict in sub-saharan africa. Political Geography,
31(7):444–453, 2012.

[73] Roger Fletcher. A new approach to variable metric algorithms. The Computer
Journal, 13(3):317–322, 01 1970.

[74] Malcolm Forster, Garvesh Raskutti, Reuben Stern, and Naftali Weinberger. The
frugal inference of causal relations. The British Journal for the Philosophy of
Science, 69(3):821–848, 2018.

[75] James Fox, Tom Everitt, Ryan Carey, Eric D Langlois, Alessandro Abate, and
Michael J Wooldridge. Pycid: A python library for causal influence diagrams.
In SciPy, pages 65–73, 2021.

[76] Drew Fudenberg and Jean Tirole. Game theory mit press. Cambridge, MA, 86,
1991.

[77] Salvador Garćıa, Julián Luengo, José Antonio Sáez, Victoria López, and Fran-
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Summary

Effective policy-making requires a clear understanding of what truly causes a problem.

Only through such understanding can policymakers develop targeted interventions that

achieve the desired outcomes. However, establishing causal relationships presents a

significant challenge, as observed patterns do not automatically indicate true cause-

and-effect relationships.

This thesis provides various tools for applying causal analysis methods to complex

security environments. What distinguishes some of these methods is their considera-

tion of how different parties react to one another. In complex security environments,

countries, organizations, and groups do not act in isolation; they anticipate each other’s

actions and adapt their behavior accordingly.

The thesis presents a structured framework that supports policymakers in selecting

appropriate analytical methods for specific policy questions. For each method, the

necessary assumptions are explained along with practical guidance for implementation.

Additionally, it demonstrates how causal analysis can be combined with strategic

thinking by incorporating the intentions and potential reactions of adversaries.

A concrete methodological innovation involves the development of an automated

method for identifying optimal intervention points. This approach enables policy-

makers to specify desired policy objectives, after which algorithms determine which

interventions are most effective and how relevant variables should be adjusted.

The practical applicability is demonstrated through two current security challenges:

hybrid threats and climate-related conflicts. These cases are characterized by inherent

uncertainty, multiple strategic actors, and mutual dependencies.

The research results in an analytical toolkit for decision-making in complex security

environments. These instruments not only facilitate more informed policy choices

but also contribute to developing the analytical capabilities necessary for navigating

strategic complexity in contemporary security issues.
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Bij het maken van beleid is het cruciaal om te begrijpen wat werkelijk de oorzaak is

van een probleem. Alleen zo kunnen beleidsmakers doeltreffende maatregelen nemen

die het gewenste effect sorteren. Het vaststellen van causale relaties vormt echter een

uitdaging, aangezien waargenomen patronen niet automatisch wijzen op duidelijke

oorzaak-gevolg relaties.

Dit proefschrift biedt verschillende handvaten bij het toepassen van causale ana-

lysemethoden op complexe veiligheidsvraagstukken, waarbij specifiek aandacht wordt

besteed aan methoden die rekening houden met hoe verschillende partijen op elkaar

reageren. In veiligheidssituaties handelen landen, organisaties of groepen immers niet

in isolatie, maar ze anticiperen op elkaars acties en passen hun gedrag daarop aan.

Het proefschrift presenteert een gestructureerd raamwerk dat beleidsmakers onder-

steunt bij het selecteren van geschikte analysemethoden voor specifieke beleidsvragen.

Voor elke methode wordt uitgelegd welke aannames je moet maken en hoe je deze in

de praktijk toepast. Daarnaast wordt getoond hoe je causale analyse kunt combineren

met strategisch denken door de intenties en mogelijke reacties van tegenstanders mee

te nemen.

Een concrete methodologische innovatie betreft de ontwikkeling van een geautoma-

tiseerde methode voor het identificeren van optimale interventiepunten. Deze bena-

dering stelt beleidsmakers in staat om gewenste beleidsdoelen te specificeren, waarna

algoritmisch wordt bepaald welke interventies het meest effectief zijn en op welke wijze

relevante variabelen moeten worden aangepast.

De praktische toepasbaarheid wordt gedemonstreerd aan de hand van twee actuele

veiligheidsuitdagingen: hybride dreigingen en klimaatgerelateerde conflicten. Deze

casussen worden gekenmerkt door inherente onzekerheid, meerdere strategisch hande-

lende actoren en wederzijdse afhankelijkheden.

Het onderzoek resulteert in een analytische gereedschapskist voor besluitvorming
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in complexe veiligheidsomgevingen. Deze instrumenten faciliteren niet alleen meer on-

derbouwde beleidskeuzes, maar dragen tevens bij aan de ontwikkeling van analytische

capaciteiten die noodzakelijk zijn voor het adresseren van strategische complexiteit in

hedendaagse veiligheidsvraagstukken.
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