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Abstract. Design and development practitioners such as those in game develop-
ment often have difficulty comprehending and adhering to the European General
Data Protection Regulation (GDPR), especially when designing in a private sen-
sitive way. Inadequate understanding of how to apply the GDPR in the game
development process can lead to one of two consequences: 1. inadvertently vio-
lating the GDPRwith sizeable fines as potential penalties; or 2. avoiding the use of
user data entirely. In this paper, we present our work on designing and evaluating
the “GDPR Pitstop tool”, a gamified questionnaire developed to empower game
developers and designers to increase legal awareness of GDPR laws in a relatable
and accessiblemanner. TheGDPRPitstop toolwas developedwith a user-centered
approach and in close contactwith stakeholders, including practitioners fromgame
development, legal experts and communication and design experts. Three design
choices worked for this target group: 1. Careful crafting of the language of the
questions; 2. a flexible structure; and 3. a playful design. By combining these three
elements into the GDPR Pitstop tool, GDPR awareness within the gaming indus-
try can be improved upon and game developers and designers can be empowered
to use user data in a GDPR compliant manner. Additionally, this approach can be
scaled to confront other tricky issues faced by design professionals such as privacy
by design.

Keywords: Privacy · GDPR · Game development · Game design · Gamification

1 Introduction

The European General Data Protection Regulation (GDPR) was implemented by the
European Parliament in 2018 to give individual users more rights in how their data is
processed [1]. The GDPR has strict rules that are complex and hard to understand [2].
The punishment for noncompliance consists of hefty fines that can reach upwards of 20
million Euros [1]. At the same time, the GDPR contains legal jargon that is difficult for
non-legal experts, such as game developers, to understand and implement. Therefore,
game developers struggle with designing in a privacy-sensitive way [3].
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The use of data and analytics is common in the online gaming industry as it improves
game design and user testing procedures [4]. Video game developers and/or designers
often collect data from users in order to improve or add new features [5] or to create
adaptive games [6]. Lack of GDPR understanding among game developers, combined
with their fear of receiving large non-compliance fines, can deter them from using this
valuable data to optimize games. Consequently, the games that are developed either
inadvertently violate privacy [7] or underutilise user data - as a defensive maneuver to
avoid noncompliance fines [8]. Therefore, we must identify what is preventing game
developers from understanding and complying with the GDPR and devise solutions to
address those issues so that game developers can confidently utilise user data without
violating user privacy under the GDPR. This research explores these obstacles through
a user-centered design case and introduces a potential solution in the form of a gamified
questionnaire; The GDPR Pitstop tool. With the design of the GDPR Pitstop tool we
explored how game practitioners could be empowered to better apply the GDPR in the
game development process.

2 Related Work

2.1 Understanding and Implementing GDPR for Game Developers

The changes brought about by GDPR legislation have had severe impacts on businesses
and organizations in the EU territory [9]. Organisations are having difficulties under-
standing what compliance is and how to properly implement it [10]. The complex nature
of the GDPR causes uncertainty about its content and scope [11]. According to Sirur,
Nurse and Webb [2], deciphering the semantics behind the words of GDPR is a burden
for organisations. In this study [2], respondents expressed that without a legal back-
ground or assistance from a legal professional, implementing the regulations would
prove challenging.

This is also true for developers, Alhamazi & Arachchilage [12] cite developers’ lack
of familiarity with GDPR principles as a cause for their inability to create applications
that comply with GDPR principles. Research shows that most game developers do not
know enough about the GDPR and the risks that occur when it is not properly adhered
to [3, 13]. These studies also show that even developers with a bit of knowledge of the
law still struggle to properly implement it.

User data collection is a common practice in the gaming industry. The online gaming
industry deals with a lot of transmission of information between networks, making the
proper handling of user data paramount to user privacy [7]. According to Kröger et.
al [14] the amount and richness of personal data collected by (video) games is often
underestimated. Examples of personal data collected through games include specifics of
a user’s device including type of device and browsing history and personally identifiable
information such as name, email address, and geolocation [15]. Even if users do not
provide personal data, personal information can be inferred based on data collected
from in-game behaviour [14]. Therefore, the GDPR’s legislature encapsulates gaming
as well, and game developers may not even be aware of howmuch personally identifiable
data their game designs are collecting. Game development practitioners’ understanding
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of the GDPR law is often limited, leading to illegal or alternatively overly self-regulated
data collection practices [7, 8].

3 Design Case

To come up with a solution to help game developers combat their uncertainty, we
employed a user-centered design process [16]. As an initial attempt to solve this prob-
lem, we created a GDPR decision tree, in collaboration with legal scientists and gaming
practitioners. The decision tree became overly complex and had 21 levels, the first four
are depicted below in Fig. 1.

Fig. 1. Decision Tree levels 1–4

The decision tree framed compliance as a linear problem; however, walkthroughs
with game developers showed this type of solution had fundamental flaws. Seeing as
non-compliance with one GDPR principle does not necessarily imply non-compliance
with the other principles, a more versatile solution was needed. Since game development
is multifaceted [17] there is not a ‘one size fits all’ solution. Even the legislators for the
GDPR deliberately avoided recommending specific technical frameworks or methods
for implementing the GDPR legal requirements, since technical innovations are always
evolving [9]. It became clear that a more flexible and user friendly solution was needed
to solve this problem, so we developed the GDPR Pitstop tool [18]. The GDPR Pitstop
tool is a gamified questionnaire that simplifies the complex legal jargon of the GDPR
and delivers it in easily implementable bits of information.

3.1 Stakeholder Workshops and Interviews

To gain a better understanding of the game development process, we organised work-
shops with a group of six game developers to determine when GDPR knowledge is
required during the game development process. These sessions provided insights into
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howgame developers are currentlyworkingwith theGDPR, how information is gathered
andwhat sources are used, andwhen key decisions regarding privacy, data collection and
data processing are made. In these sessions it was discovered that the game development
process is not linear, that client desires, or design choices evolve during the develop-
ment process and therefore there are multiple moments throughout this process in which
GDPR compliance should be checked. It was also discovered that many, specifically
smaller game development organisations, attempt to avoid data collection due to lack
of legal understanding and fear of violating the GDPR. Therefore it is vital that the tool
is flexible and employs language and design choices that game developers are familiar
with.

We followed up with individual interviews conducted with nine game developers
and four legal experts to gain a comprehensive understanding of the game development
process and GDPR challenges from industry professionals. These further revealed that
game developers need an adaptable, legally substantiated decision aid that presents a risk
analysis in regard to GDPR compliance. These expert interviews led us to discover four
GDPR themes that are highly relevant to the game development process. These themes
are; necessity, consent, data subject rights, and security & storage. The GDPR Pitstop
tool focuses on these themes and addresses them in the seven quick scan questions and
quick scan result. Each question in the quick scan relates to one of the four themes. For
example; Question 2: How do you decide whether to collect / process the data or not?
Relates to the theme of necessity.

3.2 Flexible Design Structure

Having a sense of the most important areas of privacy concern in the game develop-
ment process opened the possibility for a layered solution. We could provide a quick
scan enabling the designer to check the areas of concern and a deep scan to enable a
more thorough diagnosis of this area. We quickly check all four relevant GDPR themes
(necessity, consent, data subject rights, and security & storage) in a quick scan by asking
users seven questions. Users are then provided with a quick scan result with specific
control points indicated (Fig. 2). Any of those areas that may be problematic, based
on the answers of the quick scan, can then be further investigated with more detailed
questions in the deep scan.

The combination of a quick scan and a deep scan was implemented to limit the
number of initial questions and give users a quick sense of overview and detail. The
user is shown the major themes that need to be re-evaluated. Then, within each area, the
user is provided with the details that require attention in order to comply with GDPR.
They can select a theme (highlighted in the quick scan) and will be presented with more
questions on the topic (in the deep scan). The user is then presented with tips and tricks
on how to solve the non-compliant parts of the different themes. They are then guided
through the different possibilities and given examples for the questions and solutions
from other games. This setup allows game developers and designers to focus on the areas
or themes that need the most attention for their game. Instead of addressing the entirety
of the GDPR, the flexible design of the tool draws attention to the themes that the user
needs to address.
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3.3 Careful Language Crafting

Much effort went into crafting the questions. The goal of the tool is to make the complex
GDPR law comprehensible for game developers who have little to no legal expertise,
thus, the questionnaire’s questions must bridge the gap between legal jargon and game
developers’ understanding. It has long been known that legal jargon is difficult to under-
stand [19]. However, successful questionnaire design requires that questions use clear
and unambiguous language [20, 21]. Cognitive interviews are an effectivemethod for pre
testing questionnaire understanding, specifically for complex questions [22], therefore
this is themethodweused to carefully craft the language in theGDPRTool questionnaire.

The questions were drafted in close collaboration with legal experts to ensure that
they maintained legal relevance. To determine whether the questions in the quick scan
and deep scan were comprehensible, we conducted cognitive interviews with 10 com-
munication and design experts who had no prior legal experience. In these interviews,
the questions and answers were tested for legibility and clarity amongst lecturers of
the Communication and Multimedia Design programme at the Utrecht University of
Applied Sciences recruited via convenience sample. Since the main goal of the tool is
clarity for the user, it is vital that the questions and related advice are understandable
and unambiguous for non-legal experts. These lecturers were used as a proxy for game
developers since they have no legal knowledge of the GDPR but have knowledge of
communication and design. The results of the cognitive interviews showed that the sim-
plified legal text was still too complex for non-legal experts to understand and apply.
Therefore, the questions were rewritten to increase comprehension levels amongst game
developers. The quick scan and deep scan questions went through three rounds of such
language revision. For each round of revision, two legal experts assisted in the rewriting
of the questions to ensure that rephrasing did not compromise the legal validity of the
content.

An example of question rephrasing can be shown using quickscan question number
5. This question pertains to the 4th GDPR theme addressed in the tool; security and
storage. The legal text of the GDPR states:

“Taking into account the state of the art, the costs of implementation and the nature,
scope, context and purposes of processing as well as the risk of varying likelihood and
severity for the rights and freedoms of natural persons, the controller and the processor
shall implement appropriate technical and organisational measures to ensure a level of
security appropriate to the risk, including inter alia as appropriate…” [1]. The law goes
on to list conditions and requirements. For the GDPR Pitstop Tool the section of this
law was simplified to pertain to gaming practitioners which resulted in the following
question: “Do you have knowledge about the requirements and standards that apply
to the storage of data, as described in the GDPR?”. In the first round of cognitive
interviews, participants suggested a simplification to this question and in collaboration
with legal experts it was updated to“What do you need to knowabout proper data storage
under the law?” In the second round of cognitive interviews it was still experienced as
unclear and was therefore updated as follows: “Where is the collected data stored? Is
that within the EU?”. The final version of the question asks only what is relevant to
game developers and further details can be elaborated upon in the deepscan.
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3.4 Gamification

We opted for a gamified questionnaire because gamification and game elements such as
challenge, theme, reward, and progress can be used to make non-game products more
enjoyable and increase user retention [23, 24]. Game elements have successfully been
used to teach software developers about privacy and how to embed it into designs [12,
13]. Therefore, we found it was an appropriate method to teach game developers and
designers about privacy.

The metaphor of a pitstop was chosen because regular user privacy maintenance
is required and there is an association of danger if it is not done correctly, much like
a pitstop in automobile racing. In the pitstop tool, the users first go through a quick
scan which checks for compliance in the four GDPR areas by asking users questions
about how their game collects and handles user data. These four areas coincide with
the four GDPR themes relevant to game developers; necessity, consent, data subject
rights, and security & storage. The areas include data purpose limitation (necessity),
procedure of permission for using data (consent), data integrity and confidentiality (data
subject rights), and location of data storage (security & storage). After a quick scan, the
game developer is shown a dashboard with the four broader GDPR themes colour coded
according to the GDPR compliance of the developers quick scan answers, as shown in
Fig. 2.

Fig. 2. GDPR Pitstop tool quick scan result
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Some of the themes are green, which signals to the user that they do not require
immediate attention. Some themes are greyed out, meaning more questions need to be
answered to provide a result. Some themes are orange, which indicates that there are
some problems in this theme. And some of the themes may be red, which indicates that
there are issues with noncompliance in this theme. There are also corresponding smiley
icons to indicate whether the theme needs more attention. The user should then conduct
a deep scan on the themes that are red, orange, or grey to better understand how he or
she can improve these areas in the games’ data collection and processing methods. The
quick and deep scan results should not be taken as legal advice, rather they can be used
as a guide to help developers become more aware of where in their game designs they
are at risk of violating user privacy. Game elements, specifically challenge (completing
all the quick scan questions with a green result) and theme (the racing theme and pit boss
character) are used in the GDPR Pitstop tool to increase motivation and questionnaire
stamina.

3.5 User Testing

The look and feel of theGDPRPitstop toolwas testedwith five gamedevelopers recruited
via convenience sampling from game development firms in the Netherlands. The game
developers were asked to use one of their games as an example and to run through
the GDPR Pitstop tool to check the GDPR compliance of their game. The developers
reported that they found the content of the tool (the quick scan and deep scan questions)
more relevant than the racing theme. So, yet another round of question revision was
conducted to increase comprehension of the tool. The users also felt that there was a lack
of context for the questions, so short explainers were incorporated into the questions.
After rephrasing the questions and adding explanations, the content of the tool was
reviewed once again by legal experts to ensure the questions and related advice were
still GDPR compliant.

After the tool’s content was updated, two game developers participated in a final
round of user testing. They were asked to use the tool to check the compliance of one
of their games, and they were able to navigate through it successfully, appreciating the
simplification of the GDPR language. However, they didn’t feel the gamification helped
much in making the law accessible. It was the translation of the legal terminology that
they appreciated most.

Additionally an editorial team consisting of journalists connected with our research
group interviewedgamedesign students andgamingpractitioners in theNetherlands.The
interviewswith gaming students revealed that students don’t knowmuch about theGDPR
and have even inadvertently violated the GDPR resulting in fines for the University
[25]. In the interviews with gaming practitioners the main themes that came forward
were that game developers are generally; not very involved in the legal side of game
development, not explicitly aware of the amount/ type of user data their games collect,
and inadvertently violating privacy laws due to lack of in-house regulation (specifically
smaller game development organisations) [26]. The GDPR Pitstop Tool, according to
the practitioners and students surveyed, might raise GDPR awareness within the game
sector and make compliance more manageable.
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4 Discussion and Conclusion

The complex jargon combinedwith the non-linear nature of theGDPRmakes developing
GDPR compliant games challenging for those without legal expertise. Game developers
are in need of tools that help them adhere to complex legal regulations within their game
designs. The GDPR Pitstop tool offers a low-threshold, hands-on way of accessing this
information space. Professional gaming practitioners have been involved in the design
throughout the whole design process to ensure that the tool is useful and relevant for
game developers. Although there are areas that can be improved upon, overall, the tool
was well received by the community. There are three design choices that worked for this
target group: 1. Careful crafting of the language of the questions; 2. a flexible structure;
and 3. a playful design.

4.1 Careful Crafting of the Language of the Questions

Frequent collaborationwith the game development field revealed that themost important
aspect of the tool was the content (the questions). Therefore, this was the focus of the
GDPR Pitstop tool - to speak the language of the game developers, while remaining
valid in terms of the GDPR. The process of breaking down the GDPR law for game
developers began by identifying four main GDPR themes (necessity, consent, data sub-
ject rights, security & storage) that are especially relevant to the game development
process. The questions in the GDPR tool all relate to one of these four themes. The
questions and answers for the quick scan and deep scans were crafted through workshop
sessions, cognitive interviews, user testing, and collaboration with legal experts to be
understandable for game developers while remaining legally valid. From this process
we learned that questions should be drafted with an iterative process that incorporates
feedback from users. This allows for the recontextualization of legal terms into language
and context that game practitioners are familiar with. By doing this, we were able to take
general legal text and craft it to refer to specific background knowledge and goals. The
benefit is that gaming practitioners can actually understand the questions and how they
apply to their game designs; the disadvantage is that the topics are oversimplified. While
the GDPR Pitstop tool can raise GDPR awareness in the gaming industry by drawing
attention to it, the simplification of complex legal texts may cause gaming practitioners
to undervalue the topics.

4.2 Flexible Design Structure

The structure of the tool allows the users to adapt their journey based on the needs of the
specific case study the game developers use. By guiding users through the quick scan
first, they can identify the areas of the GDPR they need to improve on and dive deeper
into the deep scan. This flexible design allows users to focus on problem areas specific
to their game rather than addressing the GDPR in its entirety, which has proven to be
overwhelming and difficult for non-legal experts. During the user tests, game developers
mentioned that since game development is an iterative process, the tool can be useful as
a ‘check-up’ to be used occasionally throughout the development process. The flexible
design structure facilitates an easy checkup process, allowing game developers to quickly
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identify areas that require improvement via a quick scan and then zoom in on only the
areas that require attention as needed.

4.3 Playful Design

Gamification can be an effective method for increasing user retention and enjoyment,
specifically when it comes to complex topics such as privacy. Therefore, we decided to
incorporate gamification elements into the tool. Gamification has been used in surveys
and questionnaires to increase user enjoyment and attention [27]. While users were
successfully able to complete the questionnaire within the GDPR Pitstop tool, the user
testing resulted inmixed reviews about the playfulness of the design. Some professionals
were not interested in the theme at all, and others appreciated the gamification elements.
Therefore, there was less focus on the gamification and game elements of the tool,
and more focus on testing and improving the content - the questions. The gamification
elements in the tool are simple and only aim to increase user attention and enjoyment.
Additionally, the game itself was not user tested as thoroughly as the quick scan and
deep scan questions. Therefore, as a next step, user tests with more game developers
should be conducted.

4.4 Discussion

Overall, gaming practitioners appreciated the GDPR Pitstop tool and felt it could be use-
ful to raise awareness of GDPR requirements for game developers. The tool’s simplified
GDPR language, flexible structure, and playfulness have the potential to raise GDPR
compliance awareness within the gaming industry and empower game developers and
designers to use user data in a GDPR compliant manner without fear of facing sub-
stantial fines. Additionally, this approach can be scaled to confront other tricky issues
faced by design professionals such as privacy awareness outside the scope of gaming.
Privacy by Design (PbD) refers to a proactive integration of technical privacy principles
in a system’s design in order to prevent privacy risks before they happen [28]. Accord-
ing to Spiekermann [29], even if organisations are committed to PbD, there are many
challenges that make implementation difficult including an unclear methodology for its
implementation and insufficient knowledge of the pros and cons related to privacy and
privacy breaches. The same is true for privacy in game development. Therefore, a similar
flexible solution could be implemented to increase awareness of privacy and PbD outside
the scope of gaming.
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