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Thereis anurgentneed for targeted, evidence-based interventions to
build resilience to misinformation among social media’s most avid users:

adolescents. Research on misinformation susceptibility is mostly focused
on adults. However, adolescents encounter different types of (mis)
information and undergo rapid social, emotional and cognitive changes.
These changes can increase vulnerability to misinformation through social
influence, emotional manipulation and cognitive biases, while also offering
unique opportunities for resilience. Taking a developmental perspective,
we outline how adolescents’ susceptibility to misinformation differs from
that of adults, propose aresearch agenda to systematically study these
processes and introduce a Bayesian framework of belief updating tailored
to social media contexts. Finally, we highlight how these insights inform
age-appropriate interventions to promoteresilience. This Perspective
underscores the vital role that social sciences have in understanding and
combating the harmfulinfluence of misinformation on youth’s beliefs and
behaviours, while leveraging their strengths.

Adolescents grow up deeplyimmersed in the online world. The majority
of adolescents worldwide spend several hours daily on social media'.
Many report feeling constantly online and rely on social media as their
primary information source®. Although being a‘digital native’ has ben-
efits, such as the ability to access information and connect with peers
worldwide, it does not equate to being adept at navigating onlineinfor-
mation’. For instance, astudy conducted in US schools revealed major
deficienciesin high school students’ ability to critically evaluate digital
information®. Thisis concerning given the widespread problem of misin-
formationonsocialmedia®” (butseeref. 8). Much work has focused on
misinformationsusceptibility in adults®® and the effect of social media
use onadolescents’ mental well-being™". Yet, there remainsacritical gap
inunderstanding adolescents’ resilience to misinformation, their sus-
ceptibility to misinformation and their likelihood of sharing it. Address-
ing this gap is essential for designing age-appropriate interventions.
This Perspective highlights three areas that show the most promi-
nent developmental changes during adolescence and how these

changes shape adolescents’ susceptibility to misinformation: social,
emotional and cognitive development. We propose aresearch agenda
tounderstand developmental changes in adolescents’ misinformation
susceptibility, includinginasocial media context. This research agenda
aims to guide the advancement of urgently needed and developmen-
tally tailored interventions.

Wefocus onadolescence asthisis a vital period for identity forma-
tion, characterized by heightened sensitivity to social information and
substantial emotional and cognitive development™™*, This comes with
many opportunities as teenagers show an increasing motivation for
autonomy and willingness to make positive contributions to societal
issues’*'®, Nevertheless, exposure to false and misleading information
may have disproportionately harmful consequences for adolescents
compared with adults. Alarmingly, polarization among youth on politi-
calandideological domainsisincreasingin various parts of the world".
Furthermore, recent European Union elections showed ariseinadoles-
cents’ support for far-right political parties'", especially among young
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men?’. Moreover, in the USA, more adolescents than adults were found
toendorse conspiracy theories?. These patterns canbe exacerbated by
misinformation on social media platforms, which amplify sensation-
alist and polarizing content?**’, Moreover, adolescents increasingly
use social media to gather information about personal and (mental)
health-relatedissues, despite the high prevalence of misinformation on
these topics®. For example, 50% of social media content on attention
deficit hyperactivity disorder is misleading®. There is aneed to better
understand adolescents’ susceptibility to misinformation; thisis cru-
cialfor the development of targeted and evidence-based interventions
that foster their resilience against misinformation.

Misinformation studies that focus on adults provide important
insights within the social, emotional and cognitive domains®'°, These
insights caninform studies to identify vulnerabilities in adolescence,
as well as areas in which adolescents may show more resilience than
adults. Inthe social domain, social media has changed our sense of cali-
bration, including our perception of consensus. Only a small minority
of usersactively post onsocial media, while the rest passively observe.
This canlead to phenomenasuch as the majority illusion (that s, think-
ing that the majority holds a specific view due to a vocal minority), the
bandwagon effect (that is, adopting majority views) and prestige bias
(that is, trusting information from influential figures). For example,
political elites undermined the threat of COVID-19 and the efficacy
of interventions®*?. Indeed, more active social media use was found
to be associated with higher susceptibility to misinformation in early
adulthood, according to a non-peer-reviewed preprint*, Moreover,
all of these phenomena can be manipulated through bots or the use
of algorithms to bolster support for specific viewpoints. Social con-
text can also motivate misinformation susceptibility. This includes
motivated reasoning and partisan bias, where viewpoints that are
aligned with social or political identity are accepted and those that
are misaligned are rejected® . In addition, social exclusion has been
linked to increased conspiracy beliefs*’. The adult misinformation
literature also provides key insights within the emotional domain.
Misinformation frequently exploits emotional appeal®*****, where
heightened emotionality is associated with greater susceptibility to
misinformation, both at the level of veracity judgements and at that
of sharing intentions?*>*®, In the cognitive domain, rapid content
consumption opens us up to the perils of cognitive failures. Intuitive
thinking (that is, faster-paced deliberation) has been associated with
poorer misinformation discernment, and slower deliberation and ana-
lytical thinking have beenshown to increase accuracy discernment®%,
Thisisalso therationale behind accuracy nudges, anintervention type
that promptsindividuals to deliberate onaccuracy before sharing con-
tent®. Similarly, ample evidence has shown that repetition increases
beliefs through the cognitive mechanisms of familiarity and fluency*°.
Inaddition, confirmation bias reinforces misinformation beliefs when
the message is aligned with one’s worldview?*.,

Adult-focused research has advancedinsightsinto misinformation
susceptibility and interventions, but it remains unclear how adoles-
cents’ unique social, emotional and cognitive development shapes
their vulnerabilities and how they may be particularly resilient. In
the next sections, we first explore these developmental factors in the
context of social media use. We then outline a research agenda that
aims to map developmental differences in adolescents’ misinforma-
tion exposure, vulnerability and resilience. These insights will fur-
ther expose differences between adolescents and adults. Finally, we
make recommendations for how understanding these developmental
changes caninformeducational interventions tailored to adolescents’
needs while also leveraging their strengths.

Social, emotional and cognitive development
Social influence by peers and influencers

Adolescents are highly susceptible to social influence, particularly from
early to mid-adolescence™***°, Adolescents feel astrong need to belong

and further develop their personal identity and self-concept*~*°. Their
uncertainty about the world and their developing identity can make
them especially sensitive to social influence®®**, Adolescents show
strong sensitivity to peer norms (for example, the behaviours and atti-
tudes of the majority) and to social validation from peers> . Nuance
is critical here, though, as peer influence can either foster resilience
to misinformation or exacerbate vulnerability, depending on the peer
group’snorm. When peer norms emphasize veracity and accuracy, they
can foster a social environment in which adolescents reinforce each
other’s digital literacy skills, such as discernment between trustworthy
and untrustworthy sources. Supportive, close friendships can further
facilitate psychological resilience to adversity***°, potentially serving
as abuffer against the influence of misinformation. Conversely, social
deprivation has especially pronounced negative effects on adolescents’
mental health®, which may increase susceptibility to misleading or
harmful content. For instance, adolescents who experience loneli-
ness are more likely to endorse conspiracy beliefs later in life, possibly
because online communities that spread such narratives canalso offer
asense of belonging®.

Not all social information is treated equally. Information from
certainindividuals within adolescents’ social network, such as popular
peers, ismore highly valued®. Social media amplifies these tendencies
by emphasizing popularity and validation. Indeed, half of adoles-
cents’time onsocial mediais spent on following the content posted by
influencers®. Influencers have the capacity to reach a large audience
and sway opinions and behaviours due to their perceived authority,
knowledge and/or status® "2 Given influencers’ large number of fol-
lowers, such posts receive substantial engagement, which can create
an illusion of majority support or consensus and amplify their reach.
Moreover, adolescents are particularly drawn to relatable content that
aligns with their personal interests®*. Influencers often capitalize on
this tendency by sharing personal experiences, which enhances their
perceived social connection and thus enhances perceived credibility”.
This emphasis onrelatability may make adolescents especially suscep-
tibleto anecdotal reasoning, particularly insituations where concrete
evidence may be lacking™.

Unfortunately, influencers also have a prominent role in gener-
ating and endorsing misinformation. Even though this may happen
unintentionally, many influencers promote opinions, products and
activities without having the requisite expertise™’°. Arecent report by
the United Nations Educational, Scientific and Cultural Organization
showed that most influencers do not fact-check their content before
posting it”’. A stark illustration of this phenomenon was the ampli-
fication of anti-vaccine scepticism during the COVID-19 pandemic,
whichwas in part fuelled by celebrities’ dissemination of anti-vaccine
sentiments on social media’®. YouTube vloggers who were specifically
popular with adolescents showed numerous violations of COVID-19
regulations; they also verbally dismissed rules and some of the dangers
of getting infected. These violations were often supported in the com-
ment sections. Such videos and the social validation in the comments
were experimentally shown to reduce adolescents’ beliefs about the
severity of the virus, specifically if the adolescents identified with
the vlogger™.

Social motivations to believe and share misinformation

Social motivations may further shape adolescents’ misinformation
susceptibility, particularly asit intersects with their emerging political
ideologies®’. Research shows that biases in truth discernment can stem
from confirmation bias, such as partisan bias or motivated reasoning,
where social or political goals override accuracy?”*"*'%2, Adolescents,
whoare more drivenby peer approvaland astrong sense of belonging®,
may be especially influenced by biases that foster in-group cohesion,
making them prone to accepting misinformation that aligns with
group preferences. Similarly, when adolescents were presented withan
in-group member who shared misinformation, they remained positive
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towards this individual, whereas if it was an out-group member, their
evaluation was negative®'. Adolescents may share misinformation not
because they believe it but because it aligns with their social motiva-
tions or social norms. Two recent studies have found that adolescents
do not consider veracity when sharing content; instead, they share
misinformation ifitaligns with theirinterests orif their peers consider
itnewsworthy®®, Thisis further corroborated by research showing that
adults were willing to share information they believed to be false*. The
disconnectbetween information sharing and believing canbe motivated
by adesire tosignal political identity®* or toincrease social cohesion, or
simply because of its entertainment value if the information were true®
(and according to a non-peer-reviewed preprint®). It is an important
open question whether the motivations to share misinformation are
similar for adults and adolescents. Addressing this is essential to miti-
gating the spread of misinformation among adolescents.

Peer approval gradually becomes more important during adoles-
cence, and the influence of parents and other adults declines, align-
ing with adolescents’ motivation for autonomy from adult control®".
Research has shown that interventions that align with this need for
autonomy can be highly effective in changing adolescent behaviour.
For example, interventions that appeal to values of autonomy and
motivation to pursue social justice can shift adolescents from junk
food to healthier diets®>**. Similarly, the growing social motivation for
adolescents to make a meaningful contribution to society™ could be
leveraged to motivate adolescents to reduce misinformation sharing
and to make the online environment more prosocial. For example,ina
study onyoung adults, participants were asked to write alettertoaless
digitally competent relative, explaining six strategies to help themto
recognize false news. This was found toimprove the participants’ own
false news discernment in the long term®*. Such prosocial interventions
might be promising for younger adolescents as well.

Intervention strategies that leverage adolescents’ strengths
are further discussed in the section ‘Building effective educational
interventions for adolescents’. This topic is introduced here because
understanding adolescents’ susceptibility to misinformationrequires
knowing from whom information is acquired and how this affects
beliefs and sharing decisions in light of adolescents’ social goals. Both
shape perceptionsinways that can be misaligned with factual accuracy.
However, adolescents’ drive for autonomy from adults and increas-
ing motivation to contribute to society can potentially be leveraged
to increase their motivation to identify accurate information®*** and
reduce their motivation to share misinformation. Ingeneral, itisimpor-
tant to consider that finding social connection is one of adolescents’
main motivations to seek and share information.

Emotional appeal and reactivity
Misinformation can strategically target the emotions of its audience.
Emotional contentis well documented to capture more attention than
neutral stimuli®®. Adolescents show stronger responses to emotional
stimuli than childrenand adults”'*. This bias is consistent with adoles-
cents’tendency to seek entertaining news rather than news from official
sources that strike a more neutral tone®*'**'°*, Moreover, adolescent
resilience and susceptibility may further result from age differencesin
processing emotion valence. Content designed to provoke negativity
such as moral outrage or outgroup animosity is more likely to go viral
onmedia primarily used by adults, such as X/Twitter?>?*1%71 (but also
seerefs.108,109). In this context, adolescents may differ from adults.
Socialmedia platforms that are more popularamongadolescents show
agreater prevalence of positive content than negative content™. Labo-
ratory studies suggest that early to mid-adolescents indeed prefer to
gather positive over negative social information®’, attend more to
positive words than to negative words™ and focus more on good news
than on bad news'.

Adolescents’ preference for positive content can act as a filter,
reducing misinformation exposure to emotionally negative or

manipulative misinformation that is often prevalent on platforms
such as X/Twitter®. For example, certain types of politically motivated
rage bait may appeal less to adolescents, and they may therefore be
less exposed to this common misinformation strategy, whichis often
generated by bots™. This mechanism may decline with age, as experi-
ences of negative emotions increase in frequency from early to late
adolescence™. Positively framed misinformationis also abundant on
social media®. For example, influencers and celebrities regularly use
positive terms such as ‘wellness routine’ or ‘life hacks’ to promote diets
or lifestyles that can be, in reality, unhealthy or even dangerous'>".

Inadditionto a positivity bias, adolescents experience emotions of
higher intensity more frequently than adults'*, resulting in increased
emotional variability. From early to late adolescence, the frequency
of positive emotions may decrease while the frequency of negative
emotions may increase™, potentially resulting in age and valence
differences in susceptibility to emotional appeal, which iscommonin
misinformation. A recent study further showed that in the context of
socialmedia, adolescents show greater changesin moodinresponseto
likes received'. Importantly, recent models suggest that mood or emo-
tional states also affect their learning processes'” and that heightened
emotionality canimpair truth discernment®. These findings emphasize
therole of emotional appeal and emotionality in adolescents’ suscep-
tibility and resilience to misinformation.

Cognitive capabilities and knowledge
Cognitive capabilities and knowledge gradually develop throughout
adolescence. Limitations in capabilities and knowledge can further
shape misinformation susceptibility. Misinformation often exploits
cognitive biases and intuitive reasoning. Rapid and overabundant
content availability may further encourage intuitive rather than ana-
lytical thinking, especially during early adolescence, given the gradual
development of self-control"®. Moreover, online misinformation often
aims to polarize issues by limiting the discussion to extreme view-
points, suppressing nuanced perspectives or appealing to confirmation
biases™*'*°, Analytical thinking has been shown to be the strongest pre-
dictor of discrimination ability in a recent meta-analysis'. In addition,
adults who believe in conspiracies rely more on intuition and engage
lessin analytical reasoning'”. Studies on cognitive development have
established thatanalytical reasoning skills (including critical thinking)
and metacognition continue to develop during adolescence'*'?°. Heu-
risticreasoningitselfis also further refined during early adolescence,
according to a non-peer-reviewed preprint'”. With age, adolescents
gainamore developed capacity for abstract thinking and understand-
ing of the need for more substantial and relevant evidence when making
decisions'”®. These cognitive developments may result in heightened
misinformation susceptibility, especially in younger adolescents'”.
From a Bayesian perspective, limited knowledge can be reflected
inincreased uncertainty°. When uncertainty is high, the same novel
informationwilllead to greater belief updating than when uncertainty
is low. Indeed, lower levels of knowledge, for example, about health
or basic science, have been linked to higher belief in misinformation
andreduced ability to discern truth, as observed during the COVID-19
pandemic™"*, Similarly, knowledge about cancer (cancer literacy)
was shown to have a key role in identifying misleading information
about chemotherapy'*. Adolescenceis atime of substantial knowledge
acquisition* and, consequently, high uncertainty’*. Adolescence may
therefore represent a time of increased susceptibility to misinforma-
tion, particularly indomains where foundational knowledge is limited.
Adolescents arealso less aware of their own (un)certainty. Thatis, their
metacognitive skills are still developing'®. Discrepancies between a
person’s confidence in their knowledge and their actual understand-
ing may help to explain why misinformed beliefs can persist despite
contradictory evidence™. Indeed, adolescents’ increasing metacog-
nitive abilities have also been associated with a decline in relying on

misleading advice'”’.
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These cognitive developments highlight the importance of educa-
tion and fostering skills that are adapted to the information environ-
ments in which adolescents operate (for example, critical thinking'®
and critical ignoring™’). At the same time, adolescents also possess
cognitive strengths that can be leveraged as protective factors. For
example, adolescents may benefit from heightened open-mindedness
in social contexts*>*°, which can serve as a protective factor against
confirmation bias'"'. Many adolescents are motivated to master emerg-
ing technologies and navigate social media platforms with consider-
able fluency. This may extend to a growing awareness of algorithmic
personalization and the ability to tailor online environments to their
interests'.

The distinction between the social, emotional and cognitive
domains offers a structure to conceptualize adolescents’ resilience
and susceptibilities to misinformation, while also taking into account
developmental changes throughout adolescence. These domains are,
however, deeply interconnected. For instance, emotionally charged or
socially salient content can prompt adolescents to engage more with
information, thereby fostering epistemic curiosity and the develop-
ment of cognitive competencies', which may act as protective factors
against misinformation. Conversely, heightened emotional arousal or
peerinfluence canimpair deliberative reasoning, increasing reliance on
salientbutirrelevant cues and reducingresistance to misleading con-
tent*. How interacting developmental processes shape belief forma-
tionneeds to be further understood. This calls for aformal framework.
ABayesian perspective emphasizes how different aspects of informa-
tion, such as emotional appeal and peer influence, may be weighted
in belief updating depending on age, while also incorporating prior
knowledge and uncertainty. This framework offers a powerful model
to test both strengths and vulnerabilities throughout adolescence.

Understanding misinformation beliefs and
sharing decisions
Characterizing adolescents’ susceptibility to misinformation will
require addressing three key components across adolescent develop-
ment: (1) identifying the types of information they consume and share;
(2) identifying their beliefs about that information, including veracity
judgements and motivations for sharing, such as entertainment value,
informativeness or identity signalling; and (3) considering individual
variationinresilience and vulnerability. The first componentis critical
for tracking developmental differences in misinformation exposure
and dissemination, as these probably change from early adolescence to
adulthood. Recentadvances allow researchers to ethically access public
social media data and facilitate data donations'***, This has opened
opportunities to analyse digital trace data, which refers to the users’
digital footprints (for example, posts, likes, shares and comments)'*"*%,
Such analyses provide valuable insights into the social, emotional and
cognitive factors that are present in adolescents’ online information
ecosystem. For example, language analyses (such as large language
models) canidentify the emotional framing and cognitive biasesin con-
tentadolescents engage with'*’, and influencer interactions and com-
ment section participation can offer clues into key social influences.
These insights can then be used to enhance the ecological valid-
ity of experimental studies on misinformation beliefs. Experiments
informed by digital trace data analyses can systematically manipulate
social, emotional and cognitive factors to examine their effects on
veracity judgements and sharing behaviour while maintaining high eco-
logical validity. Social media simulators, forinstance, allow researchers
to adjust likes and comment sentiments to investigate the influence
of social feedback on misinformation beliefs**° (and according to a
non-peer-reviewed preprint™). Similarly, stimuli can be designed to
elicit specific emotional responses or expose cognitive biases.
Thebehavioural data generated from such experiments and digi-
tal trace data can be analysed using Bayesian computational models,
which offer a robust framework to quantify the relative influence of

social, emotional and cognitive factors. A key advantage of the Bayesian
approachisthatittracks notonly beliefs but also the uncertainty asso-
ciated with those beliefs. This is especially important for understand-
ing the effects of misinformation. For example, adolescents are most
susceptible to social influence in domains where they are uncertain.
Additionally, misinformation can strengthen a belief without neces-
sarily changing the belief itself (for an overview, see Box 1).

Adopting a formal Bayesian framework across studies also
enhances comparability. Such standardization is crucial given the
broad range of psychological factors within the social, emotional and
cognitive domains that can influence veracity judgements and shar-
ing decisions. Improved comparability will help to assess the relative
effects of these factors and support the development of comprehensive
theories of misinformation susceptibility.

By combining social media trace data, controlled experimentsand
computational models, we can gain a deeper understanding of how
adolescents engage with and evaluate online information. Longitudinal
studies will reveal developmental patterns in information consump-
tion and belief formation, and cross-sectional studies will uncover
generational differences, which is critical for adapting interventions
to therapidly changing social medialandscape.

Contextual factors shape the development of misinformation
susceptibility

Individual differencesinadolescents’ susceptibility to misinformation
do not arise solely from developmental processes. They can also be
shaped by broader environmental contexts. Indeed, misinformation
susceptibility is associated with increased polarization as well as a
declinein trustin broader institutions, including democracy, news,
governments and science. For example, only 40% of people worldwide
trust news most of the time'*2. Furthermore, aspects such as unemploy-
ment, higher corruption and lower press freedomare all correlated with
conspiratorial ideation*°, For adolescents, familial and educational
backgrounds are particularly salient contexts that may influence sus-
ceptibility and resilience. These contexts can contribute to misinfor-
mationsusceptibility, asthey caninfluence adolescents’ broader sense
of trust and access to opportunities to acquire digital literacy skills,
develop critical thinking and navigate online risks.

At the familial level, parental mediation practices, particu-
larly active mediation involving discussion and guidance about
digital content, might be associated with higher digital literacy and
better-discerning information evaluation among adolescents*™",
Importantly, the effectiveness of parental mediation may depend on
parents’ own attitudes and trust in reliable information sources', as
well as their digital competence, including their awareness of algo-
rithms and understanding of online risks'*'®>, As digital environments
become increasingly complex, disparities in parental digital skills
may reinforce inequalities in adolescents’ ability to critically evaluate
onlineinformation.

The educational system is another key context. Access to
high-quality media and information literacy education varies widely
between schools and countries™?, and not all adolescents receive for-
mal trainingin digital literacy or source evaluation'**'**, Curricula that
incorporate lateral reading strategies and epistemic reasoning, for
example, have shown promise inimproving students’ ability to detect
misinformation'®, but these are not yet widely implemented (also see
ref. 166). Structural differences in educational access may therefore
contribute to unequal levels of trust in reliable information sources
and preparedness in resisting misinformation. Moreover, data from
non-Western countries as well as low- or middle-income countries
are scarce, and this is an important avenue for further research. As
efforts to profile misinformation susceptibility grow', itisimportant
toreflectdeeply onandintegrate these contextual factors when char-
acterizing adolescents’ strengths and vulnerabilities to misinforma-
tion. These insights also raise key information for discussions about
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BOX1

Bayesian framework of belief
updates

Bayesian computational models of belief updating are a powerful

formal framework for quantifying how adolescents update beliefs in

response to new information®. The Bayesian approach is grounded
in normative principles, where new beliefs (posteriors) are formed
on the basis of the integration of an individual’s preexisting beliefs
(priors) and the incoming information (likelihood). In Bayesian
terms, personal beliefs and (mis)information encountered on
social media are probability distributions, where the variance of
the prior distribution reflects the subjective uncertainty of the
participant, and the variance of the likelihood represents the
weight one puts on that information. Experimentally, social media
posts can be designed to systematically vary in aspects that may
make misinformation more persuasive, such as social validation
(for example, comments, likes, shares and source credibility), use
of emotions (for example, sentiment and intensity) and cognitive
biases (for example, alignment with prior beliefs). For example,

a low-engagement post (such as one with few likes, shares or
comments) contradicting one’s beliefs will have a lot of variance,
thus leading to minimal belief change. Conversely, a widely
endorsed post from a trusted source will exert greater influence,
particularly among individuals with higher uncertainty in their prior
beliefs (see Box Fig. 1). Bayesian computational models can be

fitted at the level of the individual to precisely quantify the effects of

social, emotional and cognitive factors and how those may change
with age during adolescence. This approach identifies the factors
that hold the most influence, thereby guiding the development of
targeted, age-appropriate interventions to mitigate the spread and
impact of misinformation.

Prior
= belief *

Uncertain prior
>
X
el
(]
Q
o
j<
a
False True
Certain prior
—_—
>
=
a
©
Q
o
<t
o

False True

Box Fig. 1| Illustration of belief updates. Examples of belief
updates for a highly uncertain prior belief (top) and a certain
prior belief (bottom). Image adapted from ref. 51 under a Creative
Commons license CC BY 4.0.

promoting adolescents’rights to digital inclusion, educationand active

online citizenship'®.

Building effective educational interventions for
adolescents

Mediaandinformation literacy educationis critical for equipping ado-
lescents with the skills to critically evaluate online content. Educational,
school-based information literacy interventions withadolescents show
promising results. Forexample, strategies such aslateral reading train
students to evaluate online information by consulting additional cred-
ible sources. Their effectiveness has been demonstrated primarily as
part of the Civic Online Reasoning curriculum with high school and
college students in the USA'*’"72, Similarly, gamified interventions
based oninoculation theory, such as the Bad News game'”?, have proved
to be effective in building resilience by teaching people to recognize
common misinformation tactics in an active learning context. Other
interventions focus on improving students’ ability to verify online
information'.

Anevidence-based toolbox of interventions against misinforma-
tion was recently developed'®. These interventions address different
aspects of the misinformation problem and aim to affect key out-
come variables: belief updating, sharing behaviour and competence
in accuracy discernment. However, except for lateral reading and
certain inoculation interventions, most existing interventions are
primarily based on research on adults or tested in adults. As discussed
in previous sections, adolescents’ unique social, emotional and cog-
nitive development can lead to exacerbated vulnerabilities to (mis)
information in ways that may differ from adults, and importantly,
they also possess distinct strengths. Adolescents even tend to favour
different social media platforms than adults, yet most social media
research is focused on platforms with primarily adult users, such as
X/Twitter and Facebook, and these conclusions may not generalize to
adolescents’ online information ecosystems. Systematic characteri-
zation of the developmental differences in social media content and
vulnerabilities to misinformation is needed for effective interventions,
particularly because behavioural interventions designed for adults
are generally less effective for adolescents as they do not account
for adolescents’ experiences and developmental characteristics”.
Adult-focusedresearch therefore should not be applied to adolescents
without adaptation. As discussed, in some situations adolescents might
show higher resilience than adults, and these strengths too can be lever-
agedininterventions. Here we provide recommendations for tailoring
interventionstoadolescents, informed by insights from developmental
science and the research agenda outlined earlier.

Promoting awareness of misinformation tactics

Training individuals to recognize common misinformation tactics, a
strategy alsoreferred to as psychological inoculation, hasbeen shown
toreduce misinformation susceptibility®”>"”°, This approach, which
draws an analogy between misinformation tactics and viral strains,
equips individuals with the cognitive ‘antibodies’ to resist manipula-
tion. Inoculationinterventions have shown promise with adolescents,
targeting common tactics such as emotional manipulation, scapegoat-
ing, conspiracy promotion and trolling'*®'”>., Yet, these interventions
arebased onstudies on adults and might notinoculate against tactics
thatadolescents are particularly exposed or vulnerable to. The content
of this type of intervention can straightforwardly be extended to a
broad range of tactics that specifically adolescents are exposed and
susceptibleto. Forexample, if adolescents are particularly influenced
by positive emotional appeals, influencer relatability or specific logi-
cal fallacies within a certain age range, then age-targeted inoculation
interventions should be extended to focus on those vulnerabilities.
Inoculation interventions help individuals to recognize popular per-
suasive tactics and are agnostic about objective truthfulness. Detecting
such tactics can help individuals to identify potentially misleading
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information and determine whether fact checking is warranted. It is
therefore recommended to combine inoculation interventions with
broader media literacy programmes to enhance their effectiveness.

Setting social norms to promote accuracy

Adolescents’ heightened sensitivity to social influence, social goals
and peer-group norms presents an opportunity for interventions. For
instance, school-based interventions could integrate peer discussions
toemphasize and promote theimportance of accuracy onsocial media.
This way, adolescents may become socially motivated to promote
accuracy online, creating anew social norm. Similar suggestions have
been made for public health campaigns to encourage adolescents
to adhere to social distancing guidelines'’. While accuracy prompt
interventions for adults often leverage existing preferences to share
accurate information®, adolescent-focused programmes may need to
first cultivate these norms through collaborative learning and discus-
sions on the societal value of accuracy.

Building media literacy and discernment competences
Accuracy and trustworthiness discernment are key outcome variables
in interventions against misinformation™'. Effective programmes
must not only help adolescents to identify falsehoods (which can
be achieved by increasing overall scepticism) but also foster trustin
credible sources that adhere to journalistic standards. Trust in pro-
fessionaljournalismis declining among individuals who are younger
than 35 years old'*>'**, with many perceiving news organizations as
biased. For instance, a recent survey found that 35% of US adoles-
cents expressed low trustin news media. Those low-trust individuals
believed that news organizations do not take journalism standards
such asaccuracy and fairness seriously and that they do not produce
moreimpartialinformation than other online content creators. Infact,
they generally reported that they believe “journalistsintentionally add
bias to their coverage of events and issues”'**. Building competences
to correctly identify trustworthy content is especially important in
adolescence’, and media literacy interventions should focus not
only on cues for untrustworthy content’*® but also on tips that focus
ontrustandidentifying reliable sources'’. Research on adolescents’
knowledge gaps about professional journalism can further inform
these efforts.

Increasing the effectiveness of misinformation interventions
Misinformation education should be integrated with broader digital
media and information literacy programmes and policies'*®'*, This
equips adolescents with a more complete skill set to navigate online
environments responsibly. Among other competencies, this framework
should address critical competencies such as privacy, security con-
cerns, self-regulation and screen time management strategies. These
programmes could also help adolescents to understand the incen-
tive structures that operate online, such as social media algorithms
that aim to maximize engagement, and paid influencers. Programmes
such as DIGYMATEX highlight the importance of integrating multiple
dimensions of digital literacy into interventions'’. Notably, adolescents
supportsucheducational programmes: 94% of US adolescents say that
schools should be required to teach media literacy™*. Age differences
alsoneedtobe considered for the development of interventions, asthe
strengths and vulnerabilities that arise from developmental processes
andthe environment change during adolescence. Furthermore, trends
will change with time, and social media use and technologies will also
evolve over generations. Adolescents’ own views and opinions need to
beincludedto enhancetherelevance and appeal of the interventions,
thereby increasing their effectiveness. This canbe achieved by involv-
ing adolescents indesigning educational interventions together with
professionals™°. Additionally, influencers and adolescents themselves
canassistin deliveringinterventions, further increasing engagement
with the educational content.

Interventions should also address complementary challenges,
including attention management and competences that allow users
totake control over how they spend time online and what sources they
includeintheirinformation diets. Managing attention in the world of
information overabundance is a difficult task irrespective of age, but
the challenge is particularly salient in adolescence. Self-regulation
strategies, such as critical ignoring, or the ability to resist low-quality
or misleadinginformation and focus attentional resources on credible
sources, may be particularly helpful™®. One way of implementing this
competence is by using insights from self-nudging strategies'". This
includes designing one’sinformation environmentsin ways that would
inhibit encounters with certain (low quality) sources (that s, those ped-
dling misinformation and conspiracy theories), reduce temptations
by using greyscale mode on the smartphone, or set time limits and
self-imposed obstacles on the use of certain platforms'®.

Finally, digital media and misinformation tactics continue to
evolve. New social media platforms will arise, and technological
advancements such as deepfakes increase the challenge of distin-
guishing real from fabricated information. Education must adapt to
these technological changes. Continuously monitoring adolescents’
exposure to misinformation, their vulnerabilities and their digital lit-
eracyisnecessary torefine interventions. Youth should not stand alone
in their fight against misinformation. Policies and laws should offer
protection—for example, by prohibiting profiling and microtarget-
ing of minors for commercial purposes. Addressing these challenges
demands interdisciplinary collaboration among policymakers and
expertsin developmental and educational sciences, communication,
computer science and artificial intelligence. Ultimately, misinforma-
tion interventions transcend individual protection; they are integral
to fostering a democratic society where evidence, not manipulation,
guides decision-making.
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