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Discussion

Simplicity is a great virtue but it
requires hard work to achieve it and
education to appreciate it.

— Edsger W. Dijkstra

On the nature of Computing Science

This dissertation consists of four incremental studies that focus on
the application of secure and privacy-preserving machine learning
in cross-border clinical use cases. This resulted in the development
of the secure distributed machine learning architecture, which is a
secure variant of federated learning [1]. The overall focus of this dis-
sertation is on FAIR [2, 3, 4, 5, 6, 7], regulatory compliance [8, 9, 10],
and cybersecurity [11, 12, 13] for epidemiological healthcare data
across the four studies. Chapter 2 introduced a conceptual framework
for health FAIR (Findable, Accessible, Interoperable, Reusable) data
management [2], defining key terminologies and FAIR data steward-
ship principles for the virus outbreak data network (VODAN) [14].
Chapter 3 built on this foundation by designing an architecture for
fully FAIR at point of care and GDPR-compliant data infrastructure,
demonstrating how local data stewardship [15] and a data visiting
[16] approach enable federated analytics for infectious disease out-
break monitoring in VODAN without compromising data ownership
or privacy [7]. Going from the high level view of Chapter 3 to a
more granular technical design in Chapter 4, focus is put on techni-
cal challenges such as risks to security and privacy of patients and
healthcare institutions. In this chapter the Secure Distributed Machine
Learning (SDML) architecture is proposed that combines concepts
from federated learning with cryptography [17] and secret sharing
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[18] from Secure Multi-Party Computation (SMPC) [19] to enhance
privacy and cyber-resilience in edge computing environments found
in distributed healthcare use cases [20, 21] for epidemiology. Con-
cluding, in Chapter 5 the performance of the methodology presented
in Chapter 4 is benchmarked for distributed automated diagnostics of
chest x-rays for diseases such as viral pneumonia, measuring the over-
head of homomorphic encryption and secret sharing on a ResNet18
TinyML model [22] to quantify the trade-offs between security and
training efficiency in medical imaging across clinics.

6.1 Main Findings

FAIR stewardship is a necessity for federated analytics in epidemi-
ology

The first study in Chapter 2 established the importance of standard-
ising health data management and stewardship through a common
terminology framework aligned with the FAIR principles [23, 24, 15].
It identified key challenges in current health information systems
such as unclear data ownership and the problem of heterogeneous
data standards across clinics. This was especially apparent during
the SARS-CoV-2 pandemic and the 2013-2016 Ebola epidemic, where
fragmented data slowed clinical response and observability for health-
care organisations. These challenges are addressed in Chapter 2 with
concepts of FAIR and FAIR Data Points (FDPs) [4, 25].

A notable finding is that FDPs coupled with data stewardship is a
necessary combination when implementing concepts of federated
analytics and data visiting. Data visiting replaces the process of data
transfer, allowing only aggregate or computed outputs that do not
contain any personal or sensitive data to leave a health facility [16].
This is a form of federated analytics that safeguards personal data.
Data stewards are needed to guide the complex (meta)data creation,
curation [26] and management process inside health facilities to
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properly index and annotate data. This can be seen as an increase
in overhead, but given that this increased potential for findability,
interoperability and reusability of data, in the long term it likely saves
both time and resources [27, 15]. Only if metadata are properly
presented, can we identify and match data across FDPs for use in
federated analytics, as this requires either horizontal or vertical data
alignment [28, 29].

A second key insight is that the use of community-defined ontologies
encourages standardisation at point of clinical use [30, 31]. This re-
quires the expertise of data stewardship to implement. Standardised
data contain rich metadata that is used to support both clinical use of
data and machine actionability of data produced in a health facility.
The resulting data is graph data in the form of triples [32], which are
knowledge representations that enable automated relationship discov-
ery without compromising data integrity. Additionally in Chapter 2 it
was found that implementing ontologies and shared vocabularies can
greatly improve data provenance in healthcare as well, and doing so is
one of the prerequisites for the deployment of a FAIR implementation
network [33].

FAIR and GDPR compliance are complementary for healthcare
data

Chapter 3 shows that the FAIR data principles and GDPR regulations
can be complementary to each other. The concept of data stewardship
introduced in Chapter 2 demonstrated that FAIR data stewardship is
one of the key building blocks for federated analytics [34, 15, 35], but
is also essential in making sure data management practices for FL can
align with GDPR [10]. This combination of FAIR data stewardship and
GDPR-based architecture can be used as a legal compliance framework
for the use and reuse of clinical health data.

By placing data controllers and processors at the point of care, full
data ownership and curation is retained at the local level [26]. This
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is essentially data sovereignty [36] as personal data never leaves a
health facility for such analytical purposes. This type of architecture
enables federated analytics through a structured process of data visit-
ing, where only anonymised or aggregated data is shared externally
[16]. This process is subject to data use agreements and audits by
the data steward. In addition to FAIR data stewardship, Chapter 3
introduces as one of the key findings a framework that includes FAIR
data creation at origin and the whole chain of data controller and
processor all in-residence.

The importance of well-trained FAIR data stewards was demonstrated
in VODAN. A high level of knowledge is required to configure, operate
and curate a federated infrastructure [26]. Within VODAN thirty data
stewards were trained through a structured Training of Trainers (ToT)
program. These stewards manage the FAIRification process, oversee
metadata curation, and ensure that all data access requests conform
to GDPR standards. Their involvement also strengthens local data
governance [15, 37] and builds trust within facilities.

To facilitate this FAIR metadata templates were defined based on
the WHO SARS-CoV-2 eCRF standard [38, 30] and were structured
through localised instances of CEDAR [39]. The clinical data entry
forms used in clinics were based on these FAIR templates, resulting
in data that was being generated in FAIR format as RDF graph data
[40, 41]. This ensured semantic consistency across the facilities in the
participating healthcare facilities from eight different countries includ-
ing Ethiopia, Kenya, Nigeria, Somalia, Tanzania, Uganda, Tunisia, and
Zimbabwe. The first cross-border query, executed on 29 September
2020 between Uganda and the Netherlands, as described in Chapter
3, demonstrated that this FAIR and GDPR based architecture supports
cross-border federated analytics without exposing medical data to
external parties [25].
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SMPC techniques add necessary security for applying FL in health-
care

In the SDML methodology presented by Chapter 4 we show that inte-
grating encryption and secret sharing inspired by SMPC [19, 42] into
FL enables secure aggregation of model updates without risk of expos-
ing individual contributions in the form of gradients. Local gradients
are encrypted using homomorphic encryption [43] and split via secret
sharing before transmission [18, 44]. Aggregation servers process
only partial, encrypted shares, preventing access to any single client’s
gradient from which information could be extracted. This enforces a
strict zero-trust policy [45]. No single party such as edge nodes or
aggregators can observe individual intermediate computations [46].

The main insight from this study is that this design ensures zero-
knowledge computation throughout the training process. By struc-
turally decoupling local computation, secure aggregation, and global
model updates, the architecture addresses specific attack vectors tar-
getting gradient reconstruction [47, 48] and maintains confidentiality
even in adversarial settings. This is fundamentally more secure when
compared to plain FL training methods, which requires individual
parties to trust other parties with their intermediate computations
[49].

Another key takeaway from Chapter 4 is the role of localised compu-
tation in the efficiency of performing machine learning in resource-
constrained environments. Gradient computation remains entirely at
the edge with computational load spread out over multiple smaller
datasets, rather than one large central dataset. This avoids the need
to offload most of the computationally heavy processing to central
servers. This is a strategy similar to the one used by AlphaFold for pro-
tein research [50, 51]. In the African healthcare landscape of VODAN,
this enables learning from sensitive data without violating sovereignty
or overburdening limited and potentially unreliable local infrastruc-
ture. The decoupled architecture inspired by techniques from edge
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computing [52, 53] reduces the central coordination overhead and al-
lows asynchronous, secure participation from heterogeneous clients.

Secure FL for collaborative diagnostic support is empirically feasi-
ble

The final study in Chapter 5 performed an empirical study through
simulation of privacy-preserving techniques in a federated learning
setting using medical imaging data. It benchmarked a TinyML-scale
ResNet18 model [22] trained on the benchmark chest X-ray dataset
of MedMNIST [54, 55] with and without encryption of gradients and
secret sharing of keys.

The empirical study results presented in Chapter 5 demonstrate that
incorporating secure aggregation through homomorphic encryption
and key-based secret sharing in federated learning does not impair
model performance in a binary classification task on medical imag-
ing. Across ten simulated hospital clients the secure and non-secure
variants yielded indistinguishable test with ROC-AUC of 0.801 annd
0.802 respectively. In an infectious-disease triage setting this trans-
lates to less than 0.2 difference in false-negative rate per 1000 chest
x-ray examinations, which is clinically indistinguishable. Variability in
these metrics across client counts K was minor and within the bounds
expected from stochastic training effects. Observed instability in F}-
score at higher client counts (K > 6) was similar in both non-secure
and secure setups and was found to be due to data limitations, as
each client retains a smaller portion of the dataset when split equally
among all clients. Importantly, the ROC AUC values remained stable
throughout, indicating that the precision and recall ratio for a static
classification threshold remained similar even when fewer samples
per client were available.

The key finding from this study is that the computational overhead
introduced by the secure configuration scales linearly with the number
of clients K, increasing from 11.1% at K = 1 to 25.3% at K = 10, with
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a mean overhead of 19.47% 4+ 4.93%. This scaling was consistent
with the overhead of additive HE gradient aggregation. The per-client
encryption cost remained stable at ~14.9 seconds across all tested
configurations, indicating that overhead is dependent on model size
rather than data volume. The secure learning loop was implemented
without simulating network latency, allowing precise attribution of
overhead to encryption and secret sharing processes. This confirmed
that secure FL, a simplified variant of SDML, is practically feasible
with a predictable impact on computational resources, while providing
additional protection in privacy-sensitive domains such healthcare,
particularly when rapid action is required such as on cross-regional
and cross-country diagnostic data on infectious diseases.

6.2 Future Research

The research performed in this dissertation across the four publications
is an incremental exploration all the way from the basis of the FAIR
data principles, to compliance and ultimately applications in cyber
security. We gradually used methods from design science research
[56] to design a methodology for privacy-preserving machine learning,
which we empirically tested. The strength of this incremental research
approach is that the research directions, and the resulting articles,
gradually shifted from a very broad theoretic focus to an increasingly
specific and application-oriented direction.

In retrospect, this narrowing-down approach is also the main limita-
tion of this study. Since the scope of research was initially so broad,
it was infeasible to combine and empirically validate all the differ-
ent combinations of concepts and techniques that we explored. For
instance in the FAIR-focused contributions Chapter 2-3 we provide
an extensive conceptual framework but only empirically validate a
limited fraction of the whole framework in this dissertation. At this
point, the research direction had shifted to a very practical application
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that is a result from this theoretic work: federated learning and the
practical challenges involved from a privacy-preservation and security
standpoint. This meant that FAIR, while implicitly present in the con-
cept of FL and the framework of Chapter 4, wasn’t an explicit research
goal for the empirical section in Chapter 5 of this dissertation. These
limitations are opportunities for future research, which are provided
in this section.

FAIR integration in federated learning

A promising research direction is the integration of the FAIR principles
into the secure federated learning architecture presented in Chap-
ter 4 and validated in Chapter 5. Chapters 2-3 have shown that
standardizing data through rich metadata enables machine-actionable
cross-clinic data sharing. Further research can aim to demonstrate the
application of secure FL methodologies on FAIR data, which was ini-
tially explored by Sinaci et al. [57]. This could be further extended to
a more complex architecture including FDPs as FAIR data repositories.
The research scope of this not only covers enabling FL to be able to
train and perform inference on FAIR data, but also developing meth-
ods to ensure that FL. model configurations, weights and inferences,
are FAIR as well.

We can design ML model metadata schemas to describe the architec-
ture, hyper-parameter configuration, training metadata and model
parameters of federated models in a standardised way as artifacts [58].
This could enable automated collaboration and discovery of models.
In the ideal case this means not only using FAIR data, but also making
sure that data describing a model is FAIR as well. Interoperability is
the key aspect: if different locales use common ontologies and data
standards, then federated models can be set up for shared analyses
(Chapter 3) with potential for transfer-learning with fine-tuned to
optimise models locally, while learning globally [59].
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To scale this concept, the use and standardised infrastructure in the
form of FDPs is key. FL as a distributed machine learning method
can only be ever as good as its infrastructure. And by combining
FAIR and FL together via FDPs, this approach can provide provenance
and data lineage with rich metadata describing each training round
and complete dataset. It also helps ensure compliance, since FAIR
metadata contains information on accessibility, such as on personal
data. Ultimately this allows us to curate data and models, which leads
to more reliable and trustworthy machine learning. And it is exactly
this that is required for communities that participate in FL to build
trust.

SOLID pods for federated learning

Chapters 2-3 demonstrated the value of keeping health data at
the point of origin using the concept of data ownership and data
sovereignty. We can take this concept a step further by linking it to
SOLID data pods [60, 61]. This is fundamentally different from an
approach that uses FDPs, as those store data at the institutional level.
SOLID pods on the other hand logically organise data storage at the
personal level, implementing the concept of the personal data vault
[62]. Individuals retain full ownership over their personal data.

Combining the concept of SOLID with FL could allow patients to
contribute to health models directly by allowing use of their personal
data under specific approved conditions, without having their personal
data stored at a third party. This would enable individuals to donate
the use of their data for scientific research. This aligns well with the
principle of data sovereignty, not just at the institutional level but at
an individual level.

Many of the existing challenges of FDPs translate directly to SOLID.
The new challenge specific to SOLID is the difference in scale. The
SOLID implementation would need to be able to support the com-
putational load and communication cost of FL at very large client
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counts. In addition, new security measures will be required to handle
authentication, data-use verification (access and control) and client
coordination in the massively decentralised network of data stations.
In Chapter 3-4 we already laid some groundwork for this in terms
of security, but the scope of concerns in the case of SOLID is much
larger.

Emerging machine learning research

There are additional emerging topics related to machine learning that
could be applied to FL. One such topic is explainable AI [63]. The use
of ML in FL requires the results from such models to be explainable and
interpretable for clinicians to understand why certain predictions or
classifications are made by a model. Further research could investigate
the use of existing techniques from machine learning and apply them
to FL. For example being able to interpret a globally learned model in
terms of local data patterns while preserving privacy.

Another area of research could be further investigation into scalability
and efficiency for secure FL. Chapter 5 had shown the overhead
introduced by gradient encryption and secret sharing. Follow-up
research may focus on optimising the cryptography step, such as
more efficient additive HE instead of FHE [43] or the use of model
update compression techniques [64]. Additional techniques from ML
like model quantisation [65], pruning [66], or distillation [67] could
be adapted to FL to create smaller and faster models that provide
non-inferior performance in clinical edge computing application.
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