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Introduction

The future of artificial intelligence
should be shaped by the values of human
compassion, ethics, and scientific rigor.

— Fei-Fei Li
On the nature of ethics in artificial

intelligence.

1.1 Research Context

Recent breakthroughs in artificial intelligence provide new opportu-
nities for medical research, especially in real-time surveillance and
modelling of infectious disease dynamics, thereby improving patient
outcomes and making healthcare delivery more efficient. However,
the exponential growth of healthcare data opens up new challenges re-
garding to how this data is collected, processed, shared, and analysed
[1]. This brings us to discussions around data ownership: who actually
owns patient data and who can legally and ethically use it, and in
which cases? We find challenges in data interoperability: how can
we make sure data from different healthcare facilities and research
programmes are compatible with each other? If we want to share
and use data, we run into issues surrounding regulatory compliance,
which is a very complex legal topic for protected data categories such
as healthcare data. Finally we also consider cybersecurity, how do
we make sure that our data stay secure and third parties cannot get
unauthorised access to our sensitive data and studies?
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Number of Publicly Available Viral Genome Data on Pandemics
(Circle Area « logio(Genomes))

SARS (2003) H1N1 (2009) Ebola (2014) Zika (2015) COVID-19 (2019) Mpox (2022)

31 2,000 1,610 762 16,843,380 6,295

Fig. 1.1.: Publicly shared full-genome sequences for six major zoonotic
epidemics and pandemics. The circle area scales with log,, of the
number of genomes. Counts are shown below each point. [5, 6,
7,8,9,10]

All these concerns together shape research and implementation gaps
that prevents us from providing the most effective, equitable, sustain-
able and safe use of health data in artificial intelligence applications.
The implications of these gaps are particularly pronounced in resource-
constrained regions where populations are often excluded from lead-
ing studies and healthcare applications. This is compounded by the
lack of structured processes around health data management and data
stewardship, which ultimately impede the chain of diagnostics and
medical decision making, especially between local clinics and regional
hospitals, a gap that becomes critical when rapid epidemiological
action is required during outbreaks such as the recent pandemic. This
ultimately leads to suboptimal health outcomes for a significant part
of the world population [2, 3, 4].

Healthcare Data in Numbers
Healthcare data generation has increased dramatically, driven
by increasing digitalisation of patient files in electronic health

records (EHRs), data-heavy diagnostics such as medical imaging
and increasing use of wearable devices to track patient biometrics.
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Healthcare data is approximated to account for about 30% of the
world’s total data volume [11]. In 2020, the global healthcare data
volume reached over 2 000 exabytes, which is over 250 gigabytes
of data per person on earth. A figure which is expected to multiply
almost six fold, surpassing a total of 11 000 exabytes by 2030 [12].
Not only has healthcare data exponentially grown in size, but
healthcare data is also tracked in more detail and over longer
continuous periods. Longitudinal surveillance and genomic
datasets for infectious diseases such as HIN1 and SARS-CoV-2
now constitute some of the largest continuously growing sources
of structured epidemiological data as shown in Figure 1.1.

To harness the potential of the volume and veracity of the data
being produced, the European Commission has launched the
European Health Data Space (EHDS) initiative in 2022 as part
of the movement towards universal data spaces. The EHDS is
aimed to increase the findability, accessibility, interoperability
and reusability (FAIR) of health data across EU member states,
while maintaining compliance with data privacy and protection
regulations such as the GDPR. [13].

This is a large contrast to the situation in resource-constrained
environments such as Africa. Data infrastructures in Africa remain
fragmented and often rely on external service providers for their
health information systems, which do not guarantee data locality.
With an exponentially growing population, it is unclear exactly
how much data is being processed, how much data is exposed to
privacy and security risks and how much data is being lost due
to a lack of digitisation. Despite increasing digital connectivity,
with Sub-Saharan Africa reaching 40% of the population having
internet connectivity [14], the majority of the African healthcare
institutions still operate primarily on paper-based systems [15].
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The studies performed in this dissertation are performed in the context
of the Virus Outbreak Data Network (VODAN-Africa). VODAN’s focus
on real-world clinical viral outbreak and outpatient data registration
positions the research in the epidemiological data sciences. VODAN
addresses the many challenges of health data in Africa in particular,
which poses additional challenges due to resource shortages and lack
of unified healthcare and data policies [4]. Within VODAN research
was performed on the digitisation of epidemiological data to a FAIR-
format by design and the localisation of clinical data generation and
management in-residence. This is following a federated data structure,
which can better support the sheer scale that African healthcare needs
will grow towards in the coming decades. [2].

The disparity in healthcare data management is partly driven by data
inequity. Traditionally, research involving African data has involved
extracting and processing data outside the continent, often without
direct benefit for local communities and scientific communities. This
is a practice known as parachute research [16]. Addressing these dis-
parities requires strategies emphasizing data locality and ownership,
ensuring data remains at the source yet can be used for scientific study
and real-time epidemic surveillance. This thesis explores approaches
that bridge this research gap, enabling equitable data management
and value creation at local levels through federated data methods,
which also address the issue of scale as mentioned.

Healthcare Data Reuse

Lack of data interoperability between healthcare institutions and
between research projects is an ever ongoing problem that reduces
the chances of reusing past data. This is especially problematic in
cases where there are data of rare diseases or one-off events such
as a global pandemic. This is not only problematic to research
potential, but also increases the burden on research funding. In
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the EU alone, lacking data interoperability and reusability is
estimated to cost healthcare providers approximately €10 billion
annually [17]. If we consider the total costs of redundant
data collection, duplicated data processing, missed research
opportunities and delayed treatments cost estimates can go as
high as €26 billion per year [17]. Looking towards the health data
ecosystems across Africa in VODAN, we see that healthcare infor-
mation systems are subject to the concept of digital black hole [18].

This is characterised by geographically isolated, unconnected and
non-interoperable health data typically stuck in paper format or
legacy systems. This leads to the problem of missing data as Ebola
or COVID-19 [4], where we simply do not have the necessary vol-
ume and quality of data to compare or analyse the local situation
due to problems in findability and accessibility, ultimately leading
to non-reusability. Approximately 40% of clinical data captured
globally is never reused for secondary purposes due to such inter-
operability barriers and lacking findability and interoperability due
to inadequate metadata [17].

To resolve challenges around interoperability and ultimately reusabil-
ity of data, we require standardisation of data management practices.
An existing example of global data harmonisation is the WHO Global
Influenza Surveillance and Response System (GISRS) [19], which
has collected and standardised virological metadata in a consistent
schema since the 1950s. This type of standardisation requires manual
data engineering and does not scale well beyond one use case given
the variety of medical specialisations, data types and standards across
global clinics. One of the most important proposals surrounding this
topic, and one that is central to this dissertation, are the FAIR princi-
ples. These are a set of principles that define standards around making
data findable, accessible, interoperable, and reusable [20] through
rich metadata annotations. One of the advanced topics of interest
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there is FAIR data creation directly at the point-of-care. This requires
the utilisation of data forms based on semantic metadata templates.
This can guarantee a certain level of interoperability and reusability
for all data created using that methodology. The Personal Health
Train (PHT) paradigm operationalises these FAIR data by enabling
federated data analyses on FAIR data. Here analyical algorithms such
as federated learning models visit data and perform secure compu-
tations at their origin without moving sensitive data across different
locations [21]. The use of FAIR and federated data methodologies
are one of the main issues addressed in the articles presented in this
dissertation.

Al Ethics in Healthcare

The increasing use of Al techniques such as machine learn-
ing has sparked discussions around ethics and safety, especially
in domains using sensitive private information like healthcare.
According to a recent study, European healthcare providers
expressed concerns about the ethics and GDPR compliance of
using Al-driven healthcare solutions [22], especially those that
profile patients for communicable-disease risk stratification.
GDPR explicitly emphasises patient rights, including consent,
data minimisation, and purpose limitation. Together with the
recent Al-act, this makes it a legal and ethical necessity to
consider compliance and safety when deploying Al solutions in
healthcare [23]. In global cross-country settings like those found
in VODAN-Africa, ethical compliance is further complicated by
the diverse range of local regulations and ethics. This makes
it necessary to find approaches that can adapt across multiple
geographies and jurisdictions.

The central technique we study to provide compliance, privacy-preservation
and security in machine learning is federated learning. This technique
addresses ethical and regulatory considerations by allowing shared
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training of a model on localised datasets without sharing actual health
data. This approach naturally aligns with GDPR’s emphasis on data
minimisation and local compliance, as personal health data never
leaves the point of care [24], while still providing opportunities for
data reuse.

Additionally, federated learning enables local value creation and pro-
vides strong guarantees for data ownership. This ultimately means
that everyone that contributes, can exactly determine what data they
allow to be used without exposure, while equally benefitting from
the resulting collaboratively trained model. In this dissertation feder-
ated learning is investigated, with a research focus on state-of-the-art
privacy-preservation and security. We model and verify how secure
federated learning methods can be applied to privacy-sensitive health-
care analytics in diverse regulatory landscapes by utilising security
and computation sharing techniques from adjacent machine learn-
ing methods such as cryptography and secret sharing from secure
multi-party computation.

Cybersecurity in Healthcare

With the massive volume of healthcare data and the sensi-
tive nature of such data, healthcare data has become an attractive
target for cybercriminals. With the massive volume of healthcare
data and the sensitive nature of such data, healthcare data has
become an attractive target for cybercriminals. Attacks and
eventual breaches on healthcare institutions have been increasing
dramatically in recent years. In 2022 alone, healthcare organi-
sations globally experienced an average of 1410 cybersecurity
threats per week, a 74% increase compared to the previous year
[25]. Within the European Union, the average healthcare data
breach cost in 2023 has been estimated around €300 thousand
[26], whereas the average cost of a successful healthcare data
breach in the US reached $10.93 million in 2022, representing the
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highest breach cost of any industry [27]. Such breaches not only
compromise patient confidentiality, but also threaten to disrupt
day-to-day clinical operations. The increased use of Al in clinical
settings provides another threat vector for malign actors to exploit
if given the chance.

The method of federated learning that we study provides privacy-
preserving properties by design, but remains vulnerable to sophis-
ticated cybersecurity threats. These are threats that may involve
compromised clients and reconstruction of source data which may ex-
pose private data that the method seeks to preserve. Mitigating these
risks is non-trivial and requires newly developed methods to process
data, new machine learning training methodologies and measures to
ensure no single party can compromise security. Adding additional
layers of security to federated learning may have an impact on model
performance and efficiency, and the exact nature of that impact has
to be validated through empirical measurements. In this disserta-
tion we perform an ablation study to evaluate our secure distribution
machine learning framework based on federated learning. With this
foundational evidence is provided for practical application of secure
federated learning for healthcare use cases.

The central thesis of this dissertation is that the proposed Secure
Distributed Machine Learning (SDML) methodology is a scalable and
GDPR-compliant framework for privacy-preserving machine learning
across distributed healthcare use-cases. SDML incorporates the prin-
ciples of regulatory compliance and cryptographic security into one
design-science-based architecture. The subsequent chapters collec-
tively build and empirically substantiate this framework, showing
that secure federated models can be built specifically for healthcare
settings without requiring centralisation of data, even in challenging
compute-restricted environments.
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This dissertation addresses each of the key issues we have mentioned
by systematically exploring the potential and use of federated learning-
based artificial intelligence in a secure and privacy-preserving manner.
The focus is on the topics of FAIR, compliance and cyber security. By
examining these domains through both theoretical desk study and
empirical benchmark analyses, this research contributes to a nuanced
understanding of how distributed Al applications in healthcare can be
designed and utilised in practice. This research aligns that goal with
considerations about global ethical standards, regulatory frameworks,
and the practicalities of cross-border clinical use cases [28, 29, 30].
In this dissertation I seek to cover existing research gaps in both FAIR
data and secure machine learning, with the aim to further secure,
responsible and equitable use of health data. Ultimately to increase
opportunities for clinical research and improve patient outcomes
globally, particularly within underserved communities.

1.2 Research Outline

The main body of research in this dissertation is divided into four
distinct chapters, each building upon the previous chapter. This work
is structured using a cumulative research approach following the
Design Science Research (DSR) framework.

The dissertation starts out with a broad literature review in chapter 2
on a FAIR data framework in the resource-constrained, cross-country
African healthcare context. This chapter also serves as a key piece of
research in which specific research gaps surrounding FAIR data and
federated data infrastructures are identified. This chapter provides the
knowledge and artifacts that we need to design a viable solution.

In the following two chapters we perform the design steps of our
research framework. In chapter 3 we investigate and design the po-
tential of a data management framework in healthcare data analytics
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that provides GDPR compliance and FAIR conformity by design. This
chapter addresses gaps in data interoperability and regulatory compli-
ance. This is followed by chapter 4, which builds upon the previous
chapters to do a technical deep-dive into cybersecurity methodologies
for designing a secure version of federated learning that has potential
for resource-constrained healthcare environments. These two chapters
together conclude the design cycle of our DSR approach.

Finally, in chapter 5 we seek to empirically validate the approach we
have built towards in the previous chapters. In this chapter we perform
a simulation study to benchmark an implementation of our secure
federated learning solution. We replicate a real use case by using
industry-standard open clinical benchmark data and by constraining
available resources. We analyse the results to check for non-inferiority
in model performance and use ablation to measure the impact on
model training runtime.
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