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A B S T R A C T

Investigative forensic genetic genealogy (iFGG) was successfully used in the United States to solve the Golden 
State Killer case in 2018 and in Sweden to solve the Linköping double-murder case in 2020. However, further use 
of iFGG in Sweden was temporarily suspended due to concerns about its legitimacy. This article evaluates the 
legitimacy of iFGG within what we name, the European Court of Human Rights’ (ECtHR) four-fold privacy test: 
the preliminary interference test, the lawfulness test, the legitimate aim test, and the proportionality test. The use 
of iFGG is an interference with an individual’s right to respect for private life under Article 8 of the European 
Convention on Human Rights (ECHR). Its lawfulness requires the creation of an iFGG-enabling law or amend
ment of an existing law to allow iFGG use by law enforcement. Its legitimate aim—criminal identification 
through data derived from DNA deposited at crime scenes—falls squarely under Article 8 § 2 ECHR. The pro
portionality of its use largely depends on the provision of appropriate safeguards in an iFGG-enabling law that 
would protect genetic data privacy. Although iFGG is a powerful tool to help solve cold cases, it has to stand on a 
solid legal ground that allows its use while respecting the right to privacy. It should be able to withstand any 
legal challenge before the ECtHR in the future. The safeguards identified in this article, if incorporated in an 
iFGG-enabling law, hope to prevent such legal challenge.

1. Introduction

Investigative forensic genetic genealogy (iFGG) is a relatively new 
criminal identification technique [1–3], whose nomenclature, definition 
and scope we previously clarified [4]. It has been successfully used to 
solve cold cases in the United States, the most famous of which is the 
Golden State Killer case in 2018 [1,5]. In Europe, pilot studies have been 
carried out in Sweden and Norway [6,7], and a Dutch court has allowed 
its use in the Netherlands [8–10].

The use of iFGG in solving cold cases is nevertheless received with 
both approval and criticism [2,11,12]. On the one hand, perpetrators of 
decades-long unresolved cases are finally brought to courts and the 
families of their victims find closure. On the other hand, questions of 
privacy arose, in particular, the right to privacy with respect to genetic 
data stored in commercial DNA databases and that of their un-enrolled 
genetic relatives who unwittingly became involved in criminal in
vestigations [13].

Aside from technical issues, such as the hacking of a commercial 
database that potentially exposed the personal data of users who opted 
out of law enforcement searches [14,15], a big cause of concern is the 

personal data that is potentially revealed by the use of iFGG. Moreover, 
besides its ability to trace one’s genetic relatives, the promise of pre
dicting one’s medical predispositions by some DTC-GT companies has 
caught the imagination of millions of their subscribers [16]. It is not 
clear, however, how many of these consumers realize that they are 
sharing their most intimate biological data: their DNA [17]. While it is 
possible to change one’s name, home address, password, or other per
sonal data, genetic identity is biologically-embedded, rendering it, in 
effect, individually immutable. More so, it is not clear whether con
sumers of these commercial databases, who may have (consciously or 
unknowingly) opted in for law enforcement use of their data, understand 
clearly that they can become conduits to the possible identification of a 
relative, near or distant, who may be implicated in a crime.

The debate continues and is largely unresolved, especially in Europe. 
What is clear is that the use of iFGG should be subject to appropriate 
safeguards that protect the right to data privacy while law enforcement 
conducts its legitimate role of solving crime [18,19]. In order to promote 
“reasoned exercise” in the use of iFGG in the United States—the country 
which pioneered iFGG—its Department of Justice issued an interim 
policy that provides guidance on its use to protect “reasonable interests 

* Corresponding author.
E-mail addresses: o.m.tuazon@law.leidenuniv.nl (O.M. Tuazon), b.h.m.custers@law.leidenuniv.nl (B. Custers), g.j.zwenne@law.leidenuniv.nl (G.-J. Zwenne). 

Contents lists available at ScienceDirect

Forensic Science International: Synergy

journal homepage: www.sciencedirect.com/journal/forensic-science-international-synergy

https://doi.org/10.1016/j.fsisyn.2025.100636
Received 18 June 2025; Received in revised form 21 July 2025; Accepted 31 July 2025  

Forensic Science International: Synergy 11 (2025) 100636 

Available online 18 August 2025 
2589-871X/© 2025 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ). 

https://orcid.org/0000-0001-5899-2549
https://orcid.org/0000-0001-5899-2549
mailto:o.m.tuazon@law.leidenuniv.nl
mailto:b.h.m.custers@law.leidenuniv.nl
mailto:g.j.zwenne@law.leidenuniv.nl
www.sciencedirect.com/science/journal/2589871X
https://www.sciencedirect.com/journal/forensic-science-international-synergy
https://doi.org/10.1016/j.fsisyn.2025.100636
https://doi.org/10.1016/j.fsisyn.2025.100636
http://crossmark.crossref.org/dialog/?doi=10.1016/j.fsisyn.2025.100636&domain=pdf
http://creativecommons.org/licenses/by/4.0/


in privacy” (p. 1) [20]. At the level of the Council of Europe (CoE), there 
is no similar regulation concerning iFGG. However, law enforcement use 
of genetic data—albeit in the context of law enforcement DNA data
bases—has already been a subject of case law at the European Court of 
Human Rights (ECtHR), from the admissibility case of Van der Velden v. 
the Netherlands in 2006 [21], the landmark Grand Chamber case of S. and 
Marper v. the United Kingdom in 2008 [22], up to the more recent case of 
Petrović v. Serbia in 2020 [23]. In all these cases using short tandem 
repeat (STR) data, the ECtHR has classified these data as protected data 
under Article 8 of the European Convention on Human Rights (ECHR) or 
the right to respect for private life [24]. A future case before the ECtHR 
involving single nucleotide polymorphism (SNP) data using iFGG is 
expected to fall under the same classification arguably with its own 
nuances.

In this light, a report on the feasibility of the use of iFGG in the UK—a 
state signatory of the ECHR—concluded that the “legality and necessity 
of police use of genetic genealogy (and associated interference with 
privacy) would need to be clearly established, with reference to Article 8 
of the European Convention of Human Rights (ECHR)” (p. 13) [25]. This 
article takes off from this recommendation. It sees iFGG as one of those 
“novel ways” which may adversely affect our “private-life interests”, as 
the ECtHR has forewarned in Marper (para. 71) [22]. Keeping in mind 
ECtHR’s tendency to find a middle ground between the right to one’s 
privacy on the one hand, and society’s interest in solving crimes on the 
other hand, this article does not prima facie reject the use of iFGG. It 
rather seeks appropriate safeguards for its use in Europe mainly using 
ECtHR jurisprudence on law enforcement use of DNA data as our guide 
given the scope of this article. We earlier coined the term ECtHR’s 
four-fold privacy test (cf. section 2) [26] and applied it in this article to 
assess the legitimacy of iFGG within the ECHR regime.

This article is divided into seven sections. Section 2 provides a short 
overview of the ECtHR four-fold privacy test. Sections 3 to 6 then cover 
each component of the four-fold test as applied to iFGG. Section 3 covers 
the preliminary interference test, on whether the use of iFGG is an 
interference with private life. Section 4 covers the lawfulness test, on 
whether the use of iFGG is lawful under the prevailing legal instruments 
of the Council of Europe. Section 5 covers the legitimate aim test, on 
whether the use of iFGG would serve any legitimate purpose under 
Article 8 § 2 ECHR. Section 6 covers the proportionality test, on whether 
the use of iFGG is proportional to the legitimate purpose it purports to 
serve. As it goes with the ECtHR’s Article 8 jurisprudence, the bulk of the 
discussion on appropriate safeguards is found in this section and the 
safeguards identified in the other tests find their full significance when 
discussed under the lens of proportionality. Section 7 puts together the 
various conclusions of the ECtHR four-fold privacy test and provides an 
answer on the legitimacy of iFGG within the ECHR regime.

2. The ECtHR four-fold privacy test: a quick overview

The concept of private life under Art. 8 ECHR has a wide scope and is 
“not susceptible to exhaustive definition” (para. 36 [27]) [28,29]. In 
adjudicating cases that fall under the right to respect for private life 
under Article 8 ECHR, the ECtHR balances two key interests: an appli
cants’ claim that their right to privacy has been breached—in this case 
through the collection and retention of their DNA data—and the gov
ernment’s or society’s legitimate interest in solving crimes through the 
use of DNA data [13]. There are previous studies focusing on the 
bioethical, relational and social aspects of the use of DNA data [12,
30–34], including more recently, on genometric data privacy [13]. The 
focus of this article is on assessing the legitimacy of iFGG, which uses 
DNA data, within the ECHR regime following ECtHR jurisprudence.

The ECtHR follows a method in assessing the legitimacy of any 
technique or method that may affect the right to privacy under Article 8 
ECHR. We earlier coined the term ECtHR four-fold right to privacy test to 
refer to this method (p. 24) [26]. In this article, we also refer to its short 
form, the ECtHR four-fold privacy test, or simply, the four-fold test. 

Although the ECtHR never mentioned that term directly in its juris
prudence, it can be derived from Article 8 § 2 ECHR and from ECtHR 
case law, such as in S. and Marper v. the United Kingdom (paras. 59–86, 
95–124 [22]), Peruzzo and Martens v. Germany (paras. 32–49 [35]), and 
Gaughran v. the United Kingdom (paras. 63–86 [36]).

We have previously applied the four-fold test in assessing the 
acceptability of universal forensic DNA databases within the ECHR 
regime [37]. The components of the four-fold test, without naming it as 
such, were also present in the evaluation of the acceptability of another 
DNA-based technique, forensic DNA phenotyping, in Europe (p. 11) 
[38]. In this article, we apply it to iFGG. In short, the ECtHR initially 
evaluates the presence of an interference against a protected right 
(preliminary interference test); if affirmative, the ECtHR checks if the 
interference has a basis in law (legality test), whether its purpose is 
covered by Article 8 § 2 ECHR (legitimate aim test) and whether it is 
necessary in a democratic society within the margin of appreciation 
afforded to the member-state party under litigation (necessity or pro
portionality test).

3. The preliminary interference test

The preliminary interference test is the initial evaluation of the 
legitimacy of iFGG within the Article 8 ECHR regime, specifically, on 
whether law enforcement’s use of DNA data in criminal investigations 
constitutes an interference with an individual’s private life. The pres
ence of an interference does not automatically mean a violation of 
Article 8 ECHR. The ECtHR has to proceed with the three other com
ponents of the four-fold test before making a final declaration of a 
violation (sections 4 to 6).

3.1. SNP profile data: protected under Article 8 ECHR

The ECtHR cases involving DNA data use by law enforcement in 
criminal investigations—Van der Velden v. the Netherlands [21], S. and 
Marper v. the United Kingdom [22], W. v. the Netherlands [39], Peruzzo and 
Martens v. Germany [35], Aycaguer v. France [40], Gaughran v. the United 
Kingdom [36], Trajkovski and Chipovski v. North Macedonia [41], and 
Dragan Petrović v. Serbia [23]—were in the form of short tandem repeat 
(STR) profiles. In all these cases, the ECtHR classified DNA data as 
protected data under Article 8 ECHR. On the other hand, iFGG uses DNA 
data in the form of single-nucleotide polymorphism (SNP) profiles.

STR profiles reveal less personal data compared to SNP profiles [4,
42], although recent research on STRs shows that some of the markers 
may reveal some traits that were not known before [43–45]. STR profiles 
involve less than 30 markers whereas SNP profiles used by DTC-GT 
companies usually use more than 600,000 markers [2,3,20]. And 
these SNP markers have the potential to reveal more sensitive personal 
information such as propensity to disease and other health markers [5]. 
It is for this reason why pharmaceutical companies are interested in 
purchasing these sensitive data [46,47].

Given these considerations, it would be easy to second guess the 
ECtHR’s prospective classification of SNP profile data as protected data 
under the ECHR regime. If the ECtHR has classified STR profiles as 
protected data, a fortiori, it would also classify SNP profiles, which can 
potentially reveal more personal information, as protected data. Hence, 
following existing case law [21–23,35,36,39–41], DNA data, both in the 
form of STR or SNP profiles, can be considered protected data under the 
ECHR regime.

The prospective classification of SNP profile data as protected data 
under the ECHR Article 8 regime may also be based on an obiter dictum of 
the ECtHR in Marper: “That only a limited part of this information is 
actually extracted or used by the authorities through DNA profiling and 
that no immediate detriment is caused in a particular case does not 
change this conclusion.” (para. 73) [22]. That statement shows that the 
protection of DNA data by the ECtHR is “technology proof”, i.e., it does 
not depend on whether future scientific breakthroughs would discover a 
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technique that will only process a few DNA markers in order to be able to 
identify its individual source (p. 16) [13]. This is sufficient reason to 
support the presence of an interference when law enforcement employs 
SNP data in iFGG, aside from the fact that it contains more sensitive 
personal data—hence, more privacy intrusive—compared to STR data.

3.2. Preliminary safeguard: iFGG as a method of last resort

Given that SNP data used in iFGG potentially reveals more sensitive 
data compared to STR data as discussed in section 3.1, an appropriate 
safeguard is to allow law enforcement to use it in criminal investigations 
as a method of last resort. The ECtHR recognized in Marper the power of 
DNA data to identify genetic relatives, aside from the sensitive personal 
data that it can potentially reveal (paras. 39 & 72) [22]. This recognition 
applies to a greater extent in iFGG, as shown in the Golden State Killer 
who was not identified using STR-based methods. The latter’s use in 
familial searching is limited to close relatives such as “parents/offspring 
and full sibling” (p. 2 [4]) [5]. The GSK was identified via iFGG with 
different sources claiming that it was done through a second, third, or 
even a probable fourth cousin [1,48,49]. However, as a method of last 
resort—despite SNP data’s greater potential over STR data—law 
enforcement should not be allowed to use it at the commencement of a 
criminal investigation. This safeguard is based on the data minimization 
principle, specifically, that law enforcement should only use iFGG—
which makes use of SNP data that potentially expose more sensitive 
data—after using STR-based methods without producing a suspect lead. 
It provides a preliminary layer of protection against the hasty use of 
iFGG as was initially suspected in the Idaho quadruple murder case 
involving Bryan Kohberger in 2022, which allowed his defense lawyers 
to request the court for a copy of evidence that the prosecution withheld 
[50]. It was eventually shown that law enforcement indeed used STR 
data first but later accessed restricted commercial genetic genealogy 
databases for iFGG [51].

This is only a preliminary safeguard given that it flows from the 
discussion on the SNP v. STR profile data in section 3.1, i.e., law 
enforcement should only resort to iFGG which makes use of SNP data 
after the STR-based methods—both of which are considered in
terferences to a person’s private life when used in criminal in
vestigations under Article 8 ECHR—did not yield a suspect lead. iFGG as 
a method of last resort is expounded further and more relevantly under 
the proportionality test when we discuss the factors from previous 
ECtHR case law which presuppose iFGG as a method of last resort (cf. 
section 6.2) and the safeguards related to the iFGG process which pro
cedurally shows that STR-based methods have to be employed first and 
found wanting before resorting to iFGG (cf. section 6.3).

4. The lawfulness test

The second component of the four-fold test is the lawfulness or le
gality test. Under this test, two major requirements are assessed by the 
ECtHR. First, the measure under consideration should have a legal basis 
in domestic law (section 4.1). For the purposes of this article, we eval
uate the CoE legal instruments cited by the ECtHR in its case law 
involving law enforcement use of DNA data [21–23,35,36,39–41] 
(section 4.1). Second, the applicable law should pass a certain quality 
standard [52,53] (section 4.2).

4.1. DNA-related laws at the Council of Europe

iFGG makes use of DNA-SNP data, from which genetic associations 
are derived leading to the generation of a suspect investigational lead [1,
2,4]. We present legal instruments at the CoE level covering DNA data, 
most of which have been cited in ECtHR case law involving law 
enforcement use of DNA data [21–23,35,36,39–41]. The main legisla
tive basis of the four-fold privacy test is Article 8 § 2 ECHR and these 
legal instruments are only supplementary to it [24].

The first European-wide data protection law was the CoE Data Pro
tection Convention (Convention 108) [54]. However, it was the EU 
General Data Protection Regulation (GDPR) that first defined the term 
genetic data [55]. A couple of years later, Convention 108 was updated 
into Convention 108+ where the term genetic data was defined (art. 6 
[18]; no. 57 [19]). To date, it only has 33 out of 38 ratifications needed 
for it to enter into force [56]. However, we cite Convention 108+ given 
the tendency of the ECtHR to even consider “unwritten” law in its 
evaluation (paras. 28 & 29 [57]) [58]. At any rate, both Convention 108 
and Convention 108+ do not prevent the use of SNP data in criminal 
investigations. They only require the provision of appropriate safe
guards to protect the rights and freedoms of data subjects (art. 6) [18,
54].

The Convention on Human Rights and Biomedicine (Oviedo 
Convention), was not mentioned in the ECtHR case law cited in section 
3.1. It may be because it is a convention on biomedicine. However, it 
contains a chapter on “Private life and right to information” where ev
eryone’s “right to respect for private life in relation to information about 
his or her health” was included (Article 10 (1) [59]). This is relevant 
because the ECtHR in Marper was concerned about the “highly personal 
nature of cellular samples” which contain sensitive information about an 
individual’s health (para. 72) [22]. One may argue that the respondent 
state in Marper (UK) has not ratified the Oviedo Convention, hence, it 
does not apply to it. However, other member states cited in the case list 
in section 3.1., such as France, North Macedonia and Serbia ratified the 
Oviedo Convention [60]. The omission of the Oviedo Convention from 
the list of legislation discussed in previous ECtHR case law involving law 
enforcement use of DNA data may support the argument that the focus of 
the ECtHR in these cases is DNA data for criminal identification, not for 
the elaboration of their medical or other traits.

Recommendation No. R (87) 15 of the Committee of Ministers (Po
lice Recommendation) concerns the regulation of the use of personal 
data in the police sector [61]. It did not cover genetic data specifically, 
but the use of personal data in general whenever processed by the police. 
In a later practical guide on the Police Recommendation, a definition of 
genetic data was included (p. 18) [62]. Principle 2.1 requires that the 
collection of personal data is “limited to such as is necessary for the 
prevention of a real danger or the suppression of a specific criminal 
offence”. Principle 3.1 limits the storage of personal data to “accurate 
data and to such data as are necessary to allow police bodies to perform 
their lawful tasks”. Principle 7.1 requires the deletion of these stored 
personal data “if they are no longer necessary for the purposes for which 
they were stored”. These three specific requirements of the Police 
Recommendation apply to DNA data used in iFGG. They do not neces
sarily prohibit the use of iFGG but they can serve as part of the safe
guards of its enabling law (cf. section 4.3).

Whereas the Police Recommendation covers personal data in general 
[61], Recommendation No. R (92) 1 specifically covers the use of DNA 
data within the framework of the criminal justice system [63]. Provision 
8 is similar to Principles 3 and 7 of the Police Recommendation, 
although applied more specifically to DNA-related data. It provides that 
cellular samples collected for DNA analysis should be discarded after the 
final decision of the case “unless it is necessary for purposes directly 
linked to those for which they were collected”. It provides a window for 
a longer retention period for “serious offences against the life, integrity 
or security of persons”. But in any case, the storage period should be 
defined by law. None of the provisions of Recommendation No. R (92) 1 
prohibit the use of iFGG in criminal investigations.

Recommendation No. R (97) 5 of the Committee of Ministers was the 
first CoE Recommendation that defined the term genetic data, almost a 
decade before it was defined in EU’s GDPR (provision 1) [64]. It was 
updated and replaced by Recommendation CM/Rec (2019) 2 [65]. 
Provision 7.3 clarified the apparent prohibition in the old version of the 
law on the use of “other characteristics”—which would have affected 
iFGG use given that it may reveal many characteristics—as long as 
“appropriate safeguards are provided for by law” [38,65].
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In Marper, the ECtHR also made a quick survey of practices in CoE 
member states on the collection and retention of DNA data (paras. 
107–112) [22]. These practices were evaluated again 12 years later in 
Gaughran (paras. 81–84) [36]. Although the ECtHR noted a variety of 
storage regimes—even with a minority having indefinite retention re
gimes (para. 82) [36]—the Court adjudged that there is still a 
“consensus” among CoE member states as to following the storage lim
itation principle (para. 112 [22]; para. 84 [36]). As discussed in section 
6.1, such a consensus narrows the margin of limitation afforded to CoE 
member states.

4.2. Quality of DNA-related laws

The second aspect of the lawfulness test is the assessment of the 
quality of the law, presumably in the case at hand, a new CoE Recom
mendation that will serve as a template for domestic iFGG-enabling laws 
(cf. section 4.3). Given that such a Recommendation does not exist yet, 
the discussion in this section is limited to the quality of the CoE legal 
instruments discussed in section 4.1. The ECtHR also has a more 
expansive view of the meaning of law, following its “substantive” and 
not its “formal” sense, even including “both enactments of lower rank 
than statutes and unwritten law” (paras. 28 & 29 [57]) [58]. In any case, 
any legal basis should be accessible to the people covered by the law, 
foreseeable as to its consequences and sufficiently clear [22,52,53].

Accessibility requires that the public is made aware of the law’s 
existence through promulgation and publication [58]. The question of 
accessibility of the law has not been raised before the ECtHR in the 
context of genetic data. What is usually questioned is the sufficiency of 
the enabling law that was applied by law enforcement to justify their use 
of DNA data. In the case of Petrovic, for example, the ECtHR considered 
that the legal basis used by the police—Article 131 §§ 2 and 3 of the Code 
of Criminal Procedure of the concerned member state—was insuffi
ciently applied in taking DNA samples from the applicant [23]. The final 
verdict of the ECtHR was nailed by the law’s lack of foreseeability.

Foreseeability means that the law should be “formulated with suf
ficient precision to enable the individual—if need be with appropriate 
advice—to regulate his conduct” (para. 95) [22]. In Petrovic, the ECtHR 
took issue with the lack of “specific reference” in the law to the “taking 
of a DNA sample” (para. 81) [23]. As applied to iFGG, the meticulous
ness exhibited by the ECtHR in Petrovic highlights the need for a specific 
law allowing the use of iFGG by law enforcement in criminal in
vestigations (cf. section 4.3).

As to clarity of the law, the ECtHR explained that the law “must 
afford adequate legal protection against arbitrariness and accordingly 
indicate with sufficient clarity the scope of discretion conferred on the 
competent authorities and the manner of its exercise” (para. 95) [22]. In 
Petrovic, the ECtHR sided with the applicant who claimed that the pro
vision in the law used by the police in taking his DNA sample—“other 
medical procedures”—was “too vague” to be applied to his case (para. 
62) [23]. However, one judge dissented claiming, “How can the words 
‘other medical procedures’ be construed not to encompass this type of 
evidence?” [66] In order to avoid possible variance in its interpretation, 
the iFGG-enabling law should be sufficiently clear as to the types of 
samples covered and their subsequent processing for criminal 
identification.

4.3. Safeguard: a CoE Recommendation on iFGG

At the CoE level, the Committee of Ministers issues Recommenda
tions that are “often precursors of legally binding agreements, testing 
the ground and helping to shape the consensus that may eventually lead 
to directly enforceable European standards” (para. 12) [67]. Following 
the qualities of foreseeability and clarity (cf. section 4.2), the Committee 
of Ministers could consider issuing a Recommendation on iFGG use by 
law enforcement within the CoE. This legal safeguard would serve as a 
guide or legal template to harmonize iFGG-enabling domestic laws 

among CoE member states, thereby facilitating inter-member state 
cooperation in criminal investigations. For its implementation within a 
CoE member state, it is imperative that iFGG use also has a legal basis, i. 
e., an iFGG-enabling law, which can be in the form of a separate law on 
iFGG, or an existing law with specific provisions allowing iFGG use like 
in the case of Sweden and Denmark [68–72].

We provide three reasons to justify such issuance as a legal safe
guard. First, a CoE Recommendation would provide a specific legal basis 
for the use of iFGG among the CoE member states. This is highlighted by 
the Swedish case. In spite of iFGG’s success in solving the Linköping 
double-murder case, the Swedish Authority for Privacy Protection pre
vented its further use, mainly due to the absence of a specific iFGG law 
allowing its use for criminal investigations. Reminiscent of Petrovic, the 
applicable Swedish laws at that time were found insufficient to continue 
carrying out criminal investigations using iFGG [6,73]. Second, a CoE 
Recommendation would serve as a starting point—a testing ground, so to 
speak—that may help shape consensus among its member states “that 
may eventually lead to directly enforceable European standards” (para. 
12) [67]. In the United States, the Department of Justice issued an 
Interim Policy for the use of iFGG across the country in 2019. It aimed to 
“promote the reasoned exercise of investigative, scientific, and prose
cutorial discretion” in the use of iFGG in solving criminal cases (p. 1) 
[20]. An iFGG CoE Recommendation could serve as a legal template that 
contains the minimum safeguards that should be included in an 
iFGG-enabling domestic law. An iFGG legal template is already available 
in the US [74,75]. In the US, Maryland, Montana, Utah and Florida have 
introduced legislation regulating the use of iFGG for criminal in
vestigations [76–80]. In Europe, Sweden and Denmark have introduced 
similar legislation that took effect in 2025. An iFGG CoE Recommen
dation will help in the harmonization of these laws to facilitate 
inter-state cooperation in criminal investigations using iFGG. Third, an 
iFGG CoE Recommendation would serve as a more pro-active step on the 
part of the Council of Ministers to fulfill a seeming positive legal obli
gation to ensure the protection of the genetic data privacy when the 
member states’ law enforcement officials implement iFGG [81,82]. The 
Swedish case suggests that a positive obligation exists to adopt specific 
measures to protect data privacy when using iFGG, and for this reason, 
they have updated their current biometrics law to allow iFGG use in the 
country [68–70].

5. The legitimate aim test

Following the ratio decidendi of ECtHR case law, the legitimate aim or 
purpose test is the most simple and straightforward and it has been the 
practice of ECtHR “to be quite succinct when it verifies the existence of a 
legitimate aim” under Article 8 § 2 ECHR (para. 25) [83]. A case in point: 
In the cases cited in section 3.1, the ECtHR devoted only one paragraph 
to discuss whether they passed this test. Concretely, iFGG only has to be 
classified among the legitimate purposes laid down under Article 8 § 2 
ECHR [24]. This section proposes a nuanced approach to the legitimate 
aim test by making a distinction between the mediate and immediate 
purposes of iFGG (section 5.1) and proposes an appropriate safeguard 
under this test (section 5.2).

5.1. The immediate and mediate purposes of iFGG

In Marper, the ECtHR distinguished two purposes of DNA data, which 
we classify as the immediate purpose (“the original taking of [.] infor
mation pursues the aim of linking a particular person to the particular 
crime”) and the mediate purpose (“its retention pursues the broader 
purpose of assisting in the identification of future offenders”) of criminal 
identification (para. 100) [22]. As applied to iFGG, the main difference 
between these two purposes concerns the subject of criminal identifi
cation: the criminal suspect who left the forensic sample in an ongoing 
investigation (immediate purpose) and future criminal suspects in future 
investigations (mediate purpose).
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The immediate purpose of iFGG—identification of the individual or 
individuals who left forensic samples at the crime scene—falls squarely 
under the legitimate purpose of crime prevention under Article 8 § 2 
ECHR (para. 100) [22]. As explained in Van der Velden, this purpose is 
“not altered by the fact that DNA played no role in the investigation and 
trial of the offences committed by the applicant” [21]. We then argue 
that the ECtHR has provided a justification for the use of iFGG, whose 
final result—the generation of suspect investigational leads—does not 
usually end up being used in a court trial [2,4].

The potential mediate purpose of iFGG—identification of future 
criminal offenders—may be justified by the ECtHR’s claim that the same 
DNA data used in identifying the source may be used for the “broader 
purpose of assisting in the identification of future offenders” (para. 100 
[22]) [36,41]. However, the cited case law refer to STR data, which are 
less privacy intrusive compared to SNP data. Allowing this potential 
mediate purpose of iFGG would mean storing SNP data generated from 
forensic samples, including those from cases that have been solved, 
which calls for a safeguard under this test.

5.2. Safeguard: prohibit the use of iFGG’s mediate purpose

There are benefits to storing SNP data in perpetuity by law enfor
cement—even after the resolution of the case—given their potential to 
help create genetic links to samples from other cases they are solving or 
will solve in the future. However, the legitimacy of that practice is 
difficult to justify under the current ECHR regime because the use of SNP 
data to identify other criminal perpetrators in other investigations goes 
beyond the purpose of its collection—i.e., the identification of the 
forensic source (immediate purpose)—thereby violating the purpose 
limitation principle. Hence, an appropriate safeguard is to limit the use 
of iFGG to its immediate purpose and to prohibit the use of its potential 
mediate purpose. This means that SNP data should be destroyed once 
the case is solved with finality, that is, without the possibility of further 
appeal. The current ECtHR case law (cf. section 3.1) refer to known 
individuals’ STR data which contain less sensitive personal data 
compared to SNP data, and the Court already restricted the retention 
periods of these data. We then opine that the ECtHR will be less disposed 
to allow the storage of SNP data, even from forensic samples, once their 
purpose of identifying the source has been achieved, that is, once the 
SNP data are already linked to a known individual with finality. Besides, 
the iFGG process only produces suspect leads, whose identification 
would still have to be confirmed by standard STR methods [1–3]. And it 
is these STR data that are stored in law enforcement DNA databases, 
whose retention is also aimed at identifying future offenders (para. 100) 
[22]. Moreover, the retention of SNP data for iFGG’s mediate purpose is 
not practical given that it would entail additional cost of building a 
separate database, whereas it is expected to only retain a few profiles 
given the preliminary safeguard of iFGG as a method of last resort (cf. 
section 3.2).

This safeguard is bolstered by the fact that the Linköping case—the 
first application of iFGG in Europe—was solved without the presence of 
previous SNP data stored by law enforcement [6,73]. It then shows that 
there is no urgency in retaining SNP data of solved cases when the same 
goal of criminal identification can be achieved with less data-privacy 
intrusive measures. This safeguard is also in line with Article 5 (4e) of 
Convention 108+ on the lawful processing of personal data, which 
should not be kept “longer than is necessary for the purposes for which 
those data are processed” [18]. One may argue that the purpose can be 
extended by the iFGG-enabling law (cf. section 4.3) to the resolution of 
other and future crimes (mediate purpose). In this way, the SNP 
generated data will not be wasted through deletion and it can be used for 
future crime solving. However, the ECtHR’s current predisposition will 
not allow perpetual retention of these sensitive data not only for the 
unconvicted as shown in Marper [22] but also for the convicted as shown 
in Gaughran [36].

We understand that in some jurisdictions—where “perpetrators who 

discard DNA at crime scenes have no presumed right to privacy” (p.14) 
[3]—there is more liberality in storing sensitive personal data without 
time limits, but this article concerns iFGG’s application in Europe, which 
is more protective of data privacy especially when it involves access by 
law enforcement [84–86]. We do not find any reason for the ECtHR to 
allow perpetual retention of SNP data even if they come from forensic 
samples, no matter how useful they may be for future law enforcement 
searches, not only because of the purpose limitation principle as dis
cussed above but also in keeping with the storage limitation principle 
that is found not only in Convention 108 (art. 5 (1) (e) [54]) and its 
modernized version (art. 5 (4) (e) [18]) but also in the GDPR (art. 5 (e) 
[55]) and in the LED (arts. 4 (1) (e) & 5 [87]).

6. The proportionality test

The last component of the ECtHR four-fold test is the proportionality 
test. Although the word does not appear in the ECHR text, “propor
tionality is at the heart” of the Court’s interpretation of the meaning of 
the phrase “necessary in a democratic society” under Article 8 § 2 ECHR 
[88]. This test has been applied in different ways by the ECtHR and it 
tends to “confuse and mix” various elements which makes the struc
turing of an analysis quite challenging (p. 467) [89]. We follow the 
ECtHR’s analytical structure where an interference is considered 
necessary in a democratic society if it answers a “pressing social need”, it 
is “proportionate to the legitimate aim pursued”, and the reasons to 
justify it are “relevant and sufficient” (para. 101) [22] (sections 6.1 and 
6.2). We also analyzed the various steps involved in iFGG and deter
mined safeguards that protect data privacy (section 6.3).

6.1. iFGG as a pressing social need

Four factors have been identified to assess the presence of a pressing 
social need and we apply them to iFGG (p.8) [90]: 1. Is the measure 
seeking to address an issue which, if left unaddressed, may result in 
harm to or have some detrimental effect on society or a section of so
ciety? 2. Is there any evidence that the measure may mitigate such 
harm? 3. What are the broader views (societal, historic or political, etc.) 
of society on the issue in question? 4. Have any specific view
s/opposition to a measure or issue expressed by society been sufficiently 
taken into account?

First, iFGG seeks to address the issue of crime solving, which “may 
result in harm to or have some detrimental effect on society” if left 
unsolved [90]. Second, there is evidence that iFGG can solve cold cases. 
Its fame arose through the identification of the Golden State Killer in the 
United States [1] and the Linköping murderer in Sweden [6]. Third, 
there is no question that the issue—crime solving—is something that 
everyone in society desires and everyone feels safer in a society where no 
one can get away from felonies they commit. The fourth factor brings 
about some difficulty when applied to iFGG because it is not currently 
accepted by everyone in society. There are people who have serious 
reservations on its use [3], what with reported abuses by genealogists 
employed by law enforcement, such as those who took advantage of a 
loophole in the genetic genealogy database to access personal data of 
consumers who opted out of law enforcement searches [15,91]. At the 
same time, a recent survey in the US shows that more than 90 % endorse 
iFGG in solving violent crimes [92]. To put this issue in perspective, it is 
worth highlighting that the current use of law enforcement DNA data
bases is also not accepted by everyone [93,94], but DNA evidence has 
replaced traditional fingerprinting as the gold standard in crime solving 
[95]. It is then important to understand that the fourth factor does not 
require complete adherence by everyone in society—an ideal that is 
almost impossible to achieve in a pluralistic society. What it only re
quires is that these opposing views are “sufficiently taken into account” 
[90]. We understand that in the US, there is “no right to privacy for 
discarded samples” (p. 123) [1]. In Europe, however, the right to privacy 
of those data subjects—at least once the DNA sample is linked to an 
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individual, regardless of the source—is still acknowledged, although law 
enforcement may interfere with this right [22,36]. It is the legitimacy of 
this interference that is precisely being considered in this article. Putting 
together all the four factors, we can argue that there is a pressing social 
need to solve cold cases using iFGG.

The ECtHR also connected the assessment of the existence of a 
pressing social need with the margin of appreciation that is afforded to the 
member state under litigation (para. 59 [96]) [22,35,90]. The reasons 
adduced by the ECtHR in Marper may apply to iFGG for a greater reason 
since it involves SNP data compared to the more limited STR data. First, 
the DNA data used in iFGG refer to a person’s most intimate and unique 
personal data, which demands that the margin afforded to member 
states should be narrower [22]. Moreover, the iFGG process takes 
advantage of genetic relationships to produce suspect investigational 
leads, which is another factor that narrows the margin of appreciation 
[36]. Second, the survey of DNA-related laws made by the ECtHR in both 
Marper (paras. 107–112) [22] and Gaughran (paras. 78–84) [36] may be 
applied to the DNA data used in iFGG albeit in a stricter fashion. If the 
ECtHR declared a “strong consensus” among member states in these case 
law with respect to the use of STR profile data (para. 112) [22], all the 
more would this consensus be predictably stronger given that the SNP 
profile data used in iFGG potentially reveal more personal data.

6.2. Factors evaluated in previous ECtHR case law

The ECtHR listed various factors to consider in assessing whether the 
measure at hand is proportional to the legitimate aim pursued (para. 
119) [22]. We re-classify these factors according to the peculiarities of 
iFGG, namely: 1. Types of offences involved; 2. Characteristics of the 
suspects to be tested; 3. Who has access to the data; 4. Data retention and 
use; and 5. Availability of a review mechanism. These factors all pre
suppose the preliminary safeguard identified in section 3.2 on iFGG as a 
method of last resort. It is incumbent upon law enforcement to show 
proof beforehand that they have utilized other less privacy intrusive 
methods, such as STR profiling, and are still left without a suspect lead 
before using iFGG. In other words, it would be disproportionate for law 
enforcement to use iFGG if criminal identification can be already be 
achieved using STR profile matching.

First, type of offences involved. In Gaughran, the applicable law 
limited the collection and retention of DNA data to recordable offences 
[36]. However, the ECtHR did not find such limitation sufficient but it 
did not specify further what types of offences are covered. Following 
ECtHR’s reasoning in Petrovic, an appropriate safeguard for iFGG should 
be two-pronged: one is to limit it to violent crimes, and two is to specify 
what those violent crimes are. It is not sufficient to make a general 
indication that iFGG applies to all violent crimes [36]. For example, a 
recent development in Sweden, which takes effect in July 2025, allows 
iFGG use only for murder and aggravated rape [69]. Such a limitation 
creates the necessary balance in using iFGG which potentially exposes 
more sensitive data than STR-based methods as explained in section 3.1. 
A CoE Recommendation (cf. section 4.3) providing a list of crimes 
covered by iFGG at the CoE level will be a welcome development that 
will guide DTC-GT companies when they update their terms of 
agreement.

Second, characteristics of the suspects to be tested, such as criminal 
record, age and other special circumstances [22,41]. These character
istics refer to known individuals, i.e., their criminal records are known, 
including their past convictions and their age. In iFGG, the main concern 
of law enforcement is to identify the source of the forensic sample found 
at the crime scene (cf. section 5.1), i.e., iFGG will only be applied to 
traces and not to samples taken from suspects. Hence, a definition of the 
categories of suspects is not necessary.

Third, on who has access to the data. Safeguards related to data ac
cess revolve around the following: 1. Who requests the use of iFGG; 2. 
Who approves the request; and 3. Who handles iFGG data. As to who 
requests the use of iFGG, the burden falls on law enforcement in charge of 

the criminal investigation. They have to prove that they have exhausted 
other methods to no avail (cf. section 3.2). As to who approves the request, 
three possible authorities can be considered: a) the head of the law 
enforcement team in charge of the case; b) the prosecutor in charge of 
the case; and c) a judge. Given that SNP data are only meant to produce 
suspect investigational leads within criminal investigations, they are not 
meant to be directly used in court cases [2,4]. The approval of a judge or 
a court may not be deemed necessary by domestic authorities for iFGG to 
commence [9,10]. However, a more robust protection of these sensitive 
data should require the approval of a judge or a court prior to iFGG use. 
In Maryland, for example, the police has to obtain a warrant before 
conducting iFGG [15]. The pressure of solving a criminal case falls upon 
law enforcement, hence, there is a perceived bias that they will just 
approve iFGG in any event to speed up solving the case. Hence, it lends 
more objectivity to the process when the approving authority is outside 
the law enforcement system. As to who handles iFGG data, it should only 
be the law enforcement team in charge of the case. If external (technical) 
personnel is necessary, an appropriate safeguard is to allow them to 
handle data only when strictly necessary. All these safeguards, when put 
together, refer to limited use of data to specific and limited personnel 
and only when it is strictly necessary in fulfilling the purpose of criminal 
identification using iFGG.

Fourth, data retention and use. The SNP data used in iFGG come from 
forensic samples, hence, they are unknown until they are subsequently 
linked to a known individual. Based on the ECtHR’s disposition in pre
vious cases (cf. section 3.1), we argue that if the ECtHR limits the storage 
period of STR data, a fortiori, it will require more limited retention 
period for SNP data. Following the safeguard we proposed in section 5.2, 
SNP data should be destroyed once the criminal investigation is 
completed with finality.

Fifth, availability of a review mechanism. There should be a pro
cedure that allow individuals to question the continued retention of 
their DNA data, preferably an “independent review” mechanism (para. 
119) [22]. This mechanism is in keeping with the data protection 
principles of accuracy and data access [18,54,55,97,98]. In principle, 
this factor does not exactly apply to iFGG given that the SNP data 
generated do not pertain to known data subjects. It only applies once the 
individual source is identified. This review mechanism allows these 
known data subjects to request the deletion of their data once the pur
pose of the retention has been achieved. For a more robust protection of 
data privacy, it is not sufficient to assume that the people who have 
handled these data and are tasked to erase them, perform this duty, for 
example, due to human error, sloppiness, lack of interest and lack of 
sensitivity in protecting data privacy, time and cost involved, lack of 
technical know-how, conflict of interest, among others. Moreover, su
pervisory authorities should include the task of double-checking that 
these data have been erased in their regular audits of the institutions 
involved. This review mechanism also applies to the review of the whole 
iFGG process, whether law enforcement observed the appropriate safe
guards or not, with the reviewing officer having the power to impose 
sanctions and penalties in case of breach, whose details are to be spec
ified in the iFGG-enabling law (cf. section 4.3). What makes this review 
mechanism complicated is the question of allowing genetic relatives 
who can also be identified given the shared nature of DNA data [33,99]. 
We have dealt with this topic in a separate article, where we explained 
the current disposition of the ECtHR and a way to go forward (pp. 
15–16) [13].

6.3. Safeguards related to the iFGG process

In this section, we propose safeguards that protect data privacy for 
each step of the iFGG process we previously illustrated and explained 
(cf. Fig in Ref. [4]). These safeguards revolve around general data pro
tection principles, specifically data minimization, purpose limitation, 
accuracy and storage limitation [18,54,55,87]. A preliminary safeguard 
is required before discussing these steps: only competent law 
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enforcement personnel should handle iFGG data. There should be an 
internal policy on the qualifications of personnel to be authorized to 
conduct iFGG, such as their knowledge of and adherence to data privacy 
principles, aside from their technical know-how.

The first step is the generation of SNP profile data from the forensic 
sample found at the crime scene [4]. This step presupposes that 
STR-based methods have been previously employed but they did not 
produce a suspect lead, in keeping with iFGG as a method of last resort 
(cf. section 3.2). The usual procedure is to generate more than 600,000 
SNP markers. In 2023, QIAGEN released a new product that uses less 
than two percent of those markers (10,230 SNP markers) and they 
exclude “medically informative” SNPs, with the promise of providing 
investigative leads with “extended kinship associations” compared to 
STR systems [100,101]. We are aware that the conclusions of this study 
are relative to what the current technology can predict. What is 
important is that it should be able to produce investigational leads after 
STR-based methods failed to yield any. In any case, an appropriate 
safeguard is to use products or methods that require the least possible 
amount of SNP markers in iFGG—with proper scientific validation—that 
achieve the same purpose of generating suspect investigative leads in 
criminal investigations, in keeping with the data minimization principle.

The second step is the use of third-party genetic genealogy databases 
to generate matches. One possible complication is that the major data
bases—although they are mainly composed of individuals with Euro
pean descent [102]—are based in the US. The decisions of the Court of 
Justice of the European Union (CJEU) in Schrems I [86] and Schrems II 
[85]—although they belong to another European supranational court 
and that they do not directly concern law enforcement use of DNA 
data—render the use of US-based genetic genealogy databases compli
cated [84,103]. A case in point: Although the Swedish Police Authority 
(SPA) has successfully identified the criminal perpetrator in the 
double-murder Linköping case, they were prevented from using iFGG 
further by the Swedish Authority for Privacy Protection (SAPP) [73]. 
The SAPP required a more solid legal basis for the transfer of data to 
US-based genetic genealogy companies: a “change of law” (p. 27) [73], 
which was passed in 2025 [68–70]. An appropriate safeguard in this 
regard is to limit the use of commercial genealogy databases to those 
located in CoE member states, or to companies outside the CoE that 
provide effective legal remedies to CoE data subjects in case of data 
breaches. For example, GEDmatch has a separate section for EU resi
dents in its terms of service with regard to their “additional rights” under 
the GDPR [104]. As to whether such clauses are sufficient and applicable 
to CoE member states outside the EU deserves a full-blown study in it
self. Suffice it to say for the purpose of this article that the third country 
where these genetic genealogy databases are located should provide an 
“appropriate level” of protection to European residents (art. 14 (2) 
[18]). Further study on this topic should also cover the meanings of 
appropriate, adequate or essentially equivalent protection and the 
various modes of international data transfers, among others [19,55,
85–87], including the issue of data ownership in the context of these 
data transfers [105]. In any case, whatever accreditation is given to a 
third country should specifically allow these law enforcement searches 
and that CoE residents should have an effective legal recourse to ques
tion the processing and storage of their personal data [85,86,106]. A 
corollary safeguard is to allow law enforcement searches for iFGG only 
in certified commercial genetic databases. The certification re
quirements should be provided for in the iFGG-enabling law (cf. section 
4.3) but should in any case include the following minimum re
quirements: use of scientifically-validated methods from procurement of 
samples to analysis of results, company rules specifically allowing law 
enforcement searches, users can opt-in and opt-out anytime, and law 
enforcement data is not accessible by other users. We acknowledge that 
the opt-in and opt-out procedure has its own flaws, especially since it 
also exposes one’s genetic relatives to possible identification, which is at 
the very core of iFGG as exhibited in the Golden State Killer case [1,15,
49]. We refer the reader to our previous article touching upon genetic 

relatives when law enforcement use genetic data [13]. For the purposes 
of this article, we opine that requiring an opt-in and opt-out system is 
better than allowing law enforcement access to all data in the third-party 
DNA database. Proportionality requires the removal or erasure of data 
obtained from database providers upon the fulfilment of the purpose of 
the law enforcement search, including law enforcement data in these 
databases, which prevents them from obtaining ownership rights over 
these law enforcement data. Each member state can follow its own rules 
on the persons responsible for these certifications and how they are 
enforced, which should be indicated in the iFGG-enabling law.

The third step is genealogy work. Given that this work involves a lot 
of sensitive data exposure, a key safeguard is to limit data access to the 
members of the law enforcement team in charge of solving the case. The 
technical details of this access—through authorizations and passwords, 
for example—may vary as data security techniques develop but they 
should be specified in implementing rules and regulations on the use of 
iFGG. As to the genealogy work itself when law enforcement lacks 
competent personnel, it should engage its certified national forensic 
institute, or only accredited experts registered in a national database of 
experts. Given that iFGG has developed through what is called “citizen 
science”—the engagement of the public in solving cases that involve 
science such as DNA data in the case of iFGG—the question of accredi
tation and certification can be very tricky [107,108]. In the US, for 
example, a self-taught genealogist has been engaged by law enforcement 
to do genealogy work but it was reported that she actively searched DNA 
profiles of those who opted out of law enforcement searches [15,109]. 
The iFGG-enabling law (cf. section 4.3) should include minimum re
quirements that meet both proficiency and ethical standards coupled 
with a mechanism that enforces these standards such as a 
technical-ethical committee or board. The latter can aid in the 
enforcement of these proficiency and ethical standards, impose disci
plinary actions for violation of these standards, administer certification 
examinations, and build a database of certified genealogists accessible to 
law enforcement [110]. These requirements emphasize the safeguard of 
employing competent personnel throughout the iFGG process that 
assure data accuracy and respect for data privacy.

The fourth step is additional investigation and third-party (a.k.a. 
target, targeted or reference) testing. The iFGG process can theoretically 
end in the third step with a suspect lead. However, in the absence of a 
lead, additional investigation is needed. What may give rise to contro
versy is the third-party testing component of this iFGG step, which 
should not be confused with mass DNA screening [111–113]. In the 
Linköping case, more than 6000 men were asked to submit DNA samples 
for mass DNA screening, whereas only 15 volunteers were sufficient for 
third-party testing within iFGG [73]. Proportionality wise, third-party 
testing within iFGG appears to be more acceptable given that the sam
ple size of new volunteers is more specific and far smaller, although 
obviously their numerous genetic cousins are implicated in the search 
and tree-building process, albeit not treated as suspects. At the same 
time, an obvious but important safeguard is called for: third-party 
testing should only be done when genealogy work does not yield sus
pect investigational leads. And the use of third-party testing should focus 
on specific individuals for the purpose of including or excluding 
branches of a family tree which is another way of limiting sample 
collection to the minimum.

6.4. Other factors

To complete the evaluation of iFGG, we discuss other factors that 
cannot be classified above but are relevant in evaluating the legitimacy 
of iFGG within the ECHR regime. We identified four factors.

First, there is a need to obtain a judicial or court approval prior to the 
use of iFGG. We discussed in section 6.2 that the approving authority for 
iFGG should be outside the law enforcement system. However, prior 
court approval is not commonly required in iFGG [20,73] mainly 
because iFGG data are currently not presented as evidence in criminal 
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courts [4,50]. In short, the argument is that the judiciary is not yet 
engaged during the iFGG process. In the Netherlands, the public pros
ecution office opted to ask court approval to use iFGG in two pilot cases, 
and the presiding judge approved its use under current Dutch law [9,
10], although we think that such legislation is insufficient [8,114]. In 
the Swedish case, which also involved a pilot study, we argue that it 
would have been better if a court approval was also granted prior to 
iFGG use in the Linköping case. It would have addressed the issues that 
led to the later decision to put on hold further iFGG use in the country, 
including possible objections from their data protection office [73]. We 
then propose as an appropriate safeguard that court approval be 
required—not merely an option, as in the case of the Netherlands—prior 
to iFGG use for a more robust protection of genetic data privacy. This 
makes iFGG use different from STR profiling that is currently done by 
law enforcement without prior court approval.

Second, we explained that access to iFGG data should only be 
confined to the law enforcement team handling the case with their 
corresponding safeguards (cf. Sections 6.2 and 6.3). Regardless of the 
involvement of the prosecutor [20], all persons who have access to iFGG 
data should be spelled out in the iFGG-enabling law, together with their 
duties and responsibilities. An appropriate safeguard in this regard is the 
specification of possible penalties in case of breach, as for example, 
when there is an unlawful disclosure of personal data by authorized 
personnel, and unlawful access and/or disclosure of data by unautho
rized personnel. These penalties will serve as a deterrent and a reminder 
of the sensitivity of the data involved. They also serve as a balancing 
measure on the part of the data subjects, i.e., they are assured that the 
exposure of their personal data for the resolution of crimes is only 
directed towards that purpose, and should there be a breach, the of
fenders will be subject to penalties as provided for in the iFGG-enabling 
law. A class action suit has been filed in the United States against the 
parent company of GEDmatch, Verogen (bought by Qiagen in 2023), 
accusing it of allowing law enforcement to access personal data of 
consumers who opted out of law enforcement searches from 2019 to 
2023 [15,115,116]. The outcome of this case—albeit from another 
jurisdiction—will help provide benchmarks on the kinds of penalties 
that can be meted out on similar cases of data breaches.

Third, require law enforcement to conduct a Data Protection Impact 
Assessment (DPIA) prior to iFGG use. In the cases involving law 
enforcement use of DNA data (cf. section 3.1), there was no discussion 
on the need to conduct a DPIA. Those cases were decided under the CoE 
regime, whose relevant data protection law—the Data Protection 
Convention or its modernized version (Convention 108+) that is not yet 
in force—does not require a DPIA [18,54] compared to similar EU leg
islations, such as the Law Enforcement Directive (art. 27) [87] and the 
General Data Protection Regulation (art. 35) [55]. Given the potential 
exposure of more sensitive personal data via iFGG, we argue that a DPIA 
be made as a mandatory requirement in all member states and such 
DPIA be properly assessed and approved by a court. A practical guide
—released more than 30 decades after the publication of the CoE Police 
Recommendation—recommends the making of a DPIA when using new 
data processing technologies (p. 9) [62]. A CoE-wide DPIA format can be 
included in the iFGG Recommendation proposed in section 4.3. The 
safeguards identified in this article can form part of this DPIA, including 
those that have been identified by other scholars (p. 5) [117].

Fourth, aside from the mainly scientific and legal concerns presented 
in this article, there have been some specifically ethical and social 
considerations on iFGG. These have been properly considered in various 
studies: bioethical perspectives [12,30,31], its relational [33] and social 
value [32] and the perception of some stakeholders [34]. They are 
mentioned here in order to provide a holistic picture of other issues 
surrounding iFGG, although they require further research. Following the 
case law of the ECtHR, a proper assessment of iFGG’s legitimacy under 
the ECHR regime only requires that all the various aspects of the 
four-fold test with their corresponding safeguards are considered.

One final consideration in iFGG concerns the nature of the data 

generated by the method. As explained previously, the method only 
generates suspect investigational leads (cf. section 5.1), which are usu
ally investigated further and confirmed using regular STR testing [2]. 
The latter can yield evidence, which can be presented before criminal 
courts. In this regard, we propose as a final safeguard to prohibit the use 
of suspect leads generated through iFGG as sole evidence for conviction. 
This safeguard is in keeping with the nature of the results of iFGG: that 
they are mere suspect investigational leads. Judges or juries should not 
be allowed to convict an individual based on DNA-based evidence alone. 
DNA evidence only shows that the genetic fingerprint of a particular 
individual is present in the crime scene, but that DNA sample could have 
been brought there through contamination or planting of DNA evidence. 
Hence, other corroborating evidence should also be presented such as 
but not limited to physical possibility of the suspect being present in the 
crime scene, intent and motive. This safeguard may appear obvious—as 
suspect leads are not usually presented in criminal courts—but it adds 
another layer of data privacy protection, i.e., the unnecessary exposure 
of SNP data in criminal courts. This safeguard does not prevent the 
criminal defense team from questioning the process of arriving at these 
suspect investigational leads via iFGG. However, the team will only be 
able to pursue that line if their client—the suspect—is first confirmed 
beyond the iFGG process [4]. Before the confirmatory step using STR 
testing and/or SNP through direct matching [4,118], there is no 
confirmed suspect to be brought before a criminal court to speak of.

A corollary safeguard is to require law enforcement as data controller 
to inform data subjects about the use of their personal data after the 
conclusion of the investigation. In order not to compromise the inves
tigation, it is possible for law enforcement not to inform data subjects 
about the processing of their data. However, once the law enforcement 
purpose has been achieved, data subjects should be informed that they 
have been subject of data processing [62]. This safeguard will allow data 
subjects to question the appropriateness of their inclusion in the inves
tigation and request a copy of their personal data, among others (cf. last 
paragraph of section 6.2 on the complex reality of genetic relatives of 
these data subjects). As earlier clarified, the use of DNA data in iFGG is 
an interference with the right to respect for private life of an individual 
(section 3). However, its processing is still allowed as long as it passes 
the tests of legality (section 4), legitimate purpose (section 5) and pro
portionality (section 6).

7. Conclusion

Although iFGG is a powerful tool to help solve cold cases, it has to 
stand on solid legal ground to avoid legal battles in the future and, 
particularly, to ensure that its application respects fundamental human 
rights, such as the right to privacy. The results of applying the ECtHR 
four-fold privacy test to iFGG in this article reveal that the legitimacy of 
iFGG within the ECHR regime is not that straightforward.

The preliminary interference test shows that the SNP profile data 
used in iFGG from whatever source is protected data under Article 8 
ECHR. Hence, its use by law enforcement is an interference with the 
right to data privacy. As a preliminary safeguard, law enforcement 
should only use iFGG—which makes use of SNP data that potentially 
expose more sensitive data—if STR-based methods did not yield any 
suspect lead, i.e., a method of last resort. Under the lawfulness test, the 
creation of a CoE Recommendation on iFGG that will serve as a guide for 
domestic iFGG-enabling laws is crucial. This is in line with the ECtHR’s 
ruling in Petrovic and the Swedish experience on using iFGG. Under the 
legitimate aim test, iFGG should be used for the immediate purpose of 
criminal identification but its mediate purpose—future criminal iden
tification in unrelated cases—should be prohibited. We opine that the 
ECtHR will not allow the storage of the more sensitive SNP data once 
their purpose of identifying the source has been achieved, that is, once 
the SNP data are already linked to a known individual with finality.

Under the proportionality test, we identified several safeguards some 
of which are specific to iFGG. Unlike in the current STR-based method, 
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prior judicial approval is necessary for the use of iFGG by law enforce
ment given that more sensitive data are used. A data protection impact 
assessment (DPIA) should accompany such judicial application where 
the safeguards identified in this article are applied to the case at hand. It 
has to be demonstrated that law enforcement makes use of the least 
number of SNP-markers possible—which means minimum exposure of 
sensitive data—that still allow effective criminal identification 
following scientifically validated methods. The use of iFGG should be 
limited to violent crimes specified both in its enabling law and in the 
terms and conditions of genetic genealogy databases. Genetic genealogy 
databases employed should be within the Council of Europe, countries 
duly-recognized as affording equivalent protection to CoE residents, or 
companies that afford effective legal remedies to CoE data subjects. 
Moreover, the use of SNP data—should it reach the court—as sole evi
dence for criminal conviction should be prohibited.

Law enforcement will always be confronted with a dilemma in its 
effort to solve crimes while respecting genetic data privacy. On the one 
hand, there is the urgent need to identify criminal perpetrators to bring 
them to justice, provide a closure to victims and their families, maintain 
peace and security in society, and prevent future crimes. On the other 
hand, there is the need to protect genetic data, which could expose not 
only the identity of its individual source but also sensitive traits such as 
medical information of the source’s genetic family. This article is but one 
attempt to identify safeguards that help strike the balance between these 
two apparently opposing concerns so that the use of new technology—in 
this case, iFGG—will continue to respect the right to privacy enshrined 
under Article 8 ECHR while law enforcement fulfils its legitimate role of 
solving and preventing crimes. The numerous safeguards identified in 
this article should be understood not as onerous duties to be mechani
cally fulfilled but rather as positive duties that affirm and protect the 
right to genetic data privacy, even within criminal investigations. In that 
way, the dream of a safe and crime-free society is always balanced with 
respect for genetic data privacy.
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