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ANALYTICAL ESSAY

Beyond the Binary: A New Typology for
Evaluating Warning Success and Failure in
Strategic Surprise

NiIkkI IKANI

Leiden University, The Netherlands
NATO Defense College, Italy

Why do some intelligence warning processes succeed in anticipating sur-
prise while others fail? This article challenges the binary perspective on
warning success and warning failure prevalent in extant analyses, which it
contends ignores the complexity of warning processes and their outcomes.
Its main thesis is that warning success rather exists on a spectrum of out-
comes from full success to complete failure. To support this argument, this
article introduces a novel, multidimensional typology that captures warn-
ing outcomes on such a spectrum, aligning with approaches to measuring
(foreign) policy success within political science and public administration.
It dissects warning effectiveness into three dimensions: the analytical (ac-
curacy and timeliness of threat understanding), process (effectiveness of
warning communication), and political dimensions (degree of decision-
maker receptivity). Inherent tensions and challenges within these dimen-
sions are expected to produce trade-offs, where success in one dimension
may not ensure success in others. By applying this typology to three il-
lustrative case studies—the COVID-19 pandemic warning in the United
Kingdom, the Russian interference in the 2016 US election campaign, and
the EU’s warning process preceding the Crimea annexation—this paper
demonstrates that warning performance often varies significantly across
the three dimensions, highlighting the trade-offs and conflicts that can
occur. This typology challenges existing binary paradigms and enables a
more comprehensive understanding of warning effectiveness. This may
inform targeted, adaptive, and effective security policy responses, in addi-
tion to improving our understanding of strategic surprise anticipation and
warning strategies.

¢Por qué algunos procesos de alerta de inteligencia logran anticipar la sor-
presa mientras que otros fracasan en esta tarea? Este articulo desafia la per-
spectiva binaria sobre el éxito y el fracaso de las advertencias que prevalece
en los analisis existentes, y sostiene que esta perspectiva ignora la comple-
jidad de los procesos de alerta y sus resultados. Su tesis principal es que
el éxito de la advertencia existe mds bien como un espectro de resultados
que van desde el éxito total hasta el fracaso completo. Con el fin de apoyar
esta hipétesis, este articulo presenta una tipologia novedosa y multidimen-
sional que captura los resultados de las advertencias en dicho espectro y se
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2 A New Typology for Evaluating Warning Success and Failure in Strategic Surprise

alinea con los enfoques para medir el éxito de la politica (exterior) dentro
de la ciencia politica y la administracién publica. El articulo disecciona la
eficacia de estas advertencias en tres dimensiones: la analitica (precision
y puntualidad de la comprensién de las amenazas), la del proceso (efica-
cia de la comunicacion de las alertas) y las dimensiones politicas (grado
de receptividad por parte de los responsables de la toma de decisiones).
Se espera que las tensiones y los desafios inherentes a estas dimensiones
produzcan equilibrios, en los que el éxito en una dimensién puede no
garantizar el éxito en otras. Este articulo aplica esta tipologia a tres estu-
dios de caso ilustrativos (la alerta sobre la pandemia de COVID-19 en el
Reino Unido, la injerencia rusa en la campana electoral estadounidense
de 2016 y el proceso de alerta por parte de la UE que precedi6 a la anex-
i6n de Crimea) y demuestra que es frecuente que el funcionamiento de las
advertencias varie significativamente en las tres dimensiones, destacando
las compensaciones y los conflictos que pueden ocurrir. Esta tipologia de-
safia los paradigmas binarios existentes y permite una comprension mas
completa de la efectividad de las advertencias. Esto puede proporcionar
informacion para elaborar respuestas en materia de politica de seguridad
especificas, adaptables y eficaces, ademds de mejorar nuestra comprension
de las estrategias estratégicas de anticipacion y alerta por sorpresa.

Pourquoi certains processus d’avertissement par les renseignements
réussissent-ils a anticiper une surprise quand d’autres échouent ? Cet ar-
ticle remet en cause la perspective binaire sur la réussite et I'échec d’un
avertissement qui prévaut dans les analyses existantes. Selon lui, elle ig-
nore la complexité des processus d’avertissement et de ses résultats. Sa
these principale est que la réussite d’un avertissement se situe plutot sur
un spectre de résultats, qui s’étend de la réussite totale a I’échec com-
plet. Pour étayer cet argument, I’article présente une typologie multidi-
mensionnelle inédite qui représente les résultats des avertissements sur
un tel spectre, conformément aux approches de la mesure de la réus-
site de la politique (étrangere) au sein des sciences politiques et de
I’administration publique. Il disseque I'efficacité d’un avertissement selon
trois dimensions : la dimension analytique (précision et rapidité de la com-
préhension d’'une menace), processuelle (efficacité de la communication
de I'avertissement) et politique (degré de réceptivité des décideurs). Des
tensions et défis inhérents a ses trois dimensions devraient produire des
compromis, si bien qu'une réussite au sein d’une dimension pourrait ne
pas assurer la réussite dans d’autres. En appliquant cette typologie a trois
études de cas d’illustration (I’avertissement de la pandémie de Covid-19
au Royaume-Uni, 'interférence russe dans la campagne électorale améri-
caine de 2016 et le processus d’avertissement de I'UE avant ’annexion de
la Crimée), cet article démontre que les performances d’un avertissement
différent souvent de facon importante au sein des trois dimensions, ce qui
met en évidence les compromis et les conflits éventuels. Cette typologie
remet en question les paradigmes binaires existants et permet de com-
prendre de facon plus exhaustive I'efficacité d’un avertissement. Ainsi,
I’on pourrait apporter des réponses plus ciblées, adaptatives et efficaces
en politique de sécurité, en plus d’améliorer notre compréhension de
I’anticipation de la surprise stratégique et des stratégies d’avertissement.

Introduction: An Evolving Threat Landscape and the Need for Warning

Strategic surprises, those significant, unforeseen events that disrupt the status quo
in (international) politics, occur frequently (Grabo 2002; Dahl 2020; Gray 2005;
Betts 1981). In the last 3 years, the October 2023 Hamas attack on Israel, the fall
of Kabul, and (to some actors) the 2022 Russian invasion of Ukraine stand out as
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notable examples. The volatility of the international geopolitical landscape requires
states and international organizations to devote significant funds to developing sys-
tems that can provide advance threat warnings. For instance, from 1978 to 2011 the
US federal government had a National Intelligence Officer for Warning to provide
explicit warning on developments of major concern (Central Intelligence Agency
1978). In the United Kingdom, the Cabinet Office Assessments Staff provides warn-
ings of threats to UK interests (UK Ministry of Defence 2023, 12-3). The North
Atlantic Treaty Organization (NATO) developed its Intelligence Warning System to
provide long-term crisis anticipation, in addition to various tactical warning units.
The warnings these systems produce can be strategic, concerning the emergence
of important threats that require action in order to deter or defend against (Grabo
2002; Gentry and Gordon 2019), or tactical: related to specific timings, modali-
ties, perpetrators, and targets of near-term events or attacks (Davis 2006). Warning
processes, and the need to continuously improve these, have recently gained con-
siderable traction on policy agendas at the domestic and the international level,
as the perception exists that we live in a time of unprecedented strategic surprise
(US Department of Defense 2020; European Union 2022; NATO 2022; Republique
Francaise 2023).

In parallel, the literature both on the origins of strategic surprise and the chal-
lenges of accurately predicting and warning for these events has expanded consid-
erably over the past decades. This happened across the domains of international
relations, public administration, and intelligence studies (Nye 1994; Parker and
Stern 2002; Wirtz 2003; Byman 2005). While traditionally (in predominantly US-
focused literature), strategic surprise was associated with military attacks (Ben-Zvi
1976; Betts 1981, 1982; Kam 2004), slower-burning, indirect, and nonkinetic threats
by state and nonstate actors have received increasing attention as instances of strate-
gic surprise (Dahl 2018, 2023; Wirtz 2023). Through a vast array of historical case
studies, this body of work demonstrates how in practice, the warning processes and
systems preceding these surprise events are riddled with problems. Even under the
best of circumstances, issuing accurate, and timely warnings is highly challenging.
Signals indicating impending upheaval are often weak or drowned out by a flood
of noise. Warnings that are generated might stumble on bureaucratic roadblocks
or might be held back by unwilling superiors. Even if a warning about an imminent
threat manages to make it to the top of the organization, decision-makers might
be too busy, might not trust the warner, or may be politically motivated to discard
the message (Wohlstetter 1962; Kent 1966; Betts 1978; Ben-Zvi 1990; Grabo 2002;
Zegart 2005; Jervis 2010b; Bar-Joseph and McDermott 2017; Gentry and Gordon
2019).

Despite the proliferation of warning systems over the past decades and the rich
literature detailing instances of warning failure, there remains an academic empha-
sis on isolated cases of failure. This produced an ambiguous understanding of what
defines “success” and “failure” within warning contexts. The frequent application
of these unspecified labels underscores that a scholarly definition of warning suc-
cess and warning failure is still lacking. The extant literature also shows a tendency
towards a binary categorization of warning effectiveness, simplifying a spectrum of
warning outcomes into clear-cut successes or failures. History, the literature attests,
is particularly replete with the latter.

The issue is, this article contends, that this overwhelming tendency towards bi-
nary, oppositional categories of failure and success fails to capture the interplay of
diverse factors that might contribute to or undermine the effectiveness of warn-
ings. It also falls short in capturing the more nuanced realities and intermediate
outcomes that characterize the warning process. Warning success should be a mat-
ter of degree. “To set up a distinction in binary form when the things referred to
vary by degree or in some other fashion,” Levy (1970, 95) argued, “is not only the
classic misuse of the law of the excluded middle, it also guarantees the begging of
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4 A New Typology for Evaluating Warning Success and Failure in Strategic Surprise

important questions.” It equally overlooks warnings that led to a partial mitigation
of threats or that result in heightened preparedness without completely averting a
crisis—for these are neither outright successes nor total failures.

This paper argues that warning success exists on a spectrum of outcomes rather
than in binary. The traditional binary perspective of “warning success” and “warning
failure” oversimplifies the complexities of the warning process and its outcomes. To
address this limitation, this article’s primary contribution is a novel typology that
allows for a systematic and multidimensional evaluation of warning success and fail-
ure along a continuum. In doing so, it aligns with earlier efforts to reconceptual-
ize policy success (McConnell 2015) and foreign policy success (Levy 1970; Dahl
1976). Informed by both the IR and intelligence studies literature, this typology dis-
sects warning effectiveness across three dimensions: (1) the analytical dimension,
concerning the ability to produce clear, actionable and timely warnings in order to
provide a basis for decision-making; (2) the process dimension, concerning the ef-
fectiveness of the warning communication channels within organizations to ensure
warnings reach the intended recipients; and finally, (3) the political dimension,
concerning decision-maker receptivity and response to the warnings they receive.
It thus integrates the myriad reasons the extant body of work has identified as con-
tributing to warning failure into a single framework capturing the main overarching
dimensions of such failure. The typology assesses warning failure and warning suc-
cess across these dimensions on a spectrum, recognizing that warning success is a
matter of degree. By allowing for varying levels of success or failure within each di-
mension, this typology provides a more nuanced and multifaceted understanding
of what constitutes a “successful” warning process.

This approach can shift our focus away from asking whether the warning has
been successful or unsuccessful, to explaining warning performance: where and
how the warning process may not reach the desired outcome, as well as potential
frictions and trade-offs within the warning process. This improves our understand-
ing of strategic surprise, as in an ideal scenario, timely warnings precede and po-
tentially prevent strategic surprises. “At its essence,” contend Wirtz et al. (2023),
“warning in the 21st century is warning of the impending failure of strategy, that
the threat of war is growing and that the strategy of deterrence could soon be ren-
dered superfluous.” Identifying the various pathways to warning success and failure
thus offers an improved understanding of how strategic surprises arise and the ways
in which they can be anticipated or mitigated. In addition, this typology categorizes
and synthesizes the myriad factors that contribute to warning failures that earlier,
often isolated case studies identified. Organizing these into three dimensions pro-
vides a structured lens through which both failures and successes in intelligence
warning can be assessed.

The remainder of this article proceeds as follows. First, it examines how warning
processes are generally studied in binary in the extant literature, highlighting the
conceptual and practical issues of this pervasive binary conception of success and
failure. It then introduces a novel, multi-dimensional typology, which offers a more
nuanced framework to map and understand the various dimensions and outcomes
of warning success and failure. Following this conceptual groundwork, it applies this
framework to three illustrative case studies: the warning process leading up to the
COVID-19 pandemic in the United Kingdom, the Russian interference in the 2016
US election campaign, and finally the EU’s warning process preceding the 2014
Crimea annexation. It concludes by underscoring the broader implications of such
a refined typology of warning success and failure, emphasizing how its analytical
scope can enhance our understanding of the effectiveness of warning systems as
well as our understanding of strategic surprise.

This paper employs three illustrative case studies to demonstrate how the ty-
pology of warning success and failure applies to a real-world context. These
case studies are not intended for comparison but serve to showcase the value
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of a spectrum-based approach to warning performance (Seawright and Gerring
2008; Yin 2017). Primarily, they illustrate how warning processes may result
in varying degrees of success along the three different dimensions, highlight-
ing the advantage of the spectrum-based approach over the traditional, binary
approach.

These case studies were selected based on several criteria. First, they repre-
sent different types of strategic surprise, spanning from a global health crisis (the
COVID-19 pandemic in the United Kingdom), a cyber and disinformation cam-
paign (Russian interference in the 2016 US election), and a geopolitical conflict
(the 2014 Crimea annexation). All three cases presented critical scenarios which
had a significant impact on national and international security as they transpired.
Second, the cases involve different entities: national governments (United King-
dom and United States) and a multilateral organization (EU), each with distinct
structures. The United States has a highly professionalized, yet decentralized in-
telligence community. Multiple agencies with significant manpower, budget, and
specialized functions can and must collaborate in the warning process. The UK
intelligence community, in contrast, has a much more centralized structure and
culture of intelligence and decision-making (Davies 2012). Finally, the EU dis-
poses of the Single Intelligence Analysis Capacity, which combines civilian intel-
ligence (EU INTCEN) and military intelligence (EUMS INT), but does not pos-
sess any primary intelligence-collecting powers, and is reliant on what is fed to it
by its member-states (Ikani et al. 2020). The UK-COVID-19 case study adds ad-
ditional value not just because of this organizational variation but also because
COVID-19 was a health crisis involving a wide range of actors beyond the intel-
ligence services. It highlights how nontraditional threats travel through warning
systems. This diversity between the entities involved in the case studies demon-
strates how the three dimensions of warning effectiveness manifest, enhancing the
utility and applicability of the typology proposed. The cases also show varying de-
grees of success across the three different dimensions in the warning process, as
well as how they may conflict and necessitate trade-offs. Finally, all three cases were
well-documented.

To explore the warning process in the three selected cases this paper draws on
historical process tracing techniques. This implies it investigates how the warning
processes unfold over time. It involves identifying the mechanisms that shaped
the warning process in these three case studies, primarily using documentary
analysis (Bowen 2009; Mahoney 2015). The main evidence consists of the ma-
terial “left behind” in the warning process, used to pinpoint specifically which
warnings or alerts were issued, when, and to whom. Twenty-three public records
were analyzed, from the United Kingdom on COVID-19 (8), the United States
on the election interference by Russia (9), and the EU on the Crimea annexa-
tion (6). These records span official texts, public inquiries or investigations as well
as leaked classified documents in which these warnings were discussed. This ev-
idence is corroborated with publicly available secondary material, allowing for a
thick description of the political context in which the three warning processes took
place.

Through these diverse cases, the article demonstrates the utility of a spectrum-
based analysis over the traditional binary model, providing a richer explanation
of the outcomes observed. The cases illustrate how varying degrees of warning
success across the analytical, process, and political dimensions can exist in var-
ious “high stakes” strategic surprise scenarios. They also show how the differ-
ent dimensions of warning failure may conflict and result in trade-offs. By en-
compassing such a wide range of contexts and entities, the case studies illus-
trate the robustness of the proposed typology and how can be applied in diverse
situations.
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6 A New Typology for Evaluating Warning Success and Failure in Strategic Surprise

The Limitations of the Success—Failure Binary in Strategic Surprise

The binary understanding of warning success and warning failures is in part rooted
in the way our brains are wired. Humans are biased toward perceiving information
in binary terms (Fisher and Keil 2018). Binary constructs are thus a pervasive part of
how we perceive wealth, power, and politics, to name a few. Political conflicts enter
history books as victories or defeats (Johnson and Tierney 2006). Economic sanc-
tions either “work” or do not (Pape 1998). The same applies to our assessment of
cybersecurity regimes (Atkins and Lawson 2021) or international peacekeeping op-
erations. When conducting inquiries into past crises and whether they could have
been avoided, we see that institutions engage in similar, dualistic terminology of
success and failure (Boin et al. 2008). Binary conceptions of warning success and
failure of course have advantages: They allow for straightforward feedback and fa-
cilitate allocating praise, or blame. Binary assessments of past performance also
provide easier pathways toward policy recommendations. Gray, ambiguous areas of
partial success, or partial blame, complicate the process of policy prescription.

In the field of intelligence studies, “intelligence failures” are a major topic of
study as they examine warnings from intelligence and foreign policy services on mat-
ters that could affect national security, both tactical and strategic. Landmark cases
include the failure of US intelligence to warn of the Japanese attack on Pearl Harbor
in 1941, the 1973 Yom Kippur War, the 1982 Falklands War, and the 9/11 terrorist
attacks (Wohlstetter 1962; Bar-Joseph 2005; Parker and Stern 2005). This body of lit-
erature has identified what exactly frustrates this process. Explanations range from
psychological factors, the politicization of the warning process, bureaucratic inhibi-
tions, or the inability of intelligence services to distinguish crucial signals from the
ubiquitous noise (Kent 1966; Handel 1980; Ben-Zvi 1990; Grabo 2002; Davis 2003;
Zegart 2005; Dahl 2013b; Gentry and Gordon 2019). However, and with some key
exceptions (Handel 1984; Wirtz 2003; Dahl 2013a) the central focus on dissecting
predominantly single cases of failure long fostered a lack of conceptual clarity on
what specifically constitutes “success” and “failure” in the context of warning. Intel-
ligence successes are discussed only occasionally, though much more infrequently
since they are much less visible and often tend to remain classified. Moreover, par-
tial successes remain underexplored (Levite 1989; Marrin 2004; Jervis 2010a; Dahl
2013a; Bar-Joseph and McDermott 2017).

The conflict studies scholarship has, in its turn, contributed to our understanding
of the so-called “warning-response gap.” This refers to the tendency of policymakers
not to take early warning seriously, let alone act upon it (George and Holl 1997).
These studies place particular emphasis on early warnings regarding human security
and human rights violations (George and Holl 1997; Meyer et al. 2020; Adelman
and Suhrke 1996; Ackermann 2003). The concept of the warning-response gap
presents an important step beyond the static binary conception of warning toward
a more dynamic view of warning as a process, yet also insufficiently specifies what
successful or failed warnings exactly entail (Meyer et al. 2020, 31).

Two issues emerge from the pervasive success—failure binary. The first is concep-
tual. “Success” and “failure” “are not inherent attributes, but labels retrospectively
applied to evaluate past performance. Such labels can obscure more than they clar-
ify. Crucially, the frequent claim that warning processes have failed—even if un-
derpinned by a rich analysis of past failures—presupposes an underlying criterion
for evaluation which is rarely defined. “As a result of these limitations in the liter-
ature,” posits Dahl (2013a, 15), we have fundamentally misunderstood the reason
why intelligence fails to help us prevent surprise attacks, failures, and other disas-
ters. It is therefore important not to “hasten to label particular historical episodes as
warning successes or failures” (Chan 1979, 173), without a nuanced understanding
of where and how the warning process broke down. The political scientist Robert
Dahl once argued that a common error was that power was seen as an attribute ac-
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tors would possess or not possess—instead of exploring the variations in the degree
of power, they may have (1976). This tendency to “ignore gradations in effective-
ness” (Baldwin 2000, 174) has persisted in assessments of warning. Explaining how
and why certain warnings fail requires an evaluation of the degree to which the
warning process has indeed failed, including those instances where the warning was
perhaps partially successful in some respects.

More practically, this black-and-white categorization can potentially result in mis-
diagnosed pathologies in the warning process due to a superficial understanding of
this process. For example, if both the detection of threats as well as the communi-
cation of the warning upwards in the hierarchy were effective, but decision-makers
simply ignored the warnings, it would be remiss to label the entire warning process
as a failure. Jervis (2022, 1) identified that in the assessment of warning success
or failure, people are guided by outcomes when guiding the appropriateness of
the warning process, and “ignore the fact that people may be right for the wrong
reasons and wrong for the right ones.” Such blanket labeling can produce scape-
goating, blame games, or misdirected attempts at reform (Brindstrém and Kuipers
2003). There is a related potential danger of “overcorrections” when we overlook
partial successes and partial failures that do not neatly fit into the categories—and
any potential specific lessons these can yield.

The lead-up to Russia’s invasion of Ukraine in 2022 serves as a recent example
of how detrimental a binary lens of success and failure can be. Despite persistent
warnings from the United States, Paris, and Berlin remained unconvinced Russia
would invade Ukraine—to the point where the head of the German foreign intel-
ligence service was stuck in Kyiv when the Russians invaded and had to undertake
an arduous overland journey to get back. A significant factor in this dismissal of
American warnings was the shadows cast by past failures, notably with regard to Iraq
two decades earlier, dubbed “the perfect intelligence failure” (Phythian 2006). This
was further fuelled by the US surprise at Kabul’s fall just months prior (The New
York Times 2021). A French insider reflecting on this perception of previous fail-
ures explained that “American intelligence [was] not considered to be a naturally
reliable source. It was considered to be prone to political manipulation” (Harris et
al. 2022). Success and failure, we learn, are no absolute or dichotomous outcomes.
Rather, there exists a spectrum between the two ends, and this is where most of the
lessons to avoid these failures may be found (McConnell 2015).

A New Typology for Evaluating Warning Success and Failure

“Success is a slippery concept,” Baldwin wrote about foreign policy success (2000,
171), “it makes little sense to describe someone as pursuing success without speci-
fying success in doing what.” Based on a review of the corpus on strategic surprise
and warning research in IR and intelligence studies, this typology dissects warning
effectiveness into three critical dimensions: the analytical, procedural, and political
(Wohlstetter 1962; Betts 1978; Grabo 2002; Parker and Stern 2005; Fitzgerald and
Lebow 2006; Zegart 2007; Gentry 2008; Jervis 2010b; Dahl 2013a).

The first stage of any warning process concerns the detection and analysis of
threats. The ability to produce accurate and timely inferences on threats to secu-
rity, in order to provide a basis for decision-making, is a necessary but not suffi-
cient ingredient to warning success (Chan 1979; Betts 2010; Mandel 2015). Warn-
ing pathologies within this analytical dimension frequently stem from the intrinsic
diagnostic challenges that warning processes present. Predicting the course of a va-
riety of actors and factors in our volatile and complex world, and how they might
potentially interact to combust, is challenging. Especially in complex regions of vital
interest, “the data are abundant, but they do not point unambiguously to a single
outcome” (McCarthy 1994). The result is a tendency to simplify assumptions, to
rely on broad and abstract conceptions about how the world works, and so-called
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8 A New Typology for Evaluating Warning Success and Failure in Strategic Surprise

“factor wars”: attempts to find a singular explanatory factor, rather than consider-
ing the complexity of events (Herrmann and Choi 2007, 153). Analytical failures
are arguably avoidable, as more data, more information, and more “connecting the
dots” could potentially mitigate them. Yet realism is needed: nonlinear events, black
swans, or bolts from the blue do occur and they present severe diagnostic challenges
for analysts (Chan 1979; Taleb and Blyth 2011). Strategic surprises are by their very
nature drastic departures from the status quo and therefore very difficult to forecast
and warn for appropriately.

“Warning that exists only in the mind of the analyst is useless,” wrote Grabo (2002,
14). Warnings need to travel to decision-makers. The process dimension of warn-
ing concerns the path warnings must navigate within organizations to reach the
right end-points. This “warning journey” is a challenging one: successful warnings
must flow through a host of units and stages, each with potential veto points and
with numerous stakeholders before the right decision-makers are even reached.
Bureau politics, complex organizational structures, and other structural organiza-
tional forces have been identified as core factors that affect the effectiveness with
which warnings are communicated and acted upon (Wilensky 1967; Cohen and
Gooch 1990; Zegart 1999, 2007). An effective procedural dimension involves ensur-
ing that accurate warnings are not just generated, but also prioritized, effectively
communicated upwards in the organizational hierarchy, and delivered to decision-
makers able to act (Snyder et al. 1962; Allison and Halperin 1972; Parker and Stern
2005). Warnings that thrive in the system tend to be tailored and digestible, al-
lowing the warning to be communicated swiftly (Lowenthal 2012). Warning effec-
tiveness is also subject to temporal constraints. Wirtz (1991, 6) discusses the phe-
nomenon of “diminishing returns” of warning, using the Tet Offensive as an exam-
ple. He posits that in any warning scenario, there exists a critical point after which
the effectiveness of any warning issued begins to yield diminishing results, even if
they even when warnings reach the right decision-makers. This diminishing effec-
tiveness stems from the time required to mobilize defense measures or mitigate
outcomes. The window for effective action can close rapidly, especially as warn-
ings need to journey through bureaucratic systems to reach all relevant decision-
makers in a timely manner. For example, by the time the last-minute warning mes-
sages on a Japanese attack on Pearl Harbor arrived in the morning of Decem-
ber 7, 1941, effective military and naval action may no longer have been feasible.
(Wohlstetter 1962, 12).

Process failures occur when the warning chain breaks down due to organizational
and classification barriers, causing warnings based on accurate signals and pattern
detection not to travel to the right places (Marrin 2004). Particularly organizational
factors play a role in causing them, as flawed institutional design and a tendency
towards “group think” (Janis 1972) cause systemic biases that impede the flow and
handling of the warning. In recent years, more attention is paid to facilitating the
transmission of potentially discordant views, to facilitate bottom-up warnings that
may go against the “organizational line.” Examples are the creation of “Red Teams,”
or “devil’s advocate” positions. Yet proliferating numbers of foreign and intelligence
agencies providing warning can create institutional rivalry and trigger turf wards
among them, leading to limited information exchange. Warnings may be scattered
across institutions, with each providing only part of the picture, or lacking effective
and credible communicators.

The political dimension of the warning process is concerned with how receptive
decision-makers are to warnings. This receptivity is a crucial last step in the warning
process (Dahl 2013b, 70). The analytical and process dimensions were both about
the presence of critical elements in the warning process. The presence of the appro-
priate tools, capabilities, and knowledge to identify and interpret threat patterns
and formulate a warning. Or the presence of effective procedures and channels for
communicating and delivering these warnings to the appropriate decision-makers.

G20z JoquisnoN GO U0 3sonb AQ $G1.601.8/600581A/ /L Z/SI0IME/ISI/W0D dNo-olWapese)/:sdRy Wol) POPECIUMOQ



N. IkaNI 9

Contrastingly, success in the political dimension is not just about the presence of
receptivity, but crucially also about the absence of detrimental political interference,
bias, or expediencies that interfere with or undermine political receptivity to warn-
ing. A politically successful warning does not equate that all warnings always directly
influence policy decisions, but necessitates an environment where warnings are re-
ceived, taken seriously, considered, and duly prioritized—or indeed dismissed—on
substance.

Political failures occur when the warning process is inhibited by political nonre-
ceptivity to warnings issued, or due to an inability among political actors to agree
on the significance or urgency of issues. Generally, once warnings, policy, or other
issues reach the political domain, they meet the “usual suspects” of conflicting in-
terests, decision-maker careerism, or a lack of political will, which creates political
nonreceptivity. They may stumble across decision-makers “who project their own
personal or policy desires, character flaws, or mental disorders onto those around
them” (Wirtz 2023, 326). This is exacerbated by the fact that decision-makers are
known to have a status-quo bias, making them particularly hesitant to listen to warn-
ings about events that would significantly disrupt this status quo (Samuelson and
Zeckhauser 1988). Especially since warnings are often of “uncertain accuracy,” and
the action in response to the warning may be costly (Wirtz 2023, 326). Prior to the
Yom Kippur War, for example, Israeli decision-makers did receive warning, but were
reluctant to call for a mobilization as not only could it actually encourage the Egyp-
tians and Syrians to prepare for war, but it would also have detrimental effects on the
Israeli economy (Handel 1977). Adequate analysis, effective process, and political
receptivity are the necessary and sufficient conditions for the realization of warning
success, which is not just about whether threats are accurately and timely detected,
but also about how this information is subsequently managed, communicated, and
received.

The interplay between these dimensions means that each can affect the
outcomes of the others: success in the process dimension is facilitated by
clear and timely warnings, whereas the clarity of communication in the pro-
cess dimension may shape political receptivity in the political dimension. How-
ever, this interdependence can also introduce challenges and negative feed-
back loops, producing tensions, contradictions, or frictions, with success in
one dimension not translating into success in another, or problems in one
dimension exacerbating issues in the other (McConnell 2010, 357). For ex-
ample, accurate warnings (analytical dimension) can be undermined by poor
communication channels (process dimension) or distorted by political biases
(political dimension). Political agendas may shape analytical priorities and fo-
cus, but equally potentially alter communication pathways due to increased ur-
gency.

The prioritization of one dimension may equally compromise another. Stream-
lining the process dimension by making sure warnings are communicated in clear
terms and quickly, might lead to the sacrificing of analytical accuracy by short-
ening the timeframe for assessing the threat. Also, in their attempt to persuade
policymakers for increased political receptivity, analysts might simplify their find-
ings. Political success might also be achieved at the expense of analytical success.
We saw this in the case of 9/11, where various signals and warnings about po-
tential terrorist attacks by al-Qaida did not resonate with decision-makers, who
had made a ballistic missile defense system the centerpiece of their security pol-
icy and were not receptive to nonstate actor terrorism warnings (Parker and Stern
2005). Understanding the three dimensions as well as their interdependencies is
thus critical for developing mitigation strategies aimed at enhancing the warning
process.

Full warning success is achieved when the entire warning process across its
dimensions—from the initial identification and analysis of a threat, through its
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10 A New Typology for Evaluating Warning Success and Failure in Strategic Surprise

communication to decision-makers, to the warning reception and understanding
by decision-makers—is completed optimally, culminating in the consideration of
appropriate policy action (Betts 1978; McCarthy 1994; Hedley 2005; Johnson 2009;
Jervis 2010b; Lowenthal 2012; Marrin 2012; Wirtz et al. 2023). Paradoxically, “most
successful warnings appear to be false alarms” because they provide decision-makers
with enough time to avert, mitigate, or deter the threat (McCarthy 1994). However,
full warning success does not transform regions or scenarios into ideal states. It
merely means that (1) decision-makers receive warnings prior to the critical point
after which warnings yield diminishing returns; (2) are receptive to the warnings;
(3) comprehend the particular outcome they are being warned about; and (4) un-
derstand it is their responsibility to consider appropriate policy options. The US
intelligence community, for example, successfully warned US decision-makers that
Russia could invade Ukraine in February 2022 and that this would be a last-minute
decision by Russian President Putin. Their warnings outlined what later transpired
“in extraordinary detail” and were fully accepted by the Biden Administration, ex-
emplifying a warning success (Harris et al. 2022). This holds true even if the warning
did not stop the invasion.

A near success occurs when decision-makers receive nearly comprehensive warn-
ings with minor details either omitted or inaccurate. They may experience mi-
nor delays but remain well within the timeframe to take effective action. The
warnings are generally well-understood by decision-makers, with slight ambigui-
ties remaining which do not hamper action. Decision-makers may have some un-
certainty about the right course of action, or may disagree, but will have enough
effective policy options available. Moderate success/failure concerns a mix of suc-
cess and failure within the warning process. Analytically, warnings may be incom-
plete or include inaccurate interpretations. Suboptimal communication within
the process dimension may cause noticeable delays or confusion, narrowing the
window for an effective response. And even though some warnings will still
reach the decision-makers, they may lack context or detail. Political bias or re-
duced receptivity constrains policy options, meaning the response may be the
lowest common denominator. A significant failure occurs when decision-makers
receive incomplete, inaccurate, or vague warnings, which arrive too late to al-
low for a full spectrum of policy options. Warnings may still yield some insights
which could aid in either mitigating the threat or improving the warning pro-
cess for future, similar threats. Politically, warnings prompt limited preventative
action due to biases, competing interests, or highly constrained policy options.
Finally, complete warning failure occurs when a warning is not issued or not is-
sued in time, or critical signs are misunderstood or misinterpreted leading to a
failure to provide any meaningful warning. Warnings may also be not commu-
nicated timely and effectively for decision-makers to act, or decision-makers sim-
ply do not understand the warning they receive. Even when they receive and
understand the warning, they may still have either no policy options or lack
agreement on policy options to mitigate the threat, due to entrenched biases or
overriding foreign policy priorities, resulting in delayed or absent responses that
do not manage the threat effectively. Table 1 summarizes the multidimensional,
spectrum-based approach this paper proposes. This conceptualization underlines
that reality involves trade-offs and frictions within and among these dimensions,
thus resulting in varying levels of success or failure, as the case studies below
illustrate.
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12 A New Typology for Evaluating Warning Success and Failure in Strategic Surprise

Applying the Typology: Case Studies of Strategic Surprise
COVID-19 in the United Kingdom

The COVID-19 outbreak that started in late 2019 precipitated a multifaceted global
crisis, directly affecting the health and well-being of individuals worldwide. Experts
had long warned for the probability of a global health crisis or a pandemic, particu-
larly from zoonotic diseases (Morse et al. 2012). As far back as 2010, the UK National
Security Risk Assessment (NSRA) identified a major public health catastrophe as a
“Tier One” threat to UK security (Chertoff et al. 2020). Yet despite this, the warn-
ing process in the lead-up to the pandemic was highly flawed. “Fundamentally,” one
witness told the UK Covid Inquiry panel (2023a, 21), “in relation to significant as-
pects of the Covid-19 pandemic, we were taken by surprise.” In 2023, Boris Johnson
acknowledged he “should have twigged” the seriousness of the virus sooner than he
did (BBC News 2023b). This case shows how failures existed and exacerbated each
other across the three dimensions.

Analytically, the trajectory of COVID-19 was—and remains—highly challenging,
particularly with regard to the role of super-spreaders (Zenk et al. 2020), the
containment challenges posed by asymptomatic and presymptomatic infections
(Nikolai et al. 2020), and the varying infectivity of mutations (Plante et al. 2021).
This produced a diagnostic challenge that was not overcome in time. Two pandemic
exercises, Exercise Alice and Exercise Cygnus war-gamed the UK’s pandemic prepared-
ness in 2016. The final reports identified clear gaps: “UK’s current preparedness
[...] is currently not sufficient to cope with the extreme demands of a severe pan-
demic that will have a nation-wide impact across all sectors” (Public Health England
2017, 6). It was suggested there was an overreliance on the outdated 2009 response
to the HINI virus, and that even some of that knowledge was “currently being lost”
(Public Health England 2017, 7; Public Health England 2016, 16). UK assumptions
about how a potential virus might spread were heavily shaped by the UK Influenza
Pandemic Preparedness Strategy drawn up in 2011, “to the exclusion of planning for
other viruses with pandemic potential,” the UK COVID-19 Inquiry heard (2023a,
97). The leaked 2018 NSRA again identified a pandemic as among the top risks for
the United Kingdom. Yet whilst the impact of “pandemic influenza” was rated at
the highest possible level (i.e., 5/5), newly identified infectious diseases were con-
sidered of a lower risk (3/5). A flu-like pandemic was expected. A key issue with this
line of reasoning is the disease patterns: influenza has shorter contagiousness win-
dows, less asymptomatic transmission, and crucially, adaptable antiviral treatments
already existed—in contrast to SARS-CoV-2. So, although some warnings proved ac-
curate, overreliance on influenza models produced an ill-suited preparedness strat-
egy and lead to a significant failure in this analytical dimension.

Process-wise, the inquiry found “deep flaws in decision-making,” with lacking
“joined-up thinking” between scientists and politicians which caused critical delays
and inefficiencies in the warning process (BBC News 2023a). The preliminary 2021
inquiry had also concluded the crisis “exposed some major deficiencies in the ma-
chinery of Government” (House of Commons 2021, 6). Scientific advice was not
given in a transparent or structured way and there were no protocols to share infor-
mation, meaning warnings easily got lost. A culture of groupthink and complacency,
additionally, created a faulty consensus that a managed spread of the virus across the
United Kingdom (rather than a full containment strategy as some Asian countries
had attempted) could create a herd immunity, and that this would be a better ap-
proach. Inter-agency information sharing was critically flawed. Strategic decisions
were undermined by insufficient data, stemming from the ineffective circulation
and utilization of core information across government bodies (House of Commons
2021, 22-3)—which had explicitly been one of the lessons of the Cygnus exercise
(Public Health England 2017, 31). The COVID-19 inquiry was also told that there
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Table 2. UK warning performance COVID-19 pandemic

Dimension Status

Analytical Significant failure Inability to accurately predict the
trajectory of COVID-19, some threat
awareness but overreliance on influenza
models producing inadequate warnings

Process Complete failure Systemic failures in the decision-making
process, marred by groupthink on a
managed spread strategy, a lack of
structured advice, inadequate inter-agency
information sharing, producing critical
delays and inefficiencies

Political Significant failure Underestimation of the pandemic severity
fed by desire to protect the economy, a
reluctance to implement early and decisive
policy action. Despite eventually
acknowledging the threat, there was a
culture of ignoring scientific advice and a
misalignment between short-term political
goals and health objectives

Key trade-offs: Analytical recognition of pandemic risks exacerbated by lacking political

preparedness to act. Process dimension of poor decision-making structures and
information sharing were compounded by political nonreceptivity

was a “toxic culture in Downing Street and the Cabinet Office at the time,” with
female experts being ignored (2023b).

The political dimension was equally strained. The severity and impact of the
COVID-19 pandemic in the United Kingdom were underestimated and vulnerable
groups were inadequately protected. Scientific advice was delayed due to political
worries about how the wider public would perceive measures such as mask-wearing
or lockdowns, producing reactive, short-term policy measures. The detrimental ef-
fects a lockdown could have on the economy were frequently prioritized over the
health impact COVID could have if left unchecked, with the then chief scientific
officer, Patrick Vallance, noting Prime Minister Boris Johnson had said of COVID
they should “let it rip” (UK COVID-19 Inquiry 2023d). Government assumptions
driven by political motives, such as the ability to suppress the virus through herd
immunity, did not face sufficient challenge. A civil servant lamented in 2020 that
Johnson “changed strategic direction every day [. . .] cannot lead and we cannot
support him in leading with this approach. [. . .] The team captain cannot change
the call on the big plays every day” (UK COVID-19 Inquiry 2023c). Even though
eventually, the threat of COVID-19 did prompt policy action, faulty herd immunity
assumptions, an underestimation of the virus, delayed responses, the prioritization
of economic interests over public health, and inconsistent leadership produced a
significant failure in the political dimension.

This case, summarized in Table 2, also demonstrates trade-offs and friction be-
tween the analytical dimension and the political dimension. The Inquiry concludes
that the pandemic preparedness in the long term was “constantly prone to being
sacrificed to the short-term demands that predominate in government” (House of
Commons 2021). Political goals—minimizing impact on society with an overem-
phasis on economic concerns—were clearly misaligned with health goals aimed at
minimizing infection rates. In addition, systemic decision-making issues within the
United Kingdom were compounded by the political dimension in which there was
a strong reluctance to acknowledge the severity of the pandemic.
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14 A New Typology for Evaluating Warning Success and Failure in Strategic Surprise

Russian Election Interference in the United States

In 2016, Russia undermined Hilary Clinton’s presidential election bid in favor of
Donald Trump. Hackers from “Cozy Bear” and later “Fancy Bear,” cyber espionage
groups associated with the Russian intelligence agencies, targeted the networks of
the Democratic National Committee (DNC), the Democratic Congressional Cam-
paign Committee, and Clinton campaign officials. Most notably, they had compro-
mised the DNC system in the summer of 2015, and in March 2016 they compro-
mised the email account of John Podesta, Chairman of Clinton’s presidential cam-
paign, gaining access to amongst others his emails as well as hundreds of confiden-
tial documents, after which the content was disclosed on websites such as Wikileaks.
(National Security Agency 2017; The Washington Post 2017). In parallel, Russia
ran an extensive disinformation campaign, stoking divisions and spreading fake
news supporting amongst others Trump’s claims about rigged electoral systems, un-
trustworthy mainstream media, and biased institutions (Senate Select Committee
on Intelligence 2019a). The NSA later concluded with “high confidence” that the
Kremlin ordered this campaign “to undermine public faith in the US democratic
process, denigrate Secretary Clinton, and harm her electability and potential presi-
dency” (Office of the Director of National Intelligence 2017b, ii).

Analytically, US intelligence agencies achieved success. In 2014, the Joint Sigint
Cyber Unit of the Netherlands intelligence services had penetrated the Cozy Bear
network, gaining unique access to their computer network as well as a corridor
security camera. They informed the National Security Agency (NSA) in 2015, who
passed the threat onto the Federal Bureau of Investigation (FBI) in the summer of
2015.

US intelligence agencies were thus aware of Russian intrusions into the DNC
systems by Cozy Bear as early as 2015 and had correctly attributed these cam-
paigns (The Washington Post 2017; Senate Select Committee on Intelligence 2019b,
2019c¢). “We’re aware that campaigns [and] individuals are targeted,” stated the di-
rector of public affairs of the US Director of National Intelligence, “by actors with a
variety of motivations [. . .] and capabilities—from defacements to intrusions” (The
Washington Post 2017).

Yet despite these early warnings and a history of similar attacks (McCombie et
al. 2019) it took over a year for these warnings to reach the DNC or senior White
House leadership, due to a flawed process following the threat identification (The
Washington Post 2017; Sanger 2018). The process dimension displays a picture of
ineffective communication, bureaucratic delays, and misjudgment and inaction.
After the NSA passed on the warning, in the summer of 2015 it landed on FBI
agent Adrian Hawkins’ desk, who was busy and could not follow-up immediately.
In September, he called the DNC switchboard, hoping to brief a DNC cybersecu-
rity team. Since no such team existed, the DNC operator transferred Hawkins to a
general help desk, without further follow-up. In a later phone call, the FBI agent
was able to tell a DNC employee the DNC was being hacked by a group affiliated
with Russia. This employee wrote a brief but nonalarming memo, primarily because
they doubted whether Hawkins was actually an FBI agent. When a second, much
stronger warning came from the FBI that one of the DNC computers was sending
back information to Russia, this warning was again not passed on to the DNC’s top
leadership (Sanger 2018). It took numerous calls from the FBI to the DNC before
the DNC fully cooperated with the FBI nine months later, in June 2016 (McCombie
et al. 2019). But by this time, the damage was already done. In July 2016, days be-
fore the DNC Convention, 20.000 emails were published by Wikileaks (Sanger 2018;
Uhlmann and McCombie 2020).

The political dimension was strongly impacted by the flawed process preceding
this stage. In August, the Central Intelligence Agency (CIA) finally briefed the
White House that Putin had ordered an operation to “defeat or at least damage
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Table 3. US warning performance 2016 election interference

Dimension Status

Analytical Full success US intelligence community was aware of
Russian intrusions into the DNC systems
early and had correctly attributed the
campaigns

Process Significant failure Ineffective communication and significant

bureaucratic delays between the discovery
of the threat and the warning
communication undermined early threat
awareness. Critical warnings did reach
DNC and Whitehouse, but not in a timely
and effective manner.

Political Moderate success/failure A degree of success in terms of the Obama
Administration’s receptivity to warnings
issued, yet limited comprehensive
understanding due to bifurcated approach
to the threat. Heavily delayed by flawed
process dimension.

Key trade-oft: Between analytical accuracy and bureaucratic caution in disseminating this

information to relevant parties and the public.

Hilary Clinton and help elect her opponent, Donald Trump” (The Washington Post
2017). But by this time the United States had already been subject to the “bold-
est influence effort yet” in the United States (Office of the Director of National
Intelligence 2017a). The Senate Select Committee later identified that the Obama
administration was receptive to the warnings, as “senior administration officials told
the Committee that they assessed that their warnings to Russia before the election
had the desired effect” (Senate Select Committee on Intelligence 2019b, 3). The
administration was, however, “frozen by ‘paralysis of analysis,” hamstrung by con-
straints both real and perceived, Obama officials debated courses of action without
truly taking one’ (Senate Select Committee on Intelligence 2020). The environ-
ment in which warnings were received was highly politicized, concludes the Com-
mittee. In addition, the political agenda at the time was to treat the cyber and
geopolitical aspects of the Russian campaign as separate issues. “This bifurcated
approach,” according to the Committee, “may have prevented the Administration
from understanding the full extent of the threat Russia posed” and limited its ability
to respond.

Table 3 summarizes the warning performance in this case. For months, the FBI
and the DNC had exchanged phone calls, with the FBI sending at least two warn-
ings, but without any follow-up (Sanger 2018). A key-trade off emerged between
analytical success and process failure: the intelligence community’s desire to keep
evidence of the cyberattacks classified, Sanger argues (2018), meant that none of
the intelligence agencies dared to make a public call about the analytical findings
concerning Russian infiltrations in the election campaigns. Therefore, in July 2016,
the Director of National Intelligence James Clapper publicly continued to claim
the intelligence community (IC) was uncertain about “who is behind the attacks
and why” (The Washington Post 2017).

EU Warning prior to the 2014 Crimea Annexation

Since early on in his tenure as Russian president, Vladimir Putin saw the world order
as one of a “competitive struggle,” in which his aim was to reduce Western influence
in Russia and in what he considers Russia’s “near abroad” (European Parliament
2013). Over time, this discourse grew increasingly hostile and nationalist. One of
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the foreign policy pillars following his second election was the Eurasian Economic
Union as a counter-project to the EU. Ukraine’s participation in this high-profile
initiative of the Eurasian Economic Union was considered imperative to its suc-
cess and, as a consequence, seen as incompatible with Ukraine’s closer integration
with the EU (Cadier 2015). Ukraine’s signing of an Association Agreement with
the EU in November 2013 was deemed particularly discordant with Russian ambi-
tions (House of Lords 2015). To dissuade Ukraine, Russia imposed trade restric-
tions against Ukraine over the summer 2013, geared at exploiting Ukraine’s already
dismal economic state (Financial Times 2013). This made Ukrainian President Vik-
tor Yanukovych decide to forego signing the agreement with the EU, prompting
protests across Ukraine (Ikani 2019). As the protests escalated into a political con-
flict with increasing numbers of victims, Yanukovych fled Ukraine in late February
2014. Losing a befriended regime and the prospect of another “color revolution” in
the post-Soviet countries may have prompted the Kremlin to consider the extreme
option of annexing the Crimea, which eventually transpired in March 2014, to the
surprise of the EU and its allies (Meyer and Ikani 2022).

The analytical dimension of the EU’s warning process faced significant chal-
lenges. Importantly, the event marked a substantial shift from the norms established
in the status quo. Many observers contended Russia would definitely not resort to
this option (Trenin 2014), whilst a mere 14 percent of the 905 worldwide IR schol-
ars polled on the eve of the intervention considered an annexation likely (Foreign
Policy 2014). The EU additionally, and unlike state actors, lacks the intelligence
structures that can provide all-source intelligence, meaning it was relying on what lit-
tle intelligence it was fed by European member states. This made accurate warning
difficult. Yet despite these many challenges to timely and accurate analysis, we have
learned that warnings were issued. A Ukraine expert working for the EU’s Intelli-
gence Analysis Centre (INTCEN, the EU’s general intelligence function) drafted
a report warning that Yanukovych might not sign the Association Agreement with
the EU, which could lead to protests and instability (Higgins 2014). Additionally, in
October 2013 the EU Delegation in Moscow had warned that the Crimea might be
“used” as a Russian response should Ukraine sign the Association Agreement. The
EU Consulate in Sevastopol had issued further warnings about troop movements in
Crimea which would suggest Russia had specific plans in the area (Meyer et al. 2020,
247). These warnings thus highlight partial successes in this analytical dimension,
even if the annexation was a surprise to the EU, as it was to the United States, the
United Kingdom, and France.

In the process dimension, we see that these analytical findings were communi-
cated and considered within the EU decision-making structures. Notably, explicit
warnings about the observed troop movements were issued in January and February
2014—so with very short notice—by the EU consulate in Crimea (Meyer et al. 2020,
244). At the same time, the US intelligence community warned publicly that the
Crimea could be a “flashpoint for Russian—Ukraine military conflict” (NBC News
2014). At a strategic level, unambiguous warnings were conveyed in the Foreign Af-
fairs Council—the highest forum for EU foreign policy decisions. These warnings
were issued by the foreign ministers of Poland and Sweden at the time, Radoslaw
Sikorski and Carl Bildt (Meyer and Ikani 2022). Sikorski stressed in an interview
that he had been repeatedly warning about the risks from Russia, for a period of
months. “If you look at the resumes of European Councils from 2013, you will find
that Carl Bildt and I were literally begging [. . .] warning colleagues that if we leave
the Ukrainians alone on this one, the Russians will go further.” (quoted in Meyer et
al. 2020). Accurate though relatively late warnings were thus issued and directed to
appropriate decision-making fora—indicating a near success in the process dimen-
sion.

It is the political dimension where failure is most obvious, as receptivity to the
warnings was compromised by preconceptions and bias. Both Bildt and Sikorski
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Table 4. EU warning performance 2014 Crimea annexation

Dimension Status

Analytical Moderate Success/failure Despite diagnostic challenges, EU
INTCEN and other sources issued
warnings, though limited by intelligence
capabilities.

Process Near success Warnings were communicated within EU

structures and considered in key
decision-making forums.

Political Significant failure Warnings did reach the right fora and
triggered a level of discussion and
awareness, but the dismissal of warnings as
“hawkish” paranoia, bias due to “cry-wolf
syndrome,” and the influence of economic
interests contributed to a significant
underestimation of the threat and a lack of
appropriate action

Key trade-off: Political nonreceptivity to the threat undermined analytical success

were seen in European circles as “Russia hawks.” Other EU officials dismissed their
warnings, assuming they were overly paranoid, politically motivated, or had critical
strategic interests involved (Meyer et al. 2020). Repeated warnings about dramatic
events that turn out as false alarms are known to create a warning fatigue—what
is referred to as “cry-wolf syndrome” (Wirtz 2008) which significantly decreases the
political receptivity to the warnings. “The Western Europeans pooh-poohed and pa-
tronized us for these last 30 years,” Sikorski told Politico. “For years [they] were
patronizing us about our attitude: ‘Oh, you know, you over-nervous, over-sensitive
Central Europeans are prejudiced against Russia’” (Politico 2022). There was a per-
vasive sense of disbelief across the Union that Russia would try to take Crimea by
force—uvirtually until after the fact (House of Lords 2015; Ikani and Meyer 2023).
Even after the Crimea annexation, there was political disagreement regarding how
to deal with Russia (European Council 2014). In 2013 and 2014, many European
countries had strong ties to Russia, particularly its energy sector. Italy, Germany,
Greece, and Cyprus for this reason long resisted the warnings about Russian inten-
tions in Ukraine (European Parliament 2013).

The warning performance warning preceding the Crimea annexation is shown in
Table 4. It was characterized by numerous raised alarms about possible Russian in-
terventions in the aftermath of the Euromaidan. From multiple sources within the
EU apparatus, including the EU consulate in Sevastopol, the Crimea was mentioned
as the locus of potential repercussions. The most explicit warnings came from the
foreign ministers of Sweden and Poland. The political nonreceptivity to these warn-
ings was caused by the tendency to dismiss warnings coming from “Russia hawks”
as these were preliminarily labeled as biased and incorrect. “Cry-wolf syndrome” ex-
acerbated this. Political and economic interests tied with the Russian energy sector
compounded this nonreceptivity, meaning that despite the warnings and the un-
folding events on the ground in Ukraine, widespread disbelief persisted that Russia
would resort to taking Crimea by force.

A trade-off occurred between the analytical dimension and the political one. De-
spite partial analytical success in recognizing the potential pattern of events, existing
biases against “Russia hawks” as well as vested political interests in a stable relation-
ship with Russia produced a lack of political receptivity to the threat.
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Conclusion

History is punctuated by instances of strategic surprise. Yet despite the frequent oc-
currence of strategic surprises and the widely recognized need for accurate warning
systems, the extant literature lacked an adequate definition of what exactly consti-
tutes warning success or warning failure. This ambiguity has produced an overem-
phasis on binary classifications, questioning whether specific events—the fall of
Kabul and the October 7 Hamas attack on Israel—can be labeled as warning fail-
ures. “Failure,” as such, often becomes a monolithic attribute attached to events.
This article argued this oversimplifies not just the complex nature of the warning
process—and the many ways in which it can fall short—but also ignores the grada-
tions in warning effectiveness that exist between full success and complete failure.
It was contended that instead, we should shift our focus towards explaining warning
performance, examining where and how the warning process did not achieve the
desired outcomes.

To this aim, this paper introduced a multidimensional typology that allows for an
evaluation of warning effectiveness on a spectrum ranging from full success to com-
plete failure, considering the analytical, procedural, and political factors that shape
the warning process. By disaggregating the various dimensions of the warning pro-
cess, this typology provides a more granular understanding of warning effectiveness
and how different factors contribute to or impede effective warning. This challenges
the tendency within intelligence studies to approach warning success and failure in
binary terms and aligns it with efforts within the fields of political science, public ad-
ministration, and IR to move beyond such oppositional success—failure dichotomies
when assessing instances of (foreign) policy success. By reconceptualizing how warn-
ing effectiveness and intelligence effectiveness are measured, this paper contributes
to ongoing debates around the role of warning and intelligence in decision-making
processes, and crisis prevention.

By breaking down the warning process into the analytical, process, and political
dimensions, this paper furthermore allows for a better understanding of the factors
that shape warning effectiveness. It also advances discussions on how these various
dimensions interact and affect one another. It underlines that inherent trade-offs
between the different dimensions exist, where success in one dimension might not
compensate for failures in another—a core insight in both academic and practi-
cal terms, prompting us to also consider the limitations of warning systems. The
typology’s application to diverse case studies across security domains illustrates its
utility for understanding of the complexities of strategic surprise, and the reasons
they occur despite prior warnings. It also adds to the existing scholarship of pre-
dominantly single-case studies of warning failures, as this paper underscores how
warning processes rarely constitute clear-cut successes or failures but rather exhibit
varying degrees of effectiveness across the dimensions.

The “diagnostic tool” for evaluating warning effectiveness that this typology
presents provides a more accurate diagnosis of past failures and serves as a lens
through which future warning performance can be evaluated and enhanced. This
can inform policy efforts aimed at strengthening warning systems, and allow for
more targeted, adaptive, and effective security policy responses. For instance, the
case studies underscore the critical nature of effective communication channels
both within and between various institutions involved in the warning process. This
may draw more attention to the effectiveness and impact of communication tools
and channels, including Red Teaming, analytical Ombudsman roles, fusion cen-
ters, or Devil’s Advocate positions. In terms of further policy implications, the ty-
pology and the case studies also suggest that warning systems need to be flexible
and adaptable enough to deal with varied threat types—strategic surprises are no
longer bound to the geopolitical realm. Ensuring that warning systems can adapt
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and upgrade their priorities, resources, methodologies, and focus as needed will
make these systems more resilient.

Future research may include largern case studies in order to further explore
the value of this approach across a wider spectrum of historical and contempo-
rary cases. By analyzing patterns, similarities, and differences in warning processes
across a larger number of cases, it will be possible to further identify how the ana-
Iytical, process, and political dimensions identified in this paper interact and shape
outcomes, to further refine and validate the typology proposed and to explore the
various paths to warning success and warning failure across the dimensions. Whilst
the case studies in this paper also drew on diverse entities—the United States, the
United Kingdom, and EU—future research can further investigate how varying in-
stitutional structures and cultures impact performance across each warning dimen-
sion, with the aim of informing policy efforts to optimize warning processes. Fi-
nally, applying the typology to cases from different threat types—e.g., terrorism,
economic threats, and climate change—could reveal domain-specific challenges to
successful warning.
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