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Abstract

The widespread integration of artificial intelligence (AI) technology into manufactur-
ing processes has fostered the evolution of what is now termed smart manufacturing.
Smart manufacturing leverages data from various sources, including sensors, event
logs, and more, to optimize operations through the use of advanced machine learn-
ing techniques. A critical component of smart manufacturing is anomaly detection,
which aims to identify abnormal patterns in data that may indicate machine malfunc-
tions or system faults, facilitating predictive maintenance. However, the application
of anomaly detection to real-world manufacturing environments presents challenges,
such as complex data types, high-dimensionality, explainability, generalizability, and
automatability. This dissertation addresses these challenges by focusing on trustwor-
thy anomaly detection, approached from both data-centric AI and model-centric AI
perspectives.

Data-centric AI emphasizes the importance of data quality, consistency, and rich-
ness, while model-centric AI focuses on developing effective algorithms with existing,
often fixed, datasets. This dissertation argues that these two paradigms are comple-
mentary. While recent trends have shifted towards data-centric AI, we contend that
both approaches are crucial for advancing smart manufacturing. Solving the challenges
associated with anomaly detection requires understanding both the algorithms used
and the insights extracted from complex, large datasets. Therefore, this work adopts
a holistic approach, addressing the challenges from both perspectives to enhance the
reliability and efficiency of smart manufacturing systems.

This dissertation is structured around two primary research questions, each target-
ing different aspects of anomaly detection in smart manufacturing. The first research
question addresses how to develop and improve anomaly detection from a data-centric
AI perspective. In real-world manufacturing, data can take various forms, such as
event logs, time series, and graphs. To address this complexity, the dissertation pro-
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poses a novel graph-based anomaly detection method that converts event logs into
directed, weighted graphs. This method enables unsupervised anomaly detection and
provides explanations for each detected anomaly (Chapter 2). Furthermore, a fea-
ture selection method is developed to handle high-dimensional data, improving the
accuracy of traditional log anomaly detection methods by identifying and reducing
redundant log events (Chapter 3).

The second research question examines anomaly detection from a model-centric AI
perspective, addressing issues related to explainability, generalizability, and automata-
bility. The dissertation introduces a novel approach using Quantile Regression Forests
for inherently interpretable contextual anomaly detection (Chapter 4). It also explores
the vulnerability of post-hoc explanation methods for graph neural networks (GNNs)
to adversarial attacks, developing an optimization-based adversarial attack method
to test the robustness of post-hoc GNN explanations (Chapter 5). Additionally, a
cross-domain anomaly detection method is proposed to improve the generalizabil-
ity of models across different datasets when encountering concept drift (Chapter 6),
and a novel strategy for automated hyperparameter tuning in unsupervised anomaly
detection systems is presented to enhance their reliability and performance without
requiring labeled data (Chapter 7).

Through these contributions, the dissertation provides a comprehensive framework
for advancing trustworthy anomaly detection in smart manufacturing. By integrating
data-centric and model-centric AI approaches, it offers novel solutions that improve
anomaly detection accuracy, interpretability, robustness of explanations to adversarial
attacks, generalizability across domains, and automatability in deployment. These
advancements have the potential to substantially enhance the reliability and efficiency
of smart manufacturing systems, while the insights gained from this research are also
applicable to other domains where anomaly detection plays a critical role.

In conclusion, this dissertation advances the state-of-the-art in trustworthy anomaly
detection for smart manufacturing by addressing key challenges through a dual focus
on data-centric and model-centric AI. The proposed methods contribute to improved
accuracy, explainability, robustness of post-hoc explanations, and automatability of
anomaly detection systems, ensuring their applicability in complex, high-dimensional,
and dynamic real-world manufacturing environments.
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Chapter 1

Introduction

The utilization of artificial intelligence in manufacturing processes has attracted con-
siderable interest from both academic researchers and industry practitioners [1, 2].
This growing field is commonly known as smart manufacturing [2]. Anomaly detec-
tion, in particular, is a key area of research with numerous successful and potential
applications in smart manufacturing [3], where machine learning algorithms analyze
data collected from sensors and other sources to identify abnormal patterns and fa-
cilitate predictive maintenance. However, applying anomaly detection techniques to
real-world use-cases in smart manufacturing often presents obstacles, motivating the
development of this dissertation.

In this chapter, we will first provide an overview of smart manufacturing and
related concepts, setting the stage for the broader context of this dissertation and
outlining the current research landscape. We will then introduce the concept of trust-
worthy anomaly detection, which is central to this work. This section includes a review
of fundamental concepts and relevant literature on anomaly detection and trustworthy
AI. Building on this, we will present trustworthy anomaly detection in the context of
smart manufacturing, in which we summarize the main contributions of this disserta-
tion. Furthermore, we will explore the concepts of model-centric AI and data-centric
AI, highlighting the necessity of integrating both perspectives for data-driven smart
manufacturing. Following this, we will formally present the research questions ad-
dressed in this dissertation and the corresponding contributions made to answer them.
Finally, we will outline the structure of this dissertation and provide an overview of
the remaining chapters.

This chapter is partially based on the following publication:

1



1.1. Smart Manufacturing

• Zhong Li, Yuxuan Zhu, and Matthijs van Leeuwen. “A survey on explainable
anomaly detection.” ACM Transactions on Knowledge Discovery from Data 18,
no. 1 (2023): 1-54.

1.1 Smart Manufacturing
This section introduces the concepts of Industry 4.0, Smart Manufacturing, Cyber-
Physical Systems, Digital Twin, and Predictive Maintenance.

1.1.1 Industry 4.0 and Smart Manufacturing

The evolution of mass industries is generally divided into four stages: 1) Industry
1.0, which relied on steam and water-powered machinery; 2) Industry 2.0, charac-
terized by the use of electricity and mass production techniques; 3) Industry 3.0,
which introduced digitization and automation; and 4) Industry 4.0, which focuses on
cyber-physical systems [4]. Specifically, with the rapid development of information,
communication, and other technologies—such as the Internet of Things, Cloud Com-
puting, Big Data, Robotics, and Artificial Intelligence—the manufacturing industry
has entered the fourth stage of industrial production, known as Industry 4.0, since
the early 2010s [5]. However, the concept of Industry 4.0 does not have a universally
accepted definition. A commonly recognized definition is presented below.

Definition 1.1 (Industry 4.0). Industry 4.0 is commonly viewed as the convergence of
various advanced technologies, such as Internet of Things, Cloud Computing, Big Data,
Robotics, and Artificial Intelligence, aimed at integrating the physical and virtual
worlds through cyber-physical systems (CPS). [4]

Particularly, Smart Manufacturing is a subset within the broader Industry 4.0
framework. It focuses specifically on applying these advanced technologies to improve
manufacturing processes. Smart manufacturing has garnered significant attention from
industry, government organizations, and academia. Despite this interest, a universally
accepted definition of smart manufacturing has yet to be established [6, 7]. We present
its more commonly used definition in Definition 1.2.

Definition 1.2 (Smart Manufacturing). According to the National Institute of Stan-
dards and Technology, “smart manufacturing is fully integrated, collaborative manu-
facturing system that respond in real time to meet changing demands and conditions
in the factory, in the supply network and in customer needs.” [6]

2



Chapter 1. Introduction

Besides, smart manufacturing is also commonly known as intelligent manufactur-
ing. However, Wang et al. [2] performed detailed comparisons to show the differences
between these two concepts. In brief, intelligent manufacturing is defined as the in-
tersection of artificial intelligence and manufacturing [8], and this term has been used
since 1980s. Zhong et al. [8] pointed out that the manufacturing has been shifted
from knowledge-based intelligent manufacturing to knowledge-enabled and data-driven
smart manufacturing, where the term “smart” refers to the creation and usage of data.
Therefore, Toben et al. [9] considered smart manufacturing as a new version of intel-
ligent manufacturing that highlights the use of advanced technologies and analytics
methods. Specifically, Zheng et al. [5] proposed a conceptual framework of smart
manufacturing systems for Industry 4.0, and this framework consists of the following
dimensions: smart design, smart machining, smart monitoring, smart control, and
smart scheduling.

1.1.2 Cyber-Physical Systems and Digital Twin

Tao et al. [10] indicated that cyber-physical integration is a crucial prerequisite for
and the core of smart manufacturing. Particularly, Cyber-Physical Systems (CPS)
and Digital Twins (DTs) are two preferred means to achieve such an integration. The
formal definition for CPS is given in Definition 1.3, while the formal definition for DT
is given in Definition 1.4.

Definition 1.3 (Cyber-Physical Systems). “Cyber-Physical Systems are multidimen-
sional and complex system that integrate the cyber world and the dynamic physical
world. Through the integration and collaboration of computing, communication, and
control, CPS provide real-time sensing, information feedback, dynamic control, and
other services.” [10, 11, 12]

Definition 1.4 (Digital Twin). A Digital Twin is a high-fidelity digital replica of a
physical asset, process, or system in virtual space. It uses real-time data and sim-
ulations to mirror the physical counterpart’s state, performance, and behavior. [10,
13]

Tao et al. systematically analyzed and compared Cyber-Physical Systems (CPS)
and Digital Twins (DTs) across several aspects: origin, cyber-physical mapping, hi-
erarchical modeling, and core elements [10]. The relationship between CPS and DTs
can be summarized as follows: CPS are foundational systems that integrate physical
processes with digital controls and computations [14], while DTs are specific digital
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replicas of physical entities or processes [15]. DTs rely on CPS for real-time data
acquisition and interaction, as CPS emphasize the powerful computing and commu-
nication capabilities of the cyber world more strongly when compared to DTs [16].
Conversely, DTs focus on creating high-fidelity virtual models that replicate the phys-
ical system’s geometry, structure, behavior, rules, functionality, and other dynamics
[10]. Consequently, DTs can provide detailed insights into operations, enabling pre-
dictive maintenance, optimization of manufacturing processes, and what-if analysis
through simulations [10].

1.1.3 Predictive Maintenance
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Figure 1.1: Maintenance strategies can be divided into five main stages based on their
evolution over time. (Inspired by Figure 1 in [17])

In this dissertation, we focus on the predictive maintenance aspect, which is one
of the major goals of Industry 4.0 [18]. Specifically, predictive maintenance is the
application that can leverage data and simulations from DTs to anticipate and plan
maintenance activities before failures occur. On a broader level, maintenance plays a
pivotal role in industrial applications, as effective strategies prevent unexpected down-
times, lower operational costs, and potentially extend the remaining useful lifetime of
machinery [17]. Consequently, maintenance practices have attracted substantial at-
tention from both industry and academia [19, 20, 17], showing continuous evolution
over recent years. According to [17], these practices can broadly be categorized into
the following five stages, as shown in Figure 1.1:

1) Corrective Maintenance: Also known as reactive maintenance, this run-to-
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failure strategy involves performing repairs or replacements only after equipment
has failed. It focuses on addressing issues after they occur, rather than preventing
them in advance.

2) Preventive Maintenance: Also known as planned maintenance, this approach
involves scheduling regular inspections and maintenance activities to prevent
equipment failures. It is carried out proactively, even when the equipment is
operating normally.

3) Condition-based Maintenance: It involves monitoring the actual condition
of equipment based on real-time data, aiming to determine when maintenance is
needed. Maintenance actions are performed only when specific indicators show
that performance is deteriorating or a failure is likely to occur.

4) Predictive Maintenance: It builds upon Condition-based Maintenance by us-
ing advanced analytics (such as machine learning and data mining techniques)
to predict when equipment will fail based on its current condition and histor-
ical data. It not only monitors equipment conditions but also forecasts future
failures with a higher degree of accuracy, enabling more efficient scheduling of
maintenance activities.

5) Prescriptive Maintenance: It refers to more advanced strategies that not only
predict but also recommend optimal maintenance actions to prevent or mitigate
equipment failures. It provides guidance on the best interventions, considering
factors like cost, risk, and operational impact.

While the more recent prescriptive maintenance strategy offers several advantages
over predictive maintenance, its implementation in real-world applications remains
challenging without a robust foundation in predictive maintenance. Moreover, predic-
tive maintenance itself faces numerous unresolved issues [17], such as: 1) industrial
data is susceptible to errors due to harsh environmental conditions, sensor faults, or
transmission errors; 2) the volume of data is large and growing exponentially; 3) data
types can vary in actual industrial applications, resulting in different modalities of
data such as videos, audios, texts, images, time series, graphs, logs, and tabular data;
and 4) industrial environments and production systems can differ widely between man-
ufacturers. Additionally, Digital Twins (DTs), which can be modeled in the virtual
world for each critical component in the physical world, provide a promising approach
to enhancing predictive maintenance [5]. For these reasons, our focus is on predictive
maintenance. Formally, predictive maintenance can be defined as follows.
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Definition 1.5 (Predictive Maintenance). “Predictive maintenance is a set of activ-
ities that detect changes in the physical condition of equipment (signs of failure) in
order to carry out the appropriate maintenance work for maximizing the service life
of equipment without increasing the risk of failure.” [21]

However, with the rapid advancement of technology and increasing demands in
industry, the traditional definition of predictive maintenance (namely Definition 1.5)
has become somewhat overly generalized and even outdated. To address evolving
needs, Predictive Maintenance 4.0 (PdM 4.0) has emerged, aligned with the princi-
ples of Industry 4.0, providing a blueprint for more intelligent and efficient predictive
maintenance systems [22, 23, 24, 21]. PdM 4.0 leverages advanced technologies such as
the Internet of Things (IoT) for data collection, Big Data techniques for data prepro-
cessing, and Data Mining and Machine Learning techniques for in-depth data analysis.
These technologies collectively enable decision support systems that accurately predict
when maintenance should be performed, thereby preventing unexpected breakdowns
and minimizing downtime. As shown in Figure 1.2, the system architecture for PdM
4.0 generally consists of the following components [22, 23, 24, 21]:

• Data Acquisition: Sensors are employed to collect data such as temperature,
humidity, and vibration from physical assets. This data is then transmitted
through networks using Internet of Things (IoT) technologies.

• Data Pre-processing: The collected data is stored in data warehouses, which
can be in the Cloud, where Big Data techniques are used for data cleaning,
integration, feature extraction, and transformation.

• Data Analysis: Data mining and machine learning techniques are leveraged to
perform two main tasks:

– Diagnosis: Involves anomaly detection (unsupervised or semi-supervised)
and anomaly classification (supervised) in the data.

– Prognosis: Focuses on predicting future anomalies and potential failures.

• Decision Support: Utilizes the results from data analysis to conduct fault
detection, fault isolation, fault prediction, and degradation assessment, thereby
supporting maintenance decision-making.

• Maintenance Implementation: Implements maintenance activities in the
physical world according to the maintenance decisions generated in the cyber
world.
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Figure 1.2: The system architecture for PdM 4.0 generally consists of five components.
(Inspired by Figure 6 in [24])

As emphasized in [18], anomaly detection is central to Predictive Maintenance, with
a primary focus on identifying anomalies in equipment at early stages and alerting the
manufacturing technicians to initiate maintenance activities. Moreover, the abnormal
behavior of data can stem from various causes. As Nunes et al. [17] highlighted, the
detected anomalies can be explored for decision support in two main ways based on
their causes of anomalies: 1) if anomalies are due to noise from sensor malfunctions,
low battery, or other external disturbances, they are considered irrelevant and should
be removed to prevent misinterpretation; 2) if anomalies result from relevant events,
such as potential equipment failures or process issues, they should be automatically
detected from sensor data and utilized by models to predict the remaining useful
lifetime, prompting further analysis and potentially leading to maintenance actions.
The main contributions of this dissertation center around anomaly detection, which
will be introduced in the next section. However, rather than limiting our scope to
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anomaly detection in the specific context of predictive maintenance and sensor data,
we emphasize that many of our developed approaches and findings are applicable to
more generic scenarios.

1.2 Trustworthy Anomaly Detection
In this section, we will begin by reviewing the fundamental concepts, terminologies,
and relevant literature in anomaly detection. Next, we will provide a brief overview of
trustworthy artificial intelligence. Building on this foundation, we will highlight the
intersection of these two fields, where we will position the contributions of the various
research papers included in this dissertation.

1.2.1 Anomaly Detection

We first introduce the concepts of anomaly and anomaly detection. Then, we present
a categorization of anomaly detection techniques based on the availability of labels.

Definition 1.6 (Anomaly). An anomaly is an object that is notably different from
the majority of the remaining objects.

Depending on the specific application domain, an anomaly can also be called an
outlier or a novelty. Moreover, it may also be known as an unusual, irregular, atypical,
inconsistent, unexpected, rare, erroneous, faulty, fraudulent, malicious, unnatural, or
strange object [25]. Except for a few works such as [25], the term outlier is used as a
synonym for anomaly in most research. For consistency, we will use the term anomaly
in this dissertation.

Definition 1.7 (Anomaly Detection). The process of identifying anomalies is called
anomaly detection.

Since the seminal work in [26], anomaly detection has been well studied and there
exists a plethora of comprehensive surveys and reviews on it, including but not limited
to [27, 28, 29, 30, 31, 32, 33, 34, 35, 36]. Particularly, depending on the specific type of
data and the application domain, the techniques used to perform anomaly detection
can be different. The commonly seen data types include tabular data, time series,
text, image, video, audio, graph, and log data. In this dissertation, we primarily focus
on the following three types of data:

• Tabular data, which refers to data that is organized into a table, where informa-
tion consists of rows (observations) and columns (features or attributes);
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• Log data, which refers to the detailed records generated by software or devices
during their operation. These logs capture information about events that occur
within a system, providing valuable insights into its performance, security, and
usage patterns.

• Graph data, which represents information that is structured as a collection of
nodes and edges that connect these nodes. This structure is used to model
relationships between different entities in a way that makes the connections and
associations between them easy to understand and analyze.

Anomaly detection techniques can be categorized into three types based on the
availability of labels, regardless of the data type: supervised, unsupervised, and semi-
supervised [31, 34]. Before introducing these categories, it is essential to understand
two key concepts: 1) Transductive learning, which makes predictions directly for spe-
cific test instances without learning a general model for unseen data, thus lacking
distinct training and test stages; and 2) Inductive learning, which involves training
a model on labeled data to learn general rules that are then applied to unseen test
instances [37], thus containing separate training and test stages.

• Supervised anomaly detection requires labeled instances of both normal
and abnormal data during training, treating the task as an imbalanced binary
classification problem due to the typically low ratio of anomalies (e.g., less than
5%). It is an inductive learning approach, where the model learns general rules
from specific training examples and applies these rules to unseen test instances.

• Unsupervised anomaly detection, in contrast, does not require labeled train-
ing data and is usually performed in a transductive learning manner, without a
separate training phase. These techniques are generally based on the assump-
tion that normal instances occur far more frequently than abnormal ones in the
dataset.

• Semi-supervised anomaly detection operates with partially labeled data,
where the labeled instances may include both normal and abnormal examples,
or more commonly, only normal examples. In this common scenario, most semi-
supervised methods train on datasets exclusively consisting of normal data,
aiming to model the normal data distribution during training. Any instances
that significantly deviate from this distribution during inference are considered
anomalies. Thus, it is also an inductive learning approach. Notably, many semi-
supervised methods can function in an unsupervised manner while still being
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inductive rather than transductive: given the typically low anomaly ratio, these
methods use a subset of samples from the data to train the model, assuming
that the training data contains few anomalies and the model can robustly learn
the normal distribution.

Particularly, semi-supervised and unsupervised anomaly detection are the most
commonly used techniques in manufacturing due to the scarcity of labels [3]. In this
dissertation, we will primarily consider semi-supervised and unsupervised anomaly
detection for the same reason.

1.2.2 Trustworthy Artificial Intelligence

Definition 1.8 (Trustworthy AI). “Trustworthy AI is a framework to ensure that
a system is worthy of being trusted based on the evidence concerning its stated re-
quirements. It makes sure that the users’ and stakeholders’ expectations are met in a
verifiable way.” [38]

As highlighted in [38], with the growing volume of research on trustworthy AI,
reaching a consensus on a common set of principles to ensure AI trustworthiness is
challenging. However, we argue that at least the following five principles should be
considered [38, 39]:

• Effectiveness: AI systems must provide accurate predictions, as it is crucial
for their use in replacing or assisting human decision-makers. Without accuracy,
the utility of AI systems is compromised.

• Explainability: Stakeholders involved with the AI system should be able to
understand the reasoning behind its decisions, ensuring transparency and trust
in the system’s outputs.

• Generalizability/Robustness: AI systems should function reliably across var-
ious conditions. Robustness refers to the ability of an AI system to handle ex-
ecution errors, erroneous inputs, or unseen data, while generalizability pertains
to the system’s capability to make accurate predictions on unseen data [39]. It is
important to note that the relationship between robustness and generalizability
can be complex [40, 39]; for simplicity, they are treated as a unified concept in
this dissertation.

• Fairness: AI systems should avoid introducing or perpetuating biases and dis-
crimination against any individual or group within society.
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• Privacy: AI systems must ensure that sensitive information is protected through-
out its entire lifecycle. In particular, unauthorized use of data that can identify
individuals or households should be strictly avoided [39].

1.2.3 Trustworthy Anomaly Detection in the Context of Smart
Manufacturing

Anomaly detection has achieved a wide range of successful applications in many
decision-critical domains. For example, anomaly detection algorithms are being used
to diagnose diseases in healthcare [41]. In financial services, many banks use anomaly
detection methods to detect abnormal behavior in credit card transactions [42]. In
addition, the self-driving car manufacturing industry applies anomaly detection algo-
rithms on camera data to detect corner cases [43]. In other decision-critical areas—such
as spacecraft design—anomaly detection algorithms are used to detect sensor faults
[44]. As we can see, anomaly detection systems for high-stakes decisions are deeply
impacting our daily lives and society.

Despite significant successes, anomaly detection still faces many limitations. Par-
ticularly, given that these tasks are often safety-critical and can have life-changing
consequences, a major concern is whether we can truly trust the results provided by
these anomaly detection systems. Therefore, ensuring that anomaly detection sys-
tems operate in a trustworthy manner is essential when deploying them in real-world
applications [45].

Anomaly detection is an important subfield of machine learning and data mining,
both of which are critical components of the broader field of AI. Therefore, to as-
sess the trustworthiness of an anomaly detection system, we should consider the five
key principles established for trustworthy AI systems, as outlined in Chapter 1.2.2:
effectiveness, explainability, generalizability, fairness, and privacy. However, this dis-
sertation focuses specifically on anomaly detection in smart manufacturing, which
typically involves data from machines rather than humans. Consequently, the prin-
ciples of fairness and privacy will not be addressed. In the following, we will briefly
introduce the principles of effectiveness, explainability, and generalizability to achieve
trustworthy anomaly detection in the context of smart manufacturing.

Principle 1: Effectiveness of Anomaly Detection. Effectively identifying
anomalies is the fundamental requirement for all anomaly detection systems [45].
Given a dataset, high accuracy in an anomaly detection system is typically achieved
by selecting and deploying an appropriate detection model. However, in real-world
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industrial applications, we encounter two key challenges: 1) Most anomaly detection
research, since the seminal work in [26], has focused on simple tabular data, whereas
real-world scenarios in smart manufacturing often involve complex data such as log
events, time series, or graphs; 2) Even after converting complex data into simple form
(e.g., through feature extraction), the resulting high dimensionality can reduce the
effectiveness of many traditional anomaly detection methods in smart manufactur-
ing. Particularly, Chapters 2 (to Challenge 1) and 3 (to Challenge 2) mainly make
contributions in this aspect.

Principle 2: Explainability of Anomaly Detection. According to [46], we can
define eXplainable Anomaly Detection (XAD) as the extraction of relevant knowledge
from an anomaly detection model concerning relationships either contained in data
or learned by the model, where the knowledge is considered relevant if it can provide
insight into the anomaly detection problem investigated by the end-user. Particularly,
providing anomaly detection results with corresponding explanations can help gain
the trust of end-users in anomaly detection systems. Moreover, the explanations can
also assist end-users to validate the anomaly detection results in unsupervised settings.
Even more, explanations can potentially enable end-users to find the root causes of
anomalies and thereby take remedial or preventive actions. For a long time, however,
the anomaly detection community has mainly focused on detection accuracy, largely
ignoring the interpretation of corresponding outcomes. More importantly, there is an
increasing demand for explainability when deploying anomaly detection systems in
industrial manufacturing. Chapters 4 and 5 mainly make contributions in this aspect.

Principle 3: Generalizability of Anomaly Detection. We define generaliz-
ability as the ability of an anomaly detection system to operate reliably under various
conditions, which includes two main aspects: First, the anomaly detection system
should perform reliably on unseen data, especially when there is concept drift in the
data. Second, given that anomaly detection tasks are often unsupervised or semi-
supervised, the system should perform consistently across different datasets, requiring
the capability to automatically tune model hyperparameters without relying on data
labels. Chapter 6 contributes to the first aspect, focusing on generalizability to unseen
data, while Chapter 7 addresses the second aspect, emphasizing adaptability across
various datasets.
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1.3 Model-Centric AI and Data-Centric AI
In this section, we begin by introducing concepts in model-centric AI (and we will
discuss how the included papers can be interpreted from this perspective in Chap-
ter 1.4). Next, we explore concepts in data-centric AI (and we will illustrate how
the papers presented in this dissertation relate to them in Chapter 1.4). Finally, we
explain the necessity of integrating these two complementary approaches to further
advance data-driven smart manufacturing.

Definition 1.9 (Model-centric AI). “Model-centric AI is the paradigm emphasizing
the choice of the suitable model type, architecture, and hyperparameters from a wide
range of possibilities for building effective and efficient AI systems.” [47]

More specifically, model-centric AI focuses on enhancing the performance of AI
systems by improving algorithms to work more effectively with existing, often fixed,
datasets [48]. This approach emphasizes designing better model architectures, fine-
tuning hyperparameters, developing more effective and efficient optimization tech-
niques, and proposing new models types or learning paradigms [47]. Typically, the
data is created once, and its quality and quantity remain consistent throughout the
development cycle of the AI system, while substantial efforts are directed toward build-
ing more advanced learning models. Despite the huge successes of Model-centric AI
in the past decades, it still suffers from some notable limitations [48]:

• Vulnerability to adversarial samples,

• Low generalization capacity.

Definition 1.10 (Data-centric AI). “Data-centric AI is the paradigm emphasizing
that systematic design and engineering of data are essential for building effective and
efficient AI systems.” [47]

Data is an essential element in AI systems, which include anomaly detection sys-
tems. Recently, the significance of data has been greatly amplified by the rise of
data-centric AI [49, 50]. Although data-centric AI is a relatively new concept [49, 50,
47, 51, 52, 53], many classic research topics such as data augmentation and feature
selection can be considered as subfields of data-centric AI. Data augmentation aims to
enrich the training dataset by adding slightly modified data instances, while feature
selection attempts to reduce data complexity by keeping only relevant features. Ac-
cording to [49], there are three main data-centric AI objectives (the underlined parts
are involved in this dissertation):
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• Training data development, which includes data collection, data labeling, data
preparation (such as data cleaning, feature extraction, and data transformation),
data reduction (such as feature selection, dimension reduction, instance selec-
tion), and data augmentation (e.g., basic manipulation, deep learning approaches);
Particularly, data collection and data labeling are considered data creation, and
the rest is data processing;

• Inference data development, which consists of in-distribution evaluation
(such as data slicing, algorithmic recourse), out-of-distribution evaluation (such
as adversarial perturbation, distribution shift), and prompt engineering;

• Data maintenance, which contains data understanding (such as data visualiza-
tion, data valuation), data quality assurance (such as quality assessment, quality
improvement), and data storage & retrieval (such as resource allocation, query
acceleration).

In summary, Data-centric AI focus on improving the quality, consistency, and
richness of the data used to train and test AI models. In this paradigm, the focus
shifts from constantly refining the model to ensuring that the data is clean, well-
labeled, diverse, and representative of the problem domain. The idea is that with
high-quality data, even simpler models can perform exceptionally well. Data-centric
AI is often advocated for in situations where models are already highly optimized, and
further gains can be achieved by addressing data issues rather than the models.

Complementary views of model-centic AI and data-centric AI. While
there has been a recent shift in focus from model-centric AI to data-centric AI, we
argue that these two paradigms are inherently complementary. In other words, al-
though we emphasize the importance of data-centric AI, this should not diminish the
role of model-centric AI. Successfully addressing challenges in smart manufacturing
requires considering both the methods of action (namely algorithms on “how-to”) and
the insights hidden within the data (namely knowledge on “what-is”) [48]. In this
dissertation, we will approach the trustworthy anomaly detection problem from both
data-centric and model-centric AI perspectives, recognizing them as twin drivers for
advancing smart manufacturing.

1.4 Research Questions and Contributions
In this dissertation, we develop anomaly detection approaches primarily with the aim
to enhance the manufacturing process of high-tech systems. However, it is important to
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note that many of our developed approaches and findings are applicable to (and often
even were designed for) more generic scenarios. As achieving trustworthy anomaly
detection for smart manufacturing is non-trivial, we tackle them from two different
and complementary perspectives (i.e., data-centic AI and model-centric AI), leading
to two primary research questions, each with several sub-questions as outlined below:

Q1 How to develop and/or improve anomaly detection for smart manu-
facturing from a data-centric AI perspective?

First, we face challenges from a data-centric AI perspective (which systematically
engineers the data used as input for the anomaly detection system [54]):

• Complex data. Not limited to simple tabular datasets, a real-world use
case could involve complex data such as log events, time series, graphs,
etc. We propose the following research question and make corresponding
contributions to answer it:

– Q1.1: How to deal with complex data in system logs to effectively
detect and explain anomalies?

– Answer to Q1.1 (Contribution 1): Graph Neural Network based Log
Anomaly Detection and Explanation [55], which will be presented in
Chapter 2. In this chapter, we propose a graph-based method for
unsupervised log anomaly detection, dubbed Logs2Graphs, which first
converts event logs into attributed, directed, and weighted graphs, and
then leverages graph neural networks to perform graph-level anomaly
detection. Specifically, we introduce One-Class Digraph Inception Con-
volutional Networks, abbreviated as OCDiGCN, a novel graph neural
network model for detecting graph-level anomalies in a collection of
attributed, directed, and weighted graphs. Crucially, we furnish a con-
cise set of nodes pivotal in OCDiGCN’s prediction as explanations for
each detected anomaly, offering valuable insights for subsequent root
cause analysis.

• High-dimensional data. Even after transforming complex data to simple
data (e.g., via feature extraction), the dimensionality of the resulting data
can be very high, rendering many traditional anomaly detection approaches
less effective. We propose the following research question and make corre-
sponding contributions to answer it:
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– Q1.2: How to handle high-dimensionality in system logs to effectively
detect anomalies?

– Answer to Q1.2 (Contribution 2): Feature Selection for Fault Detection
and Prediction based on Event Log Analysis [56], which will be presented
in Chapter 3. In this chapter, we develop a feature selection method for
log-based anomaly detection and prediction. Specifically, our method
consists of three main modules: the Log Event Vectorization module
that converts semi-structured log texts into time series; the Selection
of Relevant Features module that leverages Kendall rank correlation
and Granger causality test to select log events for fault detection and
prediction; and the Removal of Redundant Features module that utilizes
Kendall rank correlation to reduce redundant log events.

Q2 How to develop and/or improve anomaly detection for smart manu-
facturing from a model-centric AI perspective?

On the other hand, we may face challenges from the model-centric AI perspective
(which aims to produce the best anomaly detection system for a given dataset):

• Explainability. Many algorithms, especially those based on neural net-
works, lack transparency and are therefore not easily understandable to
end-users. We propose the following research questions and make corre-
sponding contributions to answer these questions:

– Q2.1: How to achieve intrinsic explainability of anomaly detection sys-
tems?

– Q2.2: Are post-doc explanations for Graph Neural Networks robust to
adversarial attacks?

– Answer to Q2.1 (Contribution 3): A Survey on Explainable Anomaly
Detection [46], on which Chapter 1 (namely this chapter) is partially
based. Specifically, this work provides a comprehensive and structured
survey on state-of-the-art explainable anomaly detection techniques.
We propose a taxonomy based on the main aspects that characterize
each explainable anomaly detection technique, aiming to help practi-
tioners and researchers find the explainable anomaly detection method
that best suits their needs.

– Answer to Q2.1 (Contribution 4): Explainable Contextual Anomaly
Detection Using Quantile Regression Forests [57], which will be pre-
sented in Chapter 4. In this chapter, we develop connections between
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dependency-based traditional anomaly detection methods and contex-
tual anomaly detection methods. Based on resulting insights, we pro-
pose a novel approach to inherently interpretable contextual anomaly
detection that uses Quantile Regression Forests to model dependencies
between features.

– Answer to Q2.2 (Contribution 5): Explainable Graph Neural Networks
under Fire [58], which will be presented in Chapter 5. In this chapter,
we demonstrate that post-hoc Graph Neural Networks (GNNs) expla-
nations cannot be trusted, as common GNN explanation methods turn
out to be highly susceptible to adversarial perturbations. That is, even
small perturbations of the original graph structure that preserve the
model’s predictions may yield drastically different explanations. This
calls into question the trustworthiness and practical utility of post-hoc
explanation methods for GNNs. To be able to attack GNN explanation
models, we devise a novel attack method dubbed GXAttack, the first
optimization-based adversarial white-box attack method for post-hoc
GNN explanations under such settings.

• Generalizability. Algorithms developed based on specific datasets suf-
fer from performance degradation when deployed on new datasets that are
generated by new but similar mechanisms (e.g., due to robot, or software
upgrade). We propose the following research question and make corre-
sponding contributions to answer it:

– Q2.3: How to detect graph-level anomalies in an unseen target domain
with the help of labeled normal graphs from a different but related
source domain?

– Answer to Q2.3 (Contribution 6): Cross-domain Graph Level Anomaly
Detection [59], which will be presented in Chapter 6. In this chapter,
we propose a cross-domain graph level anomaly detection method, aim-
ing to identify anomalous graphs from a set of unlabeled graphs (target
domain) by using easily accessible normal graphs from a different but
related domain (source domain). Our method consists of four compo-
nents: a feature extractor that preserves semantic and topological infor-
mation of individual graphs while incorporating the distance between
different graphs; an adversarial domain classifier to make graph level
representations domain-invariant; a one-class classifier to exploit label
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information in the source domain; and a class aligner to align classes
from both domains based on pseudolabels.

• Automatability. Due to the lack of labels, it is challenging to per-
form model selection (e.g., hyper-parameter optimization) for unsupervised
anomaly detection algorithms. This is a critical part of achieving an au-
tomated anomaly detection system. We propose the following research
question and make corresponding contributions to answer it:

– Q2.4: How to automatically tune hyperparamaters in anomaly detec-
tion systems without relying on labels?

– Answer to Q2.4 (Contribution 7): Towards Automated Self-Supervised
Learning for Truly Unsupervised Graph Anomaly Detection, which will
be presented in Chapter 7. In this chapter, we empirically demonstrate
that three important factors can substantially impact detection perfor-
mance of self-supervised learning (SSL) based graph anomaly detection
methods across datasets: 1) the specific SSL strategy employed; 2) the
tuning of the strategy’s hyperparameters; and 3) the allocation of com-
bination weights when using multiple strategies. Most SSL-based graph
anomaly detection methods circumvent these issues by arbitrarily or
selectively choosing SSL strategies, hyperparameter settings, and com-
bination weights. To mitigate this issue, we propose to use an internal
evaluation strategy (with theoretical analysis) to select hyperparame-
ters in SSL for unsupervised anomaly detection.
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Figure 1.3: Organization of this dissertation

As shown in Figure 1.3, this Introduction chapter provides necessary background in-
formation for understanding this dissertation, including the introduction of Smart
Manufacturing, Trustworthy Anomaly Detection, Model-Centric AI and Data-Centric
AI. Moreover, we also present the research questions and contributions, and the outline
of this dissertation in this chapter.

Chapters 2 through 7 contain the research papers as published or submitted, where
Chapters 2 and 3 aim to answer research question Q1 (including sub-questions Q1.1
and Q1.2) and Chapters 4, 5, 6, and 7 attempt to answer research question Q2 (in-
cluding sub-questions Q2.1, Q2.2, Q2.3 and Q2.4).

Chapter 8 –Conclusions and Future Directions concludes the dissertation by sum-
marizing the findings and answers to research questions from Chapters 2 to 7. More-
over, we also discuss the limitations of current work, point out challenges and outline
possible future directions.
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2.0.

Abstract
Event logs are widely used to record the status of high-tech systems, making log
anomaly detection important for monitoring those systems. Most existing log anomaly
detection methods take a log event count matrix or log event sequences as input,
exploiting quantitative and/or sequential relationships between log events to detect
anomalies. However, only considering quantitative or sequential relationships may
result in low detection accuracy. To alleviate this problem, we propose a graph-based
method for unsupervised log anomaly detection, dubbed Logs2Graphs, which first
converts event logs into attributed, directed, and weighted graphs, and then lever-
ages graph neural networks to perform graph-level anomaly detection. Specifically,
we introduce One-Class Digraph Inception Convolutional Networks, abbreviated as
OCDiGCN, a novel graph neural network model for detecting graph-level anomalies
in a collection of attributed, directed, and weighted graphs. By integrating graph
representation and anomaly detection, OCDiGCN learns a specialized representation
that leads to high detection accuracy. Crucially, we furnish a concise set of nodes
pivotal in OCDiGCN’s prediction as explanations for each detected anomaly, offering
valuable insights for subsequent root cause analysis. Experiments on five benchmark
datasets show that Logs2Graphs exhibits comparable or superior performance when
compared to state-of-the-art log anomaly detection methods. Moreover, we introduce
an ongoing case study wherein we are deploying Logs2Graphs to lithography systems,
aiming to enhance fault detection and analysis in the wafer transfer subsystem.
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2.1 Introduction
Modern high-tech systems, such as cloud computers or lithography machines, typically
consist of a large number of components. Over time these systems have become larger
and more complex, making manual system operation and maintenance hard or even
infeasible [56]. Therefore, automated system operation and maintenance is highly
desirable. To achieve this, system logs are universally used to record system states
and important events. By analyzing these logs, faults and potential risks can be
identified, and remedial actions may be taken to prevent severe problems. System
logs are usually semi-structured texts though, and identifying anomalies through log
anomaly detection is often challenging.

Since both industry and academia show great interest in identifying anomalies from
logs, a plethora of log anomaly detection methods have been proposed. Existing log
anomaly detection methods can be roughly divided into three categories: quantitative-
based, sequence-based, and graph-based methods. Specifically, quantitative-based
methods, such as OCSVM [63] and PCA [64], utilize a log event count matrix to detect
anomalies, and are therefore unable to capture semantic information of and sequen-
tial information between log events. Meanwhile, sequence-based methods, including
DeepLog [65] and LogAnomaly [66], aim to detect anomalies by taking sequential (and
sometimes semantic) information into account. They cannot consider the full struc-
ture among log events though. In contrast, graph-based methods, such as GLAD-PAW
[67] and GLAD [68], convert logs to graphs and exploit semantic information as well
as the structure among log events, exhibiting the following three advantages over the
former two categories of methods [69]: 1) they are able to identify problems for which
the structure among events is crucial, such as performance degradation; 2) they are
capable of providing contextual log messages corresponding to the identified prob-
lems; and 3) they can provide the ‘normal’ operation process in the form of a graph,
helping end-users find root-causes and take remedial actions. However, graph-based
methods like GLAD transform log events into undirected graphs though, which may
fail to capture important information on the order among log events. Moreover, most
existing graph-based methods perform graph representation and anomaly detection
separately, leading to suboptimal detection accuracy.

Moreover, as highlighted by Li et al. [70], with the growing adoption of anomaly
detection algorithms in safety-critical domains, there is a rising demand for providing
explanations for the decisions made within those domains. This requirement, driven
by ethical considerations and regulatory mandates, underscores the importance of
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accountability and transparency in such contexts. Moreover, in practical applications,
the attainment of precise anomaly explanations contributes to the timely isolation and
diagnosis of anomalies, which can mitigate the impact of anomalies by facilitating early
intervention [71]. However, to our knowledge, most existing log anomaly detection
methods focus exclusively on accurate detection without giving explanations.

To overcome these limitations, we propose Logs2Graphs, a graph-based unsuper-
vised log anomaly detection approach for which we design a novel one-class graph
neural network. Specifically, Logs2Graphs first utilizes off-the-shelf methods to learn
a semantic embedding for each log event, and then assigns log messages to different
groups. Second, Logs2Graphs converts each group of log messages into an attributed,
directed, and weighted graph, with each node representing a log event, the node at-
tributes containing its semantic embedding, directed edges representing how an event
is followed by other events, and the corresponding edge weights indicating the number
of times the events follow each other. Third, by coupling the graph representation
learning and anomaly detection objectives, we introduce One-Class Digraph Inception
Convolutional Networks (OCDiGCN) as a novel method to detect anomalous graphs
from a set of graphs. As a result, Logs2Graphs leverages the rich and expressive power
of attributed, directed, and edge-weighted graphs to represent logs, followed by using
graph neural networks to effectively detect graph-level anomalies, taking into account
both semantic information of log events and structure information (including sequen-
tial information as a special case) among log events. Importantly, by decomposing the
anomaly score of a graph into individual nodes and visualizing these nodes based on
their contributions, we provide understandable explanations for identified anomalies.

Overall, our contributions can be summarized as follows: (1) We introduce Logs2Graphs,
which formalizes log anomaly detection as a graph-level anomaly detection problem
and represents log sequences as directed graphs to capture more structure information
than previous approaches; (2) We introduce OCDiGCN, a general end-to-end unsuper-
vised graph-level anomaly detection method for attributed, directed and edge-weighted
graphs. By coupling the graph representation and anomaly detection objectives, we
improve the potential for accurate anomaly detection over existing approaches; (3) For
each detected anomaly, we identify important nodes as explanations, offering cues for
subsequent root cause diagnosis; (4) We empirically compare our approach to eight
state-of-the-art log anomaly detection methods on five benchmark datasets, showing
that Logs2Graphs performs at least on par with and often better than its competitors.

Comparison with our previous work. This paper has been published as a
two-pages short paper [55], in which we only presented the problem addressed, a brief
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summary of the algorithm, and the achieved main results. In contrast, in this paper
we give the motivations of designing algorithms, present related work and the design
details of algorithms, elucidate the experiment setting, and present full experiment
results with detailed interpretation. Importantly, we also present an ongoing case
study wherein we are applying our algorithm to lithography systems.

Organization of the paper. The remainder of this paper is organized as follows.
Chapter 2.2 revisits related work, after which Chapter 2.3 formalizes the problem.
Chapter 2.4 describes Digraph Inception Convolutional Networks [72], which are used
for Logs2Graphs in Chapter 2.5. We then evaluate Logs2Graphs in Chapter 2.6 with
publicly available datasets, and present an ongoing case-study in Chapter 2.7. We
analyze the threats to validity in Chapter 2.8, and conclude in Chapter 2.9.

2.2 Related Work
Graph-based log anomaly detection methods usually comprise five steps: log parsing,
log grouping, graph construction, graph representation learning, and anomaly detec-
tion. In this paper we focus on graph representation learning, log anomaly detection,
and explanation, thus only revisiting related work in these fields.

2.2.1 Graph Representation Learning

Graph-level representation learning methods, such as GIN [73] and Graph2Vec [74],
are able to learn a mapping from graphs to vectors. Further, graph kernel methods, in-
cluding Weisfeiler-Lehman (WL) [75] and Propagation Kernels (PK) [76], can directly
provide pairwise distances between graphs. Both types of methods can be combined
with off-the-shelf anomaly detectors, such as OCSVM [63] and iForest [77], to perform
graph-level anomaly detection.

To improve on these naïve approaches, efforts have been made to develop graph
representation learning methods especially for anomaly detection. For instance, OC-
GIN [78] and GLAM [79] combine the GIN [73] representation learning objective with
the SVDD objective [80] to perform graph-level representation learning and anomaly
detection in an end-to-end manner. GLocalKD [81] performs random distillation of
graph and node representations to learn ‘normal’ graph patterns. Further, OCGTL
[82] combines neural transformation learning and one-class classification to learn graph
representations for anomaly detection. Although these methods are unsupervised
or semi-supervised, they can only deal with attributed, undirected, and unweighted
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graphs.
iGAD [83] considers graph-level anomaly detection as a graph classification problem

and combines attribute-aware graph convolution and substructure-aware deep random
walks to learn graph representations. However, iGAD is a supervised method, and
can only handle attributed, undirected, and unweighted graphs. CODEtect [84] takes
a pattern-based modeling approach using the minimum description length principle
and identifies anomalous graphs based on motifs. CODEtect can (only) deal with
labeled, directed, and edge-weighted graphs, but is computationally very expensive.
In contrast, we introduce a general unsupervised method for graph-level anomaly
detection that can handle attributed, directed and edge-weighted graphs.

2.2.2 Log Anomaly Detection and Explanation

Log anomaly detection methods can be roughly divided into: 1) traditional, ‘shallow’
methods, such as principal component analysis (PCA) [64], one-class SVM (OCSVM)
[63], isolation forest (iForest) [77], and histogram-based outlier score (HBOS) [85],
which take a log event count matrix as input and analyze quantitative relationships;
2) deep learning based methods, such as DeepLog [65], LogAnomaly [66], and Au-
toEncoder [86], which employ sequences of log events (and sometimes their semantic
embeddings) as input, analyzing sequential information and possibly semantic in-
formation of log events to identify anomalies; and 3) graph-based methods, such as
TCFG [69] and GLAD-PAW [67], which first convert logs into graphs and then perform
graph-level anomaly detection.

To our knowledge, only a few works [67, 87, 88, 68] have capitalized on the powerful
learning capabilities of graph neural networks for log anomaly detection. GLAD [68]
transforms logs into undirected, weighted, and attributed heterogeneous graph, and
propose a temporal-attentive graph edge anomaly detection model to detect anoma-
lous relations. However, converting logs into undirected graphs may result in loss of
important sequential information. Further, DeepTraLog [87] combines traces and logs
to generate a so-called Trace Event Graph, which is an attributed and directed graph.
On this basis, they train a Gated Graph Neural Networks based Deep Support Vector
Data Description model to identify anomalies. However, their approach requires the
availability of both traces and logs, and is unable to handle edge weights. In contrast,
like LogGD [88] and GLAD-PAW [67], our proposed Logs2Graphs approach is appli-
cable to generic logs by converting logs into attributed, directed, and edge-weighted
graphs. However, LogGD is a supervised method that requires fully labeled train-
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ing data, which is usually impractical and even impossible. Moreover, LogGD and
GLAD-PAW [67] are not capable of providing explanations for identified anomalies.
In contrast, our proposed algorithm OCDiGCN is a general unsupervised graph-level
anomaly detection method for attributed, directed, and edge-weighted graphs, able to
provide explanations for identified anomalies.

Although anomaly explanation has received much attention in traditional anomaly
detection [70, 89], only a few studies [90] considered log anomaly explanation. Specifi-
cally, PLELog [90] offers explanations by quantifying the significance of individual log
events within an anomalous log sequence, thereby facilitating improved identification
of relevant log events by operators. Similarly, our method provides explanations for
anomalous log groups by identifying and visualizing a small subset of important nodes.

2.3 Problem Statement
Before we state the log anomaly detection problem, we first introduce notation and
definitions regarding event logs and graphs.

Event logs. Logs are used to record system status and important events, and are
usually collected and stored centrally as log files. A log file typically consists of many
log messages. Each log message is composed of three components: a timestamp, an
event type (log event or log template), and additional information (log parameters).
Log parsers are used to extract log events from log messages.

Further, log messages can be grouped into log groups (a.k.a. log sequences) using
certain criteria. Specifically, if a log identifier is available for each log message, one
can group log messages based on such identifiers. Otherwise, one can use a fixed or
sliding window to group log messages. Besides, counting the occurrences of each log
event within a log group yields an event count vector. Consequently, for a log file
consisting of many log groups, one can obtain an event count matrix. The process of
generating an event count matrix (or other feature matrix) is known as feature extrac-
tion. Extracted features are often used as input to an anomaly detection algorithm
to identify log anomalies, i.e., log messages or log groups that deviate from what is
considered ‘normal’.

Graphs. We consider an attributed, directed, and edge-weighted graph G = (V, E ,X,Y),
where V = {v1, ..., v|V|} denotes the set of nodes and E = {e1, ..., e|E|} ⊆ V × V repre-
sents the set of edges. If (vi, vj) ∈ E , then there is an edge from node vi to node vj .
Moreover, X ∈ R|V|×d is the node attribute matrix, with the i-th row representing the
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attributes of node vi, and d is the number of attributes. Besides, Y ∈ N|E|×|E| is the
edge-weight matrix, where Yij represents the weight of the edge from node vi to vj .

Equivalently, G can be described as (A,X,Y), with adjacency matrix A ∈ R|V|×|V|,
where Aij = I[(vi, vj) ∈ E ] indicates whether there is an edge from node vi to node
vj , for i, j ∈ {1, ..., |V|}.

2.3.1 Graph-based Log Anomaly Detection

Given a set of log files, we let L = {L1, ..., L|L|} denote the set of unique log events.
We divide the log messages into M log groups Q = {q1, ...,qm, ...,qM}, where qm =

{qm1, ...,qmn, ...,qmN} is a log group and qmn a log message.
For each log group qm, we construct an attributed, directed, and edge-weighted

graph Gm = (Vm, Em,Xm,Ym) to represent the log messages and their relationships.
Specifically, each node vi ∈ Vm corresponds to exactly one log event L ∈ L (and vice
versa). Further, an edge eij ∈ Em indicates that log event i is at least once immediately
followed by log event j in qm. Attributes xi ∈ Xm represent the semantic embedding
of log event i, and yij ∈ Ym is the weight of edge eij , representing the number of
times event i was immediately followed by event j. In this manner, we construct a set
of log graphs {G1, ...,Gm, ...,GM}.

We use these definitions to define graph-based log anomaly detection:

Problem 1 (Graph-based Log Anomaly Detection). Given a set of attributed,
directed, and weighted graphs that represent logs, find those graphs that are notably
different from the majority of graphs.

What we mean by ‘notably different’ will have to be made more specific when we
define our method, but we can already discuss what types of anomalies can potentially
be detected. Most methods aim to detect two types of anomalies:

• A log group (here a graph) is considered a quantitative anomaly if the occurrence
frequencies of some events in the group are higher or lower than expected from
what is commonly observed. For example, if a file is opened (event A) twice, it
should normally also be closed (event B) twice. In other words, the number of
event occurrences #A = #B in a normal pattern and an anomaly is detected if
#A ̸= #B.

• A log group is considered to contain sequential anomalies if the order of certain
events violates the normal order pattern. For instance, a file can be closed only
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after it has been opened in a normal workflow. In other words, the order of event
occurrences A→ B is considered normal while B → A is considered anomalous.

An advantage of graph-based anomaly detection is that it can detect these two
types of anomalies, but also anomalies reflected in the structures of the graphs. More-
over, no unsupervised log anomaly detection approaches represent event logs as at-
tributed, directed, weighted graphs, which allow for even higher expressiveness than
undirected graphs (and thus limiting the information loss resulting from the represen-
tation of the log files as graphs).

2.4 Preliminaries: Digraph Inception Convolutional
Nets

To learn node representations for attributed, directed, and edge-weighted graphs, Tong
et al. [72] proposed Digraph Inception Convolutional Networks (DiGCN).

Specifically, given a graph G described by an adjacency matrix A ∈ R|V|×|V|, a
node attribute matrix X ∈ R|V|×d, and an edge-weight matrix Y ∈ R|V|×|V|, DiGCN
defines the k-th order digraph convolution as

Z(k) =


XΘ(0) k = 0

ΨXΘ(1) k = 1

ΦXΘ(k) k ≥ 2,

(2.1)

where Ψ = 1
2

(
Π(1) 1

2 P(1)Π(1)−1
2 +Π(1)−1

2 P(1)TΠ(1) 1
2

)
and Φ = W(k)−1

2 P(k)W(k)−1
2 .

Particularly, Z(k) ∈ R|V|×f denotes the convolved output with f output dimension,
and Θ(0),Θ(1),Θ(k) represent the trainable parameter matrices.

Moreover, P(k) is the k-th order proximity matrix defined as

P(k) =


I k = 0

D̃−1Ã k = 1

Ins
(
(P(1))(k−1)(P(1)T )(k−1)

)
k ≥ 2,

(2.2)

where I ∈ R|V|×|V| is an identity matrix, Ã = A + I, and D̃ denotes the diagonal
degree matrix with D̃ii =

∑
j Ãij . Besides, Ins

(
(P(1))(k−1)(P(1)T )(k−1)

)
is defined
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as
1

2
Intersect

(
(P(1))(k−1)(P(1)T )(k−1), (P(1)T )(k−1)(P(1))(k−1)

)
, with Intersect(·) denoting the element-wise intersection of two matrices (see [72]
for computation details). In addition, W(k) is the diagonalized weight matrix of
P(k), and Π(1) is the approximate diagonalized eigenvector of P(1). Particularly, the
approximate diagonalized eigenvector is calculated based on personalized PageRank
[91], with a parameter α to control the degree of conversion from a digraph to an
undirected graph. We omit the details to conserve space, and refer to [72] for more
details.

#0 00:01:02 1/1/2022  Use1 opens file 001
#1 00:01:10 1/1/2022  User1 writes sth in file oo1
#2 00:01:50 1/1/2022  User1 closes file 001 
#3 00:03:01 1/1/2022  User2 opens file 002
#4 00:03:20 1/1/2022  User2 writes sth in file 002
#5 00:03:44 1/1/2022  User2 deletes sth in file 002
#6 00:04:05 1/1/2022  User2 writes sth in file 002
#7 00:04:30 1/1/2022  User2 deletes sth in file 002
#8 00:05:02 1/1/2022  User2 writes sth in file 002
#9 00:05:45 1/1/2022  User2 closes file 002
…

Raw Log Messages

#0 00:01:02 1/1/2022  <*> open <*> 
#1 00:01:10 1/1/2022  <*> write <*> 
#2 00:01:50 1/1/2022  <*> close <*>
#3 00:03:01 1/1/2022  <*> open <*>
#4 00:03:20 1/1/2022  <*> write <*>        
#5 00:03:44 1/1/2022  <*> delete <*>       
#6 00:04:05 1/1/2022  <*> write  <*>
#7 00:04:30 1/1/2022  <*> delete <*>
#8 00:05:02 1/1/2022  <*> write  <*>
#9 00:05:45 1/1/2022  <*> close <*>
…

Parsed Log Messages

(User1, file 001)
(User1, file 001) 
(User1, file 001) 
(User2, file 002) 
(User2, file 002) 
(User2, file 002) 
(User2, file 002) 
(User2, file 002) 
(User2, file 002) 
(User2, file 002)
… 

#0 00:01:02 1/1/2022  <*> open <*> 
#1 00:01:10 1/1/2022  <*> write <*> 
#2 00:01:50 1/1/2022  <*> close <*>
#3 00:03:01 1/1/2022  <*> open <*>
#4 00:03:20 1/1/2022  <*> write <*>        
#5 00:03:44 1/1/2022  <*> delete <*>       
#6 00:04:05 1/1/2022  <*> write  <*>
#7 00:04:30 1/1/2022  <*> delete <*>
#8 00:05:02 1/1/2022  <*> write  <*>
#9 00:05:45 1/1/2022  <*> close <*>
…

Grouped Log Messages

#Group1
#Group1
#Group1
#Group2
#Group2
#Group2
#Group2
#Group2
#Group2
#Group2
…

#0 00:01:02 1/1/2022  <*> open <*>. 
#1 00:01:10 1/1/2022  <*> write <*> 
#2 00:01:50 1/1/2022  <*> close <*>

#3 00:03:01 1/1/2022  <*> open <*>
#4 00:03:20 1/1/2022  <*> write <*>        
#5 00:03:44 1/1/2022  <*> delete <*>       
#6 00:04:05 1/1/2022  <*> write  <*>
#7 00:04:30 1/1/2022  <*> delete <*>
#8 00:05:02 1/1/2022  <*> write  <*>
#9 00:05:45 1/1/2022  <*> close <*>
…

Attributed, directed and weighted graphsLearned representations and identified anomalies

Log Parsing Log Grouping

Graph Construction

Representation 
Learning

Anomaly 
Detection

Figure 2.1: The Logs2Graphs pipeline. We use attributed, directed, and weighted graphs
for representing the log files with high expressiveness, and integrate representation learning
and anomaly detection for accurate anomaly detection. We use off-the-shelf methods for log
parsing, log grouping, and graph construction.

After obtaining the multi-scale features {Z(0),Z(1), ...,Z(k)}, DiGCN defines an
Inception block as

Z = σ
(
Γ
(

Z(0),Z(1), ...,Z(k)
))

, (2.3)

where σ represents an activation function, and Γ(·) denotes a fusion operation, which
can be summation, normalization, and concatenation. In practice, we often adapt a
fusion operation that keeps the output dimension unchanged, namely Z ∈ R|V|×f . As
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a result, the i-th row of Z (namely Zi) denotes the learned vector representation for
node vi in a certain layer.

2.5 Graph-Based Anomaly Detection for Event Logs
We propose Logs2Graphs, a graph-based log anomaly detection method tailored to
event logs. The overall pipeline consists of the usual main steps, i.e., log parsing, log
grouping, graph construction, graph representation learning, and anomaly detection,
and is illustrated in Figure 2.1. Note that we couple the graph representation learning
and anomaly detection steps to accomplish end-to-end learning once the graphs have
constructed.

First, after collecting logs from a system, the log parsing step extracts log events
and log parameters from raw log messages. Since log parsing is not the primary focus
of this article, we use Drain [92] for this task. Drain is a log parsing technique with
fixed depth tree, and has been shown to generally outperform its competitors [93]. We
make the following assumptions on the log files:

• Logs files are written in English;

• Each log message contains at least the following information: date, time, oper-
ation detail, and log identifier;

• The logs contain enough events to make the mined relationships (quantitative,
sequential, structural) statistically meaningful, i.e., it must be possible to learn
from the logs what the ‘normal’ behavior of the system is.

Second, the log grouping step uses the log identifiers to divide the parsed log mes-
sages into log groups. Third, for each resulting group of log messages, the graph con-
struction steps builds an attributed, directed, and edge-weighted graph, as described
in more detail in Chapter 2.5.1. Fourth and last, in an integrated step for graph rep-
resentation learning and anomaly detection, we learn a One-Class Digraph Inception
Convolutional Network (OCDiGCN) based on the obtained set of log graphs. The re-
sulting model can be used for graph-level anomaly detection. This model couples the
graph representation learning objective and anomaly detection objective, and is thus
trained in an end-to-end manner. The model, its training, and its use for graph-level
anomaly detection are explained in detail in Chapter 2.5.2.
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2.5.1 Graph Construction

We next explain how to construct an attributed, directed, and edge-weighted graph
given a group of parsed log messages, and illustrate this in Figure 2.2.

First, we utilize nodes to represent different log events. As a result, the number of
nodes depends on the number of unique log events that occur within the log group.
Second, starting from the first line of log messages in chronological order, we add a
directed edge from log event Li to Lj and set its edge-weight to 1 if the next event
after Li is Lj . If the corresponding edge already exists, we increase its edge-weight by
1. In this manner, we obtain a labeled, directed, and edge-weighted graph.

#3 00:03:01 1/1/2022  <*> open <*>
#4 00:03:20 1/1/2022  <*> write <*>        
#5 00:03:44 1/1/2022  <*> delete <*>       
#6 00:04:05 1/1/2022  <*> write  <*>
#7 00:04:30 1/1/2022  <*> delete <*>
#8 00:05:02 1/1/2022  <*> write  <*>
#9 00:05:45 1/1/2022  <*> close <*>

Figure 2.2: The construction of an attributed, directed, and edge-weighted graph from a
group of log messages.

However, using only the labels (e.g., open or write) of log events for graph con-
struction may lead to missing important information. That is, we can improve on this
by explicitly taking the semantic information of log events into account, by which we
mean that we should look at the text of the log event in entirety. Specifically, we
generate a vector representation for each log event as follows:

1. Preprocessing: for each log event, we first remove non-character words and stop
words, and split compound words into separate words;

2. Word embedding: we use Glove [94], a pre-trained word embedding model with
200 embedding dimensions to generate a vector representation for each word in
a log event;

3. Sentence embedding: we generate a vector representation for each log event.
Since the words in a sentence are usually not of equal importance, we use Term
Frequency-Inverse Document frequency (TF-IDF) [95] to measure the impor-
tance of words. As a result, the weighted sum of word embedding vectors com-
poses the vector representation of a log event.

34



Chapter 2. Graph Neural Networks based Log Anomaly Detection and
Explanation

By augmenting the nodes with the vector representations of the log events as at-
tributes, we obtain an attributed, directed, and edge-weighted graph.

2.5.2 OCDiGCN: One-Class Digraph Inception Convolutional
Nets

We next describe One-Class Digraph Inception Convolutional Networks, abbreviated
as OCDiGCN, a novel method for end-to-end graph-level anomaly detection. We
chose to build on Digraph Inception Convolutional Networks (DiGCN) [72] for their
capability to handle directed graphs, which we argued previously is an advantage in
graph-based log anomaly detection.

Given that DiGCN was designed for node representation learning, we repurpose it
for graph representation learning as follows:

z = Readout(Zi | i ∈ {1, 2, ..., |V|}). (2.4)

That is, at the final iteration layer, we utilize a so-called Readout(·) function to aggre-
gate node vector representations to obtain a graph vector representation. Importantly,
Readout(·) can be a simple permutation-invariant function such as maximum, sum or
mean, or a more advanced graph-level pooling function [96].

Next, note that DiGCN work did not explicitly enable learning edge features (i.e.,
Y). However, as DiGCN follows the Message Passing Neural Network (MPNN) frame-
work [97], incorporating Y into Equation (1) and conducting computations in Equa-
tions (2-4) analogously enables learning edge features.

Now, given a set of graphs {G1, ...,Gm, ...,GM}, we can use Equation (2.4) to obtain
an explicit vector representation for each graph, respectively. We denote the vector
presentation of Gm learned by the DiGCN model as DiGCN(Gm;H).

In graph anomaly detection, anomalies are typically identified based on a recon-
struction or distance loss [98]. In particular, the One-Class Deep SVDD objective [99]
is commonly used for two reasons: it can be easily combined with other neural net-
works, and more importantly, it generally achieves a state-of-the-art performance [36].
To detect anomalies, we thus train a one-class classifier by optimizing the following
One-Class Deep SVDD objective:

min
H

1

M

M∑
m=1

∥DiGCN(Gm;H)− o∥22 +
λ

2

L∑
l=1

∥H(l)∥2F , (2.5)
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Table 2.1: Summary of datasets. #Events refers to the number of log event templates
obtained using log parser Drain [92]. #Groups means the number of generated graphs.
#Anomalies represents the number of anomalous graphs. #Nodes denotes the average num-
ber of nodes in generated graphs. #Edges indicates the average number of edges in the
generated graphs.

Name #Events #Graphs #Anomalies #Nodes #Edges
HDFS 48 575,061 16,838 7 20
Hadoop 683 978 811 34 120
BGL 1848 69,251 31,374 10 30
Spirit 834 10,155 4,432 6 24

Thunderbird 1013 52,160 6,814 16 52

where H(l) represents the trainable parameters of DiGCN at the l-th layer, namely
(Θ(0)(l),Θ(1)(l), ...,Θ(k)(l))T , H denotes {H(1), ...,H(L)}, λ > 0 represents the weight-
decay hyperparameter, ∥·∥2 is the Euclidean norm, and ∥·∥F denotes the Frobenius
norm. Moreover, o is the center of the hypersphere in the learned representation
space. Ruff et al. [99] empirically found that setting o to the average of the network
representations (i.e., graph representations in our case) obtained by performing an
initial forward pass is a good strategy.

Ruff et al. [99] also pointed out, however, that One-Class Deep SVDD classification
may suffer from a hypersphere collapse, which will yield trivial solutions, namely map-
ping all graphs to a fixed center in the representation space. To avoid a hypersphere
collapse, the hypersphere center o is set to the average of the network representa-
tions, the bias terms in the neural networks are removed, and unbounded activation
functions such as ReLU are preferred.

After training the model on a set of non-anomalous graphs (or with a very low
proportion of anomalies), given a test graph Gm, we define its distance to the center
in the representation space as its anomaly score, namely

score(Gm) = ∥DiGCN(Gm;H)− o∥2. (2.6)

Training and hyperparameters: In summary, OCDiGCN is composed of an L-
layer DiGCN architecture to learn node representations, plus a Readout(·) function to
obtain the graph representation. It is trained in an end-to-end manner via optimizing
the SVDD objective, which can be optimized using stochastic optimization techniques
such as Adam [100]. Overall, OCDiGCN takes a collection of non-anomalous graphs
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Table 2.2: Description of hyperparameters involved in OCDiGCN. Range indicates the
values that we have tried on validation data, and boldfaced values are the values suggested
to use in experiments. Particularly, for the embedding dimensions: 300 is suggested for BGL
and 128 for others. For the batch sizes: 32 is suggested for HDFS and 128 for others. For
the training epochs: 100 for BGL and Thunderbird, 200 for HDFS, 300 for Hadoop and 500
for Spirit are suggested.

Symbol Meaning Range
Bs Batch size {16, 32, 64, 128, 256, 512, 1024, 1536, 2048, 2560}
Op optimization method Adam, SGD
L number of layers {1, 2, 3, 4, 5}
λ weight decay parameter {0.0001, 0.001, 0.01, 0.1}
η learning rate {0.0001, 0.001,0.01}
k proximity parameter {1, 2}
α teleport probability {0.05,0.1, 0.2}
Γ fusion operation if k ≥ 2 sum, concatenation
Re readout function mean, sum, max
d embedding dimension {32, 64,128, 256, 300}
Ep Epochs for training range(100,1000,50)

and a set of hyperparameters, which are outlined in Table 2.2, as inputs. The pseudo-
code for Logs2Graphs is given in Algorithm 1.

Algorithm 1 Pseudo-code of Logs2Graphs

Input: Training dataset Dtr, testing dataset Dts, model θ
Output: Predicted labels and explanations for Dts

1: D̂tr, D̂ts ← Drain_parse(Dtr), Drain_parse(Dts)
2: Group D̂tr and D̂ts based on log identifier→ Obtain grouped dataset D̃tr and D̃ts

3: Construct graphs using D̃tr and D̃ts → Obtain graph sets Qtr and Qts

4: Train the OCDiGCN model using Equation (2.5) with Qtr → Obtain trained
model θ̂

5: Use θ̂ to predict anomalies in Qts → Obtain a set of anomalies {Q1, ..., Qn}
6: Generate explanations for Qi ∈ {Q1, ..., Qn}

2.5.3 Anomaly Explanation

Our anomaly explanation method can be regarded as a decomposition method [101],
that is, we build a score decomposition rule to distribute the prediction anomaly score
to the input space. Concretely, a graph Gm is identified as anomalous if and only if its
graph-level representation has a large distance to the hyper-sphere center (Equation

37



2.6. Experiments

2.6). Further, the graph-level representation is obtained via a Readout(·) function
applied on the node-level representations (Equation 2.4). Therefore, if the Readout(·)
function is attributable (such as the sum or the mean), we can easily obtain the a
small subset of important nodes (in the penultimate layer) whose node embeddings
contribute the most to the distance. Specifically, the importance score of node vj (in
the penultimate layer) in a graph Gm is defined as

|score(Gm)− score(Gm \ {Zj})|
score(Gm)

(2.7)

where score(Gm) is defined in Equation 2.6 and score(Gm \{Zj}) is the anomaly score
by removing the embedding vector of vj (namely Zj) when applying the Readout
function to obtain the graph-level representation.

Next, for each important node (with a high importance score) in the penultimate
layer, we extend the LRP (Layerwise Relevance Propagation) algorithm [102] to ob-
tain a minor set of important nodes in the input layer (this is not the contribution of
our paper and we simply follow the practice in [103, 104]). If certain of these nodes
are connected by edges, the resulting subgraphs can provide more meaningful expla-
nations. As the LRP method generates explanations utilizing the hidden features and
model weights directly, its explanation outcomes are deemed reliable and trustworthy
[70].

2.6 Experiments
We perform extensive experiments to answer the following questions:

1. Detection accuracy: How effective is Logs2Graphs at identifying log anomalies
when compared to state-of-the-art methods?

2. Directed vs. undirected graphs: Is the directed log graph representation
better than the undirected version for detecting log anomalies?

3. Node Labels vs. Node Attributes: How important is it to use semantic
embeddings of log events as node attributes?

4. Robustness analysis: To what extent is Logs2Graphs robust to contamination
of the training data?

5. Ability to detect structural anomalies: Can Logs2Graphs better capture
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structural anomalies and identify structurally equivalent normal instances than
its contenders?

6. Explainability Analysis: How understandable are the anomaly explanations
given by Logs2Graphs?

7. Sensitivity analysis: How do the values of the hyperparameters influence the
detection accuracy?

8. Runtime analysis: What are the runtimes for the different methods?

2.6.1 Experiment Setup

Datasets

The five datasets that we use, summarized in Table 2.1, were chosen for three reasons:
1) they are commonly used for the evaluation of log anomaly detection methods; 2)
they contain ground truth labels that can be used to calculate evaluation metrics;
and 3) they include log identifiers that can be used for partitioning log messages into
groups. For each group of log messages in a dataset, we label the group as anomalous
if it contains at least one anomaly. More details are given as follows:

• HDFS [64] consists of Hadoop Distributed File System logs obtained by running
200 Amazon EC2 nodes. These logs contain block_id, which can be used to group
log events into different groups. Moreover, these logs are manually labeled by
Hadoop experts.

• Hadoop [105] was collected from a Hadoop cluster consisting of 46 cores over 5
machines. The ContainerID variable is used to divide log messages into different
groups.

• BGL, Spirit, and Thunderbird contain system logs collected from the Blue-
Gene/L (BGL), Spirit, and Thunderbird supercomputing systems located at
Sandia National Labs, respectively. For those datasets, each log message was
manually inspected by engineers and labeled as normal or anomalous. For BGL,
we use all log messages, and group log messages based on the Node variable. For
Spirit and Thunderbird, we only use the first 1 million and first 5 million log
messages for evaluation, respectively. Furthermore, for these two datasets, the
User is used as log identifier to group log messages. However, considering that
an ordinary user may generate hundreds of thousands of logs, we regard every
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100 consecutive logs of each user as a group. If the number of logs is less than
100, we also consider it as a group.

Baselines

To investigate the performance of Logs2Graphs, we compare it with the following
seven log anomaly detection methods: Principal Component Analysis (PCA) [64],
One-Class SVM (OCSVM) [63], Isolation Forest (iForest) [77], HBOS [85], DeepLog
[65], LogAnomaly [66], and AutoEncoder [86], and one state-of-the-art graph level
anomaly detection method: GLAM [79].

We choose these methods as baselines because they are often regarded to be repre-
sentatives of traditional machine learning-based (PCA, OCSVM, IForest, HBOS) and
deep learning-based approaches (DeepLog, LogAnomaly and AutoEncoder), respec-
tively. All methods are unsupervised or semi-supervised methods that do not require
labeled anomalous samples for training the models.

Evaluation Metrics

The Area Under Receiver Operating Characteristics Curve (ROC AUC) and the Area
Under the Precision-Recall Curve (PRC AUC) are widely used to quantify the detec-
tion accuracy of anomaly detection [106]. This is mainly because they can provide a
single value that summarizes the overall performance of the anomaly detection model
across various thresholds. In contrast, other metrics such as Precision, Recall and F1-
score depend on choosing a threshold to determine whether an instance is anomalous
or normal. Consequently, different thresholds can result in different values. There-
fore, we employ ROC AUC and PRC AUC to evaluate and compare the different log
anomaly detection methods. PRC AUC is also known as Average Precision (AP). For
both ROC AUC and PRC AUC, values closer to 1 indicate better performance.

2.6.2 Model Implementation and Configuration

Traditional machine learning based approaches—such as PCA, OCSVM, iForest, and
HBOS—usually first transform logs into log event count vectors, and then apply tra-
ditional anomaly detection techniques to identify anomalies. For these methods, we
utilize their open-source implementations provided in PyOD [107]. Meanwhile, for
deep learning methods DeepLog, LogAnomaly, and AutoEncoder, we use their open-
source implementations in Deep-Loglizer [108]. For these methods, we use their default
hyperparameter values.
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Table 2.3: Anomaly detection accuracy on five benchmark datasets for Logs2Graphs and its
eight competitors. AP and RC denote Average Precision and ROC AUC, respectively. HDFS,
BGL, and Thunderbird have been downsampled to 10,000 graphs each while maintaining the
original anomaly rates. For each method on each dataset, to mitigate potential biases arising
from randomness, we conducted ten experimental runs with varying random seeds and report
the average values along with standard deviations of AP and RC. Moreover, we highlight the
best results with bold and the runner-up with underline.

HDFS Hadoop BGL Spirit Thunderbird
Method AP RC AP RC AP RC AP RC AP RC
PCA 0.91±0.03 1.0±0.00 0.84±0.00 0.52±0.00 0.73±0.01 0.82±0.00 0.31±0.00 0.19±0.00 0.11±0.00 0.34±0.01

OCSVM 0.18±0.01 0.88±0.01 0.83±0.00 0.45±0.00 0.47±0.00 0.47±0.01 0.34±0.00 0.29±0.00 0.12±0.00 0.45±0.01
IForest 0.73±0.04 0.97±0.01 0.85±0.01 0.55±0.01 0.79±0.01 0.83±0.01 0.32±0.03 0.23±0.02 0.11±0.01 0.24±0.10
HBOS 0.74±0.04 0.99±0.00 0.84±0.00 0.50±0.00 0.84±0.02 0.87±0.03 0.35±0.00 0.22±0.00 0.15±0.01 0.29±0.05

DeepLog 0.92±0.07 0.97±0.04 0.96±0.00 0.47±0.00 0.89±0.00 0.72±0.00 0.99±0.00 0.97±0.00 0.91±0.01 0.96±0.00
LogAnomaly 0.89±0.09 0.95±0.05 0.96±0.00 0.47±0.00 0.89±0.00 0.72±0.00 0.99±0.00 0.97±0.00 0.90±0.01 0.96±0.00
AutoEncoder 0.71±0.03 0.84±0.01 0.96±0.00 0.52±0.00 0.91±0.01 0.79±0.02 0.96±0.00 0.92±0.01 0.44±0.02 0.46±0.05

GLAM 0.78±0.08 0.89±0.04 0.95±0.00 0.61±0.00 0.94±0.02 0.90±0.03 0.93±0.00 0.91±0.00 0.75±0.02 0.85±0.01
Logs2Graphs 0.87±0.04 0.91±0.02 0.95±0.00 0.59±0.00 0.96±0.01 0.93±0.01 1.0±0.00 1.0±0.00 0.99±0.00 1.0±0.00

For all deep learning based methods, the experimental design adopted in this study
follows a train/validation/test strategy with a distribution of 70% : 5% : 25% for nor-
mal instances. Specifically, the model was trained using 70% of normal instances, while
5% of normal instances and an equal number of abnormal instances were employed
for validation (i.e., hyperparameter tuning). The remaining 25% of normal instances
and the remaining abnormal instances were used for testing. Table 2.2 summarizes
the hyperparameters involved in OCDiGCN as well as their recommended values.

We implemented and ran all algorithms in Python 3.8 (using PyTorch [109] and
PyTorch Geometric [110] libraries when applicable), on a workstation equipped with
an Intel i7-11700KF CPU and Nvidia RTX3070 GPU.

For reproducibility, all code and datasets are released on GitHub.1

2.6.3 Comparison to the State Of The Art

We first compare Logs2Graphs to the state of the art. We have the following main
observations according to the results in Table 2.3:

• In terms of ROC AUC, Logs2Graphs achieves the best performance against its
competitors on three out of five datasets. Particularly, Logs2Graphs outperforms
the closet competitor on BGL with 9.6% and delivers remarkable results (i.e.,
an ROC AUC larger than 0.99) on Spirit and Thunderbird. Similar observations
can be made for Average Precision.

1https://github.com/ZhongLIFR/Logs2Graph
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• Deep learning based methods generally outperform the traditional machine learn-
ing based methods. One possible reason is that traditional machine learning
based methods only leverage log event count vectors as input, which makes
them unable to capture and exploit sequential relationships between log events
and the semantics of the log templates.

• The performance of (not-graph-based) deep learning methods is often inferior
to that of Log2Graphs on the more complex datasets, i.e., BGL, Spirit, and
Thunderbird, which all contain hundreds or even thousands of log templates.
This suggests that LSTM-based models may not be well suited for logs with
a large number of log templates. One possible reason is that the test dataset
contains many unprecedented log templates, namely log templates that are not
present in the training dataset.

• In terms of ROC AUC score, all methods except for OCSVM and AutoEncoder
achieve impressive results (with RC > 0.91) on HDFS. One possible reason is
that HDFS is a relatively simple log dataset that contains only 48 log templates.
Concerning AP, PCA and LSTM-based DeepLog achieve impressive results (with
AP > 0.89) on HDFS. Meanwhile, Logs2Graphs obtains a competitive perfor-
mance (with AP = 0.87) on HDFS.

2.6.4 Directed vs. Undirected Graphs

To investigate the practical added value of using directed log graphs as opposed to
undirected log graphs, we convert the logs to attributed, undirected, and edge-weighted
graphs, and apply GLAM [79], a graph-level anomaly detection method for undirected
graphs. We use the same graph construction method as for Logs2Graphs, except
that we use undirected edges. Similar to our method, GLAM also couples the graph
representation learning and anomaly detection objectives by optimizing a single SVDD
objective. The key difference with OCDiGCN is that GLAM leverages GIN [73],
which can only tackle undirected graphs, while OCDiGCN utilizes DiGCN [72] that
is especially designed for directed graphs.

The results in Table 2.3 indicate that GLAM’s detection performance is compa-
rable to that of most competitors. However, it consistently underperforms on all
datasets, except for Hadoop, when compared to Logs2Graphs. Given that the directed
vs undirected representation of the log graphs is the key difference between the meth-
ods, a plausible explanation is that directed graphs have the capability to retain the
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temporal sequencing of log events, whereas undirected graphs lack this ability. Con-
sequently, GLAM may encounter difficulties in detecting sequential anomalies and is
outperformed by Logs2Graphs.

2.6.5 Node Labels vs. Node Attributes

To investigate the importance of using semantic embeddings of log events as node
attributes, we replace the node semantic attributes with one-hot-encoding of node
labels (i.e., using an integer to represent a log event). The performance comparisons
in terms of ROC AUC for Logs2Graphs are depicted in Figure 2.3, which shows that
using semantic embeddings is always superior to using node labels. Particularly, it
can lead to a substantial performance improvement on the Hadoop, Spirit and HDFS
datasets. The PRC AUC results show a similar behavior and thus are omitted.

HDFS Hadoop BGL Spirit Thunderbird
Dataset
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Figure 2.3: The comparative performance analysis of Logs2Graphs, measured by ROC
AUC, demonstrating the distinction between utilizing node semantic attributes and node
labels.

2.6.6 Robustness to Contamination

To investigate the robustness of Logs2Graphs when the training dataset is contami-
nated (namely integrating anomalous graphs in training data), we report its perfor-
mance in terms of ROC AUC under a wide range of contamination levels. Figure 2.4
shows that the performance of Logs2Graphs decreases with an increase of contamina-
tion in the training data. The PRC AUC results show a similar behavior and thus are
omitted. Hence, it is important to ensure that the training data contains only normal
graphs (or with a very low proportion of anomalies).

2.6.7 Ability to Detect Structural Anomalies and Recognize
Unseen Normal Instances
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Figure 2.4: ROC AUC results of Logs2Graphs w.r.t. a wide range of contamination levels.
Results are averaged over 10 runs. Particularly, HDFS contains only 3% anomalies and thus
results at 5% and 10% are not available.

To showcase the effectiveness of different neural networks in detecting structural
anomalies, we synthetically generate normal and anomalous directed graphs as shown
in Figure 2.5. As Deeplog, LogAnomaly and AutoEncoder require log sequences as
inputs, we convert directed graphs into sequences by sequentially presenting the end-
points pair of each edge. Moreover, for GLAM we convert directed graphs into undi-
rected graphs by turning each directed edge into an undirected edge.
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Figure 2.5: Synthetic generation of normal (10000) and structurally anomalous (200 each)
graphs.

Moreover, to investigate their capability of recognising unseen but structurally
equivalent normal instances, we generate the following normal log sequences based
on the synthetic normal graph as training data: A → B → C → D → A (1000),
B → C → D → A→ B (1000) and C → D → A→ B → C (1000), and the following
as test dataset: D → A→ B → C → D (1000).

The results in Table 2.4 indicate that Logs2Graphs, Deeplog and LogAnomaly can
effectively detect structural anomalies, while AutoEncoder and GLAM fail in some
cases. However, log sequences based methods, namely Deeplog, LogAnomaly and
AutoEncoder, can lead to high false positive rates due to their inability of recognizing
unseen but structurally equivalent normal instances.
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Table 2.4: ROC AUC results (higher is better) of detecting structural anomalies and False
Positive Rate (lower is better) of recognizing unseen normal instances. S1: Reverse Edge
Direction; S2: Change Edge Endpoint; S3: Delete Edge; S4: Add Edge; N1: Unseen normal
instances.

Case Deeplog LogAnomaly AutoEncoder GLAM Ours
S1 (ROC) 1.0 1.0 0.0 0.0 1.0
S2 (ROC) 1.0 1.0 0.50 1.0 1.0
S3 (ROC) 1.0 1.0 1.0 1.0 1.0
S4 (ROC) 1.0 1.0 1.0 1.0 1.0
N1 (FPR) 100% 100% 100% 0% 0%

2.6.8 Anomaly Explanation

Figure 2.6 provides an example of log anomaly explanation with the HDFS dataset.
For each detected anomalous log graph (namely a group of logs), we first quantify the
importance of nodes according to the description in Chapter 2.5.3. Next, we visualize
the anomalous graph by assigning darker shade of red to more important nodes. In this
example, the node “WriteBlock(WithException)” contributes the most to the anomaly
score of an anomalous log group and thus is highlighted in red.

ReceiveBlock

AllocateBlock

WriteBlock(WithException)

PacketResponder

Min: 0.00 Max: 1.00

0.00 1.00
Scores

Score Range

Figure 2.6: Example of anomaly explanation with HDFS (the log event templates are
simplified for better visualization).

2.6.9 Sensitivity Analysis

We examine the effects of three hyperparameters in OCDiGCN on the detection per-
formance.

The Number of Convolutional Layers: L is a potentially important parameter
as it determines how many convolutional layers to use in OCDiGCN. Figure 2.7 (top
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Figure 2.7: The effects of the number of layers (top row), the embedding dimensions
(middle row) and the proximity parameter (bottom row) on AP (left column) and ROC AUC
(right column).

row) depicts PRC AUC and ROC AUC for the five benchmark datasets when L is
varied from 1 to 5. We found that L = 1 yields consistently good performance.
As the value of L is increased, there is only a slight enhancement in the resulting
performance or even degradation, while the associated computational burden increases
substantially. We thus recommend to set L = 1.

The Embedding Dimension d: From Table 2.7 (middle row) , one can see that
d = 128 yields good performance on Spirit, Hadoop, HDFS and Thunderbird, while
further increasing d obtains negligible performance improvement or even degradation.
However, an increase of d on BGL leads to substantially better performance. One pos-
sible reason is that BGL is a complex dataset wherein anomalies and normal instances
are not easily separable on lower dimensions.

The Proximity Parameter k: As this parameter increases, a node can gain
more information from its further neighbors. Figure 2.7 (bottom row) contrasts the
detection performance when k is set to 1 and 2, respectively. Particularly, we construct
one Inception Block when k = 2, using concatenation to fuse the results.

We observe that there is no large improvement in performance when using a value
of k = 2 in comparison to k = 1. It is important to recognize that a node exhibits 0th-
order proximity with itself and 1st-order proximity with its immediately connected
neighbors. If k = 2, a node can directly aggregate information from its 2nd-order
neighbors. As described in Table 1, graphs generated from logs usually contain a
limited number of nodes, varying to 6 to 34. Therefore, there is no need to utilize the
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Inception Block, which was originally designed to handle large graphs in [72].

2.6.10 Runtime Analysis

Traditional machine learning methods, including PCA, OCSVM, IForest and HBOS,
usually perform log anomaly detection in a transductive way. In other words, they
require the complete dataset beforehand and do not follow a train-and-test strategy. In
contrast, neural network based methods, such as DeepLog, LogAnomaly, AutoEncoder,
and Logs2Graphs, perform log anomaly detection in an inductive manner, namely
following a train-and-test strategy.

Figure 2.8 shows that most computational time demanded by Logs2Graphs is al-
located towards the graph generation phase. In contrast, the training and testing
phases require a minimal time budget. The graph generation phase can be amenable
to parallelization though, thereby potentially reducing the overall processing time. As
a result, Logs2Graphs shows great promise in performing online log anomaly detection.
Meanwhile, other neural networks based models—such as DeepLog, LogAnomaly, and
AutoEncoder—demand considerably more time for the training and testing phases.
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Figure 2.8: Runtime for all eight methods on all datasets, wherein HDFS, BGL, and
Thunderbird have been downsampled to 10,000 graphs. Runetimes are averaged over 10
repetitions. We report the training time per epoch for neural network based methods.
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Table 2.5: An example event log of lithography systems. All values are fictional. This
table is taken from [56], and please refer to the original paper for more information.

M Code Level Detail DateTime
1 AA-BBBB Low descr 2020-01-01 00:00:01
1 CC-DDDD Med descr 2020-01-01 00:00:01
1 AA-BBBB Low descr 2020-01-01 00:01:00
1 AA-BBBB Low descr 2020-01-01 00:02:03
1 EE-FFFF High descr 2020-01-01 00:05:00
...

...
...

...
...

2.7 An Ongoing Case Study to Lithography Systems
In this section, we present an ongoing case study in which we are applying Logs2Graphs
to lithography systems, aiming to enhance fault detection and analysis in the wafer
transfer subsystem.

2.7.1 Background

A lithography system is an intricate apparatus designed for the fabrication of chips.
Specifically, a lithography system usually consists of several main subsystems, includ-
ing the objective lens subsystem, the table subsystem, the mask table subsystem, the
mask transfer subsystem, the light source subsystem, the exposure subsystem, and the
wafer transfer subsystem [111]. Particularly, the wafer transfer subsystem, which plays
a crucial role in the precision of semiconductor fabrication, facilitates the movement
of silicon wafers between the track and the wafer stage. This subsystem is essential for
operational efficiency during lithography processes, and it typically comprises a load
robot and an unload robot. However, these robots are susceptible to malfunctions
during production, potentially impacting the fabrication precision.

To optimize productivity by reducing machine downtime, it is essential to detect
and analyze the robot faults in an automated and intelligent manner. As shown in
Table 2.5, a lithography machine is equipped with an information system that can
record all critical events activated during its operation into logs. The event logs
contain critical information for fault detection and analysis, motivating us to apply
log-based anomaly detection methods to detect faults.
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2.7.2 Deployment of Logs2Graphs
As shown in Figure 2.1, the deployment of Logs2Graphs consists of the following main
steps:

1) Log Collection: we use 25 real-world datasets provided by our industrial partners
to test our method. Specifically, the 25 datasets were generated by 20 different
test machines, of which 16 machines each generated one dataset and the remain-
ing 4 machines each generated at least 2 datasets. Please refer to Table 3 in [56]
for more detail. Besides, more data will be collected by our industrial partners;

2) Log Parsing: we use Drain [92] for this task;

3) Log Grouping (Ongoing): we dedicate much efforts in this step as lithography
system is very complicated in the following aspects: first, the information system
records event logs from all subsystems while some events are irrelevant to the
wafer transfer subsystem; second, rather than simply using time as log identifier,
we must use domain knowledge to construct more advanced log identifiers using
the information provided in the “Detail” column;

4) Graph Construction (Ongoing): we will construct directed, attribute and edge-
weighted graphs;

5) Graph Representation Learning and Anomaly Detection (Ongoing): we will uti-
lize OCDiGCN;

6) Anomaly Explanation and Analysis (Ongoing): we follow the methods given in
Chapter 2.5.3.

At the request of our industrial partners, the datasets, code, and detailed results of
this case-study cannot be published. Despite this, Logs2Graphs is a promising tool for
intelligent fault detection and analysis when combined with domain expertise.

2.8 Threats to Validity
We have discerned several factors that may pose a threat to the validity of our findings.

Limited Datasets. Our experimental protocol entails utilizing five publicly avail-
able log datasets, which have been commonly employed in prior research on log-based
anomaly detection. However, it is important to acknowledge that these datasets may
not fully encapsulate the entirety of log data characteristics. To address this limitation,
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our future work will conduct experiments on additional datasets, particularly those
derived from industrial settings, in order to encompass a broader range of real-world
scenarios.

Limited Competitors. This study focuses solely on the experimental evalua-
tion of eight competing models, which are considered representative and possess pub-
licly accessible source code. However, it is worth noting that certain models such as
GLAD-PAW did not disclose their source code and it requires non-trivial efforts to re-
implement these models. Moreover, certain models such as CODEtect require several
months to conduct the experiments on our limited computing resources. For these
reasons, we exclude them from our present evaluation. In subsequent endeavors, we
intend to re-implement certain models and attain more computing resources to test
more models.

Purity of Training Data. The purity of training data is usually hard to guaran-
tee in practical scenarios. Although Logs2Graphs is shown to be robust to very small
contamination in the training data, it is critical to improve the model robustness by
using techniques such as adversarial training [112] in the future.

Graph Construction. The graph construction process, especially regarding the
establishment of edges and assigning edge weights, adheres to a rule based on con-
necting consecutive log events. However, this rule may be considered overly simplistic
in certain scenarios. Therefore, application-specific techniques will be explored to
construct graphs in the future.

2.9 Conclusions
We introduced Logs2Graphs, a new approach for unsupervised log anomaly detection.
It first converts log files to attributed, directed, and edge-weighted graphs, translating
the problem to an instance of graph-level anomaly detection. Next, this problem is
solved by OCDiGCN, a novel method based on graph neural networks that performs
graph representation learning and graph-level anomaly detection in an end-to-end
manner. Important properties of OCDiGCN include that it can deal with directed
graphs and do unsupervised learning.

Extensive results on five benchmark datasets reveal that Logs2Graphs is at least
comparable to and often outperforms state-of-the-art log anomaly detection methods
such as DeepLog and LogAnomaly. Furthermore, a comparison to a similar method for
graph-level anomaly detection on undirected graphs demonstrates that using directed
log graphs leads to better detection accuracy in practice.
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Abstract
Event logs are widely used for anomaly detection and prediction in complex systems.
Existing log-based anomaly detection methods usually consist of four main steps: log
collection, log parsing, feature extraction, and anomaly detection, wherein the feature
extraction step extracts useful features for anomaly detection by counting log events.
For a complex system, such as a lithography machine consisting of a large number of
subsystems, its log may contain thousands of different events, resulting in abounding
extracted features. However, when anomaly detection is performed at the subsystem
level, analyzing all features becomes expensive and unnecessary. To mitigate this
problem, we develop a feature selection method for log-based anomaly detection and
prediction. Specifically, our method consists of three main modules: the Log Event
Vectorization module that converts semi-structured log texts into time series; the
Selection of Relevant Features module that leverages Kendall rank correlation and
Granger causality test to select log events for fault detection and prediction; and the
Removal of Redundant Features module that utilizes Kendall rank correlation to reduce
redundant log events. Results on 25 real-world datasets show that our method can
detect and predict faults more accurately by selecting a small proportion of log events,
thereby improving the effectiveness and efficiency.
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3.1 Introduction
A lithography machine is a piece of complex structural equipment used to manufac-
ture chips. Typically, it consists of the following main subsystems: the light source
subsystem, the objective lens subsystem, the table subsystem, the mask table sub-
system, the mask transfer subsystem, the wafer transfer subsystem, and the exposure
subsystem [111]. Particularly, the wafer transfer subsystem serves to transfer silicon
wafers between the track and wafer stage, having a great impact on the precision of
chip fabrication. A wafer transfer subsystem usually contains two robots, namely a
load robot and an unload robot. When the lithography machine goes into production,
these two robots may encounter faults. We assume there are L +M types of faults,
viz. GF1, GF2 , ..., GFL and SF1, SF2, ..., SFM . Specifically, GF1, GF2, ..., GFL

represent faults that occur gradually and thus can be detected in an early stage (i.e.,
they are typically predictable). In contrast, SF1, SF2, ..., SFM denote faults that
generally occur suddenly and are often hard to predict.

To minimize machine downtime and thus maximize productivity, the possible faults
of load and unload robots should be detected and predicted (if possible) in an auto-
mated way. To this end, the wafer transfer subsystem usually uses sensors to measure
the position of the two robots in real time, collecting time series data that can be used
for data-driven fault detection and prediction. However, due to the limited informa-
tion contained in sensor data, it is challenging to detect all possible faults based on
time series data alone. Meanwhile, as shown in Figure 3.1 and Table 3.1, a lithography
machine also has an information system that records all triggered events—in the form
of logs—when the machine is working. Since the different subsystems in a lithography
machine are interconnected, a fault incurred in one subsystem (e.g., the wafer transfer
system) may trigger events not only in that subsystem, but also in other subsystems.
Besides, the components in the same subsystem are usually closely interconnected.
Therefore, the fault of one component is very likely to cause faults of other compo-
nents. Therefore, the event logs contain important information for fault detection and
prediction. Traditional log-based anomaly detection methods can be used to detect
such faults [113].

Due to the complexity of the lithography machine, there can be thousands of
unique log events, resulting in millions of log events in a relatively short working time
of the machine. Moreover, when attempting to detect faults of certain components in
a specific subsystem (e.g., the load and unload robots in the wafer transfer subsystem),
many of these log events are irrelevant or abundant. Hence, a direct application of
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Figure 3.1: The composition of the lithography system, and an illustration of the feature
selection problem addressed in this work.

existing log-based anomaly detection methods on all log events can be computationally
prohibitive and may also produce misleading detection results due to the inclusion of
irrelevant log events. To mitigate this problem, we regard each log event as a feature
and develop a feature selection method that aims to select relevant features for log-
based fault detection and prediction.

In brief, our method consists of three main modules, namely Log Event Vectoriza-
tion, Selection of Relevant Features and Removal of Redundant Features. Specifically,
the Log Event Vectorization module aims at converting unstructured log events into
time series data; the Selection of Relevant Features module attempts to select rele-
vant features for fault detection and prediction by using the variables measured by
sensors as target; and the Removal of Redundant Features module focuses on eliminat-
ing redundant features to further reduce the number of selected features. The main
contributions of this paper can be summarized as follows:

1) We formalize the problem of feature selection for fault detection and prediction
based on event log analysis. To our knowledge, this problem is not uncommon
in the industry, but has not yet been studied.

2) To address this problem, we further propose a novel approach using two types
of feature selection.

3) We demonstrate the effectiveness of our approach by conducting extensive ex-
periments on 25 real-world datasets gathered from lithography systems.

The remainder of this paper is organized as follows. Chapter 3.2 introduces related
work. Next, Chapter 3.3 introduces terminology, formalizes the problem, and presents
our proposed method in detail. Chapter 3.4 empirically evaluates the performance of
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Table 3.1: An example event log. All values are fictional.

M Code Level Detail DateTime
1 AA-BBBB Low descr 2020-01-01 00:00:01
1 CC-DDDD Med descr 2020-01-01 00:00:01
1 AA-BBBB Low descr 2020-01-01 00:01:00
1 AA-BBBB Low descr 2020-01-01 00:02:03
1 EE-FFFF High descr 2020-01-01 00:05:00
...

...
...

...
...

our method. Finally, Chapter 3.5 concludes the paper and discusses possible future
directions.

3.2 Related Work
Existing log-based anomaly detection methods usually consist of four main steps:
Log Collection, Log Parsing, Feature Extraction and Anomaly Detection [114]. First,
the Log Collection step is responsible for recording triggered events in the form of
logs. A record is called a log message, which usually contains the date and time of
occurrence and the detailed description of event. More concretely, detailed descriptions
are typically presented in predefined templates, and may also include parameters.
Second, the Log Parsing step aims at converting each log message into a specific log
event template [93]. Usually, a log event corresponds to a unique template. Third,
based on derived log events, the Feature Extraction step attempts to convert each log
sequence into a log count vector. Specifically, a log sequence is composed of multiple
log events. In general, a log count vector is a vector with each entry indicating the
number of times that the corresponding log event was triggered. Note that the entries
of the log count vector can be computed in another refined way [115]. Finally, the
Anomaly Detection step performs anomaly detection based on the extracted log count
vectors.

There exist many log parsing methods based on clustering [116], frequent pattern
mining [117], or heuristic techniques [92]. Since our work centers around feature
selection (e.g., log event selection) for fault detection and prediction, we will only
consider the Feature Extraction and Anomaly Detection steps.

He et al. [118] have performed a systematic comparison of five state-of-the-art log-
based anomaly detection methods, including DeepLog [65], LogAnomaly [66], PLELog
[71], LogRobust [119], CNN [120]. Their findings show that log-based anomaly detec-
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tion methods are often not as good as expected (i.e., as claimed by the original authors
of each method) in real-world datasets. Importantly, they found that some log-based
anomaly detectors, such as LogAnomaly, perform poorly on datasets with numerous
log events. Therefore, feature selection can be exploited to improve the performance
of these anomaly detection methods. However, we are not aware of any existing pub-
lications that attempt to address this problem.

3.3 Method
In the following section, we first introduce the terminology used in this work and then
formalize the problem. Next, we elucidate our proposed method that consists of three
modules: Log Event Vectorization, Selection of Relevant Features, and Removal of
Redundant Features.

3.3.1 Terminology and Problem Formulation

We assume that we have access to two types of data. First, as shown in Table 3.1, we
assume that the log data in a lithography machine, denoted by X, has been collected
and accurately parsed. Without loss of generality, we suppose there is a Code as
the unique identifier for each log event, a Level roughly indicating the severity level
of triggered log event, a Detail describing the detail of each log message that is an
instantiation of a log event using a predefined template, and a DateTime containing
the corresponding date and time. Hereinafter, we also call each log event a log feature.
In addition, we may have log data for multiple lithography machines, and we use M
to represent the corresponding name of the machine.

Ideally, applying an existing log-based anomaly detection method on X can detect
most faults related to load and unload robots. However, due to the large number of
log features, it is computationally prohibitive to directly use most existing anomaly de-
tection methods. Furthermore, the presence of irrelevant log features may significantly
degrade detection performance and even lead to misleading detection results.

Second, we also assume the availability of sensor data, denoted by Y, that measures
the positions of robots. As shown in Table 3.2, there are measurements and corre-
sponding timestamps from K different positions for the load robot and the unload
robot, respectively. By using the Log Event Vectorization module in our proposed
method (as will be explained in the sequel), Y can be rewritten as (LP1, ...,LPK,

UP1, ...,UPK). Specifically, for k ∈ {1, ...,K}, LPk = {(V aluet, DateT imet)}t∈T de-
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Table 3.2: Example sensor data. All values are fictional.

Robot Position Value DateTime
Load P1 0.05 2020-01-01 00:00:00
...

...
...

...
Load PK 0.04 2020-01-01 00:01:00
Unload P1 0.04 2020-01-01 00:02:00
...

...
...

...
Unload PK 0.04 2020-01-01 00:03:00
...

...
...

...

notes the corresponding time series of load robot from position k, and at the same
time UPk = {(V aluet, DateT imet)}t∈T denotes the corresponding time series of un-
load robot from position k, where T denotes the timestamp when the time series was
sampled.

By applying an appropriate time series anomaly detection method on (LP1, ...,LPK)

and (UP1, ...,UPK), we can detect certain faults (especially gradual faults) of the
load and unload robot, respectively. However, due to the limited fault information
contained in Y, these faults are difficult to predict using sensor data only.

Therefore, we aim to address the following problem: Suppose there is a complex
system ∆ that is composed of several interconnected subsystems {Γ,Λ, ...,Θ}. Given
a database of logs X∆ generated by the entire system ∆ and a database YΘ consisting
of time series measured by sensors from a certain subsystem Θ, we assume the set of
unique log events in X∆ is C∆ = {C1, C2, ..., CN}. Based on YΘ, we attempt to select
a subset of C∆, denoted by CΘ = {C ′

1, C
′

2, ..., C
′

L} with L≪ N and resulting in a new
database XΘ ⊂ X∆, that mainly keeps relevant log events for detecting and predicting
faults that occurred in subsystem Θ.

Specifically, as shown in Figure 3.1, system ∆ is a lithography machine and sub-
system Θ is the wafer transfer subsystem in this work. To solve the above problem,
we propose a method consisting of three modules, namely Log Event Vectorization,
Selection of Relevant Features and Remove of Redundant Features, each of which will
be separately described next.

3.3.2 Log Event Vectorization (Module 1)

The first module, namely Log Event Vectorization, mainly aims at converting unstruc-
tured or semi-structured log events into time series data. Considering the log messages
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given in Table 3.1, it is straightforward to generate a time series for each Code per
machine by keeping only the corresponding records. Without loss of generality, we
assume that the smallest unit of time in the original data is seconds. Accordingly,
for each log event in a certain machine, we can obtain a time series in the form of
{(V aluet, DateT imet)}t∈T, meaning that this log event is triggered V aluet times at
the timestamp DateT imet for t ∈ T, where T represent all time points (an ordered
list) when this log event was triggered.

After preliminary results and based on domain knowledge, we have decided to take
each day as an interval to count the number of times a log event is triggered. Besides,
we take the start point of this time interval to represent the time point when this log
event is triggered.

3.3.3 Selection of Relevant Features (Module 2)

Given that the load robot and unload robots are very similar, for simplicity, we only
consider the load robot when elucidating the proposed method. That is, we assume a
multivariate time series database Y = (Y1, ...,YK). Note that all these time series are
of equal length. Therefore, we assume Yk = {ykt}t∈T for k ∈ {1, ...,K}, with T denot-
ing the timestamp when Yk was sampled. Meanwhile, after applying the Log Event
Vectorization module on the log event database X, we can obtain another multivariate
time series database Z = (Z1, ...,Zn, ...,ZN), where N represents the number of unique
log features (i.e., log events). Although different log events are usually triggered at
different time points, we have taken each day as an interval to count the number of
times that each log event is triggered. As a result, for n ∈ {1, 2, ..., N}, Zn has a fixed
length and thus we assume Zn = {zns}s∈S, with S denoting the timestamp when Zn

was sampled.
To detect faults, for k ∈ {1, ...,K}, we can apply a univariate time series anomaly

detector ϕ(·) on Yk, resulting in ϕ(Yk). Alternatively, we can apply a multivariate
time series anomaly detector Φ(·) on Y by jointly considering all Yk for k ∈ {1, ...,K},
leading to Φ(Y1, ...,YK). As shown in Figure 3.2 (the two subplots at the bottom),
the identification of faults is feasible by applying time series anomaly detectors on Y.
However, for gradual faults, just identifying them is not enough. It is also necessary
to predict them accurately. Since there is only limited fault information in Y, it is
difficult to predict these faults based on Y alone. Therefore, we attempt to select
relevant log features from Z to better detect and predict faults. For k ∈ {1, ...,K}, by
considering Yk as the target variable and Z1, ...,Zn, ...,ZN as the prediction variables, it
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Log Event Z
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Figure 3.2: An example showing the relevance of a specific log event (upper plot) to
detecting and predicting faults of a load robot based on sensor data (lower two plots). The
shared x-axis represents the timestamp and the y-axes represent the measured values of each
feature. Note that the y-axes of P1 and P2 are intentionally hidden and their timestamps are
anonymized.

becomes a supervised feature selection problem. Compared to traditional supervised
feature selection problems, however, there are three novel challenges:

1) The features considered are time series rather than numeric tabular data;

2) The target and prediction variables are not of equal length, and their timestamps
are also different;

3) Traditional similarity metrics (e.g. Euclidean distance, dynamic time warping)
do not give meaningful results when measuring the relevance/similarity of the
predictor variable to the target variable.

We now detail why traditional similarity metrics fail to provide meaningful results
when trying to find relevant log features. As shown in Figure 3.2, we can see that
from ‘D3’ some faults started to appear in the robot and became detectable after a
certain time based on P1 and P2. These faults disappeared after the replacement of
specific components on ‘Replacement Date’. Meanwhile, we can observe that log event
Z was triggered several times before the replacement date. More importantly, it was
triggered several times even before the faults became detectable based on P1 and P2.
At other times, this log event was not triggered. In other words, the log event Z could
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potentially be used to detect and predict these faults. However, if we consider their
shapes (wrapped or not) or values (normalized or not), we can see that log feature
Z is not similar to P1 or P2. To address this problem, we propose a novel similarity
metric that consists of three steps, as follows.

As summarized in Algorithm 2, for k ∈ {1, ...,K}, we first apply an appropri-
ate univariate time series anomaly detector ϕ(·) on Yk, resulting in a time series of
anomaly scores Uk = {ukt}t∈T (Lines 5-8). Second, for n ∈ {1, 2, ..., N}, we apply
an appropriate univariate time series anomaly detector φ(·) on Zn, resulting in a time
series of anomaly scores Vn = {vns}s∈S (Lines 9-12). Note that ϕ(·) and φ(·) can be
different considering that Zn is sampled at a regular frequency (i.e., an observation per
day) but Yk is sampled at an irregular frequency (e.g., multiple observations in day A
but no observation in day B). Third, we can select relevant log events by comparing
Uk with Vn (Lines 13-23). Note that the lengths and scales of Uk and Vn may be
different, but their peaks should overlap (for detection) or preferably the peak of Vn

precedes the corresponding peak of Uk (for prediction) if we compare them using the
same timeline. A peak here means a relatively high degree of outlyingness.

Time series anomaly detector ϕ(·)

Since Yk is sampled at an irregular frequency, it may have multiple observations on a
given day, but no observations in the following days. However, traditional time series
anomaly detection methods usually assume that the input time series is regularly
sampled. To circumvent this limitation, we adapt a simple yet effective anomaly
detection strategy, which is called persistence checking. Specifically, for each time
series value Ykt in Yk, we compare this value with its previous value to obtain an
anomaly score, defined as Ukt = ϕ(Ykt) = |Ykt−Ykh| with t = h+1. Particularly, this
anomaly detector can deal with time series sampled at irregular frequencies.

Time series anomaly detector φ(·)

Although Zn is in the form of a time series, we are not concerned about the temporal
order of observations when detecting anomalies. This is because if the lithography
machine is working under a normal production environment, the occurrence of each
log event should remain stable. Therefore, we can apply a traditional anomaly detector
designed for tabular data on it. Specifically, we define Vns = φ(Zns) =

|Zns−med(Zn)|
std(Zn)

as the anomaly score for the sample point Zns in the time series Zn, where med and
std denote the median and standard deviation of all sample points in Zn, respectively.
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Feature selection for fault detection

We perform feature selection for fault detection by comparing obtained anomaly scores
Uk and Vn. Assuming that the robot works continuously for T days, for Vn we have
a value per day. However, for Uk, we may have multiple values on some days, but no
values on most days. To make Uk and Vn comparable, we modify Uk as follows: for
each day, if there are multiple anomaly scores, we take the maximum of these scores
as the final anomaly score; if there is no anomaly score, we set the final anomaly score
as zero. We denote the modified Uk as Ûk, which has the same length as Vn.

On this basis, we compute the Kendall’s τ coefficient [121] between Ûk and Vn for
feature selection. We prefer Kendall’s rank correlation measure over other correlation
measures for several reasons:

• it measures monotonicity relationships and has a straightforward interpretation;

• it does not require the tested features to follow a normal distribution, as anomaly
scores usually do not follow a normal distribution;

• it is robust to noise and can be calculated easily.

Suppose Vn = (α1, ..., αT ) and Ûk = (β1, ..., βT ), then Kendall’s τ coefficient mea-
sures the similarity of orderings of elements in Ûk and Vn. Specifically, we let (α1, β1)

, ..., (αT , βT ) be paired observations. Furthermore, (αi, βi) and (αj , βj) are regarded
as concordant if and only if one of the following conditions are fulfilled:

• αi < αj and βi < βj ;

• αi > αj and βi > βj .

Otherwise, (αj , βj) are considered discordant. Kendall’s τ coefficient is then defined
as:

τ =
#concordant−#discordant
#concordant+#discordant , (3.1)

where #concordant and #discordant represent the number of concordant pairs and
the number of discordant pairs, respectively. Hence, τ can take a value in [−1, 1], with
a high absolute value indicating a high relevancy of log event Zn to Yk for detecting
faults. By setting a threshold τ0, we can select a subset of log events that are considered
to be the most relevant for fault detection.
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Feature selection for fault prediction based on Kendall rank correlation
test

For k ∈ {1, ...,K} and n ∈ {1, ..., N}, after obtaining Vn = (α1, ..., αT ) and Ûk =

(β1, ..., βT ) as described in Chapter 3.3.3, we achieve feature selection for fault prediction
by comparing Vn and the lagged values of Ûk. The underlying rational is that if Zn

is useful for predicting faults in Yk, then the anomaly score vector Vn should be
correlated with the lagged values of anomaly score vector Ûk. In other words, the
value of Kendall’s τ coefficient between Vn and Lag(Ûk, l) should be high for some
l ∈ {1, 2, ..., T}, where Lag(·, l) denotes the lag operator and l represents the the
number of lagged times. For instance,

Lag((β1, β2, β3, ..., βT−2, βT−1, βT ), 2) = (β3, β4, β5, ..., βT ).

Hence, the resulting vector is shorter than the original vector.
For a specific l, we calculate the Kendall’s τ coefficient between Vn and Lag(Ûk, l)

as follows. We let (α1, β1+l) , ..., (αT−l, βT ) be paired observations, and then count the
number of concordant pairs and discordant pairs, followed by using Equation (3.1) to
obtain the corresponding value of τ . A high value of τ indicates a high relevancy of log
event Zn to predict faults in Yk. Particularly, although l can take a value in {1, 2, ..., T},
an overly large value will cause few observations, and may produce misleading results.
Therefore, we only consider l ∈ {1, 2, 3, 4, 5} in this work. Similarly, this coefficient
can take a value in [−1, 1], with a high absolute value indicating a high relevancy of
log event Zn to predict Yk. By setting a threshold τ1, we can select a subset of log
events that are considered to be the most relevant for fault prediction.

Our preliminary results suggest that only applying Kendall rank correlation to
select features for fault prediction may not be sufficient. Given a value for l, we only
consider a single and equal number of lag operations at each time point. Therefore, it
may result in few features selected for prediction. To mitigate this problem, we utilize
Granger causality test to select more features for fault prediction, as follows.

Feature selection for fault prediction based on Granger causality test

The Granger causality test is widely used to determine whether a time series is
useful for predicting another time series [122]. Formally, given an information set
Ωt = (α, β) with α = (α1, ..., αt) and β = (β1, ..., βt), α is said to Granger cause β
if and only if δ2f (βt − P (βt|βj:j<t, αi:i<t)) < δ2r(βt − P (βt|βj:j<t)). Specifically, δ2f
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represents the variance of prediction errors generated by the optimal linear predictor
P (βt|βj:j<t, αi:i<t) based on full information (αi:i<t, βj:j<t). Meanwhile, δ2r denotes
the variance of prediction errors generated by the optimal linear predictor P (βt|βj:j<t)

based on reduced information (βj:j<t). In other words, the ‘usefulness’ for prediction
in Granger causality test means the ability to increase the prediction accuracy. There-
fore, the Granger causality test is suitable for selecting log features that can be used
to more accurately predict faults.

More concretely, we specify the following linear prediction equation:

βt = c+

I∑
i=1

aiαt−i +

J∑
j=1

bjβt−j + µt, (3.2)

where I and J represent the number of lagged operations considered for α and β,
respectively, while µt denotes the corresponding residual. Intuitively, if

∑I
i=1 |ai| ̸= 0,

we can say α is useful for predicting β. Accordingly, we call Equation (3.2) the full or
unrestricted regression model. Meanwhile, we call the following equation the reduced
or restricted regression model:

βt = c+

J∑
j=1

bjβt−j + µt, (3.3)

Specifically, given two time series α = (α1, ..., αt) and β = (β1, ..., βt), the Granger
causality test calculates the following F -statistic:

F =
SSRr−SSRf

J
SSRf

D−(I+J+1)

, (3.4)

where SSRr is the sum of squared residuals on the reduced regression model and
SSRf is the sum of squared residuals on the full regression model. Besides, D denotes
the degrees of freedom (i.e., the number of observations), while I and J have the same
meaning as in Equation (3.2). Consequently, a higher value of F indicates that α is
more useful for predicting β. As a result, α is declared Granger causal for β if the F -
statistic is larger than the (1−Sig)% quantile of an F (J,D− (I+J+1)) distribution,
where Sig denotes the significance level.

We should be aware that the Equation (3.4) requires several explicit and implicit
assumptions to effectively identify Granger causality [122]:

• Linearity: the generating processes of the two time series are linear, and their
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causal effects are also linear;

• Continuous-valued series: the two time series are supposed to have continuous-
valued observations;

• Discrete-time: the two time series are sampled on a discrete and regular manner;

• Stationarity: the statistical properties of these two time series do not change
over time;

• Known lag: the linear dependency on past values are assumed to have a known
order;

• Perfectly observed: the two time series do not have measure errors;

• Complete system: there are no unmeasured confounders.

Overall, this subsection is summarized on Lines 5-23 in Algorithm 2.

3.3.4 Removal of Redundant Features (Module 3)

After selecting a subset of relevant log events for detecting and predicting faults in
Module 2, we can further reduce the number of selected log events by computing the
correlation between them. Specifically, we compute the pairwise Kendall’s τ coefficient
between selected log events and remove the redundant ones by setting a threshold τ2
for the τ coefficient. More concretely, given two time series α and β, if the absolute
value of their pairwise τ coefficient exceeds the threshold, we randomly remove one
feature. This subsection is summarized on Lines 24-27 in Algorithm 2.

3.4 Experiments and Results
To demonstrate the effectiveness and efficiency of our method, we perform a series
of experiments. The experimental setup, results, and corresponding analysis are de-
scribed as follows.

3.4.1 Data Description

Given the novelty of the problems faced by this work, we are not aware of any pub-
licly available datasets that can be used. The traditional benchmark datasets for
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Table 3.3: Summary of datasets and experiment results. Replacement indicates the date
when some components of the robot are replaced (faults always happen on or earlier than
this date). #Messages represents the number of log messages. #Raw denotes the number of
log features in the original dataset and #Selected denotes the number of selected log features.
Besides, AD indicates whether the fault is detected based on the corresponding log features,
where ‘Yes’ means the failure has been successfully detected or predicted and ‘No’ otherwise.
If a fault is detected early (i.e., predicted), we further use ‘P’ to highlight it. Moreover, if a
fault is only detected or predicted with the top 3 points but not the top 1 point, we denote it
with an asterisk. Note that the value of Fault is anonymized, where GF , SF and Unknown
represent gradual faults, sudden faults or unknown types of faults, respectively.

Machine Robot Fault Replacement #Messages #Raw(AD) #Selected(AD)
1 Unload GF1 2021-01-05 103294 301(Yes)* 34(Yes)
2 Unload GF1 2021-01-06 90974 246(No) 47(Yes/P)
3 Unknown (Load) GF1 2021-01-10 90783 276(Yes)* 37(Yes)*
4 Unload GF1 2021-02-08 93729 437(No) 48(Yes)*
5 Unload GF1 2021-02-08 76797 245(No) 16(Yes)*
6 Load SF1 2019-06-24 86988 303(Yes) 38(Yes)
7 Unload SF1 2020-03-10 95513 376(Yes/P) 49(Yes/P)
8 Load SF1 2020-07-21 23262 404(Yes) 47(Yes)
9 Unload SF1 2020-07-24 34158 366(Yes) 69(Yes)
11 Unknown (Load) SF2 2019-01-24 13173 434(No) 27(Yes)
12 (1) Load SF1 2019-03-22 51877 358(Yes/P) 95(Yes/P)
12 (2) Unload GF1 2020-10-06 100223 337(Yes) 56(Yes)
13 Load SF3 2019-12-04 94426 294(Yes) 51(Yes)
14 (1) Unload Unknown 2020-01-28 116177 246(Yes) 15(Yes)
14 (2) Unload GF1 2021-03-11 117146 327(Yes)* 72(Yes/P)
15 (1) Load Unknown 2020-03-24 101482 238(Yes) 9(Yes)
15 (2) Unload Unknown 2020-11-18 96719 293(Yes)* 39(Yes)
17 Unload GF1 2020-06-03 107414 217(No) 39(Yes)
18 Load Unknown 2020-06-09 93875 402(Yes/P) 21(Yes/P)
19 (1) Load GF1 2020-06-14 94125 259(No) 14(Yes)*
19 (2) Load GF1 2020-10-19 106073 310(No) 19(No)
19 (3) Load Unknown 2021-03-29 105027 227(Yes)* 12(Yes)*
20 Unload GF1 2020-06-22 106070 215(Yes)* 21(Yes)*
21 Load Unknown 2020-08-23 28414 345(Yes/P) 76(Yes/P)
22 Load GF1 2021-03-29 89350 187(No) 15(Yes)*

log anomaly detection, including HDFS [64], BGL [123], Spirit [123] and Thunder-
bird [123], are mainly produced by complex systems such as cloud service providers or
supercomputers. As a result, sensor data for monitoring hardware is often unavailable.

Therefore, we use 25 real-world datasets provided by our industrial partners to test
our method. Specifically, the 25 datasets were generated by 20 different test machines,
of which 16 machines each generated one dataset and the remaining 4 machines each
generated at least 2 datasets. A summary of the datasets is given in Table 3.3. These
datasets contain multiple types of faults, including gradual faults, sudden faults, and
some unknown types of faults. Moreover, these faults may occur in the loading and/or
unloading robot. In particular, for some machines it is unknown whether the fault
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occurred in the unloading or loading robot. Therefore, we examined the datasets of
both robots to find the robot most likely to have failed.

3.4.2 Baseline, Hyperparameter settings and Performance met-
rics

Based on domain knowledge and preliminary experiments, in module 2 we set the
threshold τ0 = 0.6 for the similarity coefficient to select log events for fault detection.
Furthermore, we set τ1 = 0.6 in the Kendall rank correlation and Sig = 0.05 in the
Granger causality test to select features for fault prediction. In module 3, we further
remove some highly correlated log features by setting τ2 = 0.95.

After constructing the event count matrix based on the selected features, we apply
a commonly used unsupervised anomaly detector on it: KNN [124]. To demonstrate
the necessity of feature selection, we also build an event count matrix from all original
features and then apply KNN on it as a baseline. Specifically, a fault is considered
detected if at least one of the points with the highest anomaly scores (we consider the
top 3 points in our experiments) is on the date of the known fault. Moreover, a fault
is considered predicted if one of the points with the highest anomaly scores is located
slightly earlier (we consider 1-7 days) than the date when the fault is known to occur.
On this basis, as a performance metric, we count the number of datasets in which the
faults are accurately detected and/or predicted.

3.4.3 Results and Analysis

As shown in Table 3.3, our proposed feature selection method can help improve log-
based anomaly detection performance. Specifically, based on the selected log features,
KNN was able to accurately detect or predict faults in 24 out of 25 machines. In con-
trast, KNN can only accurately detect or predict faults in 17 out of 25 datasets based
on all log features. One possible reason is that logs from all subsystems are entangled
and the inclusion of many irrelevant log events renders the detection/prediction of
gradual faults difficult.

3.5 Conclusion and Future Work
In this work we have proposed a simple yet effective feature selection method for log
based anomaly detection. This method has been empirically proven to be effective on
25 real-world datasets. In the future, we plan to include more datasets for testing,
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evaluating whether our approach generalizes to other settings, and investigating hy-
perparameter tuning. More importantly, we will try more anomaly detection methods
when defining ϕ(·) and φ(·). Particularly, the Equation (3.4) used in Granger causal-
ity requires several explicit and implicit assumptions to effectively identify Granger
causal effects. Some of these assumptions may not be fulfilled by our use-case though.
Therefore, we will further explore and improve Granger causality test [125] or other
similar techniques to find log events that can be used to predict sensor time series
anomalies. Furthermore, we have not fully explored the causal relationships between
different log events. In the future, by constructing a causality graph using techniques
such as the PC-algorithm [126] on log events, we can investigate the causal relation-
ships between log events. As a result, it might be possible to pinpoint the root causes
of anomalies.
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Algorithm 2 Feature Selection for Fault Detection and Prediction (FS4FDP)
Input: Event log database Z = (Z1, ...,Zn, ...,ZN ); Sensor database Y =

(Y1, ...,Yk, ...,YK); Anomaly detector φ(·) for Zn; Anomaly detector ϕ(·) for Yk;
Threshold parameters τ0, τ1, τ2 and Sig with τ0 = τ1 = 0.6, τ2 = 0.95 and
Sig = 0.05 by default.

Output: Subset of log features F
1: procedure FS4FDP(Z,Y, φ(·), ϕ(·), τ0, τ1, τ2, Sig)
2: F⇐ {}
3: U⇐ {}
4: V⇐ {}
5: for k ∈ {1, ...,K} do ▷ Obtaining anomaly score for each sensor time series
6: Uk = φ(Yk)
7: U.append(Uk)
8: end for
9: for n ∈ {1, ..., N} do ▷ Obtaining anomaly score for each log event time series

10: Vn = φ(Zn)
11: V.append(Vn)
12: end for
13: for Uk ∈ U and Vn ∈ V do
14: Ûk ⇐Modify(Uk) ▷ Modifying the length of anomaly score vector of

each sensor time series
15: if |τ(Ûk,Vn)| > τ0 then F.append(Zn) ▷ Feature selection for fault

detection using Kendall rank correlation
16: end if
17: for l ∈ {1, 2, 3, 4, 5} do ▷ Feature selection for fault prediction using

Kendall rank correlation on lagged values
18: if |τ(Lag(Ûk, l),Vn)| > τ1 then F.append(Zn)
19: end if
20: end for
21: if Pvalue(GrangerCausalityTest(Vn, Ûk)) < Sig then F.append(Zn) ▷

Feature selection for fault prediction using Granger causality test
22: end if
23: end for
24: for Fi,Fj ∈ F with i ̸= j do ▷ Removing redundant features using Kendall

rank correlation
25: if |τ(Fi,Fj)| > τ2 then F.delete(Fi)
26: end if
27: end for
28: return F
29: end procedure
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4.0.

Abstract
Traditional anomaly detection methods aim to identify objects that deviate from most
other objects by treating all features equally. In contrast, contextual anomaly detec-
tion methods aim to detect objects that deviate from other objects within a context
of similar objects by dividing the features into contextual features and behavioral fea-
tures. In this paper, we develop connections between dependency-based traditional
anomaly detection methods and contextual anomaly detection methods. Based on
resulting insights, we propose a novel approach to inherently interpretable contex-
tual anomaly detection that uses Quantile Regression Forests to model dependencies
between features. Extensive experiments on various synthetic and real-world datasets
demonstrate that our method outperforms state-of-the-art anomaly detection methods
in identifying contextual anomalies in terms of accuracy and interpretability.

70



Chapter 4. Explainable Contextual Anomaly Detection using Quantile
Regression Forests

4.1 Introduction
According to the well-known definition of [127], an anomaly is an object that is notably
different from most remaining objects. [31] subdivided anomalies into three types:
point anomalies (an object is considered anomalous when compared against the rest
of objects), contextual anomalies (an object is anomalous in a specific context), and
collective anomalies (a collection of objects is anomalous with respect to the entire
dataset). The analysis of anomalies has a wide range of applications, such as in
network security [128], bioinformatics [129], fraud detection [130], and fault detection
and isolation [131].

Anomaly analysis consists of two equally important tasks: anomaly detection and
anomaly explanation. A wealth of ‘shallow’ machine learning based methods, i.e.,
not based on deep learning, have been proposed to detect anomalies [31]. More re-
cently, many deep learning based anomaly detection methods have also been developed
[36]. However, deep learning based anomaly detection methods are notoriously known
as not being interpretable, in the sense that generally both the model itself is non-
transparent and the resulting anomaly scores are challenging to interpret without the
use of a post-hoc explainer. In this paper it is especially the latter that we consider to
be problematic, as post-hoc explanations often rely not only on the model but also on
the specific explainer used. In addition, deep learning methods typically require large
amounts of data and training the models is a time-consuming process. In many real-
world applications, however, ‘native’ interpretability (i.e., without posthoc explainer)
may be required, and limited data and/or computation time may be available. For
these reasons, in this paper we restrict our focus to ‘shallow’ machine learning based
methods. In correspondence with this choice, we focus on settings where the amount of
data is smaller than is typically required to learn accurate deep models. Most existing
shallow methods only consider point anomaly detection, largely ignoring contextual
anomaly detection. Moreover, anomaly explanation has received very limited atten-
tion. In this paper, we address both the problem of contextual anomaly detection
and that of anomaly explanation, for small to moderately sized tabular data having
categorical and/or quantitative features.

Shallow anomaly detectors are typically categorized into distance-based, density-
based, and distribution-based approaches [132]. Distance-based and density-based
methods use knowledge about the spatial proximity of objects to identify anomalies,
while distribution-based methods use knowledge about the distribution of the data to
detect anomalies. These methods work under the assumption that objects having a
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(a) (b)

(c) (d)

Figure 4.1: Different types of anomaly detection. (a) Distance- and density-based methods
both consider object B to be abnormal, because it is far away from other objects and in a
low-density region. (b) Dependency-based methods model the relationship between height
and weight, and consequently consider object B to be normal. (c) Conditional quantiles
provide more information about the conditional distribution than just the mean, and (d) can
be used to visualize—using beanplots (or, rather, a variation of a beanplot combined with
boxplots, see Chapter 4.5.2 for details)—why a certain object is considered (ab)normal.

large distance or different density from their spatial neighbors are anomalous or objects
that take rare values under a marginal or joint distribution of features are anomalous,
respectively. Using either of these assumptions may lead to false positives though. For
example, as shown in Figure 4.1(a), these methods will mistakenly identify object B
as an anomaly if the aim is to detect people that are over- or underweight.

As this is often undesirable, we aim to define and detect anomalies from another
perspective, that is, we assume that objects that violate a dependency, i.e., a rela-
tionship between features, are anomalous. This is the idea behind dependency-based
anomaly detection [133], which is not new but has received limited attention com-
pared to other types of anomalies. It leverages the intrinsic structure and properties
of the data to find potentially more relevant anomalies. For example, Figure 4.1(b)
shows that this approach will identify object B as normal by modeling the dependency
between height and weight.

Traditional anomaly detection techniques—including distance-, density-, and dependency-
based methods—treat all features equally when identifying anomalies. However, in
domains such as healthcare, sensor networks, and environment protection, some fea-
tures should never be used directly to quantify anomalousness. For instance, forest
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fire detection systems should not treat ‘deviating’ values of latitude, longitude, date,
and time as an indication of an anomaly. We should not simply discard these features
either though, as they may contain relevant information. For example, the ‘normal’
temperature may be higher for certain regions than for others. This motivates us
to investigate contextual anomaly detection, which can take such extra features into
account.

Contextual anomaly detection assumes that an object is anomalous if it strongly
deviates from objects within its ‘context’ of similar objects. The apparent contradiction
in this assumption is explained by the division of the features into two disjoint subsets,
i.e., contextual features and behavioral features. The contextual features are only used
to define the contexts, using some similarity measure, while the behavioral features
are only used to determine whether an object deviates from other objects within its
context. Domain knowledge often leads to a natural division between contextual and
behavioral features.

We observe that both contextual and dependency-based anomaly detection meth-
ods identify anomalies by explicitly or implicitly exploring dependencies between fea-
tures. Concretely, dependency-based anomaly detection methods model dependency
relationships between all features explicitly, while contextual anomaly detection meth-
ods model dependency relationships between behavioral and contextual features im-
plicitly or explicitly. As far as we know this connection has not yet been pointed out
in the literature.

Approach and contributions. In this paper, we introduce an approach for contex-
tual anomaly detection and explanation that integrates the core principle of dependency-
based anomaly detection into contextual anomaly detection to obtain a very accurate
approach. As is common, we use regression analysis to model dependencies. Existing
methods for dependency-based and contextual anomaly detection that use regression,
however, typically only estimate the conditional mean of the response variable and
directly interpret that as ‘normal’ value. This strongly limits how well anomalies
can be detected, as the conditional mean provides very limited information about
the conditional distribution. We therefore use quantile regression, which can model
a conditional distribution in much more detail by estimating conditional quantiles.
Figure 4.1(c) shows how conditional quantiles provide more information about the
relationship between weight and height than a conditional mean could.

More specifically, a subset of the features, dubbed contextual features, are used
to define the context of an object, while the remaining features, dubbed behavioral
features, are used for detecting deviations within a context. In this paper we assume
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that the contextual features can be mixed but all behavioral features are numerical.
Given this context and our aims, we use Quantile Regression Forests [134] to perform
predictions for each behavioral feature and obtain corresponding uncertainty quan-
tifications. By summing the quantified uncertainties (with a wider quantile interval
representing a higher level of uncertainty) for all individual behavioral features, we ob-
tain the anomaly score for a data instance. By attributing parts of the anomaly score
to individual behavioral features, the approach intrinsically provides explanations in
the sense that it can convey to which extent which features contributed to making
the instance an anomaly. This offers advantages to post-hoc explanation methods
such as SHAP [135], which we do not consider ‘attributable’ for the following two rea-
sons. First, the post-hoc explanation may not match the information/rationale used
by the model to detect an anomaly [70]. Second, it has recently been shown [136] that
attribute-based explanations cannot be both recourse sensitive and robust, which is a
good reason to avoid such explainers when possible and use a ‘native’ attribution-based
method instead.

As far as we are aware, we are the first to use quantile regression for dependency-
based or contextual anomaly detection. Specifically, we choose to employ Quantile
Regression Forests for two reasons. First, it can model both linear and non-linear
dependency between features. Second, in the paper that introduced the method it
was empirically shown to outperform other conditional quantile estimators in most
cases. Figure 4.1(d) shows how the estimated conditional quantiles can be used to
approximate the conditional probability density at different locations, which we can
use to accurately detect anomalies. Moreover, the quantiles are helpful to explain why
an object is considered an anomaly without having to explicitly refer to other objects.

The main contributions of our work can be summarized as follows: (1) We iden-
tify a connection between dependency-based traditional anomaly detection methods
and contextual anomaly detection methods, and exploit this observation to introduce
a novel high-level approach to contextual anomaly detection and explanation; (2)
We instantiate this generic approach using quantile regression (and Quantile Regres-
sion Forests specifically) for anomaly detection and a beanplot-based visualization for
anomaly explanation; and (3) We perform extensive experiments on synthetic and
real-world datasets to empirically demonstrate the effectiveness, and interpretability
of the proposed method when compared to state-of-the-art methods.

The remainder of this paper is organized as follows. Chapter 4.2 discusses related
work, both in contextual and traditional anomaly detection. Chapter 4.3 introduces
notation, formalizes the problem, and presents the high-level approach that we pro-
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pose. Chapter 4.4 then describes some technical preliminaries, most notably Quantile
Regression Forests. Chapter 4.5 introduces QCAD, our proposed method for Quantile-
based Contextual Anomaly Detection and Explanation that instantiates the high-level
approach. Chapter 4.6 empirically compares QCAD to its competitors, and provides
a case study that investigates the use of QCAD to find exceptional football players
from data. Chapter 4.7 concludes the paper.

4.2 Related Work
We first discuss related work on contextual anomaly detection and explanation, and
then proceed with the two most closely related types of traditional anomaly detection:
dependency-based and subspace-based anomaly detection.

4.2.1 Contextual Anomaly Detection and Explanation

Contextual anomaly detection has received particular attention in spatial data [137],
temporal data [138], and spatio-temporal data [139], where spatial and/or temporal
features are used to define contexts. These methods are not directly applicable to
other domains, where the contexts are defined by other types of features; ‘generic’
contextual anomaly detection has received limited attention in the community.

CAD [140] is a seminal work that introduced generic contextual anomaly detection.
It assumes a user-specified partition of features into contextual (called ‘environmental’)
and behavioral (called ‘indicator’) features, and uses Gaussian Mixture Models to
fit the distributions of the contextual and behavioral feature spaces. Dependencies
between contextual features and behavioral features are then learned by means of
‘mapping functions’, and an object is considered anomalous if it violates the learned
functions. For this to work CAD assumes that both the contextual and behavioral
features consist of an unknown number of multiple Gaussian components, which may
be a strong assumption in practice. Further, CAD can only handle numerical features
and is computationally very expensive. Our proposed method makes no assumptions
about the distribution of the features, can deal with mixed contextual features and
numerical behavioral features, and we will show empirically that it is computationally
more efficient than CAD while achieving a higher detection accuracy.

ROCOD [141] is also closely related, and uses local and global models of expected
behavior to describe the dependencies between contextual and behavioral features.
Concretely, standard regression models such as CART are used to learn global pat-
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terns, with contextual features as predictor variables and behavioral features as re-
sponse variables. Local patterns are computed based on the means of behavioral fea-
ture values of an object’s neighbors. An object’s actual value is compared to the local
and global pattern, and the weighted average of these differences forms the anomaly
score. As the conditional mean describes only one aspect of a conditional distribution,
and is not necessarily the point with the highest probability of occurrence (i.e., the
mode). To address this, our method employs quantile regression analysis to estimate
conditional quantiles, which provide a much more complete description of the condi-
tional distribution. As a result, our method empirically outperforms ROCOD in terms
of accuracy.

With the increasing use of anomaly detection algorithms in safety-critical domains,
such as healthcare and manufacturing, the ethical and regulatory obligations to pro-
vide explanations for the high-stakes decisions made by these algorithms has become
more pronounced [70]. Existing contextual anomaly detection do not provide such
explanations though, and non-trivial modifications would be needed for them to do
so. Specifically, CAD [140] computes the anomaly score of a data instance by mea-
suring its deviation from the mapping functions that are learned from the majority of
data instances. This approach poses a challenge in generating intrinsic explanations,
as it does not allow for the attribution of the anomaly score to individual features.
Further, ROCOD [141], the other known method for contextual anomaly detection,
calculates the weighted average of an instance’s differences to the learned local and
global patterns as its anomaly score. The local pattern is obtained using its neighbors,
while the global pattern is learned using all instances, making it difficult to associate
the anomaly score with individual features.

Despite the existence of numerous methods for explaining anomalies, such as those
outlined in recent (survey) papers [142, 70, 143], there has been very limited research
on contextual anomaly explanation. Particularly, COIN [144] explains outliers by
reporting their outlierness score, the features that contribute to its abnormality, and a
contextual description of its neighborhoods. COIN treats all features equally though,
while our method divides features into contextual and behavioral features. Further, we
develop a visualization that helps explain contextual anomalies in addition to reporting
the overall anomaly score, feature importance, contextual neighbors, and individual
anomaly score for each behavioral feature.

The following methods are less relevant because they consider slightly different
problems. [145] construct a non-parametric graph-based method for conditional anomaly
detection, which only addresses the problem of a single categorical behavioral fea-
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ture. [146] first identify anomalies on behavioral features, and then refine the detected
anomalies by clustering all objects on contextual features. [147] detect group anomalies
from multidimensional categorical data. [148] present a contextual anomaly detection
framework dedicated to categorical behavioral features which also considers the depen-
dencies between behavioral features. Moreover, [149] apply robust metric learning on
contextual features to find more meaningful contextual neighbors and then leverage k-
NN kernel regression to predict the behavioral feature values. [150] develop ConOut to
automatically find and incorporate multiple contexts to identify and interpret outliers.

4.2.2 Traditional Anomaly Detection

Although traditional anomaly detection considers a problem that is different from con-
textual anomaly detection, dependency-based and subspace-based anomaly detection
leverage techniques that are related to our method.

Dependency-based Anomaly Detection

Dependency-based anomaly detection aims to identify anomalies by exploring depen-
dencies between features. [151] explores the dependency between non-target and tar-
get features to identify and correct possible noisy data points. To detect networking
intrusions, [152] present Cross-Feature Analysis to capture the dependency patterns
between features in normal networking traffic. To detect disease outbreaks, [153] pro-
pose to explore the dependency between features using a Bayesian network. [154]
propose to detect anomalies by using an ensemble of models, with each model explor-
ing the dependency between a response feature and other features. [155] use Linear
Gaussian Bayesian networks to detect anomalies that violate causal relationships.

LoPAD [156] first uses a Bayesian network to find the Markov Blankets of each
feature. Then, a predictive model (e.g., CART) is learned for each individual feature
as response variable, with its Markov Blankets as predictor variables. Given an ob-
ject, LoPAD computes the Euclidean distance between its actual value and predicted
value (i.e., conditional mean) as its anomaly score, for each feature. The resulting
anomaly scores are normalized and summed to obtain the final anomaly score for an
object. The method does not distinguish contextual and behavioral features and—like
ROCOD—uses conditional means to represent the conditional distribution. Conse-
quently, LoPAD cannot (accurately) detect contextual anomalies.
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Subspace-based Anomaly Detection

Subspace-based anomaly detection seeks to find anomalies in part of the feature space.
Specifically, [157] propose SOD to identify outliers in varying subspaces. Concretely,
they construct axis-parallel subspaces spanned by the neighbors of a given object. On
this basis, they investigate whether this object deviates significantly from its neighbors
on any of these subspaces. Furthermore, [158] extend this work to determine whether
an object is anomalous on arbitrarily oriented subspaces spanned by its neighbors.
[159] propose to find subspaces with strong mutual correlations and then identify
anomalies on these subspaces. Finally, [160] use archetype analysis to project the fea-
ture space into various subspaces with linear correlations based on nearest neighbors.
On this basis, they explore outliers by ensembling the results obtained on relevant
subspaces. Overall, these methods pursue to identify anomalies in a subset of fea-
tures, but treat all features equally and are thus not suitable to identify contextual
anomalies.

4.3 Contextual Anomaly Detection and Explanation
We first introduce the necessary terminology and notations, and illustrate this with
the running example depicted in Table 4.1. A dataset X = {x1, . . . , xi, . . . , xN} con-
tains N instances (or data points) over the set of features (a.k.a. attributes or vari-
ables) denoted by F = {f1, . . . , fj , . . . , fD}. xji denotes the value of the i-th object,
xi, for the j-th feature, fj . In the running example, we have N = 16, D = 6,
F = {Latitude, Longitude, Season, Temperature,Rain,Wind}, and xRain

1 = 69.
We assume that feature set F is divided into two disjoint feature sets (typically

using domain knowledge): a contextual feature set C = {c1, ..., cp, . . . , cP } and a
behavioral feature set B = {b1, . . . , bq, . . . , bQ}, such that D = P + Q, F = C ∪ B,
and C ∩ B = ∅. Without loss of generality, we can rearrange the features of an
object xi = (x1i , ..., x

j
i , ..., x

D
i ) and represent it as xi = (x1i , ..., x

P
i , x

P+1
i , ..., xP+Q

i ) =

(c1i , ..., c
p
i , ..., c

P
i , b

1
i , ..., b

q
i , ..., b

Q
i ) = (ci, bi), so that ci and bi denote its contextual and

behavioral feature values, respectively. Accordingly, we refer to the space spanned by
C as contextual space, i.e., C = c1 × ...× cp × ...× cP , and to the space spanned by B
as behavioral space, i.e., B = b1 × ...× bq × ...× bQ.

Finally, let Pow denote the powerset, i.e., Pow(X) = {X ⊆ X}.
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Table 4.1: Running example: fictional climate data for Dutch cities. Temperature is
measured in degrees Celsius, rain in mm, and wind in miles per hour. The city is not used for
anomaly detection. Latitude, Longitude and Season are treated as contextual features, while
Temperature, Rain and Wind are considered the behavioral features.

City Latitude Longitude Season Temperature Rain Wind
Leiden 52.16 4.49 Winter 3.0 69 16

Amsterdam 52.37 4.89 Winter 2.9 55 17
Rotterdam 51.92 4.46 Winter 2.7 60 15

Oss 51.45 5.31 Winter 1.1 58 25
Eindhoven 51.44 5.46 Autumn 16.6 62 25

Delft 52.00 4.21 Autumn 16.1 45 19
Utrecht 52.09 5.10 Autumn 18.3 42 20

The Hague 52.07 4.28 Autumn 18.5 49 18
Tilburg 51.33 5.52 Summer 22.1 39 22

Middelburg 51.49 3.61 Summer 20.3 41 23
Arnhem 51.98 5.89 Summer 19.6 48 17
Venlo 51.37 6.17 Summer 21.8 43 35
Emmen 52.46 6.55 Spring 8.3 80 10
Meppel 52.69 6.19 Spring 7.1 27 13

Groningen 53.13 6.34 Spring 4.2 17 19
Leeuwarden 53.10 5.80 Spring 7.2 17 19
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4.3.1 Problem Statement

In contextual anomaly detection, contextual features are used to determine the so-
called context of an object. An object’s context is used to estimate whether it is
anomalous. The latter is achieved by comparing the object’s values for the behavioral
features to what is ‘normal’ within the object’s context—if the object’s behavioral
values strongly deviate, it is flagged as an anomaly.

For contextual anomaly detection to be meaningful, we must assume that there exist
dependencies between the contextual and behavioral data. If such a relationship does not
exist, there is no need to use contextual anomaly detection; one could simply remove
the contextual features and reduce the problem to a traditional anomaly detection
problem.

We illustrate this using the running example in Table 4.1. We can detect anoma-
lous weather taking into account different regions and seasons by specifying con-
textual feature set C = {Latitude, Longitude, Season} and behavioral feature set
B = {Temperature,Rain,Wind}. Each city is now only compared to cities with a
similar latitude, longitude, and season, i.e., its context. If a city has values for temper-
ature, rain, and/or wind that strongly deviate from those of the cities in its context,
it is marked as anomalous.

For example, Amsterdam and Rotterdam could form the context of Leiden; they
are both nearby and we have measurements for the same season. Temperature and
wind are similar for all three cities, but there was substantially more rain in Leiden
than in Amsterdam and Rotterdam. Hence, for that reason Leiden could be flagged
as an anomaly.

To formalize the problem, we introduce a generic ‘context function’ that maps
each possible data point to a subset of the dataset, i.e., its context, based on the data
point’s contextual features.

Problem 1: Contextual Anomaly Detection Given a dataset X with a fea-
ture set F = (C,B), a context function Context : C → Pow(X), an anomaly detector
Anomaly : B × Pow(X) → R+, and a threshold ϕ, find all data points for which the
anomaly scores exceed ϕ and are thereby flagged as anomalous—based on the behav-
ioral features—within their individual contexts, i.e., {(c, b) ∈ X | Anomaly(b,Context(c)) ≥
ϕ}.

Note that the context is determined based only on contextual feature values, and
that the anomaly detector may only use the behavioral feature values of the data
points in the given context when establishing if the given data point is anomalous or
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not.
In practice, analysts are not only interested in identifying anomalies, but also need

to know the underlying reasons for why a specific object is reported as anomaly. This
leads to the second problem that we consider.

Problem 2: Contextual Anomaly Explanation Given an anomalous object
x ∈ X and the context function Context and anomaly detector Anomaly that were
used to detect it, find the behavioral features B′ ⊆ B for which x = (c, b) substantially
deviates from Context(c).

4.3.2 Overall Approach

The problem statement in the Chapter 4.3.1 suggests a three-pronged approach based
on 1) context generation, 2) anomaly detection, and 3) anomaly explanation. In this
subsection we explain and illustrate the overall approach that we propose, using the
running example from Table 4.1.

Compute Distance 
Matrix using 
Contextual Features

Find contextual
nearest neighbours
for each object

Reference Group
Target

Report contextual neighbours 
(reference group)

Reported
Anomaly

Report
Context

Report
Anomaly Score

Decompose
Anomaly
Score

Report raw anomaly score
in each behavioural feature

Understand why
it is anomalous?

(a) Reference Group Generation (b) Anomaly Explanation

Figure 4.2: Reference Group Generation and Anomaly Explanation. The Reference Group
Generation phase computes the distance matrix using only the contextual features, and finds
a reference group for each object on this basis. The Anomaly Explanation phase produces an
explanation for each identified anomaly by reporting its contextual neighbors, final anomaly
score, and raw anomaly scores in each behavioral feature.

Phase 1: Reference Group Generation Many choices are possible for the context
function; in this manuscript we choose to use an object’s k nearest neighbors, which
we refer to as reference group. The most important reasons for this choice are that 1)
once a global contextual distance matrix has been computed the nearest neighbors of
any object can be found relatively quickly; 2) this approach only requires a distance
metric to be chosen, which can be defined for any type of data and be adapted to the
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problem at hand; and 3) it is generic enough to allow for different uses of the resulting
contexts.

Given a dataset X with contextual feature set C, we first compute the distance
matrix M between all objects using only the contextual features. Second, for any
object x ∈ X, we find its k nearest neighbors in contextual space based on M. As a
result, the k nearest neighbors of x form a reference group, denoted as R(x, k), which
serves as context in Problems 1 and 2.

For instance, as shown in Figure 4.2 (a), given {Latitude, Longitude, Season} as
the contextual feature set, we first calculate the distance matrix in the contextual
space Latitude× Longitude× Season. Second, based on the distance matrix, we can
find the three nearest neighbors of any object as its reference group1. Concretely, the
three nearest neighbors for x1 are {x2, x3, x4}, which forms a reference group for x1,
denoted as R(x1, 3).

Phase 2: Anomaly Detection Given an object x ∈ X with its reference group
R(x, k), we apply an anomaly detector Anomaly to obtain an anomaly score based only
on the behavioral attribute values. We repeat the above process for all objects, leading
to N anomaly scores S = {s1, s2, ..., sN}. We sort S and use threshold ϕ to obtain a
ranked list of contextual anomalies A = {a1, ..., am, ..., aM}, with M ≪ N .

For example, we can apply an anomaly detector on the behavioral space Temperature×
Rain ×Wind of x1 and its reference group R(x1, 3) = {x2, x3, x4}. As a result, we
obtain anomaly score s1 for x1. Accordingly, repeating this process leads to a set of
anomaly scores S = {s1, ..., s16}. In our running example we find {x4, x12, x13} as con-
textual anomalies, as they behave differently in the behavioral space Temperature×
Rain × Wind when compared to their corresponding neighbors defined in the con-
textual space Latitude × Longitude × Season. For example, Oss (x4) has relatively
stronger winds in winter when compared to its nearest cities Leiden, Amsterdam and
Rotterdam.

We require anomaly detectors to be attributable, meaning that an anomaly score s
generated by an anomaly detector must be decomposable into individual contributions
towards anomalousness for each behavioral feature using the anomaly detector’s native
structure.

1We use k = 3 for illustrative purposes; in practice, we would have a dataset with far more than
16 records and k would also be much larger.
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Phase 3: Anomaly Explanation For each anomalous object am, we first report
its reference group R(am, k) using the distance matrix obtained in Phase 1. Second,
we report its anomaly score sm, as obtained in Phase 2. Moreover, we decompose
sm into individual contributions from each behavioral feature bq ∈ B, resulting in
a list of raw anomaly scores sm = {sm1, ..., smq, ..., smQ}. This is possible because
sm is attributable. Next, we report the top-h raw anomaly scores in sm with their
corresponding behavioral features, where h can be specified by the analyst. The top-h
behavioral features and raw scores enable analysts to better understand why a specific
object is flagged as a contextual anomaly.

For example, Figure 4.2 (b) reports object x12 as an anomaly. To explain why, we
first inspect its reference group R(x12, 3) = {x10, x11, x12}, which contains the three
objects most similar to x12. Second, we report its anomaly score, i.e., 90. Next, we
decompose the score and report the behavioral features with the highest deviations,
e.g., Wind. We can interpret the result as: x12 deviates substantially in Wind when
compared to {x10, x11, x12}, which are all similar in terms of Latitude, Longitude and
Season.

4.4 Preliminaries
We first define the conditional mean and conditional quantiles, which we use to mo-
tivate the use of conditional quantiles for anomaly detection. Next, we detail quan-
tile regression forests, a model class that can robustly estimate conditional quantiles.
Readers familiar with these concepts can skip this section.

4.4.1 From Conditional Mean to Conditional Quantiles

Given a real-valued variable V and a set of variables U, regression analysis aims to
model the distribution of V conditioned on U. Specifically, it takes V as the response
variable and U as the predictor variables to construct a model that can be used to
predict V based on U. Standard regression uses training data {(U1, V1), ..., (Un, Vn)}
to learn a model that estimates the conditional mean E(V | U = u) and uses that as
prediction for V when U = u is given. For example, Least Squares Regression fits a
model θ̂ by minimizing the expected squared error loss, namely θ̂ = argmin

θ
E{(V −

V̂ (θ))2) | U = u}.
The conditional mean, however, is only a single statistic of the conditional distri-

bution and is thereby limited in what it can capture. For example, if the conditional
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distribution is a multi-modal distribution, the mean is insufficient to describe it (re-
gardless of whether we also consider the standard deviation).

To allow for more comprehensive descriptions of conditional distributions, [161]
proposed to estimate conditional quantiles. As usual, quantiles are splitting points
that divide the range of the probability distribution into consecutive intervals having
equal probability. Given a continuous variable V , its conditional α-quantile given
U = u is defined by Qα(u) = inf{v : F (v | U = u) ≥ α}, where F (v | U = u) = P (V ≤
v | U = u) is the cumulative distribution function. Conditional quantiles have the
potential to describe the full conditional distribution of response variable V .

Existing regression-based anomaly detection methods typically estimate the condi-
tional mean of V by its expected value v̂, and then use the Euclidean distance between
its actual value and the expected value, i.e., dist(v, v̂), as anomaly score. It is hard
to interpret this distance though, as the shape and range of the conditional distribu-
tion are unknown. In this paper we address this by estimating conditional quantiles
instead. In particular, we will show that we can use conditional quantiles to approx-
imate the probability of observing a certain data point in its context, which is then
used for the anomaly score.

4.4.2 Quantile Regression Forests

Tree-based regression approaches—such as CART, M5, and Random Forests—are of-
ten used to learn both linear and non-linear dependencies. [134] extended the Random
Forest to Quantile Regression Forest, which estimates and predicts conditional quan-
tiles instead of means.

Specifically, a quantile regression forest (QRF) is constructed by building an en-
semble of K independent decision trees to estimate the full conditional cumulative dis-
tribution function of V given U = u, based on n independent observations {(U1, V1),

..., (Ui, Vi), ..., (Un, Vn)}. Each Ui consists of d dimensions. The estimated full condi-
tional distribution can be written as

F̂ (v|U = u) = P̂ (V ≤ v|U = u) = Ê(I(V ≤ v)|U = u) =
n∑

i=1

ωi(u)I(Vi ≤ v), (4.1)

where ωi(u) denotes the weight assigned to observation (Ui, Vi).
The decision trees that make up a quantile regression forest are constructed sim-

ilarly to how a random forest is learned, i.e., for each individual tree m ≤ n data
points are sampled (with replacement), d′ ≪ d features are randomly selected, and a
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criterion such as information gain is used to recursively split the data and tree. Each
leaf node keeps all its observations though. K decision trees, namely T1(θ), ..., TK(θ),
are independently grown to form a forest.

Once the forest has been constructed, for a given U = u each decision tree Tj(θ) is
traversed to find the leaf node that u resides in. A weight ωi(u, Tj(θ)) is then computed
for each observation Ui, with i ∈ {1, ..., n}: if observation Ui and u reside in the same
leaf node, then ωi(u, Tj(θ)) is defined as 1 divided by the number of samples residing
in the leaf node. Otherwise, ωi(u, Tj(θ)) is 0. Next, it takes the average of ωi(u, Tj(θ))
over all decision trees, i.e.,

ωi(u) =
1

K

K∑
j=1

ωi(u, Tj(θ)), (4.2)

which is the weight assigned to an observation Ui. Finally, conditional quantile
Qα(u) = inf{v : F (v | U = u) ≥ α} can be estimated by Q̂α(u) = inf{v : F̂ (v |
U = u) ≥ α}. Under reasonable assumptions, [134] proved quantile regression forests
to be consistent, i.e.,

|F̂ (v | U = u)− F (v | U = u)| p−→ 0,with n −→∞ (4.3)

holds pointwise for every u.

4.5 Quantile-based Contextual Anomaly Detection
and Explanation

We present an instance of the generic approach for contextual anomaly detection
presented in Chapter 4.3.2 that is based on quantile regression forests.

The main idea of our method is to estimate the deviation of an object’s behavioral
values within a given context using uncertainty quantification around predictions,
where the predictions are assumed to capture ‘normal’ behavior. Then, a higher
uncertainty implies a higher deviation within the context and thus a higher degree
of anomalousness. To this end several approaches could be explored. For example,
one might use multi-target regression models—such as Multivariate Random Forests
[162]—on all behavioral features, or single-target regression models—such as Random
Forests [163]—on individual behavioral features followed by aggregation and conformal
inference [164]. In this paper we instead opt to use Quantile Regression Forests [134],
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a single-target regression model, because it is (relatively) simple, offering advantages
with regard to interpretability, and directly provides uncertainty quantifications. More
concretely, we derive intervals for the behavioral features from the underlying quantile
regression forests as inherent uncertainty quantifications around predictions, resulting
in statistically sound and interpretable measures of degree of anomaly.

In the first phase, we generate reference groups using a distance matrix computed
on the contextual space of all data points. Specifically, we use Gower’s distance [165]
(see Chapter 4.6.1 for more detail), to be able to deal with both quantitative and
categorical features, and select the k objects having the smallest distances to an object
x as its reference group R(x, k).

Next, in the second phase, an anomaly score is computed for each individual data
point, based on the values in the behavioral space of the data point and its reference
group. The algorithm is dubbed QCAD—for Quantile-based Contextual Anomaly
Detection—and forms the core of our approach; it is introduced in Chapter 4.5.1. Fi-
nally, Chapter 4.5.2 describes how the found anomalies are explained by decomposing
the anomaly score in the third phase.

Algorithm 3 Quantile-based Contextual Anomaly Detection (QCAD)
Input: Dataset X; contextual feature set C; behavioral feature set B; number of be-

havioral features Q; number of nearest neighbors k; number of conditional quan-
tiles to estimate nq; number of trees nt; maximum number of features used in a
tree nf ; minimum number of samples to split a node ns.

Output: Anomaly score list S
1: procedure QCAD(X,C,B, k, nq, nt, nf , ns)
2: S⇐ {}
3: for x ∈ X do
4: R(x, k)⇐ GetReferenceGroup(X,C, x, k)
5: for q ∈ {1, 2, ..., Q} do
6: QRF ⇐ LearnQRF (R(x, k),C, bq, nq, nt, nf , ns)
7: s(x|bq)⇐ AnomalyScore(QRF,C, bq, x)
8: end for
9: s(x) = 1

Q

∑Q
q=1 s(x|bq)

10: S.append((x, R(x, k), s(x)))
11: end for
12: return S
13: end procedure
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4.5.1 Detecting Anomalies with Quantile Regression Forests

Algorithm 3 outlines the QCAD algorithm, which takes a dataset and a number of
hyperparameters as input and outputs a list of all data points together with their
reference groups and computed anomaly scores. Specifically, we assume that the con-
textual features can be mixed but all behavioral features are numerical. We will first
describe the overall algorithm, and then go into the specifics of the score computation.

Algorithm After initializing the empty score list (Line 2), the algorithm iterates over
all data points in dataset X (Ln 3–11). For each object x = (c1, ..., cp, ..., cP , b1, ..., bq

, ...bQ) = (c, b) we first obtain the reference group that was computed in the first
phase (Ln 4). We then iterate over all features in behavioral feature set X in order
to compute a partial anomaly score for each behavioral feature (Ln 5–8). These
partial anomaly scores are summed to obtain the anomaly score for x (Ln 9), i.e., we
assume the behavioral features to all have equal potential to contribute to the overall
anomaly score. After this, the data point, its reference group, and its anomaly score
are appended to the anomaly score list (Ln 10). Finally, the anomaly score list is
returned as output (Ln 12).

Within the inner for loop, we first learn a quantile regression forest using behav-
ioral feature bq as response variable and the data point’s reference group R(x, k) as
training data (Ln 6). All contextual features C are used as predictor variables for ev-
ery constructed QRF. We then use the learned quantile regression forest, the features,
and the data point to compute the raw partial anomaly score (Ln 7), which we will
motivate and explain in detail next.

QRF-based anomaly score As argued in the Introduction and Chapter 4.4.1, tak-
ing the distance between a data point and a conditional mean as basis for a contextual
anomaly score may be too limiting: this only works if all ‘normal’ data points reside
close to the mean. Instead, we aim to—conceptually—consider the entire conditional
probability density function and use the local density of a given data point as a proxy
for anomalousness: the lower the density, the higher the anomaly score. Directly
accurately estimating the density function is hard though, especially in areas of low
density, which are of particular importance to us.

This is where the quantile regression forests come in: given sufficient training data,
they accurately learn the conditional cumulative distribution function, which can be
queried in inverse form, i.e., through conditional quantiles. When querying a quantile
regression forest, this can be done at different granularities. For example, Figure 4.3(a)
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(b)(a)

Figure 4.3: (a) Estimated conditional quantiles {Q0.1, Q0.2, . . . , Q0.9} for a behavioral
feature conditioned on contextual features. (b) Zooming in on the area between Q0.40 and
Q0.50, we see that percentiles are more likely to be sufficiently detailed than the quantiles in
(a). A high-resolution online version improves readability of small fonts.

shows that conditional quantiles {Q0.1, Q0.2, . . . , Q0.9} may very well be insufficient to
accurately describe a conditional distribution as they overly smooth the underlying
distribution and thus fail to capture the nuances accurately, while Figure 4.3(b) show
that conditional percentiles, i.e., {Q0.01, Q0.02, . . . , Q0.99}, are much more likely to
provide sufficient detail.

We use conditional percentiles for our anomaly score, because they provide a high
level of granularity while not requiring very large amounts of data to be estimated ac-
curately. As additional benefit, the difference between each two consecutive percentiles
is always assessed by a weighted combination of a comparable number of training data
points, i.e., at the cost of some smoothing we do not suffer from extremely poor local
density estimates in low density areas.

To formally develop our anomaly score, we first define τi to be the ith percentile,
i.e., τi = Qi/100, ∀i ∈ [0, 100]. For any percentile interval, i.e., an interval [τi, τi+1]

defined by two consecutive percentiles i and i+ 1, we have by definition that it spans
exactly 0.01 probability (see Figure 4.3(b)). We could estimate the local density of
a percentile interval and use that for our anomaly score, but we aim for a score that
becomes larger when a data point is deemed to be more anomalousness.

To this end we define percentile interval width wi as the difference between two
consecutive percentiles i and i + 1, i.e., τi+1 − τi. As such, interval width can be
regarded as ‘inverse density’, meaning that width will increase as the local density
decreases. For example, in Figure 4.3(b) we have τ46 = 0.5 and τ47 = 0.513, which
gives w46 = 0.013. Data points that fall in percentile intervals having relatively large
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widths are more likely to be contextual anomalies, as they reside in low-density areas
of the conditional distribution.

The basic idea is thus to define the anomaly score for an object x and behavioral
feature bq as w(x|bq), i.e., the width of the (QRF-predicted) percentile interval in
which the behavioral value of the data point falls. We need to consider a special case
though: the actual behavioral feature value bq may be less than the smallest estimated
conditional quantile, i.e., τ q0 , or greater than the largest estimated conditional quantile,
i.e., τ q100. That is, the actual value may not fall in any estimated conditional percentile
interval. To address this we extrapolate beyond τ q0 and τ q100, leading to intermediate
anomaly score

is(x|bq) =



(
1 +

τ q0 − bq

τ q75 − τ
q
25

)
max(w(x|bq)), if bq < τ q0 ;(

1 +
bq − τ q100
τ q75 − τ

q
25

)
max(w(x|bq)), if bq > τ q100,

w(x|bq), otherwise,

(4.4)

where max(w(x|bq)) represents the maximum interval width of all conditional per-
centile intervals for the behavioral feature bq.

Unfortunately, directly using Equation (4.4) as a partial anomaly score would make
our approach prone to the so-called dictator effect: summing such partial scores for a
data point that strongly deviates in only a few behavioral features would lead to a larger
anomaly score than anomalous data points deviating moderately in many behavioral
features. As a result, data points with few, strong deviations would ‘dictate’ highest
scores; this is undesirable.

To avoid the dictator effect, we truncate the partial anomaly scores to a predefined
maximum and arrive at the final partial anomaly score as

s(x|bq) =


η

100
, if is(x|bq) >

η

100
;

is(x|bq), otherwise,
(4.5)

where η is a hyperparameter. The rationale for η is as follows: if the conditional
distribution is uniformly distributed and the behavioral feature has range [0, 1], then
the expected width of any percentile interval width is 0.01 and η can be interpreted
as the maximum number of expected percentile interval widths. In the experiments we
use η = 10 because of its strong empirical performance (also shown in the ablation
study in Appendix 4.7).
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Figure 4.4: Anomaly beanplot giving insight in what the quantile regression forest learned
for a particular data point and behavioral feature, and why the data point is (not) considered
an anomaly. The short blue lines indicate the conditional percentiles τ0, τ1, . . . , τ100 as learned
by the QRF (top to bottom), for the given data point and behavioral feature. As in a box plot,
the (cyan) box indicates first quartile (τ25), median (τ50), and third quartile (τ75). The wider
red area represents probability densities as estimated based on the conditional percentiles.
Finally, the black line indicates the actual value that the data point has.

By scaling the behavioral features to [0, 1] before anomaly detection, e.g., using
min-max normalization, the estimated conditional percentiles should also lie in this
interval and the interval widths obtained for the individual behavioral features should
thus be comparable. In turn, this implies they can be summed to obtain the final
anomaly score for a data point (Algorithm 3, Line 9).

4.5.2 Explaining Anomalies with Anomaly Beanplots

In the third phase, we provide explanations for the reported anomalies. From the
definition of our anomaly score it is clear that it is attributable: the overall score can
be decomposed into partial scores for individual behavioral features.

For each identified anomaly a, we report its contextual neighbors R(a) and the final
anomaly score as computed on Line 9 of Algorithm 3. Further, we report the partial
anomaly scores corresponding to the behavioral features, i.e., we report s(x|bq) for all
q, ranked from highest to lowest to indicate in which behavioral features the anomaly
deviates most.

90



Chapter 4. Explainable Contextual Anomaly Detection using Quantile
Regression Forests

Since visualization often helps to quickly provide valuable insight, we propose the
anomaly beanplot, a variant of the beanplot by [166]. Figure 4.4 shows an example,
visually depicting the learned conditional percentiles, their interval widths, and the
probability densities that can be estimated from those, all for a particular data point
and behavioral feature. (Remember that a quantile regression forest is learned on the
reference group of a data point, hence the anomaly beanplot for each data point may
be different.)

By including the actual value of the data point in the beanplot (as a horizontal
black line), the analyst can easily see how its behavioral feature value is positioned
relative to those of its reference group, and why and to what extent it contributes to
the its anomalousness.

4.6 Experiments
To demonstrate the effectiveness of our overall approach and proposed method QCAD,
we conduct experiments on a wide range of synthetic and real-world datasets. We will
first explain the choices regarding datasets, baseline algorithms, and evaluation crite-
ria, after which we present both quantitative results and a case study that investigates
interpretability and practical utility.

In addition, we demonstrate the robustness of QCAD with regard to the ‘number
of nearest neighbors’ hyperparameter by means of a sensitivity analysis, and conduct
several ablation studies to investigate the impact of the hyperparameters. For rea-
sons of space and brevity, the sensitivity analysis and ablation studies are given in
Appendices 4.7 and 4.7.

4.6.1 Data

It is challenging to evaluate unsupervised anomaly detection algorithms due to the lack
of commonly agreed-upon benchmark data, and down-sampling classification datasets
has been criticized for its variation in the nature of the resulting outliers [167, 168].

When evaluating unsupervised contextual anomaly detection algorithms, this prob-
lem is further compounded by the requirement to have both contextual and behavioral
features, and—more importantly—treating those differently [141]. Consequently, a
generally accepted approach is to artificially inject contextual anomalies into existing
datasets using a perturbation scheme.
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Data Preprocessing

To make the datasets suitable to all anomaly detection methods, we need to preprocess
them before injecting contextual anomalies. First, we leverage Label Encoding [169] to
transform categorical contextual features to numerical form. Second, we employ Min-
Max normalization to scale all behavioral features to [0, 1]. Min-Max normalization is
routinely used in many anomaly detection and generally improves performance [170].

Gower’s Distance To be able to calculate the similarity between two data points
containing both categorical and numerical features, we can utilize Gower’s distance
[165]. Specifically, the Gower’s distance between data points ci = (c1i , ..., c

p
i , ...c

P
i )

and cj = (c1j , ..., c
p
j , ...c

P
j ) is defined as 1 − 1

P

∑P
p=1 ps

p
ij , where pspij represents the

partial similarity between data instances ci and cj in the p-th dimension. For a
numerical feature, pspij = 1− |cpi −cpj |

max(cp)−min(cp) , with max(cp) and min(cp) denoting the
maximum and minimum value of all data points for the p-th feature, respectively. For
a categorical feature, pspij = I(cpi − c

p
j ), where I(·) represents the indicator function.

Consequently, Gower’s distance between two data points is always in [0, 1], with a
lower value indicating a larger similarity.

Perturbation Scheme for Outlier Injection

[140] proposed a perturbation scheme to inject contextual anomalies in datasets with-
out ground-truth anomalies, which has become a de-facto standard for the evaluation
of contextual anomaly detection [140, 141, 149, 171].

This perturbation scheme, however, has also been criticized for two reasons [140,
172]. First, the objects obtained by simply swapping the feature values are still likely
to be contextually normal. Second, some very common types of anomalies cannot be
yielded through this perturbation scheme. For example, one cannot obtain extreme
values by swapping features values in a clean dataset, whereas most anomaly detection
methods assume the training dataset is uncontaminated. To avoid these problems,
[172] introduced another perturbation scheme to inject anomalies. We develop a new
perturbation scheme by refining this scheme, as follows.

Given a dataset X containing N data instances with contextual feature set C =

{c1, ..., cP } and behavioral feature set B = {b1, ..., bQ}, we first use Min-Max nor-
malization to scale the behavioral features of all objects to [0, 1] (keeping the con-
textual features intact), resulting in a new dataset X̃. Second, to inject m anoma-
lies into X̃, with 0 < m ≪ N , we select m objects x1, . . . , xm uniformly at random
from X̃. For each x = (c, b) in X̃, c represents the contextual feature values and b
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denotes the behavioral feature values. Third, for a selected object xi = (ci, bi) =

(c1i , ..., c
p
i , ..., c

P
i , b

1
i , ..., b

q
i , ..., b

Q
i ) and behavioral feature bq, we sample a number uni-

formly at random from [−0.5,−0.1]
∪
[0.1, 0.5], and then add this random number to

the behavioral feature value of xi, namely bqi , resulting in b̂qi . In the same manner, we
repeat this process for each behavioral feature, resulting in (b̂1i , ..., b̂

Q
i ), or b̂i. Accord-

ingly, we generate a new object x̃ = (c, b̂) as contextual anomaly. Fourth, we repeat
the third step for each selected object, leading to m perturbed objects. Fifth and
final, we replace the selected objects in the original dataset with their corresponding
perturbed objects. To allow extreme values to be injected, we deliberately do not
truncate the values outside [0, 1] after adding a random number in each behavioral
feature.

Our perturbation scheme has the following advantages. When compared to the
swapping perturbation scheme proposed by [140], the objects obtained by our per-
turbation scheme are very unlikely to remain contextually normal. In addition, our
perturbation scheme can—but does not always—lead to extreme values. Note that
we do not strictly follow the perturbation scheme proposed by [172] because their
method only adds a non-negative number to the behavioral features. On the one
hand, sometimes this non-negative number is zero, leading to injecting a normal ob-
ject as ‘anomaly’. On the other hand, sometimes this non-negative number is huge,
which makes the injected object (too) easy to detect. Our perturbation scheme avoids
these problems by firstly normalizing the behavioral feature values, and then setting
more reasonable lower and upper bounds for the perturbation.

Datasets

To evaluate and compare our method on a diverse range of datasets, we generate 10

synthetic datasets and select 20 real-world datasets; their properties are summarized
in Tables 4.2 and 4.3 respectively.

We first discuss the synthetic data. To be able to produce data with various forms
and degrees of dependencies between behavioral and contextual features, we propose
the following generation schemes. For q ∈ {1, ..., Q}, we have

(S1) bq =
∑Q

p=1 (αqp · cp) + ϵ;

(S2) bq =
∑Q

p=1

(
αqp · (cp)3

)
+ ϵ,

(S3) bq =
∑Q

p=1 (αqp · sin(cp)) + ϵ,

(S4) bq =
∑Q

p=1 (αqp · log(1 + |cp|)) + ϵ,
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Table 4.2: Summary of synthetic datasets. #Num,#Cat,#C and #B represent the
number of numerical features, the number of categorical/nominal features, the number of
contextual features, and the number of behavioral features, respectively. All behavioral
features are numerical, the contextual features can be mixed.

Dataset Scheme #Num #Cat #C #B
Syn1 S1 8 2 5 5
Syn2 S2 8 2 5 5
Syn3 S3 8 2 5 5
Syn4 S4 8 2 5 5
Syn5 S5 8 2 5 5
Syn6 S1 19 6 20 5
Syn7 S2 19 6 20 5
Syn8 S3 19 6 20 5
Syn9 S4 19 6 20 5
Syn10 S5 19 6 20 5

(S5) bq =
∑Q

p=1

(
αqp · cp + βqp · (cp)3 + γqp · sin(cp) + δqp · log(1 + |cp|)

)
+ ϵ,

where αqp, βqp, γqp, δqp
i.i.d.∼ U(0, 1) and are replaced by zero with a probability of 1/3.

Further, ϵ = (ϵ1, ..., ϵn, ..., ϵN )T , with ϵn
i.i.d.∼ U(0, 0.05).

In addition, for p ∈ {1, ..., P}, cp is generated from a Gaussian mixture model with
five clusters. If it is numerical, each of the Gaussian centroids is sampled uniformly
at random from [0, 1] and the diagonal element of the covariance matrix is fixed at
1/4 of the average pairwise distance between the centroids in each behavioral feature.
Otherwise, the centroids are sampled uniformly at random from {0, 1, ..., 10} with the
same covariance setting. Moreover, every generated number is rounded to an integer to
ensure that it is categorical. On this basis, we generate a wide collection of synthetic
datasets by varying the generation scheme and the number of contextual features
and behavioral features. Sample size is always set to 2000, and the rate of injected
anomalies is fixed at 2.5%. See Table 4.2 for an overview.

Next, we employ the above-mentioned perturbation scheme to inject contextual
anomalies into 20 real-world datasets. We use these datasets because they are repre-
sentative of the potential application areas of our QCAD framework. That is, they
stem from healthcare & life sciences (e.g., Bodyfat, Heart Failure, Indian River Pa-
tient, Hepatitis, Parkinson Telemonitoring, Abalone, Fish Weight, QSAR Fish Toxi-
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Table 4.3: Summary of real-world datasets. #Num,#Cat,#C and #B represent the
number of numerical features, the number of categorical/nominal features, the number of
contextual features, and the number of behavioral features, respectively. All behavioral
features are numerical, the contextual features can be mixed.

Dataset #Num #Cat #Samples #Anomalies (Ratio) #C #B
Abalone 8 1 4177 100 (2.4%) 4 5
AirFoil 6 0 1503 70 (4.7%) 5 1
BodyFat 15 0 252 20 (7.9%) 13 2
Boston 12 2 506 40 (7.9%) 13 1
Concrete 9 0 1030 50 (4.8%) 8 1
ElNino 3 8 20000 200 (1%) 6 5
Energy 10 0 768 50 (6.5%) 8 2

FishWeight 6 1 157 15 (9.5%) 6 1
ForestFires 11 2 517 50 (9.7%) 4 9
GasEmission 11 0 7384 100 (1.4%) 8 3
HeartFailure 7 5 299 30 (10%) 6 6
Hepatitis 11 2 615 30 (4.9%) 3 10

LiverPatient 9 2 579 30 (5.2%) 3 8
Maintenance 18 0 11934 100 (0.8%) 15 3
Parkinson 21 1 5875 100 (1.7%) 20 2
PowerPlant 5 0 9568 100 (1%) 4 1
QSRanking 12 1 475 40 (8.4%) 7 6
SynMachine 5 0 557 50 (8.9%) 4 1
Toxicity 7 0 908 50 (5.5%) 6 1
Yacht 7 0 308 30 (9.7%) 6 1
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city), social sciences (e.g., Boston House Price, University Ranking), environmental-
protection area (e.g., El Nino, Forest Fires), and engineering (e.g., Gas Turbine CO
and NOx Emission, Yacht Hydrodynamics, Condition Based Maintenance of Naval
Propulsion Plants, Synchronous Machine, Airfoil Self-Noise, Concrete Compressive
Strength, Combined Cycle Power Plant). A summary is given in Table 4.3; each
dataset is described in more detail in Appendix 4.7.

4.6.2 Baseline Algorithms and Implementations

We empirically compare our method to state-of-the-art algorithms, including tradi-
tional anomaly detection methods (distance-based, density-based, dependency-based,
etc.) and contextual anomaly detection methods. For a fair comparison, we select the
following anomaly detectors, which all return an anomaly score—rather than a binary
outcome—for each data instance.

• Local Prediction Approach to Anomaly Detection (LoPAD) by [156], which is
the state-of-the-art dependency-based traditional anomaly detector;

• Conditional Outlier Detection (CAD) by [140], which was the first anomaly
detector dedicated to identify contextual anomalies;

• Robust Contextual Outlier Detection (ROCOD) by [141], which is the state-of-
the-art contextual anomaly detector;

• Isolation Forest (IForest) by [77], which is one of the state-of-the-art isolation-
based traditional anomaly detectors;

• Local Outlier Factor (LOF) by [173], which is one of the state-of-the-art density-
based traditional anomaly detectors;

• k-NN anomaly detector by [174], which is one of the state-of-the-art distance-
based traditional anomaly detectors;

• Anomaly detector using axis-parallel subspaces (SOD) by [157], which is one of
the state-of-the-art subspace-based traditional anomaly detectors; and

• Histogram-Based Outlier Score (HBOS) by [85], which is one of the state-of-the-
art histogram-based traditional anomaly detectors.

We implemented and ran all algorithms in Python 3.8 on a computer with Apple M1
chip 8-core CPU and 8GB unified memory. For classical algorithms such as IForest,
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LOF, k-NN, SOD, and HBOS, we use their publicly available implementations in
PyOD [107] with their default settings. Unfortunately, for LoPAD, CAD and ROCOD
no implementation was publicly available. For LoPAD, we first use the ‘bnlearn’
package [175] in R to find the Markov Blankets of each dataset based on Fast-IAMB
[176]. Next, we implement the LoPAD algorithm in Python using CART [177] as the
prediction model with bagging size 200. For CAD, we implement the CAD-GMM-
Full algorithm as recommended by [140], with default settings except for parameter
‘number of Gaussian component’; if this parameter would be set to its default 30,
it would take more than one month to finish all the experiments on our computer.
In addition, preliminary experiments show that the difference in results when this
parameter is set to 30 and 5 respectively is negligible for most datasets. We therefore
set this parameter to 5 in all experiments. We implemented ROCOD in Python with
its default settings. One important parameter, namely the distance threshold used to
find neighbors, is not discussed in [141] though. For different datasets and distance
metrics, it is hard to obtain a single best value for this parameter and preliminary
experiments revealed that ROCOD is sensitive to this parameter. Nevertheless, we
also observed that it often achieves relatively good results when the distance threshold
used to find neighbors is set to 0.9; hence, we decided to set this parameter to 0.9 by
default.

QCAD Parameters Setting

As summarized in Table 4.4, the QCAD algorithm also requires several parameters
to be set. First, in our contextual anomaly framework, we need to set the number
of nearest neighbors (k) used to generate reference group. Second, when creating
quantile regression forests, we need to specify the following parameters: the number
of trees, the number of maximal features used to construct a tree, and the number of
minimal sample size to split in a node of tree. Third, we need to specify the number
of conditional quantiles (l) to estimate for an object in each behavioral feature. Last,
we also need to set the number of features (h) used to generate explanations. We set
these parameters as follows.

• The number of nearest neighbors (k): the sensitivity analysis (see appendix)
indicates that our approach is robust with respect to this parameter as long as
its value is not overly small. By default, we set this parameter to min(N/2, 500),
where N is the sample size.

• The number of conditional quantiles to estimate (nq): theoretically, an increase
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Table 4.4: Summary of parameters involved in QCAD. Particularly, Value represents the
values that we recommend to use in experiments.

Symbol Meaning Value
k number of nearest neighbors min(N/2, 500)
nq number of conditional quantiles to estimate 100
nt number of trees used to construct a QRF 100 or 10
nf number of maximal features used to construct a tree |C|
ns minimum number of samples to split a node 10
h number of features used to generate explanations min(|B|, 3)

in this number will result in better performance in terms of accuracy, at the ex-
pense of a larger running time. However, preliminary experiments show that
increasing this number beyond 100 will only produce slightly better results.
Therefore, we set it to 100 by default.

• The number of trees used to construct a quantile regression forest (nt): in theory,
a larger number of trees will produce better performance in terms of accuracy,
but at the cost of a larger running time. We empirically found that 100 trees
usually gives good results and further increasing the number of trees leads to
negligible improvement. Due to time constraints, we set this number to 10 in all
experiments in this paper.

• The number of maximal features used to construct a tree in a quantile regression
forest (nf ): [134] demonstrated the stability of quantile regression forest on this
parameter, and set this parameter to 1/3 of the number of variables in their
experiments. However, in our experiments, sometimes the number of contextual
features is less than 3. To render quantile regression forests applicable on various
datasets, we set this parameter to the number of all variables by default.

• The minimal sample size for the node of a tree to be split (ns): as indicated in
[134], different values of this parameter do not seem to have much effect on the
results, and our preliminary experiments are also in line with this statement.
Therefore, we set this number to 10 by default, as also used in [134].

• The number of features used to generate explanations (h): This parameter is
set to min(|B|, 3) by default. However, the end-users can set this parameter
according to their preferences as long as its value is between 0 and |B|, where
|B| represents the number of behavioral features.
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For reproducibility, we make all code and datasets publicly available2.

4.6.3 Evaluation Criteria

PRC AUC [141, 172], ROC AUC [178, 179, 180], and Precision@n [181] are widely
used for the evaluation and comparison of anomaly detection methods that generate
a full list of anomaly scores for all observations. They are defined as follows:

• Receiver Operating Characteristic (ROC), which is obtained by plotting the true
positive rate (y-axis) versus the false positive rate (x-axis) at various threshold
settings. The area under this curve, namely ROC AUC, is a threshold-agnostic
performance measure widely used in anomaly detection;

• Precision-Recall Curve (PRC), which is created by plotting precision (y-axis)
against recall (x-axis) at various threshold settings. The area under this curve,
namely PRC AUC, is another widely-used, threshold-agnostic performance mea-
sure, and is also called Average Precision;

• Precision at n, or P@n, is defined as the precision of the observations ranked
among the top-n, where n ∈ {1, 2, ..., N}. In our experiments, we set n to the
number of injected contextual anomalies.

For completeness: precision is defined as #{Real anomalies}∩{Reported anomalies}
#{Reported anomalies} , while

recall is defined as #{Real anomalies}∩{Reported anomalies}
#{Real anomalies} . We perform ten independent

trials of injecting contextual anomalies on each dataset and report the means and
standard deviations of each of the three evaluation criteria.

4.6.4 Anomaly Detection Performance

Results on 10 synthetic datasets and 20 real-world datasets are presented in Tables 4.5,
4.6, and 4.7, where the first table concerns synthetic data, and the latter two tables
concern real-world data.

From Table 4.5, we observe that QCAD generally dominates other methods in
terms of anomaly detection accuracy according to the average ranks. More specifi-
cally, QCAD achieved the best results on 9 out of 10 synthetic datasets in terms of
PRC AUC and ROC AUC, and on all datasets in terms of Precision@n. On Syn8,
QCAD is on par with its best competitor (i.e., CAD) in terms of ROC AUC, whereas

2https://github.com/ZhongLIFR/QCAD
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Chapter 4. Explainable Contextual Anomaly Detection using Quantile
Regression Forests

QCAD is slightly worse than CAD and ROCOD in terms of PRC AUC. This demon-
strates the effectiveness of QCAD in identifying contextual anomalies for different
forms and degrees of dependencies between the behavioral features and contextual fea-
tures. More importantly, the poor performance of LoPAD indicates the importance of
distinguishing behavioral features from contextual features. Additionally, other tradi-
tional anomaly detectors—including IForest, LOF, k-NN, SOD, and HBOS—perform
poorly on most datasets because they treat all features equally.

Another important observation is that QCAD is generally superior to other meth-
ods in terms of robustness. That is, QCAD attains high PRC AUC, ROC AUC, and
Precision@n values with small standard deviations on Syn1, Syn2, Syn3, Syn4 and
Syn5, indicating that it is robust to different forms and degrees of dependency rela-
tionships, including linearity and non-linearity. In contrast, its strongest contender,
CAD, has high standard deviations on Syn1 and Syn6. One possible reason is that
CAD gets trapped in a bad local minimum when using expectation-maximization al-
gorithm to learn parameters. Despite being a contextual anomaly detector, ROCOD
performs poorly on datasets Syn2 and Syn5 in terms of PRC AUC and Precision@n.
From the results on Syn6, Syn7, Syn8, Syn9 and Syn10, it appears that a larger num-
ber of contextual features does not substantially affect the performance of QCAD.
Compared to other contextual anomaly detectors, and specifically CAD, QCAD does
not perform particularly better on these synthetic datasets.

The results on real-world datasets presented in Tables 4.6 and 4.7 show that QCAD
performs best overall when compared to its contenders, as witnessed by its average
ranking results. Concretely, QCAD outperforms the other methods on 13 out of
20 real-world datasets in terms of PRC AUC and ROC AUC, and on 11 out of 20
datasets in terms of P@n. On most of the remaining datasets, QCAD is on par with
its strongest competitors. For instance, HBOS achieves the best performance on Forest
Fires, Heart Failures, Hepatitis, and Indian Liver Patient; QCAD’s performance on
these datasets is comparable. The number of contextual features in these datasets is
often substantially less than the number of behavioral features, reducing the contextual
anomaly detection problem to a traditional anomaly detection problem. QCAD is only
slightly worse than ROCOD on Power Plant and Toxicity in terms of PRC AUC. Note
that CAD produces surprisingly good results on the Bodyfat dataset, and surpasses
other methods including QCAD. One possible explanation is that the contexts and
behaviors are both composed of well-separated Gaussian components, and that the
association between contextual and behavioral components is strong.

We also observe that QCAD performs well on datasets with varying sample size,
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4.6. Experiments
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4.6. Experiments

PRC AUC ROC AUC Precision@n

Figure 4.5: Critical difference diagram showing statistical difference comparisons between
QCAD and its contenders in terms of PRC AUC, ROC AUC and Precision@n. To achieve this,
we use Friedman tests [182] followed by Nemenyi post hoc analysis [183] with a significance
level of 0.05. The post-hoc Nemenyi test indicates there are no significant differences within
QCAD, CAD and ROCOD in terms of PRC AUC; there are no significant differences within
QCAD, ROCOD, HBOS and IForest in terms of ROC AUC; there are no significant differences
within QCAD, ROCOD, HBOS and CAD in terms of Precision@n. However, one can see
that QCAD consistently outperforms its contenders by a large margin in three metrics.

dimensionality, and rate of injected anomalies. Specifically, QCAD achieved a high
ROC AUC (≥ 0.85) on all datasets. This is much better than the ROC AUC values
close to 0.50 obtained by ROCOD, CAD, HBOS, and IForest on some datasets, imply-
ing they are random guessing. In addition, QCAD attained high PRC AUC (≥ 0.8)
and Precision@n values (≥ 0.7) on most datasets. The lowest PRC AUC and Preci-
sion@n value are is 0.46 and 0.49, respectively, both obtained on the Toxicity dataset.
Possible reasons for QCAD’s moderate performance on Airfoil, BodyFat, Power plant,
and Toxicity are: the dependency relationship between behavioral features and con-
textual features is not strong, or the dependency relationship is too complex for the
Quantile Regression Forests to capture. ROCOD, COD, HBOS, and IForest, however,
obtain PRC AUC values less than 0.70 and Precision@n values less than 0.60 on most
datasets. Moreover, HBOS and IForest sometimes attain PRC AUC and Precision@n
lower than 0.10, which is extremely poor. This implies that traditional anomaly de-
tection methods are not suitable for identifying contextual anomalies, as they treat all
features equally. Furthermore, the relatively poor performance of ROCOD and CAD—
compared to our method—demonstrates the importance of modeling more properties
of the conditional distribution than just the mean.

4.6.5 Runtime Analysis

To investigate the scalability and efficiency of QCAD, we perform a runtime analysis
by varying the sample size, the number of contextual features, and the number of
behavioral features. As shown in Figure 4.6, we can empirically observe that the run-
time of QCAD scales linearly with respect to the sample size, the number of contextual
features, and the number of behavioral features on small and medium datasets. In
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Figure 4.6: Runtime analysis by varying the sample size, the number of contextual fea-
tures (#C), and the number of behavioral features (#B). The results are obtained with
5 independent trials. The data was synthesized using scheme S1. Note the varying y-axis
scales.

contrast, CAD is computationally prohibitively expensive even on small datasets. To
further understand the complexity of QCAD, we perform a time complexity analysis
in Appendix 4.7. The theoretical analysis is in line with our empirical results and
analysis.

4.6.6 Using QCAD to Find Promising Football Players

In this section, we illustrate the capability of QCAD on identifying potentially mean-
ingful contextual anomalies and providing intuitive and understandable explanations
for reported anomalies when applied to a real-world problem.

As use case, we consider the problem of finding exceptional players in the En-
glish Premier League. The dataset3 describes the background information and per-
formance statistics of 532 football players from 2020 to 2021. We use the variables
Position1,Position2 (positions for which the player plays), Age (age of the player),
Matches (number of matches played), Starts (number of matches that the player was
in the starting lineup), and Mins (number of minutes the player played overall) as
contextual features. Two performance statistics, Goals (number of goals scored by the
player) and Assists (number of assists given by player), are regarded as behavioral
features.

Figure 4.7 depicts the distribution of all data objects in behavioral space Goals×
Assists. Without considering contextual information, traditional anomaly detectors

3https://www.kaggle.com/rajatrc1705/english-premier-league202021
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Figure 4.7: Distribution of all players in the behavioral space Assists ×Goals, and their
corresponding anomaly scores given by QCAD. The red curves represent the estimated den-
sities of the joint distribution at different levels, the histograms indicate the marginal distri-
butions. A larger and darker green dot represents a larger anomaly score as given by QCAD.

such as HBOS, LOF, IForest will treat objects in dense areas (i.e., objects residing
inside the red curves) as normal objects. In contrast, our contextual anomaly detector
QCAD can detect anomalies in dense areas by considering contextual information (i.e.,
green objects residing inside the red curves). Concretely, Figure 4.7 also presents the
anomaly scores given by QCAD (with default settings). For example, player Matheus
Pereira—who achieved 11 goals and 6 assists—is reported as an ‘anomaly’ (i.e., as
having a relatively high anomaly score) by QCAD but as ‘normal’ by traditional
anomaly detectors. Conversely, QCAD considers Patrick Bamford, a player with 17
goals and 7 assists (in a sparse area), to be normal, while traditional anomaly detectors
consider him to be an anomaly.

In addition to giving an anomaly score for each data object, QCAD can also pro-
vide an explanation. For instance, for Matheus Pereira (Position1 = ”MF”, Position2
= ”FW”, Age=24, Matches=33, Starts=30, Mins=2577), Figure 4.8 shows the dis-
tribution of the values of each contextual feature for all players in his contextual
neighborhood (i.e., similar players). It can be seen that most of these players are Mid-
fielder (MF) and/or Forward(FW), aged from 22 to 28, playing matches more than
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Figure 4.8: Explanations for the identified anomalous player Matheus Pereira based on
his reference group. Shown are the values for Matheus Pereira (red bins) relative to the
distribution of his contextual neighbors for each contextual feature.
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Figure 4.9: Explaining why Matheus Pereira is considered an anomaly: exceptionally many
goals compared to contextually similar players, and relatively many assists. The beanplot
shows the estimated conditional distribution of each behavioral feature, with a wider red
area representing a higher probability of occurrence. The horizontal black lines represent the
values reported for the player being investigated.
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25 times, etc. The anomaly score is 65.8, which puts this player in the top-10 of most
anomalous players. This score can be decomposed according to the behavioral features
to give the behavioral feature(s) that contribute the most to the obtained anomaly
score; Goals, in this case. Moreover, Figure 4.9 shows how the beanplot-like visualiza-
tion can help to give insight in how the behavioral feature values deviate from those
in the player’s contextual neighborhood. From these plots we can see that Matheus
Pereira has been exceptionally good at scoring goals and slightly better than expected
with regard to giving assists.

These results can be interpreted as: Matheus Pereira performed surprisingly well
in terms of goals and slightly better than expected in terms of assists when compared
to other midfielders and/or forwards aged 22-28 who played more than 25 games and
played more than 2000 minutes. Although we are not football experts, we expect
the automated detection and interpretable score explanation of such ‘anomalies’ to be
meaningful and possibly useful to football coaches and scouts.

4.7 Conclusions
In this paper, we for the first time explicitly establish a connection between dependency-
based traditional anomaly detection methods and contextual anomaly detection meth-
ods. On this basis, we propose a novel approach to contextual anomaly detection
and explanation. Specifically, we use Quantile Regression Forests to develop a accu-
rate and interpretable anomaly detection method, QCAD, that explores dependencies
between features. QCAD can handle tabular datasets with mixed contextual features
and numerical behavioral features. Extensive experiment results on various synthetic
and real-world datasets demonstrate that QCAD outperforms state-of-the-art anomaly
detection methods in identifying contextual anomalies in terms of accuracy and inter-
pretability.

From the case study on football player data, we conclude that QCAD can detect
potentially meaningful and useful contextual anomalies that are directly interpretable
by a domain expert. The beanplot-based visualizations help to explain why a certain
object is (not) considered an anomaly within its context. This is important because
anomaly detection is an unsupervised problem and the explanations can help analysts
and domain experts to verify the results. It also opens up opportunities for human-
guided anomaly detection, where feedback from the analyst can be used to guide the
analysis.

In the future, given that QCAD can only handle static features, we plan to extend
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QCAD to streaming settings.

Appendix A: Complexity Analysis
The computational overhead of our QCAD framework mainly comes from two parts:
the calculation of Gower’s Distance matrix using contextual features, and the calcu-
lation of anomaly score using all features based on Quantile Regression Forests.

The time complexity of calculating Gower’s Distance matrix is O(N2Dcnt), where
N represents the sample size and Dcnt denotes the number of contextual features. In
addition, the time complexity of constructing a random forest is O(ntree · nfeature ·
klog(k)) and using it for prediction is O(ntree·nfeature) [184], where ntree is the number
of trees used to form a random forest, nfeature denotes the number of dimensions (i.e.,
Dcnt at most) and k indicates the number of samples used to construct the forest
(i.e., the number of nearest neighbors in our case). Hence, the time complexity of
constructing N quantile regression forests in Dbhv behavioral features is O(ntree ·
Dcnt · klog(k) ·N ·Dbhv). Moreover, we have to estimate 100 different quantiles using
each quantile regression forest, resulting in O((ntree ·Dcnt ·klog(k)+ntree ·Dcnt ·100) ·
N ·Dbhv). Therefore, using our default setting leads to O((100 ·Dcnt ·min(500, N2 ) ·
log(min(500, N2 ))+100·Dcnt ·100)·N ·Dbhv). In the worst case, it is O(105NDcntDbhv).

Overall, the time complexity of our method is O(105NDcntDbhv + N2Dcnt) in
the worst case. Particularly, the time complexity becomes O(105NDcntDbhv) when
N < 105 (i.e., for small and medium datasets). Besides, the construction of quantile
regression forests for each object in each behavioral feature can easily be performed in
a parallel way, thus reducing the time complexity to O(105NDcnt + N2Dcnt) in the
worst case.

Appendix B: Dataset Description
Abalone The dataset contains 4177 abalone physical measurement records. Specif-
ically, we use the features Sex, Length, Diameter and Height as contextual features.
Accordingly, we use the features Whole Weight, Shucked Weight, Viscera Weight,
Shell Weight and Rings as behavioral features. This dataset is downloaded from UCI,
4 containing no missing values.

4https://archive.ics.uci.edu/ml/datasets/abalone
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Airfoil Self-Noise This dataset contains 1503 records from a series of aerodynamic
and acoustic tests of airfoil blade sections. Specifically, we use the features describing
the frequency, the angle of attack, the chord length, the free-stream velocity and
the suction side displacement thickness (e.g., f, alpha, c, U_infinity and delta) as
contextual features. Meanwhile, the feature describing the scaled sound pressure level
(e.g., SSPL) as behavioral feature. This dataset is downloaded from UCI, 5 containing
no missing values.

Bodyfat This dataset contains the estimates of body density and the percentage
of body fat (used as behavioral features), which are determined by various body cir-
cumference measurements, such as, Age, Weight, Height, Neck circumference, Chest
circumference, Abdomen 2 circumference, Hip circumference, Thigh circumference,
Knee circumference, Ankle circumference, Biceps (extended) circumference, Forearm
circumference, and Wrist circumference (used as contextual features) for 252 men.
The raw dataset includes no categorical features and 0 missing values, downloaded
from the CMU statlib. 6

Boston House Price This dataset contains 583 records of the Boston house price.
We use the features describing the properties of the house and its surroundings, i.e.,
CRIM, ZN, INDUS, CHAS, NOX, RM, AGE, DIS, RAD, TAX, PTRATIO, B, LSTAT
as contextual features, and the median value of owner-occupied homes, i.e., MED, as
behavioral feature. This dataset is released by [185] and downloaded from the CMU
statlib 7. It remains 506 records after dropping rows containing missing values.

Concrete Compressive Strength This dataset contains 1030 records about the
compressive strength of concrete. We use the features describing the age and different
ingredients as contextual features, including C1, C2, C3, C4, C5, C6, C7 and Age. In
addition, we use the feature Strength as behavioral feature. This dataset is downloaded
from UCI, 8 containing no missing values.

El Nino This dataset contains 178080 records of the oceanographic and surface
meteorological readings, which are taken from buoys located throughout the equatorial
Pacific. We use the temporal and spatial features, i.e., Year, Month, Day, Date,

5https://archive.ics.uci.edu/ml/datasets/Airfoil+Self-Noise
6http://lib.stat.cmu.edu/datasets/bodyfat
7http://lib.stat.cmu.edu/datasets
8https://archive.ics.uci.edu/ml/datasets/Concrete+Compressive+Strength
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Latitude, Longitude as contextual features, and other features, i.e., Zonal_Winds,
Meridional_Winds, Humidity, Air_Temp, Sea_Surface_Temp as behavioral features.
This dataset is downloaded from the UCI machine learning repository.9 It remains
93935 records after dropping rows containing missing values. However, in order for all
algorithms to complete the experiment on this dataset within 12 hours, we randomly
downsample the original dataset to 20,000 records.

Energy Efficiency This dataset contains 768 records about a study which assesses
the energy efficiency as a function of building parameters. Accordingly, the building
parameters such as X1, X2, X3, X4, X5, X6, X7 and X8 are regarded as contextual
features, and the heating load and cooling load (namely Y1 and Y2) are treated as
behavioral features. This dataset is downloaded from UCI, 10 containing no missing
values.

Fish Weight This dataset contains 157 records about the features of common
species of fish in the market. Accordingly, we use the features including Species,
Length1, Length2, Length3, Height, Width as contextual features, and Weight as
behavioral feature. This dataset is downloaded from Kaggle, 11 containing no missing
values.

Forest Fires This dataset contains 517 records concerning meteorological and spa-
tiotemporal information about forest fires in the northeast region of Portugal. We use
the spatiotemporal features such as X, Y, month, day as contextual features, and the
rest features, i.e., FFMC, DMC, DC, ISI, temp, RH, wind, rain, area as behavioral
features. It is downloaded from the UCI machine learning repository,12 containing no
missing values.

Gas Turbine CO and NOx Emission The original dataset includes 36733 records
of sensor measures data, which is collected from a gas turbine in Turkey from 2011 to
2015. The dataset is collected from the same power plant to study flue gas emissions
and predict the hourly net energy yield. Consequently, we use the features describing
the turbine parameters (e.g., AT, AP, AH, AFDP, GTEP, TIT, TAT and CDP) as

9archive.ics.uci.edu/ml/datasets/El+Nino
10https://archive.ics.uci.edu/ml/datasets/Energy+efficiency
11https://www.kaggle.com/aungpyaeap/fish-market
12https://archive.ics.uci.edu/ml/datasets/forest+fires
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contextual features. The variables characterizing the turbine energy yield and emis-
sions of gas (e.g., TEY, CO and NOX) are used as behavioral features. However, for all
algorithms to complete the experiments within 12 hours, we only use the 7383 records
in 2015. This dataset is downloaded from UCI, 13 containing no missing values.

Heart Failure This dataset contains heart failure clinical records of 299 patients
suffering from heart failure. It contains 13 clinical features, of which we use age, sex,
smoking, diabetes, high_blood_pressure, and anaemia as contextual features, and cre-
atinine_phosphokinase, ejection_fraction, platelets, serum_creatinine, serum_sodium,
time as behavioral features. Besides, the death_event feature is removed and there
is no missing value in this dataset. The original dataset is released by [186] and we
download it from the UCI machine learning repository. 14

Hepatitis This dataset contains 615 records concerning the laboratory values of
blood donors and Hepatitis C patients. We use the demographic features such as sex
and age, and Category of donors as contextual features, and the rest of features, i.e.,
ALB, ALP, ALT, AST, BIL, CHE, CHOL, CREA, GGT and PROT as behavioral fea-
tures. The original dataset is downloaded from the UCI machine learning Repository.
15 26 records contain missing values and therefore are removed.

Indian Liver Patient This dataset contains the medical records of 583 Indian
liver patients, 4 of which contain missing values and are therefore deleted from fur-
ther analysis. We treat Age, Gender and Selector as contextual features, and To-
tal_Bilirubin, Direct_Bilirubin, Alkaline_Phosphotase, Alamine_Aminotransferase,
Aspartate_Aminotransferase, Total_Protiens, Albumin, Albumin_and_Globulin_Ratio
as behavioral features. This dataset is downloaded from the UCI machine learning
repository. 16

Maintenance of Naval Propulsion Plants The data set contains 11934 exper-
imental records, which were performed by a numerical simulator of a naval vessel
featuring a gas turbine propulsion plant. We use the features describing the gas tur-
bine measures of the physical asset as contextual features, including LeverPosition,
GTT, GTn, GGn, Ts, Tp, T48, T1, T2, P48, P1, P2, Pexh, TIC, mf. Meanwhile,

13https://archive.ics.uci.edu/ml/datasets/Gas+Turbine+CO+and+NOx+Emission+Data+Set
14archive.ics.uci.edu/ml/datasets/Heart+failure+clinical+records
15https://archive.ics.uci.edu/ml/datasets/HCV+data
16https://archive.ics.uci.edu/ml/datasets/ILPD+(Indian+Liver+Patient+Dataset)
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we use the features containing the ship speed and the performance decay over time
of gas turbine components, e.g., ShipSpeed, CompressorDecay and TurbineDecay, as
behavioral features. This dataset is downloaded from UCI, 17 containing no missing
values.

Parkinsons Telemonitoring The data set contains 5875 records of a series of
biomedical voice measurements from 42 early-stage Parkinson’s disease patients. There
people were recruited into a six-month trial of remote monitoring equipment for remote
symptom progression monitoring. The features such as subject, age, sex, test_time,
Jitter, Jitter_Abs, Jitter_RAP, Jitter_PPQ5, Jitter_DDP, Shimmer, Shimmer_dB,
Shimmer_APQ3, Shimmer_APQ5, Shimmer_APQ11, Shimmer_DDA, NHR, HNR,
RPDE, DFA, PPE descirbe the background information, and thus are used as contex-
tual features. Meanwhile, the corresponding scores motor_UPDRS and total_UPDRS
are used as behavioral features. This dataset is downloaded from UCI, 18 containing
no missing values.

Power Plant This dataset contains 9568 records from a combined cycle power plant
which worked with full load from 2006 to 2011. Features such as hourly average am-
bient variables temperature, ambient pressure, relative humidity and exhaust vacuum
(e.g., T, AP, RH and EP) are considered as contextual features, while the net hourly
electrical energy output (EP) is regarded as behavioral feature. This dataset is down-
loaded from UCI, 19 containing no missing values.

QS University Ranking This dataset contains the QS rankings of the world uni-
versities from 2018 to 2020. We consider the wolrd rankings, national rankings and lo-
cation of each university from 2018 to 2020, i.e., World2018, National2018, World2019,
National2019,World2020, National2020, Country as contextual features. We use six
features that are considered for the ranking (i.e., Academic Reputation, Employer
Reputation, Faculty to Student Ratio, Number of citations per faculty, International
Faculty, International Students) as behavioral features. The original data is crawled
from the QS website, 20 containing 475 records after dropping missing values.

17https://archive.ics.uci.edu/ml/datasets/Condition+Based+Maintenance+of+Naval+Propulsion+Plants
18https://archive.ics.uci.edu/ml/datasets/Parkinsons+Telemonitoring
19https://archive.ics.uci.edu/ml/datasets/Combined+Cycle+Power+Plant
20https://www.topuniversities.com/qs-world-university-rankings
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QSAR Fish Toxicity This dataset contains 908 records about the fish Pimephales
promelas. Specifically, the six features describing the molecular of 908 chemicals will
be used as contextual features, and the corresponding acute aquatic toxicity measure
will be used as behavioral feature. This dataset is downloaded from UCI, 21 containing
no missing values.

Synchronous Machine This dataset contains 557 records from a real experimental
set. This experiment aims to construct a model to estimate the excitation current of
synchronous motors. Specifically, we use the features describing the load current,
power factor, power factor error and changing of excitation current (e.g., Iy, PF, e and
dIf) as contextual features. Accordingly, the feature which describes the excitation
current of synchronous machine (namely If ) is used as behavioral feature. This dataset
is downloaded from UCI, 22 containing no missing values.

Yacht Hydrodynamics This dataset contains 308 records about the features of
sailing yachts. We use the features describing the dimensions, velocity and hydrody-
namic performance of yachts, namely Longitudinal_position, Prismatic_coefficient,
Length_displacement_ratio, Beam_draught_ratio, Length_beam_ratio, Froude_number
as contextual features, and the feature concerning the residuary resistance per unit
weight of displacement, namely resistance, as behavioral feature. This dataset is down-
loaded from the UCI machine learning repository, 23 containing no missing values.

Appendix C: Parameter Sensitivity Analysis
The parameter k directly affects the effectiveness and efficiency of anomaly detector
in anomaly detection phase. If our dataset is labeled, we can use techniques like grid-
search and cross-validation to set an optimal k for a specific dataset. However, anomaly
detection is usually an unsupervised learning problem, which makes it impossible to
set an optimal k. Hence, we can only empirically give some rules of thumb to set k
according to the properties of specific dataset (i.e., sample size, dimensionality and
estimated rate of anomaly). Therefore, we perform intensive experiments on synthetic
and real-world datasets with a wide range of sample sizes, dimensionalities and rates
of injected anomalies to investigate the sensitivity of our algorithm on this parameter.

21https://archive.ics.uci.edu/ml/datasets/QSAR+fish+toxicity
22https://archive.ics.uci.edu/ml/datasets/Synchronous+Machine+Data+Set
23archive.ics.uci.edu/ml/datasets/Yacht+Hydrodynamics
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As shown in Figure 4.10, increasing the number of neighbors, i.e., k, will lead to
a better performance in terms of PRC AUC, ROC AUC and Precision@n when k is
small (about N/10 for most datasets). However, the performance gain gradually slows
down as k increases, and the performance finally reaches a plateau with an increase of
k. After that, further increasing k yields only a negligible performance gain, at the cost
of runtime. Therefore, we set k to N/2 for small dataset and 500 for medium dataset
after taking a trade-off between the accuracy and runtime cost. Overall, different
from other k-NN based anomaly detectors which are sensitive to this parameter, our
method QCAD is stable on parameter k as long as its value is not too small.
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Figure 4.10: Sensitivity analysis on parameter k, where lines represent the mean values
and the shaded areas indicate the corresponding standard deviations of each metric on 10
independent trials. Increasing the number of neighbors will first largely improve the perfor-
mance in terms of PRC AUC (green line with asterisks), ROC AUC (red line with squares)
and Precision@n (blue line with diamonds), and then yields negligible performance gains.

Appendix D: Ablation Study

4.7.1 Scaling Conditional Quantile Interval Length

In our method section, we have defined a matched conditional quantile interval length
for an observation bq when bq > τ q100 or bq < τ q0 as in Equation (4). We define
the matched interval length for bq based on max(w(x|bq)) and further scale it by
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considering its distance to τ q100 or τ q0 . Alternatively, we can simply define the matched
interval length as max(w(x|bq)) without scaling it. In other words, we could treat all
observations residing outside [τ q0 , τ

q
100] equally. However, as shown in Figure 4.11, this

will lead to a large performance degradation in terms of PRC AUC and Precision@n
for most datasets.

Concretely, Figure 4.11 shows the difference of performance metrics, i.e., PRC
ROC, ROC AUC and Precision@n between scaling max(w(x|bq)) with considering the
distance to τ q100 or τ q0 , and not scaling max(w(x|bq)). For all datasets, the differences
are positive. Particularly, these differences are significantly large in terms of PRC AUC
and Precision@n for most datasets such as Energy, Hepatitis, Indian Liver Patient,
Synthetic 5 and Synthetic 10. Therefore, it is pivotal to define the matched interval
length by considering the distance from bq to τ q100 or τ q0 when bq > τ q100 or bq < τ q0 ,
respectively.
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Figure 4.11: Effects of scaling matched conditional quantile interval length. For each
dataset, the results are obtained by performing 5 independent trials of injecting contextual
anomalies. For each trial, which is represented by the y-axis (namely num_data), the results
are the difference (in terms of PRC AUC, ROC AUC, Precision@n, respectively) of methods
with or without scaling the matched conditional quantile interval length. The large differences
on most datasets imply the critical importance of scaling matched conditional quantile interval
length.

4.7.2 Clipping Conditional Quantile Interval Length

To mitigate dictator effect, we have proposed to clip large matched conditional quan-
tile interval lengths with an upper bound, which is set to η

100 . More concretely,
we set η = 10. To demonstrate the efficacy of this strategy on various datasets,
we compute the performance metrics of QCAD by varying the hyper-parameter η ∈
{0.1, 0.2, 0.5, 1, 2, 3, ..., 11, 12, 15, 20, 30, 40, None}, where None means no clipping is
performed.
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Figure 4.12: Effects of clipping matched conditional quantile interval length. For each
dataset, the results are obtained by performing 5 independent trials (represented by 5 dif-
ferent curves) of injecting contextual anomalies. Then we compute the performance metrics
(i.e., PRC AUC, ROC AUC, and Precision@n) of QCAD by varying the hyper-parameter η
in {0.1, 0.2, 0.5, 1, 2, 3, ..., 11, 12, 15, 20, 30, 40, None}, where None means no clipping is per-
formed. On most datasets, the best performances are achieved when 3 < η < 10, as shown
by the two vertical red lines.
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As shown in Figure 4.12, increasing η will lead to higher PRC AUC, ROC AUC
and Precision@n values when η is small (i.e., less than 1 for most datasets). Next, on
the one hand, the ROC AUC stays stable as η increases, even without clipping (i.e.
η = None). In other words, the clipping strategy does not affect ROC AUC metric.
On the other hand, the PRC AUC and Precision@n gradually climb to a plateau as
η increases. After a certain period, the PRC AUC and Precision@n start decreasing
with an increase of η. Overall, on most datasets, PRC AUC and Precision@n generally
achieve higher values with 3 ≤ η ≤ 10 than those without clipping. Therefore, the
dictator effects indeed exist and they mainly reduce the performance of QCAD in
terms of PRC AUC and Precision@n. Moreover, our proposed clipping strategy can
effectively overcome this problem.
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5.0.

Abstract
Predictions made by graph neural networks (GNNs) usually lack interpretability due
to their complex computational behavior and the abstract nature of graphs. In an
attempt to tackle this, many GNN explanation methods have emerged. Their goal
is to explain a model’s predictions and thereby obtain trust when GNN models are
deployed in decision critical applications. Most GNN explanation methods work in
a post-hoc manner and provide explanations in the form of a small subset of im-
portant edges and/or nodes. In this paper we demonstrate that these explanations
can unfortunately not be trusted, as common GNN explanation methods turn out
to be highly susceptible to adversarial perturbations. That is, even small perturba-
tions of the original graph structure that preserve the model’s predictions may yield
drastically different explanations. This calls into question the trustworthiness and
practical utility of post-hoc explanation methods for GNNs. To be able to attack
GNN explanation models, we devise a novel attack method dubbed GXAttack, the
first optimization-based adversarial white-box attack method for post-hoc GNN ex-
planations under such settings. Due to the devastating effectiveness of our attack,
we call for an adversarial evaluation of future GNN explainers to demonstrate their
robustness. For reproducibility, our code is available via GitHub.
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Chapter 5. Explainable Graph Neural Networks Under Fire

5.1 Introduction
Graph Neural Networks (GNNs) [187] have achieved promising results in various learn-
ing tasks, including representation learning [188, 189], node classification [190, 191],
link prediction [192, 193], and anomaly detection [55, 59]. However, intricate data
representations and non-linear transformations render their interpretation and thus
understanding their predictions non-trivial [194].

This has led to the introduction of GNN explanation methods, which can improve
a model’s transparency and thus increase trust in a GNN model, especially when it is
deployed in a decision-critical application (e.g., where fairness, privacy, or safety are
important) [195]. Moreover, they can help identify the scenarios where a GNN model
may fail [196]. Explainability of a GNN model can be obtained by designing a self-
explainable GNN model, which usually employs a simple model architecture and few
parameters, leading to explainability at the cost of suboptimal prediction accuracy;
or by extracting post-hoc explanations that do not influence the internal workings of
a GNN model and thus maintains its high prediction accuracy. In this paper we only
consider post-hoc GNN explanation methods, as many such methods have merged over
the past decade, including but not limited to [195, 197, 198, 199, 196, 200, 201, 202,
203].

It has been shown that traditional deep neural networks (DNNs) are vulnerable
to adversarial attacks [204, 205], where an imperceptible well-designed perturbation
to input data can lead to substantially different prediction results. Recently, it was
demonstrated that the explanations of predictions made by these DNNs are also fragile
[206]. That is, an unnoticeable, well-designed perturbation to input data can result
in completely different explanations while the model’s predictions remain unchanged.
However, the vulnerability of explanation methods has been primarily studied for
DNN models designed for image and text data. In contrast, the vulnerability of GNN
explanation methods to adversarial attacks has received very limited attention [207,
208], although a plethora of GNN explanation methods have recently been proposed
[101, 209, 210].

Importantly, existing studies have only investigated the (in)stability of GNN ex-
planations under relatively “mild” settings: they only consider random perturbations
and/or prediction-altering perturbations. Specifically, [211] theoretically analyzed the
stability of three GNN explainers under random perturbations. Further, [208] con-
sidered two scenarios: 1) graphs whose predictions are not changed after randomly
flipping 20% edges; and 2) severe perturbations using an off-the-shelf attack algorithm
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Figure 5.1: When using post-hoc GNN explainers, the explanatory subgraph on a graph
with “prediction-preserving” perturbations (right) can strongly differ from that on the original
graph (left).

to perturb at most 10% edges to change the GNN predictions (as well as the expla-
nations). Besides, [212] proposed an adversarial attack to simultaneously change the
GNN predictions and their explanations. By altering predictions and explanations,
however, the graph can become inherently different. [207] explored evaluation metrics
for GNN explanations from the perspective of adversarial robustness and resistance to
out-of-distribution input, where they defined “adversarial robustness” as the difficulty
of reversing a GNN prediction by perturbing the complementary of the explanatory
subgraph.

Different from previous studies, we aim to perform structural perturbations that are
both carefully crafted (i.e., optimized rather than random) and imperceptible (i.e., such
that the GNN predictions remain unchanged but their explanations differ substan-
tially). As shown in Figure 5.1, we empirically found that small prediction-preserving
perturbations can result in largely different explanations generated by post-hoc GNN
explainers. To our knowledge, we are the first to formally formulate and systematically
investigate this problem under a white-box setting. Specifically, we devise GXAttack,
the first optimization-based adversarial white-box attack on post-hoc GNN explana-
tions. We employ a widely used GNN explainer, PGExplainer [199], as example target
when designing our attack algorithm. Results on various datasets demonstrate the ef-
fectiveness of our approach. Moreover, our experiments show that other widely used
GNN explanation methods, such as GradCAM [197], GNNExplainer [195], and Sub-
graphX [201], are also fragile under the attacks optimized for PGExplainer. Due to
the devastating effectiveness of our attack, we call for an adversarial evaluation of
future GNN explainers to demonstrate their robustness.

We first summarize related work in Chapter 5.2. Following this, we provide nec-
essary background in Chapter 5.3. Then, we formalize the GNN explanation attack
problem and introduce our novel attack algorithm GXAttack in Chapter 5.4. Next, we
describe the experimental setups in Chapter 5.5. Experiment results and correspond-
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ing analyses are given in Chapter 5.6. Finally, we conclude the paper in Chapter 5.7.

5.2 Related Work

5.2.1 GNN Explanations

[101, 209, 210] perform comprehensive surveys and propose excellent taxonomies of
GNN explanation methods. Specifically, GNN explanations methods mainly include:
1) Gradients-based methods: Grad [213], GradCAM [197], GuidedBP [104], In-
tegrated Gradients (IG) [214]; 2) Decomposition-based methods: GraphLRP
[103], GNN-LRP [215]; 3) Surrogate-based methods: GraphLIME [203], PGM-
Explainer [196]; 4) Generation-based methods: XGNN [198]; 5) Perturbation-
based methods: GNNExplainer [195], PGExplainer [199], GraphMask [216], Sub-
graphX [201]; and 6) CF-based methods: CF-GNNExplainer [202], RCExplainer
[200].

5.2.2 Attacks and Defenses of Traditional XAI Methods

It has been shown that traditional XAI methods (namely those designed to explain
deep neural networks for image and text data) are susceptible to malicious perturba-
tions [217, 218, 219]. Please refer to [206] for a comprehensive survey.

5.2.3 Robustness/Stability of GNN Explanations

[101, 211] point out that a reliable GNN explainer should exhibit stability, namely
minor perturbations that do not impact the model predictions should not largely
change the explanations. Particularly, [211] theoretically analyze the stability of three
GNN explainers, including vanilla Grad, GraphMask and GraphLIME, for which they
derive upper bounds on the instability of explanations. Importantly, [200, 207, 208,
212] are closely related but are different from our work and they are detailed as follows.

OAR. [207] present a novel metric for evaluating GNN explanations, termed Out-
Of-Distribution-resistant Adversarial Robustness (OAR). OAR aims to solve the lim-
itations of current removal- and generative-based evaluations. More concretely, they
evaluate post-hoc explanation subgraphs by computing their robustness under attack,
which consists of three steps: 1) they formulate the adversarial robustness tailored
for GNN explanations problem, which is the minimum adversarial perturbation on
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the structure of complementary subgraph; 2) they introduce a tractable and easy-to-
implement objective of adversarial robustness for GNN explanations; after relaxation,
the objective becomes a constrained graph generation problem (namely random per-
turbations) rather than an adversarial attack problem; 3) they present an Out-Of-
Distribution (OOD) reweighting block that aims to confine the evaluation on original
data distribution. This work is an initial attempt to explore evaluation metrics for
GNN explanations from the perspectives of adversarial robustness and resistance to
OOD. In contrast, we focus on optimization-based adversarial attack on post-hoc GNN
explanations rather than providing an evaluation metric.

V-InFoR. [208] point out that “existing GNN explainers are not robust to the
structurally corrupted graphs, namely graphs with noisy or adversarial edges.” This
study investigates the negative effect of minor structural corruptions (which do not
change the predictions) and severe structural corruptions (which change the predic-
tions) on GNN explainers. Particularly, they provide quantitative evidence that exist-
ing GNN explainers are fragile to structurally corrupted graphs. They evaluate 6 GNN
explainers under two settings: 1) minor corruptions where they select the perturbed
graphs whose predictions are not changed after randomly flipping 20% edges; 2) se-
vere corruptions where they employ adversarial attack algorithm GRABNEL [220] to
perturb at most 10% edges to change the predictions. In contrast, our method focus
on optimization-based (rather than random) and prediction-preserving (rather than
prediction-altering) adversarial attacks.

RCExplainer. [200] aim to find a small set of edges of the input graph such that
the prediction result will substantially change if we remove those edges. Specifically,
they propose RCExplainer to generate robust counter-factual explanations for GNNs
in two steps: 1) they employ a set of decision regions to model the decision logic
of a GNN, where each decision region determines the predictions on multiple graphs
that are predicted to be the same class; 2) they leverage a DNN model to explore the
decision logic, and thereby extract robust counter-factual explanations as a small set
of edges of the input graph. This method is only applicable to GNNs that belong to
Piecewise Linear Neural Networks. In this paper, we focus on attacking differentiable
post-hoc GNN explanation methods that can be applied to any GNNs.

GEAttack. [212] empirically demonstrate that GNN explanation methods can be
employed as tools to detect the adversarial perturbations on graphs. On this basis,
they propose an attack framework dubbed GEAttack that can jointly attack both GNN
and its explanations. Specifically, they formulate GEAttack as a bi-level optimization
problem: 1) they mimic the GNN explanation method optimization process to obtain
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graph explanations in the inner loop; 2) they compute the gradient of the attack
objective w.r.t. the explanations in the outer loop. Different from GEAttack, we
consider prediction-preserving attacks, which are inherently more challenging.

Concurrent Work. While the concurrent work [221] also addresses a similar
topic, our study provides an alternative perspective by performing white-box attacks
(namely we assume knowing the full knowledge about the GNN classifier and the
GNN explainer), while they perform gray-box attacks by assuming knowing only the
explanation loss and the generated explanatory edges of the GNN explainer.

5.2.4 Adversarial Robustness of GNNs

Starting with the seminal works [222, 223], that both proposed adversarial attacks
on GNNs, a rich literature formed in the realm of GNN-specific adversarial attacks,
defenses, and certifications [224, 225]. Most attacks primarily focus on altering predic-
tions via perturbations of the discrete graph structure (edge insertions or deletions),
either between existing nodes [222] or via the insertion of new (adversarial) nodes [226].
Optimization-based attacks either operate globally (number of edge insertions or dele-
tions) [227, 228], alter a local neighborhood [222], or can handle a combination of both
constraints [229]. While adversarial attacks on GNN explanation methods may benefit
from optimization methods over the discrete graph structure, a careful discussion and
derivation of appropriate attack objectives and metrics was missing.

5.3 Preliminaries
We utilize lowercase letters, bold lowercase letters, uppercase letters and calligraphic
fonts to represent scalars (x), vectors (x), matrices (X), and sets (X ), respectively.

Definition 5.1 (Attributed Graph). We denote an attributed graph as G = {V, E ,X}
where V = {v1, ..., vn} is the set of nodes. Let E = {eij}i,j∈{1,...,n} be the set of edges,
where eij = 1 if there exists an edge between vi and vj and eij = 0 otherwise. We use
A ∈ {0, 1}n×n to denote the corresponding adjacency matrix. X ∈ Rn×d represents
the node attribute matrix, where the i-th row vector xi denotes the node attribute of
vi. Thus, a graph can also be represented as G = (A,X).

5.3.1 Node Classification with GNNs

We consider the task of node classification. Given an input graph G = {V, E ,X} (or
G = (A,X)), a prediction model fθ(·) assigns a label c from a pre-defined set C to
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each node v ∈ V . In other words, we have fθ(G(v)) = c, where G(v) denotes the
computation graph of node v. Typically, fθ(·) consists of two components: 1) a GNN
model used to learn node representations, and 2) a multi-layer perceptron (MLP)
classifier that assigns labels. More specifically, given a set of training nodes and their
labels {(v1, y1), ..., (vn, yn)} from graph G, the objective function of a GNN classifier
can be defined as

min
θ
LGNN(fθ) :=

n∑
i=1

l(fθ(G(vi), yi)) (5.1)

=

n∑
i=1

C∑
c

I(yi = c) ln(fθ(G(vi), yi)(c)), (5.2)

where θ is the set of learnable parameters for fθ(·), l(·) is the cross-entropy loss func-
tion, and I(·) denotes the Kronecker function. Further, fθ(G(vi), yi)(c) indicates the
c-th softmax output for the prediction of node vi, and C is the cardinality of label set
C.

Now we define the design detail of the GNN classifier fθ(·). For the first component,
for simplicity, we employ a 2-layer GCN model with parameters (W1,W2), i.e.,

GCN(G) = GCN(A,X) := Ãσ(ÃXW1)W2, (5.3)

where Ã = D̃−1/2(A+ I)D̃−1/2 (with I the identity matrix and D̃ the diagonal matrix
of A + I). Further, σ(·) is an activation function such as ReLU. For the second
component, we simply use a softmax(·) function rather than a MLP. Therefore, the
full GNN classifier fθ is defined as

fθ(A,X) := softmax(Ãσ(ÃXW1)W2). (5.4)

5.3.2 GNN Explainer

We consider post-hoc GNN explanation methods that provide instance-level expla-
nations: given a graph G, a target node v, and prediction fθ(G(v)), the explainer
gλ(v, f(G(v))) aims to ‘explain’ this particular prediction. Following common expla-
nation methods, we assume that explanations are given in the form of an explanatory
subgraph, namely Gs(v) = g(v, f(G(v))), consisting of a small set of important edges
and their associated nodes, where the edge importance is measured by a so-called edge
importance score.

126



Chapter 5. Explainable Graph Neural Networks Under Fire

In this paper, we take PGExplainer [199] as an example to attack for three rea-
sons. First, [230] pointed out that GNN explanations providing edge importance are
preferable to explanations providing node importance, due to the fact that edges have
more fine-grained information than nodes. Second, [231] empirically showed that PG-
Explainer generates the least unstable explanations, exhibiting a 35.35% reduction
in explanation instability relative to the average instability of other GNN explainers.
Third, the objective function of PGExplainer is differentiable. For completeness, we
briefly revisit the goal of PGExplainer. For brevity, we denote G(v) as G (and Gs(v)
as Gs analogously) throughout the remainder of the paper.

PGExplainer. Given a graph G and a target node v, PGExplainer provides an
explanatory subgraph Gs(v) = (As,Xs) to explain why fθ(G(v)) = c, where As is the
subgraph structure and Xs is the node features associated with nodes residing in the
subgraph. Specifically, PGExplainer maximizes the mutual information between the
GNN’s prediction y and the explanatory subgraph Gs, i.e.,

max
Gs

MI(y,Gs) := H(y)−H(y|Gs), (5.5)

where H(y) is the entropy of fθ(G), and H(y|Gs) is the conditional entropy of the
GNN’s prediction on the explanatory graph, namely fθ(Gs).

5.4 GXAttack: GNN Explanation Adversarial Attacks
Given an input graph G, a GNN classifier fθ(·), and a GNN explainer gλ(·), the original
prediction for the target node v is fθ(G(v)) and its corresponding original explanatory
subgraph is given by Gs(v) = gλ(fθ(v,G(v))). From an attacker’s perspective, a de-
sirable manipulated graph Gadv := Ĝ = ϕ(G) for attacking node v should have the
following properties, where ϕ(·) is an attack function that perturbs its input, i.e., it
removes and/or adds a small set of edges:

1. The norm of the perturbation is so small that the change is considered imper-
ceptible, i.e., G ≈ Ĝ. This can be formalized as ∥A − Â∥ < B, where B is the
perturbation budget;

2. As GNNs can be highly sensitive to input perturbations, we require that the output
of the GNN classifier remains approximately the same, i.e., perturbations must
be prediction-preserving. Formally, we have f(G(v)) = f(Ĝ(v)). We hypothesize
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that perturbations that are both small and prediction-preserving are very likely to
preserve the essence of the learned predictive models;

3. The explanatory subgraph for node v on original graph Gs(v) = gλ(fθ(v,G(v))) and
that on perturbed graph Ĝs(v) = gλ(fθ(Ĝ(v))) are substantially different: Gs(v) ̸=
Ĝs(v). In particular, we aim to make Âs (i.e., the adjacency matrix of explanatory
subgraph on perturbed graph) strongly different from As (i.e., the adjacency matrix
of explanatory subgraph on original graph).

5.4.1 Attack Objectives

Generic Objective. This paper focuses on adversarial structure attacks on post-hoc
GNN explanation for node classification:

max
Â s.t. ∥A−Â∥0<B

L(gλ(fθ(Â,X))), (5.6)

with loss function L, perturbation budget B, and fixed parameters θ and λ. The
GNN predictor fθ(·) is applied to a graph G = {A,X} to obtain node label predictions
fθ(A,X). Next, GNN explainer gλ(·) is applied to GNN predictions fθ(A,X) to gener-
ate post-hoc explanations gλ(fθ(A,X)). We focus on evasion (test time) attacks and
local attacks on a single node with a budget B. Moreover, we study white box attacks
as they represent the “worst-case noise”of a model. In other words, we assume perfect
knowledge about the graph, labels, prediction model, and post-hoc explanation model.

Loss Function. We should instantiate the loss function L such that it pertains
to the desirable properties of manipulations discussed before. More specifically, it is
defined as

L := MI(fθ(A,X), fθ(Â,X))− β ·MI(gλ(fθ(A,X)), gλ(fθ(Â,X))). (5.7)

The first term ensures that the GNN predictions before and after perturbations are
approximately the same. Further, the second term enforces that the manipulated
explanation is different from the original explanatory subgraph. Their relative impor-
tance is weighted by hyperparameter β ∈ R+.

Final Objective. We directly model the edge perturbation matrix P ∈ {0, 1}n×n,
where we flip Aij (namely 0→ 1 or 1→ 0) if Pij = 1, and keep Aij intact otherwise.
On this basis, Eq 5.6 can be rewritten as
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max
P∈{0,1}n×n

s.t.
∑

Pij<B

MI(fθ(A,X), fθ(A⊕ P,X))− β ·MI(gλ(fθ(A,X)), gλ(fθ(A⊕ P,X))),

(5.8)

where ⊕ means element-wise exclusive or operation, and B is the edge flipping budget.

5.4.2 Relaxations and Loss Definitions

Unfortunately, directly minimizing L w.r.t. P is intractable since there are O(2n×n)

candidates for P. We therefore approximate this discrete optimization problem, i.e.,
we make some relaxations to make L (approximately) differentiable w.r.t. P so that
we can perform gradient-based attacks.

Relaxations. We assume that edge flipping graph M corresponding to P ∈
{0, 1}n×n (namely using P as the adjacency matrix) is a Gilbert random graph. In
other words, edge occurrences are conditionally independent from each other. As a
result, with slight abuse of notations, the probability of graphM can be factorized as
P (M) =

∏
1≤i,j≤n P (mij), dubbed P̃. Next, we instantiate P (mij) using a Bernoulli

distribution, namely P (mij) ∼ Bernoulli(P̃ij) with P (mij = 1) = P̃ij . As a result,
Eq 5.8 is equivalent to

max
P
L(P) = max

M
EM[L(M)] ≈ max

P̃
EM∼P̃[L(M)]. (5.9)

In this way, we relax the P ∈ {0, 1}n×n from binary variables to continuous variables
P̃ ∈ [0, 1]n×n. Hence, we can utilize gradient-based methods to optimize the objective
function. At the last step of the attack, we then discretize the result (see Chapter
5.4.3).

Loss Term 1. We approximate the first term in L as follows:

max
P̃

MI(fθ(A,X), fθ(A⊕ P̃,X)) (5.10)

:= max
P̃

H(fθ(A,X))−H(fθ(A,X)|fθ(A⊕ P̃,X)) (5.11)

∝ max
P̃
−H(fθ(A,X)|fθ(A⊕ P̃,X)) (5.12)

≈ max
P̃

C∑
c=1

Pθ(y = c|G) ln(Pθ(y = c|Ĝ)). (5.13)
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Eq 5.11 holds by definition of mutual information; Eq 5.12 holds as θ,A,X are fixed;
Eq 5.13 holds when we replace conditional entropy H(fθ(A,X)|fθ(A ⊕ P̃,X)) with
cross entropy H(fθ(A,X), fθ(A⊕ P̃,X)) for practical optimization reason. Moreover,
we define Aij ⊕ P̃ij = Aij + P̃ij if Aij = 0, and Aij ⊕ P̃ij = Aij − P̃ij otherwise.

Loss Term 2. Next, we approximate the second term in L as follows:

min
P̃

MI(gλ(fθ(A,X)), gλ(fθ(A⊕ P̃,X))) (5.14)

∝ max
P̃

Dist(Ms, M̂s) (5.15)

=: max
P̃

(
1− vec(Mpr) · vec(M̂pr)

∥Mpr∥F ∥M̂pr∥F

)
, (5.16)

where Ms and M̂s are the explanatory subgraphs on original graph and perturbed
graph, respectively; Mpr and M̂pr are the predicted explanations (edge importance
matrices) on original graph and perturbed graph, respectively. In other words, the ex-
planatory subgraph is represented as an edge importance matrix in this study. Eq 5.15
holds by definition; Eq 5.16 holds when we define the Dist function as the cosine dis-
tance metric, where vec(·) flattens a matrix to a vector, and ∥ · ∥F represents the
Frobenius Norm.

Final Relaxed Objective. As a result, optimizing Eq 5.8 amounts to optimizing

max
P̃∈[0,1]n×n

s.t.
∑

P̃ij<B

C∑
c=1

Pθ(y = c|G) ln(Pθ(y = c|Ĝ) + β ·

(
1− vec(Mpr) · vec(M̂pr)

∥Mpr∥F ∥M̂pr∥F

)
. (5.17)

As a result, L(P̃) (i.e., Eq 5.17) is differentiable w.r.t. P̃.

5.4.3 Optimization

To guarantee that P̃ parametrizes a valid distribution and that we obey the budget
in expectation, we employ Projected Gradient Ascent Algorithm (based on [227]) to
optimize objective function (5.17), and the details are given in Algorithm 4. To go
back from the continuous P̃ij to discrete Pij , we perform Bernoulli sampling with
Pij ∼ Bernoulli(P̃ij) after optimization (Line 10). We note that the Projected Ran-
domized Block Coordinate Descent (PR-BCD) [228] can perform this optimization
more efficiently, but do not compare both methods due to the low scalability of the
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evaluated explainers.

Algorithm 4 Pseudo-code for GXAttack
Input: graph G = (A,X), predictor fθ(·), explainer gλ(·), loss L, budget B, #epochs T ,

learning rate αt

Output: perturbed adjacency matrix Â
1: y← fθ(A,X) ▷ Get predictions on original graph
2: Gs ← gλ(fθ(A,X)) ▷ Get explanations for the predictions on original graph
3: P̃← 0 ∈ Rn×n ▷ Initialize zeros for continuous perturbation variables
4: for t ∈ {1, 2, ..., T} do
5: ŷ← fθ(A⊕ P̃t−1,X) ▷ Get predictions on perturbed graph
6: Ĝs ← gλ(fθ(A⊕ P̃t−1,X)) ▷ Get explanations for the predictions on perturbed graph
7: P̃t ← P̃t−1 + αt · ∇P̃t−1

L(ŷ, y, Ĝs,Gs) ▷ Update gradients
8: P̃t ←

∏
E[Bernoulli(P̃t)≤B](P̃t) ▷ Project gradients, see Appendix 5.7 for more detail

9: end for
10: P ∼ Bernoulli(P̃) s.t.

∑
Pij ≤ B ▷ Sample binary perturbation variables

11: Return A⊕ P ▷ Which is defined as Aij + Pij(1− 2Aij)

5.4.4 Complexity Analysis

We first discuss the dense case here and then make a discussion of GNNs/explainers
implemented with sparse matrices. The time complexity is as follows:

1. Initial Operations: O(fθ+gλ), typically O(n2) for a dense GNN and explainer
(sometimes even O(n3)).

2. Each Epoch:

• Prediction and explanation on perturbed graph: O(2T · (fθ + gλ)), where
T is the number of epochs.

• Gradient computation and update: Dependent on the efficiency of back-
propagation through the GNN, but generally O(T · n2) for gradient com-
putation and a similar order for updates.

3. Sampling Step: O(n2).

Meanwhile, the space complexity is as follows:

1. Space for Storing Matrices: Storing A, X, P̃ each requires O(n2) space.

2. Additional Space for Operations: Space required for intermediate gradients
and outputs during predictions, typically O(n2).
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Since the explainer uses dense matrices, we also choose an attack operating on all
n2 edges. Thus, the total complexity O((T + 1) · (fθ + gλ) + n2) since we have T
attack steps plus the initial predictions as well as explanations and, last, we sample
the final perturbations. Assuming that O(fθ) = O(gλ) = O(n2d + nd2) and d ≪ n,
this yields a total time complexity of O(n2) with number of attack iterations T ≪ n,
and number of nodes n. This is the same asymptotic complexity as the dense GNN
fθ and explainer gλ.

Assuming GNN and explainer are in O(fθ) = O(gλ) = O(Ed+nd2) with number of
edges E, a dense attack would dominate the overall complexity (O(n2)). An immediate
remedy would yield PRBCD [228] since its complexity is O(B+E) with edge flipping
budget B and all additional components (e.g., loss function) could be implemented
in O(E) with sparse matrices. This yields an overall time and space complexity of
O(E), assuming B ≪ E and hidden dimensions d≪ n, which is the same asymptotic
complexity as the sparse GNN fθ and explainer gλ.

5.5 Experimental Setup
We aim to answer the following research questions: (RQ1) How effective are the
attacks generated by GXAttack on PGExplainer? (RQ2) How effective are the at-
tacks generated by GXAttack when compared to trivial attackers that use random
perturbations? and (RQ3) Can the attacks generated by GXAttack (optimized for
PGExplainer) transfer to other GNN explanation methods?

5.5.1 Datasets

To answer these questions, we need to evaluate the GNN explanation quality before
and after the attacks. However, as pointed out by [231], evaluating the quality of
post-hoc GNN explanations is challenging. This is because existing benchmark graph
datasets lack ground-truth explanations or their explanations are not reliable. To
mitigate this, they proposed a synthetic graph data generator ShapeGGen. It can
generate a variety of graph datasets with ground-truth explanations, where graph
size, node degree distributions, the ground-truth explanation sizes, and more can be
varied. As a result, ShapeGGen allows us to mimic graph data in various real-world
applications. More importantly, ShapeGGen can ensure that the generated data and
its ground-truth explanations do not suffer from GNN explanation evaluation pitfalls
[230], namely trivial explanations, redundant explanations, and weak GNN predictors.
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Table 5.1: Summary of synthetic datasets with ground-truth explanations. #Nodes and
#Edges represent the number of expected nodes and edges, respectively. We do not consider
larger datasets for two reasons: 1) explanation accuracy will be very low (< 0.3) for most
explainers, and it is not meaningful to attack low accuracy explainers; 2) computation will
be slow for the attacker (and the explainer).

Dataset Syn1 Syn2 Syn3 Syn4 Syn5 Syn6 Syn7
Shape House House House Circle House House House
#Subgraphs 10 50 50 50 50 50 100
Subgraph Size 6 6 10 10 10 10 10
P(Connection) 0.3 0.06 0.06 0.06 0.12 0.20 0.06
#Classes 2 2 2 2 2 2 2
#Nodes 59 299 521 511 489 492 1018
#Edges 164 970 1432 1314 1664 1898 3374
Average Degree 2.8 3.2 2.7 2.6 3.4 3.9 3.3
Max Budget 10 15 15 15 15 15 15

This makes ShapeGGen very suitable for studying the limitations of GNN explainers.
We consider the synthetic datasets in Table 5.1.

Why not real-world datasets? We do not consider real-world datasets for two
key reasons: 1) synthetic datasets with ground truth are de-facto standards for eval-
uating post-hoc GNN explainers (for node classification), including GNNExplainer,
PGExplainer, PGM-Explainer, SubgraphX, CF-GNNExplainer, RCExplainer, etc. 2)
without ground-truth information we can only compute some metrics, such as cosine
similarity of explanation before and after attack (which will be defined later) to quan-
tify attack performance. However, as shown in Table 5.2, the cosine similarity and
the real attack performance (in terms of ∆GEA, which will be defined later) are not
necessarily related. Therefore, considering such metrics may not be meaningful.

5.5.2 Metrics and Baselines

Graph Explanation Accuracy (GEA). We employ the graph explanation accuracy
proposed in [231] to quantify the quality of generated explanations when the ground-
truth explanations are available. For simplicity, we assume that each edge is binary
coded as ‘0’ (non-contributory) or ‘1’ (contributory) to model predictions in both
ground-truth (provided by ShapeGGen) and predicted explanation masks (provided
by the GNN explainer). Specifically, graph explanation accuracy measures the correct-
ness of generated explanations by computing the Jaccard Index between ground-truth

133



5.5. Experimental Setup

explanation Mgt and predicted explanation Mpr as

JAC(Mgt,Mpr) =
TP(Mgt,Mpr)

TP(Mgt,Mpr) + FP(Mgt,Mpr) + FN(Mgt,Mpr)
, (5.18)

where TP, FP, FN denote True Positives, False Positives, and False Negatives, respec-
tively. Higher values indicate larger consistency between the generated explanation
and the ground-truth explanation. As a result, the difference in this metric before and
after perturbation can be used to measure the performance of attacks:

∆GEA =: JAC(Mgt,Mpr)− JAC(Mgt, M̂pr), (5.19)

where higher values indicates more successful attacks.
Cosine Similarity. To quantify the performance of attacks when ground-truth

explanations are not available, we use cosine similarity to measure the stability of
graph explanations:

Simcos(Mpr, M̂pr) =
vec(Mpr) · vec(M̂pr)

∥Mpr∥F ∥M̂pr∥F
, (5.20)

where vec(·) flattens its input as a vector, and ∥ · ∥F represents the Frobenius Norm.
Higher values of Simcos (within [−1, 1]) indicate higher graph explanation stability,
and thus less successful attacks.

Prediction Change. To measure the impact of edge perturbations on GNN
predictions, we consider two metrics as follows: 1) ∆Label: the ratio of nodes of
which the predicted label has changed after attacks; and 2) ∆Prob: the average
absolute change of predicted probability (of the original predicted class) of all nodes,
which is formally defines as

∆Prob =

∑N
i=1|P (yi = y∗i )− P̂ (yi = y∗i )|

N
,

where P (yi = y∗i ) is the prediction probability of node vi being classified as y∗i (the
original predicted class with the highest probability) on the original graph. Moreover,
P̂ (yi = y∗i ) is the prediction probability of node vi being classified as y∗i (the original
predicted class with the highest probability on the original graph) on the perturbed
graph.

Attacker Baselines. Given the novelty of our problem setting, we only consider
two trivial baselines for edge perturbations: 1) random flipping: we randomly flip
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B1 edges; and 2) random rewiring: we randomly rewire B2 edges within k-hop
neighbors of the target node.

5.5.3 Attack Transferability Settings

We consider attack transferability on the following five types of GNN explainers: 1)
Gradient-based: GradCAM [197], Integrated Gradients (IG) [214]; 2) Perturbation-
based: GNNExplainer [195], SubgraphX [201]; 3) Surrogate-based: PGMExplainer
[196]; 4) Decomposition-based methods: GNN-LRP [215] and 5) Random Ex-
plainer that randomly generates random important edges.

5.5.4 Training Protocols and Compute Resources

GNN Predictor Training Protocols. To avoid pitfalls caused by weak GNN pre-
dictor [230], we should train the GNN predictor close to its maximum possible per-
formance. When training the GNN predictor, we employ an Adam optimizer where
the learning rate is 1e-2, weight decay is 1e-5, the number of epochs is 300, and the
hidden dimension is 32.

GNN Explainer Training Protocols. We followed the authors’ recommen-
dations for setting the hyperparameters of GNN explanation methods. We select
top-k (k = 25%) important edges to generate explanations for all GNN explainers.
Particularly, when training the PGExplainer, the number of training epochs is 10.

GNN Explanation Attacker Training Protocols. We set the trade-off hyper-
parameter in the final loss as 0.1 such that the magnitudes of the two loss terms are
approximately the same. Besides, the learning rate in gradient ascent is set to 0.1.
Importantly, we set the maximal training epochs as 100 due to computation time rea-
son, while further increasing this number can largely improve the attack performance
(in terms of ∆GEA). Moreover, we set the perturbation budget to 15 at maximum
for synthetic data (note that we attempt to employ a hard minimum budget of 5
with 2000 maximum trials of Bernoulli sampling). We perform sensitivity analysis
regarding these hyperparameters, and the results and analysis will be discussed in
Chapter 5.6.4.

Explanation Accuracy Computation. The get_acc(·) function of GraphXAI
considers all non-zero edges as predicted positives (namely with binary code ‘1’) by
default when computing JAC. Following [231], we set the top 25% (of edges with the
highest edge importance scores) as 1 and the rest as zeros in our evaluations when
computing both GEA and cosine similarity.
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Software and Hardware. The evaluated GNN explainers are implemented
mainly based on GraphXAI 1 [231]. Algorithms are implemented in Python 3.8 (using
PyTorch [109] and PyTorch Geometric [110] libraries when applicable) and ran on in-
ternal clusters with AMD 128 EPYC7702 CPUs (with 512GB RAM). All experiments
can be finished within 7 days if using 10 such machine instances. All code and datasets
are available on GitHub2.

5.6 Experimental Results and Analysis
Before answering the research questions, we state three presumptions and check them
empirically in Chapter 5.6.1. Next, we answer RQ1 and RQ2 in Chapter 5.6.2, and
RQ3 in Chapter 5.6.3. Following this, we perform sensitivity analysis in Chapter 5.6.4
and property analysis in Chapter 5.6.5.

5.6.1 Experiments to Check Presumptions

Presumption 1. The prediction correctness of a GNN predictor and explanation
accuracy of a GNN explainer are not related. For each dataset, we first get the set
of correctly predicted nodes and the set of wrongly predicted nodes; then we compare
the distribution of their explanation accuracy. As shown in Figure 5.6 in Appendix,
there is no notable difference. In other words, we do not observe that wrongly labelled
nodes tend to have lower explanation accuracy despite [230] claim that it is unfair to
use wrongly labelled nodes to evaluate GNN explanations (as they may not use the
ground-truth explanations to make predictions and thus tend to have lower explanation
accuracy).

Presumption 2. The prediction confidence of a GNN predictor and explanation
accuracy of a GNN explainer are related, where prediction confidence is defined as the
probability assigned to the predicted class. For each dataset, we first divide the nodes
into five groups based on their prediction confidence; then we compare the distribution
of their explanation accuracy. Table 5.4 in Appendix show that group ‘G9’ (i.e., the set
of nodes with prediction confidence in [0.9, 1.0]) indeed tends to have lower explanation
accuracy on the original graph than other groups.

Presumption 3. The prediction confidence of a GNN predictor and attack per-
formance of a GNN explanation attacker are related. To check this presumption, we

1https://github.com/mims-harvard/GraphXAI
2https://github.com/ZhongLIFR/GXAttack
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Table 5.2: Results on all synthetic datasets (average ± standard deviations across 5 trials).
O. GEA means explanation accuracy on original graph and P. GEA indicates explanation
accuracy on perturbed graph. Moreover, ∆GEA is the explanation accuracy change after
perturbation, Simcos is the cosine similarity between explanations (before and after pertur-
bations), and #Pert. represents the number of flipped edges. ∆Label is the average change
of predicted labels, while ∆Prob denotes the average absolute change of predicted proba-
bility (of the original predicted class). “GXAttack”, “Rnd. Flipping”, and “Rnd. Rewiring”
correspond to our attack method, random flipping, and random rewiring, respectively. ‘ ↑′
indicates larger values are preferred while ‘ ↓′ means the opposite.

Dataset Syn1 Syn2 Syn3 Syn4 Syn5 Syn6 Syn7
O. GEA 0.678±0.046 0.641±0.022 0.494±0.012 0.469±0.006 0.439±0.014 0.306±0.025 0.429±0.013

G
X
A
tt
ac
k

P. GEA(↓) 0.497±0.041 0.375±0.011 0.308±0.010 0.312±0.003 0.290±0.004 0.217±0.013 0.287±0.014
∆GEA (↑) 0.181±0.020 0.267±0.014 0.186±0.013 0.157±0.010 0.149±0.015 0.088±0.014 0.142±0.009
Simcos(↓) 0.921±0.007 0.975±0.001 0.980±0.004 0.976±0.003 0.978±0.002 0.988±0.001 0.971±0.040
#Pert. (↓) 3.300±0.255 5.620±0.045 6.680±0.148 5.900±0.122 6.560±0.055 5.940±0.167 7.020±0.130
∆Label(↓) 0.000±0.000 0.002±0.003 0.001±0.001 0.001±0.001 0.001±0.001 0.000±0.001 0.001±0.001
∆Prob(↓) 0.106±0.008 0.140±0.004 0.163±0.003 0.150±0.002 0.143±0.004 0.089±0.003 0.147±0.001

R
nd

.
Fl
ip
pi
ng P. GEA(↓) 0.640±0.056 0.638±0.023 0.493±0.012 0.467±0.009 0.438±0.013 0.306±0.024 0.429±0.013

∆GEA(↑) 0.038±0.029 0.001±0.005 0.001±0.002 0.002±0.003 0.001±0.001 0.000±0.005 0.000±0.001
Simcos(↓) 0.800±0.006 0.945±0.004 0.964±0.006 0.943±0.005 0.966±0.001 0.978±0.001 0.981±0.001
#Pert.(↓) 15±0.000 15±0.000 15±0.000 15±0.000 15±0.000 15±0.000 15±0.000
∆Label(↓) 0.051±0.012 0.011±0.007 0.012±0.004 0.009±0.006 0.004±0.002 0.002±0.002 0.004±0.002
∆Prob(↓) 0.048±0.003 0.009±0.005 0.006±0.001 0.008±0.001 0.006±0.001 0.003±0.001 0.003±0.001

R
nd

.
R
ew

iri
ng P. GEA(↓) 0.149±0.012 0.045±0.005 0.069±0.004 0.067±0.004 0.020±0.002 0.013±0.001 0.020±0.002

∆GEA(↑) 0.530±0.043 0.596±0.022 0.425±0.010 0.402±0.003 0.419±0.014 0.293±0.025 0.409±0.012
Simcos(↓) 0.723±0.031 0.941±0.006 0.975±0.006 0.959±0.008 0.951±0.004 0.970±0.002 0.967±0.009
#Pert.(↓) 16±0.000 16±0.000 16±0.000 16±0.000 16±0.000 16±0.000 16±0.000
∆Label(↓) 0.274±0.030 0.199±0.022 0.202±0.004 0.184±0.011 0.214±0.007 0.159±0.013 0.274±0.014
∆Prob(↓) 0.234±0.016 0.210±0.013 0.198±0.007 0.200±0.003 0.221±0.005 0.174±0.013 0.259±0.005

first divide the nodes into five groups based on their prediction confidence; then we
compare the distribution of their attack performance. Table 5.4 in Appendix show
that group ‘G9’ also tends to have less successful attacks (i.e., smaller ∆GEA) when
compared to other groups. Possible reasons are that: 1) the nodes in this group have
lower explanation accuracy on original graph; and 2) the prediction confidence is close
to 1, leaving no much room for perturbations. These two facts together make the
attack more challenging.

5.6.2 Experiments to Answer RQ1 and RQ2: Attack Effective-
ness

From Table 5.2, we have the following main observations:
Observation 1. The larger the subgraph size, the lower the original explanation

accuracy of PGExplainer and thus the poorer the attack performance (i.e., the smaller
the value of ∆GEA). For this, compare the results on Syn2 (Subgraph Size = 6) to
those on Syn3 (Subgraph Size = 10).
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Observation 2. The type of motifs (namely ground-truth explanations) appears
to have minimal impact on both explanation accuracy and attack performance. This
can be obtained by comparing the results on Syn3 (Motif =“House”) with those on
Syn4 (Motif =“Circle”).

Observation 3. The larger the connection probability (namely node degree), the
lower the original explanation accuracy of PGExplainer and thus the poorer the attack
performance (i.e., the smaller the value of ∆GEA). This can be obtained by comparing
the results on Syn3 (P(Connection) = 0.06), Syn5 (P(Connection) = 0.12), and Syn6
(P(Connection) = 0.20).

Observation 4. The more subgraphs, the lower the original explanation accuracy
of PGExplainer and thus the poorer the attack performance (i.e., the smaller the value
of ∆GEA). This can be obtained by comparing the results on Syn3 (#Subgraphs=50)
with those on Syn7 (#Subgraphs=100).

Answer to RQ1. From Table 5.2, we can see that GXAttack can achieve a∆GEA
ranging from 0.088 to 0.267 while using a very small perturbation budget (less than
7.1 on all datasets) and keeping the predicted labels nearly unchanged (i.e., ∆Label
is nearly zero) after perturbation.

Answer to RQ2. In contrast, the random flipping attack employs a budget
of 15 but achieves ∆GEA of almost zero on all datasets, indicating it is ineffective.
Meanwhile, the random rewiring attack uses a budget of 16 and achieves a very large
∆GEA (ranging from 0.293 to 0.596). However, this comes at the cost of large ∆Label
(ranging from 0.159 to 0.274). In other words, the predicted labels of many nodes have
been changed after the attacks, and this violates our objective.

5.6.3 Experiments to Answer RQ3: Attack Transferability

Answer to RQ3. From Table 5.3, we can see that some post-hoc explainers, including
PGMExplainer, and IG, suffer from poor explanation accuracy on the original graphs,
even giving lower accuracy than the Random Explainer. As a result, investigating
the attack transferability on these explainers may not be meaningful. On the con-
trary, like PGExplainer, explainers such as GradCAM, GNNExplainer, SubgraphX,
and GNN-LRP (highlighted in gray) can achieve good performance on most original
graphs. For those, the attacks optimized for PGExplainer are also harmful, leading to
a dramatic degradation of explanation accuracy. For instance, the explanation accu-
racy of GNNexplainer decreases from 0.711 to 0.397 on Syn2. This demonstrates the
transferability of the attacks generated by GXAttack.
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5.6.4 Sensitivity Analysis

Specifically, we perform analysis in terms of ∆GEA, ∆Prob and used budget when
varying the following hyperparameters, respectively: 1) the loss trade-off hyperparam-
eter; 2) the maximally allowed perturbation budget (Max Budget) in Figure 5.2; and
3) the maximal training epochs of attacker in Figure 5.3.

Table 5.3: Transferability of attacks on synthetic datasets Syn1-6 with a typical run (Re-
sults on Syn7 are omitted due to excessive computation time). We report the explanation
accuracy (i.e., GEA) on the original graph → explanation accuracy on the perturbed graph.

Explainer Syn1 Syn2 Syn3 Syn4 Syn5 Syn6
PGExplainer 0.728 → 0.510 0.648 → 0.347 0.485 → 0.304 0.471 → 0.311 0.450 → 0.285 0.332 → 0.225

GradCAM 0.745 → 0.551 0.708 → 0.397 0.510 → 0.300 0.511 → 0.310 0.455 → 0.278 0.414 → 0.241
IG 0.118 → 0.104 0.134 → 0.103 0.136 → 0.101 0.109 → 0.092 0.116 → 0.085 0.078 → 0.065

GNNExplainer 0.738 → 0.550 0.711 → 0.397 0.539 → 0.341 0.514 → 0.327 0.483 → 0.283 0.431 → 0.205
SubgraphX 0.113 → 0.015 0.532 → 0.375 0.296 → 0.141 0.417 → 0.282 0.394 → 0.312 0.408 → 0.305

PGMExplainer 0.015 → 0.064 0.046 → 0.039 0.031 → 0.034 0.036 → 0.041 0.038 → 0.043 0.037 → 0.040
GNN-LRP 0.752 → 0.573 0.713 → 0.394 0.509 → 0.300 0.515 → 0.311 0.457 → 0.284 0.410 → 0.241

RandomExplainer 0.184 → 0.146 0.170 → 0.096 0.135 → 0.102 0.124 → 0.090 0.128 → 0.100 0.133 → 0.086
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Figure 5.2: Sensitivity analysis w.r.t. maximally allowed perturbation budget (Max Bud-
get) on Syn2 using GXAttack.

Trade-off Hyperparameter vs Attack Performance. Our sensitivity analysis
shows that the attack performance (in term of ∆GEA), ∆Prob, and the used bud-
get are nearly constant when we vary the trade-off hyper-parameter β’s value from
0.000001 to 10. We omit the figures here.
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Attack Budget vs Attack Performance. From Figure 5.2, we can see that
as the Max Budget increases from 1 to 10, ∆GEA and ∆Prob rise sharply, showing
large gains from higher allowed budgets. Beyond a (maximally allowed) budget of 10,
∆GEA and ∆Prob both stabilize, indicating no further gains. The underlying reason
is that the used budget stop increasing after 10 (maximally allowed) when we set the
training epochs as 100. In Tables 5.2 and 5.3, we report the results with a maximum
budget equal to 15.

Attack Training Epochs vs Attack Performance. From Figure 5.3, we ob-
serve a steady increase in the used budget as epochs increase. However ∆Prob first
increases and then decreases (due to overfitting) when increasing the training epochs.
Similarly, ∆GEA first increases and then decreases (due to overfitting) with the in-
crease of training epochs. For computation time reason, we only report the results
with 100 epochs in Tables 5.2 and 5.3. However, it is important to note that the attack
performance (in terms of ∆GEA) can be largely improved if we increase the number
of training epochs. For instance, ∆GEA can be improved from 0.269 to 0.364 if we
increase the training epochs from 100 to 300.
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Figure 5.3: Sensitivity analysis w.r.t. maximal training epochs on Syn2 using GXAttack.
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Figure 5.4: Property analysis regarding prediction confidence on Syn2. Other datasets
show consistent results and are omitted.

5.6.5 Property Analysis

We also conducted some property analysis of GXAttack in terms of the prediction
confidence, and node degree.

Property Analysis on Prediction Confidence. From Figure 5.4(a), we can
clearly see that nodes in ‘G9’ tend to have lower original explanation accuracy. As
a result, as shown in Figure 5.4(b), the attack performance of GXAttack on these
nodes (in ‘G9’) tend to be less successful (i.e., smaller ∆GEA). This is because the
nodes in ‘G9’ leave no much room for perturbations under the constraint that the
predictions remain unchanged, namely much smaller probability changes as shown in
Figure 5.4(c).

Property Analysis on Node Degree. From Figure 5.5(a), we can see that nodes
with higher degrees tend to have lower original explanation accuracy. Figure 5.5(b)
shows that the attack performance of GXAttack on these nodes with higher degrees
tends to be less successful (i.e., smaller ∆GEA). Possible reasons are that 1) the orig-
inal explanation accuracy tends to be lower; and 2) small perturbations on nodes with
high degrees have limited impact on the predictions, resulting in smaller probability
changes as shown in Figure 5.5(c).

5.7 Conclusions
GNN explanations for enhancing transparency and trust of graph neural networks are
becoming increasingly important in decision-critical domains. Our research reveals
that existing GNN explanation methods are vulnerable to adversarial perturbations
that strongly change the explanations without affecting the predictions. This vulner-
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Figure 5.5: Property analysis regarding node degree on Syn2. Other datasets show con-
sistent results and thus are omitted.

ability undermines the reliability of these methods in crucial settings. Specifically, we
introduced GXAttack, an optimization-based adversarial method to assess the robust-
ness of post-hoc GNN explanations. GXAttack’s effectiveness underscores the need
for new evaluation standards that incorporate adversarial robustness as a fundamen-
tal aspect. Future research should focus on developing explanation methods that are
both interpretable and robust against adversarial attacks, as enhancing the stability of
GNN explanations is crucial for ensuring their consistency and reliability in practical
applications.

Appendix A: Projected Gradient Descent
After each gradient update, P̃t ∈ Rn×n, although it must lie in [0, 1]n×n for its inter-
pretation as a Bernoulli random variable. Moreover, we must ensure that sampling
Pt ∈ {0, 1}n×n ∼ Bernoulli(P̃t) will yield a discrete perturbation Â = A ⊕ Pt obey-
ing the admissible perturbations ∥A − Â∥0 < B with sufficient likelihood. Following
[227, 228], we ensure that EP∼Bernoulli(P̃t)

[∥P∥0] ≤ B and then obtain the final per-
turbation form a small set of samples. To guarantee that P̃t parametrizes a valid
distribution and that we obey the budget in expectation, we employ the projection∏

E[Bernoulli(P̃t)≤B](P̃t).
The space spanned by P̃t ∈ [0, 1]n×n describes a n × n dimensional hypercube

intersected with the region below the B-simplex defining E[Bernoulli(P̃t) = B]. The
region below the B-simplex can be expressed as 1⃗⊤P̃1⃗ =

∑
i,j P̃i,j ≤ B. Thus, after

142



Chapter 5. Explainable Graph Neural Networks Under Fire

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Explanation Accuracy

0
2
4
6
8

10
12
14

Fr
eq

ue
nc

y

PGExplainer Explanation Accuracy Distribution
Correct Predictions
Wrong Predictions

(a) Syn1

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Explanation Accuracy

0

10

20

30

40

50

Fr
eq

ue
nc

y

PGExplainer Explanation Accuracy Distribution
Correct Predictions
Wrong Predictions

(b) Syn2

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Explanation Accuracy

0

20

40

60

80

Fr
eq

ue
nc

y

PGExplainer Explanation Accuracy Distribution
Correct Predictions
Wrong Predictions

(c) Syn3

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Explanation Accuracy

0

20

40

60

80

Fr
eq

ue
nc

y

PGExplainer Explanation Accuracy Distribution
Correct Predictions
Wrong Predictions

(d) Syn4

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Explanation Accuracy

0

10

20

30

40

50

60

Fr
eq

ue
nc

y

PGExplainer Explanation Accuracy Distribution
Correct Predictions
Wrong Predictions

(e) Syn5

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Explanation Accuracy

0
20
40
60
80

100
120
140

Fr
eq

ue
nc

y

PGExplainer Explanation Accuracy Distribution
Correct Predictions
Wrong Predictions

(f) Syn6

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Explanation Accuracy

0

25

50

75

100

125

150

Fr
eq

ue
nc

y

PGExplainer Explanation Accuracy Distribution
Correct Predictions
Wrong Predictions

(g) Syn7

Figure 5.6: Comparative analysis of explanation accuracy with respect to prediction cor-
rectness on all synthetic datasets. The results show that explanation accuracy is not nec-
essarily correlated with the prediction correctness. Particularly, we did not observe that
wrongly predicted nodes tend to have lower explanation accuracy.

each gradient update, we solve∏
E[Bernoulli(P̃)≤B]

(P̃) = argmin
S̃
∥P̃− S̃∥2F (5.21)

subject to
∑
i,j

S̃i,j ≤ B and S̃ ∈ [0, 1]n×n

for clipping to the hyperplane and projecting back towards the simplex using a bisec-
tion search. See [227] for details and the derivation.

Appendix B: Presumptions Checking Results

143



5.7. Conclusions

Table 5.4: Complete results on Syn1-Syn7. O. GEA means explanation accuracy on
original graph and P. GEA indicates explanation accuracy on perturbed graph. Moreover,
∆GEA is the explanation accuracy change after perturbation, Simcos is the cosine similarity
between explanations (before and after perturbations), and #Pert. represents the number
of flipped edges. Besides, ∆Label is the average change of predicted labels, while ∆Prob
denotes the average absolute change of predicted probability (of the original predicted class).
“G5” is the set of nodes of which the original prediction confidence located in [0.5,0.6).
Similarly, “G6” for [0.6,0.7), “G7” for [0.7,0.8), “G8” for [0.8,0.9), “G9” for [0.9,1.0], and
“All” for all nodes.

Dataset Confidence Group G5 G6 G7 G8 G9 All

S
y

n
1

O. GEA 0.696 0.763 0.726 0.775 0.683 0.728
P. GEA (↓) 0.403 0.463 0.485 0.584 0.679 0.560
∆GEA (↑) 0.293 0.299 0.241 0.190 0.004 0.168
Simcos (↓) 0.817 0.868 0.898 0.937 0.987 0.923
#Pert. (↓) 6.5 5.0 4.5 2.7 0.2 3.0
∆Label (↓) 0 0 0 0 0 0
∆Prob (↓) 0.327 0.204 0.147 0.065 0.002 0.108

S
y

n
2

O. GEA 0.694 0.739 0.690 0.694 0.546 0.648
P. GEA (↓) 0.329 0.396 0.390 0.387 0.381 0.347
∆GEA (↑) 0.365 0.293 0.300 0.307 0.165 0.269
Simcos (↓) 0.958 0.960 0.971 0.979 0.991 0.977
#Pert. (↓) 7.1 6.6 6.2 6.3 3.8 5.6
∆Label (↓) 0 0 0 0 0 0
∆Prob (↓) 0.353 0.268 0.181 0.103 0.003 0.143

S
y

n
3

O. GEA 0.484 0.496 0.479 0.510 0.440 0.480
P. GEA (↓) 0.305 0.303 0.279 0.335 0.310 0.306
∆GEA (↑) 0.179 0.193 0.200 0.175 0.130 0.179
Simcos (↓) 0.966 0.973 0.962 0.981 0.989 0.978
#Pert. (↓) 8.0 7.4 6.6 5.8 4.7 6.7
∆Label (↓) 0.008 0 0 0 0 0.002
∆Prob (↓) 0.242 0.206 0.166 0.099 0.039 0.165

S
y

n
4

O. GEA 0.500 0.500 0.493 0.495 0.416 0.471
P. GEA (↓) 0.309 0.314 0.319 0.326 0.296 0.311
∆GEA (↑) 0.192 0.187 0.179 0.168 0.120 0.159
Simcos (↓) 0.973 0.972 0.962 0.979 0.989 0.980
#Pert. (↓) 6.9 6.8 6.4 6.2 3.9 5.7
∆Label (↓) 0 0 0 0 0 0
∆Prob (↓) 0.333 0.267 0.177 0.111 0.030 0.149

S
y

n
5

O. GEA 0.456 0.470 0.443 0.461 0.430 0.450
P. GEA (↓) 0.252 0.264 0.282 0.305 0.336 0.293
∆GEA (↑) 0.204 0.207 0.161 0.157 0.094 0.157
Simcos (↓) 0.967 0.971 0.975 0.979 0.984 0.976
#Pert. (↓) 7.5 7.6 7.0 6.6 5.2 6.6
∆Label (↓) 0.013 0 0 0 0 0.002
∆Prob (↓) 0.287 0.226 0.147 0.085 0.031 0.138

S
y

n
6

O. GEA 0.415 0.412 0.407 0.382 0.291 0.332
P. GEA (↓) 0.260 0.249 0.239 0.259 0.217 0.231
∆GEA (↑) 0.155 0.162 0.168 0.123 0.074 0.101
Simcos (↓) 0.975 0.975 0.979 0.986 0.984 0.989
#Pert. (↓) 7.3 7.8 7.5 7.0 5.0 5.9
∆Label (↓) 0 0 0 0 0 0
∆Prob (↓) 0.348 0.270 0.189 0.106 0.029 0.092

S
y

n
7

O. GEA 0.428 0.415 0.406 0.405 0.401 0.409
P. GEA (↓) 0.266 0.250 0.294 0.263 0.278 0.263
∆GEA (↑) 0.161 0.165 0.156 0.142 0.123 0.146
Simcos (↓) 0.986 0.983 0.989 0.991 0.992 0.990
#Pert. (↓) 8.2 7.9 7.5 7.1 6.1 7.2
∆Label (↓) 0 0 0 0 0 0
∆Prob (↓) 0.319 0.253 0.169 0.097 0.035 0.147
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6.0.

Abstract
Existing graph level anomaly detection methods are predominantly unsupervised due
to high costs for obtaining labels, yielding sub-optimal detection accuracy when com-
pared to supervised methods. Moreover, they heavily rely on the assumption that the
training data exclusively consists of normal graphs. Hence, even the presence of a few
anomalous graphs can lead to substantial performance degradation. To alleviate these
problems, we propose a cross-domain graph level anomaly detection method, aiming
to identify anomalous graphs from a set of unlabeled graphs (target domain) by using
easily accessible normal graphs from a different but related domain (source domain).
Our method consists of four components: a feature extractor that preserves seman-
tic and topological information of individual graphs while incorporating the distance
between different graphs; an adversarial domain classifier to make graph level repre-
sentations domain-invariant; a one-class classifier to exploit label information in the
source domain; and a class aligner to align classes from both domains based on pseu-
dolabels. Experiments on seven benchmark datasets show that the proposed method
largely outperforms state-of-the-art methods.
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Chapter 6. Cross-Domain Graph Level Anomaly Detection

6.1 Introduction
Graph-structured data is ubiquitous, as it can represent relations between objects using
edges and semantic characteristics of objects using node attributes. As a result, graph
level anomaly detection has a wide range of potential applications, such as criminal
detection in financial network [82], error detection in system logs [232], identifying
specific molecules in drug discovery [233], and detecting unhealthy brain structures
[234].

Graph neural networks (GNNs) are capable of learning discriminative feature rep-
resentations for graphs and have significantly advanced benchmark results for graph
level anomaly detection [79]. Similar to other types of neural networks, the impressive
performance of graph neural networks (GNNs) is often attained by using a substantial
amount of labeled data. However, the process of manually annotating graph data
is laborious and thus often impractical. To circumvent this challenge, recent studies
have turned to unsupervised (or semi-supervised) learning instead. These methods,
however, strongly rely on the assumption that the training data exclusively consists of
normal graphs. Our experiments demonstrate that even a minor presence of anoma-
lous graphs in the training data can lead to substantial performance degradation for
these methods (c.f. Table 6.3).

In practice, labeled data may be accessible or relatively cheap to obtain in some
domains. Hence, in situations where a certain ‘target’ domain of interest suffers from a
dearth of labeled data (or its purity cannot be guaranteed), there is a strong motivation
to construct learners that can exploit abundant labeled data from a different but
related domain.

Recent work on graph level anomaly detection [78, 79, 81, 82] is mostly unsu-
pervised (or semi-supervised), and has been limited to detecting anomalies within a
single domain. That is, the potential benefits of incorporating labeled information
from a related domain has not yet been researched. In this paper we investigate how
to transfer ‘anomaly knowledge’ from a source to a target graph database.

Unsupervised domain adaptation (UDA) is an attractive approach to achieve this:
it adapts models learned from a source domain with plenty labeled data to a target
domain without labels, and has demonstrated remarkable performance in computer
vision and natural language processing [235, 236]. Although a few studies have ex-
plored UDA for cross-domain node classification, there has been no prior research on
cross-domain graph level anomaly detection. Two challenges need to be overcome.
First, most existing UDA methods are developed for vector-based data, such as im-
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6.1. Introduction

age and text data, for which a distance in a Euclidean space can be defined, while
for graph-structured data distance is typically defined in a non-Euclidean space due
to graph isomorphism. This makes directly applying off-the-shelf UDA methods to
graphs impractical. Second, graph level anomaly detection is inherently more chal-
lenging than node level anomaly detection, as anomalies at the graph level may involve
global patterns and interactions that cannot be easily discerned by examining individ-
ual nodes.

To fill this gap, being motivated and supported by domain adaptation theory [237],
we propose an unsupervised domain adaptation based graph level anomaly detection
method called ARMET. It addresses the following cross-domain graph level anomaly
detection problem: given a target graph database with fully unlabeled graphs and a
different but related source graph database that contains only normal graphs, learn a
one-class classifier that identifies anomalous graphs from the target graph database.

To achieve this, ARMET leverages an adversarial learning approach consisting of
four main components. First, to learn graph level representations, it utilizes a two-
part feature extractor: a semantic feature extractor to jointly preserve the semantic
and topological information of each graph, and a structure feature extractor to ex-
tract the structure of each graph domain. Second, a domain classifier is learned to
make graph level representations domain-invariant, thereby reducing the domain dis-
crepancy. Third, a one-class classifier is trained using normal source graphs, aiming
to make the learned graph level representations label-discriminative. Finally, a class
aligner is trained to align normal graphs in both domains while separating anomalous
graphs and normal graphs in the target domain. As a result, in an end-to-end manner,
ARMET can learn both domain-invariant and label-discriminative graph level repre-
sentations, and thus effectively identify anomalous graphs from the target domain.

Our contributions can be summarized as follows:

• We introduce the cross-domain graph level anomaly detection problem, and de-
velop ARMET, an effective approach to address this problem;

• ARMET is the first attempt to combine graph neural networks and adversar-
ial domain adaptation techniques for performing graph level anomaly detection
tasks;

• Experiments demonstrate its improved performance for graph level anomaly de-
tection when compared to state-of-the-art unsupervised graph level anomaly
detectors.
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The rest of this work is organized as follows. Chapter 6.2 reviews related literature.
Chapter 6.3 introduces relevant notations and formulates the research problem. Chap-
ter 6.4 presents the framework of our method ARMET. Chapter 6.5 and 6.6 describe
the design details of ARMET. Chapter 6.7 provides experimental setup, and Chapter
6.8 presents results and corresponding analysis. Chapter 6.10 concludes this work.

6.2 Related Work
We review work that is most closely related; readers are referred to the following
surveys for more on transfer learning [238, 239], graph representation learning [188],
and graph anomaly detection [240, 241].

Graph Level Anomaly Detection Unsupervised/semi-supervised methods in-
clude OCGIN [78], GLAM [79], GLocalKD [81], OCGTL [82] and CODEtect [84].
Unlike ARMET, CODEtect can only handle unattributed graphs. Meanwhile, OC-
GIN, GLAM, GLocalKD, and OCGTL can handle attributed graphs, but they heavily
depend on the assumption that the training data exclusively contains normal graphs.
This assumption is impractical or expensive in real-world applications. As we will
show later, the presence of anomalies in the training data may largely decrease the
performance of these methods (c.f. Table 6.3). Moreover, the supervised method
iGAD requires fully labeled training data, which is expensive or sometimes impossible
to obtain. In contrast, ARMET only requires that the source domain data exclusively
contains normal graphs, while imposing no additional assumptions on the target do-
main data. Further, it is the first graph level anomaly detection method that leverages
labeled data from a different but related domain.

Traditional Unsupervised Domain Adaptation Traditional UDA techniques,
such as DeepCoral [242], DANN [243], ADDA [244], and CDAN [245], are primarily
designed for addressing multi-class classification problems in computer vision and nat-
ural language processing. Consequently, these methods fail to account for the unique
characteristics of graph-structured data, as well as the highly imbalanced nature of
anomaly detection problems. Moreover, these methods assume that the source domain
contains all classes and is fully labeled. As a result, their effectiveness diminishes when
the source domain contains only partial classes (e.g., only the normal class in anomaly
detection), and this will be shown later in Table 6.6.

Domain Adaptation on Graphs Most existing domain adaptation methods
on graphs, such as SDA-DAGL [246], DANE [247], UDA-GCN [248], DASGA [249],
ACDNE [250], CDNE [251], DANE [252], COMMANDER [253], AdaGCN [254], DGL
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Figure 6.1: An overview of ARMET. Graphs and their learned representations are framed
in oval rectangles, where the target domain is highlighted in green and the source domain
in orange. Meanwhile, the semantic feature extractor, structure feature extractor, and other
learners including one-class classifier, domain classifier, and class aligner are depicted in blue
rectangles.

[255], AdaGIn [256] and CD-GAD [257], only consider domain adaptation from an
individual graph to another graph.

Only a few works, including DGDA [258], CDA [259], and [260], consider domain
adaptation from a set of graphs to another set of graphs. However, they focus on the
multi-class graph classification problem, while ARMET is the first to consider cross-
domain graph level anomaly detection, which is more challenging due to the extreme
class imbalance. Moreover, unlike ARMET, these methods require the source domain
data to contain all classes and be fully labeled.

6.3 Problem Statement
Following the notation commonly used in transfer learning [238], a domain D consists
of two components, namely a feature space X and its marginal probability distribution
P(X ). Meanwhile, a task contains two components, that is, a label space Y and a
predictive function h(·) that can be expressed as P(Y|X ). Moreover, we consider an
attributed and undirected graph G = (V, E), where the node set V is associated with
a node feature matrix X ∈ R|V|×C and the the edge set E is associated with the
adjacency matrix A ∈ R|V|×|V|. In the following sections, we use the superscripts (·)s

and (·)t to denote concepts in the source and target domains (also tasks), respectively.
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Traditional Unsupervised Domain Adaptation on Graphs Traditional un-
supervised domain adaptation (UDA) assumes that there is a set of labeled source
graphs Gs = {Gs

n, Y
s
n }

Ns
n=1 that are i.i.d drawn from P(X s,Ys), and another set of

unlabeled target graphs Gt = {Gs
n}

Nt
n=1 that are i.i.d drawn from P(X t). More-

over, UDA usually imposes the covariate shift assumption, i.e., Ps(X s) ̸= Pt(X t)

but Ps(Ys|X s) = Pt(Yt|X t). In other words, it assumes that the source and the tar-
get are different (in the sense that Ps(X s) ̸= Pt(X t)) but related (in the sense that
X s = X t and Ps(Ys|X s) = Pt(Yt|X t)). On this basis, UDA aims to learn a classifier
h : X t → Yt by using fully labeled source graphs and unlabeled target graphs.

For simplicity, we assume that the node feature matrices of the source (i.e., Xs)
and target graphs (i.e., Xt) have the same dimensionality and their columns share
the same semantic meanings. Otherwise, we can construct a unified node feature set
X = X s ∪X t by following the practice in [254, 256]. This assumption is important for
utilizing parameters-shared graph embedding models and fulfilling the covariate shift
assumption in UDA.

Cross-Domain Graph Level Anomaly Detection The anomaly detection
problem can be considered as a binary classification problem. Hence, we have Ys =

Yt = {0, 1}, where 0 and 1 represent normal and abnormal graphs, respectively. To
further relax the dependency on fully labeled source data, we assume that Gs only
contains normal graphs. Specifically, given Gs = {Gs

n, Y
s
n }

Ns
n=1 ∈ X s×Ys with Y s

n = 0

for n ∈ 1, ..., Ns, and Gt = {Gt
n}

Nt
n=1 ∈ X t, Cross-Domain Graph Level Anomaly De-

tection (CD-GLAD) aims to learn a binary classifier g : X t → Yt that accurately
predicts anomaly labels for graphs in the target domain, with the assistance of both
normal graphs from the source domain and unlabeled graphs from the target domain.
Hence, the CD-GLAD problem is more practical but entails greater challenges than
traditional UDA.

6.4 Proposed Method: ARMET
Motivation According to domain adaptation theory [237], given the source domain
Ds = {X s,P(X s)} and the target domain Dt = {X t,P(X t)}, given any binary classifier
h drawn from a hypothesis class H, for any δ ∈ (0, 1), with the probability at least of
1− δ, we have

ϵt(h) ≤ ϵs(h) + 1

2
dH∆H(Ds,Dt) + [ϵs(h∗) + ϵt(h∗)] + ω, (6.1)
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where ϵt(h) and ϵs(h) indicate the expected error of classifier h on the target domain
and source domain, respectively. Moreover, dH∆H(Ds,Dt) represents the domain dis-
crepancy. Importantly, [ϵsh∗) + ϵs(h∗)] means the combined error of the ideal joint
classifier h∗ on both domains, where h∗ =: argmin

h∈H
[ϵs(h) + ϵt(h)]. Besides, ω is the

item associated with the model complexity and the sample sizes.
In this work, we aim to learn a classifier h that has the minimal expected error on

the target domain. Therefore, the sum of terms on the right side of (6.1) should be
minimized. This sheds key insights into the design of our algorithm, which considers
the following overall objective:

L(X s,Ys,X t) = λ1LSC(X s,Ys)− λ2LDA(X s,X t) + λ3LCA(X s,Ys,X t), (6.2)

where L(X s,Ys,X t) corresponds to the upper bound of ϵt(h), LSC(X s,Ys) is the
source classifier loss corresponding to ϵs(h), LDA(X s,X t) is the domain classifier loss
that approximates d(Ds,Dt) (larger loss indicates smaller discrepancy), and LCA(X s,Ys,X t)

is the class alignment loss that corresponds to [ϵs(h∗) + ϵs(h∗)]. Further, the balance
parameters λ1 > 0, λ2 > 0 and λ3 > 0.

Approach Figure 6.1 depicts the architecture of our proposed method, dubbed
ARMET (adversarial cross domain graph level anomaly detection). Specifically, ARMET
adapts an adversarial learning framework to perform cross-domain graph level anomaly
detection. It involves the four following main components:

• Parameters-Shared Feature Extractor hFE : takes a source graph database Gs

consisting of exclusively normal graphs and an unlabeled target graph database
Gt as inputs, and aims to learn a representation vector hFE(Gi) for each graph
Gi ∈ Gs ∪ Gt such that similar graphs (in terms of semantic and structure
properties) from both domains have similar embeddings;

• One-Class Classifier hs: takes the representation of each graph hFE(Gi) from
the source domain as input, and learns a hypersphere to include embeddings of
normal graphs while excluding those of anomalous graphs. This classifier can be
directly used to predict labels for graphs in the target domain and corresponds
to LSC ;

• Domain Classifier hd: takes the representation of each graph hFE(Gi) as input,
and attempts to discriminate whether it is drawn from the source domain or the
target domain such that the distributions of embeddings of both domains are
aligned. And it corresponds to LDA;
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• Class Aligner: takes {Gs
n, Y

s
n }

Ns
n=1 and {Gt

n, Ŷ
t
n}

Nt
n=1 as inputs, further making

normal graphs from both domains have close embeddings, while normal graphs
and anomalous graphs in the target domain have distant embeddings. Particu-
larly, we apply the One-Class Classifier hs to obtain pseudo-labels Ŷ t

n for graphs
in the target domain while using the true labels Y s

n for graphs in the source
domain; This component corresponds to LCA.

For better organization, we divide these components into two modules, as shown
in Figure 6.1: the graph feature extraction module that contains the feature extractor
(steps ¬,­, ®), and the cross-domain anomaly detection module that includes the do-
main classifier (step ¯), the one-class classifier (step °), and the class aligner (step ±).
Importantly, the two modules are trained jointly in an end-to-end manner, although
they are introduced separately in the following.

6.5 Module 1: Graph Feature Extraction
The graph feature extraction module consists of a feature extractor dubbed hFE(·)
with trainable parameters ΘFE , aiming to extract graph level representations for
graphs from source domain and target domain. This component is further decom-
posed to three sub-components: a semantic feature extractor (step ¬) and a structure
feature extractor (step ­), followed by a feature concatenation operator (step ®).

Semantic Feature Extractor We denote the semantic feature extractor as hSE(·)
with trainable parameters ΘSE , which learns a graph level representation for each
input graph. Specifically, we adapt aK-layer GIN model [73] followed by a READOUT
function to obtain graph level representations due to the superior performance of
GIN compared to other competing methods [261]. Concretely, GIN updates node
representations as

f (k+1)
v = MLP

((
1 + α(k)

)
f (k)v +

∑
u∈N (v)

f (k)u

)
, (6.3)

where f (k)v denotes the representation of node v learned at the k-th layer, N (v) indi-
cates the neighbor set for node v, α(k) is a trainable parameter while MLP represents
a multilayer perceptron. Next, we obtain the graph level representation by leveraging
READOUT

(
f
(k)
v |k = 1, ...,K

)
, which can be a simple permutation-invariant function

such as the maximum, sum or mean. Using this, we can preserve the semantic and
topological information of each graph.

153
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Structure Feature Extractor We denote the structure extractor as hST (·) with
parametersΘST . We assume that Gs = {Gs

1, ..., G
s
j , ..., G

s
N} and Gt = {Gt

1, ..., G
t
j , ..., G

t
M}

exhibit some inherent data structures such as clusters in X s and X t, respectively. In-
spired by [262], for each graph database, we construct a k-nearest neighbors graph
(KNN graph) in the latent space to model its data structure, aiming to capture the
neighborhood information between different graphs. Without loss of generality, we
use Gs to demonstrate the construction of a KNN graph.

The KNN graph of Gs contains N nodes, with each node representing a source
graph and its node attribute indicating the corresponding graph level representation
vector learned by hST (·). Next, to generate edges, we can construct the adjacency
matrix as

Aij =

1, if Gi ∈ Nk(Gj) or Gj ∈ Nk(Gi)

0, otherwise
(6.4)

where Nk(Gj) represents the k-nearest neighbors set of graph Gj based on the Eu-
clidean distance between graph level embeddings. After constructing the KNN graph,
we can leverage another GIN model (without READOUT function) to learn the node
representations, wherein a node represents a source graph instance.

Feature Concatenation Operator We utilize a concatenation operator that di-
rectly appends the structure feature for each graph to its semantic feature. Hence, this
operator has no parameters. Overall, given a graph Gi, its final extracted feature can
be expressed as hFE(Gi) = hSE(Gi) ∥ hST (Gi). As a result, the corresponding train-
able parameter ΘFE = (ΘSE ,ΘST ). Importantly, these parameters are shared when
learning representations for graphs from the source domain and the target domain,
respectively.

6.6 Module 2: Cross-Domain Graph Level Anomaly
Detection

This module contains three components: the one-class classifier, the domain classifier,
and the class aligner. We first elucidate the rationale and design of each component,
followed by introducing the theory of adversarial training.

One-Class Classifier: We use hs(·) to represent the source classifier, which has
no additional parameters beyond the feature extraction parameters ΘFE . We train a
one-class classifier on the source domain by minimizing the following One-Class Deep
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SVDD objective [99]:

LSC(X s,Ys; ΘFE) =:
1

Ns

Ns∑
m=1

∥hFE(Gm)− o∥22, (6.5)

where hFE(Gm) is the final extracted feature of graph Gm (from the source domain),
and o is the learned center that represents the normality defined in the source domain.
Minimizing this SVDD loss ensures the model learns the label information from the
source domain.

Domain Classifier: We denote the domain classifier as hd(·), with trainable
parameters Θd in addition to parameters ΘFE . We maximize the binary cross-entropy
loss to learn domain-invariant features:

LDA(X s,X t; Θd,ΘFE) =:

[
1

Ns +Nt

Ns+Nt∑
i=1

[
di log(

1

d̂i
) + (1− di) log(

1

1− d̂i
)

]]
,

(6.6)

where di denotes the binary ground-truth domain label for graph Gi. Specifically, di
is 0 for graphs from the source domain and 1 for graphs from the target domain. Addi-
tionally, d̂i represents the predicted probability that Gi belongs to the target domain,
as determined by hd(·). More precisely, the prediction d̂i is given by d̂i = hd(hFE(Gi)),
where hFE(·) is the final feature extractor and hd(·) is the domain classifier. In loss
term (6.6), we consider the negative log-probability, expressed as − log(d̂i). This can
be rewritten as log

(
1

hd(hFE(Gi))

)
. The goal of this loss function is to maximize it,

which encourages the feature extractor hFE(·) to create similar representations for
graphs from both the source and target domains. This helps align the domains, mak-
ing the feature distributions of the source and target domains indistinguishable and
reducing discrepancies between them.

Class Aligner: Structure consistency between domains (via parameters-shared
feature extractor), discriminability in source domain (via source classifier), and domain-
invariant features (via domain classifier) do not necessarily lead to discriminability in
the target domain. That is, although we manage to align features cross domains, the
learned features may be distorted in the sense that they are not representative of the
underlying patterns in the target domain. As a result, features of the normal and
abnormal classes in the target domain may exhibit close proximity or even overlap,
leading to a high value of ϵt(h) in the target domain. This is known as excessive
alignment in [263] and collapse of target neighborhood structure in [264].
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To alleviate this problem, we should consider the third term in (6.1), namely
[ϵs(h∗) + ϵt(h∗)], that considers labels from both domains. Although the true label
information in the target domain cannot be obtained, we can generate pseudolabels
and minimize the class centroid alignment loss:

LCA(X s,Ys,X t, Ŷt; ΘFE) =:
[
ψ(Csn, Ctn)− ψ(Cta, Ctn)

]
, (6.7)

where Ŷt are the pseudolabels obtained by directly applying hs(·) to the target
graphs, and hs(·) is obtained by optimizing loss term (6.5) in previous iteration. More-
over, Csn, Ctn , and Cta represent the centroid of normal source class, normal target
class, and anomalous target class, respectively. The function ψ(·, ·) is a distance met-
ric such as the Euclidean distance. Minimizing this loss can reduce the inter-domain
distance between centroids of normal classes, while simultaneously maximizing the
intra-domain distances between centroids of normal and abnormal classes within the
target domain. Particularly, with an increase of training epochs, we expect that the
discrepancy between source domain and target domain is reduced, the data structures
are better aligned, the hs(·) is further improved, and thus the pseudolabels are grad-
ually updated to approach the ground-truth labels, progressively improving the class
centroid alignment.

Adversarial Training: It can be seen that the optimization of (6.5) and (6.7)
involves a minimization w.r.t. parameters ΘFE , while the optimization of (6.6) con-
cerns a maximization w.r.t. parameters Θd and ΘFE . In other words, objective (6.6)
competes against objectives (6.5) and (6.7) during training over the overall objective
(6.2). To obtain a good trade-off, adversarial training techniques have been explored,
with impressive results [243].

For simplicity, we rewrite L(X s,Ys,X t; ΘFE ,Θd) as L(ΘFE ,Θd), which contains
two sets of parameters. Adversarial training attempts to find a saddle point (Θ̂FE , Θ̂d)

such that Θ̂FE = argmin
ΘFE

L(ΘFE , Θ̂d) and Θ̂d = argmax
Θd

L(Θ̂FE ,Θd). In other words,

we perform a minmax optimization over (6.2):

min
ΘFE

max
Θd

[λ1LSC(Θ
FE)− λ2LDA(Θ

FE ,Θd) + λ3LCA(Θ
FE)]. (6.8)
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Hence, the trainable parameters can be optimized alternatively as follows:

Θd ← Θd − µ∂LDA

∂Θd
,

ΘFE ← ΘFE − µ
(
λ1
∂LSC

∂ΘFE
− λ2

∂LDA

∂ΘFE
+ λ3

∂LCA

∂ΘFE

)
,

(6.9)

where µ is the learning rate. We perform mini-batch training with gradient descent
and the corresponding pseudo-code is provided in Algorithm 5.

Algorithm 5 Mini-batch Algorithm of ARMET
Input: Labeled source graphs Gs = {Gs

n, Y
s
n }

Ns
n=1; Unlabeled target graphs Gt =

{Gs
n}

Nt
n=1; Balance parameters λ1, λ2 and λ3; Batch size Nb; Maximal training epochs

Ne; Maximal iteration per epoch Ni

Output: Predicted labels Ŷt of target graphs
1: Initialize parameters ΘFE ,Θd

2: for epoch < Ne and not converge do
3: for iteration < Ni do
4: Sample a batch Bs and Bt
5: Learn representations using hFE for Bs and Bt
6: Compute source classifier loss LSC using (6.5)
7: Compute domain classifier loss LDC using (6.6)
8: Backpropagate LDC and update Θd using (6.9)
9: Compute class aligner loss LCA using (6.7)

10: Compute total loss L using (6.2)
11: Backpropagate L and update ΘFE using (6.9)
12: end for
13: end for
14: ĥFE(Gt)← Use feature extractor with optimized parameters Θ̂FE to extract fea-

tures for Gt
15: Ŷt ← Use optimized source classifier ĥs(·) to predict labels for ĥFE(Gt)

6.7 Experiment Setup
We aim to answer the following research questions (RQ) via experiments:

RQ1 How does ARMET perform when compared to state-of-the-art graph level anomaly
detection methods?

RQ2 How does each component of ARMET affect the performance? (Ablation study)
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Table 6.1: Datasets. #Nodes, #Edges, Degree, #Attr denote the average number of
nodes and edges, the average degree, and the dimensionality of node attributes, respectively.

Data #Graphs #Nodes #Edges Degree #Attr
BG 5000(5%) 10 30 3 200
HD 5000(5%) 7 20 2.86 200
SP 5000(5%) 6 24 4 200
TB 5000(5%) 16 52 3.25 200
LL 500(10%) 4.7 4.5 0.96 2
LM 500(10%) 4.7 3.1 0.66 2
LH 500(10%) 4.7 3.3 0.70 2

RQ3 How does the performance of ARMET change with different hyperparameter
values? (Sensitivity analysis)

In addition, to get a better understanding of ARMET, we utilize t-SNE [265] to
visualize the learned graph representations from both domains.

6.7.1 Benchmark Datasets

As summarized in Table 6.1, we study the following datasets collected from various
application fields of graph mining:

System Logs We use four benchmark datasets for log anomaly detection, as con-
verting logs into graphs and then leveraging GNNs to detect anomalies can achieve su-
perior performance [88, 232]. Hence, following [232], we construct four graph datasets:
HDFS (HD) [64], BGL (BG), SPIRIT (SP), and THUNDERBIRD (TH) [123], where
each dataset contains 5000 graphs with 5% anomalous graphs. Particularly, HD con-
sists of Hadoop Distributed File System logs while BG, SP, and TH containing system
logs collected from three different supercomputing systems. For this group of datasets,
we create 12 transfer tasks.

Letter Drawings We use three benchmark graph datasets with letter drawings of
varying levels of distortion: low (LL), medium (LM), and high (LH) [266]. Following
the practice of downsampling classification datasets for anomaly detection [168], for
each dataset the letters N, M, and W are selected as the normal class, comprising a
total of 450 instances (150 instances per letter), while the letter F is chosen as the
anomalous class (downsampled to 50 instances). For each graph, a node denotes the
end point of a line, an edge represents a line, and a node attribute represents its
two-dimensional coordinate. For these datasets, we create 6 transfer tasks.
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Discussion on Dataset Selection: Some commonly used benchmark graph datasets,
including BZR, DHFR and COX2 (small molecules), as well as IMDB-Binary and
REDDIT (social networks), have been excluded from our analysis for the following
reasons: 1) the UDA assumptions do not hold for them, as these datasets have dif-
ferent definitions of classification problem, namely they have different label seman-
tics; 2) transferability cannot be guaranteed due to huge domain discrepancy between
datasets. For instance, node attributes of graphs in these datasets have different di-
mensionalities and/or meanings, and these datasets have very different graph statistics;
and 3) even supervised classification methods can only achieve very limited in-domain
classification accuracy (i.e., with an accuracy lower than 0.7) on these datasets.

6.7.2 Baselines

We compare ARMET to the following baselines:

• Unsupervised graph level anomaly detection methods: We directly apply
OCGIN [78], GLAM [79], and GLocalKD [81] on unlabeled target graphs.

• Traditional Domain Adaptation Methods: ADDA [244], CDAN [245],
and DeepCoral [242] are state-of-the-art UDA methods for image classification.
As they are not designed for graph-structured data, we modify these models for
cross-domain graph level anomaly detection by following [257].

To explore the ceiling performance of GLAD methods, we additionally present the
outcomes of iGAD [83], a supervised method that is not considered a direct competitor
due to its reliance on labeled target data.

6.7.3 Evaluation

We employ the widely used Area Under the Curve of the Receiver Operating Char-
acteristics curve (AUC ROC), Area Under the Curve of Precision Recall (AUC PR),
and F1-Score to evaluate and compare the different methods, where a higher value
(closer to 1) represents better anomaly detection accuracy. Particularly, we report
the average values of AUC ROC, AUC PR, F1-Score and the corresponding standard
deviations across 10 independent runs.
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6.7.4 Implementation and Model Configuration

We use the publicly available implementations of OCGIN 1, GLAM 1, GLocalKD
2 and iGAD 3 with their recommended configurations. Besides, ADDA4, CDAN 5

and DeepCoral 5 are adapted from their publicly available implementations. As they
are not designed for graph-structured data, we modify these models for cross-domain
graph level anomaly detection by following the practice in [257]:

• CDAN: We replace the AlexNet encoder with a GIN plus a mean readout func-
tion;

• ADDA: Similarly, we replace the CNN encoder with a GIN plus a mean readout
function;

• DeepCoral: We replace the CNN encoder (CaffeNet) with a GIN plus a mean
readout function and apply CORAL loss to the last classification layer.

For ARMET, by following the practice in [242], the values of hyperparameters
λ1, λ2 and λ3 can be set such that, after the training process (e.g., 100 epochs),
the losses associated with one-class classification LSC , domain discrimination (LDA)
and class-alignment (LCA) are approximately at the same magnitude (after being
multiplied by their corresponding weights). The rational behind it is that we aim to
learn feature representations that are both label-discriminative and domain-invariant
[242]. Particularly, we found that there is usually not a single set of optimal weights
for each transfer task, as pointed out in multi-task learning by [267]. Although this
hyperparameter tuning method works well, it is time-consuming and labor-intensive.
For simplicity, we can adapt a de-facto strategy for hyperparameter tuning in UDA,
namely splitting the target dataset according to a ratio of 20% : 80%, where the 20%
data with labels is used as the validation dataset to select these three hyperparameters
and the remaining 80% data without labels is used as the test data.

For fair comparisons, all GIN models used in different domain adaptation methods
are configured with the same backbone architecture, namely a backbone of two layers
(64 hidden units) with each layer followed by a ReLU activation. Besides, all neural
network based methods are trained using mini-batch gradient descent, with a batch-
size of 512 on log anomaly detection datasets and a batchsize of 128 on other datasets

1https://github.com/lingxiaoshawn/glam
2https://github.com/RongrongMa/GLocalKD
3https://github.com/graph-level-anomalies/iGAD
4https://github.com/yuhui-zh15/pytorch-adda
5https://github.com/agrija9/deep-unsupervised-domain-adaptation
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Table 6.2: Description of hyperparameters and their recommended values. Range indi-
cates the values that we have tested in the sensitivity analysis, and boldfaced values represent
the values suggested to use in the experiments.

Symbol Meaning Range
d embedding dimension {16, 32, 64, 96, 128, 160, 192, 224, 256, 300}
k number of neighbors in KDTree {2, 5, 8, 11, 14, 17, 20}
L number of layers {1,2, 3, 4, 5}
Bs batch size {16, 32, 64, 128, 256, 512, 1024}
λ weight decay parameter {0.0001, 0.001, 0.01, 0.1}
η learning rate {0.0001, 0.001,0.01}
Re readout function mean, sum, max
Ep Epochs for training {100, 200, 300, 400}

respectively, initial learning rate of 0.01, weight decay rate of 0.0001, and a maximum
of 200 training epochs. The settings for these hyperparameters for ARMET are sum-
marized in Table 6.2. Other algorithm-specific hyperparamters are set in accordance
with their respective references given by the original authors.

6.7.5 Training Hardware and Reproducibility

We implemented and ran all algorithms in Python 3.8, using PyTorch [109] and Py-
Torch Geometric [110] when applicable, on a workstation equipped with an Intel i7-
11700KF CPU and Nvidia RTX3070 GPU. For reproducibility, all code and datasets
are made available on GitHub6.

6.8 Experiment Results and Analysis
We answer the three research questions as follows.

6.8.1 Detection Accuracy (RQ1)

We perform the following analysis based on the experiment results in Tables 6.3, 6.4
and 6.6. Particularly, the results in terms of AUC PR and F1-Score are consistent
with those in terms of AUR ROC. Therefore, these results are either deferred to Table
6.8 or omitted.

6https://github.com/ZhongLIFR/ARMET/
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Table 6.3: Anomaly detection accuracy (Average AUC ROC and corresponding standard
deviations across 10 runs) of unsupervised methods (OCCIN, GLAM, and GLocalKD) under
two scenarios: 1) when the training dataset is clean, namely containing exclusively normal
graphs (shown on the left side of ‘→’), and 2) when the training dataset is contaminated,
namely containing both normal and abnormal instances (shown on the right side of ‘→’).

Dataset OCGIN GLAM GLocalKD
BG 0.93±0.04 → 0.71±0.11(↓) 0.64±0.09 → 0.74±0.06(↑) 0.93±0.02 → 0.91±0.01(↓)
SP 0.62±0.16 → 0.59±0.16(↓) 0.70±0.09 → 0.71±0.09(↑) 0.81±0.08 → 0.66±0.15(↓)
HD 0.98±0.01 → 0.88±0.03(↓) 0.87±0.06 → 0.77±0.09(↓) 0.45±0.05 → 0.45±0.05(−)
TH 0.81±0.20 → 0.43±0.28(↓) 0.93±0.05 → 0.96±0.09(↑) 0.93±0.05 → 0.76±0.11(↓)
LL 0.99±0.00 → 0.70±0.10(↓) 0.82±0.18 → 0.72±0.18(↓) 0.56±0.11 → 0.53±0.10(↓)
LM 0.91±0.02 → 0.64±0.05(↓) 0.57±0.10 → 0.55±0.07(↓) 0.56±0.11 → 0.53±0.10(↓)
LH 0.65±0.10 → 0.52±0.08(↓) 0.66±0.08 → 0.54±0.10(↓) 0.56±0.11 → 0.53±0.10(↓)

Accuracy of Single-Domain GLAD

Table 6.3 demonstrates that unsupervised/semi-supervised methods OCGIN, GLAM7,
and GLocalKD generally suffer from large performance degradation when the training
data is contaminated with anomalies. Moreover, these unsupervised/semi-supervised
methods deliver very unstable results across different datasets even when the training
data is clean. For example, GLocalKD yields high performance on BGL (ROC = 0.91),
but very poor performance on HDFS (ROC = 0.45). In contrast, Table 6.4 shows that
supervised method iGAD achieves perfect results, with an ROC of 1.0, on all cases.
This indicates that these anomaly detection problems are solvable when sufficient
labeled data is available in the target domain. However, this is unrealistic in many
real-world scenarios as fully labeled data is usually expensive and often even impossible
to obtain in practice.

Accuracy of Traditional UDA Methods

Table 6.4 shows that when there is only one class in the source domain, ADDA,
CDAN, and DeepCoral behave like random guessing (e.g., with ROC ≈ 0.50), per-
forming much worse than ARMET for most transfer tasks. The potential factors
contributing to their subpar performance are as follows. First, CDAN considers the
conditional distribution that captures the cross-variance between feature representa-
tions and classifier predictions, but the conditional distribution degenerates to the
marginal distribution when there is only one class in the source domain. Second,

7With a few exceptions for GLAM, where the performance is slightly increased or stable.
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Table 6.4: Anomaly detection accuracy (Average AUC ROC and corresponding standard
deviations across 10 runs). The best and runner-up results are highlighted in bold and
underlined, respectively. For unsupervised methods, we report the ROC values when the
training dataset contains both normal and abnormal instances. For cross-domain methods,
we report the ROC values when the source dataset contains only normal graphs. The results
of supervised method are shown only to be able to put the performance of graph level
anomaly detection methods in perspective (i.e., iGAD should not be considered as baseline).
Moreover, the poor performance of traditional UDA methods (namely ADDA, CDAN and
DeepCoral) are not due to intentionally choosing weak baselines or poor hyper-parameters.
The underlying reasons for their subpar performance are given in Chapter 6.8.1.

Dataset Supervised Unsupervised Traditional UDA Ours

iGAD OCGIN GLAM GLocalKD ADDA CDAN DeepCoral ARMET

HD → BG
1.0±0.00 0.71±0.11 0.74±0.06 0.91±0.01

0.50±0.00 0.50±0.02 0.50±0.00 0.77±0.06
SP → BG 0.50±0.00 0.49±0.03 0.50±0.00 0.85±0.07
TH → BG 0.50±0.00 0.50±0.00 0.50±0.00 0.83±0.05

BG → SP
1.0±0.00 0.59±0.16 0.71±0.09 0.66±0.15

0.50±0.00 0.50±0.01 0.50±0.00 0.89±0.07
HD → SP 0.50±0.00 0.51±0.04 0.50±0.00 0.91±0.04
TH → SP 0.50±0.00 0.50±0.00 0.50±0.00 0.88±0.06

BG → HD
1.0±0.00 0.88±0.03 0.77±0.09 0.45±0.05

0.50±0.00 0.50±0.01 0.50±0.00 0.79±0.04
SP → HD 0.50±0.00 0.51±0.01 0.50±0.00 0.90±0.03
TH → HD 0.50±0.00 0.50±0.00 0.50±0.00 0.81±0.06

BG → TH
1.0±0.00 0.43±0.28 0.96±0.09 0.76±0.11

0.50±0.00 0.60±0.20 0.50±0.00 1.0±0.00
SP → TH 0.50±0.00 0.69±0.24 0.50±0.00 1.0±0.00
HD → TH 0.50±0.00 0.72±0.24 0.50±0.00 1.0±0.00

LM → LL
1.0±0.00 0.70±0.10 0.72±0.18 0.53±0.10

0.50±0.00 0.50±0.00 0.50±0.00 0.98±0.02
LH → LL 0.50±0.00 0.50±0.00 0.50±0.00 0.96±0.00

LL → LM
1.0±0.00 0.64±0.05 0.55±0.07 0.53±0.10

0.50±0.00 0.50±0.00 0.50±0.00 0.88±0.02
LH → LM 0.50±0.00 0.50±0.00 0.50±0.00 0.78±0.03

LL → LH
1.0±0.00 0.52±0.08 0.54±0.10 0.53±0.10

0.50±0.00 0.50±0.00 0.50±0.00 0.79±0.02
LM → LH 0.50±0.00 0.50±0.00 0.50±0.00 0.80±0.05

DeepCoral aligns the second-order statistics of layer activations in the source encoder
and the target encoder, leading to random-guessing results since the source training
data contains only normal graphs while the target training data includes both normal
and abnormal graphs (and thus the statistics of layer activations should be differ-
ent by nature). Third, ADDA performs poorly as it utilizes different encoders for
the source and target domains, implying the importance of parameters-shared models
when encoding graphs from two domains. The efficacy of the source encoder degrades
to random-guessing when the source domain contains only a single class, as the source
classifier fails to acquire any informative knowledge. Furthermore, these traditional
UDA methods are primarily designed for balanced multiple classification problems,
making them ill-suited for anomaly detection, which involves an extremely imbal-
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Table 6.5: Ablation studies with the following stripped-down variations, where ’3’ and ’7’
mean the corresponding component is included or excluded, respectively.

Components SD /SF /SC /DC /CA ARMET
Structure Feature Extractor 3 7 3 3 3 3

One-Class Classifier 3 3 7 3 3 3

Domain Classifier 7 3 3 7 3 3

Class Aligner 7 3 3 3 7 3

anced binary classification task. As a reference, we report the performance of ADDA,
CDAN, and DeepCoral when the source domain contains both labeled anomalous and
normal instances in Table 6.6. One can see that the performance of ADDA, CDAN,
and DeepCoral is largely boosted with auxiliary label information in most transfer
tasks. However, even with auxiliary labels, they are still outperformed by ARMET in
most cases.

Accuracy of ARMET

Table 6.4 shows that ARMET achieves the best performance on 13 out of 18 transfer
tasks, and the second-best performance on the remaining tasks. Further, it largely
outperforms unsupervised graph level anomaly detection methods on certain target
datasets, demonstrating the benefit of leveraging label information from a different
but related domain. For example, transferring knowledge from HD to SP leads to
54%, 28%, and 38% performance gains compared to OCGIN, GLAM, and GLocalKD,
respectively. Finally, ARMET achieves impressive results under the setting that the
source domain contains only normal graphs, while other traditional unsupervised do-
main adaptation methods provide “random-guessing” results, making ARMET more
applicable to real-world scenarios.

6.8.2 Ablation Study (RQ2)

As summarized in Table 6.5, we here compare ARMET to five its stripped-down
variations: SD is trained on the source domain and then directly applied on the
target domain; /SF is ARMET trained without the structure feature extractor; /SC
is ARMET trained without the source one-class classifier; /DC is ARMET trained
without the domain classifier; and /CA is ARMET trained without the class aligner.
We have the following important observations from Table 6.7:

• SD vs ARMET. ARMET is always superior to the case where we train the
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Table 6.6: Anomaly detection accuracy (Average AUC ROC and corresponding standard
deviations across 10 runs) of traditional UDA methods (including ADDA, CDAN, and Deep-
Coral) when the source domain contains both labeled anomalous and normal instances. (‘↑’
indicates the performance is boosted compared to the case where the source domain contains
only normal instances, while ‘↓’ means it is degraded.)

Dataset ADDA∗ CDAN∗ DeepCoral∗ ARMET
HD → BG 0.50±0.03(−) 0.64±0.11(↑) 0.51±0.11(↑) 0.77±0.02
SP → BG 0.47±0.00(↓) 0.48±0.06(↓) 0.49±0.01(↓) 0.85±0.07
TH → BG 0.49±0.02(↓) 0.50±0.00(−) 0.50±0.00(−) 0.83±0.05
BG → SP 0.56±0.17(↑) 0.50±0.08(−) 0.49±0.19(↓) 0.89±0.07
HD → SP 0.63±0.24(↑) 0.50±0.03(↓) 0.60±0.16(↑) 0.91±0.04
TH → SP 0.54±0.13(↑) 0.50±0.00(−) 0.50±0.01(−) 0.88±0.06
BG → HD 0.62±0.13(↑) 0.50±0.08(−) 0.48±0.11(↓) 0.79±0.04
SP → HD 0.57±0.14(↑) 0.51±0.03(−) 0.51±0.01(↑) 0.90±0.03
TH → HD 0.57±0.06(↑) 0.51±0.02(↑) 0.50±0.00(−) 0.81±0.06
BG → TH 0.48±0.01(↓) 0.48±0.20(↓) 0.54±0.24(↑) 1.00±0.00
SP → TH 0.53±0.17(↑) 0.77±0.24(↑) 0.73±0.27(↑) 1.00±0.00
HD → TH 0.58±0.22(↑) 0.50±0.17(↓) 0.84±0.21(↑) 1.00±0.00

LM → LL 0.93±0.15(↑) 1.0±0.00(↑) 1.0±0.00(↑) 0.98±0.02
LH → LL 0.78±0.23(↑) 0.99±0.00(↑) 0.95±0.05(↑) 0.96±0.00
LL → LM 0.53±0.04(↑) 0.74±0.00(↑) 0.63±0.01(↑) 0.88±0.02
LH → LM 0.65±0.05(↑) 0.89±0.00(↑) 0.76±0.03(↑) 0.78±0.03
LL → LH 0.50±0.01(−) 0.78±0.00(↑) 0.59±0.02(↑) 0.79±0.02
LM → LH 0.66±0.08(↑) 0.87±0.00(↑) 0.80±0.01(↑) 0.80±0.05

model on the source domain and then directly apply it to the target domain.
This exemplifies the benefits and necessity of performing transfer learning.

• /SF vs ARMET. ARMET consistently outperforms its counterpart without
the structural feature extractor. This underlines the importance of considering
the neighborhood information in a set of graphs for CD-GLAD.

• /SC vs ARMET. It shows that explicitly incorporating the source label infor-
mation via a source classifier is typically beneficial.

• /DC vs ARMET. In most cases, explicitly aligning the embeddings of both
domains via a domain classifier is favorable. In certain cases, the presence of a
domain classifier may have a small adverse impact on performance. One possi-
ble reason is that the domain classifier overly distorts the embedding space by
aligning the embedding space in a brute-force manner. Another possible rea-
son is that the embeddings are also implicitly aligned via the parameters-shared
feature extractor and the class aligner.
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Table 6.7: Ablation study (Average AUC ROC with 10 runs). SD: trained on source
domain and then directly applied on target domain; /SF: ARMET without structure feature
extractor; /SC: ARMET without source one-class classifier; /DC: ARMET without domain
classifier; /CA: ARMET without class aligner.

Dataset ARMET SD /SF /SC /DC /CA

HD → BG 0.77 0.55 0.74 0.48 0.55 0.57
SP → BG 0.85 0.66 0.81 0.55 0.60 0.58
TH → BG 0.83 0.60 0.74 0.64 0.64 0.77

BG → SP 0.89 0.71 0.55 0.67 0.62 0.59
HD → SP 0.91 0.74 0.62 0.73 0.72 0.64
TH → SP 0.88 0.61 0.52 0.73 0.77 0.58

BG → HD 0.79 0.60 0.58 0.59 0.59 0.60
SP → HD 0.90 0.61 0.74 0.67 0.53 0.67
TH → HD 0.81 0.68 0.66 0.70 0.64 0.68

BG → TH 1.0 0.77 0.61 1.0 0.90 0.73
SP → TH 1.0 0.56 0.06 1.0 0.77 0.68
HD → TH 1.0 0.88 0.79 1.0 0.96 0.88
LM → LL 0.98 0.98 0.71 0.70 0.99 0.98
LH → LL 0.96 0.92 0.65 0.73 0.87 0.90

LL → LM 0.88 0.74 0.75 0.62 0.77 0.85
LH → LM 0.78 0.76 0.55 0.42 0.71 0.73

LL → LH 0.79 0.74 0.60 0.59 0.72 0.71
LM → LH 0.80 0.71 0.56 0.63 0.67 0.70

• /CA vs ARMET. The removal of the class aligner always leads to a perfor-
mance degradation. This corroborates the importance of considering labels (or
pseudo-labels ) in the target domain when performing CD-GLAD.

6.8.3 Sensitivity Analysis (RQ3)

We examine the effects of the following hyperparameters on the detection performance,
and Figure 6.2 depicts the selected results on four representative transfer tasks:

• The number of embedding dimensions d in parameters-shared feature extrac-
tor: most transfer tasks can achieve the best performance with an embedding
dimension of 64. Small fluctuations can be observed with varying number of
dimensions. Moreover, an overly small value of d may lead to suboptimal per-
formance, while a large value introduces a considerable computational burden.
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Figure 6.2: Sensitivity analysis of hyperparameters on four representative transfer tasks
(HD → SP, TH → BG, HD → TH, LM → LL). Average results over five runs.

• The number of hidden layers L in the GIN model in the parameters-shared
feature extractor: optimal performances are obtained when L = 1 or L = 2 on
most transfer tasks. A further increase of its value usually results in performance
degradation, which is widely known as over-smoothing [268].

• The number of neighbors k in the KNN graph: most transfer tasks can obtain the
best performance on a wide range of k’s values (namely 1 ≤ k ≤ 10). However,
further increasing the value of k may cause large performance fluctuations.

source normal

target anomalous
target normal

Figure 6.3: T-SNE visualization of the graph representation space during domain adapta-
tion on task LM → LL. From left to right: the number of epochs correspond to zero, two,
five and one hundred, respectively.

6.8.4 Visualization with T-SNE

Figure 6.3 visualizes the domain alignment and anomaly separation process on the
transfer task LM → LL. The target normal graphs (green dots) are progressively
adapted to the source normal graphs (blue dots), while the target anomalous graphs
(red crosses) become increasingly separable in the embedding space.
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6.9 Discussion on Transferability
As shown in Table 6.7, when comparing ARMET with its counterpart without explicit
transfer learning (namely the column ‘SD’ that represents the scenarios where we train
the model on the source domain and then directly apply it to the target domain),
the performance gains from transfer learning are consistently non-negative. Moreover,
when comparing ARMET with the best performing single-domain graph level anomaly
detectors that are trained directly on the target domain, the performance gains are
often positive (in 13 out 18 cases, see Table 6.4). This further demonstrates the
benefits of transfer learning.

The underlying reason why transfer learning is beneficial in this context is that
the extent of “relatedness” among System Logs datasets (i.e., BG, HD, SP and TH)
is large enough, and so is the extent of “relatedness” among Letter Drawings datasets
(i.e., LL, LM, and LH). In cross domain graph-level anomaly detection, it is crucial
to ensure that the semantic meanings of normal patterns in the source and target
domains are approximately the same. For instance, in System Logs data, these are
normal patterns of system operations, while in Letter Drawings data, they represent
the same set of letters.

As in other typical unsupervised domain adaptation settings, we assume that the
source and target domains are different yet related. However, the extent of “related-
ness” in this study is ensured based on our domain knowledge rather than a quan-
tifiable transferability metric. To our knowledge, how to quantify the extent of this
“relatedness” (namely transferability cross datasets) remains a long-standing problem
[269]. Notably, when this “relatedness” is low, it may introduce negative transfer
[270]. Moreover, it is critical to note that the transferability is usually asymmetrical,
e.g., the performance gain for transfer task SP → TH is 0.44 (namely 1.0 minus 0.56
in terms of ROC AUC), which is different from the performance gain for TH → SP
(namely 0.23 in terms of ROC AUC). Therefore, we should exercise caution (especially
in safety-critical fields such as healthcare) when the transferability from the source do-
main to the target domain cannot be guaranteed, whether from a quantifiable metric
or domain knowledge perspective.

6.10 Conclusions
This paper studies the problem of cross-domain graph level anomaly detection, wherein
a set of unlabeled graphs from the target domain and a set of normal graphs from a

168



Chapter 6. Cross-Domain Graph Level Anomaly Detection

different but related domain are given. We propose ARMET, a theoretically moti-
vated, novel method to solve this widely encountered but largely understudied prob-
lem. Specifically, ARMET consists of four components: a feature extractor, an adver-
sarial domain classifier, a one-class classifier, and a class aligner. It is the first attempt
to combine graph neural networks and adversarial domain adaptation techniques for
performing graph level anomaly detection tasks. Extensive experiments demonstrate
the efficacy of ARMET and its superiority to single-domain graph level anomaly de-
tection methods and traditional unsupervised domain adaptation methods. Moreover,
extensive ablation studies validate the benefits of incorporating each component into
ARMET. Understanding and quantifying the transferability across different graph
domains should be addressed in future research.
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Table 6.8: Anomaly detection accuracy: average AUC PR and corresponding standard
deviations across 10 runs (Top), and average F1-Score(Binary) and corresponding standard
deviations across 10 runs (Bottom)

Dataset Supervised Unsupervised Traditional UDA Ours

iGAD OCGIN GLAM GLocalKD ADDA CDAN DeepCoral ARMET

HD → BG
1.0±0.00 0.19±0.09 0.14±0.03 0.46±0.10

0.05±0.00 0.05±0.01 0.05±0.00 0.14±0.09
SP → BG 0.05±0.00 0.05±0.00 0.05±0.00 0.25±0.13
TH → BG 0.05±0.00 0.05±0.00 0.05±0.00 0.29±0.11

BG → SP
1.0±0.00 0.08±0.03 0.09±0.02 0.06±0.01

0.05±0.00 0.05±0.00 0.05±0.00 0.76±0.12
HD → SP 0.05±0.00 0.09±0.08 0.05±0.00 0.83±0.15
TH → SP 0.05±0.00 0.05±0.00 0.05±0.00 0.90±0.05

BG → HD
1.0±0.00 0.43±0.06 0.62±0.07 0.40±0.04

0.05±0.00 0.05±0.00 0.05±0.00 0.48±0.15
SP → HD 0.05±0.00 0.06±0.02 0.05±0.00 0.29±0.10
TH → HD 0.05±0.00 0.05±0.00 0.05±0.00 0.49±0.10

BG → TH
1.0±0.00 0.12±0.15 0.51±0.14 0.08±0.02

0.06±0.00 0.06±0.00 0.06±0.00 0.93±0.13
SP → TH 0.06±0.00 0.19±0.29 0.06±0.00 1.0±0.00
HD → TH 0.06±0.00 0.41±0.48 0.06±0.00 0.98±0.01

LM → LL
1.0±0.00 0.19±0.06 0.42±0.20 0.13±0.03

0.03±0.00 0.03±0.00 0.03±0.00 0.92±0.06
LH → LL 0.03±0.00 0.03±0.00 0.03±0.00 0.51±0.15

LL → LM
1.0±0.00 0.36±0.04 0.30±0.07 0.13±0.03

0.10±0.00 0.10±0.00 0.10±0.00 0.62±0.11
LH → LM 0.10±0.00 0.10±0.00 0.10±0.00 0.37±0.05

LL → LH
1.0±0.00 0.25±0.04 0.39±0.09 0.13±0.03

0.10±0.00 0.10±0.00 0.10±0.00 0.43±0.08
LM → LH 0.10±0.00 0.10±0.00 0.10±0.00 0.47±0.12

HD → BG
1.0±0.00 0.15±0.08 0.18±0.09 0.34±0.06

0.00±0.00 0.03±0.02 0.00±0.00 0.08±0.15
SP → BG 0.00±0.00 0.00±0.00 0.00±0.00 0.15±0.18
TH → BG 0.00±0.00 0.00±0.00 0.00±0.00 0.29±0.11

BG → SP
1.0±0.00 0.05±0.08 0.00±0.00 0.00±0.00

0.00±0.00 0.00±0.00 0.00±0.00 0.76±0.18
HD → SP 0.00±0.00 0.09±0.18 0.00±0.00 0.79±0.39
TH → SP 0.00±0.00 0.00±0.00 0.00±0.00 0.85±0.06

BG → HD
1.0±0.00 0.47±0.07 0.56±0.10 0.26±0.02

0.00±0.00 0.02±0.04 0.00±0.00 0.50±0.13
SP → HD 0.00±0.00 0.04±0.06 0.00±0.00 0.09±0.09
TH → HD 0.00±0.00 0.00±0.00 0.00±0.00 0.50±0.10

BG → TH
1.0±0.00 0.07±0.22 0.55±0.32 0.00±0.00

0.00±0.00 0.00±0.00 0.00±0.00 0.97±0.05
SP → TH 0.00±0.00 0.17±0.37 0.00±0.00 1.0±0.00
HD → TH 0.00±0.00 0.39±0.53 0.00±0.00 0.99±0.00

LM → LL
0.99±0.01 0.14±0.07 0.39±0.21 0.00±0.00

0.00±0.00 0.00±0.00 0.00±0.00 0.91±0.01
LH → LL 0.00±0.00 0.00±0.00 0.00±0.00 0.57±0.10

LL → LM
0.99±0.01 0.40±0.03 0.29±0.09 0.00±0.00

0.00±0.00 0.00±0.00 0.00±0.00 0.62±0.11
LH → LM 0.00±0.00 0.00±0.00 0.00±0.00 0.41±0.07

LL → LH
0.99±0.01 0.25±0.08 0.37±0.09 0.00±0.00

0.00±0.00 0.00±0.00 0.00±0.00 0.49±0.06
LM → LH 0.00±0.00 0.00±0.00 0.00±0.00 0.48±0.12
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7.0.

Abstract
Self-supervised learning (SSL) is an emerging paradigm that exploits supervisory sig-
nals generated from the data itself, and many recent studies have leveraged SSL to
conduct graph anomaly detection. However, we empirically found that three impor-
tant factors can substantially impact detection performance across datasets: 1) the
specific SSL strategy employed; 2) the tuning of the strategy’s hyperparameters; and 3)
the allocation of combination weights when using multiple strategies. Most SSL-based
graph anomaly detection methods circumvent these issues by arbitrarily or selectively
(i.e., guided by label information) choosing SSL strategies, hyperparameter settings,
and combination weights. While an arbitrary choice may lead to subpar performance,
using label information in an unsupervised setting is label information leakage and
leads to severe overestimation of a method’s performance. Leakage has been criticized
as “one of the top ten data mining mistakes”, yet many recent studies on SSL-based
graph anomaly detection have been using label information to select hyperparameters.
To mitigate this issue, we propose to use an internal evaluation strategy (with theo-
retical analysis) to select hyperparameters in SSL for unsupervised anomaly detection.
We perform extensive experiments using 10 recent SSL-based graph anomaly detection
algorithms on various benchmark datasets, demonstrating both the prior issues with
hyperparameter selection and the effectiveness of our proposed strategy.

172



Chapter 7. Towards Automated Self-Supervised Learning for Truly
Unsupervised Graph Anomaly Detection

7.1 Introduction
Graph anomaly detection (GAD) refers to the tasks of identifying anomalous graph
objects—such as nodes, edges or sub-graphs—in an individual graph, or identifying
anomalous graphs from a set of graphs [241]. GAD has numerous successful appli-
cations, e.g., in finance fraud detection [271], fake news detection [272], system fault
diagnosis [232], and network intrusion detection [273]. In this paper, we focus on
unsupervised node anomaly detection on static attributed graphs, namely identifying
which nodes in a static attributed graph are anomalous. Recently, Graph Neural Net-
works (GNNs) have become prevalent in detecting node anomalies in graphs and have
shown promising performance [98]. Specifically, GNNs can learn an embedding for
each node by considering both the node attributes and the graph topological informa-
tion, enabling them to capture and exploit complex patterns for anomaly detection.

Like with other neural networks, the high performance of GNNs is typically achieved
at the cost of a substantial volume of labeled data. However, the process of labeling
graphs is often a laborious and time-consuming effort, necessitating domain-specific
expertise. For these reasons, GAD is preferably tackled in an unsupervised man-
ner, without relying on any ground-truth labels. Self-supervised learning (SSL) has
emerged as a promising unsupervised learning technique on graphs [274], and recent
studies have shown its usefulness for node anomaly detection [275, 276, 277, 278, 279,
280, 281, 282].

Graph SSL can be roughly divided into generative, contrastive, and predictive meth-
ods [283]. First, generative methods such as DOMINANT [284], GUIDE [279], and
AnomalyDAE [275] aim to detect graph anomalies by reconstructing (‘generating’)
the adjacency matrix and/or the node attribute matrix. Next, contrastive methods
such as CoLA [278], ANEMONE [277], GRADATE [285], and Sub-CR [286] train a
graph encoder to pull positive pairs closer while pushing negative pairs away in the
embedding space. The nodes with relatively large contrastive loss values are deemed
anomalies. Finally, predictive methods such as SL-GAD [276] try to predict node
properties using its local context (e.g., a subgraph), and nodes with large prediction
errors are considered anomalies.

Contrastive learning is arguably the most successful SSL strategy for graphs [287].
Most contrastive graph learning methods consist of two main modules: 1) a data aug-
mentation module that generates augmented data by operations such as edge dropping,
node attribute masking, node addition, subgraph sampling, and/or graph diffusion.
The augmented view of an instance is generally regarded as a positive pair with the
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original instance; and 2) a contrastive learning module that contrasts positive pairs
(and often involves negative pairs) at different levels, such as node-node contrast,
node-subgraph contrast, and subgraph-subgraph contrast.

Although SSL-based graph anomaly detection has been successful, using it in prac-
tice is often not straightforward. The most important reason for this is that most
methods require a large number of choices to be made, leading to three challenges:

C1. How should we select appropriate data augmentation functions?

C2. How should we choose appropriate values for hyperparameters (HPs) of a given
augmentation function? (e.g., subgraph size in a subgraph sampling function, or
the proportion of edges to drop in an edge dropping function)

C3. How to combine the contrast losses at different levels? (i.e., how to set their
combination weights?)

Further, a recent study [276] shows that combining multiple SSL strategies for GAD
can achieve better performance than using a single SSL strategy. This leads to the
fourth challenge:

C4. How should we combine different SSL strategies?(i.e., how to set the combination
weights of different SSL loss functions?)

Previous work [288, 289, 290] showed that the choice of SSL strategie(s) and hy-
perparameter values can strongly impact performance. In a supervised setting, these
choices can be systematically and rigorously made by using separate labeled data for
validation. In an unsupervised setting such as anomaly detection, however, one should
assume that no labels are available even for hyperparameter tuning. In our extensive
literature study, we found that existing SSL-based GAD methods typically either 1)
arbitrarily choose settings or 2) do use labeled data, corroborating the findings in
[290].

In the former case, practitioners typically heuristically select an augmentation func-
tion (C1) and fix its associated HPs (C2) across all datasets, and set the combination
weights all equal to 1 or other fixed values (for C3 and Q4). Although this approach
is not flawed, it is likely to result in suboptimal detection performance: graphs from
different domains usually have different properties [291], implying that the optimal
SSL strategy is in general data-dependent [288, 289]. Therefore, utilizing a unified
and pre-fixed combination weights and/or HPs in SSL strategies for all graphs can
result in sub-optimal performance.
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In the latter case, practitioners pick the optimal combination weights and other
hyperparameter values following a ‘hyperparameters sensitivity analysis’ using labeled
data. By using ground-truth labels on test data to check model performance with dif-
ferent hyperparameter values and using that to select the best model, however, label
leakage occurs. That is, information about the target of a data mining problem is used
for learning/selecting model, while this information should not be legitimately acces-
sible for learning purposes [292, 293]. Specifically, label information should never be
used (whether implicitly or explicitly) in an unsupervised learning scenario. As shown
in Figure 7.1, label leakage leads to huge overestimation of the model’s performance,
which is also corroborated in [294] by comparing the max and average performance
with different hyperparameter configurations (cf. Appendix 7.8 for more details).
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Figure 7.1: Large performance variations (here measured by AUC) over different hyperpa-
rameter configurations for ANEMONE [277] on various benchmark datasets. Using labeled
data and only reporting the best possible performance leads to severe overestimation of model
performance. For instance, the green squares on Cora, CiteSeer, and PubMed are reported
by [277] (the other datasets were not used). Similar results are observed for other algorithms
(see Appendix 7.8 for details). The red triangles represent the results obtained by our in-
ternal evaluation strategy, showing its potential for automating truly unsupervised anomaly
detection.

The reason that hyperparameter values are often chosen either arbitrarily or using
label information is probably that it is challenging to construct an internal evalua-
tion strategy for anomaly detection without using any labels. There have been some
research efforts aimed at automating graph SSL though. For instance, JOAO [295]
aims to automatically combine several predefined graph augmentations via learning a
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sampling distribution, where the augmentations themselves are not learnable. Mean-
while, AD-GCL [296] uses learnable edge dropping augmentation and AutoGCL [297]
proposes a learnable graph view generator that learns a probability distribution over
node-level augmentations, which can well preserve the semantic labels of graphs for
graph-level tasks. However, all these automated graph augmentation methods are ag-
nostic to the downstream tasks, making the learned graph embeddings sub-optimal for
a specific downstream task, namely anomaly detection in our case. Additionally, these
methods are specifically designed for certain SSL frameworks, and it is non-trivial (if
at all possible) to extend them to the general SSL framework. Moreover, these au-
tomated SSL strategies are computationally expensive, rendering them impractical in
real-world applications.

As an initial step towards mitigating this long-standing but neglected issue, we
propose a lightweight and plug-and-play approach dubbed AutoGAD, to automate
SSL for truly unsupervised graph anomaly detection. Specifically, AutoGAD leverages
a so-called internal evaluation strategy [298], without relying on any ground-truth
labels (whether explicitly or implicitly), to select optimal combination weights and/or
SSL-specific hyperparameter values. Moreover, we theoretically analyze the internal
evaluation strategy to prove why it is effective and empirically demonstrate this.

Overall, our main contributions can be summarized as follows:

• We raise renewed awareness to the label information leakage issue, which is
critical but often overlooked in the unsupervised GAD field;

• Although there exists a plethora of graph SSL methods and GAD approaches,
we are the first to investigate automated SSL specifically for unsupervised GAD;

• We propose a lightweight, plug-and-play approach to automate SSL for truly
unsupervised GAD and provide a theoretical analysis;

• Extensive experiments are conducted using 10 state-of-the-art SSL-based GAD
algorithms on 10 benchmark datasets, demonstrating the effectiveness of our
approach.

7.2 Related Work
Our work is related to node anomaly detection on static attributed graphs, self-
supervised learning for graph anomaly detection, automated self-supervised learning,
and automated anomaly detection.
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7.2.1 Anomaly Detection on Attributed Graphs

Early methods for node anomaly detection in static attributed graphs, such as AMEN
[299], Radar [300], and Anomalous [301], are not based on deep learning. These
methods work well on low-dimensional attributed graphs, but their performance is
limited on complex graphs with high-dimensional node attributes.

Recently, deep learning-based methods, including DOMINANT [284], Anomaly-
DAE [275], and GUIDE [279], have been proposed for GAD. These methods usually
employ graph autoencoders to encode nodes followed by decoders to reconstruct the
adjacency matrix and/or node attributes. As a result, nodes with large reconstruc-
tion errors are considered anomalies. Despite their superior performance to non-deep
learning methods, these reconstruction-based methods still suffer from sub-optimal
performance, as reconstruction is a generic unsupervised learning objective. Besides,
these methods require the full attribute and adjacency matrices as model input, mak-
ing them unsuitable or even impossible for large graphs.

7.2.2 Self-Supervised Learning for Graph Anomaly Detection

Graph SSL aims to learn a model by using supervision signals generated from the
graph itself, without relying on human-annotated labels [274]. It has achieved promis-
ing performance on typical graph mining tasks such as representation learning [302]
and graph classification [303]. [278] first applied SSL to the GAD problem. Their pro-
posed method CoLA performs single scale comparison (node-subgraph) for anomaly
detection. However, ANEMONE [277] argues that modeling the relationships in a sin-
gle contrastive perspective leads to limited capability of capturing complex anomalous
patterns. Hence, they propose additional node-node contrast. Additionally, GRA-
DATE [285] and M-MAG [304] combines various multi-contrast objectives, namely
node-node, node-subgraph, and subgraph-subgraph contrasts for node anomaly detec-
tion. To achieve better performance, SL-GAD [276] combines multi-view contrastive
learning and generative attribute regression, while Sub-CR [286] combines multi-view
contrastive learning and graph autoencoder. Finally, CONAD [280] considers both
contrastive learning and generative reconstruction for better node anomaly detection.

7.2.3 Automated Self-Supervised Learning

Seminal work on automated data augmentation for images [305, 306] was followed
by work improving [306] via faster searching mechanisms [307, 308, 309] or advanced

177



7.2. Related Work

optimization methods [310, 311, 312].
In the context of automated data augmentation for graphs, related work exists

on graph representation learning [313, 296, 314, 287, 297, 295], node classification
[315, 316], and graph-level classification [317, 318, 297]. For example, JOAO [295]
learns the sampling distribution of a set of predefined graph augmentations. AD-GCL
[296] designs a learnable edge dropping augmentation and employs adversarial training
strategy, and AutoGCL [297] proposes a learnable graph view generator that learns
a probability distribution over the node-level augmentations. Further, [317] augment
graph data samples, while [318] perturb the representation vector. However, these
methods focus on other typical graph learning tasks and it is unclear how to use them
for unsupervised GAD.

7.2.4 Automated Anomaly Detection

Recent studies [319, 320, 321, 322] pointed out that unsupervised anomaly detection
methods tend to be highly sensitive to the values of their hyperparameters (HPs).
For example, [319] show that a 10x performance difference is observed for LOF [173]
by changing the number of nearest neighbors. Even more, [321] indicate that deep
anomaly detection methods suffer more from such HP sensitivity issues. Concretely,
[322] demonstrate that RAE [323] exhibits a 37x performance difference with different
HPs configurations.

To tackle this issue, automated HP tuning and model selection for unsupervised
anomaly detection has received increasing but insufficient attention; [320] present an
overview. Inspired by [320, 322], we subdivide existing approaches into two main
categories:

• Supervised evaluation methods which require ground-truth labels although anomaly
detection algorithms are unsupervised. Methods include PyODDS [324], TODS
[325], AutoOD [326], and AutoAD [327];

• Unsupervised evaluation methods which do not require ground-truth labels. They
include

– randomly selecting an HP configuration;

– selecting an HP configuration via an internal evaluation strategy [328, 329,
330, 331];

– averaging the outputs of a set of randomly selected HP configurations [332];
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– meta-learning based methods [333, 334, 322].

However, existing automated anomaly detection methods are primarily designed for
non-graph data.

7.3 Problem Statement
We utilize lowercase letters, bold lowercase letters, uppercase letters, and calligraphic
fonts to represent scalars (x), vectors (x), matrices (X), and sets (X ), respectively.

Definition 7.1 (Attributed Graph). We denote an attributed graph as G = {V, E ,X},
where V = {v1, ..., vn} is the set of nodes. Besides, E = {eij}i,j∈{1,...,n} is the set of
edges, where eij = 1 if there exists an edge between vi and vj and eij = 0 otherwise.
Moreover, X ∈ Rn×d represents the node attribute matrix, where the i-th row vector
xi means the node attribute of vi.

Formally, we consider unsupervised node anomaly detection on attributed graphs
(dubbed GAD hereafter), which is defined as follows:

Problem 1 (Node Anomaly Detection on Attributed Graph). Given an attributed
graph as G = {V, E ,X}, we aim to learn an anomaly scoring function f(·) that assigns
an anomaly score s = f(vi) to each node vi, with a higher score representing a higher
degree of being anomalous. Next, the anomaly scores are used to rank the nodes such
that the top-k nodes can be considered as anomalies.

In this paper, we consider the transductive unsupervised anomaly detection setting:
the graph containing both normal and abnormal nodes are given at the training stage.
Node labels are not accessible during the training stage and they are only used for
performance evaluation. Importantly, the labels of nodes are not (and should not be)
used for HP tuning under this unsupervised setting.

Formally, we consider the hyperparameter optimization problem for unsupervised
graph anomaly detection (dubbed HPO for GAD):

Problem 2 (HPO for GAD). Given a graph G without labels and a graph anomaly
detection algorithm f(·) with hyperparameter space Λ, we aim to identify a hyper-
parameter configuration λ ∈ Λ such that the resulting model f(λ) can achieve the
best performance on G. I.e., suppose λ consists of K different hyperparameters
{λ1, ...,λk, ...,λK}, where λk ∈ Λk can be discrete or continuous, we aim to find

argmax
λ1∈Λ1,...,λk∈Λk,...,λK∈ΛK

Metric [f(λ1, ...,λk, ...,λK ;G)] , (7.1)
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Figure 7.2: Self-supervised learning based graph anomaly detection methods can be sub-
divided into generative based methods and contrastive based methods. A generative based
method generally involves graph structure reconstruction and node attributes reconstruction.
A contrastive based method usually consists of a graph augmentation module and a contrastive
learning module.

where Metric[·] is a given performance metric.

7.4 SSL for Unsupervised GAD
In this section, we first revisit existing self-supervised learning methods for “unsuper-
vised” graph anomaly detection, followed by an analysis and experiments to showcase
pitfalls in existing studies.

7.4.1 Existing SSL for “Unsupervised” GAD

Figure 7.2 shows how existing SSL based GAD methods can be divided into generative
methods and contrastive methods.

That is, a generative method usually consists of two individual SSL tasks, namely
1.1) structure reconstruction that aims to reconstruct the adjacency matrix, and 1.2)
attribute reconstruction that aims to reconstruct the node attribute matrix. On this
basis, the attribute reconstruction error and the structure reconstruction error are
combined to obtain an anomaly score, where higher reconstruction error indicates a
higher degree of anomalousness.

Meanwhile, a contrastive method often consists of two modules: 2.1) data augmen-
tation module, and 2.2) contrastive learning module. First, for each target node, the
data augmentation module utilizes one augmentation function f(δ) to produce aug-
mented samples, which usually include positive samples and negative samples. The
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scenario of using multiple augmentation functions can be obtained in a similar way.
Second, three contrastive perspectives can be applied to contrast positive pairs and
negative pairs: 2.2.1) node-node contrast that contrasts node embedding with node
embedding, and 2.2.2) node-subgraph contrast that contrasts node embedding with
subgraph embedding, and 2.2.3) subgraph-subgraph contrast that contrasts subgraph
embedding with subgraph embedding.

7.4.2 Pitfalls in Existing Methods

In this subsection, we revisit existing SSL-based unsupervised GAD methods by check-
ing the following three aspects for each method:

• Which SSL framework does the method employ: generative, contrastive, or both?

• Howmany SSL-specific hyperparameters are involved? (E.g., combination weights
and others.)

• How are values for key SSL hyperparameters chosen? (E.g., the ratio of node
attribute masking or dropping edges, and the combination weights of multiple
loss functions?)

By doing so, we point out that these studies have noticeable pitfalls. More impor-
tantly, we perform experiments to show that the high performance that these methods
claim to achieve is often strongly overestimated due to label leakage issues (cf. Ta-
ble 7.1).

Due to space constraints and to enhance readability, we revisit three representa-
tive SSL-based GAD algorithms in the main paper, including a contrastive method:
ANEMONE [277], a generative method: AnomalyDAE [275], and a combined con-
trastive and generative method: SL-GAD [276].

Revisiting ANEMONE

ANEMONE [277] is a contrastive method for unsupervised GAD.
Graph Augmentation Module. A single graph augmentation operation is used,

namely Random Ego-Nets generation with a fixed size K. Specifically, taking the
target node as the center, they employ RWR [335] to generate two different subgraphs
as ego-nets with a fixed size K. This results in one critical HP, namely K.

Contrast Learning Module. Two contrast perspectives are considered: 1) node-
node contrast between the embedding of a masked target node within the ego-net and
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the embedding of the original node, leading to loss term LNN , and 2) node-subgraph
contrast within each view, leading to loss term LNS . These loss terms are combined
as L = (1 − α)LNN + αLNS , where α ∈ [0, 1] is the trade-off HP, giving one more
critical HP, namely α.

HPs Sensitivity & Tuning. By using ground-truth label information, they
heuristically set α to 0.8, 0.6, 0.8 on Cora, CiterSeer, and PubMed respectively, and
report the corresponding results. The setting of K is not studied, and is set to 4 for
all datasets.

Revisiting AnomalyDAE

AnomalyDAE [275] is a generative method using autoencoders (based on GNNs) for
unsupervised GAD.

Generative Framework. AnomalyDAE consists of two components: 1) an at-
tribute autoencoder to reconstruct the node attributes, where the encoder consists
of two non-linear feature transform layers and the decoder is simply a dot product
operation. This leads to the loss term LA, and LA is associated with a penalty HP
η; and 2) a structure autoencoder to reconstruct the structure, where the encoder is
based on GAT [336] and the decoder is a dot product operation followed by a sigmoid
function. This leads to the loss term LS , and LS is associated with a penalty HP θ.

Their overall optimization objective is then defined as L = αLS+(1−α)LA, where
α ∈ (0, 1) balances the two objectives.

HPs Sensitivity & Tuning. The paper finds that the AUC usually increases
first and then decreases with the increase of α. However, the specific value of α on
each dataset is selected using label information. The HPs (α, η, θ) are heuristically set
as (0.7, 5, 40), (0.9, 8, 90), (0.7, 8, 10) on BlogCatalog, Flickr, and ACM respectively.

Revisiting SL-GAD

SL-GAD [276] is an unsupervised GAD method that combines both contrastive and
generative objectives.

Contrastive Framework—Data Augmentation Module. The method uses
a single graph augmentation operation, namely Random Ego-Nets generation with a
fixed size K. Specifically, taking the target node as the center, RWR [335] is used to
generate two different subgraphs as ego-nets with a fixed size K, where K controls the
radius of the surrounding contexts. This gives one critical HP for graph augmentation,
namely K.
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Contrastive Framework—Contrast Learning Module. The Multi-View Con-
trastive Learning module compares the similarity between a node embedding and the
embedding of sampled sub-graphs in augmented views (namely node-subgraph con-
trast), leading to loss terms Lcon,1 and Lcon,2. Combining those leads to contrastive
objective Lcon = 1

2 (Lcon,1 + Lcon,2).
Generative Framework. The Generative Attribute Regression module recon-

structs node attributes, with the aim to achieve node-level discrimination. Specifically,
they minimize the Mean Square Error between the target node’s original and recon-
structed attributes in augmented views, leading to loss terms Lgen,1 and Lgen,2. Com-
bining those with equal weights leads to generative objective Lgen = 1

2 (Lgen,1+Lgen,2).
The overall optimization objective is then defined as L = αLcon + βLgen, where

α, β ∈ (0, 1] are trade-off HPs to balance the importance of the two SSL objectives.
HPs Sensitivity & Tuning. The authors conducted a sensitive analysis and

found that: 1) the performance first increases and then decreases with the increase
of K. For efficiency considerations, they heuristically set the sampled subgraph size
K = 4 for all datasets; 2) they heuristically fix α = 1 for all datasets as they found that
this achieves good performance on most datasets (with the help of label information);
and 3) the selection of β is highly dependent on the specific dataset. Hence, they
“fine-tune” the value of β for each dataset via selecting β from {0.2, 0.4, 0.6, 0.8, 1.0}
using labels.

Other SSL-based GAD methods

Due to space constraints, the analyses of other SSL-based GAD methods, including
CoLA [278] , GRADATE [285], Sub-CR [286], CONAD [280], DOMINANT [284],
GUIDE [279], and GAAN [337], are given in Appendix 7.8. These methods are all
representatives of recent advancements in using SSL to conduct unsupervised graph
anomaly detection, and have yielded outstanding detection performance. Likewise,
however, these methods also exhibit pitfalls with regard to hyperparameter tuning,
similar to those of ANEMONE [277], AnomalyDAE [275], and SL-GAD [276].

7.4.3 Sensitivity Analysis

After revisiting recent SSL-based unsupervised GAD methods, we now empirically
investigate their sensitivity to SSL-related HPs in a systematic way. More concretely,
we report their performance variations in terms of RUC-AUC values under different
hyperparameter configurations (see Chapter 7.6 for experiment settings).
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Table 7.1: Performance variation, quantified as max(AUC)−min(AUC)
max(AUC)

, under different hyper-
parameter settings on six benchmark datasets. Results are the mean of five independent runs,
each with a unique random seed. OOM means out of memory, while OOR indicates that
runtime exceeded a 7-day limit for a single trial. Cells marked as ‘UNF’ denote persistent
underfitting of algorithms, even after reaching the maximum allowed training epochs (e.g.,
loss values change by less than 10−2 after 400 epochs). ‘NAN’ indicates execution errors
caused by excessive NaN values; these cases are excluded from further analysis. Refer to
Chapter 7.6 for details on the experimental setup.

Cora CiteSeer PubMed ACM Flickr BlogCatalog Amazon Facebook Reddit YelpChi Average
CoLA 1.1% 1.7% 1.6% 4.2% 3.3% 4.7% 18.0% 3.4% 2.9% 31.9% 7.3%
ANEMONE 8.9% 6.6% 6.3% 11.3% 16.9% 16.8% 32.7% 23.9% 8.9% 37.7% 17.0%
GRADATE 6.9% 14.1% OOM OOM OOR OOR 5.9% 22.9% OOR OOR 12.5%
SL-GAD 17.4% 16.2% 19.5% 17.7% 16.3% 23.4% 25.4% 47.8% 21.8% OOR 22.8%
Sub-CR 15.1% 8.3% OOM OOM 9.8% 6.3% 28.6% 20.3% OOM OOM 14.7%
CONAD 5.8% 7.0% 2.3% UNF OOM OOM 17.3% 27.3% 9.7% 40.7% 15.7%
DOMINANT 5.1% 6.0% 1.9% UNF UNF UNF 12.4% 19.1% 8.4% 34.5% 12.5%
A-DAE 19.1% 25.3% 23.8% 20.8% 23.6% 14.3% 48.1% 64.9% NAN NAN 30.0%
GUIDE 4.8% 4.8% 1.8% UNF 8.5% UNF 11.5% 18.6% 8.0% 34.4% 11.6%
GAAN 28.1% 30.0% 30.3% 25.6% 10.1% 7.2% 13.1% 72.6% 11.9% 11.5% 24.0%

As shown in Figure 7.1, for a typical run with different hyperparameter config-
urations, the performance of ANEMONE [277] can vary strongly on each of the ten
datasets. Other SSL-based GAD algorithms exhibit similar behavior; extensive results
and analysis are deferred to Appendix 7.8 for space reasons.

For an in-depth yet compact analysis, Table 7.1 presents average results over five in-
dependent runs when varying SSL-related hyperparameter values. Specifically, CoLA
[278], GUIDE [279], DOMINANT [284], GRADATE [285], and Sub-CR [286] demon-
strate moderate performance variations (namely between 7.3% and 14.7% on aver-
age). Meanwhile, CONAD [280], ANEMONE [277], SL-GAD [276], GAAN [337], and
AnomalyDAE [275] suffer from large performance variations (namely ranging from
15.7% to 30.0% on average). From Chapter 7.4.2 and Appendix 7.8, we see that
the results reported in existing papers are often obtained by manually tuned HPs
(in a post-hoc way with label information), thereby leading to strongly overestimated
performance for real-world applications where labels are not accessible. To mitigate
this severe issue, we propose AutoGAD, a method for automating hyperparameter se-
lection in SSL for GAD and achieving truly unsupervised graph anomaly detection.
Importantly, AutoGAD does not need any ground-truth labels.
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7.5 AutoGAD: Using Internal Evaluation to Auto-
mate SSL for GAD

Our proposed approach, called AutoGAD, consists of two parts: 1) an unsupervised
performance metric, and 2) an effective search method. Importantly, and as mentioned
before, the chosen performance metric—denotedMetric[·] in Equation 7.1—should not
use any ground-truth label information, simply because this is not available in a truly
unsupervised setting. We therefore propose to utilize an internal evaluation strategy,
which will be elucidated later. Next, given the impracticality of evaluating an infinite
number of configurations for continuous hyperparameter domains, another challenge is
the efficient exploration of the search space. Chapter 7.5.2 describes a straightforward
approach using discretization and grid search that works well in practice, as shown in
the next section.

7.5.1 Internal Evaluation Strategy

The intuition behind the internal evaluation strategy that we use is to measure the
similarity of anomaly scores within the same predicted anomaly class and the dissimi-
larity between anomaly scores across different predicted classes (i.e., ‘anomaly’ or ‘no
anomaly’). As we will prove later, optimizing the resulting measure is equivalent to
simultaneously minimizing the false positive rate and the false negative rate. In this
way, we aim to evaluate and optimize the performance of the anomaly detector under
different SSL configurations without having to rely on any ground-truth labels.

Contrast Score Margin

The metric that we use is Contrast Score Margin [338], which was introduced before
but not for graph anomaly detection, and is defined as

T (f) =
µ̂O − µ̂I√
1
k (δ̂

2
O + δ̂2I )

, (7.2)

where µ̂O and δ̂2O denote the average and variance of the anomaly scores of the k
predicted anomalous objects (Ô), respectively. Moreover, µ̂I and δ̂2I represent the
average and variance of the anomaly scores of the k predicted normal objects (Î) with
the highest scores, respectively. Intuitively, the metric focuses on the k predicted
normal objects that are most similar to the k predicted anomalous objects, and aims
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to measure the margin of the anomaly scores between them. It only takes linear time
with respect to n to compute.

Analysis

We now analyze why the internal evaluation metric Contrast Score Margin should
work for our purposes.

Theorem 1 (Minimizing False Positives and Negatives). For an anomaly detector
f(·) on dataset X, assume the anomaly scores of the top k true anomalies (O) have the
expected value µO and variance δ2O, and the anomaly scores of the top k true normal
objects with the highest anomaly scores (I) have the expected value µI and variance δ2I ,
then maximizing T is equal to simultaneously minimizing the false positive rate and
the false negative rate .

Proof. According to Cantelli’s inequality, which makes no assumptions on specific
probability distributions, on the one hand, for x ∈ O we have P (f(x) ≤ µO − α) ≤

δ2O
δ2O+α2 , where α ≥ 0 is a small constant chosen based on a desired bound on the false
negative. By replacing α = aδO, we have P (f(x) ≤ µO − aδO) ≤ 1

1+a2 , which is the
False Negative Bound. In other words, f(x) has a maximum probability of 1

1+a2 to be
less than µO − aδO.

On the other hand, for y ∈ I we have P (f(y) ≥ µI + β) ≤ δ2I
δ2I +β2 , where β ≥ 0 is

a small constant chosen based on a desired bound on the false positive. By replacing
β = bδI, we have P (f(y) ≥ µI + bδI) ≤ 1

1+b2 , which is the False Positive Bound. In
other words, f(y) has a maximum probability of 1

1+b2 to be larger than µI + bδI.
Furthermore, (µO− aδO)− (µI + bδI) = (µO−µI)− (bδI + aδO). Hence, to ensure a

small false positive rate and a small false negative rate, we want µO−µI to be as large
as possible while bδO + aδI as small as possible. In fact, this is equivalent to optimize
the Contrast Score Margin, i.e.,

T (f) =
µO − µI√
1
k (δ

2
O + δ2I )

Note that if an anomaly detector f(·) produces a perfect anomaly detection result,
i.e., for any x ∈ O and any y ∈ X \ O, we have f(x) > f(y), then we will obtain
µO − µI > 0. In another extreme, if f(·) produces a poor anomaly detection result,
i.e., for all x ∈ O and any y ∈ X \ O, we have f(x) < f(y), then we will obtain
µO − µI < 0. Meanwhile, if an anomaly detector f(·) produces a random result, i.e.,
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for some x ∈ O and any y ∈ X\O, we have f(x) < f(y), then we may obtain µO−µI < 0

or µO − µI ≈ 0.

Improvements and Remarks

In practice we observed that Equation 7.2 is not always stable. Possible reasons are
that 1) the proportion of anomalies is usually very small (namely less than 5% in most
datasets); and 2) the exact number of anomalies is generally not known (even for a
dataset with injected anomalies, there may exist some natural samples that exhibit
similar behaviors as anomalies). Therefore, we propose to modify Equation 7.2 as
follows:

T (f) =
µ̂O − µ̃I√
δ̂2O + δ̃2I

, (7.3)

where µ̂O and δ̂2O denote the average and variance of the anomaly scores of the k pre-
dicted anomalous objects, respectively. Importantly, µ̃I and δ̃2I represent the average
and variance of the anomaly scores of the remaining n− k objects, respectively. This
change should lead to more stable performance compared to using anomaly scores
of the top-k predicted normal objects in Equation 7.2. This is because the true la-
bels are not accessible, and thus we utilize the pseudo-labels to identify the top-k
anomalous and the top-k normal objects. However, the pseudo-labels of the top-k
“pseudo-normal” objects may not be reliable due to the two facts stated above.

Moreover, to ensure the effectiveness of this internal evaluation strategy, we have to
make sure that: 1) we use the same algorithm with different hyperparameter configura-
tions; and 2) the scales of the loss values are approximately the same when combining
multiple loss functions in the same algorithm. In other words, we should not directly
use the strategy to select among different heterogeneous anomaly detection algorithms
(please refer to Appendix 7.8 for empirical evidence of this).

7.5.2 Discretization and Grid Search

To find the optimal hyperparameter configuration, we first perform discretization of
the continuous search space and then conduct grid search. The corresponding pseudo-
code is provided in Algorithm 6, with a detailed explanation presented below.

Discretization of Continuous Search Space (Lines 1–2). To make the overall
search process feasible, we discretize the hyperparameter space. Assume we are given
a GAD algorithm f(·) with its set of hyperparameters λ ∈ Λ. Without loss of general-
ity, we assume there are L different hyperparameters and let λ = {λ(1), λ(2), . . . , λ(L)},
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Algorithm 6 Grid Search for Anomaly Detector Hyperparameter Optimization
Input: Graph anomaly detection algorithm f(·), graph G, hyperparameter domains

Λ = {Λ(1), . . . ,Λ(L)}, internal evaluation function T (·)
Output: Best hyperparameter configuration λbest

1: Discretize each continuous domain Λ(l) into a finite set if necessary
2: Generate hyperparameter search set λsearch = {λ1, . . . ,λM} where M =∏L

l=1 |Λ
(l)|

3: Initialize best score tbest ← −∞ and best configuration λbest ← ∅
4: for each λm ∈ λsearch do
5: Compute anomaly scores sm(G) = f(λm;G)
6: Compute evaluation score tm(G) = T (sm(G))
7: if tm(G) > tbest then
8: Update tbest ← tm(G)
9: Update λbest ← λm

10: end if
11: end for
12: return λbest

where each λ(l) ∈ Λ(l) for l = 1, 2, . . . , L. If a hyperparameter domain Λ(l) is con-
tinuous, we discretize it into a finite set of values (with cardinality |Λ(l)|). This
results in M possible hyperparameter configurations, represented by the set λsearch =

{λ1, . . . ,λm, . . . ,λM}, where λm = {λ(1)m , λ
(2)
m , · · · , λ(L)

m } and M =
∏L

l=1 |Λ(l)|.
Grid Search (Lines 3–11). Once the hyperparameter search space is discretized,

we apply grid search to evaluate each configuration. For each hyperparameter con-
figuration λm ∈ λsearch, we run the GAD algorithm f(λm) on the given graph G to
produce a vector of anomaly scores sm(G) = f(λm;G). These scores are evaluated
using an internal unsupervised performance metric T (·) (with Equation 7.3) to yield
a final score tm(G) = T (sm(G)). The configuration that maximizes T (·) is selected as
the optimal values of hyperparameters.

Note that more advanced strategies than grid search, such as SMBO-based op-
timization [339], could be employed (see Appendix 7.8 for an example). However,
these methods often introduce additional hyperparameters (whose tuning may be non-
trivial), which contradicts our goal of automated anomaly detection.

7.6 Experiments
We aim to answer the following research questions (RQ):

RQ1 How sensitive are existing SSL-based GAD methods to the values of their hy-
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Table 7.2: Summary of datasets: anomalies in Cora, CiteSeer, PubWeb, ACM, BlogCat-
alog, and Flickr are synthetically injected following established methods [277, 278], while
Amazon, Facebook, Reddit, and YelpChi contain real-world anomalies.

Dataset #Nodes #Edges #Attributes #Anomalies
Cora [340] 2708 11060 1433 138(5.1%)

CiteSeer [340] 3327 4732 3703 150(4.5%)
PubMed [340] 19717 44338 500 150(2.5%)
ACM [341] 16484 71980 8337 600(3.6%)

BlogCataLog [342] 5196 171743 8189 300(5.8%)
Flickr [342] 7575 239738 12407 450(5.9%)

Amazon [343] 10244 175608 25 693(6.7%)
Facebook [344] 1081 55104 576 27(2.5%)
Reddit [345] 10984 168016 64 366(3.3%)
YelpChi [346] 24741 49315 32 1217(4.9%)

perparameters?

RQ2 How effective is AutoGAD in tuning SSL-related hyperparameter values for these
methods?

We describe the experiment settings, including the datasets, baselines, evaluation met-
rics, and software and hardware used, which is followed by the experiment results and
their interpretation.

7.6.1 Datasets

We use three popular citation networks, namely Cora, Citeseer, and Pubmed [340] with
injected anomalies, one social network Flickr (less homophily) with injected anoma-
lies, ACM as well as BlogCataLog with injected anomalies. Particularly, we follow the
methods used by ANEMONE [277] and CoLA [278] to inject structure and contextual
anomalies. Note that [294] have slightly modified this injection procedure. Following
[347], we also consider four commonly-used graph datasets with real anomalies: Ama-
zon [343], Facebook [344], Reddit [345], and YelpChi [346]. The resulting datasets are
summarized in Table 7.2.

7.6.2 Baselines

We study the performance of the following SSL-based graph anomaly detection meth-
ods:
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• Generative methods: DOMINANT [284], AnomalyDAE [275], GUIDE [279],
GAAN [337];

• Contrastive methods (and some also generative): CoLA [278], ANEMONE [277],
GRADATE [285], SL-GAD [276], Sub-CR [286], CONAD [280].

Particularly, the SSL-related HPs for each GAD algorithm and their discretized search
spaces are given in Table 7.6 in the Appendix. These GAD methods are further
summarized in Table 7.7 in the Appendix.

7.6.3 Evaluation Metrics

To evaluate the effectiveness of various GAD algorithms, we utilize the ROC-AUC
metric [348] (AUC for short hereinafter), where a value approaching 1 denotes the
best possible performance.

Moreover, to quantify the performance variation of an individual GAD method
under different SSL-related HP configurations, we define the following performance
variation metric:

max(AUC)−min(AUC)
max(AUC) , (7.4)

where max(AUC) and min(AUC) represent the maximum and minimum of achieved
AUC values for the evaluated GAD algorithm with different configurations, respec-
tively. Hence, the smaller this value is, the less sensitive the algorithm is to SSL-related
HPs.

Further, we define the performance gain over minimal AUC as

CSM(AUC)−min(AUC)
min(AUC)

, (7.5)

where CSM(AUC) indicates the AUC value obtained for the evaluated GAD algorithm
when configured with the HPs selected using the Contrast Score Margin. This metric
can quantify the effectiveness of our strategy relative to the worst case hyperparameter
setting. Next, we define performance gain over median AUC as

CSM(AUC)−median(AUC)
median(AUC)

, (7.6)

where median(AUC) represents the median of the obtained AUC values for the GAD
algorithm with different configurations. Thus, if the value of this metric is positive,
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the GAD algorithm configured with our selected HPs can at least outperform its
counterparts configured with 50% of the other sampled hyperparameter values.

Furthermore, we define performance gain over maximal AUC as

CSM(AUC)−max(AUC)

max(AUC) , (7.7)

where max(AUC) represents the maximum of the obtained AUC values for the GAD
algorithm with different configurations. Thus, if the value of this metric is close to
zero, the GAD algorithm configured with our selected HPs can approximately achieve
the best possible performance.

7.6.4 Software and Hardware

All algorithms are implemented in Python 3.8 (using PyTorch [109] and PyTorch
Geometric [110] libraries when applicable) and ran on workstations equipped with
AMD EPYC7453 CPUs (with 64GB RAM) and/or Nvidia RTX4090 GPUs (with 24.0
GB video memory). All code and datasets are available on GitHub1.

7.6.5 Results and Analysis

Table 7.3: Performance gain over minimal AUC defined as CSM(AUC)−min(AUC)
min(AUC)

. Results
are averaged on five independent runs. CSM is contrast score margin defined in Equation 7.3,
while OOM, OOR, UNF, and NAN convey the same meanings as in Table 7.1.

Cora CiteSeer PubMed ACM Flickr BlogCatalog Amazon Facebook Reddit YelpChi Average
CoLA 0.5% 1.2% 1.6% 2.8% 2.2% 4.7% 22% 1.8% 1.5% 2.5% 4.1%
ANEMONE 8.6% 5.9% 6.6% 6.8% 15.8% 19.7% 44.7% 28.1% 4.0% 11.9% 15.2%
GRADATE 4.0% 14.3% OOM OOM OOR OOR 4.3% 29.7% OOR OOR 13.1%
SL-GAD 21.2% 19.1% 23.7% 21.3% 18.2% 30.4% 13.0% 16.3% 15.8% OOR 19.9%
Sub-CR 16.2% 4.3% OOM OOM 4.3% 2.4% 19.2% 25.3% OOM OOM 12.0%
CONAD 5.4% 2.3% 2.1% UNF OOM OOM 6.5% 18.3% 2.4% 24.3% 8.8%
DOMINANT 5.2% 1.3% 1.8% UNF UNF UNF 13.7% 14.9% 0.8% 28.0% 9.4%
A-DAE 11.3% 4.6% 11.9% 5.6% 30.8% 32.2% 67.3% 114.6% NAN NAN 34.8%
GUIDE 5.0% 1.2% 1.8% UNF 0.1% UNF 9.4% 14.3% 3.8% 28.8% 8.1%
GAAN 7.7% 34.1% 43.6% 5.6% 1.3% 6.6% 12.4% 77.9% 0.4% 14.5% 20.4%

We answer the research questions as follows:

RQ1: Sensitivity of SSL-based GAD methods to HPs

The results are summarized in Table 7.1 for five independent runs. Typical runs are
depicted in Figure 7.1 and in Figures 7.5-7.13 in Appendix 7.8. We briefly analyzed the

1https://github.com/ZhongLIFR/AutoGAD2024
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Table 7.4: Performance gain over median AUC defined as CSM(AUC)−median(AUC)
median(AUC)

. Results
are averaged on five independent runs. CSM is contrast score margin defined in Equation 7.3,
while OOM, OOR, UNF, and NAN convey the same meanings as in Table 7.1. For enhanced
readability, cells are color-coded based on their values, as specified in the legend.

Dark Orange Light Orange Light Green Dark Green Grey
(−∞,−5.0%] (−5.0%, 0.0%) [0.0%, 5.0%) [5.0%,+∞) Excluded

Cora CiteSeer PubMed ACM Flickr BlogCatalog Amazon Facebook Reddit YelpChi Average
CoLA -0.1% 0.1% 0.2% -0.7% 0.6% 2.0% 15.4% 0.1% -0.2% -3.3% 1.4%
ANEMONE 0.3% 1.0% 1.5% -0.8% 2.0% 7.2% 26.4% 3.5% -2.4% 1.6% 4.0%
GRADATE -0.6% 4.0% OOM OOM OOR OOR 0.7% 18.3% OOR OOR 5.6%
SL-GAD 3.3% 3.7% 4.8% 4.3% 2.8% 5.0% -1.4% -31.6% -2.0% OOR -1.2%
Sub-CR -1.6% -0.4% OOM OOM -3.2% -2.2% 2.6% 9.8% OOM OOM 0.8%
CONAD 4.0% 1.2% 1.5% UNF OOM OOM -3.7% 2.5% -3.1% 1.5% 0.6%
DOMINANT 3.7% 0.5% 1.3% UNF UNF UNF 4.4% -1.8% -3.0% 4.8% 1.4%
A-DAE 2.9% -3.0% -2.9% -4.1% 0.9% -3.4% 2.6% 0.7% NAN NAN -0.8%
GUIDE 3.8% 0.6% 1.5% UNF -0.3% UNF 2.1% -2.3% 0.2% 5.3% 1.4%
GAAN 2.8% 27.5% 35.6% 3.5% 0.7% 4.7% -2.4% -45.6% -1.3% -0.5% 2.5%

Table 7.5: Performance gain over maximal AUC defined as CSM(AUC)−max(AUC)
max(AUC)

. Results
are averaged on five independent runs. CSM is contrast score margin defined in Equation 7.3,
while OOM, OOR, and NAN convey the same meanings as in Table 7.1.

Cora CiteSeer PubMed ACM Flickr BlogCatalog Amazon Facebook Reddit YelpChi Average
CoLA -0.6% -0.5% -0.1% -1.5% -1.3% -0.3% 0% -1.7% -1.5% -30.2% -3.8%
ANEMONE -1.1% -1.1% -0.2% -5.4% -3.9% -0.4% -2.6% -2.6% -5.3% -30.3% -5.3%
GRADATE -3.2% -1.9% OOM OOM OOR OOR -1.8% 0.0% OOR OOR -1.7%
SL-GAD -0.4% -0.3% -0.4% -0.4% -1.2% -0.2% -15.8% -39.4% -9.4% OOR -7.5%
Sub-CR -3.8% -4.5% OOM OOM -5.9% -4.1% -15.3% -0.2% OOM OOM -5.6%
CONAD -0.8% -4.9% -0.2% UNF OOM OOM -11.9% -14.0% -7.6% -26.3% -9.3%
DOMINANT -0.2% -4.8% -0.1% UNF UNF UNF -0.6% -7.1% -7.8% -16.2% -5.3%
A-DAE -10.0% -21.8% -14.6% -16.4% -0.1% -4.8% -18.5% -26.3% NAN NAN -14.1%
GUIDE 0% -3.6% 0% UNF -8.4% UNF -3.1% -7.1 % -4.6% -15.4% -5.3%
GAAN -22.6% -6.7% 0% -21.6% -8.9% -1.2% -2.6% -53.7% -11.6% -0.9% -13.0%

results in Chapter 7.4.3; more detailed analyses are given in Appendix 7.8. To recall,
five out of ten algorithms show moderate performance variations, while the remaining
five algorithms demonstrate large performance variations when the values of SSL-
related HPs are varied. In other words, SSL-based GAD methods are (sometimes
highly) sensitive to hyperparameter values.

RQ2: Effectiveness of AutoGAD in tuning SSL-related HPs

The results are summarized in Tables 7.3, 7.4 and 7.5 for five independent runs, while
Figure 7.1 and Figures 7.5-7.13 depict typical runs. We have the following main
observations:

1) From Table 7.3, one can see that AutoGAD can result in moderate performance
gain over minimal AUC (namely between 4.1% and 13.1% on average) for CoLA,
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GUIDE, CONAD, DOMINANT, Sub-CR, and GRADATE. Recall that five of
these algorithms (including CoLA, GUIDE, DOMINANT, GRADATE, and Sub-
CR) exhibit moderate performance variations, ranging from 7.3% to 14.7% on
average. Moreover, AutoGAD leads to large performance gain over minimal
AUC (namely between 6.8% and 24.1% on average) for the remaining four algo-
rithms, which suffer from large performance variations (namely between 15.1%
and 34.8% on average). Overall, AutoGAD is substantially better than the worst
case, i.e., when one happens to select the HP values that give the smallest AUC
value.

2) From Table 7.4, one can see that AutoGAD can result in positive performance
gain over median AUC in 8 out 10 algorithms (ranging from 0.6% to 5.6% on
average), implying that the HP values selected by AutoGAD are better than at
least 50% of randomly selected HP values. Particularly, the performance gains
over median AUC for GRADATE [285], ANEMONE [277], and GAAN [337] are
5.6%, 4.0%, and 2.5% respectively, which shows that AutoGAD is highly effective
for these methods.

3) From Table 7.5, one can see that AutoGAD can result in performance gain over
max AUC larger than −10% in 8 out 10 algorithms, implying that the HP
values selected by AutoGAD can achieve performances that are comparable to
optimal performances. For instance, the performance gains over max AUC for
GRADATE and SL-GAD are −1.7% and −7.5% respectively, which shows that
AutoGAD is highly effective for these methods while they show moderate or
large performance variations (12.5% and 22.8% respectively).

4) Following the above observations, we check the details in Figure 7.13 for SL-
GAD, Figure 7.11 for GRADATE, and Figure 7.1 for ANEMONE. For SL-GAD
and GRADATE, AutoGAD often selects HP values better than 90% of randomly
selected HPs values on most datasets. For ANEMONE, the HP values selected
by AutoGAD often outperform 75% of randomly selected HP values.

Sensitivity Analysis

Sensitivity to k. The selection of the value of k in our experiments acknowledges
the varying anomaly ratios across different datasets, implying that k should ideally
differ to reflect the unique characteristics of each dataset. We operated under the
assumption that the anomaly ratio within a dataset is approximately known, a premise
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Figure 7.3: Sensitivity analysis of k (for our proposed AutoGAD) on dataset CiteSeer with
all investigated SSL-based GAD algorithms. It can be seen that AutoGAD remains stable
as long as k is not drastically distant from the actual anomaly ratio (namely 4.5%) all for
SSL-based GAD algorithms.
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Figure 7.4: Performance of AutoGAD across different granularity levels of search grids
using ANEMONE on the Cora, ACM, and Facebook datasets. Similar trends were observed
for other anomaly detectors and datasets, which are omitted for brevity.
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that aligns with real-world anomaly detection tasks where some prior knowledge about
the frequency of anomalies is often available.

As shown in Figure 7.3, we conducted a sensitivity analysis on k to assess the
stability of AutoGAD against deviations from the true anomaly ratio. The findings
from this analysis indicate that the effectiveness of AutoGAD remains stable as long
as k is not drastically distant from the actual anomaly ratio, reinforcing the practical
applicability of our approach even when exact anomaly proportions are not precisely
determined.

Sensitivity to the Granularity of the Search Grid. Acknowledging the sig-
nificance of search space granularity in the performance of AutoGAD, we conduct a
sensitivity analysis by varying the granularity levels of the search grids in grid search.
Figure 7.4 presents representative results using ANEMONE [277] on the Cora, ACM,
and Facebook datasets with four levels of search granularity, as follows:

• Granularity Level 1: α ∈ {0, 0.2, 0.4, 0.6, 0.8, 1}, K ∈ {2, 4};

• Granularity Level 2: α ∈ {0, 0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99,
1}, K = {2, 3, 4, 5};

• Granularity Level 3: α ∈ {0, 0.01, 0.05, 0.1, 0.15, 0.2, 0.25, 0.3, 0.35, 0.4, 0.45,
0.5, 0.55, 0.6, 0.65, 0.7, 0.75, 0.8, 0.85, 0.9, 0.95, 0.99, 1},K ∈ {2, 3, 4, 5};

• Granularity Level 4: α ∈ {0, 0.01, 0.025, 0.05, 0.075, 0.1, 0.125, 0.15, 0.175, 0.2,
0.225, 0.25, 0.275, 0.3, 0.325, 0.35, 0.375, 0.4, 0.425, 0.45, 0.475, 0.5, 0.525, 0.55,
0.575, 0.6, 0.625, 0.65, 0.675, 0.7, 0.725, 0.75, 0.775, 0.8, 0.825, 0.85, 0.875, 0.9,
0.925, 0.95, 0.975, 0.99, 1},K ∈ {2, 3, 4, 5, 6, 7}.

The results indicate that finer search grids tend to improve the performance of Auto-
GAD. This is expected, as the optimal value achievable in a finer search grid cannot be
worse than that in a coarser grid. Similar observations were made for other anomaly
detection methods and datasets, which are omitted here for brevity.

7.7 Alternative Strategies and Discussion
Internal evaluation strategies aim to assess the quality of a model based solely on
internal information, without relying on external information such as ground-truth
labels. Internal information can typically be derived from two sources: 1) the input
samples, such as feature values of instances in tabular data or node attributes in graph
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data; or 2) the anomaly scores generated by an anomaly detection model. Beyond the
Contrast Score Margin [338] discussed in this paper, additional internal evaluation
strategies exist for unsupervised model selection in anomaly detection. According to
[298], these strategies can be categorized as stand-alone or consensus-based internal
evaluation strategies; we will next discuss each category.

7.7.1 Stand-alone Internal Evaluation Strategies

Stand-alone strategies rely solely on input samples or individual anomaly detection
methods (or models with specific HP configurations in our setting) and their output
anomaly scores. Key methods include:

• IROES [349, 330] quantifies the separability of each input sample, assuming that
a good anomaly detection model assigns high anomaly scores to highly separable
samples. However, separability scores are defined only for tabular data, making
extension to graph data non-trivial. Additionally, computing separability scores
is computationally expensive, posing challenges for large datasets.

• Mass-Volume and Excess-Mass [328] use statistical tools to measure the
quality of an anomaly scoring function. These methods operate on the raw
input samples rather than anomaly scores and assume that anomalies occur in
the distribution’s tail. However, they are restricted to tabular data and are not
applicable to graph data.

• Clustering Validation Metrics [350] assume that an anomaly detector divides
input samples into two clusters: abnormal and normal. Clustering validation
metrics, such as the Xie-Beni index [351], are then used to evaluate performance.
While clustering coefficients on graphs could be analogous [352], these metrics
are computationally expensive, particularly for large datasets.

7.7.2 Consensus-based Internal Evaluation Strategies

Consensus-based strategies assess the agreement among multiple anomaly detection
models (or the same model with varying HP configurations in our setting). Key
methods include:

• UDR [353] assumes that good HP configurations yield consistent results under
different random initializations, while poor configurations do not. [298] repur-
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posed UDR to select among heterogeneous anomaly detectors, assuming that
good detectors produce consistent results across HP configurations.

• Model Centrality [354] hypothesizes that good models are close to the optimal
model and thus to each other.

• Model Centrality by HITS [355] follows a similar hypothesis but employs a
different computation approach.

• Unsupervised Anomaly Detection Ensembling [298] infers pseudo anomaly
labels by aggregating outputs from a predefined subset of good models. How-
ever, this method is less feasible in our setting as there is no such pre-defined
good models.

Two challenges remain when utilizing these strategies in our setting: 1) validat-
ing the underlying assumptions, which often lack theoretical justification, and 2) ad-
dressing their computational expenses, as consensus-based methods require pairwise
comparisons. In contrast, Contrast Score Margin is computationally efficient, as it
operates on anomaly scores rather than on raw data points and it avoids pairwise
comparisons.

7.7.3 Discussion and Future Work

Although [298] demonstrated that many internal evaluation strategies perform subop-
timally for selecting heterogeneous anomaly detectors, we hypothesize that some can
be valuable for hyperparameter tuning within a single anomaly detection model. How-
ever, this is beyond the scope of this paper and is left for future work. The primary
objectives of this paper are twofold:

• We highlight flaws in existing studies on using SSL for unsupervised graph
anomaly detection. Specifically, we:

1. Review these studies, showing that most tune HPs arbitrarily or selectively.

2. Demonstrate empirically, through extensive experiments, that these meth-
ods are highly sensitive to HP settings. Consequently, we argue that these
methods may suffer from label information leakage under unsupervised
learning settings, leading to overstated performance in practical scenarios
where label-based tuning is inaccessible.
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• We propose an initial solution to these issues by utilizing and improving the
Contrast Score Margin. This internal evaluation metric was selected for two
reasons:

1. It operates on anomaly scores rather than on raw data points and avoids
pairwise computations, making it computationally efficient and suitable for
large datasets.

2. Theoretical guarantees for its properties are provided by Theorem 1, which
may not hold for other internal evaluation strategies.

This paper does not aim to provide a perfect solution to the issues mentioned
above. Instead, our goal is to spark interest in the research community to address
these challenges. Unlike [298], we do not aim to conduct a comprehensive review and
evaluation of internal evaluation strategies for SSL-based graph anomaly detection, as
this requires significant computational resources and in-depth analysis. Nevertheless,
we aim to explore this direction in future work by considering and potentially repur-
posing the internal evaluation strategies reviewed in [298]. We have described a more
advanced search strategy than grid search, namely SMBO-based optimization [339],
in Appendix 7.8, without experimental evaluation. This is because this method in-
troduces additional hyperparameters and their tuning is non-trivial, contradicting our
goal of automated anomaly detection. Other advanced hyper-parameter tuning meth-
ods [356, 357, 358] to speed up the search are possible, and we leave their explorations
for future work.

7.8 Conclusions
SSL has received much attention in recent years, and many recent studies have explored
SSL to perform unsupervised GAD. However, we found that most existing studies tune
hyperparameters arbitrarily or selectively (i.e., guided by labels), and our empirical
findings reveal that most methods are highly sensitive to hyperparameter settings.
Using label information to tune hyperparameters in an unsupervised setting, however,
is label information leakage and leads to severe overestimation of model performance.
To mitigate this issue, we introduce AutoGAD, the first automated hyperparameter
selection method for SSL-based unsupervised GAD. Extensive experiments demon-
strate the effectiveness of our proposed strategy. Overall, we aim to raise awareness
to the label information leakage issue in the unsupervised GAD field, and AutoGAD
provides a first step towards achieving truly unsupervised SSL-based GAD.
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Appendix A: Pitfalls in Existing Methods (Full Anal-
ysis)

A.1 CoLA

Particularly, CoLA [278] is the first contrastive-based framework for unsupervised
GAD. The design of its data augmentation module and contrast learning module is as
follows.

Data Augmentation Module They consider one type of data augmentation,
subgraph sampling, to obtain local augmented view for each node. Particularly, they
employ RWR [335] to generate a sub-graph with a fixed size K in subgraph sampling,
resulting in one critical HP in graph augmentation, namely K.

Contrast Learning Module They consider a single contrast aspect, namely
node-subgraph contrast between the embedding of the target node and the aggregated
embedding of its local sug-graph, without resulting in any HPs.

HPs Sensitivity & Tuning They conducted sensitive analysis and found that
the selection of subgraph size K is dependent on the specific dataset. The AUC perfor-
mance usually increases first and then decreases with the increasing ofK. However, for
efficiency and robustness consideration, they heuristically set the sampled subgraph
size K = 4 for all datasets.

A.2 ANEMONE

ANEMONE [277] is a contrastive-based framework for unsupervised GAD. They ar-
gue that modeling the relationships in a single contrastive perspective leads to limited
capability of capturing complex anomalous patterns, and thus propose additional con-
trast perspectives as follows.

Graph Augmentation Module They consider a single graph augmentation op-
eration, namely Random Ego-Nets generation with a fixed size K. Specifically, taking
the target node as the center, they employ RWR [335] to generate two different sub-
graphs as ego-nets with a fixed size K. Overall, they result in one critical HP in graph
augmentation, namely K.

Contrast Learning Module They consider two contrast perspectives: 1) node-
node contrast between the embedding of masked target node within ego-net and the
embedding of the original node, leading to loss term LNN , and 2) node-subgraph
contrast within each view, leading to loss term LNS . On this basis, they combine
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these loss terms as
L = (1− α)LNN + αLNS

where α ∈ [0, 1] is the trade-off HP. Hence, they result in one critical HP in graph
contrast, namely α.

HPs Sensitivity & Tuning In their ablation studies: 1) by using ground-truth la-
bel information, they heuristically set α as 0.8, 0.6, 0.8 on Cora, CiterSeer and PubMed
respectively, and report the corresponding results; and 2) the setting of K was not
studied, and it is set to 4 for all datasets.

A.3 GRADATE

GRADATE [285] is also a contrastive-based framework. They argue that subgraph-
subgraph contrast is also critical in detecting graph anomalies, and design it as follows.

Data Augmentation Module They consider a single graph augmentation oper-
ation, namely Edge Modification that removes edges in the adjacency matrix as well
as add the same number of edges. Concretely, they fix a proportion P , and then
uniformly and randomly sample P ·M

2 edges from a total of M edges to remove. Mean-
while, P ·M

2 edges are added into the adjacency matrix. Overall, they result in one
critical HP in graph augmentation, namely P .

Contrast Learning Module They consider three contrast aspects: 1) node-node
contrast within each view, leading to loss term LNN ), 2) node-subgraph contrast within
each view, leading to loss term LNS , and 3) subgraph-subgraph contrast between
original view and augmented view, leading to loss term LSS . On this basis, they
combine these loss terms as

L = (1− β)LNN + βLNS + γLSS ,

where β, γ ∈ (0, 1) are trade-off HPs. More, LNN = αLNN,1 + (1 − α)LNN,2, and
LNS = αLNS,1 + (1 − α)LNS,2, with LNN,1 and LNN,2 being the loss term in the
first and second views respectively. Overall, they result in three critical HPs in graph
contrast, namely the combination weights α, β, γ.

HPs Sensitivity & Tuning In their ablation studies, 1) they compared four
different graph augmentation strategies, including Gaussian Noise Feature, Feature
Masking, Graph Diffusion, and Edge Modification, and they found that Edge Mod-
ification performs the best across different datasets (with ground-truth labels on
test data to measure the performance); 2) with the help of ground-truth label in-
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formation on test data, they heuristically set (α, β) as (0.9, 0.3), (0.1, 0.7), (0.7, 0.1),

(0.9, 0.3), (0.7, 0.5), (0.5, 0.5) on EAT, WebKB, UAT, Cora, UAI2010, and Citation re-
spectively; 3) similarly, they set γ = 1 for all datasets; and 4) they also heuristically
set P = 0.2 for all datasets.

A.4 SL-GAD

Different from CoLA, ANEMONE and GRADATE, SL-GAD [276] combines the contrastive-
based framework and the generative-based framework for unsupervised GAD.

First, the design of the contrastive-based framework is as follows.
Contrastive Framework—Data Augmentation Module They consider a sin-

gle graph augmentation operation, namely Random Ego-Nets generation with a fixed
size K. Specifically, taking the target node as the center, they employ RWR [335] to
generate two different subgraphs as ego-nets with a fixed size K, where K controls the
radius of the surrounding contexts. Overall, they result in one critical HP in graph
augmentation, namely K. Particularly, they indicate that other augmentation strate-
gies such as attribute masking and edge modification may introduce extra anomalies,
while random ego-nets and graph diffusion can augment data without changing the
underlying graph semantic information.

Contrastive Framework—Contrast Learning Module They introduce a Multi-
View Contrastive Learning module that compare the similarity between node em-
bedding and embedding of sampled sub-graphs in augmented views (namely node-
subgraph contrast), leading to two loss terms Lcon,1 and Lcon,2 corresponding to two
augmented views, respectively. On this basis, they obtain the contrastive objective
Lcon = 1

2 (Lcon,1 + Lcon,2), which combines the two loss terms with equal weights.
Second, the generative-based framework is designed as follows.
Generative Framework They introduce a Generative Attribute Regression mod-

ule that reconstructs node attributes, with the aim to achieve node-level discrimina-
tion, where the encoder is a GCN and the decoder is another GCN. Specifically, they
minimize the Mean Square Error between the target node’s original and reconstructed
attributes in augmented views, leading to two loss terms Lgen,1 and Lgen,2 corre-
sponding to two augmented views, respectively. Then they combine them with equal
weights, leading to the generative objective Lgen = 1

2 (Lgen,1 + Lgen,2).
At last, their final optimization objective is defined as follows:

L = αLcon + βLgen,
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where α, β ∈ (0, 1] are trade-off HPs to balance the importance of two SSL objectives.
HPs Sensitivity & Tuning They conducted sensitive analysis and found that:

1) the performance first increases and then decreases with the increasing of K. For
efficiency consideration, they heuristically set the sampled subgraph size K = 4 for
all datasets; 2) they heuristically fix α = 1 for all datasets as they found that this
achieves good performance on most datasets (with the help of label information); and
3) the selection of β is high dependent on the specific dataset. Hence, they “fine-tune”
the value of β for each dataset via selecting β from {0.2, 0.4, 0.6, 0.8, 1.0} with labels.

A.5 Sub-CR

Similar to SL-GAD, Sub-CR [286] also combines the contrastive-based framework and
the generative-based framework for unsupervised GAD.

First, the design of the contrastive-based framework is as follows.
Contrastive Framework—Contrast Learning Module They consider two

types of data augmentation: 1) subgraph sampling to obtain local augmented views for
each node (so-called local view subgraph), 2) graph diffusion plus subgraph sampling
(in a sequential order) to obtain global augmented views for each node (so-called global
view subgraph). Particularly, they employ RWR [335] to generate a sub-graph with
a fixed size K in subgraph sampling. Besides, they apply Persnonalized PageRank
to power the graph diffusion [359], wherein the teleport probability α needs to be
determined. Overall, they result in two critical HPs in graph augmentation, namely
K and α.

Contrastive Framework—Contrast Learning Module This module consists
of: 1) intra-view contrastive learning that maximizes the agreement between the node
and its sub-graph level representations in the local view (with loss term Lintra,1), and
the agreement between the node and its sub-graph level representations in the global
view (with loss term Lintra,2), where they combine the local view and global view loss
terms with equal weights to obtain the intra-view loss term Lintra = Lintra,1+Lintra,2;
and 2) inter-view contrastive learning that makes closer the discriminative scores of
node-subgraph pairs in local view and global view, leading to the loss term Linter. On
this basis, they combine the intra-view loss term and inter-view loss term with equal
weights to obtain the multi-view contrastive learning loss term Lcon = Lintra +Linter.

Second, the generative-based framework is designed as follows.
Generative Framework They introduce a masked Autoencoder-based Recon-

struction module, where the encoder is a GCN and the decoder is a multilayer per-
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ceptron with PReLU activation function, aiming to reconstruct the attributes of the
target node based on the attributes of neighboring nodes in the local view (with loss
term Lres,1), and in the global view (with loss term Lres,2). Next, they combine the
local view and global view loss terms with equal weights to obtain the overall recon-
struction loss term Lres = Lres,1 + Lres,2 for each node.

At last, their final optimization objective is defined as follows:

L = Lcon + γLres,

where γ ∈ (0, 1] is the trade-off HP to balance the importance of two different SSL
objectives.

HPs Sensitivity & Tuning They conducted sensitive analysis and found that:
1) the selection of K is dependent on the specific dataset. However, for efficiency and
performance consideration, they heuristically set the sampled subgraph size K = 4 for
all datasets; 2) they did not discuss the setting of teleport probability α; and 3) they
claim that most datasets are not sensitive to the value of γ when γ > 0.4. Hence, they
heuristically set γ = 0.6 for Cora, Citeseer, Flickr, and BlogCatalog while γ = 0.4 for
PubMed with the help of label information.

A.6 CONAD

Similar to SL-GAD and Sub-CR, CONAD [280] also combines the contrastive-based
framework and the generative-based framework for unsupervised GAD.

First, the design of the contrastive-based framework is as follows.
Contrastive Framework—Data Augmentation Module They consider four

different types of data augmentations, with each type of data augmentation operation
corresponding to a specific type of node anomaly. They include 1) edge adding aug-
mentation that connects a node with many other non-connected nodes (structure - high
degree), 2) edge removing augmentation that removes most edges of a node (structure
- outlying); 3) attribute replacement augmentation that replaces the target node’s
attributes with another dissimilar node’s attributes (attribute - deviated), and 4) at-
tribute scaling augmentation that scales the target node’s attributes to much larger
or smaller values (attribute - disproportionate); This leads to four HPs p1, p2, p3, p4,
which represent the sampling probability of each augmentation strategy. Moreover,
the rate r of augmented anomalies (namely modified nodes) is also a HP.

Contrastive Framework—Contrast Learning Module They consider two dif-
ferent contrast strategies: 1) Siamese contrast LSC =

∑
i∈NM d(zi, ẑi)+

∑
j∈MM max{0,m−
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d(zj , ẑj)} where d(zi, ẑi) is the distance between embeddings of node i in the original
view and in the augmented view. MM and NM mean the node is modified or non-
modified, respectively; 2) Triplet contrast LTC =

∑
max{0,m− [d(zi, ẑj)− d(zi, zj)]}

where d(zi, zj) is the distance between embeddings of node i and its neighbor j in
the original view, and d(zi, ẑj) is the distance between embeddings of node i in the
original view and its neighbor j in the augmented view. Particularly, the contrastive
loss term LContr = LSC or LContr = LTC . This module contains a HP, namely the
margin m.

Second, the generative-based framework is designed as follows.
Generative Framework This framework consists of two components: 1) an at-

tribute autoencoder to reconstruct the node attributes, where the encoder is a GAT
[336] and the decoder is another GAT. This leads to the loss term LA; and 2) a struc-
ture autoencoder to reconstruct the structure, where the encoder is a GAT and the de-
coder is a dot product operation followed by a sigmoid function (namely sigmoid(ztz)).
This leads to the loss term LS . Combining these two loss terms leads to a loss term
LRecon = λLA+(1−λ)LS , where λ ∈ (0, 1) is a trade-off HP to balance the two recon-
struction errors. Unlike SL-GAD and Sub-CR, CONAD requires the whole adjacency
matrix and node attribute matrix as input, and thus it can reconstruct the graph struc-
ture, making it unsuitable to large graphs. In contrast, SL-GAD and Sub-CR only
require subgraphs as inputs, and thus are unable to perform structure reconstruction
while being scalable.

At last, the final optimization objective is defined as follows:

L = ηLContr + (1− η)LRecon,

where η ∈ (0, 1) is the trade-off HP to balance the importance of two SSL objectives.
HPs Sensitivity & Tuning They did not perform sensitivity analysis over the

HPs. Instead, 1) They heuristically set the ration of augmented anomalies r = 0.1

and r = 0.2 for small and large datasets, respectively; 2) The sampling probability of
each augmentation strategy is set to pi = 0.25 for i ∈ {1, 2, 3, 4}; 3) They heuristically
set the margin m = 0.5 for all datasets; and 4) They heuristically set the trade-off
hyper-parameters λ = 0.9 and η = 0.7 for all datasets

A.7 DOMINANT

DOMINANT [284] is arguably the first work that utilizes generative-based framework
and GNNs to perform unsupervised anomaly detection on attribute graphs.
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Generative Framework They first employ GCN [360] to obtain node embed-
dings. Next, they construct two decoders: 1) an attribute decoder, which consists of
another GCN, to reconstruct the node attributes, leading to the loss term LA, and 2)
a structure decoder, which is a dot product operation followed by a sigmoid function
(namely sigmoid(ztz)), to reconstruct topological structures, leading to the loss term
LS .

At last, their final optimization objective is defined as follows:

L = αLA + (1− α)LS ,

where α ∈ (0, 1) is the trade-off HP to balance the importance of two objectives.
HPs Sensitivity & Tuning Specifically, they found that the AUC performance

usually increases first and then decreases with the increasing of α. However, the
specific value of α on each dataset is heuristically selected with the help of labels. The
HP α is selected from [0.4, 0.7], [0.4, 0.7], [0.5, 0.8] on BlogCatalog, Flickr, and ACM
respectively.

A.8 AnomalyDAE

Similar to DOMINANT, AnomalyDAE [275] leverages generative-based framework and
autoencoders (based on GNNs) to perform unsupervised GAD.

Generative Framework AnomalyDAE consists of two components: 1) an at-
tribute autoencoder to reconstruct the node attributes, where the encoder consists of
two non-linear feature transform layers and the decoder is simply a dot product oper-
ation. This leads to the loss term LA, and LA is associated with a penalty HP η > 1);
and 2) a structure autoencoder to reconstruct the structures, where the encoder is
based GAT [336] and the decoder is a dot product operation followed by a sigmoid
function (namely sigmoid(ztz)). This leads to the loss term LS , and LS is associated
with a penalty HP θ > 1.

At last, their final optimization objective is defined as follows:

L = αLS + (1− α)LA,

where α ∈ (0, 1) is the trade-off HP to balance the importance of two objectives.
HPs Sensitivity & Tuning Specifically, they found that the AUC performance

usually increases first and then decreases with the increasing of α. However, the specific
value of α on each dataset is selected using label information. The HPs (α, η, θ) are
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heuristically set as (0.7, 5, 40), (0.9, 8, 90), (0.7, 8, 10) on BlogCatalog, Flickr, and ACM
respectively.

A.9 GUIDE

Similar to AnomalyDAE, GUIDE [279] leverages generative-based framework and au-
toencoders (based on GNNs) to perform unsupervised GAD. Particularly, they con-
sider reconstructing the high-order structures.

Generative Framework GUIDE consists of two components: 1) an attribute
autoencoder to reconstruct the node attributes, where the encoder is a GCN and the
decoder is another GCN. This leads to the loss term LA; and 2) a structure autoencoder
to reconstruct the high-order structures, where the encoder is a graph node attention
network based on [361] and the decoder is another graph node attention layer. This
leads to the loss term LS . Moreover, structure matrix is composed of node motif
degrees, which leads to a HP, namely the degree of motifs D.

At last, their final optimization objective is defined as follows:

L = αLA + (1− α)LS ,

where α ∈ (0, 1) is the trade-off HP to balance the importance of two SSL objectives.
HPs Sensitivity & Tuning They mention that the HPs are optimized via a

parameter sensitivity analysis experiment for each dataset. Specifically, they found
that: 1) the AUC performance usually increases first and then decreases with the
increasing of α, and most datasets can achieve a good performance when 0.1 < α < 0.3.
However, the specific value of α on each dataset is selected using labels; and 2) they
heuristically set the degree of motifs as D = 4.

A.10 GAAN

GAAN [337] combines the generative-based framework and GAN [362] for unsuper-
vised GAD. Particularly, GAN can be considered as a special case of contrastive-based
framework.

Contrastive Framework—Data Augmentation Module GAAN employs GAN,
which consists of a generator and a discriminator, to generate adversarial samples as
augmented views, without involving any HPs.

Contrastive Framework—Contrastive Learning Module For each target
node, GAAN computes the sum of cross-entropy losses of its 1-hop neighboring nodes
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(where the edge is considered as from real distribution by the discriminator) as anomaly
score, leading to a loss term LD. In particular, this discriminator loss can be regarded
as contrastive loss, and it considers both node attributes and graph structures.

Generative Framework GAAN utilizes the generator to reconstruct the node
attribute, and employs the reconstruction error to compute anomaly score, leading to
a loss term LG.

At last, their final optimization objective is defined as

L = αLG + (1− α)LD,

where α ∈ [0, 1] is the trade-off HP to balance the importance of two objectives
HPs Sensitivity & Tuning Specifically, they found that the AUC performance

usually increases first and then decreases with the increasing of α. However, the
specific value of α on each dataset is selected using label information. The HP α is
heuristically set as 0.2, 0.3, 0.1 on BlogCatalog, Flickr, and ACM respectively.

Appendix B: Performance Variations under Different
HP Settings
In this section, we present a comprehensive analysis of the performance exhibited
by various semi-supervised learning (SSL) based graph anomaly detection techniques.
This evaluation encompasses an extensive array of hyperparameter (HP) configurations
and is conducted across multiple benchmark datasets.

Specifically, the results for GAAN [337] is provided in Figure 7.5, from which we
can see huge performance variations under different HP settings. For example, the
AUC value can vary from 0.474 to 0.747 if one utilizes different HP configurations on
dataset CiteSeer (namely by changing the HP α from 0.5 to 0). Moreover, the results
for CoLA [278] is provided in Figure 7.6. Compared to GAAN, CoLA is less sensitive
to the setting of HPs, while we can still see moderate performance variations on some
datasets (e.g., from 0.693 to 0.733 on Flickr, and from 0.767 to 0.795 on ACM). Besides,
Figure 7.7 shows that DOMINANT is also sensitive to HPs except for the cases where
the algorithm is largely underfitted (i.e., on ACM, Flickr and BlogCatalog the loss
values change only by 10−2 after 400 epochs of training).

Particularly, AnomalyDAE and SL-GAD are very sensitive to HPs as shown in
Figures 7.8 and 7.13. For example, the performance of AnomalyDAE ranges from
0.702 to 0.941 on CiteSeer, and the performance of SL-GAD vary from 0.787 to 0.920.
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Figure 7.5: Performance variations over different HP configurations for GAAN [337] on
different benchmark datasets.

As shown in Figure 7.9, CONAD shows similar behaviors except for the cases where
CONAD is largely underfitted (namely on ACM) or suffers from OOM errors (namely
on Flickr and BlogCatalog). The analysis for GUIDE in Figure 7.10, GRADATE in
Figure 7.11, and Sub-CR in Figure 7.12 is similar and conveys the same issues.

Appendix C: Similar Observations in Other Papers
[294] conduct a comprehensive benchmark for unsupervised graph anomaly detection.
From their results (note that their experiment setting is slightly different from ours),
we can have similar observations as follows by comparing the average AUC vs max
AUC:

• Radar [300] is not sensitive to hyper-parameters (0.65 VS 0.66 on Cora, 0.99
VS 0.99 on Weibo, 0.55 VS 0.57 on Reddit, 0.52 VS 0.52 on Disney, 0.53 VS 0.53
on Books), but it will suffer from OOM errors for large graphs;

• ANOMALOUS [301] is very sensitive to hyper-parameters on some datasets
(0.55 VS 0.68 on Cora, 0.99 VS 0.99 on Weibo, 0.55 VS 0.60 on Reddit, 0.52 VS
0.52 on Disney, 0.53 VS 0.53 on Books), and it will suffer from OOM errors for
large graphs;

• DOMINANT [284] is very sensitive to hyper-parameters on some datasets (0.83
VS 0.84 on Cora, 0.76 VS 0.85 on Flickr, 0.85 VS 0.93 on Weibo, 0.50 VS 0.58
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Figure 7.6: Performance variations over different HP configurations for CoLA [278] on
different benchmark datasets.
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Figure 7.7: Performance variations over different HP configurations for DOMINANT [284]
on different benchmark datasets.
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Figure 7.8: Performance variations over different HP configurations for AnomalyDAE [275]
on different benchmark datasets.
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Figure 7.9: Performance variations over different HP configurations for CONAD [280] on
different benchmark datasets.
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Figure 7.10: Performance variations over different HP configurations for GUIDE [279] on
different benchmark datasets.

0.55 0.60 0.65 0.70 0.75 0.80 0.85 0.90
AUC

Cora

CiteSeer

Amazon

Facebook

D
at

as
et

Figure 7.11: Performance variations over different HP configurations for GRADATE [285]
on different benchmark datasets.
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Figure 7.12: Performance variations over different HP configurations for Sub-CR [286] on
different benchmark datasets.
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Figure 7.13: Performance variations over different HP configurations for SL-GAD [276]
on different benchmark datasets.
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on Books, 0.56 VS 0.56 on Reddit, 0.47 VS 0.55 on Disney)

• AnomalyDAE [275] is very sensitive to hyper-parameters on some datasets
(0.83 VS 0.85 on Cora, 0.86 VS 0.91 on Amazon, 0.66 VS 0.70 on Flickr, 0.91
VS 0.93 on Weibo, 0.56 VS 0.56 on Reddit, 0.49 VS 0.55 on Disney, 0.54 VS 0.69
on Books);

• GUIDE [279] is very sensitive to hyper-parameters on some datasets (0.39 VS 0.53
on Disney, 0.52 VS 0.63 on Books, 0.75 VS 0.78 on Cora), and it will suffer from
OOM errors on large graph (including Amazon, Flickr, Weibo, Reddit). It needs
much time and memory for training as it employs a graph motif counting algo-
rithm to extract structural information;

• CONAD [280] is very sensitive to hyper-parameters on some datasets (0.79 VS 0.84
on Cora, 0.81 VS 0.82 on Amazon, 0.65 VS 0.67 on Flickr, 0.85 VS 0.93 onWeibo,
0.56 VS 0.56 on Reddit, 0.48 VS 0.53 on Disney, 0.52 VS 0.63 on Books).

Appendix D: Summary of existing SSL-based graph
anomaly detection methods
Existing SSL-based graph anomaly detection methods are summarized in Table 7.7,
which includes the datasets used to test, the core principles of SSL techniques, the
involved hyper-parameters (only SSL related ones), and their public implementations.

Appendix E: Search Space Approximation based on
SMBO

Performance Surrogate Functions

Although discretization of continuous domains can largely reduce the search space, it
is still computationally prohibitive to search the full discretized HP space when the
number of HPs is large. Therefore, we learn a regressor g(·) which aims to to learn
the mapping from HP settings onto the performance metric (namely the domain of
T (·)). Note that g(·) should be different for different combinations of graph and graph
anomaly detector [G, f(·)], and we call these functions performance surrogate functions.
Gaussian Process (GP) [363] is one popular choice for g(·). Based on these performance
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Table 7.6: SSL-related HPs for different algorithms, where “Range” indicates the tested
values in grid search.

Algo HPs Range
CoLA [278] K {2, 3, 4, 5}

ANEMONE [277] K {2, 3, 4, 5}
α {0, 0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}

GRADATE [285]

P {0.20}
α {0.9}
β {0, 0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}
γ {0, 0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}

SL-GAD [276]
K {2, 3, 4, 5, 6, 7, 8, 9}
α {0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}
β {0.6}

Sub-CR [286]
K {2, 3, 4, 5, 6, 7, 8, 9}
α {0.01}
γ {0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}

CONAD [286]

r {0.10}
p1 {0.25}
p2 {0.25}
p3 {0.25}
p4 {0.25}
m {0.5}
λ {0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}
η {0.01, 0.5, 0.99, 1}

DOMINANT [284] α {0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}

AnomalyDAE [275]
α {0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}
η {1, 2, 3, 4, 5, 6, 7, 8, 9, 10}
θ {10}

GUIDE [279] D {4}
α {0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99}

GAAN [337] α {0, 0.01, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99, 1}
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Table 7.7: Summary of existing SSL-based graph anomaly detection methods.

Method Venue Datasets SSL methods Hyperparameters Code

CoLA [278] TNNLS’21 Cora, Citeseer, Pubmed,
BlogCatalog, Flickr,
ACM, ogbn-arxiv

Node-Sub CL Random walk length (K) Github,
Py-
GOD

ANEMONE [277] CIKM’21 Cora, Citeseer, PubMed Node-Node CL,
Node-Sub CL

Ego-Net size (K), Combi-
nation weights

Github

GRADATE [285] AAAI’23 EAT, WebKB, UAT,
Cora, UAI2010, Citation

Node-Node CL,
Node-Sub CL, Sub-
Sub CL

Proportion of modified
edges (P ), Combination
weights

Github

SL-GAD [276] TKDE’21 Cora, Citeseer, PubMed,
ACM, Flickr, BlogCata-
Log

Node-Sub CL,
Attribute Recon

Random walk length (K),
Combination weights

Github

Sub-CR [286] IJCAI’22 Cora, Citeseer, PubMed,
Flickr, BlogCataLog

Node-Sub CL,
Attribute Recon

Random walk length (K),
Teleport probability α,
Combination weights

Github

CONAD [280] PAKDD’22 Amazon, Flickr, Enron,
Facebook, Twitter

Node-Sub CL, At-
tribute Recon, Struc-
ture Recon

Augmentation sampling
probabilities, combina-
tion weights

PyGOD,
Github

DOMINANT
[284]

ICDM’19 ACM, Flickr, BlogCata-
Log

Attribute Recon,
Structure Recon

Combination weight PyGOD

AnomalyDAE
[275]

ICASSP’20 ACM, Flickr, BlogCata-
Log

Attribute Recon,
Structure Recon

Penalty HPs, Combina-
tion weights

PyGOD

GUIDE [279] BigData’21 Cora, Citation, Pubmed,
ACM, DBLP

Attribute Recon,
Structure Recon

Combination weight PyGOD

GAAN [337] CIKM’20 ACM, Flickr, BlogCata-
Log

Attribute Recon,
Discr Loss

Combination weight PyGOD

surrogate functions, we can identify promising HPs without running experiments on
all possible HPs, which will be illustrated in next subsection.

SMBO-based Optimization

Particularly, we leverage Sequential Model-based Optimization (SMBO) [339] to it-
eratively and efficiently identify promising HP configurations to evaluate, and finally
output the optimal one as follows. Similar idea is also explored in [364].

Initialization Specifically, we first randomly sample a small number of HPs
λeval = {λ1,λ2, ...,λJ} with J ≪ M . Second, for each HP, we compute its unsu-
pervised performance metric score t(G), leading to pairs {(λ1, t1(G)), (λ2, t2(G)),...,
(λJ , tJ(G))}. Third, we employ these pairs to train a specific performance surrogate
function g(·).

Iteration For each iteration, we leverage g(·) to predict the performance for a
sampled HP λj , denoted as ηj = g(λj). Moreover, we also utilize g(·) to predict the
uncertainty around the prediction of λj , denoted as σj = σ[g(λl|λl ∈ λsample)]. Note
that λsample is different from λeval, and it is a finite number of HPs that is randomly
sampled from the full HP space before discretization. Next, we utilize a so-called
acquisition function h(·), which can make a trade-off between predicted performance
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and uncertainty, to select the most promising HP to evaluate. Particularly, we lever-
age Expected Improvement (EI) [339] as the acquisition function since it has shown
prominent performances in many studies [322]. Under the mild Gaussian assumption,
the EI value of HP setting λj has the following closed-form expression:

EI(g(λj)) = [ϕ(η̂j) + η̂j · Φ(η̂j)]σj , (7.8)

where η̂j =
ηj−η∗

eval

σj
if σj > 0 and η̂j = 0 otherwise. Moreover, ϕ(·) and Φ(·) denote

the probability density function and the cumulative distribution function of standard
Gaussian distribution, respectively. In addition, η∗eval is the highest prediction perfor-
mance on λeval so far. For each iteration, the most promising HP can be obtained as
follows:

λ∗ = argmax
λj∈λsample

h(g(λj)), (7.9)

where g(·) = g(current)(·) is the surrogate function in the current iteration, which can
output the most promising HP λ∗ to evaluate. On this basis, we apply f(λ∗) on graph
G to obtain a vector of anomaly scores s∗, followed by inputting s∗ into Equation 7.3
to obtain the performance metric score t∗. At last, we update the evaluation HP set as
λeval = λeval ∪λ∗, and retrain g(·) with the updated pairs {(λ1, t1(G)), (λ2, t2(G)),...,
(λJ , tJ(G))}..., (λ∗, t∗)}. Additionally, we update η∗eval using the updated λeval.

Appendix F: AutoGAD for Selecting Heterogeneous
Anomaly Detectors
To evaluate the effectiveness of AutoGAD in selecting heterogeneous anomaly detec-
tors, we compute the Pearson Correlation Coefficient between the highest improved
CSM scores (based on Eq. 7.3) and the corresponding AUC scores for all anomaly
detectors on each individual dataset.

As shown in Figure 7.14, the results reveal that AutoGAD’s CSM score does not
effectively predict the true performance (AUC) of heterogeneous anomaly detectors.
Specifically, on the Cora dataset, the Pearson correlation is very weak (0.070), in-
dicating almost no relationship between the CSM score and AUC. On the Amazon
dataset, the correlation is negative (-0.488), suggesting that higher CSM scores are, in
fact, associated with lower AUC values in many cases. This weak or inverse correlation
demonstrates that AutoGAD’s scoring mechanism may not be suitable for selecting the
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Figure 7.14: Performance of AutoGAD in selecting heterogeneous anomaly detectors on
selected datasets (results on other datasets are similar and thus omitted).

best-performing anomaly detectors, as it fails to consistently align with true detector
performance. Notably, detectors such as SL-GAD, which achieve high AUC, do not
consistently receive high CSM scores, further underscoring the discrepancy. In sum-
mary, these findings suggest that AutoGAD’s current approach to ranking anomaly
detectors is unreliable and may require significant revisions to improve its predictive
accuracy.
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Chapter 8

Conclusions and Future
Directions

In this dissertation, we developed advanced anomaly detection approaches with a pri-
mary focus on enhancing the manufacturing processes of high-tech systems. However,
it is important to emphasize that many of the techniques and findings discussed here
are applicable to broader scenarios beyond manufacturing, and in some cases, were
even designed for more general-purpose use. Given the complexity of achieving trust-
worthy anomaly detection in smart manufacturing, we approached this challenge from
two complementary perspectives—data-centric AI and model-centric AI—leading to
two key research questions, each with several sub-questions.

The first research question focuses on improving anomaly detection from a data-
centric AI perspective. In this approach, the emphasis is placed on systematically
processing and engineering the data that serves as input for the anomaly detection
systems. For instance, we explored ways to handle complex data—such as system logs,
time series, and graphs—by introducing novel methods that effectively manage and
extract meaningful patterns from such data. Additionally, we investigated the chal-
lenges posed by high-dimensional data, which arises even after transforming complex
data into simpler forms. High dimensionality often undermines the effectiveness of
traditional anomaly detection approaches.

The second research question centers on the model-centric AI perspective,
which focuses on optimizing the anomaly detection models themselves. One critical
issue we explored in this context is the explainability of AI models. While neural
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network-based models can excel in detecting anomalies, their lack of transparency
often leaves end-users in the dark about how decisions are made. Furthermore, we ex-
amined the robustness of post-hoc explanations, particularly in the face of adversarial
attacks. In addition to explainability, we explored generalizability, which is essential
for deploying anomaly detection algorithms in new, unseen environments. This is par-
ticularly important when systems undergo updates or modifications, such as changes
in robots or software. Finally, we investigated approaches to improving the automata-
bility in anomaly detection, particularly in unsupervised settings where labeled data
is scarce.

In summary, this dissertation provides a comprehensive framework for developing
robust, explainable, and generalizable anomaly detection systems, offering solutions
to both data-related and model-related challenges in smart manufacturing. Our ap-
proaches contribute to improving the reliability and efficiency of manufacturing pro-
cesses, while also providing insights applicable to broader fields of anomaly detection.

In the remainder of this chapter, we will begin by summarizing the key findings
from each chapter to address the research questions outlined in Chapter 1. This
will provide a cohesive overview of how the research outcomes contribute to answering
these questions. Afterward, we will explore the limitations and challenges encountered
across multiple chapters, highlighting the areas that require further attention. This
discussion aims to offer valuable insights into unresolved issues and guide potential
future research directions.

8.1 Conclusions
In Chapter 1, we outlined six key research questions. In this subsection, we provide
detailed answers to each of these questions, drawing upon the findings presented in
Chapters 2 through 7. For each research question, we summarize the main conclusions,
highlighting how the results contribute to addressing the research objectives.

8.1.1 Develop and/or Improve Anomaly Detection for Smart
Manufacturing from A Data-Centric AI Perspective

Q1.1 How to deal with complex data in system logs to effectively detect
and explain anomalies?

In response to this problem, we introduced Logs2Graphs, a new approach for
unsupervised log anomaly detection. It first converts log files to attributed,
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directed, and edge-weighted graphs, translating the problem to an instance of
graph-level anomaly detection. Next, this problem is solved by OCDiGCN, a
novel method based on graph neural networks that performs graph represen-
tation learning and graph-level anomaly detection in an end-to-end manner.
Important properties of OCDiGCN include that it can deal with directed graphs
and do unsupervised learning. Moreover, we furnish a concise set of nodes pivotal
in OCDiGCN’s prediction as explanations for each detected anomaly, offering
valuable insights for subsequent root cause analysis. Extensive results on five
benchmark datasets reveal that Logs2Graphs is at least comparable to and often
outperforms state-of-the-art log anomaly detection methods such as DeepLog
[65] and LogAnomaly [66].

The above findings are all described in Chapter 2. The main conclusion to this
research question is that: by leveraging the rich and expressive power of at-
tributed, directed, and edge-weighted graphs to represent logs, followed by using
graph neural networks to effectively detect graph-level anomalies, taking into ac-
count both semantic information of log events and structure information among
log events, we can better detect anomalies in system logs. Moreover, by decom-
posing the anomaly score of a graph into individual nodes and visualizing these
nodes based on their contributions, we provide understandable explanations for
identified anomalies.

Q1.2 How to handle high-dimensionality in system logs to effectively detect
anomalies?

By regarding each log event as a feature, we developed a feature selection method
that aims to select relevant features for log-based fault detection and prediction.
In brief, our method consists of three main modules, namely Log Event Vec-
torization, Selection of Relevant Features and Removal of Redundant Features.
Specifically, the Log Event Vectorization module aims at converting unstruc-
tured log events into time series data; the Selection of Relevant Features module
attempts to select relevant features for fault detection and prediction by using
the variables measured by sensors as target; and the Removal of Redundant Fea-
tures module focuses on eliminating redundant features to further reduce the
number of selected features. Extensive experiments on real-world datasets show
that our proposed feature selection method can help improve log-based anomaly
detection performance. Specifically, based on the selected log features, KNN
[124] was able to accurately detect or predict faults in 24 out of 25 machines.
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In contrast, KNN can only accurately detect or predict faults in 17 out of 25
datasets based on all log features. One possible reason is that logs from all sub-
systems are entangled and the inclusion of many irrelevant log events renders
the detection/prediction of gradual faults difficult.

The above findings are described in Chapter 3. The main conclusion is that: by
considering the associations between sensor data and system logs, we can select
relevant and non-redundant log events as features. As a result, the accuracy
of log-based fault detection and prediction can be significantly improved, as
irrelevant log events often obscure gradual fault patterns.

8.1.2 Develop and/or Improve Anomaly Detection for Smart
Manufacturing from A Model-Centric AI Perspective

Q2.1 How to achieve intrinsic explainability of anomaly detection systems?

To explore this problem, we for the first time explicitly establish a connection
between dependency-based traditional anomaly detection methods and contex-
tual anomaly detection methods. On this basis, we propose a novel approach
to contextual anomaly detection and explanation. Specifically, we use Quan-
tile Regression Forests to develop an accurate and interpretable anomaly de-
tection method, QCAD, that explores dependencies between features. QCAD
can handle tabular datasets with mixed contextual features and numerical be-
havioral features. Extensive experiment results on various synthetic and real-
world datasets demonstrate that QCAD outperforms state-of-the-art anomaly
detection methods in identifying contextual anomalies in terms of accuracy and
interpretability. Particularly, the beanplot-based visualizations help to explain
why a certain object is (not) considered an anomaly within its context.

These findings are described in Chapter 4. The main conclusion is that: by
establishing a connection between dependency-based traditional anomaly detec-
tion methods and contextual anomaly detection methods, we developed a self-
interpretable anomaly detection method QCAD, which can effectively identify
contextual anomalies by exploring dependencies between features and provide
beanplot-based visualizations to further explain why an object is (or is not)
considered an anomaly.

Q2.2 Are post-doc explanations for Graph Neural Networks robust to ad-
versarial attacks?
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GNN explanations for enhancing transparency and trust of graph neural net-
works are becoming increasingly important in decision-critical domains. We
showed that existing GNN explanation methods are vulnerable to adversarial
perturbations, namely small prediction-preserving perturbations can result in
largely different explanations generated by post-hoc GNN explainers. To achieve
this, we performed perturbations that are both carefully crafted (i.e., optimized
rather than random) and imperceptible (i.e., such that the GNN predictions re-
main unchanged but their explanations differ substantially). More concretely,
we devise GXAttack, the first optimization-based adversarial attack on post-hoc
GNN explanations under this setting. We employ a widely used GNN explainer,
PGExplainer [199], as example target when designing our attack algorithm. Re-
sults on various datasets demonstrate the effectiveness of our approach. More-
over, our experiments show that other widely used GNN explanation methods,
such as GradCAM [197], GNNExplainer [195], and SubgraphX [201], are also
fragile under the attacks optimized for PGExplainer.

These findings are described in Chapter 5. The main conclusion is that: ex-
isting GNN explanation methods are vulnerable to adversarial perturbations,
leading to drastically different explanations while maintaining the predictions
unchanged. This is achieved by GXAttack, the first optimization-based ad-
versarial white-box attack on post-hoc GNN explanations. Additionally, other
widely used GNN explanation methods, such as GradCAM, GNNExplainer, and
SubgraphX, are also fragile under attacks optimized for PGExplainer.

Q2.3 How to detect graph-level anomalies in an unseen target domain with
the help of labeled normal graphs from a different but related source
domain?

Being motivated and supported by domain adaptation theory [237], we pro-
pose an unsupervised domain adaptation based graph level anomaly detection
method called ARMET. It leverages an adversarial learning approach consisting
of four main components. First, to learn graph level representations, it utilizes
a two-part feature extractor: a semantic feature extractor to jointly preserve
the semantic and topological information of each graph, and a structure feature
extractor to extract the structure of each graph domain. Second, a domain clas-
sifier is learned to make graph level representations domain-invariant, thereby
reducing the domain discrepancy. Third, a one-class classifier is trained using
normal source graphs, aiming to make the learned graph level representations
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label-discriminative. Finally, a class aligner is trained to align normal graphs
in both domains while separating anomalous graphs and normal graphs in the
target domain. As a result, in an end-to-end manner, ARMET can learn both
domain-invariant and label-discriminative graph level representations, and thus
effectively identify anomalous graphs from the target domain. Experiments on
seven benchmark datasets show that the proposed method largely outperforms
state-of-the-art methods.

These findings are described in Chapter 6. The main conclusion is that: by
learning domain-invariant and label-discriminative graph-level representations
through adversarial learning, ARMET can detect graph-level anomalies in an
unseen target domain by leveraging labeled normal graphs from a related source
domain, significantly outperforming state-of-the-art methods across multiple
benchmark datasets.

Q2.4 How to automatically tune hyperparamaters in anomaly detection sys-
tems without relying on labels?

Self-Supervised Learning (SSL) has received much attention in recent years, and
many recent studies have explored SSL to perform unsupervised graph anomaly
detection. However, we found that most existing studies tune hyperparameters
arbitrarily or selectively (i.e., guided by labels), and our empirical findings re-
veal that most methods are highly sensitive to hyperparameter settings. Using
label information to tune hyperparameters in an unsupervised setting, however,
is label information leakage and leads to severe overestimation of model per-
formance. To mitigate this issue, we introduce AutoGAD, the first automated
hyperparameter selection method for SSL-based unsupervised graph anomaly
detection. AutoGAD, consists of two parts: 1) an unsupervised performance
metric which is based on an internal evaluation strategy, and 2) an effective
search method which leverages discretization and grid search that works well in
practice. Extensive experiments demonstrate the effectiveness of our proposed
strategy. Overall, we aim to raise awareness to the label information leakage is-
sue in the unsupervised graph anomaly detection field, and AutoGAD provides
a first step towards achieving truly unsupervised SSL-based graph anomaly de-
tection.

These findings are described in Chapter 7. The main conclusion is that: Au-
toGAD addresses the critical issue of label information leakage by using an
unsupervised performance metric combined with an straightforward grid search
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strategy, ensuring hyperparameter selection without relying on labels. This ap-
proach mitigates overestimation of model performance and paves the way for
truly unsupervised graph anomaly detection.

8.2 Limitations and Future Directions
Throughout the research presented in this dissertation, we identified a number of
research challenges that may offer opportunities for future research, which we will
summarize next.

8.2.1 Limitations of Proposed Methods

First, we discuss the limitations of the proposed methods in each chapter and suggest
potential future research directions to mitigate these limitations.

8.2.1.1 Limitations of Logs2Graphs (Chapter 2)

We identify several factors that could potentially impact the validity of our findings
related to the Logs2Graphs method introduced in Chapter 2:

• Limited Datasets. Our experimental protocol entails utilizing five publicly
available log datasets, which have been commonly employed in prior research
on log-based anomaly detection. However, it is important to acknowledge that
these datasets may not fully encapsulate the entirety of log data characteristics.
To address this limitation, our future work will conduct experiments on addi-
tional datasets, particularly those derived from industrial settings, in order to
encompass a broader range of real-world scenarios.

• Limited Competitors. This study focuses solely on the experimental evalua-
tion of eight competing models, which are considered representative and possess
publicly accessible source code. However, it is worth noting that certain models
such as GLAD-PAW [67] did not disclose their source code and it requires non-
trivial efforts to re-implement these models. Moreover, certain other models,
such as CODEtect [84], require several months to conduct the experiments on
our limited computing resources. For these reasons, we excluded them from our
present evaluation. In subsequent endeavors, we intend to re-implement certain
models and attain more computing resources to test more models.
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• Purity of Training Data. The purity of training data is usually hard to
guarantee in practical scenarios. Although Logs2Graphs is shown to be robust
to very small contamination of the training data, it is critical to improve model
robustness by using techniques such as adversarial training [112] in the future.

• Graph Construction. The graph construction process, especially regarding
the establishment of edges and assigning edge weights, adheres to a rule based
on connecting consecutive log events. However, this rule may be considered
overly simplistic in certain scenarios. Therefore, application-specific techniques
will be explored to construct graphs in the future.

8.2.1.2 Limitations of FS4FDP (Chapter 3)

Several factors have been identified that may influence the validity of our findings
concerning the FS4FDP method introduced in Chapter 3:

• Limited Datasets. Our experiments were conducted on 25 real-world datasets
provided by industrial partners, which may not capture the full range of data
diversity encountered in broader applications. In future work, we plan to in-
corporate additional datasets to further assess the generalizability of FS4FDP
across varied contexts and investigate the effects of hyperparameter tuning on
performance.

• Limited Anomaly Detectors. Currently, we only evaluated FS4FDP using
a restricted selection of anomaly detectors, denoted as ϕ(·) and φ(·). Future
efforts will expand this selection to include a broader array of anomaly detection
methods, enabling a more comprehensive analysis of FS4FDP’s adaptability and
effectiveness when paired with different detection techniques.

• More Studies on Causal Relationships. Particularly, the Equation (3.4)
used in Granger causality requires several explicit and implicit assumptions to
effectively identify Granger causal effects. Some of these assumptions may not be
fulfilled by our use-case though. Therefore, we will further explore and improve
Granger causality test [125] or similar techniques to find log events that can be
used to predict sensor time series anomalies. Furthermore, we have not fully
explored the causal relationships between different log events. In the future, by
constructing a causality graph using techniques such as the PC-algorithm [126]
on log events, we can investigate the causal relationships between log events. As
a result, it might be possible to pinpoint the root causes of anomalies.
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8.2.1.3 Limitations of QCAD (Chapter 4)

The QCAD method presented in Chapter 4 has the following limitations, which we
aim to address in future work:

• Static Features. Currently, QCAD is limited to static features in both contex-
tual and behavioral spaces. We plan to expand QCAD’s capabilities to handle
streaming data in future versions.

• Constraints on Behavioral Space. At present, QCAD is restricted to numer-
ical features within the behavioral space. Future efforts will focus on extending
QCAD to accommodate categorical features and mixed feature types in the be-
havioral space.

8.2.1.4 Limitations of GXAttack (Chapter 5)

Several factors may influence the validity of our findings concerning the GXAttack
method presented in Chapter 5, and we plan to mitigate them in the future:

• Low Scalability. GXAttack suffers from low scalability (large requirement of
memory), which however can be mitigated by using the Projected Randomized
Block Coordinate Descent (PR-BCD) [228].

• Limited Datasets. We only employed synthetic datasets. While real-world
datasets can provide quantitative evaluation results using metrics like cosine
similarity (to measure the consistency of explanations before and after attacks),
these metrics may not accurately reflect the true effectiveness of the attacks
(i.e., in terms of ∆GEA). This discrepancy suggests that quantitative results
can be challenging to interpret, and relying solely on such metrics might not
yield meaningful insights. On the other hand, qualitative evaluations are also
possible, but as machine learning researchers, our expertise lies not in the realm
of such interpretations.

• Differentiable Target. GXAttack requires that the target GNN explainer to
be differentiable, which is not always the case. However, the attack transferabil-
ity shows its potential effectiveness on other GNN explainers.

• Prediction-preserving Assumption. We (implicitly) impose an assumption
that a small L0 perturbation that is prediction-preserving also preserves the
causal reasoning for the GNN prediction. Unlike for images or texts, this is not
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easy to verify for graph data. However, we can leverage visualizations to help
understand the reasoning process.

8.2.1.5 Limitations of ARMET (Chapter 6)

The ARMET method introduced in Chapter 6 has certain limitations that we intend
to explore further in future research:

• Limited Datasets. Our experimental protocol included only four publicly
available log datasets and three image-based datasets, which do not fully capture
the diversity of data characteristics encountered in real-world applications. To
overcome this limitation, future work will focus on experiments using additional
datasets, especially those derived from molecular, finance, and social networks,
to better represent a wide range of practical scenarios.

• Transferability Across Graph Domains. Currently, there is limited under-
standing of how well ARMET generalizes across various graph domains. Fu-
ture research should focus on evaluating and quantifying the transferability of
ARMET across different types of graph-structured data, enabling broader ap-
plicability and enhancing its robustness in diverse domains.

8.2.1.6 Limitations of AutoGAD (Chapter 7)

The AutoGAD method presented in Chapter 7 has the following limitations, which we
plan to address in future work:

• Limited Hyperparameters Search Space. In our experimental setup, we
explored a restricted search space for hyperparameters within each SSL-based
GAD method, constrained by available computational resources. In future work,
we aim to expand this search space to allow for a more comprehensive explo-
ration of hyperparameters, which may uncover more optimal configurations and
improve overall performance.

• Basic Hyperparameters Search Strategy. Currently, our approach relies
on grid search for hyperparameter tuning. Future research will investigate more
sophisticated search techniques, such as Bayesian optimization, and genetic algo-
rithms, to increase efficiency and precision in identifying optimal hyperparameter
settings.
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8.2.2 Other Future Directions

In addition to challenges directly associated with our proposed methods, we identify
the following research directions that should receive more attention in the future.

8.2.2.1 Definition of Anomaly and Trustworthy Anomaly Detection

A long-standing problem in anomaly analysis is the lack of a uniform definition of an
anomaly, leading to a wide range of anomaly detection methods [46]. The diversity of
anomaly definitions and anomaly detection methods leads to the need for a large vari-
ety of trustworthy anomaly detection (TAD) techniques. Although is not necessarily
problematic on itself (and may be unavoidable), the lack of uniform definitions for
anomaly detection and TAD hampers communication of researchers between different
(sub)fields, such as computer vision, natural language processing, data mining, and
social science. This makes it hard to find related work and leads to the re-invention
of methods, causing unnecessary delays in scientific progress. More importantly, the
evaluation and comparison of TAD methods becomes difficult and subjective, due to
the lack of a uniform, objective, and precise definition of TAD.

8.2.2.2 Enhancing Anomaly Detection for Smart Manufacturing through
the Integration of Model-Centric and Data-Centric AI Approaches

Most existing anomaly detection methods (not limited to the context of smart man-
ufacturing) are predominantly developed or enhanced from a model-centric AI per-
spective [27, 28, 29, 30, 31, 32, 33, 34, 35, 36]. This means that researchers focus on
improving anomaly detection systems by refining algorithms to perform more effec-
tively on existing, often fixed, datasets. These efforts involve designing better model
architectures, tuning hyperparameters, developing more efficient optimization tech-
niques, and proposing new models types or learning paradigms.

Although there has been a growing shift from model-centric AI to data-centric AI
within the broader data mining and machine learning communities [365], research on
data-centric anomaly detection remains limited and insufficient [366, 367, 368, 369,
370, 371, 372, 373, 374]. We therefore call for increased research efforts to address
the anomaly detection problem from a data-centric AI perspective. However, we also
argue that model-centric and data-centric AI approaches are inherently complemen-
tary. While data-centric AI deserves more attention, it should not overshadow the
importance of model-centric AI. Effectively tackling challenges in smart manufactur-
ing requires both the methods of action (“how-to”) and deep insights hidden from
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the data (“what-is”) [48]. Thus, advanced research should approach the anomaly de-
tection problem by integrating both model-centric and data-centric AI perspectives,
recognizing them as dual forces driving progress in smart manufacturing.

8.2.2.3 Anomaly Detection in the Era of Large Language Models

Large Language Models (LLMs) have recently shown their superior performance not
only in traditional natural language processing tasks like language comprehension
and summarization but also in a wider array of applications thanks to their advanced
comprehension and generative abilities [375, 376]. To unlock the full potential of LLMs
beyond textual data, researchers are expanding these models into multi-modal tasks,
such as vision-language understanding and generation, which are collectively referred
to as Multimodal LLMs (MLLMs) [377]. Leveraging the zero- and few-shot reasoning
capabilities of LLMs and MLLMs, researchers are increasingly applying these models
to anomaly detection, yielding promising results [378, 379].

The integration of LLMs and MLLMs into anomaly detection has dramatically
shifted the traditional learning paradigm, which previously relied mostly on statistical
models and traditional machine learning techniques. Xu and Ding [378] categorize
these approaches into three groups based on the primary roles played by LLMs in
anomaly detection:

• LLMs for augmentation: In this approach, LLMs are not directly responsible
for detecting anomalies but instead enhance the detection process through their
advanced semantic understanding and vast knowledge. LLMs act as data aug-
menters, generating meaningful information to improve anomaly detection. This
includes producing effective text embeddings (using LLMs as feature extractors),
generating high-quality synthetic datasets with pseudo-labels, and creating de-
tailed textual descriptions of both normal and abnormal instances.

• LLMs for detection: In these methods, LLMs are employed directly as anomaly
detectors. This can involve prompting-based approaches in which LLMs gener-
ate detection results in response to specific prompts, or contrastive learning
approaches that utilize MLLMs pretrained with contrastive objectives to detect
anomalies.

• LLMs for explanation: Here, LLMs offer detailed explanations and insights
regarding the results of anomaly detection. These explanations help address
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real-world challenges by providing deeper understanding and interpretability of
the detected anomalies.

While the application of LLMs and MLLMs in anomaly detection has garnered
increasing attention, it remains a relatively underexplored area. Specifically, there are
several key directions for future research. First, efforts should prioritize improving
the trustworthiness of LLMs and MLLMs in anomaly detection, focusing on aspects
such as effectiveness, explainability, and robustness. This will be crucial to ensuring
their broader adoption, particularly in critical fields like smart manufacturing. Second,
given the diverse range of data modalities involved in smart manufacturing—such as
images, videos, time series, and system logs—the potential of MLLMs to handle mul-
timodal data is significant. Harnessing this capability can unlock new opportunities
for more advanced and accurate anomaly detection systems within the industry.
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This dissertation focuses on the development of trustworthy anomaly detection meth-
ods aimed at improving manufacturing processes, particularly in high-tech systems.
While the primary focus is on smart manufacturing, many of the techniques and find-
ings have broad applicability beyond this domain, with several approaches designed
for general-purpose use. Given the complexity of achieving trustworthy anomaly de-
tection, this work approaches the challenges from two complementary perspectives:
data-centric AI and model-centric AI, each leading to a research question that con-
sists of multiple sub-questions.

From the data-centric AI perspective, the dissertation approaches the challenges
related to complex and high-dimensional data, both of which are prevalent in smart
manufacturing environments. The first research question (Q1.1) deals with the prob-
lem of detecting and explaining anomalies in system logs. To solve this, we devel-
oped Logs2Graphs, a novel method that first transforms event logs into informative
graphs. These graphs are then analyzed using a specialized graph neural network
model, OCDiGCN, to identify anomalies. The method Logs2Graphs not only improves
detection accuracy but also provides clear explanations by providing the most relevant
nodes in the anomalous graph, with the potential to facilitate root cause analysis.

The second research question (Q1.2) focuses on managing high-dimensional data,
which can undermine traditional log anomaly detection methods. We developed a
novel approach to reduce the complexity of log data by identifying relevant log events
that are highly associated with system faults. This method improves fault detection
and prediction accuracy, as demonstrated in experiments with real-world datasets. By
selecting relevant system log events, the model becomes more effective at identifying
gradual fault patterns that might otherwise be obscured by irrelevant data.

From the model-centric AI perspective, this dissertation alleviates challenges related
to explainability, robustness, generalizability, and automatability of anomaly detec-
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tion models. The first model-centric research question (Q2.1) investigates how to
achieve intrinsic explainability in anomaly detection systems. We proposed QCAD, a
contextual anomaly detection method based on Quantile Regression Forests, which ex-
plores dependencies between features to identify and explain anomalies. This method
enhances both detection accuracy and interpretability, allowing domain experts to
understand why specific objects are considered anomalous.

A related research question (Q2.2) explores the robustness of post-hoc explanations
for graph neural networks (GNNs) under adversarial attacks. We found that current
post-hoc GNN explanation methods are highly vulnerable to small perturbations in
graph structures, which can drastically alter explanations without changing model
predictions. To achieve this, we proposed GXAttack, one of the first optimization-
based adversarial attack methods targeting GNN explanations. This research exposes
the fragility of widely used GNN explainers, highlighting the need for more robust
interpretability methods in high-stakes applications.

The third model-centric research question (Q2.3) deals with generalizing anomaly
detection models to new, unseen environments. We developed ARMET, an unsu-
pervised domain adaptation method that uses labeled normal graphs from a source
domain to detect anomalies in an unlabeled target domain. By learning appropriate
graph representations through adversarial learning, ARMET achieves superior perfor-
mance in cross-domain anomaly detection, making it particularly useful for evolving
systems, such as those undergoing software updates or hardware modifications.

The final research question (Q2.4) focuses on automating the tuning of hyperpa-
rameters in unsupervised anomaly detection systems, where labeled data is scarce.
Many self-supervised learning (SSL)-based approaches to anomaly detection are sen-
sitive to hyperparameter settings, leading to overestimated performance when labels
are improperly used for tuning. To address this, we introduced AutoGAD, the first
automated hyperparameter selection method for SSL-based graph anomaly detection.
AutoGAD uses an internal evaluation metric to select hyperparameters without relying
on labels, thereby mitigating label leakage and improving model reliability.

In summary, this dissertation presents a comprehensive framework for improving
anomaly detection in smart manufacturing by integrating data-centric and model-
centric AI approaches. We demonstrate that anomaly detection in smart manufactur-
ing can be enhanced by using graph neural networks to handle complex log data and
employing feature selection to manage high-dimensionality. Moreover, explainable
models like QCAD help make anomaly detection more interpretable, while GXAt-
tack investigates the robustness of post-hoc GNN explanations and ARMET enables
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adaptability across domains. Lastly, automated hyperparameter tuning via AutoGAD
supports the development of reliable anomaly detection systems without relying on
labels. These contributions not only improve the reliability and efficiency of manufac-
turing processes but also provide insights applicable to a wide range of fields that rely
on anomaly detection.
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Samenvatting

Deze dissertatie richt zich op de ontwikkeling van betrouwbare anomaliedetectiemetho-
den ter verbetering van productieprocessen, met name in high-tech systemen. Hoewel
de primaire focus ligt op slimme productie, hebben veel van de technieken en bevindin-
gen een brede toepasbaarheid buiten dit domein, waarbij verschillende methoden zijn
ontworpen voor algemeen gebruik. Gezien de complexiteit van betrouwbare anomalie-
detectie, benadert dit werk de uitdagingen vanuit twee complementaire perspectieven:
data-centrische AI en model-centrische AI, elk leidend tot een onderzoeksvraag die uit
meerdere subvragen bestaat.

Vanuit het data-centrische AI perspectief behandelt deze dissertatie de uitdagin-
gen met betrekking tot complexe en hoog-dimensionale gegevens, die beide veel voor-
komen in slimme productiesystemen. De eerste onderzoeksvraag (Q1.1) betreft het
detecteren en verklaren van anomalieën in systeemlogboeken. Om dit op te lossen,
hebben we Logs2Graphs ontwikkeld, een nieuwe methode die gebeurtenislogboeken
eerst omzet in informatieve grafen. Deze grafen worden vervolgens geanalyseerd met
een gespecialiseerd graaf neuraal netwerkmodel, OCDiGCN, om anomalieën te identi-
ficeren. Logs2Graphs verbetert niet alleen de detectie nauwkeurigheid, maar biedt ook
duidelijke verklaringen door de meest relevante knooppunten in de anomalie-graaf te
identificeren, wat de analyse van grondoorzaken mogelijk zou kunnen maken.

De tweede onderzoeksvraag (Q1.2) richt zich op het omgaan met hoog-dimensionale
gegevens, die traditionele log-anomaliedetectiemethoden kunnen ondermijnen. We
hebben een nieuwe aanpak ontwikkeld om de complexiteit van loggegevens te vermin-
deren door relevante loggebeurtenissen die sterk samenhangen met systeemfouten te
identificeren. Deze methode verbetert de foutdetectie en voorspellingsnauwkeurigheid,
zoals aangetoond in experimenten met echte datasets. Door relevante systeemgebeur-
tenissen te selecteren, wordt het model effectiever in het identificeren van geleidelijke
foutpatronen die anders verborgen zouden blijven.
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Samenvatting

Vanuit het model-centrische AI perspectief richt deze dissertatie zich op het verbete-
ren van uitlegbaarheid, robuustheid, generaliseerbaarheid en automatisering van ano-
maliedetectiemodellen. De eerste modelgerichte onderzoeksvraag (Q2.1) onderzoekt
hoe intrinsieke uitlegbaarheid van anomaliedetectiesystemen kan worden bereikt. We
hebben QCAD geïntroduceerd, een contextuele anomaliedetectiemethode gebaseerd
op Quantile Regression Forests, die afhankelijkheden tussen kenmerken verkent om
anomalieën te identificeren en te verklaren. Deze methode verhoogt zowel de detectie
nauwkeurigheid als de interpretatie, waardoor domeinexperts beter kunnen begrijpen
waarom bepaalde objecten als afwijkend worden beschouwd.

Een gerelateerde onderzoeksvraag (Q2.2) onderzoekt de robuustheid van post-hoc
verklaringen voor graaf neurale netwerken (GNNs) onder adversariële aanvallen. We
ontdekten dat huidige post-hoc GNN-verklaringstechnieken zeer kwetsbaar zijn voor
kleine verstoringen in graafstructuren, die de verklaringen drastisch kunnen verande-
ren zonder de modelvoorspellingen aan te passen. Om dit aan te pakken, hebben we
GXAttack ontwikkeld, een van de eerste optimalisatie-gebaseerde aanvallen die zich
specifiek richt op GNN-verklaringen. Dit onderzoek onthult de kwetsbaarheid van
veelgebruikte GNN-explainers en benadrukt de noodzaak voor robuustere interpreta-
tiemethoden in kritieke toepassingen.

De derde modelgerichte onderzoeksvraag (Q2.3) betreft de generaliseerbaarheid van
anomaliedetectiemodellen naar nieuwe, onbekende omgevingen. We hebben ARMET
ontwikkeld, een ongesuperviseerde domeinaanpassingsmethode die gelabelde normale
grafieken uit een brondomein gebruikt om anomalieën te detecteren in een niet-gelabeld
doeldomein. Door middel van adversarial learning leert ARMET geschikte graafre-
presentaties en behaalt het superieure prestaties in cross-domein anomaliedetectie,
waardoor het bijzonder nuttig is voor evoluerende systemen zoals software-updates of
hardwarewijzigingen.

De laatste onderzoeksvraag (Q2.4) richt zich op het automatiseren van de hy-
perparameterafstemming in ongesuperviseerde anomaliedetectiesystemen, waar gela-
belde gegevens schaars zijn. Veel aanpakken gebaseerd op zelf-gesuperviseerd leren
(SSL) voor anomaliedetectie zijn gevoelig voor hyperparameterinstellingen, wat leidt
tot overschatte prestaties wanneer labels onjuist worden gebruikt voor afstemming.
Om dit te verhelpen, hebben we AutoGAD geïntroduceerd, de eerste geautomatiseerde
hyperparameterselectiemethode voor SSL-gebaseerde anomaliedetectie in grafen. Au-
toGAD maakt gebruik van een interne evaluatiemetriek om hyperparameters te selec-
teren zonder afhankelijk te zijn van labels, waardoor labellekkage wordt verminderd
en de modelbetrouwbaarheid wordt verbeterd.
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Samenvatting

Samengevat presenteert deze dissertatie een uitgebreid raamwerk voor het verbete-
ren van anomaliedetectie in slimme productie door data-centrische en model-centrische
AI-benaderingen te integreren. We laten zien dat anomaliedetectie in slimme productie
kan worden verbeterd door graaf neurale netwerken te gebruiken om complexe loggege-
vens te verwerken en selectie van variabelen toe te passen om hoge dimensionaliteit aan
te kunnen. Bovendien helpen uitlegbare modellen zoals QCAD om anomaliedetectie
beter interpreteerbaar te maken, terwijl GXAttack de robuustheid van post-hoc GNN-
verklaringen onderzoekt en ARMET de aanpasbaarheid over verschillende domeinen
mogelijk maakt. Tot slot ondersteunt geautomatiseerde hyperparameterafstemming
via AutoGAD de ontwikkeling van betrouwbare anomaliedetectiesystemen zonder af-
hankelijk te zijn van labels. Deze bijdragen verbeteren niet alleen de betrouwbaarheid
en efficiëntie van productieprocessen, maar bieden ook inzichten die toepasbaar zijn
in een breed scala aan domeinen die afhankelijk zijn van anomaliedetectie.
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