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Abstract—The ever-growing incidence of software vulnera-
bilities giving rise to devastating cyber attacks pushes orga-
nizations and governments to take software security more
seriously. To avoid vulnerabilities, organizations producing
software strive to adopt secure software development frame-
works (SSDFs). Our mixed-methods study with software
development practitioners focuses on the SSDFs’ adoption
trends and examines the key factors influencing organi-
zational decisions regarding secure software development.
Our findings from a survey (n=37) and interviews (n=8)
with software development practitioners indicate that, while
being aware of the existing SSDFs, organizations mostly use
custom-made frameworks that afford more flexibility and
align better with the development processes.

Index Terms—Secure software development; software secu-
rity practices; mixed-methods research; study with practi-
tioners.

1. Introduction

Cybersecurity threats have been on a rising trend in
the past decade. Besides leading to an increasing number
of breaches, they have also been of increasing impact,
as seen in two high-profile cases in recent years – the
WannaCry ransomware attack in 2017 and the SolarWinds
attack in 2020. To reduce the impact of cyber attacks,
organizations invest in multi-pronged strategies to im-
prove their security posture. These include infrastructure-
related measures, such as strengthening network defenses
and hardening systems, and process controls, such as
user account validity reviews and vetting of personnel.
In addition to that, organizations started adopting secure
software development activities to detect and eliminate
vulnerabilities [3]–[5] and, ultimately, ensure the security
of the software they deploy [9], [11].

Secure software development frameworks (SSDFs)
imply the integration of secure development practices
throughout the software development lifecycle (SDLC)
to address software vulnerabilities more proactively and
holistically. It has been shown that developers might
only actively consider security during coding, while im-
plicitly disregarding other app development-related ac-
tivities as security-irrelevant [24]. SSDFs, such as the

This research was partially supported by the Dutch Research Council
(NWO) under the project NWA.1215.18.008 Cyber Security by Integrated
Design (C-SIDe).

Microsoft Security Development Lifecycle [10] and the
Comprehensive, Lightweight Application Security Process
(CLASP) [19] released by the Open Web Application Se-
curity Project (OWASP), help practitioners to think about
security early and throughout the software development
process.

While deciding on which framework or activities to
adopt, organizations are often faced with competing de-
mands on their finite resources and are therefore looking
for the most cost-effective and least resource-intensive
activities to adopt that can offer the most secure out-
comes [9]. In this research, we look into the SSDFs
and their component activities along with the factors that
organizations consider when deciding upon which frame-
work/practices to adopt. More specifically, the goal of our
study is to answer the following research questions:
RQ1: What are the current practices regarding the

adoption of SSDFs?
RQ2: What are the key considerations for organiza-

tions in deciding on the SSDFs and practices to
adopt?

RQ3: For organizations that use custom SSDF, what
are the factors influencing this decision?

RQ4: What are the drivers, changes, and trends in the
adoption of SSDFs?

2. Related Work

There are many established SSDFs published by com-
panies, academia, and government organizations that have
been studied in several surveys [7], [13], [17], [20], [27].
They provide structured approaches to integrating security
practices, such as threat modeling, penetration testing
or security code review, into the software development
process, aiming to mitigate vulnerabilities early and en-
hance the overall security posture. In the scope of this
study, we refer to these established frameworks as formal
frameworks.

2.1. Adoption studies

Several previous studies investigated the adoption of
formal SSDFs or the adoption of (sets of) security activ-
ities prescribed by different frameworks.

Weir et al. [25] identified 12 of the most used secure
development activities that are adopted by more than 50%
of the participating developers in their projects. Assal
and Chiasson [4] found that security-aware developers
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adopt many more practices across the SDLC compared to
security-inattentive developers, and the degree of attention
to security is largely determined by the team culture.

Still, even security-aware developers do not pay
enough attention to security activities during the design
stage. Surveying developers, Assal and Chiasson [5] also
found that, on average, software projects dedicate 19%
of time to security-related activities. They reported that
company-wide security pushes, such as the adoption of
company-wide best practices and baseline security stan-
dards, team support, and in-house tools and frameworks
are some factors strongly influencing the adoption of
security activities.

Morrison et al. [16] identified 16 core security prac-
tices that commonly feature in SSDFs; most of those
practices were used daily by at least one developer partici-
pating in the study. Ryan et al. [22] surveyed the adoption
of the 12 most common security practices from Weir
et al. [25] and measured the correlation of the security
practices adoption with the security culture in the studied
organizations. They found that while a strong security
culture was conducive to the usage of security practices,
overall, there was only a weak correlation. They also
reported that frequently the reported usage of security
practices did not result in much time being spent on doing
them, indicating that such organizations might focus on
compliance rather than security [22].

Focusing on the adoption of formal SSDFs, the study
by Geer [9] found that 81% of the surveyed organizations
were aware of SSDFs, while only 30% used one. Yet,
times change, and more and more organizations adopt se-
cure software programs [26]. It is thus opportune to revisit
the question of the adoption of SSDFs in organizations.

Recently Kanei et al. [11] reported that, based on a
large survey with developers from the US and Japan, in-
house security development programs and guidelines are
very popular in organizations. They call to look more in-
depth into the in-house frameworks to better understand
their usage trends. This is one of the focuses of our study.

2.2. Challenges in adoption

Although there is substantial information available on
secure development activities and frameworks, several
studies have shown that organizations are facing chal-
lenges in adopting them. Assal et al. [5] observed that
many software developers are motivated to develop secure
software but are deterred when they have to deal with
competing priorities, the lack of resources, or insufficient
security knowledge. Gasiba et al. [8] found that, while
software developers were intent on complying with secure
coding guidelines and were aware of their importance,
knowledge of the company’s secure software develop-
ment guidelines was lacking. Kudriavtseva and Gady-
atskaya [14] reported that while SSDFs prescribe security
activities throughout the SDLC, security measurement
tends to occur at the later stages, and organizations do
not invest in assessing security early in the development
process.

Several other studies have also observed challenges
faced and suggested some form of adaptation of security
interventions to better fit the context of the organization.
Kirlappos et al. [12] identified a perceived conflict of

security with productive activities as the key driver for
employees’ non-compliance to security-related policies in
organizations. They concluded that an effective resolution
to this problem requires security measure adaptation and
de-centralization of security-related decisions to empower
developers to make context-related choices. This is why
in our research we also focus on self-tailored, custom
frameworks that organizations develop and adapt to their
own needs.

3. Methodology

We use a mixed-methods two-stage study design (first
survey and then interviews) as this allows us to collect
information from potentially a richer variety of partici-
pants, and then deepen the insights obtained in the survey
study using semi-structured interviews. All participants
were informed about the study objectives, the type of
information being collected, and our data management
plan, and consented to participation. The study design was
approved by the relevant Ethics Review Committee at our
university.

3.1. Baseline SSDFs

Based on the studies and other literature that compared
and analyzed different frameworks [1], [6], [13], [27], we
have ascertained the more prominent frameworks to be:

1) Microsoft Security Development Lifecycle
(SDL) [10]

2) OWASP Comprehensive, Lightweight Applica-
tion Security Process (CLASP) [19]

3) McGraw’s Touchpoints [15]
4) NIST Special Publication 800-160 on Systems

Security Engineering [21]
5) Software Assurance Forum for Excellence in

Code (SAFECode) [23]

In addition to that, the Supply-Chain Levels for Soft-
ware Artifacts (SLSA) [18], a security framework from
Google to prevent tampering and improve the integrity of
software packages, has been growing in prominence in the
light of software supply chain attacks and so we included
it in our baseline.

We selected these six established and prominent
frameworks as the baseline to discuss with our partici-
pants, as we expected that at least some of them would
be familiar. We asked the participants if their organizations
had adopted one of these baseline frameworks or any other
formal, established framework, or if they had their own
custom framework.

3.2. Survey

The survey was first conducted as a quantitative
method to measure the adoption rate of secure develop-
ment frameworks and the various security practices during
software development. The survey also aimed to under-
stand the reasons behind the adoption decisions. Most
of the questions were multiple-choice questions, with an
option for the “Other” input field that allowed entering
free text.
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The survey was published online on the Qualitrics
platform1. It was open to responses from 29 March 2022
to 30 April 2022 and required approximately 15 minutes
to complete. There were a total of 27 questions split into 4
sections: (1) information about the current/recent software
project that is the context of these questions; (2) ques-
tions on secure software development; (3) demographic
information about the respondent and their company; (4)
concluding questions that provide an opportunity to stay
in touch with the research team. To mitigate any potential
issues, the survey was first piloted with several practi-
tioners to ensure its clarity and to find possible defects.
Based on these pilots, the survey was fine-tuned before its
publication. The complete list of final survey questions is
provided in [2].

For the survey, participants were chosen opportunisti-
cally (convenience sampling) based on the personal con-
nections of the researchers with people involved in IT
projects in roles such as developers, reviewers, architects,
team leaders, or project managers. Attempts were also
made to reach out to more potential participants in focus
groups and communities on the LinkedIn2 and Reddit3
platforms.

3.3. Interviews

The interview questions were designed based on an
initial analysis of the survey data. We formulated the
interview questionnaire to collect more detailed informa-
tion related to the study research questions where more
detailed elaboration was required or where the verbatim
responses from the survey needed further clarification. A
semi-structured interview was employed to ensure some
form of uniformity and to prevent the conversation from
veering off the intent to provide insights into the research
questions.

The first few questions focused on the demographic
information of the interviewees. After that, the inter-
view moved on to the security-related questions about
the adoption of SSDFs, security practices adopted in the
participants’ projects, and the reasons for their selection.
The interviewees were also asked if there have been any
recent additions or changes to their practices in the last
couple of years. Finally, they were asked to share their
perspective on the trends they see in the adoption of se-
curity frameworks and practices. Our complete interview
questionnaire is provided in [2].

The interviewees were recruited from 2 main sources.
The first source was the participants of the survey, who
were asked if they were willing to take part in the in-
terviews. The rest of the interviewees were approached
based on personal connections and the relevance of their
current role in software development projects. After the
participants were recruited, an email was sent informing
them of the objectives of the research and to give them a
rough idea of the interview questions. All interviews were
conducted online and recorded for subsequent transcrip-
tion.

1. https://www.qualtrics.com/
2. https://www.linkedin.com/
3. https://www.reddit.com/

4. Survey results

4.1. Survey participants

A total of 67 individuals responded to the online
survey, from which 37 valid respondents were obtained.
We consider responses valid if the participants answered
all the key security questions in the survey. The key
security questions that are necessary for a meaningful
interpretation of the results are questions Q7–Q10 (see
[2]) related to the adoption of SSDF in the context of the
participant’s project.

4.2. Survey findings

Although the order of the sections was different when
answered by the respondents, we present the results in the
following order: (1) project information; (2) demographic
information; (3) answers to the security-related questions.
Note that due to the lack of space, we only provide
summary details for some of the questions.

4.2.1. Project information. Most of the participants were
involved in projects that included the development phase
of SDLC. Quite a number also indicated the acquisi-
tion and retirement phases. Free text responses for the
2 respondents who selected “Others” were “Mainly on
DevOps for application software” and “Regulatory com-
pliance evaluation”. The majority of participants’ projects
had very small team sizes of 2 to 5 people. A small
minority had large teams (more than 50 people in the
project).

4.2.2. Demographic information. Regarding partici-
pants’ roles in their projects, there were 93 responses
from the 37 respondents, giving an average of 2-3 different
roles per respondent. The most common role assumed by
the respondents is the developer role. More than half (22
out of 37) of the respondents have more than 10 years
of IT experience, indicating quite an experienced pool
of respondents. The majority of the respondents work
in large organizations. Most of the participants work in
(private) multi-national companies (MNCs) and the next
largest group of respondents work for the governmen-
t/public sector. Regarding the sector, the majority of the
respondents work in the IT industry and defense/national
security. Our respondents were based in 10 countries, with
the majority coming from Singapore and The Netherlands.
7 respondents did not specify their country of residence.

4.2.3. Security questions. About 27% of the respondents
indicated that they are aware of their company or project
having encountered a cyber-attack on software that was
developed or deployed. Most companies have a security
team or a chief information security officer (CISO) who
is responsible for the security of the developed software.
However, about 14% of the responses indicated that there
was no specific person responsible for software security.

All of the respondents think that adopting secure prac-
tices or an SSDF helps to prevent or reduce the occurrence
of cyber-attacks. Notably, most respondents demonstrated
familiarity with the baseline SSDFs. Only 4 participants
indicated that they were unaware of any such existing
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framework. 2 participants selected the “Other” option, and
one of them entered “Sheltered Harbour” in the free text
box, which is not an SSDF but a cyber resilience standard
for US financial organizations4. Despite the high level of
awareness, most participants (21 out of 37) noted that their
projects used custom frameworks, highlighting the flexible
approaches to software security among organizations.

Most respondents indicated that their projects carry
out several secure development activities. Figures 1a and
1b summarize the SSDF activities that the participants’
projects follow. Design review, code review, and security
risk assessment are the most common ones. These activ-
ities are also the top ones among custom frameworks.

Figures 2a and 2b list the reasons for adopting an
SSDF. The most cited reason was that the framework
selected was comprehensive enough for their project size.
Also frequently cited are reasons such as alignment with
their development lifecycle processes or being simple to
understand and apply. The most cited benefits observed
were that more secure software has been developed or
that there is a reduced impact of security incidents. The
given reasons were similar for both formal and custom
SSDFs.

Figure 3 shows the benefits that the participants ob-
served after adopting an SSDF. Among the 37 valid re-
spondents, 7 did not select any option, and one of them
indicated “N/A” in the free text input. Thus, most of the
respondents felt that it was necessary to adopt an SSDF.
Still, a small minority felt that it was unnecessary. This
could be due to a perception that adopting some individual
secure development activities will suffice instead of a
complete framework.

Figure 4 summarizes the degrees to which the partic-
ipants felt that a framework is implemented (as a fraction
of the prescribed security activities that are repeated and
regularly checked for quality). Our notion of SSDF en-
forcement is thus related to maturity models, but is weaker
and is easier to report in a survey. Most of the respondents
(22) indicated that their projects either fully or strictly
enforced the security process, while a small minority
indicated that they were not or only lightly enforced. The
main reasons given for not fully enforcing the processes
were insufficient time catered, the lack of guidance, and
the associated costs.

Regarding the adoption timeline of SSDFs, a signif-
icant number of the respondents (13) reported that their
company started adopting a secure development frame-
work more than three years ago, and 9 participants indi-
cated that this occurred 1-3 years ago.

Participants were also asked if there were any changes
or additions to their SSDFs introduced in the last 2 years.
If there were, participants were asked to briefly describe
the changes. Among the 10 respondents who indicated
that there was some change to their adopted framework,
7 provided details about the changes that are summarized
in the following few points:

• The framework was changed to account for in-
creased compliance audit and stricter checks.

• The framework was changed for specific vulnera-
bility mitigation (e.g. ransomware and Log4J).

4. https://shelteredharbor.org/

ID Project
role

Based in Org.
size

Industry Org.
type

P1 Product
owner

The Nether-
lands

Small Healthcare Private
local

P2 Project
manager

Singapore Large Defense Public
local

P3 Developer,
project lead

Curacao Micro Finance Private
local

P4 Reviewer Singapore Large Government Public
local

P5A Developer Luxembourg Small Finance Private
P5B SecDevOps local
P6 Requirements

manager
Singapore Large IT Private

MNC
P7 Developer Luxembourg Large IT Private

MNC
P8 Developer,

project lead
The Nether-
lands

Large IT Non-
profit
local

TABLE 1: Demographic information of the interviewees.
MNC stands for multi-national corporation.

• The framework was changed to refine the activities
involved.

• The framework was updated due to an evolution
of technology but the core of it did not change.

Figure 5 shows the reasons that prompted changes
or additions. Based on the responses, the bulk of the
changes or additions were due to new legal/government
regulations. Many respondents also indicated that they
felt there was a greater need to adopt a secure develop-
ment framework as companies increasingly rely on remote
working.

5. Interview results

5.1. Demographic information

In total, we interviewed 8 IT professionals. Three
interviewees were based in Singapore, 2 in The Nether-
lands, 2 in Luxembourg, and 1 in Curacao. Their de-
mographics are described in Table 1, which assigns an
identifier (ID), P1 to P8, to each. The 5th interviewee
is assigned 2 IDs (P5A and P5B) as they had recently
joined a new employer and described the 2 recent projects
from this former and current organization. To preserve
participants’ anonymity, “they/their” is used, regardless of
gender, when referring to the interviewees individually.

5.2. Coding

The interviews were recorded, transcribed, and ana-
lyzed. First, open coding was done to label the quotes of
potential interest mentioned during the interviews. This
has the effect of breaking up the interview transcripts
into discrete parts for subsequent analysis. During coding,
which was done by the main study author, besides being
open and unbiased in reading through the transcripts,
software development and cybersecurity activities were
specially looked out for.

To ensure that the analysis of the data was reliable,
the transcript for one of the interviews was coded by an
independent coder (another author), and the inter-coder
agreement was measured. A test coding was first done to
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0 5 10 15 20 25
Number of respondents

Other
DAST

Perform threat modeling
Define metrics and compliance reporting

Incorporate security requirements in the acquisition process
Establish standard incident response process

Define and use cryptographic standards
Ensure secure change management

SAST
Manager risks of third-party components

Penetration testing
Ensure secure configuration management

Security training
Define security requirements

Security design review
Code review

Security risk assessment

1
10

12
12

14
15

16
17
17
17

18
19

20
21

25
25
25

(a) All responses

0 2 4 6 8 10 12
Number of respondents

Incorporate security requirements in the acquisition process
DAST

Ensure secure change management
Establish standard incident response process

Perform threat modeling
Define metrics and compliance reporting

SAST
Manager risks of third-party components
Define and use cryptographic standards

Security training
Penetration testing

Define security requirements
Ensure secure configuration management

Code review
Security design review

Security risk assessment

5
5

6
6
6
6

7
7
7

8
8

9
9

10
12
12

(b) Responses only related to custom frameworks

Figure 1: What SSDLC stages/activities does your project follow?

0 2 4 6 8 10 12
Number of respondents

Other
Compatible with the cloud platform adopted by the project
Compatible with products/solutions adopted by the project

Closely aligns with the industry that the project targets
Closely aligns with the SDLC processes of the project

Simple to understand and apply
Most secure based on past experience or assessment

Comprehensive enough for project size

1
6

7
8

11
11
11

13

(a) All responses

0 2 4 6
Number of respondents

Other
Closely aligns with the industry that the project targets

Compatible with products/solutions adopted by the project
Most secure based on past experience or assessment

Compatible with the cloud platform adopted by the project
Simple to understand and apply

Comprehensive enough for project size
Closely aligns with the SDLC processes of the project

1
2

3
4
4

5
7
7

(b) Responses only related to custom frameworks

Figure 2: Can you explain the reason(s) for your project adopting the mentioned framework?

2 4 6 8 10 12 14 16 18
Number of respondents

Other
Cost reduction due to early vulnerability fixing

No benefit selected
Reduced number of security incidents

Reduction in overall business risks
Reduction in risk of reputational loss

Meets the legal or regulatory requirements
More secure software is developed/deployed

Reduced impact of security incidents

1
5

7
16
16

17
17

19
19

Figure 3: Which of the following benefit(s) have you
observed after adopting the mentioned framework?

0 2 4 6 8 10 12
Number of respondents

Not enforced at all (about 0% of practices)

Ligthly enforced (about 25% of practices)

Moderately enforced (about 50% of practices)

Strictly enforced (about 75% of practices)

Almost fully enforced (100% of practices)

1

1

5

9

13

Figure 4: How strictly does your project enforce the
security processes of the framework?

ensure the stability of the semantic domains and codes
defined and to improve the familiarity of the independent
coder with the codebook. After the initial test coding, a
final independent coding was done on the sample and the
Krippendorff alpha measured was 0.778. As this value is
close to the recommended value (α ≥ 0.800), we conclude
that the coding is reasonably reliable. The two coders fur-

0 2 4 6 8
Number of respondents

Other

Company experienced a cyber attack

Increasing cyber threats reported

Increasing attack surface due to remote working

New legal/regulatory requirements

1

3

6

6

8

Figure 5: What are the reasons for the changes?

ther discussed the differences discovered and reached an
agreement, which further improved the codebook. Finally,
a total of 189 unique codes were derived and applied to
268 quotations in the 8 interview transcripts.

5.3. Interview findings

Analysis of the codes and quotations in the interview
transcripts yielded the findings described in the next few
sections. The findings are presented grouped by research
questions. The full interview questionnaire is provided
in [2].

5.3.1. Knowledge and attitudes toward SSDFs. The
participants were first asked what they knew about SS-
DFs. Four of the interviewees (P1, P2, P6, P8) could
not describe or name any specific framework, although
interviewee P8 mentioned having heard of it.

“I have heard of it. But to be honest, I’ve never looked
at it.” – P8
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Two interviewees (P3, P7) managed to describe what
SSDF is but could not name any specific framework.

“I think it’s a framework, which ensures the develop-
ment of our software will be secure. It will prevent the
development from being attacked by other people.” – P7

Two interviewees (P4, P5) were able to describe what
the SSDF is and managed to name some of the frame-
works such as MS SDL, OWASP CLASP and NIST 800-
160.

“They are security activities that fortify the application
throughout the normal software development lifecycle.” –
P4

“I think in general, secure software development is
kind of a practice that tries to make sure that security of
a piece of software is integrated at every level.” – P5

5.3.2. Current practices and reasons for SSDF adop-
tion. All of the interviewees indicated that their projects
either follow a custom development framework or some
secure development activities. None of them adopted a
published framework in its entirety. Seven of the inter-
viewees (P1, P2, P3, P6, P5B, P7, P8) expressed that
their projects do not follow any specific secure develop-
ment framework or they are unaware of it. Two of the
interviewees (P3 and P7) mentioned that their projects
do not follow any specific framework and provided no
reasons for that. P1 mentioned that their project does not
follow any specific framework, however, they did adopt
security practices as they were compelled to follow laws
and regulations because of the patient data within their
project’s systems. P2 mentioned that their project, which
uses Commercial off-the-shelf (COTS) products, only
adopts some secure activities to ensure that the software
is safe to use. However, other projects in their company
that develop in-house applications actually adopt an SSDF
as a reference and customize it to make it more robust.
They customize the framework as it is dependent on their
business needs and which component of the framework
fits into their criteria. Also due to increasing cyber-attacks,
more activities have been added by the different industries
as well as their company to ensure that the software is in
a better position to be used. P5B explained that they have
no policy in place currently because they are writing the
policy and determining the rules for the next iteration of
releases for their development. P6 pointed out that they
believed the technical members of his team follow a secure
development framework, although they were not aware
of which framework nor the reasons for its adoption. P8
indicated that their project did not adopt any framework,
explaining:

“No, this one (project) doesn’t (adopt any framework).
However, cyber-security is of the utmost importance in
this project. So from all the experience we have in the
team with cybersecurity, we try to apply everything to the
highest standards.” – P8

Two interviewees (P4, P5A) revealed that their
projects utilize a custom SSDF. P4’s rationale was to select
and integrate the most suitable activities from standard
frameworks. Similarly, P5A emphasized the importance
of security in their project, with practices aligned with
SSDF principles, despite the absence of a formal software
security process.

Security Practice Freq.
Testing (generic, penetration, black-box, manual,
white-box, automated)

10

Code review (generic, automated, manual, static code
analysis)

6

Vulnerability scanning & assessment 3
Authentication (generic, multi-factor) 3
Patching 2
Design review 2
OS hardening 2
Protect from insider threats 1
API specification 1
Security configuration and settings 1
Audit logging 1
Audits (by external auditors) 1
Code obfuscation 1
Implement secure architecture 1
Inaccessible from the internet 1
Secure coding 1
Secure data deletion 1
Test-driven development 1
Threat/risk assessment 1
Use VPN software 1

TABLE 2: Secure development practices mentioned in
interviews.

All of the interviewees described varying methods and
degrees of enforcement of the security processes that their
project adopted. Specifically, four interviewees (P2, P4,
P6, P8) underscored robust enforcement, encompassing
many stringent measures such as a thorough declaration
of security status, automated scanning coupled with inde-
pendent reviews, milestone assessments, dedicated cyber-
security team evaluations, and penetration testing.

Two interviewees (P1, P7) indicated some enforce-
ment by internal reviews/control. Two interviewees (P3,
P5A&P5B) noted the absence of enforcement measures.

5.3.3. Common practices adopted. All interviewees
gave several secure development practices that their
projects adopted, with each respondent naming 3 to 7
activities. Table 2 lists the activities mentioned and their
frequency.

5.3.4. Drivers, changes and trends in SSDF adoption.
The majority of interviewees discussed recent enhance-
ments to their SSDF aimed at bolstering security mea-
sures, with examples including the adoption of tools like
the OWASP dependency checker, and the implementa-
tion of additional standards and tests to accommodate
the rise of mobile apps. Others emphasized practices
such as high-fidelity testing, centralized configurations,
and transitioning to more secure VPN providers. Looking
ahead, several interviewees anticipated a surge in SSDF
adoption driven by escalating cyber-threats and regulatory
compliance requirements, while others predicted a future
where security is increasingly integrated into develop-
ment tools. Nonetheless, caution was expressed against
prioritizing business considerations over security until a
breach occurs, emphasizing the need for broader adoption
of effective cybersecurity solutions.
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6. Discussion

This section discusses the results and findings from
both the survey and interviews and compares them with
earlier research, where applicable.

6.1. Adoption of frameworks

Our research highlights an increasing adoption of
cybersecurity practices among projects and companies,
although many do not embrace a formal SSDF. Survey
results showed 44% adopting formal frameworks, 44%
using custom frameworks, and 12% having no formally
defined framework, while interview findings revealed 0%
adopting formal frameworks, 22% utilizing custom frame-
works, and 78% having nothing they would call a secure
software development framework. The difference between
survey and interview percentages may stem from the sur-
vey’s multiple-choice format facilitating framework recall.
Notably, while project teams often use security practices,
identification of specific frameworks can be challenging.
We can conclude that practitioners have a higher recog-
nition of baseline SSDFs when they are presented with
their names compared to their ability to recall well-known
frameworks without any prompts.

Overall, our results align with earlier research [9]
indicating that only about 30% of respondents use formal
SSDFs, but our participants demonstrated higher aware-
ness of practitioners compared to results in [9], which
might reflect better security awareness among developers
today. Additionally, aside from NIST 800-160, OWASP
CLASP, and Microsoft SDL, no other formal frameworks
(dedicated to secure software engineering) were adopted
or recognized by respondents.

6.1.1. Enforcement of processes. The other important
finding is that although almost half of the survey re-
spondents indicated that their projects fully enforced the
security processes, the slight majority (55%) indicated that
they were not fully enforced. The interview responses
show a roughly similar trend. This aligns with the findings
by Ryan et al. [22] who found that while some organiza-
tions adopt certain security practices, they might not spend
enough time actually doing them.

6.1.2. Common activities adopted. We can conclude that
design review, code review and penetration testing are
the 3 most commonly used security activities that were
frequently mentioned in both the survey and the inter-
views. The survey participants also identified the security
risk assessment, security training, and defining security
requirements as important practices. Notably, these are
practices traditionally done earlier in the SDLC. The inter-
viewees, in contrast, were more keen to mention practices
related to testing code, fixing vulnerabilities, and system
hardening.

RQ1: Most organizations adopt a self-tailored, custom
SSDF. Formal frameworks are adopted less frequently.
The enforcement degree of the adopted framework
varies, with almost half organizations stringently en-
forcing the chosen set of practices. The adopted SSDFs
usually include at least design review, code review and
penetration testing as key security practices.

6.2. Adoption considerations

The 4 most common reasons cited by the survey re-
spondents for adopting the frameworks (formal or custom)
are: (1) they are comprehensive enough for their project
size, (2) they closely align with the development lifecycle
processes of their project, (3) they are simple to under-
stand and apply, and (4) based on past experience, they
deliver most security. None of the interview participants
reported about the adoption of a formal framework (see
the reasons they gave behind the adoption of a custom
framework in the next subsection).

RQ2: When considering which SSDF to adopt, organi-
zations prioritize approaches that are comprehensive yet
simple enough to apply, and that align with the already
established development process.

6.3. Custom frameworks

For custom frameworks, the survey respondents prior-
itized it being comprehensive enough for the project, and
its close alignment with the SDLC of the project. Being
simple enough to apply, compatibility with the cloud
platform adopted by the project and being most secure
based on past experience were the other reasons men-
tioned relatively frequently. In addition, two interviewees
mentioned that the reasons for their projects using cus-
tom frameworks were the flexibility to select reasonable
activities from standard frameworks and also incorporate
their own, and the overall importance of security in their
project.

RQ3: Organizations using custom frameworks prioritize
its comprehensiveness and alignment with the devel-
opment process. They also pay attention to the cloud
infrastructure requirements, their own past experience
with this framework, and the flexibility afforded by a
tailor-made solution.

6.4. Changes and trends in SSDF adoption

Survey responses highlighted framework amendments
driven by technology evolution, compliance audit re-
quirements, and process refinements. Interviewees cited
changes such as new tools for scanning software libraries,
increased standards for mobile apps and cloud migration,
and stricter privacy settings. While responses differed in
format, there were consistent themes across the survey
and interview answers: new laws and regulations prompt
stricter security and privacy measures; escalating cyber-
threats drive the adoption of new security activities such
as vulnerability scanning tools and incident detection sys-
tems; and the technology evolution calls for focus on new
platforms and systems.

Assal and Chiasson [4] reported that the common chal-
lenges hindering the adoption of best security practices
are the division of roles in the project team that does not
give developers security responsibilities and the lack of
security knowledge and available resources. At the same
time, a strong security culture, pressure from regulators,
and experiencing a security incident were found to be
security-enhancing factors. Gasiba et al. [8] found that
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developers while being willing to comply with security
coding guidelines, require freedom, knowledge and skills,
and time and resources to be able to do it successfully.
Broadly, our findings align with these previous results.
However, our results have less focus on developers, as
our study looked at software development practitioners,
which is a broader category.

RQ4: New legal and regulatory requirements and the
technology evolution are the main drivers behind the
changes in the adopted SSDFs.

6.5. Limitations

We now summarize the main limitations of our study.
Firstly, convenience sampling was utilized to gather sur-
vey and interview participants, limiting the representative-
ness of our sample. Most respondents were from Sin-
gapore and The Netherlands, reflecting the first author’s
personal connections. Additionally, our sample is rela-
tively small (37 valid survey responses and 8 interviews).
Consequently, the external validity and generalizability
of findings need to be further established in subsequent
studies.

Additionally, our survey might suffer from priming
bias, as using multiple-choice questions might limit the
participants’ recall of, e.g., other, non-listed frameworks
or reasons behind some of their actions. We have partially
mitigated this by also conducting interviews that provided
additional information.

7. Conclusions

Our study focused on the adoption of SSDFs and
utilized a mixed-methods research methodology to un-
veil contemporary practices and underlying considera-
tions. Despite the availability of formal SSDFs and rel-
atively high recognition of these established frameworks,
organizations often opt for custom approaches or select
specific security activities, which align more flexibly with
the development processes. In our future research, we
plan to look more closely into what the adopted custom
frameworks look like and how effective they are.
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