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Abstract: Open source intelligence (OSINT) researchers utilize specialized
tools to access vast amounts of data from multiple sources simultaneously.
These tools, equipped with (paid) modules, allow users to tap into aggregated
data sets containing commercially available information, such as location
data from mobile phone users. The utilization of commercially available
information from OSINT tools by intelligence and security services impacts
fundamental rights and freedoms; more specifically, the right to personal data
protection. Drawing from prior experience working on this topic within a
Dutch oversight committee on the intelligence and security services and
international developments in OSINT practice, insights are provided on this
new OSINT practice and the responses of oversight authorities. Rather than
advocating for a categorical ban, a more refined approach to process
commercially available information from OSINT tools is suggested. Building
on the work of a Dutch oversight authority and the work of the U.S. Office
of the Director of National Intelligence, four recommendations are provided
to intelligence and security services to responsibly handle commercially
available information in OSINT practices.

In today’s digital age, open source intelligence (OSINT) is a vital tool to
collect information concerning national security threats. For example,
video footage laid bare evidence for the usage of chemical weapons in Syria
by the al-Assad regime.1 And battlefield movements of Russian troops were
tracked through social media posts2 and commercial satellite imagery3

following the invasion of Ukraine. At the same time, OSINT is seen as
a threat to national security. For example, the Chinese government
reportedly used stolen data to expose American intelligence operatives in
Africa and Europe,4 and a leak from a food delivery app disclosed personal
data from presumedly Russian intelligence personnel.5 Advertising
technology, too, can expose intelligence and security personnel and political
leaders to blackmail and hacking, thereby undermining the security of their
organizations and institutions.6

The utilization of commercially available information from OSINT
tools by intelligence and security services is critically examined,
considering its impact on the right to personal data protection. The
analysis builds on prior work of a Dutch oversight committee on the
intelligence and security services and the U.S. Office of the Director of
National Intelligence. This analysis is limited to the use of commercially
available data in the context of OSINT tools. The use of commercially
available data in other contexts, such as in cybersecurity or the financial
sector, may warrant further research.7

First, international developments in OSINT practice are examined,
specifically concerning the collection and processing of commercially available
information. Second, the impact of this OSINT practice on fundamental rights

580 JAN-JAAP OERLEMANS AND SANDER LANGENHUIJZEN

INTERNATIONAL JOURNAL OF INTELLIGENCE



and freedoms is analyzed, specifically in light of the right to privacy and data
protection. Finally, an evaluation and regulatory suggestions for this emerging
OSINT practice are provided, in order to establish a legal framework for
intelligence and security services to responsibly handle commercially available
information in OSINT practices.

OSINT AND COMMERCIALLY AVAILABLE INFORMATION

What Is OSINT?

OSINT can be defined as “intelligence produced from publicly available
information that is collected, exploited, and disseminated in a timely manner
to an appropriate audience for the purpose of addressing a specific intelligence
requirement.”8 Some key ways in which OSINT is utilized are early warning,
intelligence gathering, counterterrorism, geospatial analysis, (counter)influence
operations, and cybersecurity.
OSINT encompasses data from social media, websites, news articles, blogs,

and public records. In the current age, however, it can also include leaked data
and commercially available location data. OSINT practitioners employ various
tools and techniques, including web scraping, data mining, social network
analysis, and geospatial mapping, to collect and analyze information.9

The question often arises whether the collection and processing of
commercially available information can still be viewed as “publicly available
information” and an OSINT practice. In 2020, U.S. attorney general
procedures stated that “information is publicly available only if it is [… ]
generally available to the public” and “commercial acquisitions of data may be
so tailored and specialized for government use, and unavailable to a similarly
situated private-sector purchaser, that the data cannot be considered publicly
available.”10 In contrast, the Europol regulation explicitly states that “Europol
may directly retrieve and process data, including personal data, from publicly
available sources, such as media and public data and commercial intelligence
providers.”11

Ultimately, what definition is used for OSINT and commercially available
information is irrelevant. Modern OSINT and the acquisition and subsequent
processing of commercially available information are inextricably linked.
This OSINT practice warrants public attention from a legal point of view,
because it significantly interferes with the right to privacy and may lead to
data protection risks.

OSINT Tools

Gathering information through OSINT goes back to as early as halfway the
nineteenth century in the United States and early twentieth century in
Europe.12 In recent years, a significant development took place with the
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creation and utilization of specialist (commercial) tools for OSINT. These
tools aid intelligence services in consulting various open sources, including
social media, such as Facebook and X (previously Twitter). Examples of
these OSINT tools are SpiderFoot, Recon-ng, Maltego, and Shodan.13

Tools for OSINT offer two major advantages over standard open source
investigations using a web browser. The first is ease of use; a single search using
an automated OSINT tool can query hundreds of sources simultaneously. The
tool can then provide a visual representation of the results.14

The second major advantage to the services of using such tools is that they
give access to data sources provided by the tool’s vendor on a commercial
basis. These tools enable their users to use paid modules, or “plug-ins,” to
access more data, including aggregated data sets. Vendors can aggregate
these data sets as a single searchable source (a “composite data set”), which
in some instances may contain billions of data points.15

The revenue model of these companies specializing in OSINT tools is based
on offering these paid modules.16 The Dutch Review Committee on
Intelligence and Security Services refers to this automated processing of data
and use of these tools as “automated OSINT.”17 The report of the oversight
body shows how OSINT tools and the use commercially available information
are inextricably linked.

Commercially Available Information and National Security

Commercially available information within the context of OSINT refers to
data sets offered by companies, often through paid modules in their OSINT
tools. These data sets sometimes contain data “scraped” from the internet,
meaning the data are automatically collected from publicly accessible sources
based on prefixed parameters.18

Next to scraped historical data, such data sets could include information
about cryptocurrency transactions, leaked data sets, and advertisement data.
Advertisement data can also include location data. Information about users
generated by the providers of apps or websites (e.g., via cookies or adverts)
are often sold to or exchanged with other parties. These data—also called
advertisement intelligence—can end up in a commercial data set, which may
be searched through a web browser or using a tool for automated OSINT.19

The commercial parties selling (aggregated) data sets to their customers often
use data brokers to acquire the data. Data brokers, a multibillion-dollar
market,20 collect and store billions of data elements covering nearly every
consumer.21 Examples of major data brokers are Accenture, LexisNexis, and
Oracle (Datalogix).22

Most of the clients of these “data brokers” are marketing firms, hedge
funds, real estate companies, and other data brokers. But a handful of
companies sell information to law enforcement agencies and intelligence
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agencies.23 Examples of service providers offering commercially available
information are Venntel, Anomaly Six, and Babel Street.24 The “Electronic
Frontier Foundation” visualized the practice of the use of commercially
available information by governmental organizations in the infographic
shown in Figure 1.

OSINT and Commercially Available Information to Protect
National Security

Intelligence and security services can use OSINT tools and commercially
available information to protect national security. Intelligence and security
services collect this information about targets that may threaten national
security. These targets are, for example, jihadists or right-wing extremists that
may be involved in planning a terrorist attack. Other targets could be
individuals from other intelligence and security services (foreign intelligence
officers). Personal data about these targets will be acquired and processed for
(counter)espionage purposes. The significance of OSINT for the intelligence
domain also becomes clear in the United States’ first OSINT Strategy, aptly
titled “The INT of First Resort: Unlocking the Value of OSINT” (released in
March 2024).25

OSINT tools can be used to quickly collect personal information about
individuals on a variety of online sources, such as websites indexed by an
array of search engines, social media services, and publicly available
information on internet forums. Many individuals also inadvertently post
identifying information, including location data, on social media services,
which may then be used by intelligence and security services.26 For example,
Pastor-Galindo et al. show that ISIS fighters in Syria and Iraq have been
tracked down through geotagged photos they unintentionally posted on
Instagram or Twitter.27 This type of information can also end up as
commercially available information in advertising data.28

OSINT and Commercially Available Information as a Threat to
National Security

Commercially available information can, however, also pose a threat to
national security due to its potential for exploitation by adversaries. This view is
particularly prevalent in the United States. Adversaries, too, collect information
about their own targets and foreign troop movements.29 For example, it has
been reported that China maintains a large system to gather data on social
media users, from platforms such as TikTok, X, and Facebook.30

Following news reports that previously focused on U.S. governmental
authorities making use of commercially available information,31 it seems that
the political debate in the United States shifted from a privacy concern to a
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Figure 1. Brokers that sell data to governments. Electronic Frontier Foundation, “How the
Federal Government Buys Our Cell Phone Location Data” (13 June 2022), https://www.eff.
org/deeplinks/2022/06/how-federal-government-buys-our-cell-phone-location-data
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national security concern.32 This resulted in a presidential Executive Order,
issued on 28 February 2024, in order to protect Americans’ sensitive personal
data from exploitation by “countries of concern.”33

The order builds on previous measures, and empowers the attorney general
and secretary of homeland security to regulate data transfers and propose
security measures. This includes prohibiting or restricting large-scale data
transfers and implementing safeguards against activities that could give
foreign entities access to sensitive data. While an important step to
countering risks involving the data brokers industry, this executive order is
no panacea. Time will tell which legislation is ultimately adopted to regulate
data brokering in the United States.

THE RIGHT TO PRIVACY, OSINT, AND COMMERCIALLY AVAILABLE
INFORMATION

In order to identify how the use of OSINT tools and commercially available
data by intelligence and security services should be regulated, this intelligence
method is tested in light of the right to privacy in Article 8 of the European
Convention on Human Rights (ECHR).34

Commercially Available Information and the Right to Privacy

Within the intelligence domain, OSINT is frequently described as “the source
of first resort.”35 Intelligence and law enforcement agencies often use terms
such as “open source” and “publicly available information” to gather
information with few or no legal requirements. However, it is essential to
consider that information labeled as “open source” or “publicly available”
may not, in reality, be readily accessible to the public. The use of modern
OSINT techniques raises concerns regarding privacy, civil liberties, and the
potential for abuse.
From a European legal point of view, it is clear that collecting and

processing data with OSINT tools interfere with the right to privacy as
protected in Article 8 of the ECHR.36 The European Court of Human Rights
(ECtHR) made clear in case law that storing and processing personal data by
intelligence and security services and law enforcement authorities interferes
with the right to private life as protected in Article 8 of the ECHR.37 As a
consequence, this privacy interference can only be justified when certain
criteria are met. These will be explained in the next section.

Criteria to Justify an Interference to the Right to Privacy

Art. 8(2) of the ECHR states that such a privacy interference is legitimate
when the following three conditions are met: (1) a legitimate aim is available,
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(2) the interference is “in accordance with the law,” and (3) the interference is
“necessary in a democratic society.”
A legitimate aim to collect and process the data is the protection of

national security. In practice, states rarely encounter problems in arguing and
demonstrating that a “legitimate aim is pursued” when intelligence methods
are used that interfere with the right to privacy to protect national security.
States must then argue the use of the intelligence method is “in accordance

with the law.” The ECtHR uses a broad interpretation of the term “law.”
According to the ECtHR, the law concerns both (1) written law, including
published guidelines for the application of investigative methods, and (2)
unwritten law, such as settled case law.38 In its case law, the ECtHR has
stipulated that the regulation of investigative methods must fulfill the
following three requirements in order to be considered “in accordance with
the law”: (1) accessibility, (2) foreseeability, and (3) a certain quality of the
law.39 Accessible law means that the statutory law, case law, or guidelines
must be publicly available. Secret guidelines are thus not considered as
accessible law.40 The foreseeability requirement stipulates that both
(a) the scope of the power conferred on the competent authorities and (b)
the manner in which the intelligence method is exercised must be clear to
the individuals involved. In other words, the national law must be clear,
foreseeable, and adequately accessible.
Intelligence methods cannot be regulated “in terms of an unfettered

power” that is conferred on law enforcement authorities.41 The ECtHR can
require a “certain quality of the law,” relating to (1) the level of detail of the
regulations and (2) the minimum procedural safeguards that must be
implemented in the domestic legal frameworks of contracting states to the
ECHR. These detailed regulations and procedural safeguards in domestic law
aim to counterbalance the risk of abuse of power by the government.42 What
level of detail in regulations and minimum procedural safeguards the ECtHR
requires will depend on the intensity of the investigation and interference with
the right to privacy.43 The ECtHR typically takes into account the
circumstances of the case, such as the nature, scope, and duration of the
possible measures; the grounds required for ordering them; the authorities
competent to authorize, carry out, and supervise them; and the kind of
remedy provided by the national law.44

Privacy Interference in the Current OSINT Practice

There is no case law available in relation to the collection and processing of
publicly available information and commercially available information in an
OSINT practice. Therefore, it is unknown what level of detail in regulations
and procedural safeguards the ECtHR will require in this context. Moreover,
the practices around OSINT are differently regulated around law
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enforcement authorities and intelligence and security services.45 Nevertheless,
the criteria for privacy interferences and their mechanisms remain the same.
Therefore, these criteria are used to identify how OSINT tools and the
collection of commercially available information can be regulated.
In general, statutory law or guidelines should make clear whether

intelligence and security services can make use of OSINT tools and
commercially available information for their tasks. This will fulfill the criteria
of “accessible and foreseeable law.” The “quality of the law” and required
procedural safeguards are more difficult to determine. States could think of
the requirement of authorization by an independent authority or judge to
acquire commercially available information as a procedural safeguard. The
necessity to collect the data, proportionality and subsidiarity, must be
justified in a written document, which will then be assessed by an
independent authority. This may reduce the risk abuse of this type of data by
intelligence and security services. In addition, data protection principles must
be applied when processing personal information in order to protect the right
to privacy of the individuals involved.
When OSINT tools are used and commercially available information is

collected and processed, the privacy interference is significant and may
require additional regulations and procedural safeguards. The following
factors may be helpful in determining the gravity of the privacy interference
and need for additional safeguards. These factors are (a) the type of data, (b)
the scale of the data collected and subsequently stored, and (c) its subsequent
analysis.46

For example, the interference with the right to privacy is minimal when
data is copied from news articles and the publicly accessible parts of social
media services. The interference with the right to privacy can be significant
when location data and leaked data sets are processed.47 It is clear, including
from European case law on the processing of location data by the intelligence
and security services, that the processing of location data seriously interferes
with the right to protection of personal data and privacy.48 Location data
allow determination of the profile and routine of life, the place where one
stays and for how long one stays in a given place.49 Location data can also
be sensitive when combined with other data, such as the type of app from
which they are collected. For example, media reports suggest that third
parties or data brokers harvested data from popular apps, such as Muslim
Pro and Muslim Mingle, which were sold to both commercial parties and
government agencies, including the U.S. military.50

There is no case law available on the gravity of the privacy interference
when leaked data sets are collected and processed by intelligence and security
services or law enforcement services. However, the scale of the data sets can
be significant and the collection and making nonpublic data available and
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trading stolen data are criminalized in many states, including the
Netherlands. This is indicative for how this type of information is viewed in
light of the right to privacy.51

The subsequent analysis of the collected data is also a factor in
determining the gravity of the interference with the right to privacy and need
for additional safeguards. In case law relating to bulk interception, the
ECtHR also made clear it finds the privacy interference most significant in
the analysis phase.52 It is clear that—at a minimum—data protection
principles should be applied as safeguards.53 This means that a necessity and
proportionality test should be conducted when storing personal data in a file
about a target, the data should be adequately protected, and the data should
be retained for a limited duration.54 Note that these safeguards can only be
effective when they are applied in practice and can be scrutinized (ex post) by
an independent and effective authority.

USE AND RESTRICTIONS OF COMMERCIALLY AVAILABLE
INFORMATION IN PRACTICE

In order to illustrate further the use and restrictions of OSINT tools and
commercially available information by intelligence and security services in
practice, this section analyzes a report of the Dutch Review Committee on
the Intelligence and Security Services and a report of the U.S. Office of the
Director of National Intelligence (ODNI).

Dutch Report on “Automated OSINT”

In September 2022, the Dutch Review Committee on the Intelligence and
Security Services published their report, titled “Automated OSINT,” about
the use of OSINT tools and commercially available information in English.55

The Dutch Review Committee on the Intelligence and Security Services
found that both intelligence and security services in the Netherlands utilized
OSINT tools and commercially available information. The General
Intelligence and Security Service only incidentally made use of these OSINT
tools, in order to collect information about targets that threaten the national
security of the Netherlands. The Military Intelligence and Security Service
made frequent use of OSINT tools and commercially available information.
The tools for automated OSINT were deployed by a specialist department of
the Military Intelligence and Security Service and its use is a standard
component of the intelligence process of the employees specialized in
OSINT.56

In the Dutch legal framework, OSINT can be carried out based on a
general legal basis for intelligence and security services to collect intelligence
for the protection of national security. In case a “more or less complete view”
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of certain aspects of an individual’s private life will be obtained, a special
investigatory power must be used for the systematic collection of personal
data from publicly accessible information sources.57

In addition, the data processing using tools for automated OSINT by the
services must comply with the general provisions regarding data processing
within the Dutch Intelligence and Security Services Act. These include a
necessity and proportionality test to process data, and a test of reliability of
the data. The Dutch Review Committee found it especially important this
test is conducted before such an OSINT tool is deployed and the services gain
insight into how the tool functions, with what underlying data sources. Prior
knowledge of the working (functionalities) and underlying sources of the
tools is necessary to be able to conduct the proportionality assessment.
In short, the Dutch Review Committee found that the Dutch intelligence

and security services checked which operational value these OSINT tools
had and, in doing so, assessed the requirements of purpose and necessity.
However, they failed to examine adequately the impact on the fundamental
rights of the data subjects. A “data protection impact assessment” will aid
in identifying compliancy risks and should lead to measures to respect these
data protection regulations. The assessment may lead to a decision of
intelligence and security services not to use certain functionalities of OSINT
tools or not to copy certain results presented by these tools. In addition, the
intelligence and security services could restrict the use of OSINT tools and
commercially available information to certain (trained) employees, which can
in turn rely on clear policies, procedures, and work instructions for their
work.58

U.S. Report on Commercially Available Information (CAI)

On 27 January 2022, the ODNI published a report regarding the Intelligence
Community (IC)’s handling of CAI.59 In its report, a Senior Advisory Group
Panel found that commercially available information is both a powerful tool
for intelligence and sensitive for individual privacy and civil liberties. They
are not in favor of a categorical ban on using commercially available
information. However, considering the “privacy and civil liberties concerns
and possible legislation restricting access to CAI,” “the intelligence
community should develop a thoughtful and balanced approach in this
area.”60

In short, the panel came to similar recommendations as the Dutch
oversight body, stating that the IC must first understand how it processes
commercially available information before it can make improvements.61 This
is very similar to a data protection impact assessment. One can only assess
and mitigate risks when you “know your data.”
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Most notably, the panel recommends the IC should first develop a
multilayered process to catalog commercially available information with
attention to procurement contracts, data flows, and data use. Second, based
on the knowledge gained from that process, the IC should develop a set of
standards and procedures for commercially available information. To set up
these standards and procedures, the following are necessary: (1) to identify
the need/value for the mission analysis (a necessity test); (2) explain how they
propose to use it; (3) analyze the vendor and data quality; (4) apply and
evaluate acquisition mechanics; (5) attention to data security; (6) a legal
review; (7) auditing the use of commercially available information; and (8)
periodic reevaluation.62

The panel also provides helpful suggestions as safeguards when processing
commercially available information. These are: (1) data minimization
approaches and techniques, including ability to acquire commercially
available information via access to data at the vendor rather than ingestion
of data in bulk; (2) limits on retention, access, querying, other use, and the
dissemination of commercially available information; and (3) possible
requirements for special training of relevant personnel and auditing of queries
and other uses of commercially available information.63

In May 2024, the U.S. IC followed up on these recommendations of the
panel with the release of the “Policy Framework for Commercially Available
Information.” This framework encompasses many aspects mentioned above. It
first establishes “general principles governing the access to and collection and
processing of all CAI,” for example, to determine the method(s) through which
the CAI was generated and aggregated, and to assess the integrity and quality
of CAI they access or collect. Second, it lays out a framework to govern the
access to and collection and processing of certain sensitive forms of CAI.
CAI is considered “sensitive” if it is both purchased or made available by a

commercial entity, and—briefly put—includes a “substantial volume” of
personally identifiable information from U.S. persons, or a “greater than de
minimis volume” of sensitive data (e.g., political opinion and sexual
orientation), or capturing sensitive activities (“activities that over an extended
period of time establish a pattern of life”). For these sensitive forms of CAI,
enhanced safeguards are introduced. These can include applying privacy-
enhancing techniques, such as filtering or anonymizing data, or implementing
procedures to restrict access to the data. The framework also commits to
provide a report to the public every two years regarding the access to and
collection, processing, and safeguarding of sensitive CAI.
In short, the measures in the framework contribute to responsible

intelligence gathering. The framework, however, also grants agencies
significant discretion to determine whether such information is sensitive and
merits enhanced safeguards.64

590 JAN-JAAP OERLEMANS AND SANDER LANGENHUIJZEN

INTERNATIONAL JOURNAL OF INTELLIGENCE



CONCLUSION

OSINT goes further than gathering articles on news websites or publicly
accessible data on social media services. OSINT tools enable intelligence and
security services to query hundreds of sources simultaneously and provide a
visual representation of the results. In addition, OSINT tools can provide
access to commercially available information. These data sets are in turn
provided by (largely unregulated) data brokers and made available to law
enforcement authorities and intelligence and security services.
News reports, a report of the Dutch Review Committee on Intelligence

and Security Services, and a report and framework of the ODNI, show
intelligence and security services make use of OSINT tools and commercially
available information in practice. In the United States, news reports led to a
public debate on how commercially available information poses a threat to
privacy, but it is, on a political level, mainly perceived as a threat to national
security.
The aim was to clarify how intelligence professionals can legitimately use

commercially available information to protect national security and provide
practical suggestions to intelligence and security services to handle the
information responsibly. Therefore, legal requirements derived from the
right to privacy were identified and two reports about the processing of
commercially available information by intelligence and security services were
analyzed. This analysis leads to the conclusion that states need to balance
national security and privacy and take the following four steps to responsibly
collect and process commercially available information:

1. Prior to using OSINT tools or acquiring commercially available information,
intelligence and security services must be aware: (a) how data are processed,
(b) what data are processed, and (c) why the data are processed, in order to
identify risks of abuse of these data. In other words, intelligence and security
services should first assess their impact in a data protection impact
assessment and take measures to mitigate risks.

2. The IC should set up standards and procedures and implement safeguards,
such as identifying the need for and value of the use of these data (while
balancing this with the impact on fundamental rights), analyze the vendor
and data quality, apply acquisition mechanics (such as procurement
procedures), and periodically evaluate these standards. Then, intelligence and
security services should implement safeguards when processing commercially
available information, such as data minimization approaches and techniques,
as well as limits on retention, access, querying, other use, and the
dissemination of commercially available information.

3. OSINT practitioners must be appropriately educated and brought up to
speed with the “do’s and don’ts” with OSINT tools. Intelligence and security
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services should periodically evaluate their policy and guidelines and review
their practices.

4. An independent and effective oversight authority should scrutinize whether
legislation and internal policies are respected.

These steps will help to ensure the safeguards are implemented to prevent the
abuse of personal information in modern OSINT practices.
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