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Should States Use Social Media to Warn Civilians in
Armed Conflict?

Damage following an Israeli airstrike on El-Remal in Gaza City. Photo credit: Wikimedia Commons

Henning Lahmann

The cardinal principle of the modern laws of war is the duty to distinguish between civilians
and combatants when attacking the enemy. One of the principal means to achieve this—
especially in situations of urban combat in which civilians and adversarial fighters are
intermingled—is the obligation to warn the civilian population ahead of military operations. In
addition to more traditional ways to achieve this, warring parties increasingly resort to social
media to communicate such warnings. The Israeli military has been at the forefront of this
development. Detailing three different scenarios, this brief essay shows that although online
communication channels could potentially be a valuable tool to reach civilians in conflict

zones, and thus save civilian lives, there is an inherent tension between such humanitarian use
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of social media and the simultaneous pursuit of military objectives that negatively affect the
reliability and trustworthiness of the medium.

On a Friday night in May 2021, the Israel Defense Forces (IDF) communicated via Twitter, as X
was known then, that “air and ground troops are currently attacking in the Gaza Strip.”
Through its English-language spokesperson, it simultaneously confirmed this information
directly to international correspondents,2 who duly reported these developments—at that time
a major and entirely unexpected escalation of yet another wave of violence between Israel and
Hamas—to a global audience through their media outlets. At 2:00 in the morning, however, the
IDF “corrected” its initial statement, clarifying that while ground troops were indeed involved
in military operations against Hamas targets within Gaza, no Israeli soldiers had entered the
Strip.

What at first glance seemed like an innocuous communication mishap—perhaps
understandable in the “fog of war”—was quickly revealed as an intricate scheme to deceive
Hamas. Shortly after the end of the fighting, Israeli media reported that the false information
about a ground incursion was supposed to trick Hamas fighters into seeking shelter in the vast
tunnel networks beneath Gaza City where they could be attacked with airstrikes, turning the
tunnels into “death traps.”® Whether or not the ploy was successful, from the perspective of
the laws of armed conflict—or international humanitarian law (IHL)—such deceptive tactics are
not per se unlawful. As Article 37.2 of Additional Protocol | to the Geneva Conventions (AP )

“

clarifies,= “ruses of war,” including “mock operations and misinformation,” are explicitly not

prohibited.

The cardinal principle of the modern laws of war is
the duty to distinguish between civilians and
combatants when attacking the enemy.
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But let us spin the story a little further by focusing on other, albeit in this case speculative,
possible effects of such deceptive communication tactics. Under the modern laws of war,
armed forces must take “constant care...to spare the civilian population, civilians and civilian
objects” (Article 57 AP 1). What, then, if Palestinian civilians in Gaza City had taken the
information about the launching of ground operations that the IDF relayed through social
media as a reason to leave neighborhoods closer to the border and to seek shelter in areas
that subsequently came under bombardment, thus putting themselves in harm’s way? This
guestion is even more significant in light of the obligation to give “effective advance warning”
of attacks so non-combatants in the vicinity of operations have time to remove themselves
from the battlefield. But how can an armed force communicate such a warning if the entire
military tactic relies on spreading a lie about the precise character of the planned attack
through public channels?
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As military lawyers will be quick to point out, the obligation to issue warnings to civilians is
subject to an important caveat: they are not mandatory whenever “circumstances do not
permit,” which includes the element of surprise necessary for an operation’s success. However,
scholars have emphasized that given the overarching objective of IHL—preserving a modicum
of humanity in war—this exception should be interpreted narrowly especially in situations
where there is proximity between protected civilians and legitimate military targets, as is
inevitably the case in Gaza.2 Even more crucially, there is an inherent tension between the
obligation to warn and the generally permissible use of public communication channels to
deceive the enemy, which was already recognized in the authoritative commentary to
Additional Protocol | from 19878 In the decades since, this tension has only increased thanks to
today’s ubiquity of digital communication technologies, and in particular online platforms, as
the media used both for the issuing of warnings to civilians and as the primary site for a global
information war fought over current conflicts, which was nowhere more evident and
consequential than in the context of Israel’s military operations in Gaza in the aftermath of the
terrorist attacks on October 7, 2023.

The Age of Digital Wartime Disinformation

Times of war have always triggered a flood of propaganda and other forms of manipulative
and misleading information. However, the advent of digital communication technologies,
including the internet and smartphones, engendered a whole new dimension of the
phenomenon. For civilians living in areas of active armed conflict, this development has led to
often grave humanitarian consequences. Apart from online platforms abused as sites of
incitement and intercommunal hatred, one specific predicament concerns conflict-related
communications by a belligerent party to civilians for the purpose of warning them of
impending military operations. To be effective, as required by IHL, such warnings must
generally, first, be timely so civilians have sufficient time to seek protection; second, issued to
the right target audience, thus to the people who will most likely be affected by the planned
attack or at least to the local authorities who are in a position to ensure the safety of the
civilian population; and, third, make sufficiently clear what the attacking forces expect the
potentially affected civilians to do to protect themselves, for example to shelter in place or
instead to evacuate the area of combat.Z

During its operations in Gaza and Lebanon, the IDF has consistently claimed that it is adhering
to the laws of armed conflict and that it is doing everything to spare the civilian populations in
both theaters. Warning civilians ahead of airstrikes or other operations has been a cornerstone
of these purported efforts. In addition to the dropping of leaflets, so-called “roof-knocking” of
buildings by means of non-explosive ordnance, or even direct text messages or phone calls to
potentially affected persons in the direct vicinity of an impending attack, the IDF’s Civilian
Harm Mitigation Unit issued advance warnings via social media and other digital
communications channels.2 Given that leaflets—although the longest-standing and perhaps still
most common practice of issuing advance warnings—and roof-knocking have in the past been
criticized as not always sufficient,2 and in light of the prevalence of smartphones and internet
access, using online platforms seems like a reasonable way to improve the effectiveness of



warnings. However, under present conditions the online information environment cannot be
considered a suitable medium for that purpose.

There is an inherent tension between the
obligation to warn and the generally permissible
use of public communication channels to deceive
the enemy, which was already recognized in the

authoritative commentary to Additional Protocol
[ from 1987.
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The Unreliability of the IDF’s Warnings in Gaza

In a high-stress situation like intense military operations, any communication channel used
must be reliable and trustworthy for the recipients of critical, life-saving information. In Gaza,
that was evidently not the case. For one, Israel repeatedly, and for extended periods, rendered
the digital communication infrastructures physically unstable by deliberately cutting the cables
that connect the Gazan part of the internet to the global networks via Israel or by attacking
the electrical grid these infrastructures depend on, often just ahead of ground operations with
the aim of preventing Hamas operatives from coordinating.12 Obviously, such a tactic
necessarily foils any attempts to warn civilians through these channels. The problem is not
limited to this conflict. Russia, too, has frequently conducted deliberate attacks against such
essential infrastructures in Ukraine, though it should be added that there is no indication that
Russian forces even attempt to warn Ukrainian civilians of impending strikes.l! Perhaps even
more consequentially, and likewise with larger structural implications beyond the context of
Gaza, the digital communication environment has also proven to be substantially
untrustworthy due to an onslaught of conflict-related mis- and disinformation.}2 Over the
course of the IDF’s operations, information provided via social media—for example regarding
safe escape routes or so-called safe zones—repeatedly turned out to be incorrect, confusing,
or in other ways highly unreliable.3¥But even disregarding such inaccuracies directly related to
warnings, it simply cannot be expected of civilians under duress to be able to cut through the
constant noise of competing narratives that attempt to frame what is going on in order to find
the pieces of information that might be essential to avoid harm.

Humanitarian information distributed through digital media can also not be effective if it is
reasonably suspected to be in pursuit of other, nefarious ends. For example, Israeli officials and
members of the IDF further undermined the trustworthiness of warnings via social media by
frequently using the same channels to advocate for a forced displacement of Palestinians and
the reestablishment of Jewish settlements in the Gaza Strip.24 Even if we assume that the
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systematic and permanent displacement is not official Israeli government policy, when such
ideas are repeatedly distributed through online platforms that also call on civilians to leave
their homes immediately and to move to other areas, it is only understandable that any
humanitarian intent is called into question and that civilians suspect that a return home will not
be possible, thus dissuading those affected from leaving in the first place2 A similar issue
occurred in Ukraine, when Russia’s announcement of “humanitarian corridors” out of zones of

active combat would have left civilians no choice but to end up in Russia or Belarus.1&

In a high-stress situation like intense military
operations, any communication channel used
must be reliable and trustworthy for the
recipients of critical, life-saving information.
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Finally, as demonstrated by the scenario at the outset, online communication channels used for
warning civilians cannot be trusted if they are also used for the purpose of deceiving the
enemy. Even if permissible in principle, the tactical disinformation will be received by non-
combatants on the ground at risk of being affected by the subsequent operation, causing them
to act in unpredictable ways in contravention of the obligations to take constant care of the
civilian population. More generally, such use undermines the perceived reliability of online
media when it comes to warnings and other critical information. Again, this points to a larger
issue not limited to Gaza. We have seen similar cases in Ukraine, where the Russian armed
forces repeatedly spread news about impending offensives that never materialized. While
these ruses were ostensibly directed at the Ukrainian military, they had the inevitable result of
subverting civilians’ capacity to make informed decisions, with frequently lethal

consequences.Z

The Critical Importance of Trustworthy Communication Channels in Armed Conflict

The three scenarios outlined above are only some of the ways in which the digital information
ecosystem has been compromised in recent and ongoing conflicts. Other incidents have
further undermined trust in electronic means of communication more generally, such as, most
strikingly, the weaponization of pagers and walkie talkies in Lebanon in September of last
year.X® At the same time, given their wide availability, convenience, and speed, online
communication platforms could in principle serve as highly suitable channels for the
dissemination of humanitarian information in wartime. For advance warnings as required by
IHL to be even potentially effective, however, they must not only reach the right target
audience reliably, but the recipients must also be in a position to trust the information that is
essential to save their lives. In the current digital communication environment in Gaza and
other combat zones, that cannot be guaranteed. Israel and other parties to recent and current
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armed conflicts openly consider the online media ecosystem part of their (narrative)
battlefield. As long as that is the case, then warnings issued through these channels are
inherently compromised from a humanitarian perspective and cannot be relied upon to
discharge the actor’s obligations under the laws of armed conflict. To start addressing the
conundrum, states that do seek to utilize social media to issue warnings to civilians should, at a
minimum, establish channels exclusively dedicated to such messaging and take steps to
enforce internal communications discipline to suppress any statements from officials that
could undermine trust in critical warnings.

—Henning Lahmann

Henning Lahmann is assistant professor at eLaw - the Center for Law and Digital Technologies
at Leiden University Law School, the Netherlands. His research focuses on the intersection of
international law and digital tech.
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