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Missing the mark? ldentifying child sexual abuse
material forum structure and key-players based on
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Alexander F. Schmidt® 3@, Thomas Schafer® !, Salla Huikuri®, Katarzyna Staciwa® 7 & Robert J. B. Lehmann'

Darknet forums dedicated to child sexual abuse material (CSAM) attract thousands of users
interacting with each other through online communications. Given finite resources, law
enforcement agencies seek ways to effectively prioritise their investigative efforts by iden-
tifying key-players that are central to the forum community. For the identification of such
users, law enforcement agencies typically rely on the communication network that can be
derived from messages posted on the public part of the forum. Many forums, however, also
allow for private communications between members, raising the question to what extent
relying on only a single mode of communication biases key-player identification. Using data
on both public and private communications on two large-scale darknet CSAM forums, two
communication networks are derived and their structures analysed. Measures of centrality
robustness are applied to ascertain the level of bias introduced when determining key-players
on only one of the available networks. Findings show only a minority of members to parti-
cipate in forum communication, and limited overlap between participants active in public and
private communications. Key-players emerging from combining the public and private
communications resemble those from the public network only, suggesting that police
prioritisation based on public postings only is still ‘'on mark’. Members who are central to the
private communications network may nevertheless be of special law enforcement interest.
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Introduction

loaking users from publicity by random paths of encrypted

servers, the darknet currently hosts hundreds of hidden

services that function as so-called virtual offender con-
vergence settings, i.e. online forums where offenders congregate
to exchange illegal goods and services, share information, and
socialise with like-minded others (Soudijn and Zegers, 2012).
These darknet forums may be dedicated to different crimes like
the trade in controlled substances, firearms, stolen credit card
details, or malicious software (e.g. Goonetilleke et al., 2023; Jiang
et al., 2021; Kigerl, 2022). A sizable subset of these forums orbits
around the exchange of child sexual abuse material (CSAM;
Gannon et al,, 2023; IWF, 2023). Unaffected by physical and
geographical constraints, the number of users interacting in these
virtual offender convergence settings can reach thousands, if not
tens of thousands. This greatly challenges the resources available
to law enforcement to combat these types of cyber-enabled crimes
(Europol, 2023), and forces agencies to prioritise and focus their
investigative efforts on those they deem key to the criminal
exchange patterns (e.g. da Cunha et al., 2020).

Identifying key targets for prioritisation by law enforcement.
Following research on offline criminal groups and, more recently,
Clearnet social media, law enforcement agencies have turned to
social network analysis to help identify key-players as targets for
their investigative efforts (Burcher and Whelan, 2018; Duijn and
Klerks, 2014; for a comprehensive introduction to and overview
of social network analysis, see McLevey et al., 2023). Key-players
are typically defined as those taking up central positions in a
network (Fonhof et al., 2019). Network centrality is seen as an
important proxy for social capital (Ganley and Lampe, 2009) and
is taken to be indicative of the individual’s level of activity,
connectedness, influence, prestige, and popularity in a commu-
nity. In addition, centrality may signal individuals’ access to
information, resources, and criminal opportunities (Morselli,
2010).

In the context of darknet criminal marketplaces, key-players
are typically defined based on their position in the forums’ public
communications network (Huang et al., 2021; Pete et al., 2020).
On darknet forums where illegal goods and services are sold,
bought, or bartered, online exchanges take place between parties
oblivious to each other’s true identity. In the absence of offline
ties between forum members, public forum communication is an
important vehicle to establish trust and build a reputation in the
community (Duxbury and Haynie, 2021; Yip et al., 2013). Still,
prior research typically finds that only a small subset of forum
members takes part in public forum communication and that
even among those publicly communicating on the forum the
extent of contributions is heavily skewed, with a small number of
highly communicative members responsible for a dispropor-
tionate share of all public forum communication (e.g. Sun et al,
2014; Zamani et al, 2019). Prioritising investigative efforts on
key-players appears to have some merit, as centrality based on
public communications in darknet criminal marketplaces has
been linked to risk indicators such as, for example, higher
involvement in discussions of cybercriminal activities and identity
security management (Pete et al., 2020) or vendor success
(Boekhout et al., 2024).

In prior research on key-players in the context of online
CSAM, two streams of research can be distinguished. A number
of studies have focused on darknet CSAM forum websites as their
unit of measurement. These studies have identified structural
properties of darknet CSAM forums and the relationships
between them, e.g. through the number of times different
websites referred to one another, or the amount of CSAM
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available on these sites (e.g. Westlake and Bouchard, 2015;
Westlake and Bouchard, 2016; Westlake and Frank, 2017). This
approach might be beneficial for prioritising forums for law
enforcement take-downs in an effort to distort the online
infrastructure facilitating the exchange of CSAM. A second
stream of research is focussed on analysing relationship between
users within a particular darknet CSAM forum. Like studies on
darknet criminal marketplaces, these studies identified key forum
members based on their position in the public communications
network (Fonhof et al., 2019; Fortin et al, 2021). This way of
identifying key-players is especially relevant for prioritisation of
investigative efforts aimed at the apprehension and prosecution of
high-risk individuals. Prior research showed that the most central
individuals in the public communication network were found to
provide the CSAM that resulted in the most views by far (da
Cunha et al., 2020). It is this second stream of research that is of
particular relevance to the current study.

Private messaging as an underdeveloped research focus.
Although for reasons of practicality, public forum communica-
tion has been the focus of research on darknet CSAM use so far,
many darknet forums also offer members the possibility to
communicate with other forum members privately. Public forum
communications are visible to the entire forum membership, and
all forum members can contribute to a particular thread. In
contrast, private messaging occurs member-to-member, or in ad
hoc groups of forum members, and is concealed from other
forum members. Typically, only forum administrators have an
overview of all private conversations taking place in the forum
community. Data on private messages is therefore not available in
forum scrapes (as, for example, described by Bergman and Popov
2023), as crawlers are only able to scrape the public part of
darknet forums. The same is true for (covertly operating) law
enforcement officers conducting live investigations on active
forums who only have access to the public parts of other mem-
bers’ communication (e.g. da Cunha et al.,, 2020). Only forum
take-downs are sometimes able to secure both public and private
forum communications (e.g. Afroz et al,, 2013; Motoyama et al,,
2011; Smirnova et al, 2024). Depending on its volume and
structure, neglecting private communications in determining
individuals’ network centrality may lead key-player assignment,
and law enforcement prioritisations resulting from this, to be
misjudged. To assess the extent to which key-player assignment is
biased, data on both public and private forum communications
are pivotal to understand the precision of law enforcement target
identification (Smirnova et al., 2024).

More formally, due to the presence of different modes of
communication—i.e. public and private -, darknet forum
communications can be constructed within the framework of a
multiplex network (Contractor et al., 2011; Halu et al, 2013;
Magnani and Rossi, 2011); a network in which individuals
(nodes) are connected through multiple types of ties (edges). One
way to think of multiplex networks is to distinguish different
layers, in which each layer represents edges of a different nature
(Magnani et al., 2021). By starting a public thread, forum users
address all other forum users simultaneously, exposing them-
selves to their potential replies and giving up control over the
entailing discussion. Contrarily, private messages are directed at
designated fellow forum users the sender chooses to communicate
with and who are the only ones who will be able to read and reply
to these messages. In other words, “as users can send messages
directly to one another and at the same time participate in
discussion groups within a forum, they can be regarded as
embedded in two related online social networks” (Halu et al.,
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Layer 1

Layer 2

v

Flattened

Layer 1: Order = 6; Size = 5; Density = 0.33

Layer 2: Order = 6; Size = 6; Density = 0.40

Flattened: Order = 6; Size = 8; Density = 0.53

‘: most central node (degree centrality [unweighted])

Fig. 1 Schematic of a fictitious multiplex network with two layers. A
fictitious multiplex network with two layers and a flattened layer onto which
the two layers are collapsed. Order, size, density, and the most central node
per layer/network are displayed.

2013, p. 2). While multiplex networks are often used to model
different types of relationships between individuals (e.g. public
figures and friends; Magnani and Rossi, 2011), they have also
successfully been used to represent different modes of commu-
nication, such as private and public communication on online
forums (Halu et al.,, 2013) or even phone calls and text messages
(Gaito et al., 2017).

Figure 1 depicts a (fictitious) darknet forum communication
network consisting of two layers representing public replies and
private messages respectively. The flattened network combines
information from both layers in a single network representation.
Figure 1 reports the order, size, and network density for both
layers and for the flattened layer. The most central vertex in each
of these networks is coloured black. What becomes evident from
Fig. 1 is that for determining node centrality, the layer(s) taken
into account could indeed matter; neither of the most central
nodes in layer 1 and layer 2 is the key player in the exemplary
flattened network combining public and private ties presented
here.

To the best of our knowledge, prior research on darknet CSAM
forums identified key-players based on members’ public activity
only (e.g. da Cunha et al., 2020; Fonhof et al., 2019; Fortin et al,,
2021). Yet, there are a few studies on online criminal markets that

were able to examine both public and private forum commu-
nications (Afroz et al, 2013; Motoyama et al, 2011; Overdorf
et al., 2018; Smirnova et al., 2024). Those have identified
discrepancies both in the number of members involved in each
type of communicative behaviour, as well as in members’ level of
activity across layers (Motoyama et al, 2011; Overdorf et al,
2018; Smirnova et al., 2024). It has even been suggested that
public and private communications might serve different
purposes (Afroz et al., 2013; Smirnova et al., 2024) and that
private messaging may represent relations between users most
accurately (Yip et al,, 2013). Due to the sensitive and criminal
nature of the communications in a darknet CSAM forum, it is
likely that, similar to other darknet forums, some individuals will
choose to only communicate privately even within this hidden
community of like-minded individuals (Smirnova et al., 2024).
Disregarding the different forms of forum communications may
therefore result in missing the mark when determining who key-
players in the forum community are (see also Sun et al,, 2019).

While access to all private messages from darknet forums is not
impossible, it remains rare in research (Overdorf et al., 2018).
Accordingly, authors of previous studies have called for
replication of their results, especially on criminal forums in the
darknet (Smirnova et al., 2024), and the development of measures
that can reliably operate on subsets of data (e.g. only public posts
without private messages) has been formulated as an explicit
research goal in the field (Afroz et al., 2013). In other words, as
the effective allocation of law enforcement resources depends
heavily on the accuracy with which key-players can be identified,
estimates of the level of bias introduced by only considering
public forum communication are necessary. The current research
aims to provide further insight in the accuracy of key-player
assignment on darknet CSAM forums based on public commu-
nications data only by addressing the following research
questions:

- How do the size and structure of communication networks
underlying public and private parts of darknet CSAM forums
compare?

- To what extent is key-player assessment on darknet CSAM
forums biased by its reliance on public communication
data only?

Methods
Data. To answer our research questions, we use data from two
darknet CSAM forums made available to us by law enforcement
agencies. While the main language on both forums was English,
there were also posts and private messages in several other
languages.

Forum A was online for approximately one and a half years,
from April 2016 until the forum was seized by law enforcement in
September 2017. It can be described as a general CSAM forum
with the self-proclaimed goal “to provide a simple free access
forum to the community, while simultaneously allowing a safe
and secure place to talk and just be ourselves” (statement taken
from one of the forum’s introductory posts), offering a variety of
topical subforums, such as softcore, hardcore, and fetishes, as well
as the opportunity to engage in private conversations, which were
also available in the seized data. The forum was run by two
administrators, had 11 (sub-)forum moderators, and 60 members
that were designated as either VIP (very important person;
n=>53) or MVP (most valuable player; n = 10). Note that some
users had several roles at the same time.

Forum B described itself as a “Boyloveronly [sic]” forum
(statement taken from one of the forum’s introductory posts) and
was active for approximately one year from November 2021 to
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Table 1 Forum descriptions.

Descriptions Forum A Forum B

Total registered users? 936,110 592,345
Public postsb

Total 194,551 656,824

Thread starters 25,235 (13.0%) 29,995 (4.6%)

(percentage)

Md per day (MAD) 369 (78.5) 1715 (343)
Private messages

Total 58,484 61,992

Md per day (MAD) 112.5 (30.5) 163 (40)

MAD median absolute deviation.

aExcluding n = 39 users with faulty user IDs from forum A and n=1 users with faulty user IDs
from forum B.

bExcluding n= 431 posts from or replies to faulty user IDs and n=1236 posts that replied to
non-existing threads in forum A and n = 4503 posts from or to faulty user IDs and n= 1026
posts that were replies to non-existent threads on forum B.

November 2022. Even though it was smaller in terms of number
of users than forum A, it had much more public posts and a
higher median of messages posted per day. There were two (co-)
administrators, 17 moderators, and five so-called “re-up doctors”,
a role that was described on the forum as an “employee who takes
care of dead left. And makes backup copies of new files”. Table 1
shows descriptive statistics for both forums.

When the forums were seized, law enforcement agencies
secured data on the forums’ histories in SQL (Structured Query
Language) data dumps. As a result, we can no longer ascertain the
reasons for any missing data (e.g. data might have been missing
due to deleted posts, users who left the forum, or data loss during
the take-down of the forum). The current analysis uses digital
trace data on both the public replies and private messaging on
these forums.'

Defining the networks. From the digital trace data available, we
defined the forums’ communication networks as multiplex, in the
sense that each first layer pertained to public communications,
each second layer to private messaging, and each flattened net-
work represented the combination of the two layers (see also Halu
et al. 2013 for a similar multiplex network). Public communica-
tions are organised in threads that consist of an initial post, which
can be followed by one or more replies. While most replies are
direct answers to the thread starter, users can also reply directly to
another user’s reply. From these posts and replies, we constructed
the public replies networks; directed networks in which nodes
represent forum members, in-coming edges represent replies
received, and out-going edges represent replies sent. This meant
that n = 728 users who only posted one or more original posts yet
received no replies and also never replied to public contributions
of others were excluded from the network of forum A, and
n=268 from forum B. With this definition of the network
architecture, we captured all directed public communications on
the forums, while purposefully ignoring undirected communica-
tions (i.e. thread starters). For a similar reason, all loops were
removed for the social network analyses. Even though it seems
intuitive that users can reply to their own posts, the goal of the
analyses was to quantify users’ interactions with others, and
therefore loops would have biased the results insofar as the
degrees would not have exclusively reflected social interactions
with others.

In the private messaging networks, nodes again represent forum
members and directed edges represent private messages sent.
Again, loops (i.e. users replying to themselves) were removed
from the private messaging network. Edges in both the public and
private messaging network are weighted so that their weight
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reflects the respective number of replies and private messages
exchanged between members. Note that nodes and edges between
nodes may be present in both layers or in one layer only.
Formally, the forum’s communication networks are therefore
modelled as multiplex networks in this study.

For the flattened networks, the two layers were collapsed into
one, so that each node and each edge from each layer was present,
respectively. The weights of the edges in the flattened network
represent the summed number of all interactions between each
two users in both layers.

Analytic strategy. All analyses were carried out in R (R Core
Team, 2021). To analyse similarity between the different layers in
the CSAM forum communication networks, we followed the
approach taken by Brodka et al. (2018), where a multiplex net-
work is represented as a property matrix that allows for simple
comparisons across layers, e.g. by comparing the average degree
across layers and the degree distribution across nodes in each
layer, or by correlating node degree centralities between layers.
Brodka et al. (2018) list a number of metrics that can be used to
compare network structures across layers. Networks were con-
structed and analysed in R (R Core Team) with the igraph
package (version 2.0.3; Csardi et al., 2024).

Descriptive measures were calculated separately for all network
layers. For the global transitivity index (see below), the network
layers had to be transformed into undirected networks without
multi-edges or weight attributes. Degrees were compared between
layers via Spearman rank correlations, as recommended by
Brodka et al. (2018) in the presence of severely skewed
distributions (see below). In addition, we follow previous work
by Borgatti et al. (2006) on the robustness of centrality measures
in the face of random error to assess the comparability of node
centrality rankings across layers. Several measures of centrality
robustness, as recommended by Borgatti et al. (2006), were
assessed. These measures are summarised in Table 4.

Results

Network layers. Table 2 gives an overview over a number of
network-based measures for the different layers. Of the 936,110
members registered on forum A, 23,120 (2.47%) forum users were
present in the public replies network, generating 106,779 unique
edges. On forum B, 2.69% (N = 15,491) of the 592,345 registered
users were in the public replies network, creating 174,192 edges.

The private messaging networks were smaller for both forums,
with only 12,279 (1.31%) forum users sending at least one private
message on forum A, and 3752 (0.63%) users on forum B.
Together, users who were active on the private part of the forums
generated 29,732 edges on forum A, and 19,089 edges on forum
B.

Combining the public and the private messaging networks
resulted in flattened networks with 28,364 nodes (3.03% of all
forum members) for forum A, and 15,721 (2.65% of all forum
members) on forum B. This indicates that, while many
communicating forum members actively contribute to both
public and private forum communication, part of the forum
membership is active in one type of communication only. Because
of the relatively small order of the private messaging network of
forum B, the public replies network and the flattened network
resembled each other more than on forum A.

In directed graphs, strong-connected components represent
sets of nodes that are connected by reciprocal paths, while weak-
connected components represent sets of nodes connected when
ignoring edge direction. The high numbers of users in the main
weak components of both the public replies and the private
messaging layers in both forums indicated general high
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Table 2 Descriptive measures per network.

Global transitivity

Diameter

Avg. path length

Centralisation

Total degree

Users in main (weak) component

No. components

Size

Order

Network

Out-degree

In-degree

Median (MAD)

Geometric mean (SD)

Density

Percentage

Weak Total

Strong

Forum A

0.04
0.02
0.04

67

4.06
570
4.25

0.05
0.04
0.04

0.05
0.05
0.05

2.00 (1.00)
2.00 (1.00)
2.00 (1.00)

272 (3.21)
2.07 (2.57)
2.67 (3.18)

0.0002
0.0002
0.0002

99.7

23,060
1,778

29
233
62

14,728

6,877

106,779
29,732

23,120
12,279

Public replies

86

95.9

Private messaging

Flattened

Forum B

98

99.5

28,234

130,939 16,543

28364

0.1

49

373
5.58
3.75

0.06
0.12
0.07

0.1

3.00 (2.00)
3.00 (2.00)
2.00 (2.00)

4.57 (4.44)
3.67 (3.44)
4.65 (4.54)

0.0007
0.0014

99.8

15,459
3650

16
40

7120
1349
7074

174,192

19,089

15,491
3752
15,721

Public replies

0.06
0

142
59

0.13
0.2

97.3

Private messaging

Flattened

0.0008

99.8

15,691

15

185,012

longest distance between any two nodes. The global transitivity index was calculated with

Order = number of nodes; Size = number of edges; No. components = number of components; MAD = median absolute deviation; Avg. path length = average path length; Diameter

undirected networks for all networks and layers.

Table 3 Node and edge presence across layers.

Forum A Forum B

Public replies Public replies

Private messaging Yes No Yes No

Nodes Nodes

(Kulczynski = 0.67) (Kulczynski = 0.71)
Yes 7035 5244 3522 230
No 16,085 0 11,969 0

Edges Edges

(Kulczynski = 0.96) (Kulczynski = 0.95)
Yes 5572 24,160 8269 10,820
No 101,207 0 165,923 0
Kulczynski = 1— (p‘;’;:’;p‘).

connectivity between all active forum members, meaning that
some sort of path existed between almost any two nodes. Adding
the private messaging network to the public replies network
increased the number of components, while the percentage of
members in the main component was relatively unchanged. This
suggests that the small disconnected subsets observed in the
private messaging network remained unconnected even when
considering public communications between members.

The density of the public replies network, which can be
interpreted as the probability that a pair of randomly chosen
nodes are connected, on the other hand, was low for the public
replies, the private messaging, and the flattened network, which is
to be expected given the limited number of members engaging in
communications. On average, each active member was connected
to approximately two to three other members in all layers on
forum A, and to two to five on forum B. The low centralisation
for both in- and out-degrees on all layers indicates that these
networks were not dominated by a single node, even though
centralisation was higher for forum B, where each of the ten most
active users had disproportionately higher numbers of posts than
the most active user on forum A (see below). The diameter on all
layers was relatively large compared to the respective average path
length, suggesting the presence of hubs or highly connected
nodes. This is a first indication that the distribution of degree
centralities across nodes in the network was skewed. In the light
of that, the high connectivity for the public replies network
reported above could also be attributed to some highly influential
hubs, rather than a balanced communication between all forum
members. The average path length in both private messaging
layers was even higher than that of the public replies layers,
indicating lower cohesion.

Finally, global transitivity represents the proportion of triangles
in the network and can be interpreted as the likelihood that two
nodes have a common contact. In the public replies networks,
transitivity was rather low, and even lower on the private
messaging network, which again reflects its lower cohesion.
However, the transitivity on forum B was generally higher than
on forum A.

Layer comparison. Table 3 shows the number of nodes and edges
that were present in the different layers respectively. Additionally,
the Kulczynski distances in the network layers are displayed, i.e.
the intersection of nodes and edges between each two of the layers
in the multiplex network in relation to their symmetric difference.
For the forums under scrutiny, we found that on forum A 30.43%
(n=17035) of all members present in the public replies network
were also active in the private messaging part of the forum. On
forum B, this number was slightly lower with 22.74% (n = 3522).
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Fig. 2 Degree distributions of the public replies layer. Lorenz plots of in- (a, €) and out-degrees (b, d) of nodes in the public replies layer on forum A (a, b)
and forum B (¢, d). Square roots of the normalised in- and out-degrees were used due to the skewness of the distributions and high number of zeroes.

The majority (69.57% on forum A; 77.26% on forum B) of
members sending or receiving public replies thus did not engage
in private communications, suggesting that engaging in public
conversation may represent a lower threshold for communicat-
ing. Still, we also found that 42.71% (n = 5244) of members active
on the private part of the forum did not contribute any public
replies on forum A. Again, this number was lower on forum B,
with only 6.13% (n=230) of members engaging in private
communications while not engaging in public replies.

Also shown in Table 3 is the number of edges that were present
in either network. Only 5.22% (n = 5572) of edges present in the
public replies network were also present in the private messaging
network on forum A, and 4.75% (n = 8269) on forum B. More
interestingly, 81.26% (n=24,160) of edges in the private
messaging network of forum A, and 56.68% (n=10,820) of
forum B, were not mirrored by a similar edge in the public replies
network. This indicates that forum members were connected by
private messaging in ways that do not become apparent when
only considering the public part of the forum, even though this
difference was much more pronounced on forum A than on
forum B. This was also reflected in the higher values of the
Kulczynski distances corroborating higher dissimilarities for
edges than for nodes on both forums.

The comparison of the network diameter to the average path
length (Table 2) suggested the presence of hubs in both the public
and private communication network. To provide a more detailed
comparison of both networks, the degree distributions across
layers were compared next. First, for the public replies network
we found that of the 23,120 users posting at least one reply on the
public part of forum A, 53.30% (n = 12,322) had an in-degree of
0, indicating that these members replied at least once on the
public part of the forum but never elicited any reaction from the
community (Fig. 2). This number was lower on forum B, with
38.91% (n =6028) of the 15,491 members in the public replies

6

network exhibiting an in-degree of 0. Only 7.86% (n = 1817) of
members active in the public replies network on forum A, and
6.06% (n=938) on forum B, showed an out-degree of O,
indicating that while they never replied to the public commu-
nications of others, others replied to theirs. On forum A, the
highest number of replies a user sent was 3659 (Md,erpest =
MAD s = 1.00; Mdyerpes. = 2.00; MAD,100 = 1.00), while
the highest number of replies received was 4735 (Md,erops+ =
MAD,¢r0esr = 0.00; Md,erpes. = 2.00; MAD,ype,. = 1.00).> The
average number of replies each user sent per day ranged from 0 to
46 and from 0 to 129 for received replies per day. Note, however,
that some of the high maximum values of daily sent or received
replies (and, respectively, private messages) were partly caused by
users who were highly active within only short periods of time.
On forum B, the most active user sent with 14,115 replies almost
four times as many as the most active user on forum A (Md_pes+
= Md,pyps. = 2.00; MAD,pyo0r = MAD,y00. = 1.00), while the
highest number of received replies was with 62,700 more than 13
times as high as forum A (Md,eroesr = MAD,pesy = 1.00;
Md erpes- = 3.00; MAD,0.- = 2.00). On average, each user sent
between 0 and 101 replies per day and received between 0 and
365.

The degree distributions for the private messaging layer are
depicted in Fig. 3. We found that 39.32% (n = 4828) of members
active on the private part of forum A did not receive a single
private message from others. Given their presence in the private
messaging network, this indicates that these members sent a
private message to at least one other member but did not receive
an answer. Again, this number was much lower on forum B, with
6.26% of users in the private messaging network having an out-
degree of 0. Similarly, we found that 14.95% (n=1836) of
members involved in private messaging on forum A received at
least one private message but never replied. This number was
higher on forum B (28.68%; n =1076). The highest number of
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Fig. 3 Degree distributions of the private messaging layer. Lorenz plots of in- (a, ¢) and out-degrees (b, d) of nodes in the private messaging layer on
forum A (a, b) and forum B (¢, d). Square roots of the normalised in- and out-degrees were used due to the skewness of the distributions and high number

of zeroes.

private messages sent by one user on forum A was 2429 (Md_..,,es
+ = MAD,erpeer = 0.00; Md_eroes- = 1.00; MAD ¢roes = 0.00),
while the highest number of private messages received was 3170
(Mdzerues+ = MADzeroes+ = 0.00; Mdzeroes— = MADzeroes— = 100)
On average, each user sent between 0 and 23 private messages per
day and received between 0 and 31 private replies per day. On
forum B, the user sending the most private messages sent with
2926 approximately as many as the one on forum A (Md,¢,pes =
MAD,yp0sr = 0.00; Mdyerope. = 4.00; MAD,,,00s. = 3.00), which
was with 3646 also true for most private messages received
(Mdzeroes+ = MADzeroes+ = 0.00; Mdzeraes— = 3.00;
MAD,pes- =2.00). The average number of private messages a
user sent per day ranged from 0 to 17, and from 0 to 15 for
private messages received.

Comparing Figs. 2 and 3, we found that both in- and out-
degree distributions in the public networks were more unequally
distributed than in the private messaging networks. This
indicated that on the public part of the forum, a small number
of highly active members were generating a disproportionate
number of communications, more so than on the private part of
the forum. For example, the Lorenz plot in panel c of Fig. 2 shows
that roughly the top five percent of users on forum B were
responsible for about three quarters of all in-degrees on the public
replies network. Figure 4 depicts the distribution of local
transitivity across nodes in each network, describing the tendency
for a node’s neighbours to be connected to each other. The
presence of nodes with high local transitivity was indicative of
densely linked subgroups within the overall network, which, in
turn, may represent forum members interested in similar topics.
Comparing the public and private communication networks, we
found these clusters of densely interconnected nodes to be more
prevalent in the public replies networks on both forums. These
comparisons pertained to the overall distribution of degrees and
local transitivity in the networks considered, irrespective of the

position particular members take in these distributions. To
examine the extent to which the same members took central
positions across different layers, we turned to assessing the
robustness of centrality measures across network layers.

Measures of centrality robustness. To assess centrality robust-
ness across layers, several measures recommended by Borgatti et
al. (2006) were assessed. The results are displayed in Table 4. For
both the Top I and the Top 3 measure, the most central node/s in
the public replies layer of forum A was/were not the same as the
most central node/s in the private messaging layer (regarding
both in- and outdegree) but was/were the same for the public
replies layer and the flattened network. The Top 10% measure, on
the other hand, showed that the most central node in the public
replies layer of forum A was among the 10% most central nodes
in both the private messaging layer and the flattened network.
This was even more pronounced on forum B, where the Top I,
Top 3, and Top 10% measures all showed the same central nodes
across layers. In addition to the Szymkiewicz-Simpson coefficient,

we calculated the Jaccard’s coefficient (“1‘:3@‘), which was 0.34 for

in- and 0.26 for out-degrees (against a maximum of 0.53) on
forum A, and even closer to its respective maximum on forum B
(0.22 for in-, and 0.21 for out-degrees against a maximum of
0.24). For the public replies layer and the flattened network,
Jaccard’s coefficients equalled the maximum of 0.82 for both in-
and out-degrees on forum A, while being a bit lower on forum B
(0.94 for in- and 0.93 for out-degrees against a maximum of 0.99).
Rank correlations for the weighted degrees (as recommended by
Brédka et al. 2018, due to the high skewedness of the data) closely
resembled those of the unweighted degrees for both forums and,
similar to the other measures, showed that there was substantial
overlap between the public replies and the flattened network,
while this was less pronounced between the public replies and the
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Fig. 4 Transitivity distributions of the multiplex network layers. Histograms of the transitivity index distributions for the public replies (a, €) and the
private messaging (b, d) layer on forum A (a, b) and forum B (¢, d). There are 9815 nodes with exactly one neighbour and therefore missing transitivity in

the replies layer, and 7907 in the private messaging layer.

Table 4 Measures of centrality robustness.
Forum A Forum B
Measure Description Comparison In- Out- In- Out-
network degree degree degree degree
Top 1 Is the most central node in the public replies layer the same as the most Private No No Yes Yes
central node in the private messaging layer/the flattened network? messaging
Flattened Yes Yes Yes Yes
Top 3 Is the most central node in the public replies layer in the top 3 of the  Private No No Yes Yes
most central nodes in the private messaging layer/the flattened network? messaging
Flattened Yes Yes Yes Yes
Top 10% Is the most central node in the public replies layer among the 10% most Private Yes Yes Yes Yes
central nodes in the private messaging layer/the flattened network? messaging
Flattened Yes Yes Yes Yes
Overlap What is the overlap between the 10% most central nodes in the public Private 0.74 0.60 0.93 0.88
(Szymkiewicz-Simpson  replies layer and the private messaging layer/the flattened network? messaging
coefficient) Flattened 1 1 0.98 0.97
R What is the correlation of the centralities between the public replies layer Private 0.54 0.39 0.63 0.63
and the private messaging layer/flattened network (limited to actors who messaging
are in both layers)? Flattened 0.93 0.94 0.98 0.998
Table adapted from Borgatti et al. (2006). Szymkiewicz-Simpson coefficient = m%.

private messaging network.” In addition, Table 5A, B shows the
top five most central nodes for both in-degree and out-degree for
each of the network layers. Across all layers, and considering in-
as well as out-degree centrality, there were 10 distinct users
among the five most central members of forum A, and 11 for
forum B. In Table 5, these users are rank-ordered based on the
total number of networks in which they were positioned among
the five most central nodes.

On forum A, user 19406 was among the most central in all six
networks considered, while user 32890 was central in four out of
six networks. When it came to receiving messages, user 32890 was

central only in the private messaging network, yet concerning
sent messages this user was central in the public, private, and
combined network. Table 5A shows that when considering in-
degree, only two among the five most central users in the public
replies network were also central to the private communications
network, whereas for out-degree centrality this applied to three
out of five users. While one of the administrators of the forum
was among the topmost central across all networks (user 19406),
the other administrator (user 1) was central in the private
messaging network only. Of the 10 distinct users identified as
most central, only one had no special role on the forum. These
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roles attribute certain special rights and/or responsibilities to
selected members of the forum, and only roles that were
explained on the forum are included here.

On forum B, only user 2 was central in more than two of the
network layers, and this user was also the only one who was
central in both the public replies and the private messaging layer
when it came to both sending and receiving messages. The four
users who are among the 11 most central users because of their
centrality in the private messaging network were central for both
sending and receiving private messages, while all users central in
the public replies layer were central only for either their in- or
their out-degree. Only six of the 11 most central users had a
special user role, with only one of the two administrators being
present among them. The two “re-up doctors” were both most
central for the public replies they received, while the three
moderators were only most central in the private messaging
network.

The final four columns of Table 5A, B refer to the frequency
and nature of members’ forum communications. The most
central users can be considered proliferate communicators, with
posting frequencies high above the active users” average (shown in
the last four rows of Table 5A, B). Still, posting frequency was not
all-important, as was illustrated by users 6306 and 11615 on
forum A. In terms of public communications, user 6306 trumped
user 11615 by over factor ten. Yet, user 6306 was not among the
most central when considering public replies received, whereas
user 11615 was. This is because users were selected based on their
unweighted (as opposed to weighted) degrees and therefore the
numbers of sent replies and private messages might seem
unintuitive at times. User 85 in Table 5B, for example, had
contributed a high number of public posts, yet was not among the
top 5 users with respect to in- or out-degree in the public replies
network because these replies were distributed between fewer
users than those of the users among the top 5.

Regarding the nature of the forum communications, Table
5A, B also show the number of public posts and private messages
which contained a hyperlink. Previous research found that these
hyperlinks are a good proxy for sharing CSAM (Blokland et al.,
2024). User 23406 on forum A appeared to be sharing a
disproportionately large amount of CSAM on the public part of
the forum, potentially causing this user’s high in-degree
centrality, yet, judging by their out-degree centrality, this user
did not seem very communicative towards others.

To better understand the relationship between communication
and sharing of CSAM in the forums under scrutiny we computed
Spearman rank correlations between in- and out-degrees and the
number of hyperlinks posted in the communication networks.
For forum A, the correlations on the replies network were of
medium size (forum A: 7y hem = 0.51, Tour, hem1 = 0.29). For
forum B, the correlation value for in-degrees was similar, but
higher for the correlation with out-degrees (forum B: 7y,
html = 0.56, Tout, nem1 = 0.66). Comparable values were obtained
for the number of links shared in the private messaging network
(forum A: 7y, hm1 = 0.25, Toughem = 0.41; forum B: 7y ) = 0.56,
Tout, html = 0.41). Accordingly, the users identified to have the
highest degrees in either the public or private part of the
respective forum (Table 5A, B) only showed a moderate overlap
with the users that shared the most links on each respective part
of the forum. In forum A, three users of the ones with the highest
degrees were also among the users who posted the most
hyperlinks in their posts, and four of the most central users in
the private part of the forum were among the ones that shared the
most hyperlinks in their private messages. In forum B, on the
other hand, none of the most central users on the public part of
the forum were among the users who post the highest number of

hyperlinks, while three of the most central users were among the
five users who shared the most private messages with hyperlinks.

Figure 5A, B shows network plots of the 100 users with the
highest total degrees in the respective flattened networks. The 100
users with the highest degrees were chosen because showing all
users on the forums would have resulted in uninterpretable plots.
All users were present in both respective public and the private
messaging layers. Colours indicate whether users had special roles
in the forum. Since some users had multiple roles, we interpreted
the roles and their descriptions and ranked them from highest
(administrator) to lowest (MVP on forum A; “reup doctor” on
forum B). Accordingly, only each user’s highest role is displayed in
the plot. The 10 distinct users from forum A and the 11 from
forum B that were present in the respective Top 5 lists across all
layers are annotated with labels. It is noticeable from the plot that
a large number of the displayed users had a special role in the
forum, which was rare on both forums (only 0.3% of all users
active on at least one of either the public replies or private
messaging layer on forum A and 0.2% on forum B had one or
more of these roles). Connections in the network plot show the
summed number of all interactions between the users in the plot,
i.e. replies in the public replies layer as well as private messages in
the private messaging layer, with darker shades indicating more
interactions. Because there were much more interactions between
these users on forum B than on forum A, the shades indicate
different numbers in the two plots. Again, for visibility reasons the
interactions are shown as undirected edges. The plot for forum A
shows that communication between users with the selected special
roles appeared to be more interconnected and intense than that of
the communication with users without special roles. For forum B,
on the other hand, this was less pronounced.

Discussion

Using digital trace data from two large-scale darknet CSAM
forums, the current study constructed distinct communication
networks between forum members in which one layer represented
members’ public communications, and the other layer repre-
sented members’ private messaging to assess the extent to which
key-player identification is misjudged when only using public
communication data. As in previous studies, findings showed that
only a small minority of registered members were actively com-
municating on the forums (e.g. van der Bruggen and Blokland,
2022). Furthermore, the number of contacts per member was
heavily skewed, indicating the presence of hubs or key-players.
This again aligns with findings of prior studies describing darknet
CSAM forum communications and identifying central users
(Blokland et al., 2024; da Cunha et al., 2020; Fonhof et al., 2019).
Comparisons of the public and private messaging networks,
however, showed that not all communicating members were
active in both layers, although the degree to which this was true
varied across the forums. In forum B, only few users were active
in the private messaging network and not in the public replies
network. However, central players in the public network in either
forum were not necessarily also hubs in the private messaging
network. Likewise, key-players in the private messaging network
were not always central to the public network. This is in line with
previous research on comparing private and public messages,
which has shown that, while there are similarities between both
modes of communication, they are not the same (Afroz et al,
2013; Motoyama et al., 2011; Overdorf et al., 2018; Smirnova
et al.,, 2024). As the private messaging network in both forums
contained fewer members and fewer connections between
members, combining both layers into a flattened network yielded
results more similar to that of the public network alone.
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Fig. 5 Roles and interactions of the 100 users with the highest total degrees. a Roles and interactions of the 100 users with the highest total degrees on
forum A. Network plot showing the 100 users with the highest total degrees in the flattened network of forum A, with colours representing their roles and
opacity of their connections showing the number of interactions. b Roles and interactions of the 100 users with the highest total degrees on forum B.
Network plot showing the 100 users with the highest total degrees in the flattened network of forum B, with colours representing their roles and opacity of
their connections showing the number of interactions.
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How do these results reflect on the main research question of
to what extent key-player assessment on darknet CSAM forums is
biased when relying on public communication data only? It seems
that there are two possible answers to this question. One could
argue that, given the number of members involved and the extent
of their interactions, public communications are more important
to the online community than private messages. Given that
combining the public and private messaging layers into a flat-
tened network yielded highly similar results when it comes to
identifying key-players, the amount of bias introduced by relying
solely on the public part of the forum seems limited. Targeting
key-players in a forum’s public replies network has been shown to
significantly reduce the flow of CSAM through that forum (da
Cunbha et al., 2020), which is in accordance with Smirnova et al.’s
(2024) assumption that the flow of information was similar
within the private and the public part of the hacker forum they
analysed. Additionally, publicly available user roles appeared to
be a viable proxy for identifying central players in the flattened
network on forum A, insofar that the overlap between users with
high degrees and users with special roles was substantial. Even
though this was less pronounced in forum B, it revealed another
interesting dynamic, as all users with a special role, except the
global administrator of the forum, were most central only in the
private messaging network. That means that although user roles
in forum B less reliably indicated a central position in the flat-
tened network, they did so in that part of the forum that is usually
not accessible to law enforcement agencies (i.e. the private mes-
saging network) and could therefore provide additional valuable
information for case prioritisation. In that sense, darknet CSAM
forum users who have a special role can be said to reliably identify
themselves as key-players in at least one communication layer in
both researched forums. Preliminarily, law enforcement agencies
can therefore be argued to be ‘on the mark’ when prioritising
users central to public forum activity.

Contrarily, one could also argue that members who commu-
nicate privately might constitute a user subtype on their own,
with their own dynamics and central figures—given that mem-
bers active on the private part of forum A only partly overlapped
with those active on the public part. Focussing only on the public
part of the forum obscures the activities of this subgroup enga-
ging in private interactions and would fail to identify a substantial
part of those key to that particular subgroup. In prior analyses of
underground forums, it has been similarly found that there was
only partial overlap of users actively participating in the different
modes of communication (Motoyama et al., 2011; Overdorf et al.,
2018; Smirnova et al, 2024), leading to the assumption that
private messages might be used for other operations than public
ones (Afroz et al., 2013; Smirnova et al., 2024). This is less true for
forum B, where only 230 users were active on the private part of
the forum who were not also part of the public part of the forum.
This shows that specific means of communications might not
only serve different purposes (Afroz et al., 2013; Smirnova et al,,
2024) but also develop differently across CSAM darknet forums;
an assumption that may also be supported by the fact that one of
the other forums considered for analysis used a special chat room
instead of private messaging on the forum. Data on other aspects
of member interactions, like the nature and novelty of the
material shared, is needed to determine whether a separate focus
on key-players in the private communication network is war-
ranted (Westlake et al., 2011). To this end, future research should
compare the content of material shared in public posts and in
private messages.

The current analyses were based on directed networks derived
from forum communications. On forum A we found that the
distribution of degree centrality, i.e. the number of other mem-
bers a user is connected to, is more skewed when considering in-

12

degree than out-degree on both the public and private messaging
network. In forum B, this pattern was reversed for private mes-
sages. For the public network this means that the original post-
ings of some members are generating a disproportionate number
of replies. While the distributions of replies sent were also skewed,
they were yet more equally spread than those of replies received.
It seems reasonable to assume that posts containing links to new,
rare, and/or high-quality material elicit most reactions from the
community, although this has yet to be studied empirically. High
in-degree members, therefore, appear to be the most suitable
targets for law enforcement prioritisation, while high out-degree
members may play a more indirect role in the continuation of the
community, creating a forum environment to which members are
willing to contribute (Blokland et al., 2024). Thus, these members
might play an instrumental role in sustaining the larger com-
munity of users across specific darknet CSAM forums. Future
research will have to show if these users as well as members
central to the private parts of the forums might be considered
promising targets for law enforcement agencies. For forum A, the
same pattern of less equally distributed out-degrees was found in
the private communications network. For forum B, this pattern
was again reversed, i.e. although both in- and out-degree dis-
tributions were very skewed (with more unique users trying to
contact others than being contacted by private messages), in-
degrees were more equally distributed than out-degrees. That
might have been due to active users and users with administrative
roles from the public replies layer of forum B using private
messaging more often to reach out to other users they knew from
the public part than on forum A.

In sum, the comparison of forums A and B speaks to the
overall importance of relatively few key-players in the networks.
While the skewed degree distributions of the two forums do not
only resemble properties of generic internet forums but also each
other, the current analysis also reveals a number of important
differences between forums. The different styles of communica-
tion developing in different forums with otherwise similar forum
architectures, for example, reveal a substantial amount of
uniqueness.

The highly skewed distributions of the in- and out-degrees in
the public and the private messaging networks might hint at
network formation mechanisms at work on these forums. In the
presence of skewed distributions, so-called preferential attach-
ment is often proposed, stating that new users on the forum
would tend to direct their communication disproportionately
towards members that are already central (Albert and Barabasi,
2002). Given that, to our experience, a lot of the communication
in the network evolves around the praise of or requests for
CSAM, this proposition makes intuitive sense and has already
been suggested for other darknet forums (Me and Pesticcio,
2018). However, the analysis of longitudinal dynamics in the
formation of the forums’ communication networks would have
been beyond the scope of this study and should be subject to
future research.

Moreover, other sources of information besides users’ positions in
the social network structure might be considered important in the
identification of key-players. For example, the content of the com-
munication on the forum (publicly or privately) might highlight users
with important social roles (L’'Huillier et al., 2011). Basu and Sen
(2021) even deem the monitoring of key-players solely based on their
network measures an uneconomical practice. In fact, our results
support that prioritisation utilising network degrees should be
combined with other information to enable the identification of the
most promising suspects, given that the overlap between top com-
municators and top sharers of CSAM was only moderate. Other
authors have, for example, explored the combination of network
measures with the severity of the material shared and find that it
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might enhance key-player detection (Westlake et al., 2011). Future
research into the content of the public and private messages and the
CSAM exchanged, as well as identification strategies from other
research areas, may provide more insights into finding users who are
important for the structure of darknet CSAM forums. Still, social
network measures are relatively easy to use as heuristics on large and
diverse data sets, especially in comparison to more labour-intensive
methods such as the manual annotation of post contents.

Given the size of the forums, and the breadth of genres and
interests covered by its subforums — for instance in terms of victims’
age and gender -, it also seems likely that some members will limit
their interactions with other members to one or only a few sub-
forums. While these members may not be among the most central
when the total forum is considered, they might be key-players in
subcommunities orbiting around specific sets of sexual or crime
preferences. In the context of mainstream news forums, Forestier
et al. (2012) refer to such forum members as contextual celebrities.
Indeed, our current results on transitivity in both the public and the
private messaging networks suggest the existence of densely con-
nected subcommunities within the forum community as a whole. To
the extent that these subcommunities focus on specific types of
CSAM that can be considered especially harmful, despite not being
most central to the overall community, contextual celebrities may
also warrant law enforcement vigilance.

Limitations

Some limitations to the current study must be noted when con-
sidering its implications for law enforcement practice. First, given
the context of the darknet, the information available on individual
forum members is limited to their user handle. Hence, in the
communication networks under scrutiny here, each user handle is
considered a separate node. From law enforcement practice, we
know that some individuals may at some point in time simulta-
neously operate under multiple user handles on the same forum.
To the extent that this may have been the case on the forums
analysed, we overestimate the number of nodes, and, to the extent
that members interacted differently with other users depending
on the user handle they had operated under, we underestimate
members’ network centrality.

Second, our analyses are limited to conversations taking place
within single forums. As at any given moment multiple darknet
CSAM forums are online, members who are not central in any
particular forum may be key-players when activities across mul-
tiple forums are combined. Additionally, members may be in
contact with each other outside of the forum environment, and
continue their interactions on, for example, darknet chat sites or
communication services such as Telegram. This too could lead to
underestimating the centrality of individual members.

Third, although digital trace data provide a unique window at
membership activity, we noticed that at least some posts had been
deleted. Given that the reasons why and the exact number of
posts deleted remain unknown, this introduces an unspecified
level of inaccuracy to our analyses. Based on the information we
do have, e.g. the number of replies to posts not in the data, we
assume this level of inaccuracy to be low, however.

Lastly, but probably most importantly, our study describes only
two large darknet CSAM forums. Despite these forums having
thousands of members, since our units of analysis are forums, our
sample size remains to be two. This sample size does not allow for
any statistical tests and the generalisability of our findings to other
CSAM darknet forums remains uncertain. However, this is a lim-
itation that all current research studies dealing with (private) mes-
sages on CSAM darknet forums must acknowledge, as the number of
seized forums a research team can gain access to is still limited.

Conclusion

The current study set out to assess the extent to which law
enforcement agencies identifying key-players based on darknet
CSAM forum members’ public communications are missing the
mark in terms of detecting those most central to the forum
community. Given the rarity of full access to private commu-
nication, the results of this study offer the first analysis of dif-
ferent modes of communication between members of two
darknet CSAM forums. Comparing the public and the private
messaging networks from two large-scale darknet CSAM forums,
we find notable differences in the size and structure of the public
and private forum communication networks. The robustness of
key-player identification across network layers can be considered
moderate. As adding private communication data to those based
on public posts and replies does not substantially alter users
designated as central to the network, however, law enforcement
practice of using public communications only to identify key-
players does not seem to significantly suffer from intolerable bias.
Yet, to the extent in which private messaging might include the
exchange of new or extremely harmful CSAM, those central to
the private messaging network only may still warrant (limited)
law enforcement attention.

Received: 28 March 2024; Accepted: 15 October 2024;
Published online: 02 November 2024

Notes

During our analyses, we also considered the inclusion of data from two other seized
darknet forums we had access to. However, an inspection of the private messages
showed that we could not use these data because one of the forums had a separate chat
room, completely replacing the function of the private messages, and the network
created from the other forum was too small.

Median and median absolute deviation (MAD) values reported for all active users, i.e.
those who sent/received at least one public message or sent/received at least one
private message, respectively, once including users with zero values (Md,ypes; and
MAD,;pe5+)> and once excluding users with zero values (Md,erpes. and MAD .05 ).
Note, however, that only users present in both layers of the network were analysed via
correlations. Including users present in only one layer and assigning them a degree

—

[

w

value of zero would have resulted in lower correlation coefficients. The correlations
reported here should therefore rather be considered an upper bound of this
association.
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