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EXECUTIVE SUMMARY 

This report addresses the pressing challenge of technology-facilitated child sexual 

exploitation and abuse (CSEA) by bridging the gap between the complexities of defining 

and classifying technology-facilitated CSEA and effective and appropriate responses 

and protection measures. Expert interviews, consultation and desk research reveal 

contrasting definitions and conceptions of technology-facilitated CSEA. These largely 

stem from the differences in terminology, context and the contrasting roles played by 

stakeholders, creating uncertainties and misunderstandings that impede effective 

responses. 

Building on these insights and a statistical analysis of the Disrupting Harm evidence, 

the report sets out six principles by which diverse stakeholders can reach agreement in 

understanding and responding to technology-facilitated CSEA. These support 

policymakers, researchers, and practitioners with a holistic and context-sensitive child 

rights approach to addressing technology-facilitated CSEA and provide an entry point 

for professionals new to or with limited prior experience with the subject matter. 

Principle 1: Children’s voices count 

It is vital to take children’s perspectives and experiences into account when making 

decisions, including the voices of child victims. Understanding how children perceive 

the dynamics of risks and harms in the digital environment is essential for developing 

effective interventions. This principle asserts that children’s voices both enhance the 

credibility of the narratives concerning children’s safety but also empower them.  

Principle 2: Language matters 

Clear, consistent and precise terminology in policy, research and advocacy matters. 

Everyday terms used by children or the public are often at odds with those used in 

legislation or other formal contexts. Efforts are required to use language in ways that 

accurately reflect the experiences of children and the nature of the abuse. Without 

agreed language, we cannot reach a consensus on preventive and protective measures 

or societal recognition and endorsement of those measures. 
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Principle 3: Take care with context  

It is essential to recognise that technology-facilitated forms of CSEA are forms of child 

sexual exploitation and abuse. While recognising that technology-facilitated CSEA may 

occur without an offline component, this principle recognises the complexity of 

technology-facility abuse and the fact that, most often, it results in a combination of 

risks and impacts, including normalising and spreading child sexual abuse. Moreover, 

these contexts vary across cultures, geopolitical settings and regulatory frameworks in 

myriad ways. This may require case-specific protective measures and a comprehensive 

and coordinated approach to prevention and mitigation. 

Principle 4: Avoid blaming children 

In addressing technology-facilitated CSEA, it is important not to stigmatise or blame 

children, whether through language or actions. This matters for child victims, for whom 

rehabilitation is the priority, and for children deemed ‘perpetrators’, for whom 

restorative rather than punitive justice is preferred. Evidence shows, for example, that 

‘perpetrators’ may themselves be victims. This principle also recognises, for example, 

that peers may share sexual content not as a form of abuse but rather as the 

expression of normal and consensual sexual exploration. 

Principle 5: Future proof policy 

This principle advocates proactive measures that enable flexibility to anticipate new 

threats. Such policies should balance immediate protective actions with long-term 

strategic adaptations to remain effective. With multiple technological innovations being 

actively introduced or on the horizon and multiple social, political and economic 

pressures on children and society, policy and practice to combat technology-facilitated 

CSEA must remain fit for purpose now and in the future. 

Principle 6: Embrace a child rights approach 

Interventions and policies to address technology-facilitated CSEA should be grounded 

in a holistic child rights approach, as articulated in the United Nations Convention on 

the Rights of the Child (UNCRC) and General comment No. 25 on children’s rights in 

relation to the digital environment. Such an approach must encompass all their rights, 

including privacy, freedom of expression, participation in the digital world and decision-

making processes that impact their lives. 
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1. INTRODUCTION 

On the first day of 2024, it was reported that a 15-year-old girl in the UK had become what is 

believed to be the first known victim of rape in an immersive video game in the Metaverse.1 

Soon after, the Internet Watch Foundation2 reported a significant and growing threat where 

Artificial Intelligence (AI) is used to produce child sexual abuse material (CSAM). Evidence of 

sexual risks and harms facilitated in one way or another by the use of technology and affecting 

children worldwide continues to mount, along with the need for practitioners to agree on how 

to define and understand these problems.3  

The increasing acknowledgement of its impact on children, and indeed all victims, and its 

relationship to other forms of violence is reflected in how technology-facilitated CSEA is 

explicitly referred to in international treaties, instruments and policies, as well as national and 

regional commitments, policies and practices in different geographical and regional contexts. 

Significant initiatives exist at the regional level, such as the Regional Plan of Action for the 

Protection of Children from All Forms of Online Exploitation and Abuse adopted by the 

Association of Southeast Asian Nations (ASEAN),4 and the national level, such as the Tunisian 

National Plan of Action to End Online Violence Against Children5 or the Kazakhstan 3 year action 

plan.6 Spanning Global North and South countries, this reflects a global momentum to protect 

children from violence, including technology-facilitated CSEA. 

While various important initiatives have contributed conceptual clarity regarding forms of 

technology-facilitated CSEA,7 the pace of technological change and evolving online risks have 

pressurised shared understandings achieved thus far. This has consequences for how law and 

policymakers design and implement preventive and responsive measures and, consequently, 

how technology-facilitated CSEA is addressed more broadly. Hence, this report follows the 

United Nations (UN) Special Rapporteur on the sale, sexual exploitation and sexual abuse of 

children,8 as well as the forthcoming revision of the Luxembourg Guidelines in referring to 

technology-facilitated child sexual exploitation and abuse. Avoiding technological determinism, 

this terminology highlights the role of human actors in using technology and that of businesses 

 
1 Sales (2024). 
2 IWF (2024b). 
3 ECPAT International (2022b, c, d); ECPAT International and UNICEF Office of Research – Innocenti (2022); INTERPOL (2023); UNICEF 

Office of Research – Innocenti (2022a, b); UNICEF Innocenti – Global Office of Research and Foresight (2023a, b); UNICEF Innocenti – 

Global Office of Research and Foresight & ECPAT International (2023). 
4 See https://asean.org/wp-content/uploads/2021/11/4.-ASEAN-RPA-on-COEA_Final.pdf  
5 MFFES & UNICEF (2024). 
6 See Government of Kazakhstan (2023). In Kazakhstan, online protection, including the collection of nationally representative data, 

is included in the Comprehensive Plan on the Protection of Children from Violence, Suicide Prevention Ensuring their Rights and 

Well-being for 2023 to 2025. 
7 See, for example, ECPAT International (2016). An updated version of the Luxembourg Guidelines was finalised in October 2024.  
8 UNGA (2024). 

https://asean.org/wp-content/uploads/2021/11/4.-ASEAN-RPA-on-COEA_Final.pdf
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in designing and deploying technology. It also highlights the significant continuities between 

CSEA online and offline.9  

1.1. Aim and objectives 

This report explores how key stakeholders navigate and understand the various definitions, 

measures and classifications of technology-facilitated CSEA before proposing a holistic child 

rights approach. The analysis critically unpacks the disagreements that experts face when 

addressing technology-facilitated CSEA and how these impact definitions, classifications and 

methodologies employed by researchers, policymakers, law enforcement and others.  

We then propose principles for understanding and approaching technology-facilitated CSEA, 

which build on the considerable achievements of the last two decades in putting the topic of 

technology-facilitated CSEA on global and national political agendas. The principles also aim to 

complement existing and ongoing interventions to sharpen our understanding of and 

approaches to technology-facilitated CSEA in diverse contexts. 

These principles seek to reconcile the complexities practitioners face through a holistic child 

rights approach based on the UN Convention on the Rights of the Child (UNCRC) and General 

comment No. 25 on children’s rights in relation to the digital environment.10 

1.2. Target audience 

This report and the principles it develops are intended for researchers, policymakers and 

practitioners involved in identifying, preventing and responding to technology-facilitated CSEA. 

Since understanding technology-facilitated CSEA requires in-depth knowledge and 

understanding of child protection, digital technologies, and internet governance, we believe 

that the principles are a helpful entry point for understanding this critical challenge and 

relevant children’s rights considerations. This may include audiences who are new to the topic, 

either because they have limited expertise in child protection or because they have limited 

expertise in the ‘tech’ aspect of technology-facilitated CSEA – such as helpline volunteers, early 

career researchers, government employees newly tasked with work in this field, and others. It 

may also include stakeholders with substantial expertise in specific domains since, as we show, 

what seems obvious to one expert may be unfamiliar to another. We seek to show how these 

differences in perspective may be resolved through a holistic children’s rights approach. 

 
9 When we began this research, we used the term ‘online child sexual exploitation and abuse’ but found this term is poorly 

understood and contested insofar as ‘online’ does not adequately capture the range of contexts and dynamics that increasingly 

characterise individuals’ experiences online or the wide range of devices and technologies through which CSEA can occur (ECPAT 

International, 2022a). 
10 5Rights Foundation (2021); UN (2021). 
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Toolbox for Measuring Online Child Sexual Exploitation and Abuse 

This report contributes to this toolbox, funded by the UK National Research Centre on 

Privacy, Harm Reduction and Adversarial Influence Online (REPHRAIN).11 The aim was to 

examine differences, commonalities, gaps and barriers regarding the conceptualisation, 

classification and measurement of technology-facilitated CSEA in policy processes and large-

scale surveys. 

Led by Dr Amy Orben (University of Cambridge), the project leveraged two unique and 

comparable cross-national datasets that capture children’s experiences of online risks: 

Disrupting Harm12 and Global Kids Online.13 It aimed to understand and measure 

technology-facilitated CSEA by elucidating the role of different risk factors in experiencing 

and reporting ‘online child sexual exploitation and abuse’,14 advancing the conceptual 

understanding of online child sexual exploitation and abuse, and validating existing 

measurements in global populations to improve the future study of these harms. 

Work package 1 investigated how community (macro) and individual (micro) risk and 

protective factors predict the experience and disclosure of online sexual risks and harm by 

analysing the Disrupting Harm dataset developed by UNICEF Innocenti - Global Office of 

Research and Foresight, ECPAT and INTERPOL. It examined the demographic and country 

factors shaping children’s experiences of a range of online sexual risks and harm across 27 

countries. It provides a detailed statistical account of the distribution of nine specific 

measures of the incidence of these risks and harms reported by children.15 

Work package 2 examined the quality, validity and reliability of survey questions used in 

Disrupting Harm to capture different forms of technology-facilitated CSEA reporting 

measures across various countries and different child demographics. These investigations 

have enabled the development of an evaluation report of measures, the sharing of an 

analytical code for the analysis of measurement tools and a living best practice toolbox to 

measure technology-facilitated CSEA.16  

Work package 3 (this report) builds on the other work packages to develop a deliverable 

demonstrating best practice understanding of conceptualising, classifying and measuring 

technology-facilitated CSEA for research, policy and practice. It began with the idea of 

proposing an evidence-based classification of forms of child online sexual risks or harm. 

Informed by the analysis of Disrupting Harm and related surveys of children’s online 

experiences and drawing on interviews with key policymakers concerned with addressing and 

combating technology-facilitated CSEA, this report develops six principles for researchers, 

policymakers and practitioners to guide future interventions. 

 
11 See www.rephrain.ac.uk 
12 See https://safeonline.global/disrupting-harm  
13 See http://globalkidsonline.net  
14 The project’s work packages 1 and 2 originally used the term ‘online child sexual exploitation’, reflecting usage in the Disrupting 

Harm project. This report, the outcome of work package 3, was specifically devoted to exploring the definitional differences 

represented in the field. Our present analysis led us to prefer ‘technology-facilitated child sexual exploitation and abuse’.  
15 Ghai et al. (in preparation). 
16 Richards et al. (2024). 

https://safeonline.global/disrupting-harm/
http://globalkidsonline.net/
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1.3. Research methodology 

Expert interviews 

Expert interviews were the primary method to explore how key global experts understand, 

interpret and make meaning of technology-facilitated CSEA. We interviewed ten senior experts 

from global intergovernmental agencies, academic institutions, child helplines, organisations 

responsible for addressing risks associated with technology-facilitated CSEA and key 

practitioners working on related policy reforms in diverse contexts. Semi-structured individual 

interviews enabled participants to discuss the problem from their unique perspectives.17  

Analysis 

We used thematic analysis to analyse perceptions of relevant practices in the interview 

transcripts. This helped to derive meaning from the cases by identifying and describing (implicit 

and explicit) ideas or themes ‘in rich detail’.18 Also, documentary sources were drawn on as 

needed and as referred to in the interviews. All this informed the development of the principles 

to bridge identified points of disagreement. 

Consultation to develop the principles  

Informed by the project methods, we iteratively derived and discussed the principles during 

2024. To complement our interviews, where most interviewees came from Global North 

contexts, an international high-level multistakeholder consultation was held on 30 July 2024, 

including stakeholders from both Global South and Global North contexts.19 This aimed to: 

• Benefit from a diverse range of views informed by different interests and stakeholder 

priorities and identify difficulties in addressing technology-facilitated CSEA. 

• Gather input on the proposed principles' content, shape their wording, anticipate how 

they might be used by different stakeholders in diverse regions, and collect examples of 

each of the principles in action. 

 
17 Kvale & Brinkmann, 2008, 
18 Della Porta & Keating (2008, p. 31). The overarching themes in the topic guide were used to code each transcript using software 

(NVivo). We refined our codes by identifying patterns and consolidating or removing codes until we were satisfied that our 

codebook was telling useful stories relevant to our research problem. We identified three overarching themes, (i) current 

definitions; usefulness of definitions; related challenges; specific responses; (ii) dimensions of technology-facilitated CSEA, including 

abuse, violence and exploitation, the online/digital dimension and related challenges; (iii) actors implicated in technology-facilitated 

CSEA: the ‘child’; the adult perpetrator; related challenges (including age of consent and determining intention). 
19 In total 15 experts (excluding the research team) participated in this consultation, representing different regions of the world 

including East Asia, Southern Africa, Europe and North America, the UK and several working across the globe. Participants were 

drawn from the child rights sector (including the Committee on the Rights of the Child and the Special Representative of the 

Secretary-General for the Optional Protocol to the Convention on the Rights of the Child on the sale of children, child prostitution 

and child pornography), violence against children and relevant researchers, law enforcement and child protection practitioners, as 

well as those involved in the 2024 revision of the Luxembourg Guidelines (see Acknowledgements). 



Guiding principles for addressing technology-facilitated child sexual abuse and exploitation 

  
10 

Ethics 

The LSE Research Ethics Committee approved the project. The nature and purpose of the 

research were explained to participants when we reached out to request an interview. Before 

the agreed interview, we sent participants a consent form developed following LSE and 

REPHRAIN ethical guidance, which contained an information sheet about the intended 

research. Participants were asked to sign this form before or after the interview. When the 

interviews started, the project’s purpose was reiterated to participants.20 Before asking 

questions in the interview guides, participants could ask about the research and other ethical 

considerations. Regarding documents, we only relied on publicly available sources. 

1.4. Structure of the report 

In the next section (Section 2), we describe the landscape which frames current understandings 

of technology-facilitated CSEA. It considers how diverse actors and key documents describe 

difficulties in defining and understanding technology-facilitated CSEA and how these difficulties 

might translate to reporting and measuring technology-facilitated CSEA. Section 3 presents 

findings from interviews with key experts working on conceptualising, measuring and 

addressing technology-facilitated CSEA, followed by our proposed guiding principles for 

addressing technology-facilitated CSEA (Section 4). The report concludes in Section 5. 

2. CURRENT KNOWLEDGE 

2.1. Defining technology-facilitated CSEA in 

international law and policy 

The scope of technology-facilitated CSEA varies considerably. Several key sources conceptualise 

the sexual abuse and exploitation of children within the broader international legal and policy 

landscape of children’s rights.  

• The United Nations Convention on the Rights of the Child (UNCRC) (1989),21 in its Article 

34, requires states to ‘protect the child from all forms of sexual exploitation and sexual 

abuse’, and it makes specific reference to preventing ‘the exploitative use of children in 

pornographic performances and materials’. The UNCRC itself does not define the terms 

‘sexual abuse’, ‘sexual exploitation’ or ‘pornographic performance’. 

 
20 Allmark, et al. (2009). 
21 Bulger et al. (2017). 



Guiding principles for addressing technology-facilitated child sexual abuse and exploitation 

  
11 

• A working group was established to develop an Optional Protocol to the UNCRC 

focusing on sexual exploitation and abuse,22 resulting in the adoption of the Optional 

Protocol to the Convention on the Rights of the Child on the sale of children, child 

prostitution and child pornography (OPSC) (2000). The OPSC elaborates on different 

forms of sexual exploitation and abuse, defining the term ‘child pornography’ as ‘any 

representation, by whatever means, of a child engaged in real or simulated explicit 

sexual activities or any representation of the sexual parts of a child for primarily sexual 

purposes.’ It is important to note that the Committee on the Rights of the Child 

endorsed a terminology shift away from ‘child pornography’ towards terms such as 

‘child sexual abuse material’, in one with conceptual developments among international 

actors.23 

• In 2007, the Council of Europe Convention on the protection of children against sexual 

exploitation and sexual abuse (CETS No. 201, also known as the Lanzarote 

Convention)24 required the criminalisation of all kinds of sexual offences against 

children. It defines ‘child sexual abuse’ as sexual activities with a child who has not 

reached the legal age for sexual activities. Exploitation, in turn, is not explicitly defined in 

the Convention but is used in the context of various offences relating to ‘child 

prostitution’, ‘child pornography’ or ‘solicitation’ of children. 

• In its 2019 Guidelines regarding the implementation of the Optional Protocol to the 

Convention on the Rights of the Child on the sale of children, child prostitution and child 

pornography,25 in addition to the criminalisation of ‘child pornography’, the Committee 

on the Rights of the Child drew attention to other forms of technology-facilitated CSEA 

that require dedicated attention in the context of the OPSC, such as grooming or sexual 

extortion. Here, we can see how the UN Committee on the Rights of the Child developed 

its understanding of concepts such as ‘child pornography’, ‘child sexual abuse material’ 

and child sexual exploitation as technology rapidly increased the ways that children can 

be abused and exploited.  

• In 2021, the UN Committee on the Rights of the Child adopted General comment No. 25 

on children’s rights in relation to the digital environment (CRC/C/GC/25)26 to guide 

relevant legislative, policy and other measures needed to ensure compliance with 

obligations under the UNCRC and its Optional Protocols concerning the digital 

environment. It contains multiple mentions of technology-facilitated CSEA-related risks 

 
22 Witting (2022). 
23 Committee on the Rights of the Child, Guidelines regarding the implementation of the Optional Protocol to the Convention on the 

Rights of the Child on the sale of children, child prostitution and child pornography, CRC/C/156, para. 60. See also the Luxembourg 

Guidelines, 2016.  
24 See www.coe.int/en/web/children/lanzarote-convention 
25 Ibid.  
26 UN (2021). See also www.ohchr.org/en/documents/general-comments-and-recommendations/general-comment-no-25-2021-

childrens-rights-relation  

http://www.coe.int/en/web/children/lanzarote-convention
http://www.ohchr.org/en/documents/general-comments-and-recommendations/general-comment-no-25-2021-childrens-rights-relation
http://www.ohchr.org/en/documents/general-comments-and-recommendations/general-comment-no-25-2021-childrens-rights-relation
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and imposes associated obligations for Member States;27 it does not explicitly define 

‘sexual abuse’ or ‘sexual exploitation’ in the digital environment.  

On a regional level, several organisations have incorporated definitions of child sexual 

exploitation and abuse in various conventions and other documents.  

• The African Charter on the Rights and Welfare of the Child (ACRWC) requires states to 

take measures to prevent ‘the use of children in pornographic activities, performances 

and materials’ (Article 27). The definition is almost identical to Article 34 of the UNCRC. 

However, the ACRWC does not refer to the ‘use of children’ as ‘exploitative’. In its General 

comment No. 7 on Article 27 of the ACRWC on sexual exploitation,28 the African Committee 

of Experts on the Rights and Welfare of the Child (ACERWC) defines child sexual 

exploitation and abuse as ‘any actual or attempted abuse of a position of authority, 

differential power or trust, for sexual purposes, including but not limited to profiting 

monetarily, socially or politically from the sexual exploitation of another’. Sexual 

exploitation of children can be commercial or non-commercial. It may include 

‘exploitation of children in prostitution, the use of children in pornography, child 

trafficking for sexual exploitation and child marriage’. The General comment defines 

technology-facilitated child sexual exploitation as ‘all acts of a sexually exploitative 

nature carried out against a child that have, at some stage, a connection to the online 

environment.’ 

• One of the most influential global efforts at harmonising terms and definitions related 

to child protection is the Terminology guidelines for the protection of children from 

sexual exploitation and sexual abuse (known as the Luxembourg Guidelines),29 an 

initiative by 18 international partners and led by ECPAT International.30 The Guidelines 

aim to facilitate agreement among a multitude of actors (such as UN entities, 

international child rights non-governmental organisations (NGOs) and international and 

regional law enforcement agencies) regarding what terms to use to describe different 

forms of sexual exploitation and sexual abuse of children. They define ‘online child 

sexual abuse’ as ‘any form of sexual abuse of children … which has a link to the online 

environment’ and ‘online child sexual exploitation’ as ‘the use of the internet as a means 

to exploit children sexually’. The forthcoming second edition of the Luxembourg 

Guidelines regards the term as having ‘a generally agreed meaning’. Note that ‘special 

attention should be paid’ when using the term ‘online child sexual abuse.’ The guidelines 

will refer to technology-facilitated CSEA as the preferred terminology in the forthcoming 

edition. This terminological shift away from ‘online child sexual exploitation and abuse’ 

 
27 See, for example, paras 2, 25, 71 and 81. 
28 ACERWC, General Comment No. 7 on Article 27 of the ACRWC (2021). 
29 ECPAT International et al. (2017). 
30 ECPAT International (2016). 

https://www.acerwc.africa/sites/default/files/2022-09/General-Comment-on-Article-27-of-the-ACRWC_English_0.pdf
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denotes how the term ‘online’ fails to capture the full breadth of ways through which 

technologies facilitate child sexual exploitation and abuse.  

• The Tech Coalition, a membership-based organisation for technology companies that 

focuses on various activities to ‘protect children online’,31 uses the term ‘online child 

sexual exploitation and abuse’, which is defined as ‘the usage of the internet or 

communication technologies to facilitate the sexual abuse of children and adolescents.’ 

It does not, therefore, mention ‘exploitation’ in its definition. It provides examples of 

online child sexual exploitation and abuse, namely ‘grooming, sexual extortion, sexting, 

live streaming, perceived first-person (often called “self-generated”), and child sexual 

abuse materials (CSAM)’. In respect of the latter, it further elaborates that although 

‘there is no single legal definition for online CSAM, this term – which is still legally known 

as child pornography in the USA – generally refers to sexually explicit imagery involving 

a child.’ 

• The WeProtect Global Alliance32 is a global and multistakeholder alliance of actors 

addressing technology-facilitated CSEA, including governments, private sector 

companies, civil society organisations and intergovernmental organisations. In its 

annual Global Threat Assessment report,33 it defines ‘child sexual exploitation and abuse 

online’ as ‘child sexual [exploitation and] abuse that is partly or entirely facilitated by 

technology, i.e. the internet or other wireless communications’. It situates CSEA slightly 

differently than other organisations within the context of digital environments, 

explaining: ‘We use the term child sexual exploitation and abuse online, or “internet-

enabled abuse”, and not online child sexual exploitation and abuse to avoid 

characterising abuse online as distinct from abuse offline, since for victims the abuse is 

often not confined to the online realm.’34 Over 40 countries have implemented 

WeProtect’s Model National Response (MNR), which guides multi-stakeholder country 

responses to technology-facilitated CSEA encompassing six elements: legislation and 

policy frameworks; prevention strategies; law enforcement training; collaboration with 

the private sector; data collection and research; and victim support services.35 The MNR 

thereby outlines the infrastructure needed for effective protection and response.  

  

 
31 See www.technologycoalition.org/the-issue 
32 See www.weprotect.org 
33 WeProtect Global Alliance (2023). 
34 Ibid. 
35 https://www.weprotect.org/framing-the-future/ 

http://www.technologycoalition.org/the-issue
http://www.weprotect.org/
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General comment No. 25 includes the following on technology-facilitated CSEA 

On violence, exploitation and abuse 

Children should be protected from all forms of exploitation prejudicial to any aspects 

of their welfare in relation to the digital environment. Exploitation may occur in many 

forms, such as economic exploitation, including child labour, sexual exploitation and 

abuse, the sale, trafficking and abduction of children and the recruitment of children to 

participate in criminal activities, including forms of cybercrime. (para. 112) 

States parties should take legislative and administrative measures to protect children 

from violence in the digital environment, including the regular review, updating and 

enforcement of robust legislative, regulatory and institutional frameworks that protect 

children from recognized and emerging risks of all forms of violence in the digital 

environment. (para. 82) 

On the role of the business sector 

The business sector, including not-for-profit organizations, affects children’s rights 

directly and indirectly in the provision of services and products relating to the digital 

environment. Businesses should respect children’s rights and prevent and remedy 

abuse of their rights in relation to the digital environment. States parties have the 

obligation to ensure that businesses meet those responsibilities. (para. 35) 

On children’s rights to privacy 

Privacy is vital to children’s agency, dignity and safety and for the exercise of their 

rights. (para. 67) 

Interference with a child’s privacy is only permissible if it is neither arbitrary nor 

unlawful. Any such interference should therefore be provided for by law, intended to 

serve a legitimate purpose, uphold the principle of data minimization, be 

proportionate and designed to observe the best interests of the child and must not 

conflict with the provisions, aims or objectives of the Convention. (para. 69) 

On children’s right to freedom of expression 

Content controls, school filtering systems and other safety-oriented technologies 

should not be used to restrict children’s access to information in the digital 

environment; they should be used only to prevent the flow of harmful material to 

children. Content moderation and content controls should be balanced with the right 

to protection against violations of children’s other rights, notably their rights to 

freedom of expression and privacy. (para. 56) 

Any restrictions on children’s right to freedom of expression in the digital environment, 

such as filters, including safety measures, should be lawful, necessary and 

proportionate. The rationale for such restrictions should be transparent and 

communicated to children in age-appropriate language. (para. 59) 



Guiding principles for addressing technology-facilitated child sexual abuse and exploitation 

  
15 

2.2. Evidence of technology-facilitated CSEA  

Society’s ability to report, detect and monitor these risks is improving.36 However, sustaining a 

global evidence base for technology-facilitated CSEA remains challenging, given differences in 

language, conceptualisation, measurement and reporting, as well as ethical, definitional, 

cultural and sociopolitical concerns.37  

Insights from reports to helplines and related statistics  

Reporting statistics, whether to CSAM hotlines or child helplines, and national crime statistics, 

provide essential indications of reporting trends. The Internet Watch Foundation (IWF) reports 

that they received and assessed 392,665 reports of suspected CSAM in 2023, while 275,652 

URLs were confirmed to contain CSAM.38 The IWF defines the term CSAM term as ‘images or 

videos that show the sexual abuse of children’ without further explaining which actions the 

term ‘sexual abuse of children’ includes.  

The National Center for Missing & Exploited Children (NCMEC), a US-based child protection 

organisation, reports that in the same period, their CyberTipline fielded 36.2 million calls 

relating to suspected technology-facilitated CSEA, of which 99 per cent were related to 

suspected CSAM.39 NCMEC defines the term ‘sexual exploitation’ broadly, stating that sexual 

exploitation of children includes ‘nudes or sexual images/videos of a child; someone chatting 

online with a child about sex; sexual abuse of a child that occurs offline; someone seeking or 

offering a child for sexual acts in exchange for something of value (e.g., money, food, gas, 

shelter, clothing, drugs); unwanted sexual emails or texts either involving children or sent to a 

child; websites or domains that contain sexual content but have similar names or URLs to 

mainstream sites that may be misleading to children; websites or domains that have sexual 

content (words or images) embedded in them which minors might see.’  

Child Helpline International,40 an organisation with over 150 child helpline members in more 

than 130 countries, defines the term ‘online sexual exploitation and abuse’ as ‘all acts of a 

sexually exploitative nature carried out against a child that is at some stage connected to the 

online environment’.41 The term is explicitly distinguished from ‘online child sexual abuse’ in 

that it contains ‘an underlying notion of exchange, for example, money, food, accommodation, 

drugs, affection, gifts, etc.’ It defines child sexual abuse separately as ‘the involvement of a child 

in sexual activity that they do not fully comprehend, that they are unable to give consent to, 

that they are not developmentally prepared for and/or is in violation of law.’ 

 
36 ECPAT International (2020a). 
37 See, for example, Child Helpline International (2023); Finkelhor et al. (2023a); Ghai et al. (2022); Martin et al. (2023); UNGA 

(2023a); UNICEF Office of Research – Innocenti (2022b); WHO (2022).  
38 IWF (2024a). 
39 See NCMEC’s reporting statistics here: https://www.missingkids.org/cybertiplinedata  
40 See https://childhelplineinternational.org 
41 Child Helpline International (2023). 

https://www.missingkids.org/cybertiplinedata
https://childhelplineinternational.org/


Guiding principles for addressing technology-facilitated child sexual abuse and exploitation 

  
16 

All these sources provide valuable insights into the scale of technology-facilitated CSEA. 

However, the different definitions and measures employed to measure and define such reports 

vary significantly.42 These differences impede the assessment of the prevalence and 

classifications of forms of technology-facilitated CSEA. Changes over time (trends) may be 

indicative of public recognition of the harms or awareness of reporting systems or mechanisms 

and take-up of those mechanisms rather than an accurate depiction of the actual prevalence.43 

However, national crime statistics usually grossly underrepresent actual prevalence as they 

show the cases that reach the criminal justice system based on national definitions of criminal 

behaviour, which may not align with internationally recognised forms of exploitation and 

abuse.44  Further, national definitions and provisions of criminal behaviour often fail to 

encompass technology-facilitated CSEA cases that have an online and offline element, and such 

cases might be solely recorded as a contact offence (e.g., rape), thereby neglecting the online 

component. In short, there are difficulties in capturing the full extent of technology-facilitated 

forms of exploitation and abuse in criminal justice statistics, particularly in countries that have 

yet to develop the necessary dedicated criminal provisions.45  

Qualitative research insights into the views and experiences of victims 

Research with adults and children who have experienced technology-facilitated forms of CSEA 

provides essential insight into their framing of these experiences. Qualitative studies that 

illustrate the contexts and circumstances of children’s experiences and strategies related to 

incidents of exploitation and abuse are important in identifying children’s priorities for action 

while also exemplifying the complexities of these issues.46 An interview study with 33 young 

people in five different countries conducted as part of the Disrupting Harm project illustrates 

how the risks young people face when online are shaped by their specific socioeconomic, 

cultural and individual circumstances—including previous experiences of violence, abuse and 

other vulnerabilities.47 The same study shows how experiences of exploitation and abuse can 

sometimes be complexly entangled with enjoyable, exciting and positive exchanges online until 

they are not, and the situation becomes abusive. 

A recent qualitative study with 604 children from seven countries,48 including high-, middle- and 

low-income settings, illustrates children’s experiences of online grooming in their everyday 

 
42 For example, NCMEC includes websites depicting sexual content in its definition of sexual exploitation of children, which does not 

fall under the narrower definitions established by Child Helpline International. In addition, the IWF does not include an element of 

‘exploitation’ in its definition of ‘child sexual abuse imagery’, whereas Child Helpline International provide separate definitions of 

exploitation and abuse.  
43 Conversely, declining reports made over time may be a reflection of the actual prevalence, or could be reflecting a lack of trust or 

faith in the system or declining awareness of the mechanism. In short, while data from hotlines or helplines might provide some 

indication of technology-facilitated CSEA in society, they cannot be deemed reliable or accurate depictions of the status quo.  
44 INTERPOL (2023). 
45 Ibid. 
46 ECPAT International (2022a). 
47 ECPAT International (2022a). 
48 Third et al. (2024). 
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digital activities. The study illustrates how children navigate these risks and identifies ways that 

protections can be developed and improved based on children’s actual use of various 

platforms in different countries, including their strategies to mitigate risks. This study, like other 

research, including from the Disrupting Harm project, shows that children more often 

experience abuse by people they know rather than unknown people on the internet.49 They 

noted cultural differences between the countries, for instance, in how they define strangers 

online and respond to encounters with unknown people online. Delving into children’s lived 

experiences identifies the need for sensitive approaches that consider children’s ways of 

navigating and understanding the risks and harms they are exposed to online and beyond.  

Acknowledging victims’ voices 

Canadian Centre for Child Protection: This study documents the lived experiences of 281 

victims of CSAM, illustrating the difficulties victims face when reporting these instances to 

service providers and the consequences of companies’ inaction. These detailed victim 

testimonies provide actionable insights to reduce harm to children online, as they describe 

the technologies that facilitate the abuse they have faced, as well as the consequences of 

companies’ inaction: 

‘You can’t delete or remove videos on the internet once they’re there, someone is always 

going to have a copy… It has always felt like I can do nothing about it and I doubt anything 

would come out of it. You can request removal but at least one paedophile has probably 

saved it.’50 

‘I have [reported child sexual abuse material] a few times off YouTube. ABSOLUTELY NO 

RESPONSE.’51 

‘It’s a slap in the face having companies cite user privacy when refusing to take down the 

material. You’d think that child sexual abuse material would be an exception to privacy laws, 

but I guess not.’52 

Disrupting harm: The experiences victims share show how technology-facilitated CSEA 

tends to be intertwined with in-person abuse throughout a continuum of abuse. Their 

stories reveal their contexts of vulnerability to technology-facilitated CSEA and where efforts 

and support are needed:  

‘No, I did not [tell my mother] because I was afraid because my mom had warned me not to 

communicate with people that I do not know on social media, so I was afraid that she will 

criticise me for doing that. I had to be my own rock, ma’am.’53 

 

 
49 UNICEF Innocenti – Global Office of Research and Foresight (2023b). 
50 Canadian Centre for Child Protection (2024, p. 9). 
51 Ibid, p 13. 
52 Ibid. 
53 ECPAT International (2022a, p. 22). 
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Quantitative insights from representative survey research 

The available evidence of the incidence, nature and scale of technology-facilitated CSEA 

indicates that the problem is worsening.54 Specifically, there have been improvements in survey 

methods with children to understand their experiences of technology-facilitated CSEA, most 

notably through the Disrupting Harm project.55 Tech companies have also developed 

monitoring and research on the prevalence of CSEA on their platforms, although these are 

seldom made public.56  

Recent reports indicate that hundreds of millions of children have experienced some form of 

technology-facilitated CSEA in the past year. A recent meta-analysis of 125 studies conducted in 

57 countries estimated that 1 in 8 children globally have been subjected to online solicitation in 

the past 12 months, and 1 in 8 have also experienced non-consensual taking, sharing or 

exposure to sexual images. 57 

Different measurement methods (e.g., counting offences, perpetrators, victims/survivors or 

materials)58  result in varying prevalence estimates across research teams and countries. Some 

research continues to conflate risk and harm59  in measuring technology-facilitated CSEA, 

undermining the accuracy of estimates made. 60 Cultural differences and cultural stigma 

regarding sexual exploitation and abuse also influence respondents’ answers to survey 

questions. Too often, individual measures are insufficiently grounded within the relevant 

contextual and cultural values and understanding of language and terminology across 

geographies. This may be as simple as the interpretation of ‘sexual pictures’, which may 

assume different meanings in different contexts, ranging from depictions of genitalia or sexual 

activity in one context to lingerie adverts in others.61 The assumptions based on those simple 

measures may thus be undermined by a lack of the contextual information required to fully 

understand the experience and the potential or likelihood for harm to result from that 

experience.  

Disrupting Harm is a research project conducted as a partnership between UNICEF Innocenti—

Global Office of Research and Foresight with ECPAT International and INTERPOL, funded by the 

Safe Online Initiative and building in part on measures developed by Global Kids Online.62 Its 

survey questionnaire has proposed a solution to the above methodological challenges by 

 
54 See, for example, Colburn et al. (2023); Finkelhor et al. (2023a). 
55 See UNICEF Office of Research – Innocenti (2022b). Read more about the Disrupting Harm research project at 

https://safeonline.global/disrupting-harm 
56 A part of the increase in known cases may result from increased active detection of technology-facilitated CSEA and improved 

reporting mechanisms. This is partly due to more stringent regulations that require companies to publish transparency reports or to 

undertake child rights due diligence or otherwise incentivise companies to detect and report harm proactively. On the other hand, 

recent technological developments have also increased the ease by which CSEA can be spread through encrypted channels. 
57 Childlight (2024). 
58 Quayle (2021). 
59 Livingstone (2013). 
60 Stoilova, Livingstone & Khazbak (2021). 
61 See, for example, UNICEF East Asia and Pacific & Centre for Justice and Crime Prevention (2020). 
62 Stoilova, Livingstone & Kardefelt-Winther (2016). 

https://safeonline.global/disrupting-harm/
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including in its measurement of technology-facilitated CSEA a set of questions that could be 

asked directly of children and that are designed to capture behaviours that appear, at face 

value, clearly harmful to a child, and that in most jurisdictions would be considered illegal. The 

survey items were also designed in a way that recognises that sexual risks do not inherently 

equal sexual harm but will vary, and the degree of harm caused will depend on the child’s life 

circumstances. The result is the most sizable, robust and comparable dataset relating to 

children’s experiences of technology-facilitated CSEA. 

The Disrupting Harm dataset currently includes 12 countries – and 11,912 children63 (in Eastern 

and Southern Africa and Southeast Asia).64 UNICEF Innocenti—Global Office of Research and 

Foresight conducted nationally representative household surveys to collect data from 1,000 

children aged 12 to 17 and 1,000 caretakers per country. The research examined children’s 

exposure to each of nine key measures of online sexual risks and harms, as shown in Table 1.  

Table 1: Nine Disrupting Harm measures 

 
63 ECPAT International (2022a, b, c, d); ECPAT International and UNICEF Office of Research – Innocenti (2022); INTERPOL (2023); 

UNICEF Office of Research – Innocenti (2022a, b); UNICEF Innocenti – Global Office of Research and Foresight (2023a, b); UNICEF 

Innocenti – Global Office of Research and Foresight & ECPAT International (2023). 
64 Data collection for another 11 countries (in the Middle East and North Africa, Eastern Europe, Latin America and South Asia) is 

underway for 2024/5. 

a) Unwanted sexual comments 

“Someone made sexual comments about 

me (e.g. jokes, stories or comments 

about my body, appearance or sexual 

activities) that made me feel 

uncomfortable.” 

b) Unwanted sexual images 

“Someone sent me sexual images I did 

not want.” 

c) Unwanted sexual talk 

“I have been asked to talk about sex or 

sexual acts with someone when I did not 

want to.” 

d) Unwanted sexual act requests 

“I have been asked by someone to do 

something sexual when I did not want 

to.” 

e) Solicited sexual images/videos 

“I have been asked for a photo or video showing 

my private parts when I did not want to.” 

f) Commercial images/videos 

“Someone offered me money or gifts in return for 

sexual images or videos.” 

g) Non-consensual image sharing 

“Someone shared sexual images of me without 

my consent.” 

h) Commercial sexual act requests 

“Someone offered me money or gifts to meet 

them in person to do something sexual.” 

i) Sexual extortion 

“Someone threatened or blackmailed me to 

engage in sexual activities.” 
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It also examined the likelihood of children disclosing such experiences to the police, helplines, a 

friend, parent, guardian or other responsible adult, together with the patterning of these 

results by different demographic and sociocultural factors. 

The first two work packages of the Toolbox for Measuring Online Child Sexual Exploitation and 

Abuse project (of which this report is the third work package) analysed the data generated by 

these nine survey questions to identify the robustness of the measures and determine whether 

the findings could predict children’s experience and reporting of online sexual risks and harms. 

Work package 165 analysed individual demographics (age, gender) and country correlates of the 

measures used in the Disrupting Harm surveys in these 12 countries. The findings show that up 

to 20 per cent of children who use the internet in these countries said ‘yes’ to at least one of 

measures f, g, h or i.66 When examining any or all of the nine measures, Ghai and colleagues 

found a weighted estimate of 17 per cent, one out of six children self-reporting experiencing 

any of these measures (from a to i).67 Further, older children were more likely to report such 

experiences than younger children, but there was no statistical difference by gender.68 

2.3. Classifying forms of technology-facilitated 

CSEA 

There is considerable divergence in the conceptualisation and measurement of technology-

facilitated CSEA, yet the need for terminological clarity is widely acknowledged. The UN’s World 

Health Organization (WHO), for instance, warns that definitional and conceptual discrepancies 

may not only ‘confuse stakeholders about where to look or what goals and topics are being 

addressed by various programmes’ but ‘is a clear impediment to progress, the accumulation of 

knowledge, and programme development, adoption, and dissemination’.69 Similarly, UNICEF 

acknowledges the difficulty in measuring the prevalence and nature of violence against 

children since there is no agreed operational definition at the international level.70 Without 

agreement and alignment on how technology-facilitated CSEA and related risks might be 

understood, identified or defined, it can be difficult to appropriately and responsibly deal with 

or manage associated risks related to technology-facilitated CSEA. 

 
65 Ghai et al. (in preparation). 
66 ECPAT International (2022b, c, d); ECPAT International and UNICEF Office of Research – Innocenti (2022); INTERPOL (2023); 

UNICEF Office of Research – Innocenti (2022a, b); UNICEF Innocenti – Global Office of Research and Foresight (2023a, b); UNICEF 

Innocenti – Global Office of Research and Foresight & ECPAT International (2023). For results from each country, see 

https://safeonline.global/disrupting-harm  
67 Ghai et al. (in preparation). 
68 When looking at the interaction between age and gender, older girls reported slightly more risks compared with boys. When 

looking at country differences, the rates of online sexual risks and harms varied between countries, ranging from an estimated 0.3 

per cent of digitally connected children in Vietnam to 29 per cent in the Philippines. As noted elsewhere, caution is needed, given 

that cultural factors may result in under-reporting in certain countries (Ghai et al., in preparation). 
69 WHO (2022). 
70 UNICEF (2023). 

https://safeonline.global/disrupting-harm
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Against this background, several interventions have been undertaken to address this issue. As 

mentioned, one of the critical interventions on terminology around child sexual exploitation 

and abuse is the so-called Luxembourg Guidelines. Initially published in 2016, the Guidelines aim 

to provide ‘universal’ language for terms commonly used in the context of sexual exploitation 

and sexual abuse of children. They review the meaning of each term from a linguistic point of 

view and recommend which terms should be avoided or where there is a need for caution in 

using a particular term. The guidelines are under review and will likely be published towards 

the end of 2024.  

Further, in 2023, UNICEF developed an International Classification of Violence Against Children 

(ICVAC). This aims to address the divergent operational definitions and concepts around 

violence against children, including technology-facilitated CSEA. Typical incidents of technology-

facilitated CSEA against children, such as grooming, live-streaming of sexual abuse or non-

consensual image-taking of the sexual organs of or sexual activities with a child, are used as 

illustrative examples under the category of ‘non-contact sexual violence against children’. 

However, the ICVAC acknowledges that violence can take place simultaneously in multiple 

settings, in particular, if technology is involved, and recommends that in such cases, the 

relevant settings should be tagged to the specific act of violence. The ICVAC is, therefore, a 

helpful instrument in classifying different acts of violence against children, including 

technology-facilitated CSEA, in the context of statistical data. 

Another key intervention is the EU Kids Online’s 4Cs categorisation of online risks,71 which has 

become an important reference point in the field. The 4Cs informed much of the thinking 

reflected in the approaches to sexual risks and harms and terms adopted by the organisations 

just mentioned. Developed from the EU Kids and Global Kids online datasets, the 4Cs do not 

attempt to create a new classification of technology-facilitated CSEA. Instead, ‘sexual’ is part of 

the vertical axis (distinguished from aggressive and value-based risks) in a table that maps risks 

horizontally according to content, contact, conduct and contract (the 4Cs, See Table 2).  

This approach recognises that risks arise when a child engages with or is exposed to potentially 

harmful content or experiences or is targeted by potentially harmful contact; witnesses, 

participates in or is a victim of potentially harmful conduct; or is a party to or exploited by a 

potentially harmful contract. The 4Cs classification also distinguishes between aggressive, 

sexual and value risks and recognises cross-cutting risks to children’s privacy, health and fair 

treatment. Among other things, the 4Cs model is a helpful starting point for understanding a 

range of risks related to technology-facilitated CSEA and recognising that risks are always 

relational: they result from the dynamic interaction between the child’s agency and those 

operating in the digital environment. 

 
71 Livingstone & Stoilova (2021); Stoilova, Rahali & Livingstone (2023). 
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One of the problems with developing classifications and typologies in research, for instance, is 

that they are only effective when all are in agreement, as their inconsistent application will 

skew results across geographies. Classifications are also linked to varied understandings and 

qualifications of which actions are considered risks or harms. These difficulties of classification 

are evident in Childlight’s meta-analysis of 125 studies in 57 countries, where they propose 

different types of technology-facilitated CSEA to reach some level of uniformity in their analysis: 

online solicitation; non-consensual taking, sharing and exposure to sexual images and videos; 

online sexual exploitation (commercial sexual talk, commercial sexual images or other 

commercial sexual activity and sexual coercion); and sexual extortion (making a threat to 

disseminate sexual images to obtain money, additional pictures or other sexual activities).72  

Table 2: The 4Cs 

 

Source: https://core-evidence.eu/posts/4-cs-of-online-risk  

However, few of the studies reported on more than one type of violence, and fewer included 

multiple measures, lowering the validity of overall prevalence measures and making 

comparisons difficult. The results show high variability across studies, from 1 to 37 per cent for 

lifetime and 3 to 34 per cent for the past year. Emerging forms of technology-facilitated CSEA 

also challenge stable and uniform typologies. This broad variability in prevalence findings 

indicates varying methodologies and the lack of studies that include a broader range of 

technology-facilitated CSEA types across the literature. The report concludes that this highlights 

the need for more accurate measurements and categorisation of victimisation experiences.73 

 
72 Childlight (2024). 
73 Ibid, p. 18. 

https://core-evidence.eu/posts/4-cs-of-online-risk
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Disrupting Harm findings about the forms of technology-facilitated CSEA 

The second two work packages of the Toolbox for Measuring Online Child Sexual Exploitation and 

Abuse project explored possible clusters or types of online sexual risks or harms based on the 

correlations observed among the nine measures in the Disrupting Harm dataset shown in 

Table 1. Richards and colleagues show that all nine measures were moderately or strongly 

intercorrelated.74 This confirms the widespread finding in the literature of poly-victimisation (or 

co-morbidity): children who encounter one risk or harm are more likely to experience others as 

well.75 Forthcoming analysis using the Disrupting Harm dataset has further demonstrated that 

children who experience multiple online risks and harms report higher rates of anxiety, suicidal 

thoughts or behaviours and acts of self-harm.76  

While this research only examined measures related to technology-facilitated sexual risks or 

harms, other research shows that poly-victimisation also encompasses non-sexual risks (e.g., a 

child who has seen online hate or violence is more likely to encounter sexual risks).77 Such 

research links offline and online risks, most often interpreted as showing that children at risk in 

their offline lives are more likely to be at risk online. Research has also shown that most 

children who experience online sexual violence have also experienced in-person sexual 

violence.78 

The research also evaluated the quality, validity and reliability of the nine items related to 

technology-facilitated CSEA in the Disrupting Harm dataset.79 Exploratory factor analysis 

identified a reliable, well-fitting two-factor structure validated through confirmatory factor 

analysis (see Table 1). Given the challenges in quantifying harms in population surveys, these 

factors were labelled as ‘risk of sexual exploitation’ (four items) and ‘risk of sexual harassment 

and abuse’ (five items). This structure aligns with the distinction policymakers often make 

between exploitation and abuse (see Table 3).80 

Richards and colleagues also found weaker evidence for a three-factor structure that 

distinguishes measures a and b (potentially labelled ‘risk of sexual harassment’) from c, d and e 

(potentially labelled ‘risk of sexual abuse’).81 Although a further two-item factor (potentially 

labelled  ‘risk of sexual harassment’) showed insufficient reliability, future items could be 

developed, resulting in a stronger scale with good construct validity.  

 
74 Richards et al. (2024). 
75 See also Finkelhor et al. (2007); Finkelhor et al. (2024 a; b). 
76 Kardefelt-Winther et al. (2025). 
77 WHO (2022). 
78 UNICEF Office of Research – Innocenti (2022a). 
79 Richards et al. (2024). 
80 The two factors demonstrated strong invariance across sex, age and country, indicating consistent measurement across groups. 

Multidimensional item response theory revealed that the factors were most informative at average trait levels, indicating that the 

items provided the greatest measurement precision for respondents with moderate levels of online abuse experiences (Richards et 

al., 2024). 
81 Richards et al. (2024). 
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Table 3: Two-factor structure of the Disrupting Harm dataset 

Based on this evidence, we conclude that there are reasonable grounds to classify technology-

facilitated CSEA into two categories – exploitation and abuse – and possibly three (exploitation, 

abuse and harassment). Next, we explore the implications of these findings in the expert 

interviews, noting any divergence in interpretation and implications for policy and practice. 

3. INSIGHTS FROM EXPERT 

INTERVIEWS 

Despite the varied ways that technology-facilitated CSEA is understood and defined across 

different international instruments and by different organisations, the clear steer from the 

experts interviewed was that this should not detract from the significant strides made over the 

past decade in recognising, prioritising and addressing technology-facilitated CSEA. 

The very fact that technology-facilitated CSEA  has been recognised as a significant form of 

violence experienced by children is an important milestone, achieved in no small part through 

the increasing attention on data and evidence.82  

 
82 For an in-depth discussion, see Kardefelt-Winther & Maternowska (2020). 

Factor 1 

Risk of sexual exploitation 

Factor 2 

Risk of sexual harassment and abuse 

f) Someone offered me money or gifts in 

return for sexual images or videos 

g) Someone shared sexual images of me 

without my consent 

h) Someone offered me money or gifts 

to meet them in person to do something 

sexual 

i) Someone threatened or blackmailed 

me to engage in sexual activities  

a) Someone made sexual comments about me 

b) Someone sent me sexual images I did not want 

c) I have been asked to talk about sex or sexual 

acts with someone when I did not want to 

d) I have been asked by someone to do 

something sexual that I did not want to 

e) I have been asked for a photo or video showing 

my private parts when I did not want to 
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Expert interviews 

Amy Crocker, (then) Head of Child Protection and Technology at ECPAT International, which 

was launched in 1990 as a network of 125 civil society organisations in 104 countries 

dedicated to ending the sexual exploitation of children, based in Bangkok. 

Helen Mason is Director of Operations, and Dr Anastasia ‘Asia’ Shuster is the Data and 

Research Manager at Child Helpline International. Child Helpline International has 155 

members from 133 countries. Child helplines field over 13 million individual calls each year 

and provide counselling services to almost 3 million children and young people. 

Professor David Finkelhor is Director of the Crimes against Children Research Center, Co-

Director of the Family Research Laboratory, Professor of Sociology and University Professor 

at the University of New Hampshire. He co-founded the National Survey of Children’s 

Exposure to Violence (NatSCEV) and the National Incidence Studies of Missing, Abducted, 

Runaway and Throwaway Children (NISMART). 

Professor Deborah Fry is Professor of International Child Protection Research at the 

University of Edinburgh and Director of Data for Childlight. Childlight takes a data-driven, 
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This section presents the findings from interviews designed to reveal how high-level 

stakeholders understand and make sense of classifications and conceptualisations of 

technology-facilitated CSEA and related risks in their work. We discuss these in relation to three 

main topics – concepts and definitions, the role of technology, and the role of the child – and 

show how the six principles emerged from the experts’ insights and commitment to advance a 

common agenda. 

3.1 Conceptualising technology-facilitated CSEA 

Substantial inconsistencies in definitions and conceptualisations in studies are 

creating a research field equalling to a mix of ‘apples and oranges and pineapples.’ 

Typologies are really, really important because it corresponds to both the legislation 

and how it’s framed or thought about, but also how all of the online stuff gets enacted 

upon, which is different than the offline, which is kind of seen in a much more holistic 

way. (Deborah Fry, interview, 2024) 

The importance of understanding the problem before designing the solution is evident, as is 

the importance of data and evidence. Inadvertent harm to children may result from 

inappropriate or poorly designed policy, laws or interventions that fail to take into account the 

reality of children’s experiences in the digital environment, or their specific collective needs and 

rights.  

However, divergence in concepts and terminology is to be expected in a global and rapidly 

changing domain. Stakeholders vary in their assessment of how much this matters. As WHO 

has observed, ‘the lack of clarity and consistency around terminology is likely to persist for a 

while and is a clear impediment to the accumulation of knowledge and programme 

development, adaptation and dissemination’.83 Or as noted by Finkelhor and colleagues: 

‘definitional categories are still in flux, and the large variety of concepts being used in research 

and advocacy have often not been clearly operationalized’.84 

On the one hand, different actors have varied interests and needs in this changing 

environment. Conceptual fluidity might allow stakeholders to develop approaches that suit 

their specific interests and mandates. However, constantly changing terminology can make it 

difficult for frontline practitioners to address the challenges they face. There are also 

implications for training and capacity-building, as well as for standard operating protocols, 

procedures and case management systems. In short, different conceptualisations may offer 

different utility to different stakeholders, depending on where they sit within the prevention or 

 
83 WHO (2022) 
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Guiding principles for addressing technology-facilitated child sexual abuse and exploitation 

  
27 

response system. This again may differ from how children experience or talk about technology-

facilitated CSEA themselves and the language they use to describe their experiences. 

For example, legal terminology within any specific context may differ greatly from how children 

describe their experiences or how social workers, psychologists or other psycho-social 

professionals categorise and describe children’s experiences. This terminology may differ from 

the language researchers use to define and categorise technology-facilitated CSEA.85 These 

differences are often missed in the quest for a common language. At one end of the spectrum 

might be considered the language and understanding children have; at the other end is that 

required and used by prosecutors and the judiciary to prosecute such offences. This 

operational difference in understanding may limit how researchers interpret and analyse data, 

and how that data is subsequently used for advocacy purposes.  

On the other hand, consistent terminology is seen by stakeholders as crucial for making the 

issue more recognisable and manageable, thereby enhancing the effectiveness of responses 

from various stakeholders. Consistent terminology is also useful for specific stakeholders 

including online platforms and law enforcement. Platforms are under increasing pressure to 

respond proactively to technology-facilitated CSEA and other risks. Consistent terms can help 

address intermediary and platform liability challenges. Such clarity ensures that platforms 

understand their obligations and can implement appropriate measures to combat technology-

facilitated CSEA. Otherwise, there is a risk that they evade responsibility by hiding behind vague 

conceptualisations of technology-facilitated CSEA.  

Similarly, for law enforcement and prosecution services, consistent terminology is critical for 

legal certainty. Yet the lack of such certainty should not hinder legal action. Specific legislation 

to address technology-facilitated CSEA is preferred to ensure appropriate legal responses, yet 

in its absence existing legislation on child exploitation and abuse can still be applied.86 This 

allows for prosecution in serious cases, although it may not be optimal or adequately reflect 

certain dimensions of the problem. 

Therefore, technology-neutral terms and measures are preferable, where possible, although at 

times specificity is needed about particular digital products and services. This is especially 

because the exponential rate of innovation contrasts with the world of policy and legislation, 

which, one interviewee noted, ‘tend to move at a glacial pace.’ Also noteworthy is what might be 

called ‘definitional fatigue’ among stakeholders, exacerbated by the time-consuming nature of 

these debates and the slow process of implementing changes. While it seems widely accepted 

that nuances exist, experts asserted that there is a common basis to understanding what 

technology-facilitated CSEA entails. This shared understanding is vital for operational 

effectiveness. 

 
85 For examples of differences between jurisdictions, see ECPAT International (2022c). 
86 INTERPOL (2023). 
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Conceptual consistency, with flexibility in application 

While terminology matters, too much granularity in terminology may result in disproportionate 

attention to certain risks while neglecting others, it may also become what one expert noted as 

‘the perfect being the enemy of the good’.87 By contrast, a more granular approach to 

technology-facilitated CSEA underscores the importance of dedicated resources, even while 

recognising the arguments for a broader focus on violence against children. A lack of 

understanding of the variety of forms technology-facilitated CSEA among policy makers and 

practitioners may have devastating adverse effects. For instance, policies and governance 

mechanisms intended to protect children might also facilitate surveillance technologies and 

laws, adversely impacting overall children’s rights and human rights.88  

Despite these differences and challenges with conceptualising technology-facilitated CSEA, 

consistent trends in CSEA and technology-facilitated CSEA have emerged over the past decade, 

which can undoubtedly provide the basis and direction for developing responses. As we 

suggest in Principle 1, recognising children’s experiences of abuse allows us to move beyond 

the specificities of the technological aspects of the crime to address the harm caused.  

It is also important to recognise that most debate around these definitions is significantly 

Anglocentric. However, contextual, linguistic, cultural and regional differences are crucial in 

how technology-facilitated CSEA is conceptualised and applied in law and practice. These 

nuances are not easily translated into other languages and cultures, including those where a 

significant proportion of the world’s children live. One expert notes ‘[w]e have to find a way to 

talk about the cultural perspective and the cultural understanding of certain terms’. How 

definitions are operationalised and implemented in practice depends on the context, even 

when guidelines are translated into different languages. As described by one expert: ‘You have 

national legislation that maybe will use different terms… I think at the more granular level, 

there’s always going to be operational and practical diversity in the way that it’s used’. This is 

recognised by many of those working across contexts and borders, as another expert put it: ‘we 

need to make sure … that in the laws you have definitions but not very strict definitions. To be 

very clear, to make sure that we can prosecute, but also we can protect children, this is very 

important…We need at least to make sure that we are speaking the same language.’ 

 
87 see also UNICEF Office of Research – Innocenti (2022a). 
88 Kardefelt-Winter et al. (2020a). 
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3.2 Understanding the role of technology in the 

context of violence, exploitation and abuse 

Beyond online versus offline 

Children’s lives are interconnected with digital technology from an early age, and their 

development, education, play and relationships traverse both the physical and digital 

environments, often with few guardrails. There is a growing consensus that it has become 

increasingly difficult to differentiate between online and offline contexts. These blurred lines 

have been highlighted by children, for example in the foreword of the 2023 Global threat 

assessment report written by a child.89 The impact of online abuse is tangible and significant, 

leaving victims silenced and isolated, thus challenging the notion that online behaviour is 

separate from real-life consequences.  

Various stakeholders use the term ‘online child sexual exploitation and abuse,’ although the 

term ‘online’ can problematically imply a distinct act of using the internet, which risks 

reinforcing the now disproven binary nature of the ‘online’ versus the ‘offline.’ The term ‘online’ 

may also misrepresent the technology used to facilitate CSEA, as non-digital devices are often 

used and may occur via non-internet-connected technologies.90 An expansive view of what 

constitutes the ‘online’ is frequently adopted by stakeholders in this context to incorporate the 

use of all forms of communication technology, not just digital. As one of the experts put it, 

‘we’ve always had an expansive definition of what constitutes online … if there is an online 

dimension there somewhere… It’s if there is a screen that’s come into play during the process, 

at whatever point during the process, then that brings it within our remit.’  

Also important is that stakeholders increasingly recognise a continuum of exploitation and 

abuse between the online and offline environments, highlighting that abuse can begin offline 

and then spread online, for instance through the sharing of images.91 The fluid movement 

between online and offline environments complicates the categorisation of the offence or 

experience, as well as the prevention of and response to abuse.92 If a service provider deals 

with abuse cases that involve both online and offline elements, the offline aspect might take 

precedence due to its perceived severity. This can lead to the underreporting of the online 

elements and a failure to support and care for the victim. As noted by one expert, ‘all 

interactions are going to be mediated by technology’, and the imperative to locate technology-

facilitated CSEA and its prevention and response within a broader understanding of sexual 

exploitation and abuse becomes even more apparent.  

 
89 WeProtect Global Alliance (2023). 
90 WHO (2022). 
91 Kardefelt-Winther & Mternowska (2020); Stevenson et al. (2023). 
92 Office of the Special Representative of the Secretary-General on Violence Against Children (2023). 
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Like most online harms, many of the victimizations are hybrid, and occur in a 

combined offline-online context. That’s true about bullying, and it’s true about sexual 

abuse (David Finkelhor, interview, 2024) 

Experts discussed this problem in relation to the common perception that online harms are 

somehow less severe due to the absence of physical harm, although the trauma can be equally 

devastating.93 Particularly in resource-constrained contexts, or those characterised by high 

levels of physical violence or other forms of sexual violence, services may prioritise these over 

online harms. This prioritisation is influenced by the immediate and visible nature of physical 

(sexual) violence compared to the more subtle and pervasive impacts of online abuse. This 

misses the broader point that technology-facilitated CSEA should be seen as part of a broader 

spectrum of violence that children experience.  

There is a perception out there that online harms are not as bad because there's no 

physical harm being caused. The trauma isn’t as great. (Iain Drennan, interview, 2024) 

The perception that online harms are less severe due to the lack of physical harm can influence 

how resources are allocated and prioritised. Researchers, policymakers and those providing 

direct services to children, including child helplines, may hold this view. This view may become 

further entrenched as technology-facilitated CSEA manifests more within the extended reality 

realm, such as the case recorded by a victim whose avatar was raped in the Metaverse.94 

Policymakers, researchers and practitioners may consider it insulting to treat such instances on 

a par with the experience of a ‘hands-on abuse survivor’. But others argue that this fails to 

consider the complex nature of violence, how identities are realised in the digital space, or the 

potential of abuse within these new immersive environments to harm.  

Technology-facilitated CSEA contributes to challenges in data collection and analysis and 

discrepancies between online and offline offences. For instance, unwanted exposure to a 

sexual image, commonly measured in research on technology-facilitated CSEA, has not 

traditionally been measured in offline sexual abuse metrics. Nor has it been consistently 

understood or located in evidence regarding the potential harms that might result for the child, 

yet it is increasingly adopted as a standardised category of technology-facilitated CSEA.  

There has been some tendency to expand the notion of sexual abuse when we get to 

the online context. For example, some researchers are counting unwanted exposure to 

sexual images online as a form of online sexual abuse. But being exposed to an 

unwanted sexual image in the face-to-face environment has not been counted as a 

form of sexual abuse, unless it is clearly part of an attempted grooming for sexual 

abuse sequence. Keep in mind, these online unwanted exposures could be the result of 

spam or mistakenly clicking on something or a peer thinking mistakenly that the 
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recipient would like to see this image. To consider all this as online sexual abuse may 

be a very big expansion of the concept of sexual abuse (David Finkelhor, interview, 

2024) 

Locating technology-facilitated CSEA within broader contexts of violence 

Recent literature is increasingly viewing technology-facilitated CSEA as a sub-set of violence 

against children.95 For instance in WHO’s 2022 report, technology-facilitated CSEA is categorised 

as a sub-set of violence against children, including cyber-aggression and cyber harassment. 

Locating technology-facilitated CSEA within a broader violence paradigm will likely enhance the 

understanding (and empirical testing) of drivers and pathways to technology-facilitated CSEA 

offending and victimisation that might not otherwise be considered.96 While this understanding 

is crucial for developing effective preventive and intervention measures, it does require careful 

thought and attention paid to how sub-sets are categorised by different stakeholders within 

the field, and whether and where these terms perhaps need to be differentiated for their 

varying purposes.  

We've had online child sexual abuse and online child sexual exploitation as two 

separate subcategories. We’ve just now merged them together. (Anastasia Shuster, 

interview, 2024) 

One example here is helplines. Some helplines previously considered sexual exploitation and 

sexual abuse categories separately in online contexts but have increasingly started grouping 

them together.97 The distinction between exploitation and abuse may not have meaningful 

value for the nature of services and counselling provided by support services and child 

protection workers, and, unless existing as distinct offences within legislation, for law 

enforcement and prosecution services either. 

Nonetheless, there remains disagreement as to whether all violence that is experienced by 

children in the digital environment or when using digital technology forms part of a continuum. 

Instead, some experts argued that there are ‘unique elements to technology-facilitated abuse 

that require distinct approaches.’98 Some aspects of abuse exist solely online or offline, while 

others span both realms, necessitating a differentiated approach to each context. Experts 

pointed out that governments and other actors may underestimate the importance and need 

to address technology-facilitated CSEA because of digital gaps, for instance in low-income 

countries. However, some evidence on other forms of online risk, produced by UNICEF, EU Kids 

Online and Global Kids Online, indicates that once countries reach a point of 50 per cent 

internet adoption in the general population, there appears to be an increase in children’s 

 
95 UNICEF (2023); WHO (2022). 
96 Kardefelt-Winther & Maternowska (2020). 
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exposure to online risk. Low connectivity countries therefore have an opportunity to put in 

place adequate protection mechanisms now instead of waiting until connectivity increases.99  

Somewhat different from the notion of a continuum between technology-facilitated CSEA and 

CSEA, and technology-facilitated CSEA and other forms of violence, is the co-occurrence or co-

morbidity of exploitation or abuse (and indeed all forms of violence) in the digital and the 

physical environment.100 There is a growing body of evidence on shared vulnerabilities and risk 

factors for violence against children that occurs in the digital environment and that which 

occurs offline, as well as the co-occurrence rather than a continuum of CSEA that may be 

experienced across both the digital and physical environment.101 This necessitates a holistic 

approach to child protection that encompasses both online and offline violence, recognising 

the interconnectedness of online and offline risks and harms, and prioritises the overall safety 

and well-being of children. There is emerging (yet far less-established) evidence that shows that 

prevention approaches to violence and sexual violence are yielding positive outcomes for the 

prevention of technology-facilitated violence, including sexual violence against children. 

Technology-facilitated ‘sexual abuse’ and ‘sexual exploitation’ as forms of 

violence 

A recurrent theme in the expert interviews was the location of sexual abuse within a broader 

framework of violence. As one expert described: ‘I think violence is the umbrella … when we are 

speaking about violence, … you have various forms and in various settings. But sexual violence 

for me is an umbrella that embeds abuse, exploitation, and those are forms [of violence] online 

and offline … it’s connected and interlinked and generates other forms of violence - mental 

violence, physical violence.’ It has been noted that sexual abuse, whether online or offline, is 

also multifaceted. Regardless of whether it is experienced online or offline, it may take multiple 

forms. This emphasises the need for a broader understanding of CSEA as a form of violence, 

within a framework that encompasses mental, physical, verbal and non-verbal aspects.102  

Experts discussed sexual exploitation as being seen to be more ambiguous than sexual abuse 

within the context of technology-facilitated CSEA, as both a pathway or process to the act of 

abuse and as a form of abuse itself. Exploitation was discussed as a critical component in the 

phraseology of technology-facilitated CSEA, differing from CSAM, which focuses on abuse 

material. In many frameworks, exploitation requires an element of exchange, both monetary 

and non-monetary. Further, exploitation may be understood as the manipulation of a child to 

produce abusive material, differentiating it from the act of abuse itself. While abuse is 

understood as the act that is recorded and distributed, exploitation often involves coercion or 

manipulation. The degree to which exploitation involves an exchange is also somewhat 
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ambiguous and contested, with some experts noting that the exchange required for 

exploitation must be financial, while others defined it in to include financial or non-financial (in 

nature) exchanges. The latter definition aligns with the established literature on sexual 

exploitation, which emphasises that coercive control can be central to exploitation, where the 

abuser holds power through authority, social status or emotional manipulation rather than 

financial means.103 

The experts point out that this ambiguity and uncertainty in understanding translates into legal 

approaches in many contexts, whether supporting or potentially undermining successful 

prosecutions, and the tracking of reliable reporting data.  

The complexity of locating harm in technology-facilitated CSEA 

As questions arise about the potential consequences of evolving technology, including 

technology that might facilitate crimes that appear to be – at face value – ‘victimless’, it is 

important to highlight the importance of differentiating where harm occurs, and at what level 

we are targeting responses to technology-facilitated CSEA.  

Harm to a child resulting from technology-facilitated CSEA may occur at an individual level or a 

societal level. Additionally, the potential of ongoing or further distribution of material or 

content through anonymised networks, peer-to-peer file sharing and multi-platform 

decentralised services may increase both the risk of harm to children as well as amplifying 

harm when it is experienced by children.104 

Criminal laws are adopted to prevent relationships that typically result in negative 

consequences for those involved, although not always, as exemplified in statutory sex crimes 

where children involved may not see themselves as victims:  

Some of the especially older youth in these online abuse episodes do not see 

themselves as being victims because they believed themselves to be in love or a 

desired relationship with this adult. But these are statutory sex crimes. There is harm 

not just to the youth who may be exploited by the age and power difference. But there 

is also harm to society, and to other children because violation of the rules can give 

permission to other adults to ignore these norms. It’s fair to say that we have these 

laws for good reason. (David Finkelhor, interview, 2024) 

This harm is not always located on an individual, but on a societal level affecting children more 

generally. 

The complexity of technology-facilitated CSEA influences the need for established and effective 

systems that respond to all forms of CSEA while also requiring more targeted response 
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measures that consider the multiple environments and ways that harm may be experienced, 

and additional factors introduced by the technology itself.  

What makes the digital dimension so difficult to address? 

The digital environment facilitates abuse through various means, such as multi-platform usage, 

rapid dissemination of content (e.g., CSAM) and jurisdictional challenges. While there is a 

growing acceptance of the relationship between technology-facilitated CSEA and CSEA, and the 

common drivers and vulnerabilities that exist for both, some note that the mechanisms of 

technology-facilitated CSEA may differ.  

The involvement of multiple platforms is a significant issue in technology-facilitated sexual 

exploitation and abuse. Offenders often use larger platforms to gather contacts and move to 

less detectable environments like end-to-end encrypted messaging services. This cross-

platform activity complicates efforts to identify and restrain perpetrators. Tech companies 

often only see a small part of the abuse on their platforms, making comprehensive intervention 

difficult. Even when not moving content across platforms, offenders typically use several 

platforms simultaneously, making detection and intervention more challenging. According to 

one expert this platform ‘hopping’ is now considered a default modus operandi for many 

perpetrators. 

The challenges posed by the image-sharing aspect of technology-facilitated abuse may also 

warrant emphasis. Technology has accelerated and simplified the non-consensual sharing of 

abusive content, creating unique challenges that do not have direct offline equivalents unless 

considering group-based abuse. This third-party element of abuse, where content is shared 

beyond the initial perpetrator, is particularly prevalent online. 

Technology also facilitates additional layers of abuse as content can be endlessly copied and 

shared, amplifying its impact, even though individuals who view and distribute CSAM online 

often do not interact with children directly. The longer content is available, the more it is 

copied, saved and reshared, increasing exposure and potential harm, including re-

victimisation.105 Rapid removal aims to prevent the gradual desensitisation and escalation of 

offending behaviours. The societal costs of such abuse, including reduced life chances, 

increased health issues and a higher likelihood of involvement in crime, are well documented.  

There is also an argument that anonymity afforded by digital technologies creates different 

modus operandi for online offending compared offline. Online offenders often use 

anonymising services, store content remotely and employ various tactics to avoid detection by 

hiding in the digital crowd. The complexity of tracking and apprehending these offenders is 

compounded by their use of cloud storage and other technologies to obscure their activities.  
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Nonetheless there is also a growing body of evidence that points to the similarity between 

various forms of technology-facilitated sexual exploitation and abuse (in general and against 

children) and other forms of sexual violence, where the perpetrator is known to the victim.106 

However, this does not factor in the assumed anonymity of those who distribute or share 

images beyond the initial offence. Given this complexity, it may be useful to differentiate 

between the initial act of abuse or exploitation and subsequent or resulting harms that may 

result, which introduce the need for specific responses that extend beyond those required for 

CSEA.  

Role of emerging technologies 

A further complication defining technology-facilitated CSEA is presented by the rapid evolution 

of technology, which, as noted elsewhere, outpaces the development of legal frameworks, 

leading to a lack of clarity and consistency in addressing technology-facilitated CSEA. Current 

legal definitions often fail to encompass new forms of abuse facilitated by technologies like AI 

and virtual reality (VR). Policymakers and law enforcement agencies struggle to keep up with 

these advancements, and existing legislation frequently lags behind, necessitating more tech-

neutral and future-proof laws. AI-generated imagery presents a complex challenge in the 

context of CSEA as deepfakes and modified images that blur the lines between reality and 

fabrication, complicating legal and regulatory responses. 

The legislation is way behind in many aspects of online harms against children and 

young people. Recent cases around the portrayed sexual violence against child 

avatars, for example, is very difficult to legislate for, especially as the images may be 

created based on likenesses of real victims. (Helen Mason, interview, 2024) 

In addition to an extended reality environment, generative AI has introduced a range of 

opportunities for creating and distributing CSAM content through different mechanisms. These 

include text-to-image models, image-to-image models and inpainting. While no direct contact 

with a child victim is required for these processes, materials are easily located and used for 

these processes, meaning the potential harm to the child remains, and indeed, may be 

amplified.107 Indeed, the proliferation of new presentations of technology-facilitated CSEA, 

primarily through AI technology and virtual environments, has further complicated the 

victim/victimless argument, with some still questioning whether there is a real ‘victim’. Yet the 

actions and simulations that occur within these environments are typically the product of 

machine learning and artificial environments trained on actual instances of abuse involving 

children.108 Therefore, even though there not a specific individual victim, it is still harmful by 
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enabling perpetrators to learn about abuse and potentially use this knowledge to commit 

further offences.109  

Thus, AI-related abuse and violence can act as gateways to other forms of technology-facilitated 

CSEA that more directly involve children. Related considerations may also apply to the view that 

AI-generated CSAM could serve as a ‘victimless crime’. However, as the literature suggests, 

exposure to any CSAM, including AI-generated, may lower the threshold for potential contact 

offences. Further, exposure to CSAM in any form, or forced exposure to any form of CSEA 

including artificially generated, may be classified as a criminal offence, depending on national 

legislative frameworks.110 

Beyond legislation, practitioners are battling with a lot of the conceptual challenges that virtual 

and extended realities present. One such examples is the degree to which actions such as 

sexual assault or abuse occurring in virtual spaces like the Metaverse can be considered or 

defined as contact offences. There is a tension between what is presented in these virtual 

environments and practitioners are not in agreement as to the degree to which they represent 

real offences against children.  

How do I know if it was AI created or not? If I think that looks like a child, then it’s a 

child. (Denton Howard, interview, 2024) 

Moving forward, there is a need for research frameworks (and legislation based on that 

research) that can adapt to rapid technological changes. This involves creating flexible 

frameworks to address new forms of abuse as they emerge, perhaps focusing on actions and 

content rather than the technology itself. Developing comprehensive safety measures, 

improved data collection and a deeper understanding of how technology facilitates abuse is 

essential for evolving the response to technology-facilitated CSEA. Enhanced international 

cooperation and shared best practice will also play a vital role in combating these global 

challenges. There is widespread recognition that updating legislative and policy frameworks 

takes time. 

3.3 Understanding the position of the ‘child’ in 

technology-facilitated CSEA 

Technology-facilitated CSEA as a catch-all for unwanted sexual activity 

Conceptualisations of technology-facilitated CSEA can become muddied insofar as young 

people engage in exploration of sexuality and intimate relationships facilitated by digital 

technologies, which can result in novel and escalating risks for harm. These complexities and 
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tensions, balanced with the imperative to act on a joint agreement of what constitutes 

technology-facilitated CSEA, point to the importance of considering the experiences of victims 

of technology-facilitated CSEA as well as stakeholders who work with them, but also 

considerations of how young people use digital technologies.  

Recently, professionals working within both research and implementation have voiced 

concerns regarding, what they view as the over-criminalisation of behaviours in online contexts 

compared to offline ones.111 This is in part due to expansive definitions of technology-facilitated 

CSEA in recent criminal law, which may criminalise actions online that might not be considered 

offences offline.112 This discrepancy challenges law enforcement, which face an expanded 

scope of responsibilities. Even when intended to protect children, this may inadvertently hinder 

children’s rights to explore their sexuality safely.113 It has been widely noted that protection 

regimes tend to prioritise the notion of ‘child innocence’, potentially neglecting the real needs 

and rights of children, especially as children get older. Such legislative and regulatory 

interventions might focus more on public expectations than on the actual wellbeing and rights 

of individual children. 

As noted from the outset of this report, the lack of consistency in definitions and 

measurements can lead to an inaccurate representation of the prevalence and nature of sexual 

exploitation and abuse in both online and offline contexts. These various challenges point to 

the importance of ensuring that definitions and terminology adopted in research, and as 

operationalised in both practice and policy, do not inadvertently result in the undermining of 

children’s collective rights through mismeasurement or misclassification of children’s 

experiences or the misapplication when operationalising this terminology.  

Child-produced content and age of consent 

Finkelhor, Turner and Colburn’s study on online sexual offences in the US reveals that a 

significant proportion (88 per cent) of ‘childhood abuse experiences’ are produced by youth 

themselves.114 Consequently, he suggests rebranding these incidents as ‘image-based 

exploitation and abuse of children’ rather than the commonly used term ‘child sexual abuse 

images.’ There are many terminological difficulties here. Determining the appropriate response 

to child-produced content involves complex considerations of developmental and maturity 

differences across ages and cultures, factors that are rarely considered in standardised 

measures of technology-facilitated CSEA, nor in legislation or policy. There is a significant 

challenge in addressing a 14- or 15-year-old consensually sharing sexual images, which may be 

viewed differently across jurisdictions and contexts.  

 
111 Bulger et al. (2017); Finkelhor et al. (2023c). 
112 Bulger et al. (2017); Finkelhor et al. (2023c). 
113 Bulger et al. (2017); Staksrud et al. (2020); Witting (2022). 
114 Turner & Colburn (2023a). 
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The issue of consent in the digital environment is complex, particularly regarding child-

produced content. In many jurisdictions, a child cannot legally consent, complicating how 

voluntary content created by children is viewed and regulated. This is further complicated by 

different age of consent laws across countries. In many countries, 16- to 17-year-olds can 

legally engage in consensual sexual relationships with peers of a similar age as well as with 

adults close in age. Such interactions are not considered abuse offline if the adults involved are 

only slightly older, such as recent high school graduates (with less than a two-year age gap). 

This discrepancy creates challenges distinguishing between consensual and non-consensual 

interactions in online contexts. However, even if the age of consent makes certain sexual 

interactions with children legal, the consensual nature of the interaction needs to be 

established to avoid the creation of legal loopholes.  

Specific challenges: ‘self-generated’ sexual content 

In the context of technology-facilitated CSEA, it has become increasingly clear that voluntary 

‘self-generated’ content, like so-called ‘sexting’, is distinguished from content that is created 

under non-consensual conditions (pressure, taken without consent or shared without consent) 

or misused or distributed without consent. Although ‘sexting’ may be illegal in many places, it 

can take place in a very different context from abusive or exploitative content and requires 

nuanced understanding and responses. In many countries, law enforcement views consensual 

sharing between children as less severe, focusing on education and prevention rather than 

prosecution. However, this approach is not universal.115 Yet the impact of non-consensual 

sharing of content can be harmful and is particularly severe when it involves the child’s primary 

social network, leading to significant disruption and stigmatisation. As one expert said: ‘”Self-

generated” itself implies blame on victims. We don’t believe that that’s the case obviously, but 

it’s just an uncomfortable term.’ 

There has also been unease at using the term ‘self-generated’, which is seen as problematic 

and potentially victim-blaming.116 This is particularly the case if the child has been coerced or 

groomed to create imagery of themselves. Despite the consensus on its inappropriateness, 

there is no widely accepted alternative term. One alternative is to ensure terminology reflects 

the nuances of abuse facilitated by technology. The concept of ‘remote-coerced’ abuse was 

suggested by some of the interviewed experts suggesting it better captures the sequence of 

contact, initiation and image creation, all considered offences. 

Differentiating between consensual and non-consensual child-produced content,117 recognising 

the profound impact of non-consensual content and carefully choosing terminology that does 

not blame victims are essential steps in effectively protecting children in digital environments. 

Ensuring that these elements are all taken into account, not only by policymakers, legislators 

 
115 See, for example, Council of Europe (2022). 
116 UNGA (2024). 
117 Finkelhor et al. (2023c). 
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and law enforcement, but also by researchers in the way that data is collected, analysed and 

presented, is critical in ensuring that appropriate and proportionate responses are formulated. 

Understanding the adult perpetrator 

As with contact CSEA, the traditional focus on ‘stranger danger’ in the context of technology-

facilitated CSEA may be misguided, as evidence suggests that children are often abused by 

people they know in their families or community networks, rather than strangers. This has 

been confirmed by the Disrupting Harm and Global Kids Online studies, among others.118 As an 

expert notes, ‘I think that trajectory is very similar to the sort of offline stranger in the bush […], 

which isn’t to dismiss stranger sexual violence … there’s this “stranger danger” bias to our 

whole discussion about online sexual abuse, whereas much of the new research is really 

showing how much of it is peer and acquaintance related.’  

This should not dismiss the severity of stranger-related sexual violence; indeed, some studies 

have shown that the results of technology-facilitated CSEA from strangers may be more severe 

than from those known to the child, but highlights the prevalence of acquaintance-related 

abuse.119 Disrupting Harm data shows that stranger perpetrators are more common in some 

countries than others, and that are particularly common when children experience online 

sexual abuse on social media platforms.120 However, this ‘stranger danger’ stereotype skews 

public perception and policymaking in many contexts.  

There is a far smaller body of literature that focuses on other aspects of technology-facilitated 

CSEA perpetrators, beyond simply the relationship of the perpetrator to the victim, highlighting 

the importance of expanding this evidence base to better address demand-side drivers to 

understand what motivates offenders of different forms of technology-facilitated CSEA. Experts 

also discussed the difficulties in delineating between cases committed by adults and the 

transgressive behaviours perpetrated by peers.121 Different motivations and drivers apply, and 

differentiated responses are required. Understanding the perpetrators of technology-facilitated 

CSEA in research requires, at a minimum, this level of categorisation. 

 
118 Burton (2024); UNICEF Innocenti – Global Office of Research and Foresight (2023b). 
119 Finkelhor et al. (2024); Wolak et al. (2010). 
120 UNICEF Innocenti – Global Office of Research and Foresight (2023b). 
121 See also http://globalkidsonline.net/sexual-exploitation-un  
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4. PRINCIPLES FOR 

ADDRESSING TECHNOLOGY-

FACILITATED CSEA 

There is no doubt that our understanding of technology-facilitated CSEA and responses to, all 

forms of technology-facilitated violence has come far in the last decade, as reflected in the 

growing body of evidence (more recently including from the Global South through primarily the 

Global Kids Online and Disrupting Harm studies). Yet, as this report has illustrated, a distinct 

gap remains between what is being measured and presented as technology-facilitated CSEA, 

and the level of detail and precision required to adequately legislate and respond in ways that 

centre the collective and individual rights of children within the framework of the Committee 

on the Rights of the Child’s General comment No. 25 on children’s rights in relation to the 

digital environment.122  

Based on the findings of this report we propose six child rights centred principles to address 

technology-facilitated CSEA. These principles can be used by researchers in guiding how it is 

conceptualised and measured; by policymakers in how they read, understand and translate 

that research into policy and practice; and by frontline and child protection practitioners in how 

they develop systems that appropriately and proactively respond and protect those who are 

the most vulnerable. Further, we believe that a holistic child rights perspective ensures 

proportionate responses in case of competing children’s rights.  

The principles aim to enhance the protection of children from all forms of violence, sexual 

exploitation and abuse, as set out in Articles 19 and 34 of the UNCRC. Further, they aim to 

enhance children’s right to freedom of expression (Article 13), right to privacy (Article 16), right 

to access to information (Article 17), right to protection from arbitrary deprivation of liberty 

(Article 37) and the rights of the child in the child justice system (Article 40). These rights should 

be viewed through the lens of the right to non-discrimination (Article 2), the best interests of 

the child (Article 3), the right to life, survival and development (Article 6) and the right to be 

heard (Article 12). This is not an exhaustive list of all children’s rights that might be engaged in 

different scenarios; instead, it points towards those that are the most significant in interpreting 

and applying the principles.  

It is important to stress that all children’s rights are interrelated, interdependent and indivisible. 

This means that none takes precedence over the other. Any restriction of children’s rights must 

have a legal basis, pursue a legitimate aim and be necessary and proportionate. Since measures 

 
122 ECPAT International (2022c); Kardefelt-Winther & Maternowska (2020). 
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to identify, prevent and combat technology-facilitated CSEA often compete with other children’s 

rights, a careful balancing act of competing rights must be undertaken to ensure the planned 

measures are proportionate and contribute to realising all children’s rights.123 

Principle 1: Children’s voices count  

Key messages 

• Conduct ethical high-quality research and consultations with a diverse range of 

children, ensuring their voices are heard. 

• Children’s voices should be used to inform the design of measures to respond to 

technology-facilitated CSEA. 

• Evidence generation which centre’s children’s experiences should be embedded 

and institutionalised into broader processes. 

General comment No. 25 clearly notes the importance of data and evidence generation for 

policymaking and legislating, and for generating new insights as to children’s collective, but also 

specific, experiences in the digital environment. This aligns with the child’s right to be heard, 

and to their views being given due weight in matters that affect them (Article 12 of the UNCRC). 

Considering the sensitive nature of technology-facilitated CSEA, both research and consultation 

with children on this topic needs to follow strict safeguarding protocols and be designed and 

executed in a way that prevents any adverse impacts on the participating children, centring the 

principle to do no harm. This means that children’s voices should only be included in research 

projects if the design and execution of the research meets high ethical standards; otherwise, 

the potential negative impacts of such research may outweigh the benefits of including 

children’s voices in the first place. In this context, researchers should ask children about 

potential risks they encounter online and the impact, that is, the harm they might experience as 

a result.124 This extended focus on risks and harms (with a clear distinction between the two) 

helps us avoid certain assumptions we, as adults, might have on what is indeed ‘harmful’ to 

children. 

For consultation to be meaningful, the voices of a diverse range of children should be heard, 

the questions they are asked should be relevant to their lives and respectful of their 

experiences, and their ideas and suggestions should indeed be considered in decision-making 

 
123 Livingstone et al. (2024). 
124 Livingstone (2013). 
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processes.125 When designing measures to protect children from technology-facilitated CSEA, 

children’s views should be considered to understand better whether such measures have any 

inadvertent adverse impacts on other areas of children’s rights in digital spaces, such as 

accessing appropriate information, participating in online spaces, or privacy and data 

protection. Hence, children’s voices should not only be considered when defining the problem, 

but also when designing the solution.  

Last, data generation should not be an occasional or one-off endeavour. As technology and 

children’s engagement with digital technology changes, their needs, as well as the risks and 

harms they may encounter, also change; thus, evidence generation should be embedded and 

institutionalised into broader processes to develop measures to ensure their relevance. This 

ongoing research is also required to ensure that the unintentional harm and adverse impacts 

of interventions, support, policy and legislation do not result from well-meaning initiatives. At 

the same time, the lack of evidence should not be viewed as an impediment to measures to 

ensure children are safe from technology-facilitated CSEA. 

Questions for stakeholders to consider 

1 Have you considered how to include the voices of a diverse group of children meaningfully 

while upholding safeguarding standards and the do-no-harm principle? 

2 How can you learn from and design actions in response to children’s experiences and views 

of technology-facilitated CSEA, also carefully contextualising what they say within children’s 

broader experience with digital technologies? 

3 How can you ensure that children’s views are heard by those with the power to make a 

change, and that research and consultation is not a one-off exercise but institutionalised 

into a broader process of prevention and response efforts? 

Principle 2: Language matters 

Key messages 

• Follow the advice of the Luxembourg Guidelines and especially avoid using 

language that blames children. 

• Adapt the terminology to the context, while embedding universal 

understandings of behaviours and dynamics that underpin technology-

facilitated CSEA. 

 
125 Diversity here should be taken to include a wide range of variables, particularly drawing on what we know about those that have 

been shown to impact children’s digital experiences. These include (but are not limited to) socioeconomic status, digital skills, self-

efficacy, those with special needs and disabilities and LGBTI groups (Global Kids Online, 2019).  
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When speaking about children’s online experiences, stakeholders should always use language 

that does not blame children for the actions of others. They should also listen to and 

understand children’s own experiences of all forms of sexual victimisation and the language 

that they use. 

A common language, such as the terminology advised in the Luxembourg Guidelines, benefits 

the streamlining of research, prevention and response efforts. Noting also the needs of 

different audiences, regional differences and the pace of technological change, it is critical that 

definitions and responses to technology-facilitated CSEA remain suitably flexible, so as not to 

impose a stringent use of agreed terms while ensuring a common understanding of and 

response to the behaviours and dynamics underpinning the acts and the environments in 

which they occur. 

Note that the understanding and application of technology-facilitated CSEA definitions and 

terminologies primarily focuses on the English language. These definitions may not translate 

easily, or at all, into other languages. Many forms of sexual activities and sexual violence do not 

have ready translations within different linguistic and cultural contexts, Retaining the core 

understanding of the act and behaviour rather than the definition is important to ensure that a 

‘universal’ core of what constitutes technology-facilitated CSEA is retained. This may be 

achieved in part through a clear understanding between different disciplinary, service and 

response professionals of how exploitative and abusive violent behaviours relate to each other. 

Stakeholders should also avoid introducing new terms, jargon or acronyms to describe 

technology-facilitated forms of CSEA. This might lead to ‘terminology fatigue’ among target 

audiences, deterring people from engaging in the topic of technology-facilitated CSEA as they 

might perceive it as a topic that is too complex to understand and tackle. 

For advocacy purposes, it may be beneficial to use a term understood by the audience rather 

than one that is in line with a globally recognised definition. While any form of victim-blaming 

language should always be avoided, more colloquial terms, or terms that are commonly used 

to describe technology-facilitated CSEA in a specific age group, might be preferable. If there is 

scope, stakeholders might explain to the audience why a specific definition of technology-

facilitated CSEA is used, as this might help to raise awareness around the importance of 

language used in this space. 

Questions for stakeholders to consider 

1 Have you familiarised yourself with language commonly used within the specific (country 

or other) context when speaking about technology-facilitated CSEA, and carefully 

considered its relation to shared terminology as in the Luxembourg Guidelines? 

2 Are you avoiding language that can be taken to blame the victim-survivor for the actions of 

others? 
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3 If using a language other than English, does your terminology capture the common 

understanding of the behaviours and dynamics that underpin technology-facilitated CSEA? 

Principle 3: Take care with context 

Key messages 

• Recognise the interrelatedness of vulnerabilities and protective factors between 

CSEA and technology-facilitated CSEA, recognising how these vary by individual 

and both online and offline contexts. 

• Locate technology-facilitated CSEA within a broader understanding of offline 

violence, abuse and exploitation to prevent and mitigate ‘techno-solutionism.’  

• Recognise that pathways to harm are diverse so that responses to technology-

facilitated CSEA should take a case-by-case approach, to ensure the optimal 

response.  

While technology-facilitated CSEA may assumes particular characteristics that relate to the use 

of digital technology in some aspect or stage of its occurrence or perpetration, technology-

facilitated CSEA remains a form of child sexual exploitation and abuse, with associated and 

common risks and vulnerabilities, across individual, family, community and societies. 

Recognition of vulnerabilities, strengths, protective factors and capacities across the digital and 

physical environments is required to ensure the combination of prevention and mitigation that 

can ensure a streamlined approach to keeping children safe online and offline.  

Related to this principle, the nature of how technology-facilitated CSEA occurs and is 

experienced may vary. Some instances of technology-facilitated CSEA may involve a pathway 

from CSEA to technology-facilitated CSEA, or vice versa. Some may occur only in the digital 

environment, while some CSEA may occur without any online component.  

Further, CSEA, technology-facilitated CSEA and related harms might manifest concurrently 

rather than on a continuum. For example, a child might experience severe bullying by peers in 

school and also experience technology-facilitated CSEA perpetrated by an adult, or online 

sexual abuse perpetrated by a peer. While there is no continuum between the two risks, as the 

perpetrators are unrelated, the child might concurrently experience both forms of risk due to 

specific vulnerability factors and a lack of protective factors.  

Therefore, stakeholders should not make any assumptions around particular pathways but 

should assess each case of technology-facilitated CSEA individually to identify whether there is 

a continuum or concurrence of harms, or whether it is solely a case of technology-facilitated 
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CSEA. This case-by-case approach ensures stakeholders identify and address the relevant 

drivers and risk factors to design case-specific protective measures. Similarly, the assumption 

that technology-facilitated CSEA always leads to some form of offline CSEA might also diminish 

the harm experienced by children who exclusively experience technology-facilitated CSEA 

without any offline component. Therefore, technology-facilitated CSEA and offline CSEA should 

not automatically be conceptualised as a progression of harms, which could risk indicating that 

the offline CSEA experience causes more severe harm to the victim. 

Locating technology-facilitated CSEA within a wider understanding of violence, abuse and 

exploitation will also mitigate a reliance on ‘techno-solutionism’ for different forms of 

technology-facilitated CSEA, the adoption of which, in isolation from broader primary and 

secondary prevention efforts or wider environmental drivers, will result in a purely responsive 

rather than preventative approach that fails to address the drivers and risk factors of 

technology-facilitated CSEA, regardless of the definitions adopted. Instead, it will allow for a 

more integrated and holistic approach that promotes universal, secondary and tertiary 

prevention, and response mechanisms that include but are not limited to technical solutions. 

Prevention is often portrayed as the responsibility of one or two sets of stakeholders – children, 

parents or schools. Yet violence prevention, more broadly, is a responsibility of all actors in the 

ecosystem, including governments, service providers, the education system, parents and 

caregivers.  

Questions for stakeholders to consider 

1 Have you considered how to best locate technology-facilitated CSEA within the wider 

conceptualisation, prevention and response to violence, exploitation and abuse while 

considering its specific characteristics? 

2 Have you made any assumptions regarding specific pathways between the digital and 

physical environment? 

3 Have you embedded technical solutions to combat technology-facilitated CSEA within a 

broader prevention and response framework? 
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Principle 4: Avoid blaming children  

Key messages 

• Responses to technology-facilitated CSEA (whether by legislators, law enforcement, 

social welfare institutions or parents) must avoid placing blame on child victims, 

both explicitly and implicitly.  

• Criminalisation of consensual behaviours and acts between peers that are an 

expression of their sexuality may have significant adverse effects and encroach 

on children’s rights and their evolving capacities. 

Any form of sexual content that is produced, shared or possessed between children is usually 

taken to constitute technology-facilitated CSEA. This is the case because legislation in many 

countries states that children cannot give consent to their abuse or exploitation. However, it is 

important that responses to technology-facilitated CSEA do not place blame on children either 

by responsibilising them for their victimization, such as in the case of ‘self-generated’ 

technology-facilitated CSEA, or over criminalizing older adolescents who consensually share 

sexual content with peers.  

The Luxembourg Guidelines dissuades the use of terms that responsibilise children who are 

victims of technology-facilitated CSEA. Such examples include instances where children have 

been coerced or manipulated into producing so-called ‘self-generated’ sexual content. Evidence 

indicates that child victims often avoid reporting their victimisation as they feel and are made 

to feel that they are at fault. Significant efforts have been made by the interagency working 

group to suggests alternatives to terminology that places blame on child victims, examples 

include abandoning terms like ‘child pornography’ and ‘child prostitution’. As discussed in this 

report, terms like ‘self-generated’ content also sit uncomfortably with experts as it too risks 

placing blame on child victims, rightly so as in some jurisdictions children have faced criminal 

liability for producing such content.126 In many jurisdictions these types of ‘self-generated’ 

materials are also framed as less severe, and adults, law enforcement and social welfare 

services may place blame on the child for producing the content, even if it was the result of 

manipulation, exploitation or coercion by a perpetrator.  

Evidence also reveals that children are often shamed and blamed for their involvement and 

agency in cases of technology-facilitated CSEA. Child victims have identified this as a significant 

barrier to reporting. Examples include children chatting with an unknown person online who 

grooms them, or sending ‘self-generated’ sexual material to someone they believe is a peer but 

turns out to be an adult perpetrator. In such cases, children often report feeling ashamed for 

 
126 ECPAT International (2016), p. 43.  



Guiding principles for addressing technology-facilitated child sexual abuse and exploitation 

  
47 

their own actions, which may be confirmed by adult reactions blaming them for what 

happened.  Responses to instances and crimes of technology-facilitated CSEA need to be 

developed with care to avoid placing blame on child victims, this includes when developing 

training programs for professionals who work directly with victims.  

By contrast it is important to acknowledge that not all sexual content produced and shared by 

children is abuse or exploitation. When between peers it can be the exploration and/or 

expression of their sexuality. Mislabelling and any associated potential response, such as 

criminal penalties, risks criminalising consensual behaviours and acts between peers that may 

lead to greater harm in the longer term. Treating these as equal in risk and potential severity of 

harms (if any) to technology-facilitated CSEA perpetrated without consent or by an adult, in 

research, data presentation, intervention or response, may also lead to a misleading over-

estimation of certain forms of technology-facilitated CSEA that undermines the need for a more 

differentiated and appropriate response. The importance of context cannot be over-

emphasised through all these instances. 

While children have a right to protection from abuse, their evolving sexuality has never before 

received so much monitoring as in the digital age, where daily traces are left of browsing 

history, communications with peers, photo albums and app usage. There is a risk that 

children’s sexuality can become increasingly scrutinised, and even criminalised. The Committee 

on the Rights of the Child makes it clear that adolescents of similar ages should not be 

criminalised for consensual sexual activity,127 and applies the same standard to online sexual 

activity, stating that ‘children should not be held criminally liable for producing images of 

themselves’.128 When approaching this complex issue, stakeholders should critically interrogate 

the age of consent to sexual activity in their respective country context, and assess whether this 

set age allows enough space for consensual sexual expression of adolescents, and whether it 

should be any different in the digital environment. 

At the same time, the Committee also recognises that in cases where initially consensually 

produced material is further distributed without the consent of the depicted child, the 

distributors should be held criminally liable, even where the distributor is a child themselves.129 

In line with the UNCRC, stakeholders should prioritise diversion measures or restorative justice 

approaches for children in conflict with the law due to technology-facilitated CSEA. Diversion 

involves referring matters away from the formal criminal justice system, usually to 

rehabilitation programmes or activities. A restorative child justice approach is an approach in 

which the victim(s) and offender(s) participate actively together in resolving matters arising 

from the crime, generally with the help of a facilitator. However, a restorative justice approach 

 
127 UNCRC (2019, para. 73). 
128 UNCRC (2019, para. 67); UN (2021, para. 118). 
129 UNCRC (2019, para. 67). 
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might not always be appropriate, and its suitability should be informed by an overall 

assessment of the case and in particular, the views of the child victim. 

Questions for stakeholders to consider 

1 Have you considered how cases of children’s sexual exploration and/or expression are 

categorised in the context of technology-facilitated CSEA? 

2 Have you put in place sufficient measures to avoid criminalisation of children for certain 

forms of consensual production and distribution of sexualised images and videos? 

3 Have you considered how child offenders of technology-facilitated CSEA will be treated 

within the child justice system? 

Principle 5: Future proof policy  

Key messages 

• Future proof policies by focusing on the abusive and exploitative behaviours or 

acts that underpin technology-facilitated rather than focusing on specific 

technologies, typologies or definitions.  

• Criminal justice professionals should attempt to exhaust the scope of existing 

legislation to avoid coming to a standstill if legislation is lagging behind in adopting 

technology-facilitated CSEA provisions.  

One of the major challenges consistently raised in developing and updating typologies, 

terminology and definitions of technology-facilitated CSEA is the rapid innovation and changing 

nature of digital technology, and the impact of, for example, generative AI. By focusing on the 

abusive and exploitative behaviour or individual act regardless of digital environment – 

whether fully virtual environments such as the Metaverse, extended reality or the use of 

generative AI – stakeholders might be able to address technology-facilitated CSEA in the 

context of emerging technologies without being constantly tied up in efforts to update 

typologies, terminology and definitions of technology-facilitated CSEA. 

For example, any sexual act that would constitute a sexual offence or sexual abuse within the 

physical environment when it occurs within the metaverse may still constitute an act of sexual 

violence as defined in the Criminal Code, assuming that it details that such acts regardless of 

environment constitute a crime. Another example is the use of existing CSAM legislation to 

address cases of AI-generated CSAM. Since the drafting of the OPSC in the early 2000s, 

lawmakers debated whether so-called ‘virtual’ CSAM should fall under the scope of the criminal 
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law. While this debate mainly focused on drawings of CSAM, for example in the context of 

Manga, many jurisdictions decided to expand the scope of CSAM laws to cover virtual CSAM. 

These laws can be leveraged to cover AI-generated CSAM, even though the law itself does not 

mention the specific technology. However, focusing on the act or behaviour, that is, the 

generation of CSAM involving a fictional child, should suffice for the criminal justice system to 

respond to such cases. 

It is, of course, crucial that criminal justice professionals act within the remit of the law (the rule 

of law). However, criminal justice professionals should attempt to exhaust the scope of existing 

legislation as much as possible to avoid coming to a standstill if legislation is currently awaiting 

amendment. Regarding the need to ‘future-proof’ legislation, that is, formulating it in a way in 

which it might be applicable, even for future technological developments, it is crucial to respect 

the principle of legal certainty. This demands that criminal law clearly describes the conduct 

that is considered punishable by law: a layperson should be able to understand which conduct 

is prohibited and regulate their own behaviour accordingly. In conclusion, while legal 

frameworks should be sufficiently open to interpretation to allow their applicability for future 

technologies, they need to be sufficiently concrete at the same time to respect the rule of law 

and the principle of legal certainty. 

Questions for stakeholders to consider 

1 Have you considered how the current legal and policy framework can be applied in the 

context of emerging technologies, even if the frameworks predate these technologies? 

2 Does your extended application of the law to emerging technologies respect the rule of 

law? 

3 Have you drafted legislation in a way that it might be applicable to future technologies, 

while making sure it is sufficiently compliant with the principle of legal certainty? 
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Principle 6: Embrace a child rights approach  

Key messages 

• Stakeholders should assess the impact of technology-facilitated CSEA-targeted 

interventions on the full spectrum of children’s rights, ensuring proportionate 

responses in case of competing children’s rights. 

• Child rights centred responses to and strategies to prevent technology-

facilitated CSEA should be framed within a wider conceptualisation of violence, 

exploitation and abuse as well as a wider conceptualisation of a safe and rights-

respecting digital environment. 

• Children’s rights should be embedded in the products and services that children 

use following the principles of Child Rights by Design.130 

As noted in Section 4, technology-facilitated CSEA is complex, nuanced and multifaceted. While 

CSEA is arguably equally complex, the digital technology aspect of technology-facilitated CSEA 

further exacerbates this complexity, as technology-facilitated CSEA takes place within the 

complex digital ecosystem. Interventions aimed at preventing or responding to technology-

facilitated CSEA, might have inadvertent adverse impacts on other users and even non-users of 

digital technologies, including children. General comment No. 25 states that ‘privacy is vital to 

children’s agency, dignity and safety and for the exercise of their rights’.131 Stakeholders should 

therefore avoid a privacy vs safety dichotomy, but rather assess the impact of technology-

facilitated CSEA-targeted interventions on other children’s rights, such as the right to freedom 

of expression, the right to privacy and the right to access to information and develop an 

approach which ensures all engaged rights reach their maximum potential. 

Prevention and response to technology-facilitated CSEA is therefore rarely a question of black-

and-white, but rather an attempt at manoeuvring in various shades of grey. This might seem 

daunting, in particular as understanding the digital ecosystem is a big task in and of itself. 

However, understanding the digital ecosystem, its actors, drivers, dynamics and governance, 

and how these aspects interact, is crucial to developing technology-facilitated CSEA 

interventions that are effective in tackling the issue. In the same vein, technology-facilitated 

CSEA is different to other forms of cybercrime, as it includes vulnerable children who require 

specific protection and care. Therefore, understanding the dynamics and impacts of 

 
130 Livingstone & Pothong (2023).  
131 General comment No. (2021, para. 67). 
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technology-facilitated CSEA is equally important to develop measures that sufficiently protect 

children from this form of sexual exploitation and abuse.  

For this purpose, policymakers and stakeholders should engage with others operating in this 

space, such as digital rights experts, child protection practitioners, technologists, ICT 

policymakers and child rights experts. These mutual learning engagements will ensure that 

technology-facilitated CSEA sits both within a wider conceptualisation of violence, exploitation 

and abuse (see Principle 2) as well as a wider conceptualisation of a safe and rights-respecting 

digital environment. 

To this should be added the role of digital technology companies as a stakeholder in violence 

prevention. Tech companies can play a significant role in preventing technology-facilitated 

CSEA by centring children’s rights in the design and development of their products and services 

rather than only considering the needs and vulnerabilities of children as an afterthought. This 

proactive approach can help create a safer digital environment and empower children to use 

technology responsibly. This can include the development of internal policies and processes 

addressing technology-facilitated CSEA; prioritising technology-facilitated CSEA risk 

identification and risk mitigation as part of child rights and human rights due diligence; centring 

the needs and vulnerabilities of children through child rights by design,132 safety by design and 

privacy by design approaches; designing reporting mechanism and notice-and-takedown 

procedures with children’s needs in mind; and any other actions that actively prevent a tech 

companies’ products or services being used to commit technology-facilitated CSEA. 

Questions for stakeholders to consider 

1 Do your interventions have any negative impacts on other children’s rights, and have you 

taken sufficient precautions so that all engaged rights reach their maximum potential? 

2 Do you have sufficient knowledge about the digital environment and on the dynamics and 

impact of technology-facilitated CSEA to develop interventions in this space that are 

effective and minimise adverse impacts on other children’s rights? 

3 Have you engaged relevant stakeholders with complementary expertise to better 

understand technology-facilitated CSEA and the digital environment in which it takes place?  

 
132 Livingstone & Pothong (2023).  
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5. CONCLUSION 

Technology-facilitated forms of CSEA present significant harm to children that, like all forms of 

violence, impacts on all aspects of their lives, their capacity to thrive and realise their full range 

of rights, and the wealth of opportunities that digital technology could bring. There has been 

substantial progress in understanding the changing nature of children’s experiences of risks, 

including sexual risks, in the digital space, and in formulating promising evidence-informed 

practice to prevent and respond to violence that takes place in, and through, the use of digital 

technologies.  

As a result of this growing body of knowledge, the complexities and nuances of technology-

facilitated CSEA are becoming more apparent and are likely to grow as digital technology is 

further embedded into children’s everyday lives. In seeking to understand how we can classify 

and understand technology-facilitated CSEA, questions abound – such as whether images 

depict real or fake abuse (as in deepfake AI images), or whether abuse more often associated 

with adult victims (such as image-based sexual assault or intimate partner abuse) merits a 

distinct label when applied to children, or whether the focus should be on behaviour, content 

or technology (or all).  

As reflected throughout this report, specific areas warrant particular consideration in how 

technology-facilitated CSEA against children is conceptualised, measured and integrated into 

policy, legislation and prevention and response systems. These include: 

• Recognising that while technology-facilitated CSEA sits on a continuum of violence, and 

between the digital and non-digital, there may be specific factors that present in some 

cases that are unique to technology-facilitated violence that are not present in 

exclusively contact sexual violence. 

 

• How society talks about violence and sexual violence against children, including CSAM, 

can impact the lived experiences of children. This is, in turn, influenced by culture and 

language – for instance, definitions that provide specificity in the English language may 

not translate into other languages and contexts. Relatedly, experiences and content 

considered of no or little risk to children may be undesirable or even place children at 

risk in other contexts.  

 

• How children see, experience and understand their digital encounters, which may 

objectively be categorised as risks by researchers and adults, may, without context, be 

misrepresented by adults seeking to develop and prioritise policy responses intended to 

keep children safe. 

 

• Assumptions of harm, and the likelihood and severity of harm, remain largely that, 

assumptions, with little research detailing how risks translate into actual harm and how 
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different environmental factors may influence or impact on harmful outcomes. 

While these concerns certainly complicate how technology-facilitated CSEA against children is 

conceptualised, they by no means limit or undermine the progress made thus far. Instead, they 

highlight the importance of developing and applying common principles across contexts, 

languages and cultures, and how research is utilised to develop policy, legislation and systems.  

As much as standardised, ‘universal’ definitions and classifications benefit the streamlining of 

research, prevention and response efforts, this report shows that, given the needs of different 

audiences, regional differences and the pace of technological change, it is critical that the 

conceptualisation of technology-facilitated CSEA remains agile and up to date, while also 

allowing action where relevant definitions are missing. Rather than enforcing terminology top 

down, we need common understandings of the behaviours and dynamics (human and 

technological) that underpin the acts and environments in which they take place. To that end, 

we have proposed six child rights centred principles geared at supporting existing efforts 

towards clarity and consensus. Hopefully they can help guide unfolding policy debates and 

discussions alongside the evolving technologies increasingly implicated in CSEA and related 

risks.  
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