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Summary

On 2 July 2022, the Dutch government submitted a request for advice to the Advisory Council on 
International Affairs (AIV) on the subject of hybrid threats. The request for advice notes that hybrid 
activities represent a growing threat to national and international security. How can the government 
– and Dutch society – be better prepared for such threats?

Hybrid conflict is said to exist when certain, often non-military instruments of power are orchestrated 
and strategically deployed as weapons, without this amounting to armed conflict. Examples of such 
instruments include political subversion, cyber activities, disinformation, economic destabilisation, 
corrupt financial practices and actual attacks on critical infrastructure. These are activities which 
undermine our open society and our democracy under the rule of law, and which take place below 
the threshold of force, in other words without crossing the legal boundary between war (in the sense 
of armed conflict) and peace. The threats tend to occur in domains in which the armed forces do 
not traditionally operate, in the grey zone between war and peace. Hybrid threats, both national 
and international, are mainly designed to undermine society as a whole, thus putting societal 
resilience under pressure.

In its advisory report, the AIV discusses the multifaceted phenomenon of hybrid threats from three 
different perspectives: physical, virtual and cognitive. The physical dimension relates to the world 
as we experience it through sensory perception. The virtual dimension concerns the processing, 
protection and dissemination of information. The cognitive dimension is the entirety of perceptions, 
observations and intentions in society. In addition to the obvious threats in the physical dimension, 
the AIV focuses in particular on the impact of hybrid activities (or attacks) on the virtual and cognitive 
dimensions, given that governments find it very difficult to anticipate this type of threat effectively 
in terms of policy. Physical attacks tend to be more visible and easier to attribute. Furthermore, it 
is usually clear from the outset who is responsible for physical security and protection; generally 
speaking, this is also fairly well organised. By contrast, there is much uncertainty about virtual 
and cognitive attribution and protection.

Geopolitical urgency
An open, democratic society is vulnerable. It would clearly take little to disrupt key and vital sectors 
where ‘critical processes’ take place, whether in the field of water management, telecommunications, 
energy, transport, water supply, the production and storage of chemical and nuclear goods, public 
order, finance or democratic processes. This kind of disruption affects people’s socioeconomic security 
and has wider economic and social repercussions. The primary aim of such attacks, however, is to 
create psychological effects: fear and uncertainty, diminished confidence in institutions or a general 
distrust of other people or government authorities.

Hybrid conflict is used to gain a more favourable political and military-strategic position. 
Rising numbers of both state and non-state actors appear to be using a multitude of hybrid instru
ments. Russia is often cited as an example in academic literature. Russian military doctrine makes 
no distinction between conventional and unconventional operations, deliberately focusing on 
non-military activities such as interference in democratic elections or the funding of anti-
democratic proxies.

China equally makes active use of hybrid instruments. Outside its borders, the Chinese state purpose
fully and actively uses psychological tools and the influencing of public opinion as a means of conflict. 
The United States also uses hybrid methods and has on several occasions in the past been active at 
political and diplomatic level in undermining governments, bringing down dictatorships or putting 
countries under political and economic pressure.
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The NATO allies and EU member states are also specifically addressing hybrid threats, both defen
sively and offensively. The phenomenon of hybrid threats has been incorporated in NATO strategy 
since 2015, and hostile hybrid activity has been regarded as a justification for the invocation of Article 
5 since 2016. In addition, numerous new partnership initiatives and investment programmes have 
been launched to combat hybrid threats.

The EU takes hybrid threats very seriously. A hybrid threat could trigger Article 42.7 of the Treaty on 
European Union under which EU member states support each other in the collective defence of the 
European Union. This applies to both conventional and hybrid attacks.

The EU aims to combat hybrid threats and increase awareness of hybrid threats among member 
states through numerous initiatives, such as the creation of the EU Hybrid Toolbox, which offers 
member states a host of instruments to counter hybrid threats. In addition, the specially designed 
2020 European Democracy Action Plan and the Defence of Democracy package presented in 
December 2023 focus on improving the resilience of European democracies, including in respect of 
external interference. Furthermore, the EU is investing through the European Defence Agency (EDA) 
in specific hardware and software for new technologies, partly with the aim of countering threats in 
the virtual and cognitive dimensions.

A key component of today’s hybrid threats is made up of increasingly assertive non-state actors. 
Threats are more and more often the work of terrorist groups or individual civilians, whether or 
not deployed as proxies by state actors. Furthermore, because many hybrid attacks are carried out 
using new, often dual-use technologies, large multinational tech companies, global corporations or 
influential individuals are increasingly involved, wittingly or unwittingly, in modern-day conflicts. 
On the one hand, they are targets; but on the other hand they are also used as resources.

The need for further development of international law
In terms of international law, the phenomenon of hybrid threats is a complex issue. What does the 
non-intervention principle mean in the context of hybrid threats? Traditional warfare is governed 
by international humanitarian law and international agreements providing guidelines for the use of 
force, the treatment of prisoners of war and the protection of civilians. The issue is, however, that 
hybrid threats occur below the legal threshold of armed conflict. International humanitarian law 
was not developed with such threats or conflicts in mind. That means that a development of the 
law is required in respect of hybrid conflict, in which underlying legal principles and human rights 
apply. Furthermore, how do we prevent the militarisation of civic space in our open democracy? 
State obligations stemming from human rights are crucial in dealing with hybrid threats and 
providing protection against them.

Hybrid threats present new challenges in respect of the mandate and statutory framework for the 
Dutch armed forces too. The armed forces’ tasks are laid down in the Constitution, on the basis 
of which three main tasks were formulated by the Ministry of Defence. Given that hybrid threats 
– particularly those in the virtual and cognitive dimensions – are not being adequately addressed, 
the AIV calls on the government to work with legal experts to scrutinise the definition of these 
main tasks and amend it as necessary, to enable the armed forces to equip themselves and prepare 
for future threats more effectively.

Towards greater societal resilience 
Paradoxically, Dutch society and other democracies are under pressure precisely because of their free 
and open nature. On the one hand, that openness is a great strength and worthy of protection. At the 
same time, there is an inherent vulnerability. It is vital that the government act proactively whenever 
Dutch interests are at stake, and that may come at the expense of some of that openness and freedom.
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Hybrid threats (or actual attacks) can affect society on many fronts. A whole-of-government approach 
is therefore required, as is a whole-of-society strategy. All elements of Dutch society should be part of 
a broader approach to security.

The AIV regards Finland’s comprehensive security approach – a society-wide state of preparedness 
in respect of security issues – as an example of how societal resilience can be strengthened. Although 
Finland differs from the Netherlands in many respects, there are certainly lessons to be drawn from 
the Finnish approach. The Finnish government is committed to strengthening civic engagement as 
well as psychological resilience. Interoperability between national, international and EU counter
measures is being enhanced, as is collaboration between government, including the Ministry of 
Defence, and national stakeholders. In addition, the protection of critical infrastructure and the 
vital functional capabilities of society and of services, including emergency services, is addressed 
specifically, thus helping to boost societal as well as economic resilience.

In the Netherlands too, society as a whole will need to contribute to societal resilience. Article 99a 
of the Constitution provides for rules to be laid down concerning this joint responsibility. The Dutch 
government’s current approach does not adequately match the broad impact of hybrid threats. 
Despite some good initiatives, such as the Government-wide Response Framework against Hybrid 
Threats, the government’s response in the face of a threat is often reactive, incident-driven and frag
mented. In many cases, this approach leads to the ad hoc creation of crisis teams or a sector-based 
response. A course of action such as this may well work in the short term, but in order to be well 
prepared, resilient and quick to respond effectively in the long term, much more is required. There 
also seems to be a lack of awareness in society as to how significant the impact of potential hybrid 
attacks or specific threats may be. This awareness needs to be heightened, for example by introducing 
a national security course based on the Finnish model and expanding the national security course 
provided by the Netherlands Defence Academy and the National Academy for Crisis Management, 
which falls under the National Coordinator for Counterterrorism and Security (NCTV), as well as by 
introducing a form of social conscription, increasing public involvement in political decision-making 
through citizens’ assemblies and expanding the number of reservists.

The Netherlands must therefore show stronger commitment to complying with NATO’s seven 
baseline requirements for national resilience, which focus on the continuity and operation of govern
ment services, energy supplies, food and water resources, the ability to deal with large movements of 
people, the ability to deal with mass casualties, and functioning communications and transportation 
systems; in other words, the critical processes needed to keep society functioning in times of crisis or 
war. These requirements should be followed up and aligned with existing EU initiatives designed to 
counter hybrid threats. The AIV believes, however, that they do not adequately address the threats in 
the virtual and cognitive dimensions.

The AIV is of the opinion that the Netherlands would benefit from a proactive, anticipatory and 
comprehensive approach to national security. It notes that the Dutch response to an acute threat 
is too sector-based and often focused on damage limitation. The AIV further observes that there is 
a need for anticipation and timely exchange of information to prevent threats and promote policy 
coherence in order to ensure the necessary consistency across the different sectors. This should be 
directed by the National Security Council (NVR), established in 2022. The NVR should assess the 
situation in the Netherlands at least twice a year, concentrating on a vulnerability analysis and a 
resilience strategy focused specifically on hybrid threats. The NVR should be more effective and 
operational in nature and should, wherever possible, stand above the ministries, reporting directly 
to the prime minister. All ministries must be represented in the NVR, as well as financial institutions, 
security services, businesses and knowledge institutions. A comparison between the threat analysis 
and the vulnerability analysis should reveal the level of investment required and lead to a plan of 
action that justifies the investments.
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Recommendations

Hybrid conflict is a many-headed beast. The AIV’s advisory report examines many aspects of hybrid 
attacks, looking in particular at their societal impact in the physical, virtual and cognitive dimensions. 
Given the great geopolitical urgency and the need to invest in societal resilience, the AIV presents 10 
incisive recommendations for the Dutch government.

	f Society:

1.	 Invest in societal resilience and national awareness in respect of hybrid threats. The issue of 
hybrid threats affects all of society. It requires a collective change in mentality and a stronger 
national narrative: Dutch citizens must be aware of threats. In accordance with Article 99a of 
the Constitution, therefore, the whole of society must collaborate to increase societal resilience: 
the public, government authorities, private companies, knowledge institutions, civil society 
– everyone has a key role to play. The AIV also recommends developing a national security 
course, inspired by the Finnish model, to be offered to Dutch citizens. The national security 
course provided by the Netherlands Defence Academy and the National Academy for Crisis 
Management should be developed further and implemented more widely, specifically for those 
in leadership positions in government, business, civil society organisations such as media and 
NGOs, and utility companies operating in critical infrastructure; this is to create a shared 
threat assessment and provide potential courses of action in the context of resilience. It is vital 
that civic participation be increased in this respect. The AIV is of the opinion that citizens’ 
consultations would be useful in generating support for societal resilience. Through citizens’ 
assemblies, selected by lottery, in which citizens can participate in policy and decision-making 
processes, society will come to view the issue of security as a collective responsibility. This will 
also help to boost pluralism as an essential condition for a healthy democracy.

	f The dimensions:

2.	 Physical: 
Protect critical infrastructure, communications and national interests, and address unwanted 
foreign influence. An open, democratic society such as the Netherlands is vulnerable. There is 
an urgent need to step up the protection of critical processes that keep society functioning, and 
collaboration with businesses, financial institutions and knowledge institutions is essential in 
this regard. Because a great many public and private actors are involved, these efforts need to be 
coordinated by the government, taking a whole-of-government and whole-of-society approach. 
The AIV recommends focusing particular attention on the dissemination of disinformation and 
the undermining of public order and our democracy under the rule of law. In the case of water 
management, outdated processes should be modernised and the security of the drinking water 
supply system should be tightened. Security for the transportation sector and the production 
of essential goods also needs to be improved. The operational scope for the protection of the 
financial sector needs to be reinforced in order to enhance financial security, and the security 
of digital networks, telecommunications and energy supplies should be tightened. Knowledge 
institutions also need to explicitly take on their share of responsibility for overall security. 
Collaboration can be sought in an EU context wherever it is deemed likely to bring benefits.
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3.	 Virtual: 
Combat disinformation and regulate social media companies and their platforms. The influ
ence of tech firms, social media companies and online platforms on the Dutch public is immense. 
Together with other EU countries, the government should take a critical look at how tech firms 
and social media companies design their platforms and remind them of their duty of care. 
With regard to disinformation, the government should develop an education curriculum to 
promote media literacy and the ability to recognise disinformation. The government should 
also aim to strengthen a pluralistic media landscape, both online and offline, partly with a 
view to fortifying democratic processes and institutions.

4.	 Cognitive: 
Take the Government-wide Response Framework against Hybrid Threats as a guideline, 
but look more specifically at the virtual and, in particular, the cognitive dimension. The new 
Security Strategy for the Kingdom of the Netherlands contains recommendations for a new 
and strategic security policy, including 12 lines of action, the key elements of which are to work 
towards a resilient democracy under the rule of law and increased societal resilience, focus on 
education and protect the Netherlands’ critical processes. Threats that may have psychological 
effects on society need to be investigated further; narratives endorsing the Netherlands’ open 
society, democracy, rule of law and free way of life should be amplified. This should be aligned 
with the European Democracy Action Plan and the Defence of Democracy package.

	f Development of the law:

5.	 Work towards worldwide regulations under international law regarding attribution and 
punishment of irregular, unconventional warfare and work on prevention. A more stringent 
additional protocol should be developed within the Geneva Conventions, to enable punishment 
for attacks, particularly in the virtual and cognitive dimensions, that are currently not covered by 
international humanitarian law, or international law in general. In all cases, existing international 
and European law provides the guiding principles and also applies to hybrid attacks. The AIV is 
of the opinion, however, that rules of law should be updated and that further development of 
the law pertaining to state responsibility and individual liability with regard to hybrid threats 
is needed. The Netherlands should take a leading role in this matter.

	f A whole-of-government approach:

6.	 Strengthen the National Security Council and ensure good governance. Prevention of and 
protection against hybrid attacks requires an integrated approach by national and local govern
ment, the private sector and society as a whole. If there is to be collaboration between the different 
tiers of government, a whole-of-government approach is needed, as is improved interministerial 
coordination. To this end, the National Security Council (NVR), as the central security authority, 
requires a more robust mandate. The government should explore the best way to embed the NVR, 
on the basis that it is a national operations centre with supra-ministerial authority. The govern
ment should also investigate how the NVR can be rendered more effective and operational in a 
practical sense, with the agency positioned above the ministries wherever possible and reporting 
directly to the prime minister. All ministries would need to be represented in the NVR, as would 
financial institutions, security services, knowledge institutions and businesses. A comparison 
between the threat analysis and the vulnerability analysis should reveal the level of investment 
required and lead to a plan of action that justifies the investments.
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7.	 Delegate and mandate clearly and combat threats in the virtual and cognitive dimensions, 
appoint a rapporteur on digital affairs and invest in national training and education with 
regard to resilience, including cyber resilience. In terms of the hybrid domain, the Netherlands 
Defence Intelligence and Security Service (MIVD), the General Intelligence and Security Service 
(AIVD) and the National Coordinator for Counterterrorism and Security (NCTV) must be given 
greater powers to identify new types of threat at an early stage, particularly those in the virtual 
and cognitive dimensions, within the context of the new Intelligence and Security Services Act 
(WIV), in which supervision is strictly defined. The AIV also deems it necessary to appoint a rap
porteur on digital affairs. The right of citizens to be protected also means that citizens must be in 
a position to protect themselves effectively against digital threats; the government must ensure 
that this is the case. Digital illiteracy must be actively addressed; the provision of national digital 
literacy courses could help in this respect. In addition, the Dutch government should further 
investigate the dangers of the open internet, including the monitoring of subversive networks. 
At the same time, freedom of expression must be protected at all times. The training of ethical 
hackers for central government should also be rolled out more quickly; these hackers make the 
work of cybercriminals more difficult, protect citizens online and help to bolster the cyber 
resilience of the Netherlands.

	f Preconditions:

8.	 Revise the definition of the main tasks of the Dutch armed forces. The current definition 
of the main tasks dates from 2000 and does not adequately cover today’s multitude of hybrid 
threats, particularly those in the virtual or cognitive dimension. As a result, the Dutch armed 
forces have insufficient operational power to arm themselves effectively against any future 
attacks. The government must seek definitions that are more in keeping with today’s world, 
taking account of the use of new technologies and threats in all dimensions. The Ministry of 
Defence should also focus more emphatically on the interaction between government and the 
public and engage more closely with the whole-of-society approach. 

9.	 Implement and build on measures and guidelines from the EU Hybrid Toolbox at national 
level. Within the EU, the Netherlands should focus on international cooperation to counter 
hybrid threats. The EU Hybrid Toolbox should be rolled out further and the Netherlands 
should place greater emphasis on developing tools to counter attacks or threats in the virtual 
and cognitive dimensions. Alignment should also be sought with the European Democracy 
Action Plan and the Defence of Democracy package and the measures and guidelines they 
offer for the Netherlands to develop further and implement at national and subnational level.

10.	 Foster interoperability between NATO countries in their approach to hybrid threats. In respect 
of cyber resilience in particular, complementary to conventional military deterrence, allies will 
need to collaborate intensively. There also needs to be greater interoperability between the 
allies’ digital infrastructures, and improved collaboration is needed in the field of intelligence. 
In addition, NATO must look at whether and, if so, how Article 5 should be invoked in the event 
of a cyberattack. Article 3 should also be complied with to reinforce collective resilience goals, 
both military and non-military. The AIV regards the agreed seven baseline requirements and 
NATO’s collective resilience goals as guiding principles for the Netherlands, and the Netherlands 
should make a concerted effort to pursue these resilience goals in all dimensions of hybrid conflict.
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Introduction

On 2 July 2022, the Dutch government submitted a request for advice to the Advisory Council on 
International Affairs (AIV) on the subject of hybrid threats.1 The request notes that hybrid activities 
pose a growing threat to national and international security. The shifting balance of power, mounting 
geopolitical rivalry and advances in respect of new technologies are causing huge changes in the inter
national security situation. These developments have implications for the Netherlands’ national 
security in a great many areas.

Method
Over the past two years, the AIV conducted an in-depth study of the phenomenon of hybrid 
threats. The advisory report is based on an extensive literature review and interviews with more 
than 70 experts, including public administrators and representatives from the private sector, 
banks, educational institutions, various ministries and the security services. The AIV is extremely 
grateful to these people for their time and input.

Structure
The structure of this advisory report is as follows. The first chapter explains the concept of hybrid 
threats and provides a definition. The second chapter focuses on national vulnerabilities and the 
impact of hybrid activities on different sectors of society. The third chapter describes the geopolitical 
urgency and international developments. The fourth chapter discusses the legal framework. The fifth 
chapter looks at how societal resilience in the Netherlands can be enhanced. The recommendations 
for countering hybrid attacks and enhancing societal resilience can be found at the beginning of this 
advisory report.
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Chapter 1

Hybrid threats

	f 1.1	 Non-military threats

A conflict does not have to be fought out by military means to nonetheless be disastrous and have 
major repercussions. Every day, Dutch society is targeted by attacks on many fronts even though the 
Netherlands is not at war. To what extent is Dutch society equipped to deal with attacks of this kind? 
In this report, the AIV examines many threats, such as those posed to our democratic rule of law and 
to water management.

Dutch democracy
Increasing numbers of foreign actors are actively attempting to undermine democratic processes in 
the Netherlands, such as free and fair elections. One of the main tools used for this purpose is the 
dissemination of disinformation via social media and networked online groups, whereby misleading 
information is deliberately propagated with the aim of causing harm to a country. The effect of 
misleading information is magnified by the use of artificial intelligence (AI), including generative AI, 
with which alternative ‘truths’ can be created.

Russia in particular is very active, as illustrated in an analysis by NATO’s Committee on Democracy 
and Security.2 The state is using disinformation, deepfakes and conspiracy theories to sow division in 
the European Union.3 The Czech Republic’s Security Information Service (BIS) reported recently that 
European (including Dutch) politicians had allegedly received money in return for spreading pro-
Russian propaganda4 and that Russia was aiming to roll out an influence operation in Europe in the 
run-up to the European Parliament elections in June 2024.5 China is another actor that is becoming 
increasingly active and is adopting Russian tactics to an ever-greater extent in what has been referred 
to as the ‘Russification’ of Chinese influence operations.6

These hybrid tactics undermine Dutch democracy under the rule of law. The democratic system 
benefits from free and fair elections. Every message about a potentially corrupt European or Dutch 
politician undermines trust in democratic institutions. And that trust is already at a low level. 
Particularly since the COVID-19 pandemic, the lockdowns and the drastic government actions taken 
in 2020-2022, there has been profound mistrust among some Dutch citizens towards the government, 
the media, the judiciary or science. These people find and nurture each other through social media 
and networked online groups. In a phenomenon analysis in April 2024, the General Intelligence and 
Security Service (AIVD) warned of the growing group of ‘sovereigns’, also referred to as ‘sovereign 
citizens’ – Dutch citizens who want to reject the authority of the state.7

This development shows that hybrid threats, such as the subversion of Dutch democracy, are not 
necessarily posed exclusively by foreign actors. Domestic actors also engage in such activities or are 
co-opted and instrumentalised by foreign actors. The cross-border interaction, digital or otherwise, 
between malicious foreign and domestic actors makes the task of countering hybrid threats highly 
complex.

Dutch water
Dutch water management is also susceptible to hybrid attacks. The Netherlands is renowned all over 
the world for its water management expertise. Various reclamation projects, such as the Beemster 
Polder, have even earned a place on UNESCO’s World Heritage list.8 NATO has designated Dutch 
ports as major European ‘landing stages’ for military supplies from the United States and the United 
Kingdom in the event of a continental conflict involving NATO countries.
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Precisely because of the Netherlands’ unique location, however, water also represents a key 
vulnerability and a national Achilles heel. Using new technologies, large tracts of the Netherlands 
could be flooded in a short space of time. Sabotage of dykes, pumping stations and flood defences 
could cause major disruption. Haarlemmermeer, for instance, a municipality that is home to 160,000 
residents and the entire infrastructure of Schiphol airport, including various highways and rail links, 
could end up under a metre of water very quickly. There are polders where flood waters could rise 
rapidly to more than two metres in the event of a dyke breach.

The water authorities are targeted by many cyberattacks, some of them minor, every day. In the 
event of a major hack, sabotage such as this could have direct implications for water management. 
Digital signals, monitoring, measurements and the operation of bridges, locks and flood defences 
could all be manipulated as a result. The Netherlands’ water supply could also be affected by a 
cyberattack. The Netherlands Court of Audit raised the alarm about this back in 2019.9

	f 1.2	 Hybrid attacks

A hybrid attack can take place without the occurrence of an actual war situation and without crossing 
the legal boundary between war and peace, in other words below the threshold of force. Such activities 
also tend to occur in domains in which the armed forces do not traditionally operate, in the grey zone 
between war and peace. The threats are not necessarily directed at the military, but are intended to 
undermine society as a whole.

In the case of hybrid conflict, it is not always clear who the perpetrator is or with whom responsibility 
lies, thus making attribution difficult. A hybrid attack could be carried out either by a state or non-
state actor, or by military personnel (combatants) or civilians (non-combatants). The distinction be
tween them is sometimes lost in hybrid attacks, making it difficult for governments to counter them. 
Furthermore, it is not always immediately clear whether an attack is actually a hybrid attack or, for 
example, a terrorist attack.

The changing international dynamics and the emergence of new technologies require the state to 
have instruments at its disposal that enable effective countermeasures against hybrid attacks.

	f 1.3	 DIMEFIL as a framework of instruments for the state

Hybrid conflict has been around for a very long time. For centuries, non-military means have been 
deployed to gain a particular politico-strategic dominance over a hostile power. Manipulation, 
psychological warfare, influencing methods and deception are age-old instruments of power.10 
There is therefore a history behind the concept of hybrid conflict.11 Modern hybrid conflict, however, 
is of a different nature to earlier variants; today, hybrid instruments are more comprehensive, 
the players are more numerous and the potential impact of hybrid activities is greater.

The government’s request for advice defines hybrid conflict as the integrated use of means covered 
by the acronym DIMEFIL (see text box).12
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DIMEFIL 

Diplomacy. Hybrid activities in the diplomatic domain could include the suspension of 
treaties, obstruction of international decision-making and the creation of competing 
alliances in existing dominated structures.

Information. Attempts are made within the information domain to use the dissemination of 
disinformation to create doubt in the decision-making processes of governments and citizens.

Military. Attempts are made within the military domain to use the deployment of 
conventional military means, military interventions or humanitarian aid demonstratively. 

Economic. Instruments in the economic and financial domain include the restriction 
of access to markets, trade routes, raw materials or energy supplies; foreign takeovers 
or investments; the creation of strategic dependencies through monopolisation or the 
imposition of economic sanctions or boycotts.

Financial. Financial instruments can be used to exert pressure on financial markets in order 
to reduce government power and undermine political support. 

Intelligence. Intelligence can be used to develop an alternative political narrative. 
Influencing (of politicians, media, students, public opinion) and interference (in foreign 
diaspora communities, for example) can be effected through intelligence services.

Legal. Within the legal domain, a hybrid threat campaign could involve raising or lowering 
legal thresholds or obligations, evasion of liability or the abuse of legal processes to create a 
new narrative.

This acronym defines hybrid threats on the basis of the principle of state power. That means that 
the instruments described are exclusively state-based in nature.13

This definition places less focus on threats posed by non-state actors, although cyberattacks, 
disinformation campaigns, the subversion of democratic processes or the cutting of submarine 
cables could also be carried out by groups or individuals, whether or not they are operating as proxies. 
Businesses, universities and other knowledge institutions can also be targeted by hacks, commercial 
espionage and financial blackmail carried out by non-state actors, as shown by the AIVD in a recent 
publication.14

Besides the threat posed by non-state actors, this DIMEFIL definition also pays insufficient 
attention to the role of new technologies produced for both military and civilian purposes  
(‘dual-use technologies’) even though these are in fact increasingly used in hybrid attacks.
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	f 1.4	 The dimensions: physical, virtual and cognitive

The broad nature of hybrid attacks, the multitude of potential actors and the possibility of adding 
conventional military means into the mix make it difficult to give a precise definition of the concept 
of a hybrid threat. To be able to give specific advice and to delineate the study as clearly as possible in 
terms of policy, the AIV has looked at three dimensions in which hybrid attacks occur: the physical, 
virtual and cognitive dimensions.

Physical
Military doctrine still regards the physical component as the most important and as playing the 
guiding role in strategic decision-making.15 The physical dimension represents the ‘real world’, 
which involves physical activities, people, cultures and the interaction between them, as well as 
the hardware side of information systems and cyber operations.16 This dimension includes persons 
(individuals, decision-makers), command-and-control systems, media, and communication tech
nologies such as computers and infrastructure. Military forces are primarily set up to respond to 
physical threats. Governments use conventional military means to gain a politico-strategic advantage.

Virtual
The virtual or information dimension concerns the processing, protection and dissemination of 
information. Activities in this dimension influence how and where information flows land.17 The rise 
of disruptive technologies, such as AI (including generative AI) and quantum technology, will make 
the virtual world even more closely entwined with the analogue world. The virtual world has become 
an integral part of life for many; people have become dependent on it. And therefore, at the same 
time, this dimension represents a huge vulnerability.

The virtual world gives potential aggressors the opportunity to change people’s experienced reality. 
Generative adversarial networks can, for example, enable the creation of lifelike deepfakes – 
extremely realistic but fake photos and video images of famous and ordinary people and situations.

In a major publication, American think tank RAND draws attention to the burgeoning virtual 
dimension, warning that virtual activities could cause persistent disruption and manipulation. 
Particularly with the rise of the Internet of Things and generative AI, as well as algorithmic and big-
data-driven decision-making, digitalised societies such as the Netherlands are becoming dependent on 
networks for information and data collection, sharing, communication, analysis and decision-making.18

The front lines of conflicts are increasingly being contested in the covert sphere of intelligence 
sharing, information dominance, disinformation, data analysis and encryption. Because these threats 
occur out of sight of the media and society, they often appear invisible. They have a significant impact 
nonetheless. The AIV explicitly draws attention to the risk of underestimating this dimension.

Cognitive
The cognitive dimension could be defined as the entirety of personal perceptions, opinions, 
observations and intentions (fed by both the physical and virtual dimensions). It involves all aspects 
of the intellectual, subconscious and emotional functions that determine human decision-making.19 
This dimension covers both individuals and groups and their beliefs, norms, motivations, experiences, 
emotions and so on.

An attack in the cognitive domain revolves around the creation of a powerful psychological effect, 
involving deliberate efforts to change world views and perceptions.20 A vast array of means could 
be deployed with the aim of transforming the awareness or behaviour patterns of the target.21
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Psychological warfare, or ‘psywar’, and the creation of contradictory perceptions have long been 
used in conflicts, with varying degrees of success. Since time immemorial, physical military means 
have been deployed in combination with psychological means to ultimately break a nation’s mental 
resilience. Today, these means seem to be applied not only in wartime, but also in times of peace. 
Researchers expect that there will be an expansion of the role of psywar in peacetime policymaking.22 
And that this battle, fought with virtual instruments, will be played out in the cognitive dimension.

A war of perceptions 
Physical attacks tend to be more visible and easier to attribute than a virtual or cognitive attack. 
Furthermore, it is usually clear from the outset who is responsible for physical security and protection; 
generally speaking, this is also fairly well organised. By contrast, there is much uncertainty about 
virtual and cognitive protection.

The AIV maintains that hybrid conflict is ultimately designed to influence the cognitive dimension 
through attacks in the physical dimension (on infrastructure, for example) and by using the virtual 
dimension.23 Hybrid threats are increasingly resulting in a battle of perceptions. With the rise of 
new technologies such as AI, therefore, activities in a networked society such as the Netherlands 
are proving capable of generating a greater disruptive effect. And that effect is sometimes felt in 
the physical world too.

The ultimate aim of a hybrid attack is to change the interpretation of a situation by an individual and 
in the mass consciousness. The Dutch response in terms of policy should therefore focus more heavily 
on the virtual and cognitive dimensions. The AIV is of the opinion that national policy frameworks do 
not take sufficient account of this effect, as a result of which an appropriate response is lacking.

	f 1.5	 Conceptualisation and definition

The Security Strategy for the Kingdom of the Netherlands, published in April 2023, defines hybrid 
threats as ‘…threats to national security that manifest themselves largely below the level of open 
armed conflict. In hybrid conflicts, state and/or non-state actors use multiple means aimed at 
achieving certain strategic objectives. Such means may include the use of military intimidation, 
espionage and sabotage, cyberattacks, disinformation campaigns, undesirable foreign interference 
in diaspora communities, knowledge theft or economic instruments.’24

The AIV largely adheres to the core of this definition in the Security Strategy, but also feels at liberty 
to add elements to it. To provide even-handed advice, the AIV uses a definition which takes account 
of a certain balance. Too broad a definition would prove unusable for government and parliament, 
but too narrow a definition would be at the expense of comprehensiveness. This is certainly true 
where the impact of new technologies or private companies is concerned, although a broader 
definition would also seem needed given that many hybrid threats do not necessarily arise in the 
physical world, but increasingly in the virtual and cognitive dimensions. With this in mind, the AIV 
has adopted the following definition. 

Hybrid conflict is the deliberate infliction of harm in the physical, virtual and cognitive 
dimensions, using a combination of non-military and military means, such as manipulation, 
blackmail or sabotage, to achieve certain political or ideological objectives, carried out by both 
state and non-state actors at the international and national level.
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Chapter 2

National security under pressure

Hybrid activities undermine social cohesion, political stability, economic activity and technological 
development. In today’s globalised and networked world, open democratic societies such as the 
Netherlands are particularly vulnerable. Interference in democratic processes, commercial espionage, 
cyberattacks, disruption of critical infrastructure and the abuse of migration flows are just a few 
examples of the broad range of hybrid instruments that can be used as offensive weapons against 
open societies. In this chapter, the AIV highlights a number of vulnerable sectors.

	f 2.1	 National vulnerabilities

The National Coordinator for Counterterrorism and Security (NCTV) has designated a number of 
sectors in which processes take place that are vital for Dutch society to be able to function. These are  
the energy sector, telecommunications, transport, drinking water supply, water management, produc
tion and storage of chemicals and nuclear materials, financial processes, government functions, public 
order and security, and deployment of the military.25 The AIV has highlighted a number of sectors for 
which it will elaborate and examine the actual and potential threats. This does not mean that there are 
no threats to other (unmentioned) sectors or that such sectors do not involve critical processes.

Public order, democracy and disinformation
One disastrous effect of hybrid threats that should not be underestimated is the subversion of demo
cracy and the legal order. This threat predominantly arises in the virtual and cognitive dimensions.

The gap between the government and the public has widened, fuelled by years of widespread 
government failure in relation to the childcare benefit system affair, the earthquakes caused by 
natural gas extraction in Groningen and the nitrogen crisis. Disinformation can help to turn criticism 
of the government into an anti-government mindset. It is partly due to developments such as these 
– not only in the Netherlands, but also in many other European countries as well as in the US – that 
the public domain is increasingly becoming a battleground for competing world views, conspiracy 
theories and alternative truths.

The AIVD, the Netherlands Defence Intelligence and Security Service (MIVD) and the NCTV in their 
annual ‘Threat Assessment State-sponsored Actors’ are increasingly reporting deliberate attempts 
to encourage or exploit certain anti-government sentiments among the public.26 According to 
this state threat assessment, the tactics used have included the dissemination of disinformation, 
media campaigns, hack-and-leak actions, the mobilisation of particular groups and individuals, 
and financial, facilitative or ideological support for such activities, as well as the covert influencing 
of individuals, politicians and political decision-making.27 Fuelled by social media, the line between 
Dichtung und Wahrheit – as once described by Goethe – would in some cases appear to be wafer-thin.

There is a growing number of people in the Netherlands who are involved in creating a parallel 
society and another group of people (‘sovereign citizens’)28 who want to withdraw from society 
altogether. The AIV regards these developments as a cause for concern. There is still too little public 
awareness of this threat and the normalisation of this kind of thinking undermines the rule of law.
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The task of countering disinformation is proving to be highly complex. The AIV specifically highlights 
the risk of targeting proven facts, subjective opinions or other personal opinions that are at odds with 
a particular view, under the guise of countering disinformation. However, the right to freedom of 
expression must be protected at all times.

Article 10 of the European Convention on Human Rights (ECHR) and Article 11 of the Charter 
of Fundamental Rights of the European Union protect the right to freedom of expression and 
information. In the Netherlands, this right is enshrined in Article 7 of the Constitution. The Dutch 
government must look closely at how combating disinformation can be reconciled with protecting 
the constitutional right to freedom of expression.29

Businesses and members of the public have a joint responsibility in respect of online activities. On the 
one hand, citizens are responsible for their own online behaviour and much of the content available 
online. On the other hand, platforms are responsible for the way in which algorithms are configured 
and for how they steer internet users’ browsing behaviour. Companies must be more diligent in their 
duty of care in respect of the use of online platforms, as the AIV noted back in 2020 in its advisory 
report entitled ‘Regulating Online Content: Towards a Recalibration of the Netherlands’ Internet 
Policy’.30 With regard to members of the public, the AIV recommends a substantial boost to the cyber 
resilience of internet users, hence the urgent need for media literacy and sound digital literacy training. 

Democratic processes and public order may also come under pressure because of migration. 
Migration can be used as a means to put pressure on social cohesion or the rule of law, or to frustrate 
public processes or create polarisation in society.31 The fact that migration can be used intentionally 
as a political weapon to destabilise other societies was illustrated in Belarus in 2021, when President 
Lukashenko deliberately channelled tens of thousands of migrants, mainly from Iraq, into the EU in 
a short space of time.32

Water management and drinking water supply
The Netherlands’ current hydraulic engineering works are an international showpiece, but at 
the same time seriously outdated in some cases. They operate on old computer systems and are 
connected to digital networks so that they can be operated remotely; the security of these systems 
leaves much to be desired. Water management – more specifically flood defence and management 
of water levels – has therefore been designated as a critical process.

The Ministry of Infrastructure and Water Management has indicated that wastewater treatment 
should also be designated as critical, given that any disruption could have major repercussions, such 
as disease and pollution. Water authorities, which manage critical infrastructure such as wastewater 
treatment facilities and dykes, are also represented in the safety regions and work closely with 
the National Cyber Security Centre (NCSC). Together with Rijkswaterstaat, they are monitored 
by a specialist computer emergency response team (CERT) that keeps water authorities and 
Rijkswaterstaat up to speed on cybersecurity developments.33

The AIV notes that outdated water management processes need to be modernised as soon as possible. 
Investment in greater security for operational technology is also necessary for the safe functioning of 
the systems. In addition, the security of the drinking water supply should be reviewed. The 2021-2026 
policy document on drinking water shows the extent to which the water supply could be jeopardised 
by cybercrime, for example, and the AIV underlines the importance identified in this policy document 
of a secure and resilient drinking water sector. To achieve this, greater and more efficient collaboration 
is needed between central government, the provincial authorities, municipalities, water authorities 
and drinking water supply companies in relation to identifying threats, mitigating risks and addressing 
vulnerabilities.34
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Transport sector
The transport sector is the beating heart of the Dutch economy. The international character of 
this sector is a great strength, but it is also a vulnerability. Especially now that China is becoming 
increasingly active in this sector in Europe and in the Netherlands. This was already illustrated in 
2019 by the deal between China and Serbia, under which the ‘Qilu’ train from China’s Jinan arrived 
in Belgrade, the first European railway station on China’s New Silk Road – the Belt and Road 
Initiative (BRI).35

Naturally, doing business with China or with Chinese companies does not necessarily constitute a 
threat. On the contrary, it is extremely important for the Dutch economy and it is part of healthy 
economic competition and normal trade policy. Caution is advised, however. China’s growing asser
tiveness could eventually lead to over-reliance in the long term, something that has been seen in, 
for example, the port activities sector. China is more active in water transport than rail transport; 
for instance in European ports such as Piraeus, Thessaloniki, Genoa, Antwerp, Zeebrugge, Hamburg 
and Valencia. Even the port of Rotterdam is partly in Chinese hands.

Because of China’s position in this respect, there is a genuine risk for Europe – including the 
Netherlands – that trade flows, vital economic building blocks such as chips and raw materials, and 
specific products in the transport sector will be used as political levers. In peacetime, this economic 
rivalry would simply appear to be a trade war, but it becomes an acute issue as soon as armed conflict 
looms, as in the case of Europe’s dependence on Russian gas, which suddenly became a much bigger 
problem after Russia’s invasion of Ukraine.36

The risk of sabotage and subversion increases when dependency on rival states such as China is high. 
As well as being major transport hubs, the Netherlands’ busy rail network and heavily used airports are 
high-risk links. They are essential for the transportation of people, services and goods, which means 
that sabotage or cyberattacks can have a destructive effect. In 2020, for example, the Court of Audit 
concluded that Schiphol was highly vulnerable to cyberattacks.37

Essential goods: medicines, chemicals, microchips
There are goods which are essential to keep society functioning and on which citizens rely. The AIV 
discusses some examples below.

The COVID-19 pandemic showed how important it is to be able to produce certain medical resources 
independently. The global crisis revealed a major international shortage of specific medicines, which 
meant that local production was necessary wherever possible in a short space of time. This was not 
a Dutch problem as such, but applied to virtually every country in Europe. Within the European 
Commission, therefore, there have since been repeated calls for a new approach to the production 
of medicines.38

In times of crisis, failures in the production and supply of medicines can become a geopolitical lever. 
The AIV notes that it is high time for the Dutch government to speed up new European and Dutch 
initiatives to put emergency capacity and production in order.39 This applies in equal measure to large 
parts of the chemical industry. The Netherlands is home to major processes in the production of 
chemical goods, many of them of great international importance, and the security of these processes 
is vital. Close cooperation with manufacturers and suppliers could guarantee the required security.

The microchip industry (in other words, the semiconductor industry) is also essential for the Dutch 
economy, but that too is a sector rife with vulnerabilities. There is great interest worldwide in the 
technology of ASML and NXP. Chips are the lifeblood of a modern and digitalised society; no digital 
product can function without them. Critical sectors such as the telecommunications, energy, defence 
and medical sectors all rely heavily on components in which semiconductors are incorporated.
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For geopolitical powers, control of the chip industry is important for two reasons: first, the world’s 
most sophisticated chips are used to enhance armed forces’ military capabilities and, second, chips 
are essential building blocks upon which critical sectors in high-tech economies rely heavily.40

The lack of clear European industrial and innovation policy, cumbersome procedures in the 
Netherlands and many other obstacles are weakening the industry. Large-scale subsidies for 
semiconductors and the powerful industrial policies of the US, Chinese, Taiwanese and Korean 
governments mean that the Netherlands is in danger of being left behind in the field of semicon
ductors. This will not only mean the slow demise of an industry that is highly important to the 
Netherlands, but it will also weaken the resilience of the economy (and thus of society) in the long run.

The AIV considers it important to achieve better harmonisation in the Dutch and European regu
lations on industrial security issues. European cooperation is necessary, not only between govern
ments themselves, but also between governments and the private sector. It is important as well to 
speed up the sharing of information for the security of business processes. The AIV is also of the 
opinion that companies need to put their corporate housekeeping in order with regard to security 
processes.

The financial sector
The financial sector is a real target and banking systems are vulnerable. This vulnerability is 
exacerbated by the fact that the financial infrastructure in Europe is highly networked and consists 
of numerous digital connections, electricity supplies and other critical infrastructure. The banking 
system as a whole, and specifically payment transactions, can only exist under secure, properly 
functioning connections. If a large-scale attack were to knock out both electricity and digital 
connections, banks must be able to continue to operate.

A few years ago, the Netherlands Institute for Public Safety (NIPV) looked at the security risks for 
the financial sector. For instance, the European Central Bank (ECB) monitors the financial solidity 
of the major banks in the European Union, which must be able to meet their banking obligations 
at all times.41 Responsibility for supervising financial institutions, such as banks and pension and 
investment funds, lies with the Dutch central bank, De Nederlandsche Bank (DNB). The ECB 
can provide guidance for the DNB with regard to how that supervision is carried out. The Dutch 
Authority for the Financial Markets (AFM) supervises the conduct of companies.42 In the Netherlands, 
if there is an acute risk, for instance of an imminent bank run, the Minister of Finance has the 
authority to impose a banking moratorium, in consultation with the banks and the security services.

Nevertheless, financial stability and security are more than just a supervisory issue. It is also about 
how these institutions have organised their security. Banks, pension funds and insurance companies 
are targeted by cyberattacks on a daily basis. A European security system – the Digital Operational 
Resilience Act (DORA) – has been developed because of the constant threats; this creates a legal 
basis for security supervision. The AIV endorses the importance of DORA and argues that financial 
institutions should take accelerated steps in accordance with the necessary requirements to be 
‘DORA-proof’. 

Closer collaboration between banks and governments is paramount. In the event of a cyber threat, 
banks are currently required to report serious incidents in their critical processes directly to the 
NCSC. Depending on the threat or the incident concerned, critical suppliers from the financial sector 
will take part in the ICT Response Board (IRB), which is facilitated by the NCSC. The IRB is a public-
private partnership that convenes whenever an IT crisis, cross-sectoral or otherwise, is imminent.43 

An important role in security consultations between government authorities and banks is played by 
the Tripartite Crisis Management Operational Committee (TCO). The purpose of the TCO, which 
comprises DNB, the AFM and the Ministry of Finance, is to deliver a crisis response to the operational 
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failure of systems. Other financial institutions are represented as well through advisory groups and 
the TCO’s consultation group.44 Euronext and Euroclear are also affiliated.

There is now some level of public-private partnership between banks, the police and the security 
services. The AIV notes that this collaboration is still mainly incident-led. Units dealing with actual 
security issues are often restricted in terms of what action they can take. Banks seem to be primarily 
concerned with internal processes and the mitigation of compliance risk rather than focusing on the 
actual security risks facing Dutch citizens. The AIV argues that, given the fact that banks also have a 
public duty, this should be better regulated.

The AIV stresses that the financial sector’s operational capability should be enhanced for the sake 
of financial security. The TCO should play a bigger and more coordinating role and should be part 
of the National Security Council (NVR) (see Chapter 5). The TCO should also be given a mandate 
to organise crisis management for the financial sector. Improved coordination will contribute to 
national security, information sharing and cyber resilience.

Digital connections, telecommunications and energy
The Netherlands serves as a data hub. Because of the country’s favourable location, large data 
centres are being built and telecommunications are highly sophisticated. The Dutch digital and 
data infrastructure is extremely complex. Consider, for example, the Amsterdam Internet Exchange  
(AMS-IX), the internet exchange point through which most of the data from Dutch internet users 
passes, and in particular also the data between transatlantic partners. Over the past quarter of a 
century, the AMS-IX has built up a vast and complex network.

At the same time, the huge concentration of dataflows through networks in the Netherlands means 
that Dutch telecommunications are vulnerable. Every day, telecom and data companies have to deal 
with cyberattacks, such as distributed denial of service (DDOS) attacks or attacks using ransomware. 
The telecom sector also faces more traditional threats, such as attacks aiming to shut down power, 
telephony or electricity at the local level. In a highly globalised and networked world where commerce 
is largely digital, excessive or unidirectional connectivity also poses a risk. Even though companies 
such as KPN use the new technology to enhance recognition of unusual data traffic. Supervision in 
this regard is the responsibility of the Dutch Authority for Digital Infrastructure.

The increasing volume of data traffic has physical consequences: commissioned by Dutch telecom 
firms and system operators, such as KPN, TenneT, Energienet and other suppliers, more and more 
cables are being laid on the seabed, intended for, among other things, data traffic and offshore wind 
energy. In today’s geopolitical constellation, submarine cables are globally significant. At the same 
time, the Netherlands is vulnerable in that area. It is an open secret that many of the submarine 
cables in the Netherlands come in at IJmuiden and Zandvoort, in the Amsterdam region. As a result of 
the sharp increase in data traffic and the use of wind energy, the production and laying of submarine 
cables, by companies including Boskalis, Van Oord, Alcatel Submarine Networks and WIND Subsea 
Cable Services, has grown astronomically. An initiative was launched recently by 15 national and 
international telecom companies, together with the municipality of Rotterdam, for the construction 
of a new submarine cable between the Netherlands and the United Kingdom, known as the ‘Erasmus’ 
cable. This cable is designed to strengthen the Netherlands’ position as the ‘digital gateway to 
Europe’ and to improve services to the Rotterdam region, but also to reduce the vulnerability of and 
dependency on existing data networks.45 46 

This increased cable laying presents some complex security issues. Who, for example, is responsible for 
protecting the more than a million kilometres of worldwide fibre optic and other types of submarine 
cables? Generally speaking, it is the companies themselves; they are responsible for physical security. 
But can they also guarantee the secure passage of data or wind energy along these cables? Will data 
interception or energy tapping be swiftly dealt with? The recently constructed transatlantic cable link 
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between the US and Europe, as a result of the surge in online data traffic, shows that such construction 
not only necessitates ever-closer coordination between multinationals and national governments, 
but also makes a direct claim on the public space and national security interests.47

This applies equally to offshore drilling platforms and wind farms, which are becoming increasingly 
important for Dutch energy supplies.48 They are vital for the Netherlands and for the European 
hinterland to which energy is supplied. Given the number of electricity cables and gas pipelines 
running through Dutch territorial waters, the kind of sabotage seen recently in the case of the 
Nord Stream pipelines must be prevented.

The Dutch government is responsible for the public space and the sea up to 12 nautical miles from the 
coast. Within that area, close cooperation is needed with businesses. In December 2023, the govern
ment therefore decided to invest in more robust security for critical infrastructure in the North 
Sea.49 There will be increased camera, radar and satellite surveillance for submarine cables (as well 
as for wind turbines and drilling platforms). Two new ships will also be purchased for the Ministry 
of Defence for the purpose of intelligence, surveillance and reconnaissance (ISR).

The AIV recognises the importance of these investments, but deems them insufficient for effective 
surveillance. The government will need to invest substantially in protection of the entire coastline. 
Customisation will be necessary for specific vital connections. To spread the risk, work will need to 
be done on the construction of multiple access points where cables reach the coast, a wider spread of 
cables and a larger number of offshore transformer blocks – the points at which cables from one wind 
farm converge – as well as a greater quantity of cables.

National initiatives, such as the Dutch Subsea Cable Coalition – a collaborative platform comprising 
central government, submarine cable companies, telecom companies and investment funds – 
are considered by the AIV to be extremely relevant and valuable.50 Collaborative platforms such as 
this should focus specifically on the protection and security of infrastructure. The AIV urges the 
government to link the security services and safety regions to initiatives such as these.

Cyber systems and data
Cyber threats include unauthorised access to information, espionage, subversion of digital processes 
by sabotage and the use of ransomware, and violation of digital space, for example through the abuse 
of global IT supply chains. The recent surge in – and wide availability of – generative AI applications, 
which are used by both state and non-state actors to execute cyber threats such as phishing and 
ransomware operations faster, more precisely, more efficiently and with a greater degree of autonomy 
and complexity, have increased the vulnerability of cyber systems.

The 2022 Netherlands Cyber Security Assessment states that digital security does not need to be 
explicitly named as a separate national security interest because it acts as a common thread running 
through the six national security interests listed in the Security Strategy for the Kingdom of the 
Netherlands: territorial security, physical security, economic security, ecological security, social and 
political stability and the international rule of law.51

The AIV agrees that cybersecurity is a common theme running through the other national security 
interests. The question is, however, whether this is currently enough to provide sufficient resilience 
against the wide variety of attacks and to attribute these attacks to the responsible actors. The AIV 
believes that cybersecurity and cyber resilience affect society as a whole; they should therefore be 
coordinated at the national level.

Collaboration between the different government organisations as well as between the public and 
private sectors in respect of cybersecurity is sometimes difficult. In this regard, the AIV endorses the 
government’s commitment to merge the three existing government cybersecurity organisations into 
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a single national cyber organisation at the end of 2025.52 Collaboration between the private and public 
sectors is essential in this area. Joint, large-scale exercises are a good example of such collaboration, 
as is the cyber reservist training conducted by the Defence Cyber Command (DCC).

Cybersecurity is often still seen by companies as a difficult cost item, one of many others; it is a 
cost item that many commercial companies, especially small and medium-sized enterprises, do not 
address specifically because it is too expensive. Costs are estimated to be too high in relation to the 
perceived risk. In many cases, cyberattacks and data breaches are not even reported by companies, 
according to findings by the Dutch Data Protection Authority in its recent report on data breaches 
in 2023.53 This is despite the fact that millions of people suffer as a result.

Cybersecurity should be the top priority for companies and should be at the forefront of good, sound 
operational management. This is necessary not only to ensure the security of a business itself, but 
also to minimise any impact on the rest of the supply chain, as well as on society. The government can 
impose security requirements on new companies, for example by making an effective cybersecurity 
plan mandatory on forming a company and registering it with the Chamber of Commerce before a 
company can start its activities.54

The government must also take a good look at its own practices. For instance, how personal 
records are stored in municipal databases is extremely vulnerable: an attack such as the one in the 
municipality of Hof van Twente in 2020 could certainly happen in many other municipalities and 
would have enormous implications for the municipal authorities and residents. But something else 
that needs to be addressed is the worrying situation that much of the Dutch government’s current 
cybersecurity capacity is in the hands of a British company.55

Countering cyber threats requires not only a national but also a joint European approach. A greater 
focus is needed on societal cyber resilience. The legislative initiatives at the European level, such as 
the Cyber Resilience Act for cybersecurity in hardware and software products, the NIS2 Directive in 
respect of companies and organisations in critical infrastructure and DORA for security standards in 
the financial sector, are important and positive developments in this field.

Brussels should monitor European tech companies and their US and Chinese competitors operating 
in Europe more. This requires active industrial policy relating to the tech industry. It is precisely by 
increasing control that European resilience will be strengthened.

According to a recent report by the Clingendael Institute,56 many European governments – 
including that of the Netherlands – have entrusted their digital systems to American companies 
such as Microsoft or Google. Instruments such as Ethics by Design (or Safe by Design), which aim to 
incorporate ethical and security principles into the design phase of product development, could be 
useful at national as well as European level.57A realistic relationship must also be maintained between 
the normative guidelines on the one hand and the potential constraints on innovation on the other.58

Knowledge security
Although knowledge institutions are not officially considered by the NCTV as ‘critical’, the AIV does 
regard the knowledge sector as essential for the Netherlands. It is a sector in which influencing and 
other types of hybrid threat can occur frequently, especially if knowledge security is not safeguarded. 
Hybrid threats also occur if there is an undesirable transfer of sensitive knowledge and technology, 
or if knowledge gained in the Netherlands passes directly to hostile powers. In the letter to parliament 
on knowledge security in December 2022, the Minister of Education, Culture and Science wrote that 
knowledge and technology were being used by state actors to augment their own military, techno
logical, political and economic power and that they were thus increasingly becoming a strategic 
instrument of power.59
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With the increased threats and the growing complexity of technology and knowledge development 
in general (multidisciplinarity), the importance of knowledge security has increased and the Dutch 
government has been working in recent years to promote awareness and self-regulation in this area.

To this end, the Ministries of Education, Culture and Science, of Justice and Security and of Economic 
Affairs and Climate Policy, in collaboration with, among others, the security services and NCTV, have 
been working closely with universities of applied sciences, research universities, applied research 
institutions, and so forth. A key consideration here is (and will always be) that the right balance is pur
sued between security and openness. Knowledge sharing, cooperation and international recruitment 
are intrinsic and essential components of knowledge development and indispensable in achieving the 
Netherlands’ aim to be a frontrunner in the field of knowledge and innovation.

In the domain of knowledge security and Dutch government policy, existing measures such as export 
control and sanctions legislation are being brought to the fore and joint efforts are being made to find 
the right way to embed and implement them within the knowledge institutions. This involves both 
the consideration of whether particular knowledge can be made public (through publications and/
or partnerships), and the possible screening of new employees or students who will be working with 
certain sensitive technology.

Some of the planned government measures are still being developed. The policy instruments in use, 
such as the Legal Framework for Knowledge Security Screening, the National Knowledge Security 
Guidelines and the Contact Point for Knowledge Security, take the problem of knowledge security 
very seriously. On the international level (within Europe but also more broadly), more work needs to 
be done on policies to acquire a level playing field. In the meantime, universities are expanding their 
knowledge security teams and organising internal campaigns to raise awareness of the issue.

There will always be a degree of friction between national security and academic freedom in this 
domain. Furthermore, not every form of academic affiliation or dependence on foreign technology, 
knowledge or employees should be seen as a threat. It is important to give knowledge institutions 
sufficient leeway to determine how to implement the measures, obviously taking security interests 
into account.

Knowledge security may be at odds with principles such as knowledge sharing and transparency; 
the very openness that is so vital for knowledge development. Restrictive measures should initially 
be aimed at PhD researchers and students from Russia, China, North Korea and Iran. Since knowledge 
institutions themselves are at present responsible for supervision in this area – and they tend to let 
commercial or private considerations prevail over public interests – it would be advisable for the 
Dutch government to play a greater role in this supervision.

At the same time, a restriction on knowledge workers or the introduction of overly stringent super
vision would run counter to the principle of independent academic research and healthy international 
competition; the legal scope and applicable international agreements should therefore be carefully 
considered. It is also necessary to take into account inclusion and diversity and the principle of non-
discrimination.60
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	f 2.2	 Risks throughout the Kingdom: the Caribbean part of the Kingdom

Hybrid threats can occur anywhere in the Kingdom. The government should therefore be mindful of 
the worrying situation in the Caribbean too, especially the ABC islands (Aruba, Bonaire and Curaçao), 
where the political and economic instability of neighbouring Venezuela is having a major impact.

The ABC islands are highly dependent on Venezuela in terms of their economy.61 Venezuelan 
President Maduro’s sudden move to annex two-thirds of neighbouring Guyana means that the 
situation is worrying for the islands.62 The Venezuelan president has various means at his disposal 
to put further pressure on the islands. As a result of the economic and political malaise in Venezuela, 
large numbers of migrants have increased the pressure on society in Aruba, Curaçao and Bonaire in 
recent years. In 2019, for instance, between 8,000 and 10,000 refugees, most of them undocumented, 
were living in Curaçao, among a population of 160,000.63

The use of migration as powerpolitical and strategic leverage to put pressure on another country is 
regarded to be a hybrid threat. Although there are currently no signs that the Venezuelan president 
is deliberately using migration as a political tool (unlike the president of Belarus), given the major 
migration crisis in Venezuela in 2018, it cannot be ruled out that this will happen. Both the US 
Department of Homeland Security and the European Union Agency for Asylum (EUAA) recently 
repeated their warnings about this eventuality.64

As well as potential threats from neighbouring Venezuela, the limited cyber resilience of the 
Caribbean part of the Kingdom also plays a role. The Netherlands has a responsibility to strengthen 
this cyber resilience. The situation in the Caribbean part of the Kingdom concerns the Netherlands 
too. The same applies to the need to counter disinformation and the subversion of democracy. In the 
relatively small communities on the islands, mainstream society and the criminal underworld are 
becoming increasingly intertwined, a development that is of great concern to the AIV.65

As in the Netherlands, submarine cables also appear to be a growing public issue in the Caribbean 
part of the Kingdom. This collaboration between government and submarine cable companies 
raises questions on occasion, as evidenced by the recent request under the Open Government Act 
regarding authorisations given to Saba Statia Cable System B.V. for the construction, operation and 
maintenance of a submarine fibre optic cable link in Saba and St Eustatius. The way in which public-
private partnerships are managed in the Caribbean part of the Kingdom needs to be addressed.66

To better embed the security of the Caribbean part of the Kingdom into a Kingdom-wide strategy, 
there needs to be closer cooperation with the islands. There also needs to be greater clarity on the 
relationships between the Ministries of Justice and Security, Defence, and Foreign Affairs concerning 
the Caribbean. Particularly, on the way their operational capacity is organised during international 
crises. Furthermore, existing security options in the Charter for the Kingdom of the Netherlands 
should be investigated, as previously advised by the AIV in 2020 in its report entitled ‘Security and 
the Legal Order in the Caribbean’.67
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Chapter 3

Geopolitical urgency

Hybrid instruments are used to gain a more favourable military-strategic position. A variety of 
resources can be utilised to achieve this.68 The impact of hybrid instruments is greater than ever 
before because of globalisation, digitalisation and new technologies. States and non-state actors 
seem to be opting more deliberately for the hybrid route. The grey zone of hybrid conflict spans a 
broad spectrum of means, so there is an urgent political and societal need to recognise and make 
sense of this phenomenon.

	f 3.1	 Russia

When defining hybrid conflict, Russia is often used as a starting point. This is mainly because 
the deployment of hybrid instruments has been part of Russian military doctrine for more than a 
hundred years. Russia’s military doctrine makes no distinction between conventional and uncon
ventional activities. Deception, political warfare and covert operations are used to acquire as much 
information as possible about – and weaken – the enemy, using a combination of traditional military 
operations and non-military means.69

Despite the fact that this hybrid strategy has been common for the Kremlin, it was revived in 2013 
under the leadership of General Valery Gerasimov, and as such has since been referred to as the 
Gerasimov doctrine. Consequently, Russia has been able to gain strategic advantages on many fronts, 
for instance by obstructing election campaigns or by funding extremist and anti-democratic political 
groups.70 This was clearly demonstrated at the time of the annexation of Crimea in 2014 and in the 
eight years that followed, until the actual military invasion of Ukraine in 2022.71

Russian military doctrine emphasises the importance of ‘maskirovka’, i.e. military camouflage, 
deception and surprise. This is usually integrated into a broader attack, even though there is no 
war yet, as defined under international law.72 For example, the Russian military may carry out a 
cyberattack as part of a larger information war, in which active infiltration of foreign computer 
systems takes place simultaneously with electronic warfare and psychological operations.73 
In addition, the Russian government uses methods such as deliberately refraining from prosecuting 
or extraditing ransomware groups in order to cause economic damage (and thus instability) in other 
countries.74 Covert funding of specific political parties also falls into the category of hybrid conflict.

The past decade revealed the extent to which the Kremlin was operating within the cognitive domain. 
The Russian government was openly committed to a powerful national narrative and historical world 
view: the story of an ancient, powerful Russian empire, a deeply unified Russian culture, a clear and 
one-dimensional narrative. Like Dmitry Adamsky, we can argue that this narrative reinforces the 
Russian strategic culture within Russia itself, and at the same time bolsters its ‘strategic coercion’ 
towards the outside world.75 The existence of the battle on the second front  – where world views 
clash – has not yet dawned on the West. Autocratic leaders like Putin try to weaken free democracies, 
partly by influencing political parties and movements susceptible to the one-dimensional Russian 
approach. This was also visible in the run-up to the Ukraine war, as the AIV described in the advisory 
report entitled ‘The war in Ukraine: a geopolitical “time shock”’.76

AIV  |  Hybrid threats and societal resilience� 28



	f 3.2	 China

China is an example of a power that uses a multitude of hybrid means without actually going to war 
in a legal sense. In 2003, it adopted what is known as the ‘three-warfares’ doctrine, which implies that 
conflict can be engaged in without the use of force, by using the law, psychological warfare and public 
opinion.77 The law is used as a means – legal warfare – to achieve political and economic objectives. 
The Chinese government uses it, for example, to lay claim to territories.78

Chinese psychological warfare aims to disrupt international decision-making, mislead the public and 
encourage anti-leadership sentiment. Media warfare is also used in this respect. The claim by China’s 
state media that the COVID-19 outbreak in 2019 occurred after the US army deliberately brought the 
virus to Wuhan was an example of this.79

Although the Chinese government seems increasingly focused on co-opting Russia’s hybrid strategy, 
there is a difference, however. The Chinese government sees hybrid conflict as a means of expanding 
its political and economic influence beyond its borders. Its approach includes the use of economic 
power, propaganda, cyber espionage and other non-traditional means, but, unlike Russia, emphasises 
the importance of avoiding military confrontation.80

President Xi Jinping sees this deliberate political strategy as a necessity for China: ‘…we must tighten 
international production chains’ dependence on China, forming powerful countermeasures and 
deterrent capabilities based on artificially cutting off supply to foreigners.’81 The media, universities, 
NGOs and businesses are also being used to achieve this political goal.82

	f 3.3	 United States

Despite the fact that the government’s request for advice focuses particularly on hybrid threats from 
Russia and China – and these countries do indeed put great pressure on Dutch (and EU) security – 
it is worth remembering that Western countries are not averse to using hybrid means either.

The US has in the past been actively involved at political and diplomatic level in operations to 
undermine or overthrow governments, or to put countries under political and economic pressure. 
Americans often refer to this as counterinsurgency.83 The US approach focuses on the use of non-
military means to secure political goals. The US government uses modern technology to achieve 
military-strategic objectives. This technology is used for various means, such as political influence 
and economic destabilisation.

The US Department of Defense is undertaking more and more activities in the grey zone ‘to reinforce 
deterrence and frustrate adversaries’, especially in the cyber domain.84 The lack of national borders 
makes it difficult for states to operate in cyberspace, so the US is committed to establishing a global 
network of allies and partners to protect the cyber domain while enabling states to take timely action 
against threats in this domain.85
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	f 3.4	 NATO

NATO is also active in the hybrid domain, both defensively and offensively. A growing number of 
NATO countries are recognising the need to address hybrid threats, which is why NATO itself is 
committed to counter-hybrid measures. The battle against hybrid activities is playing an increasingly 
important role within NATO86 and there has been a NATO strategy to counter hybrid threats since 
2015. NATO’s Joint Intelligence and Security Division investigates and analyses threats which affect 
member countries or which could potentially pose a risk. In addition, NATO invests in civil and 
military instruments to make member countries more resilient to hybrid threats. Since 2016, the 
Alliance has regarded hybrid threats against member countries as a threat that could trigger Article 5 
(see Chapter 4).87

NATO has also established the Cooperative Cyber Defence Centre of Excellence (CCDCOE) for the 
investigation and analysis of cyber threats, and the Defence Innovation Accelerator for the North 
Atlantic (DIANA) programme specifically for the further development of emerging disruptive tech
nologies, such as AI and quantum technology, in partnership with businesses and the research 
community.88

Since April 2022, NATO has been stepping up the political dialogue with four Asia-Pacific partner 
countries in order to intensify cooperation in the field of cyberspace, new technologies and countering 
disinformation. Individual Partnership Cooperation Programmes have been developed to counter the 
aforementioned threats and to foster collaboration on climate change and maritime security.89

NATO cooperates with the EU on countering cyberattacks. A NATO-Ukraine Platform on Countering 
Hybrid Warfare has also been established and the Alliance is working with several expertise hubs in 
Finland, Latvia, Estonia and Lithuania. In terms of NATO-EU cooperation, there is still much to be 
gained in terms of information exchange and shared communications.90

NATO emphasises, as set out in its 2022 Strategic Concept, that it will invest in the fight against 
hybrid threats. This shows that NATO is taking the use of hybrid tactics very seriously. NATO has 
made a firm commitment to invest in active strategic communication (StratCom), for which it has 
established a specific knowledge centre, the NATO Strategic Communications Centre of Excellence.91 
The AIV wonders where the line is drawn between strategic communication and outright influencing 
or propaganda. It is precisely amid the rising tide of disinformation that this becomes an important 
issue for the NATO allies.

	f 3.5	 European Union

The EU is also becoming increasingly active in the hybrid domain. Russian disinformation campaigns, 
as part of broader-based Russian hybrid conflict activities, are seen as a major threat to the EU.92 
The annexation of Crimea in 2014 and subsequent violations of international treaties have put 
Russia’s disinformation campaigns in Europe into the spotlight.93 In 2016 and 2017, the focus on 
hybrid threats in the context of the Russia-Ukraine conflict increased with the establishment of 
the Hybrid Fusion Cell, created within the European External Action Service (EEAS).

In 2016, the European Commission published a Joint Framework on countering hybrid threats, 
the aim of which was to counter and raise awareness of hybrid threats and to strive for effective 
communication and cooperation to deal with those threats.94 The EU has stipulated that hybrid 
threats could trigger Article 42.7 of the Treaty on European Union (TEU), under which EU member 
states assist each other in the collective defence of the European Union.95 This assistance clause 
has only ever been invoked by France, following the terrorist attacks in Paris in 2015. Nonetheless, 
the EU has determined that this article can also be invoked in the event of a cyberattack, or another 
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type of hybrid attack. Although experts consider it unlikely for the article to be invoked in such 
circumstances, it is certainly not beyond the realms of possibility.96

In 2017, the European Centre of Excellence for Countering Hybrid Threats (Hybrid CoE) was founded 
by its first nine participating states, along with the EU and NATO. This organisation is based in 
Helsinki and helps to strengthen the resilience of participating states through research, training and 
expertise in the field of countering hybrid threats.97 The Hybrid CoE is not officially an EU or NATO 
organisation and is open to all EU member states and European NATO member states.

The EU is currently developing a European version of a response framework for hybrid threats, the 
EU Hybrid Toolbox, as decided on by the Council of the European Union in June 2022.98 This toolbox 
provides EU member states with various practical instruments with which to counter hybrid threats. 
There is also the Foreign Information Manipulation and Interference Toolbox (FIMI Toolbox), 
which provides a structured method of tackling disinformation. Hybrid threats, however, involve 
far more than just disinformation, as pointed out by the Council of the European Union.99 Unlike 
the versatile EU Hybrid Toolbox, the FIMI Toolbox is more limited in scope, as it is mainly used to 
counter disinformation and is only used against hybrid threats in the broader sense if no other EU 
instruments are available.

In addition, the specially designed European Democracy Action Plan from 2020 and the Defence 
of Democracy package presented in December 2023 focus on making European democracies more 
resilient, including to external influence. Furthermore, the EU is investing through the European 
Defence Agency (EDA) in specific hardware and software for new technologies, partly to counter 
threats in the virtual and cognitive dimensions.

There are currently several far-reaching European initiatives regarding hybrid threats, such as the EU 
Cybersecurity Strategy and the European Energy Security Strategy.100 In the 2022 Strategic Compass, 
the EU indicated its intention to invest in cyber defence policy and cyber diplomacy and to develop 
instruments with which to counter foreign interference and manipulation.101

In order to strengthen societal and economic resilience in Europe and simultaneously limit the 
growing dependence on China, the European Commission presented the Global Gateway investment 
project in 2021. Through this project, the EU aims to make investments in infrastructure projects 
and economic partnerships outside Europe, rising to €300 billion in 2027. This project – intended as 
development cooperation, but certainly not without European industrial interests – officially breaks 
with the long-established tradition under which the West, and particularly Europe, did not wish to 
participate in industrial politics. The EU also sees it as a way to increase European strategic autonomy 
and geopolitical relevance.102

	f 3.6.	France and Germany as examples

A major, insightful RAND study examined how many countries had organised their deterrence and 
resilience around operations in the grey zone of hybrid conflict.103 Examples of EU member states 
relevant to the Netherlands are France and Germany.

France is frequently targeted by cyber and information operations by the Russian government. 
These activities peaked during the 2017 elections, when Emmanuel Macron was the target of a 
disinformation campaign and a cyberattack. The disinformation campaign consisted of alleged 
revelations about his sexual orientation and secret offshore bank accounts. These allegations 
came from groups linked to the Russian government.104
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Germany too is regularly hit by cyberattacks.105 In 2015, government websites were attacked by the 
CyberBerkut hacker group when the then prime minister of Ukraine, Arseniy Yatsenyuk, visited 
Berlin for a meeting with Angela Merkel. The German intelligence service discovered that 16GB of 
data had been stolen from the computers of 14 members of parliament by the Fancy Bear group as 
well. The same group was later found to have carried out cyberattacks on some 200 journalists.106

In November 2016, a German telecom company suffered a cyberattack. Moreover, German politicians 
and political parties are often the victims of hostile cyber activities as well. The German armed forces 
are also targeted by cyberattacks, espionage and disinformation. At the beginning of 2024, Russia 
published the confidential conversations of German air force officers who were preparing a briefing 
for the German defence minister. The conversations had been conducted via the online meeting 
platform Cisco Webex.107

	f 3.7	 Terrorist groups

Hybrid threats are being posed with increasing frequency by terrorist groups, using any means at 
their disposal to disrupt society. Because of the use of different means of attack against states, this is 
often referred to as irregular or asymmetric conflict.108 Due to a complex mix of military, non-military 
and technological means as well as the often unclear identity of actors (subgroups of combatants), 
the distinction between combatants and non-combatants from an international law perspective is 
sometimes very difficult to make. This distinction is obviously vital for the proper application of 
international law.

A common modus operandi is apparent in how Islamic State conducts its bloody terrorist conflict, 
and how many African terrorist groups do. Local groups use dual-use technology to produce their 
own new types of weapons.109 These groups operate ruthlessly; they murder and decapitate people, 
rape women and sow widespread fear – the effect of an attack in the cognitive dimension. Through 
social media, they usually manage to present their perception of the struggle against the West quite 
successfully. The frequent use of hybrid means makes it difficult for states to distinguish clearly 
between combatants and non-combatants. 

	f 3.8	 Multinationals and tech companies

Multinationals, tech companies and their directors also play a major role when it comes to hybrid 
threats. The infrastructure needed to conduct operations is largely in private hands. As a result, 
the influence of private parties – tech companies such as Microsoft, Google and SpaceX – in the 
geopolitical force field is on the rise.

The AIV expects that the increased geopolitical role of some multinationals, as well as the dual-
use application of certain new technologies, will lead to an increase in the number of hybrid 
threats. A situation is looming in which powerful individuals, companies and states will enter 
the international political arena, playing by different rules than states.110

The AIV therefore urges the Dutch government to accelerate the regulation of – and increase 
the supervision of – large tech companies. At the same time, it is these very companies that the 
government needs in its efforts to strengthen societal resistance, so collaboration is most certainly 
needed between the private sector, the government and the public.
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Big Tech and the Digital Services Act
 
In today’s world, in which information is crucial, the dominant role of tech companies in the 
digital infrastructure carries many vulnerabilities. Apple, Google and Telegram, for example, 
have succumbed to pressure from the Kremlin to stop offering opposition leader Alexei 
Navalny’s Smart Voting app to users. The platforms had refused when initially requested by 
the Russian authorities, but after hefty fines and threats to prosecute local staff, a letter was 
published stating that the app may contain ‘illegal information’ and would therefore no longer 
be available in the app stores. Instagram was accused of shadow banning in connection with 
the war between Hamas and Israel, thus providing one-sided information to users.

Besides playing a crucial role in information and digital infrastructure, tech companies have 
a great deal of market power. The five largest tech companies, the ‘Big Five’ – Amazon, Meta, 
Google, Apple and Microsoft – have a combined market value of more than €6 trillion. With 
this kind of market power, the gatekeepers of our information supply can exert considerable 
influence on the public debate. An additional problem for the EU is that many companies are 
US-owned or dependent on Chinese technology.

In 2022, the EU adopted the Digital Services Act, which places legal responsibility on tech 
companies regarding disinformation, fake news, propaganda, manipulation and criminal 
activities. The law thus restricts a revenue model from algorithms based on illegal or danger
ous content. Legally enforceable measures have proven to be an important tool, provided they 
are implemented in an EU context. Despite strong lobbying to water down the law, the tech 
giants, with the exception of companies such as X, seem to be complying largely with the new 
regulations because of the high economic stakes of the European market. 

Sources (all in Dutch):
1.	 ‘Apple, Google en Telegram zwichten onder druk van het Kremlin’, Raam op Rusland.
2.	 ‘Instagram beticht van censureren pro-Palestijnse posts, “moeilijk hard te maken”’, nos.nl.
3.	 ‘De macht van bedrijven als Google en Apple is gigantisch. Zo trekken Europa en de VS de teugels aan’,  

De Correspondent.
4.	 ‘Negen vragen (en antwoorden) over de Digital Services’, Zembla, BNNVARA.
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Chapter 4

A legal conundrum

Hybrid threats do not involve armed conflict in the traditional sense. This raises a number of legal 
questions. The rules for a ‘traditional’ armed conflict are laid down in the law of war, under which 
states and non-state actors are bound by provisions to protect individuals when military force is being 
used and to make armed combat as humane as possible. There are peacetime rules, too. But when 
hybrid threats arise in the virtual or cognitive dimension, for example, there are significant legal 
challenges.111 What are the main legal and ethical concerns when considering hybrid activities?

	f 4.1	 The legal framework

Hybrid threats arise in the grey zone between war and peace. Given that hybrid threats can take so 
many different forms, however, decisions need to be made on a case-by-case basis with regard to how 
the law applies and what the consequences will be.

Both international and national law can be applied to hybrid threats. There may also be interaction 
between different areas of law. In the case of an armed attack, international humanitarian law (IHL) 
will apply at the level of international law; this also applies to attacks on infrastructure, water or 
energy, or other civilian targets. In the event of damage to vital goods outside an armed conflict, it has 
to be determined what legislation applies; that could be national criminal law as well as human rights 
legislation. Measures under national law, including criminal law, could thus also be taken against 
attacks not covered by IHL. This can, of course, only be done with due regard for international laws 
relating to the jurisdiction.

Hybrid threats do not fall under the IHL definition of an armed attack. This is not as simple as it 
seems. An important feature of hybrid conflict is that it encompasses activities that are not necessarily 
covered by the law of war, which addresses the use of force in both symmetric and asymmetric 
warfare. Traditional warfare is governed by laws of war that provide guidelines for the use of force, 
the treatment of prisoners of war and the protection of civilians. There are, however, technological 
advancements in the field of robotics, AI and the use of big data, particularly in the private sector, 
for which there is as yet no legislation or consensus with regard to the security aspects.

In the event of a specific hybrid threat and in terms of how international law might apply to it, three 
crucial questions therefore need to be answered: (1) Has there been a violation of the prohibition 
of the use of force? (2) Which area of law applies to a specific hybrid threat and what are the legal 
implications? (3) Can the hybrid threat be attributed to a state in connection with state responsibility 
and what are the implications if not? These questions are explained in brief below.

Prohibition of the use of force
Under Article 2(4) of the UN Charter, states must refrain from using force against another state. 
Whether or not a hybrid attack should be regarded as the use of force depends on the effects of the 
action in question. For example, a cyber operation will fall under the prohibition of the use of force 
if the effects are similar to those of a conventional combat action.112

If a hybrid attack indeed entails a violation of the prohibition of the use of force, the state that is the 
victim (injured party) of that armed attack has the right of self-defence under Article 51 of the UN 
Charter, provided the conditions in this article are met (immediate notification to the UN Security 
Council, proportionality and necessity).
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Even if the hybrid activity does not violate the prohibition of the use of force, it could still contravene 
the non-intervention principle. In its judgment in the Nicaragua case, the International Court of 
Justice (ICJ) held that states were not permitted to use methods of coercion to interfere in the affairs 
of another state.113

Which area of law applies to a specific hybrid threat?
At the level of international law, a distinction is made between hybrid activities in peacetime and 
those in times of war. But what does that mean in situations where the line between war and peace 
is blurred? In the event of an armed attack, IHL applies, but hybrid threats could comprise activities 
that are not covered by this legislation.114

Applicability of human rights
The relationship between IHL and international human rights is the subject of robust debate. 
In times of war, IHL allows a combatant to kill another combatant. This is, however, at odds with 
the right to life guaranteed under international human rights law. Initially, the consensus was that 
international human rights would only be applicable in peacetime situations and not in times of 
war.115 This also applies in the case of skirmishes that are not sufficiently intense to qualify as 
‘armed conflict’.

Today, however, it is generally accepted that both IHL and international human rights legislation can 
apply in times of war: in some situations only IHL is applicable, in others only international human 
rights, and in some cases both areas of law apply simultaneously.116

In the 2018 report entitled ‘Legal challenges related to hybrid war and human rights obligations’ 
in respect of hybrid threats and war (the terms ‘hybrid threat’ and ‘hybrid war’ are both used in the 
report), the Council of Europe stated explicitly that human rights must be respected at all times.117

Hybrid activities in peacetime
Because hybrid threats occur outside the context of war, the question is which international rules 
apply. As regards the use of force, including its use outside a combat situation – for example in the 
context of law enforcement by the police, when maintaining public order or in the event of a drone 
attack outside the context of armed conflict – this will almost always be at odds with the human 
rights regime.118 Under this regime, the use of lethal force may be used only in narrowly defined 
situations and is subject to rigorous restrictions.

Hybrid threats outside IHL
Hybrid activities may also fall outside the scope of use of force and/or of direct violations of human 
rights. Consider, for example, economic coercion, which does not fall into either of these two cate
gories, but may still constitute a violation of EU law (the Anti-Coercion Instrument) or international 
law (the laws of the World Trade Organization).119 Another example would be the principle that states 
must ensure that activities in their territory do not cause serious damage to the environment of another 
state, in other words the ‘prevention of transboundary harm arising from hazardous activities’.120

In all cases, existing international and European law is decisive, and also applicable to hybrid threats. 
Nevertheless, the AIV believes that further development of the law is needed and that the rules of law 
in this area need to be updated. The Netherlands could join forces with other countries in this matter 
and play a leading role.
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Responsibility
Responsibility under international law can be significant in relation to hybrid attacks if those attacks 
can be attributed to a state. The rules concerning state responsibility are laid down in the Articles 
on Responsibility of States for Internationally Wrongful Acts (ARSIWA), which were produced by 
the UN’s International Law Commission and which largely reflect customary international law.121 
States can thus be held responsible for internationally wrongful acts, such as the destruction of 
infrastructure. What is essential here is that it concerns a violation of an international obligation 
(as stipulated in a treaty or customary law) that a state has, and that the violation can be attributed to 
that state. This applies to all international obligations by which states are bound, whether it concerns 
a violation of the prohibition of the use of force, IHL or any other obligation under international law.

The challenge in the case of hybrid attacks, however, is that it is often difficult to determine the entity 
responsible, which is essential in the context of attribution. This is particularly true when it comes to 
something intangible, such as the subversion of democracy and the rule of law. It can also be the case 
that a non-state actor, such as a terrorist group, an individual or a proxy, is found responsible for the 
attack or threat. In that case, attribution through the application of ARSIWA becomes more difficult, 
because the rules only apply to state actors. Attribution to a state of actions carried out by non-state 
actors is not impossible, but the threshold for doing so is high. If a non-state actor is found to be re
sponsible for the damaging effects of a hybrid attack in another state, redress will need to be sought 
through national legislation.

If a hybrid threat results in a breach of an international obligation that is indeed attributable to a 
state, this may, under certain conditions, mean that the injured state has the right to take counter
measures (Article 22 of ARSIWA). In the context of a cyberattack, for example, the EU Cyber 
Diplomacy Toolbox is relevant.122

Nevertheless, in the absence of state responsibility, there may be individual responsibility. Because of 
the complexity involved in applying this effectively, the AIV believes that further development of the 
law and an update are needed here as well. Here too, the Netherlands could take a leading role.

	f 4.2	 NATO Article 5 and TEU Article 42.7 

NATO states that a cyberattack could constitute grounds for a NATO ally to invoke Article 5, although 
there are no specifications regarding the damage suffered. However, this ambiguity is used strategically 
as a deterrent so that the limits are not deliberately tested.

There was recently a written exchange of views between the Permanent Committee on Foreign Affairs 
of the Dutch House of Representatives and the Minister of Foreign Affairs regarding the International 
Cyber Strategy. In that exchange, the minister stated that the repercussions of a series of significant 
cyber operations could potentially be classed collectively as an armed attack if those repercussions are 
similar to the repercussions of an attack with conventional weapons.123

Considerations can also be found in NATO communiqués suggesting that a hybrid attack could trigger 
action under Article 5. Account should of course be taken of the fact that actions under Article 5 are 
extremely rare, partly because NATO decisions are taken by consensus.124 The invocation of Article 42.7 
of the Treaty on European Union (TEU) on collective defence is another option for EU member states 
that would allow joint action to be taken against hybrid threats, although this too is unlikely to happen 
in practice.
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	f 4.3	 Lawfare: the law as a hybrid tool

A hybrid attack does not necessarily have to involve a formal declaration of war; parties using hybrid 
means are indeed unlikely to declare war. The grey zone, not covered by IHL, is in some cases even 
deliberately exploited as a hybrid means. This is known as lawfare, and it is used both by parties that 
feel bound by IHL and parties who, by contrast, usually operate outside those lines.

Lawfare is used to deliberately circumvent existing legislation. The grey zone allows freedom of 
action and gives parties the option of deniability, which often results in non-attribution. It is thus 
difficult for the opponent to react and as a result, an armed response can generally be avoided.125

The use of lawfare is not restricted to parties operating under the IHL threshold. For some legal 
experts, it is often a clear violation of international law, even though states are not condemned 
for using it.126

	f 4.4	 The constitutional mandate of the Dutch armed forces 

Anything can in effect be used as a weapon in hybrid activities; Mark Galeotti calls this the ‘weaponi
sation of everything’.127 Besides the legal repercussions as set out above, this also has implications for 
the way in which the Netherlands itself legislates the use of military means.

The tasks of the armed forces are officially set out in Articles 97, 98, 99, 99a and 100 of the Constitution, 
with Article 97 in particular providing guidance in respect of the armed forces’ tasks. That article states: 
‘There shall be armed forces for the defence and protection of the interests of the Kingdom, and in order 
to maintain and promote the international legal order.’ Paragraph 2 of the same article goes on to state: 
‘The Government shall have supreme authority over the armed forces.’128

On this basis, the Ministry of Defence formulated three main tasks in the 2000 Defence White Paper. 
These tasks are still regarded as guiding principles within the armed forces and are defined as follows. 
The Netherlands has armed forces (1) to protect national and allied territory, including the Caribbean 
parts of the Kingdom; (2) to maintain and promote the international legal order and stability, and (3) 
to support civil authorities in law enforcement, disaster relief and humanitarian aid, both nationally 
and internationally.129

These three main tasks are based on the relevant articles of the Constitution and on international 
treaties; they are not incorporated as such in the Constitution, nor are they defined by law.130 
They are the product of a policy choice on the basis of which the military still leans heavily today, 
almost a quarter of a century later. The armed forces’ mission statement, according to the academic 
commentary, also applies to deployment in the digital domain (recognised since 2012 as the fifth 
domain of military action alongside land, air, sea and space).131

The military is often seen as the ‘last man standing’, not only in war, but also in societal crises. In the 
case of threats in the virtual or cognitive dimension, however, it is not clear what this actually means 
or whether the military is even in a position to act as society’s last hope. Indeed, the proliferation of 
new types of threat makes it difficult for the military to manoeuvre, especially when these threats 
arise outside the context of war. How should the armed forces respond to future threats that might 
not be covered by the existing constitutional mandate or by the three formally defined main tasks?
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This issue was previously addressed by the Brouwer commission of inquiry (2022), which investigated 
the actions of the Royal Netherlands Army’s Land Information Manoeuvre Centre (LIMC), a unit 
which processed data of individuals in the Netherlands in 2020 without any legal basis for doing so. 
The commission’s findings were as follows:

‘The armed forces are caught between existing frameworks and new threats; current 
developments require adjustments to the existing frameworks. Emerging threats posed 
by hybrid conflict go to the very heart of the armed forces’ main tasks and require the 
adaptation of existing legal and policy-based frameworks.’132

Looking specifically at the Dutch armed forces, the AIV drew the government’s attention to the 
shift that is currently taking place with regard to their main tasks, in its advisory letter ‘Choices for 
the armed forces’ (March 2022).133 At the time, the AIV argued that in the context of international 
conflict, and partly because of the ‘hybridisation’ and increased technologisation of conflict, there is 
an increasing overlap between military and civil threats. The AIV noted at the time that these threats 
directly affected the resilience of Dutch society as a whole. Against this background, combined with 
the rapidly changing, multidisciplinary approach to conflict, the AIV was of the opinion that the three 
main tasks of the Defence organisation did not provide sufficient scope for effective deployment of 
the armed forces against all aspects of hybrid threats in all dimensions.

When the twice-yearly report on the readiness of the Dutch armed forces was presented to the 
House of Representatives in September 2021, the Minister of Defence acknowledged that the Dutch 
military was insufficiently prepared for future threats or for new types of threat: ‘The Dutch armed 
forces exist for the purpose of national security and also operate in international crisis and conflict 
situations and in the event of disasters. To this end, the armed forces have three main tasks. At this 
point in time, the Defence organisation is not sufficiently equipped to protect the Kingdom against 
future – and some current – threats.’ The minister made these comments six months before the Russian 
invasion of Ukraine led to heightened international tensions and brutally shattered the peace on the 
European continent.134

Looking at the present day, the AIV cannot help but note that, despite the many additional billions 
currently being invested in defence, there has been no great improvement in the situation. And this 
is related not only to the investment, but also to the tasks.

The current definition of the armed forces’ main tasks takes insufficient account of the broad scope 
of hybrid means of attack in all dimensions. Given that hybrid threats in the current geopolitical 
landscape, particularly those in the virtual and cognitive dimensions, cannot be effectively addressed 
and countered by the armed forces, the Netherlands is at risk.

The AIV therefore calls on the government to collaborate with legal experts in reviewing the definition 
of the main tasks, which are not expressly incorporated in the Constitution but were conceived by the 
Ministry of Defence itself and recorded in an explanatory memorandum, and have them amended and 
updated where possible. Precisely because the military revolves heavily around the three main tasks, 
it would be advisable to refocus the armed forces’ remit on threats in all three dimensions.135 Such a 
change would be possible, given that neither the tasks established by the Ministry of Defence nor the 
explanatory memorandum are laid down as such in law. Although it would not change the official or 
legal basis of the armed forces, it will allow the implementation of tasks to be arranged differently.
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It would also be appropriate here to include Article 3 of the North Atlantic Treaty in the considerations, 
which states that NATO allies  ‘separately and jointly, by means of continuous and effective self-help 
and mutual aid, will maintain and develop their individual and collective capacity to resist armed 
attack.’136 Again, it is not sufficiently clear how the Netherlands (and NATO allies) have catered for 
this responsibility against the background of the most recent types of hybrid threat.

	f 4.5	 A constitutional duty for society

In the Constitution, most of the Netherlands’ defence tasks are assigned to the armed forces. The armed 
forces can act on behalf of the government at the high end of the spectrum of force and therefore serve 
as the state’s ‘instrument of force’. However, because attacks and threats do not occur exclusively in the 
military domain, the armed forces must work more closely with all of society. Dutch citizens themselves 
can contribute to collective defence and societal resilience.

The issue of defence does not just concern the military or the police. It concerns society as a whole; 
the public also have a role to play. This has already been the focus of attention from the legislature in 
the past. In 1997, a proposal was made via an explanatory memorandum accompanying a proposed 
amendment to Article 97 of the Constitution to update the definition of the armed forces’ tasks. 
The memorandum said the following with regard to the role of society in the nation’s defence:

‘While the existing constitutional provisions do not preclude the imposition of civil defence 
obligations, they do falsely create the impression that modern warfare is purely about military 
defence. By mentioning civil defence in so many words, this false impression is dispelled. 
Furthermore, the proposed provision ensures that if civil defence obligations are imposed 
on civilians, this can only be done through the intervention of the legislature.’137

Partly for this reason, the constitutional amendment of 2000 included an additional article for the 
purpose of civil defence, in addition to the ‘defence articles’ for the armed forces. In naming the tasks 
for the armed forces, as laid down in Articles 97, 98, 99 and 100 of the Constitution, the legislature at 
the time added Article 99a. This article reads:

‘Duties may be assigned for the purpose of civil defence in accordance with rules laid down 
by Act of Parliament.’

The legislature thus made it clear that the defence of the Netherlands was not exclusively a task for 
the armed forces, but for society as a whole. The academic commentary to this article includes the 
following:

‘The legislature may impose obligations on people in connection with civil defence. This refers 
to non-military measures to protect the population and their property in the event of a natural 
disaster, act of war or other emergency. This may entail, for example, the deployment of doctors 
and nursing staff to locations where they are urgently needed, the deployment of civilians to 
keep road and water routes open or the repair and safeguarding of drinking water and energy 
supplies’.138
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This constitutional article, which is now almost 25 years old, remains as important as ever. The AIV 
notes that the Dutch government could invoke Article 99a of the Constitution more emphatically 
than it does now, thereby making a clear call for the establishment of civil defence or public resilience. 
The AIV is aware that the article focuses mainly on ‘duties’ that can be imposed on society, and that 
there would probably be little appetite for this in the current social climate. The AIV is of the opinion, 
therefore, that it might be more palatable to consider a milder approach to motivate and stimulate 
the public. The government should explore the possibilities for shaping societal resilience with a 
greater involvement of the public than is currently the case.

The AIV notes that this resilience must apply to all three dimensions, that is the physical, virtual and 
cognitive dimensions. And that will be no easy task, as increasing societal resilience in relation to an 
economic attack, corrupt financial practices or an attack on critical infrastructure is probably easier 
to imagine than it would be in relation to an attack in the virtual or cognitive dimension.

The way in which society should be prepared and brought into action in respect of hybrid threats in 
all three dimensions will be discussed in the following chapter.
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Chapter 5

Building resilience

Security concerns us all and it is not free. Not all Dutch people seem to be aware of this.139 
Nevertheless, security is a vital element of the national and public consciousness. The AIV believes 
that the people of the Netherlands should be involved and mobilised to a greater extent in organising 
national security and societal resilience, in accordance with Article 99a of the Constitution. There 
should be close collaboration between government and the public and between the public and the 
armed forces.

	f 5.1	 The Netherlands’ three-track approach

It is not only the armed forces that are tasked with making the Netherlands more resilient; national 
defence is a task for society as a whole. An open society and open economy, including the knowledge 
economy, are inherent in a democratic country governed by the rule of law such as the Netherlands. 
Dutch public interests benefit from trade, transparency and global networks. If it is in precisely those 
areas that threats to the quality of life arise, a security framework needs to be developed.

For the past five years or so, hybrid threats have been the focus of attention in the context of societal 
resilience, as evidenced by, for example, the ‘Defence Vision 2035’, ‘Threat Assessment State-sponsored 
Actors’ and ‘A stronger approach to threats from other countries’.140 In 2022 the ‘National Risk Assess
ment of the Kingdom of the Netherlands’ was published (compilers include the AIVD, the Netherlands 
Organisation for Applied Scientific Research (TNO), the MIVD and the National Institute for Public 
Health and the Environment (RIVM)). It aimed to identify current threats in order to make govern
ment authorities, the public and businesses resilient against hybrid and other threats.141

The Netherlands needs to arm itself against potential hybrid attacks, which is why the government is 
proposing to take proactive measures whenever Dutch public interests are compromised. The govern
ment has said that the Netherlands intends to work towards building knowledge, promoting and pro
tecting economic security, preventing undesirable knowledge and technology transfer, countering 
undesirable foreign interference and protecting democratic processes and institutions.

Foreign interference is a major problem, including in the Netherlands. Recent reports from the 
Czech intelligence service revealed how Russia had given cash incentives to a network of European 
politicians and policymakers to boost the pro-Russian narrative.142 Prime Minister Mark Rutte 
branded these developments as a ‘threat to our democracy, to our free elections, to our freedom 
of expression, to everything’.143 

The government has drafted guidelines to counter foreign interference, proposing three tracks 
to be pursued.144 These are the diplomatic track: entering into dialogue with states that engage in 
undesirable interference and consistently holding them accountable, and taking diplomatic steps 
against the states concerned where necessary; the resilience track: raising awareness and increasing 
the resilience of vulnerable groups that could be susceptible to undesirable foreign interference; 
and the administrative/criminal-law track: coordinated action and disruption in the event of current 
or imminent incidents, using a combination of administrative and criminal law measures.145
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	f 5.2	 Towards a government-wide response

The NCTV coordinates the ‘Government-wide response framework for hybrid threats’ and the 
underlying assessment framework. These are administrative and policy-based instruments used 
by the government to tackle hybrid threats. Broadly speaking, this involves sharing information, 
identifying response options, assessing international support for a joint response, coordinating 
a counteraction, analysing its impact and accurately identifying legal options as well as seeking 
a mandate. The response framework makes it possible to deploy a coordinated government-
wide response against a specific state actor known to be behind a malicious action. The NCTV 
is currently working on a broader resilience concept in relation to hybrid threats.146

Hybrid threats are also an intelligence issue. Indeed, intelligence and security services tackle hostile 
influence and covert activities in the grey zone between war and peace on a daily basis. Within the 
parameters of the new Intelligence and Security Services Act (WIV), the MIVD and AIVD are trying 
to find ways to pre-emptively counter hybrid attacks. This is no easy task, however, because those 
legal frameworks do not always adequately provide for situations involving new types of attack in 
the virtual and cognitive dimensions, enabled by the latest technological capabilities.

Alongside institutional actors, the public can also be mobilised against hybrid threats. The AIV 
maintains that a precondition for this is that societal resilience in the Netherlands be increased and 
collective awareness of security issues heightened. There is no start or end point in the grey zone 
between war and peace, so permanent awareness and constant preparedness of society as a whole 
are essential. If the Netherlands wants to increase societal resilience and heighten collective security 
awareness, cooperation with the private sector and knowledge institutions is vital. To this end, the 
AIV is looking not only at the government-wide response framework but also at the model that is 
being used successfully in Finland.

	f 5.3	 Is the Finnish model right for the Netherlands?

Following the annexation of Crimea and the heightened Russian threat, Finland changed its national 
security strategy around 2017. It moved away from the ‘total defence concept’ in favour of the com
prehensive security approach, in pursuit of national and societal resilience with a greater impact on 
Finnish society in terms of intensity than had previously been the norm. The comprehensive security 
concept is a kind of collaborative model designed to strengthen societal and national resilience, 
bringing together vital parts of society and stakeholders. All civil society organisations and citizens 
have a role to play.

Finland’s security strategy concerns the protection of vital public interests, which is achieved jointly 
by authorities, businesses, NGOs and citizens. Responsibilities and tasks are defined by law. The su
pervisory body is the Finnish Security Committee. This committee sets the agenda, gives advice and 
provides an annual security report to the prime minister and the government. The annual report 
includes both public and private perspectives; it contains a report on the annual state of security 
in Finland and is considered to be of the utmost strategic importance. The committee also issues 
publications on the national security strategy and national cybersecurity.

Government and society meet in the Finnish Security Committee, which includes representatives 
from ministries, the security services, the armed forces, CEOs of critical businesses, universities, 
infrastructure, the financial sector and a number of NGOs. The committee is chaired by the 
Minister of Defence.
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In addition to the Security Committee, there is a national fund – raised through taxes – which is used 
to increase and maintain resilience. The fund, which amounts to billions of euros, is managed by the 
National Emergency Supply Agency (NESA).147 NESA is affiliated to the Security Committee; it is an 
institution that provides the country with stockpile management in the event of a crisis, either due to 
hybrid threats or in times of conventional war. Partly for this reason, Finnish companies are required 
to put some of their production capacity at the service of the state. Almost 1,000 companies from 
different sectors are involved.

NESA is an organisation dedicated to national preparedness. It manages a state fund for strategic 
vital expenditure, critical materials, products, fuel, and so on. It is also responsible for compensating 
businesses that incur costs for the purpose of boosting resilience and replenishing essential supplies. 
NESA also gathers information relating to potential threats. Banks and businesses are involved 
too. NESA can operate fairly independently, but ministerial responsibility for NESA rests with 
the Minister of Economic Affairs. 

This Finnish prevention method also has a clear cognitive effect. In reality, the comprehensive 
security model is mainly about reinforcing psychological resilience and national collective awareness. 
Through enhanced interaction between international and EU activities, defence, the national security 
system, the economy, infrastructure, functional capabilities of society and service provision, a sense 
of collective security can be increased. This is only possible if citizens themselves actively contribute. 
In Finland, some 50,000 shelters have been built to accommodate nearly 5 million citizens. These are 
maintained collectively. There is also an efficient public alarm system. In addition, most Finns have 
shelters and enough provisions in their homes to survive the first 72 hours of a crisis.

Besides the Security Committee and NESA, Finland also has a National Defence Course as a third 
major instrument to promote societal resilience. This course, which is certified and highly regarded, 
is funded from the Ministry of Defence’s budget. It is a 3½ to 4-week course in which civilian trainees 
are divided into different cohorts and groups. These groups meet once every so often for course ses
sions, thus creating networked groups of citizens trained in societal resilience. The Chief of Defence 
invites people to attend this course, taking account of the different backgrounds and sectors these 
individuals represent.

	f 5.4	 Greater societal engagement

The threat level in Finland is of course different to that in the Netherlands. Nevertheless, the AIV is 
of the opinion that the Finnish approach provides sufficient starting points and interesting angles 
that are relevant to Dutch security policy. The AIV considers it to be of national importance that 
Dutch citizens be asked to make an active contribution to the reinforcement of societal resilience. 
It should be relatively straightforward to reorganise security networks in the Netherlands. The task 
of mobilising society to improve security requires a collaborative effort.

To protect the Netherlands’ open society, public order and the democratic legal system, the whole 
of society needs to be involved in thinking about security policy. This starts with raising security 
awareness among the public, government authorities, businesses and other private actors and 
providing them with the tools they need to build resilience.

The Netherlands Defence Academy (NLDA) recently joined forces with the NCTV to launch the 
National Security Course, the aim of which is to increase knowledge about the Defence organisation 
and security issues and to promote a shared network of people who could, or already do, play a role 
in terms of national security. Course participants come from the government, knowledge institutions 
and the private sector. The AIV regards such initiatives as confirmation of the assumption that this is 
the right time to work on broad-based societal resilience. The AIV would encourage a further roll-out 
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and institutionalisation of this curriculum into a fully-fledged, society-wide course, with a focus on 
hybrid threats and foreign influence and interference. The course should be developed further and 
implemented more widely, specifically for those in leadership positions in government, business, 
civil society organisations such as media and NGOs, and utility companies operating in critical 
infrastructure; this is to create a shared threat assessment and provide potential courses of action 
in the context of resilience.

The Ministry of Defence will have to focus more explicitly on the interaction between government 
and the public. Efforts to expand the reservist pool, the further roll-out of a social conscription 
system and the recently launched Defence Service Year (an opportunity for young people to gain 
experience of working in the military) could feature more prominently in promoting security 
awareness among Dutch citizens.

To strengthen societal resilience, civic engagement and civic participation will also need to be 
increased. The AIV sees great potential in the use of citizens’ assemblies, which have already been 
established in various countries.148 In a citizens’ assembly, a group of citizens are asked to draw up 
recommendations for their respective municipality, province or country.149 A citizens’ assembly 
consists of a group of around 100 to 250 people – selected by lottery and ideally reflects society – 
in which participants conduct extensive dialogue with each other and possibly with politicians or 
policymakers and have freedom of access to information.150 A number of Dutch cities and provinces 
are currently experimenting with citizens’ assemblies, usually on societal issues such as municipal 
waste, fireworks and climate policy, and there is now a National Citizens’ Assemblies Network.151 
Initial results have been positive.152 Other countries have already been using citizens’ assemblies 
such as this for some time now.

It is partly through citizens’ assemblies that pluralism, an essential condition for a healthy democracy, 
can be strengthened. This is also why the Council of Europe recently set up a European citizens’ 
assembly, in which a group of Europeans deliberate on the future and strengthening of democratic 
resilience in Ukraine.153

Societal resilience also includes protection against cyberattacks. As the AIV set out in Chapter 2, 
it is precisely in the sphere of digital connections that the Netherlands is vulnerable. Members of 
the public need to be equipped to protect themselves properly against cyberattacks. Citizens them
selves have a responsibility here – how do they arrange their cybersecurity at home? – but so too 
does the government. The provision of digital literacy courses and improvements in digitalisation 
could help, as could the further expansion of school subjects to promote media literacy and the 
ability to recognise disinformation. Government supervision of digital developments also needs to 
be intensified. The AIV is pleased to note that both the Senate and the House of Representatives 
have now set up a permanent committee on Digital Affairs. The AIV believes the appointment of 
a rapporteur on digital affairs to be the next necessary step.

	f 5.5	 A European whole-of-government approach

The European Strategic Compass provides for the development of the Hybrid Toolbox. 
The Netherlands was one of the initiators of this feature. The toolbox encourages EU member states 
to improve interoperability in their fight against hybrid attacks and the actual implementation of 
counter-hybrid instruments. The EU Council Conclusions of 21 June 2022 regarding a framework for 
a coordinated EU response to hybrid campaigns represented the first step in the implementation and 
further development of this toolbox.154

AIV  |  Hybrid threats and societal resilience� 45



The AIV endorses the importance of intensive EU coordination on hybrid threats.155 The toolbox is 
important, but does not yet address actual operationalisation or crisis management in the event of 
serious disruption. In addition to the EU, the Netherlands itself should also take a critical look at its 
own supervision and apply itself to the further development or implementation in the Netherlands 
of measures and guidelines arising from the Hybrid Toolbox, the Democracy Action Plan and the 
Defence of Democracy package.

	f 5.6	 The Netherlands and NATO’s baseline requirements for 
national resilience

The Dutch government is lagging far behind the Nordic countries in terms of the whole-of-govern
ment and whole-of-society approach. The Netherlands’ current approach does not match the broad 
scope of threats or attacks. The government’s actions are often incident-driven, fragmented and 
reactive. Nevertheless, the AIV believes that both approaches are necessary to deal effectively with 
the broad range of hybrid threats. It is with good reason that experts have been known to describe 
a hybrid attack as a ‘holistic attack’, precisely because of its broad impact.156 If the Netherlands is to 
arm itself against this, broad-based national coordination is required.

The Dutch approach tends to result in an ad hoc creation of crisis teams or a sector-based response. 
In the healthcare sector, for example, there was no flexible layer to allow upscaling in a crisis, as 
became clear during the COVID-19 pandemic. Furthermore, in terms of security, the designated 
safety regions currently function reasonably well, but the focus is exclusively sector- and region-
based. As a result, there is insufficient oversight of the international nature of hybrid threats.

The Dutch approach is therefore inconsistent with Article 3 of the North Atlantic Treaty, according to 
which NATO member states should, separately and jointly, in common with other states, ensure that 
their own resilience and defence are in order. Besides the urgent need for allies to spend a minimum 
of 2% of GDP on defence, their societies must also be prepared for non-military attacks.

Since the 2016 NATO summit in Warsaw, where hybrid threats were discussed specifically, the seven 
baseline requirements for national resilience have been established. These baseline requirements 
focus on the continuous functioning of public services, energy supplies, food and water supplies, 
the ability to deal with large movements of groups of people, the ability to deal with mass casualties 
and the guaranteed functioning of communication and transportation systems. In other words, 
the critical processes needed to sustain society, not in the least in times of crisis or war.

The seven baseline requirements make it possible to harmonise the resilience of the different states, 
which is important in terms of interoperability. Hybrid threats do not stop at national borders. At the 
NATO summit in Madrid in 2022, therefore, the old Civil Emergency Planning Committee (CEPC) 
was revitalised and renamed the NATO Resilience Committee, which is the advisory body for allies’ 
resilience and civil preparedness. Important guidelines have been drawn up to which countries have 
committed and under which countries must ensure that their resilience is in order. 

‘Each NATO member country needs to be resilient against military and non-military threats 
and challenges to the Alliance’s security, such as natural disasters, disruption of critical 
infrastructure, or hybrid or armed attacks. Resilience is both a national responsibility and 
a collective commitment rooted in Article 3 of the North Atlantic Treaty.’157
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At the NATO summit in Vilnius in July 2023, the NATO allies decided to translate the requirements 
into definitive resilience objectives. The Netherlands started national implementation of these 
objectives, coordinated by the NCTV, in autumn 2023.

The AIV considers the NATO requirements to be highly important, and essential for establishing 
societal resilience. When defining national resilience objectives, it is vital that societal stakeholders 
such as businesses, financial institutions and knowledge institutions be involved as well as partner 
states.

The AIV notes, however, that NATO’s proposed resilience objectives centre mainly on physical civil 
resilience goals. Less emphasis is given to threats arising in the virtual and cognitive dimensions. 
Consequently, the NCTV will need to concentrate its efforts on integrating this type of threat into 
security analyses. In addition, the Netherlands will need to call for a greater focus within NATO 
on threats in the virtual and cognitive dimensions.

	f 5.7	 The National Security Council, a vulnerability assessment and the 
resilience strategy 

The starting point for NATO’s collective resilience is a national vulnerability assessment. Every year, 
countries identify their vulnerabilities on the basis of the seven baseline requirements and draw up a 
specific plan of action to address those vulnerabilities.

This assessment considers not only the continued functioning of society at national level but also 
how that society can continue to support the deployment of national armed forces as well as the 
deployment of NATO as a whole. An example for the Netherlands in this respect is its role in host 
nation support. The Netherlands is a transit country for troops moving from countries such as the 
US, Canada and the UK and as such plays an important role with its infrastructure in the support 
and sustainment of the deployment of NATO troops.

This requires a proactive, anticipatory and comprehensive whole-of-government approach from 
the Netherlands. In troop movement exercises, the Netherlands has now been designated as a transit 
and host nation. That means that when large-scale military movements occur, the Netherlands plays 
a major role with its railways, port facilities, logistic processes and air bases, which are all directed 
by the Royal Netherlands Army’s Territorial Operations Centre (TOC). This NATO task is, however, 
still too heavily directed by the Ministry of Defence, together with other civil stakeholders. The same 
applies to the EU’s Permanent Structured Cooperation (PESCO) project, in which the Netherlands 
plays an important coordinating logistic role as well. Exercises such as this could be more firmly 
embedded in the Dutch national consciousness; citizens could make a more active contribution 
in this respect.

The AIV believes that the National Security Council (NVR), which was established in 2022, should be 
the designated umbrella organisation in this respect. The NVR should review the security situation 
in the Netherlands at least twice a year. On the first occasion, it would do so on the basis of a threat 
assessment by the MIVD, AIVD and NCTV, in which the government focuses on identifying the 
threats posed by potential adversaries and actors and the response to them. On the second occasion, 
the NVR should look at Dutch government and society and at critical processes: how vulnerable is 
society? What can the government do to mitigate that vulnerability pre-emptively? And what can 
society itself do to help?
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Specific sectors of society could take the lead in producing these vulnerability assessments; they are 
after all best placed to know where the potential threats lie within a sector. As preparation for the 
discussion in the National Security Council, the different sectoral contributions should be merged 
into a single overarching vulnerability assessment, aligned and analysed for cross-sectoral impact in 
order to prevent fragmentation.

Besides a vulnerability assessment, the NVR will also need to produce a ‘resilience strategy’, focusing 
specifically on hybrid threats. Based on the vulnerabilities of the critical processes, a clear political 
choice will also have to be made about what interests need to be defended and for what purpose 
certain policy choices are made. The strategy should not be produced in isolation and should not 
be fragmented. The NVR will need to operate across sectors. 

	f 5.8	 Institutional reinforcement of the NVR

The AIV maintains that the NVR should be organised differently. At the moment, the Council still 
‘only’ functions as a cabinet subcommittee, which by no means includes all ministries or stakeholders. 
Neither does the current body have any formal executive powers to issue instructions. Its current set-
up suggests too narrow a view of national security. Given that hybrid conflict affects so many sectors, 
a much broader approach is needed in the NVR. An attack could after all occur in a much wider area 
than just the ‘traditional’ security domains.158

The AIV is of the opinion that the NVR will therefore have to be strengthened. Horizontal and 
vertical integration will have to be guaranteed and ideally, the council would be positioned above 
the ministries wherever possible, reporting directly to the prime minister. All ministries should be 
represented in the NVR, as should the security services, businesses and knowledge institutions. 
The financial sector should also be represented, for example through the incorporation of the 
TCO in the NVR (see Chapter 2). The AIV believes there should be a more explicit focus on 
threats in the virtual and cognitive dimensions.

To more centrally embed, direct and align the above vulnerability assessments and resilience 
strategies, a consultative body or executive committee at senior civil service level is required for 
the National Security Council. This consultative body or executive committee should be supported 
by its own secretariat.

	f 5.9	 A different institutional form

Besides an altered and broader configuration for the NVR, a different type of body could also be 
considered. Given that hybrid threats actually affect all ministries and that resilience is a society-wide 
issue, the AIV believes it would be advisable to establish an overarching governance structure.

HCSS recently published a comprehensive study on how the Dutch government could structure an 
effective response to hybrid threats. The report talks about a ‘proactive counter-hybrid response’, 
whereby the Dutch government would not merely react in the event of an attack, but would actually 
anticipate hostilities.159 The government should also seek measures that strengthen its own resilience 
while at the same time weakening the capabilities of an adversary, provided, as HCSS points out, that 
this is both desirable and permissible as well as compatible with the legal frameworks to which the 
Netherlands adheres as a liberal democracy.
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This counter-hybrid campaign would effectively link together strategic, tactical and operational 
actors. For this to happen, it is essential that government authorities, businesses and knowledge 
institutions, as well as the armed forces and society in general, are more aligned with each other. 
Like HCSS, the AIV believes that with this aim in mind, the Dutch government should create insti
tutional or legal frameworks to streamline cross-domain cooperation. An integrated counter hybrid 
campaign also requires political support.

This counter-hybrid approach requires a resilient society. And this resilience needs to resonate in 
the governance structure. Resilience issues must, therefore, be clearly designated and mandated. 
The United Kingdom has a minister of state for communities and resilience, in the Department for 
Levelling Up, Housing and Communities. This minister deals intensively with a wide range of societal 
resilience matters, such as the coastguard, waterways, crisis management in emergency situations, 
financial crises, port facilities, support for local authorities, businesses and so on. It might also be 
possible for the Netherlands to appoint a minister or state secretary for societal resilience, to address 
the broad societal impact of hybrid threats and increase society’s resilience.
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