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 I.  Introduction

Many have been suggesting that we are currently witness-
ing the advent of a totally new technological era. Our socie-
ties are changing due to the democratisation of technology 
and the incredible power of those technologies. In the indi-
vidual Member States of the EU, many initiatives have been 
launched by law enforcement and the judicial sector to ex-
plore how technology can be exploited for fighting crime 
and administering justice. The police force of the Nether-
lands is no exception and strives to be amongst the most 
innovative forces in Europe, with data-driven policing being 
one of the four pillars of their multi-annual strategy.1 In this 
article, we share some of our experiences with data-driven 
work in cross-border cases. 

In section II, we explain and illustrate the data-driven investi-
gation strategy that is being followed in the Netherlands. In 
section III, we look at some of the lessons learned in the Neth-
erlands and relate those to European law, including the Law 
Enforcement Directive (LED).2 The perspective of cross-bor-
der cooperation is the topic of section IV, from which we draw 
some conclusions for future practice in section V.

II. Data-Driven Investigations

In line with technology having become more widespread 
and powerful, criminal investigations have gained access 
to ever larger data sets. In the fight against child pornogra-
phy, for example, the exchange and cross-border matching 
of large data sets has long been a cornerstone of investi-
gative work.3 Likewise, the seizure of darkweb servers, in-
cluding servers of illegal marketplaces, has created daz-
zling amounts of data; in some instances, investigating 
one such seizure has resulted in as many as hundreds of 
criminal cases. Yet, the hacking of the encrypted commu-
nication services EncroChat and SkyECC has represented 
a turning point when it comes to assessing the necessity 
of and control over the use of such data sets. Along with 
the availability of large data sets, new ways of policing have 
been invented.

Data-driven work in the investigative police branch is now 
considered a crucial component of the strategy of the 
Dutch police. Data-driven methodologies provide new op-
portunities for tackling criminal activities more efficiently 
and effectively. This goes beyond the mere obtaining and 
analysing of a large data set. 

This strategy is rooted in the notion of problem-oriented 
policing shaped by Herman Goldstein in the 1990s.4 Build-

ing on that theory, the concept of intelligence-led policing 
was developed at the beginning of the 21st century. An-
other crucial step was to incorporate social network anal-
ysis into policing, one proponent being Paul Duijn.5 This 
systematic approach and use of data has the potential to 
identify key actors and relationships, disrupt critical con-
nections, unveil hidden structures, prioritize vulnerabilities 
and minimize collateral damage.6 By using this systematic 
approach, police can focus their efforts on key elements 
within a network rather than applying broad or generalized 
approaches. Combining the problem-oriented approach 
with network analysis and adding large data sets and tech-
nology offers a comprehensive framework for modern po-
licing. We now have the tools to analyse data sets, identify 
patterns, trends, and connections within criminal networks 
more quickly and accurately. Next to enabling more target-
ed interventions, this integration allows police to dismantle 
organisations as such and develop proactive strategies. 
The outlined strategy differs fundamentally from starting 
an investigation based on a single incident, such as the sei-
zure of one drugs transport or intelligence about a single 
criminal organisation.

This can be illustrated by the SkyECC case, in which police 
revealed that messages from dozens of cocaine traffick-
ers had been exchanged via the encrypted communication 
service SkyECC; the data obtained by hacking the service 
served as evidence of an industry that functions as an inter-
connected global network, supported by various enablers.7 
The authors witnessed the clever use of logistics chains, 
complex financial schemes, and the use of encrypted 
apps.8 The higher echelons of drug trafficking organisations 
live like digital nomads and organise complex supply chains 
residing, for example, on the Mediterranean coast. The dis-
tribution of these drugs from a Western European port to 
the end users takes only days, sometimes hours.9 In this 
fast-moving market, it is difficult for national law enforce-
ment to make a lasting impact. A data-driven approach 
represents one attempt of formulating a response to that 
complex criminal industry.

As organised crime benefits from operating across borders 
and has characteristics of a global industry, a data-driv-
en police approach must also address the challenges of 
cross-jurisdictional collaboration. Criminal organisations 
often exploit international boundaries to evade law enforce-
ment, requiring a coordinated effort between local, national, 
and international agencies. By combining problem-oriented 
strategies with network analysis and leveraging big data, 
police forces can better anticipate and respond to transna-
tional crime, targeting the key nodes and connections that 
sustain global criminal networks.
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III. Some Lessons from the Netherlands

A data-driven approach to criminal investigations should 
result in admissible and understandable evidence in court. 
In a learning-by-doing process, three standards have been 
carved out to ensure reliable output that can be used in 
court: (1) clean data; (2) transparency, and (3) collabo-
rative design. Whilst these standards primarily serve the 
admissibility and evidential value of the data in court, we 
will show how they align with the privacy standards of the 
LED.

1. Clean data 

Clean data, which is accurate, consistent, and free from er-
rors or duplicates, is crucial for drawing reliable conclusions 
and making informed decisions. Minor inaccuracies or bi-
ased selection of data can lead to significant misinterpreta-
tions. Therefore, ensuring data integrity and cleanliness is 
essential for law enforcement to effectively understand and 
act upon the insights derived from big data.

For example, it can occur that the timestamp of a message 
is inaccurate or a message is replicated for technical rea-
sons. In order to easily read and correctly interpret the ev-
idence, technical errors may be corrected in the data set. 
Yet, at all stages of processing this initial correction will 
have to be visible and traceable. Secondly, the reason for 
the correction is to be explained. By doing so, all parties to 
the trial and the court will be able to properly evaluate the 
evidence and the correction, and compare it to the original 
uncorrected data if requested. 

Data-driven investigations are able to bring together data 
sets of different origins and quality. For example, travel 
data combined with encrypted communication might reveal 
logistical hotspots of criminal goods. Or the book-keeping 
of a criminal facilitator combined with an analysis of FIU 
information might reveal illicit money flows of his clients. 
Moreover, a large data set gathered in one case may later 
become relevant for another investigation. The combina-
tion of such datasets offers new insights.

In order to maintain data quality and ensure consistency, the 
Dutch police follows the CSAE model when handling large 
data sets. “CSAE” is a cycle and stands for the four phases 
of the process: Collect, Store, Analyse, and Engage.10 

The Collect stage focuses on gathering data from various 
sources, such as crime scenes, former investigations, dig-
ital devices, and large data sets (e.g., encrypted commu-
nication). Next, the Store stage ensures that all collected 

information is securely stored in information management 
systems preserving it for further analysis. In the Analyse 
stage, forensic tools and techniques are used to examine 
the evidence, identifying patterns and connections between 
suspects, victims, and crime scenes. Lastly, in the Engage 
stage, interventions take shape. Interventions may range 
from searches and arrests within the framework of a crim-
inal investigation, to enabling administrative authorities to 
act within their respective competences.

The output can be used as evidence in a criminal investiga-
tion or to disrupt criminal activities, for instance by taking 
a criminal marketplace offline. In particular with cross-bor-
der crime, criminal prosecution of foreign-based networks 
may be impossible and disruption of the crime may be a 
more realistic option.11 The results of the interventions will 
be fed back into the loop in the form of new data, closing 
the cycle.12

So what role does the LED play in this context? Amongst 
others, it requires that the data processed are adequate, 
relevant, and accurate.13 Whereas the significance of these 
principles seem indisputable, one may wonder how exact-
ly they play out with large data sets. Initial, unedited data 
will include (technical) errors, mistakes, and inaccuracies. 
Yet the authentic, unedited copy is of tremendous impor-
tance for later verification of evidence by the parties to the 
trial. As to data minimization, storing only the “relevant” 
parts of a data set brings about the risk of eliminating ex-
culpating evidence. Another problem with that principle 
arises in connection with the identification of (criminal) 
users of an anonymous communication network. It is hard 
to predict whether and when a positive identification can 
be made.

In the Netherlands, for example, the first large data set ob-
tained by the police resulted from the decryption of commu-
nications on the Ennetcom network in 2016. It consisted of 
a few million messages obtained when a server was seized 
in Canada. Initially, only a small number of users could be 
identified. However, the data came back into focus when 
other providers of anonymous communication services 
were hacked, providing new leads for the identification of 
users of the Ennetcom service. Several murder cases in-
volving Ennetcom users did only end in court very recent-
ly.14 It was thus only after many years that accuracy and 
relevance of the data became clear, and the wider data set 
became of relevance to the defence to search for exculpat-
ing evidence. This example calls for caution against a too 
strict interpretation of the principles of Art. 4 of the LED. An 
original, unedited copy of the data may have to be kept for 
a very long time.
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2. Transparency 

Data-driven investigations ultimately serve justice. An ac-
cusation will have to be sustained in the courtroom, and 
the quality, reliability, and legality of the evidence presented 
may be tested there. Transparency on the basis of the col-
lection of data, and logging of procedural decisions is thus 
crucial to sustain the subsequent penal or administrative 
actions. Accountability must be ensured during all steps of 
a data-driven investigation; this is essential for upholding 
legitimacy. 

Yet the challenge is that hundreds or even thousands of 
court cases may follow from the collection of a single data 
set. Art. 4(2) of the LED permits the collected metadata of 
one criminal group to be further processed in new investi-
gations.15 Take the example of the metadata of one single, 
powerful organised crime group being intercepted while its 
members were communicating over the SkyECC platform. 
This metadata revealed insights not only into the group’s 
own dealings, but also into their contacts with other crim-
inals outside the group. When analysed further, this led to 
new groups being identified. In this new case, the defence 
was provided with the original interception warrant, but the 
court did not find it relevant for the defence to know which 
other contacts were identified.16 

In other cases, it has been debated whether the defence 
ought to be given access to complete data sets, given that 
receiving only a copy of the data pertaining to the accused 
person alone might feel too restrictive.17 In some cases, 
Dutch courts have allowed the defence to read other per-
sons’ communications, or provided a list of keywords to 
search the entire data set. 

Restricted access to the original data for the defence has 
not been the only point of contention; it has been argued 
that the same tools should be made available as were avail-
able to law enforcement.18 In the Netherlands, discovery by 
the defence is now facilitated by the very same tool that 
the police uses, tailored to the selection of data relevant to 
the case at hand. The platform Hansken, developed by the 
national forensic institute, enables the consultation of large 
data sets.19 The defence may now be granted access to this 
data, both on site and remotely.

3. Collaborative design

The standard of transparency requires planning ahead, 
thinking of the ultimate test in court. It is key to involve all 
actors from an early stage, in this instance the prosecution 
service. In the EncroChat and SkyECC investigations, there 

was an intense collaboration between the police and pub-
lic prosecution service to ensure the data could be used in 
court. This did not only help to ensure that innovation was 
developed in line with the classical rules of criminal proce-
dure, it also ensured focus in the phase of analysis.

A data-driven law enforcement approach offers a new way 
of improving the efficiency of criminal justice20 and of bring-
ing about more impactful judicial interventions. Law en-
forcement analysis on SKYECC revealed, for instance, an 
essential element to the thousands of drug transactions: an 
underground banking system.21 By searching the data – in 
conformity with the judicial warrants –, various global un-
derground bankers were identified that had been process-
ing transactions worth hundreds of millions of euros each.22 
In consequence, that analysis has inspired the public pros-
ecution to dedicate more attention to the phenomenon of 
underground banking.

Another advantage of the involvement of the prosecution 
service in the early stages of data-driven investigations is 
that cases can be more properly selected. A criminal inves-
tigation traditionally starts from a position of suspicion, fol-
lowed by a search for evidence, either incriminating of ex-
culpatory. Conversely, today’s abundance of data evidence 
allows us to select markets, subjects and regions. It allows 
us to decide to prosecute a single key player in an individual 
case, or to prosecute an entire network in a large-scale trial. 
These choices in the investigation have far-reaching effects 
on the way a trial is organised and – indeed – the capacity 
needed further down the chain. As this concerns prosecuto-
rial strategies, these choices are usually made jointly by the 
prosecution and the police. 

The study of the first deciphered messages from Encro-
Chat brought about an important insight, which proved rel-
evant for any work with the data in general. In most cases, 
it appeared very difficult to prove which one of numerous 
conversations on drug transactions did actually result in a 
deal or international drug transport. Yet, each conversation 
constituted an inchoate crime, i.e. that of making prepara-
tions for drug trafficking. This allowed the police to change 
their selection of cases, given the limited capacity of the 
police, prosecution service, and the criminal courts: the 
best way forward was to reason backwards. There was suf-
ficient proof against the average EncroChat user for dozens 
of separate inchoate crimes. Yet, in most cases they were 
only accused of a limited number thereof; usually the more 
serious ones. The goal was to optimize the use of resourc-
es in order to achieve the best result. In this way, resources 
of the police could be conserved, case files limited in size, 
and trials shortened. 
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Clearly, these choices have only been possible because the 
Dutch criminal justice system allows for a wide prosecutorial 
discretion. However, another important element in this selec-
tion and prioritization process is the collaborative effort in the 
early phases of analysis. Proper guidance and insight into the 
capacity of the partners prevented the system from collapse.23

IV. International Cooperation in Data-Driven 
Investigations

Organised crime often takes place in a transnational set-
ting. This international context poses additional challenges 
for a data-driven law enforcement approach when fighting 
organised crime. The following outlines these challenges.

1. Burden sharing and solidarity

It is general consensus that there is a necessity to respond 
to digitalised crime. However, in the context of large data 
sets, jurisdictional problems for police and judicial authorities 
arise. It is often unclear at the beginning of an investigation 
where exactly the users of a platform or service are based, 
and where most of the crimes have been committed. In some 
cases of transnational organised crime, international public 
law stipulates an obligation to investigate and cooperate on 
cross-border crime, such as Art. 11(2) of the Palermo Con-
vention.24 There are only a few pan-European agreements that 
include a fair distribution of cases.25 Yet, in many more cas-
es, it will depend on the personal motivation and solidarity of 
the involved law enforcement and judicial actors to work on 
cases that may initially have a very limited link to their own 
jurisdiction.

A praiseworthy example in this context is how certain Ger-
man police and prosecution services have taken action 
against darkweb marketplaces. The direct link to their re-
spective jurisdictions may have been relatively limited, 
but in the wider interest of disrupting drug trafficking they 
worked on identifying online drug traffickers.26

Similar questions regarding the limits of jurisdiction and 
responsibility are also relevant when it comes to mutual 
legal assistance requests. One example is offered by the 
numerous large data hosting companies that have been 
established in the Netherlands.27 Frequently, the Dutch au-
thorities receive requests to seize or intercept servers with 
suspect data, such as online platforms that spread illegal 
content. Often, the requesting authority is only interested in 
one particular account, but it appears not always technical-
ly possible to single out that particular account. When exe-
cuting the request, Dutch authorities may need to seize very 

large volumes of data, and initial analyses often reveal that 
the seized data relates to crime all over the world. Hence, it 
is sometimes a challenge to determine who should obtain, 
process and act upon that data. 

The example shows that solidarity is needed and the burden 
of work should be shared. Nevertheless, discussions on bur-
den sharing are sometimes complex due to the differences 
in legal systems. For example, Dutch courts consider an ex-
tended conversation containing pictures or screenshots of 
money transfers sufficient evidence to convict a suspect of 
money laundering.28 In other countries with different legal 
systems, the physical seizure of the money as well as the 
direct connection of that money with a crime is needed for 
conviction. Another example is the penalisation of inchoate 
crimes. The mere act of preparing a transport of cocaine 
is subject to a maximum sentence of six years in the Neth-
erlands, whilst in other countries it is hardly worth being 
brought to court.29 

It has been well-studied that significantly differing levels of 
penalties exist in EU Member States.30 These stark differenc-
es in substantial criminal law limit the possibilities of sharing 
the burden of working together in cross-border crime in gen-
eral, and data-driven investigations in particular.

2. Obligation to share data and how the data was 
acquired

The jurisdiction of the investigating national authorities is 
commonly limited to crime occurring on its national territo-
ry or with a link to its territory. Their powers and resources 
may not legitimately be used for crimes that lie beyond that. 
Yet, there are many obligations in international treaties and 
positive human rights obligations to act if a serious crime 
is detected in another country.31 Cooperation should not 
be rooted in a one-sided, particular interest of one state. 
The recently adopted Directive on exchange of information 
between the law enforcement authorities of EU Member 
States32 does not encompass a direct obligation to share 
relevant information with foreign counterparts. But the spir-
it of loyal cooperation between EU Member States itself 
should inspire states to show solidarity when they suspect 
a crime to have occurred in another state. 

When sharing data across borders, the issue of admissibil-
ity of that data as evidence merits additional consideration 
and collaboration.33 When the encrypted communication 
server Exclu was recently hacked, the Dutch authorities 
shared an extensive package of national court orders and 
official reports that explain how the data was obtained. 
Yet, the standards for interception, data-processing, re-
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cord-keeping, and transparency may be different in the re-
ceiving country. To meet the objective of sharing data in 
a reliable manner, it is necessary that the receiving public 
prosecutor or investigating judge explain their national re-
quirements up front. In its judgment in EncroChat, the ECJ 
upheld the non-inquiry principle, while at the same time 
requiring that evidence be excluded if a person is not in a 
position to comment effectively on that information.34 The 
interpretation of that last sentence will be subject to debate 
in many national courts in the coming years. 

3. International data needs international context

(Automated) processing of large data volumes is a neces-
sary step to select relevant data. In their attempt to select 
and understand data, national authorities cross-reference it 
against their own national databases. Hence, potentially rel-
evant names and phone numbers from surrounding coun-
tries may easily slip through the cracks. This national focus 
seriously limits the scope of the analysis. There is empirical 
evidence that crime spread over different jurisdictions in-
deed prevents detection.35 The need to include foreign data 
in the analysis is therefore obvious.36 While jurisdictions 
regularly collaborate to collect relevant evidence, collab-
oration on storing and analysis is less common:37 data is 
generally stored in accordance with national standards and 
analysed against national databases only.

The problem becomes evident, for example, when we look 
at the process of matching data between different Financial 
Intelligence Units (FIUs) within the EU.38 The automated anal-
ysis of cross-border transactions by a national FIU is at most 
partial when foreign information on the persons involved in 
reported suspicious transactions cannot be included. 

In our experience, it has proven of added value on sever-
al occasions to invite foreign analysts to a scrum session 
and both work on the same data set. Whilst this could be 
done as part of a Joint Investigation Team, the analytical 
teamwork as such can also take place within the framework 
of police cooperation. The data shared during such a ses-
sion can be made subject to any conditions, including those 
from the applicable judicial warrants.39

Another challenge when processing content data is lan-
guage. Naturally, our own teams of investigators principal-
ly speak Dutch as their native language. Yet, by focusing 
mainly on Dutch speakers and Dutch citizens we create 
our own blind spot. While working on the EncroChat and 
SkyECC data sets, we therefore actively sought coopera-
tion with relevant foreign authorities to mitigate this effect 
and to prevent the bias of language. In practice, this meant 

compiling top-ten lists of communication network users per 
nationality and actively approaching their respective coun-
try of origin with the aim of cooperation. This was a useful 
bottom-up approach, while the involvement of Europol had 
its advantages in distributing the analysis results.

The challenge to the selection and further processing of 
data is relevant also in the context of the principle of data 
minimisation. As already noted in relation to the national 
strategy on data-driven law enforcement (supra II), Art. 4(1)
(c) of the LED requires that data only be processed in so far 
as it is relevant and not excessive. If the acquired data does 
not result in any matches, one may lightly conclude that the 
unmatched data is not relevant and may be deleted. Yet, 
if the data set has a strong cross-border component, that 
conclusion may only be reached once it has been sufficient-
ly ensured that the legitimate interests of foreign jurisdic-
tions have been met. Obviously, a data set of, for instance, 
participants in an online exchange of child pornography 
should not go undetected because the processing is limited 
to a particular jurisdiction. Likewise, a data set of internal 
communication of a foreign crime group may hold crucial 
evidence to solve serious crimes in another state.

4. Coordinating European criminal justice

A data-driven approach to tackling criminal networks is 
implemented effectively when trials against connected ele-
ments of the network can be carried out in various jurisdic-
tions in a coordinated manner. The interest of justice is bet-
ter served if the judicial authorities not only coordinate their 
initial efforts (who will prosecute?) but continue to stay in 
touch until the end of a trial. 

For example, the conviction of a drug dealer/money launderer 
in Germany is likely to be relevant for the prosecution of the 
broker in the Netherlands. Likewise, a German judgment con-
victing an online drug trader who also sold drugs to Indonesia 
via the darkweb was later used in Dutch court proceedings as 
supporting evidence against the producer, in order to show 
the global distribution of his illicit products.40 

Another example illustrating the need for coordination at 
the trial level are the EncroChat/SkyECC cases mentioned 
above. In the Netherlands, they have handed down well over 
500 judgements to users of SkyECC and EncroChat to date.41 
Many of these judgements relate to conversations with 
criminals in other countries, or even include convictions for 
crimes committed abroad.42 Whilst the EU framework calls 
for practitioners to contact each other when conflicts of 
jurisdiction arise, it is equally relevant to share milestones 
in related proceedings, including important statements, ac-
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quittals, plea arrangements, and convictions. The sharing of 
the precise outcome of a court case can also be in the in-
terest of the defence. An acquittal or different interpretation 
of the facts in one country should be known to the parties 
involved in related cases in other countries. Thus far it has 
proven difficult to be aware of relevant outcomes of Encro-
Chat/SkyECC cases elsewhere in the EU. The automated 
exchange of criminal records through the ECRIS is insuffi-
cient: it is limited to final convictions,43 whilst information 
on the earlier steps is equally relevant in practice.

V. Conclusion

The surge of large data sets opens up opportunities for law 
enforcement to combat organised crime more effectively. 
Data-driven investigations are one way of achieving that. 
This article outlined that this approach is still a very new 
way of thinking in law enforcement, breaking with some of 
the traditional ways of starting and conducting investiga-
tions and allocating resources.

In the authors’ experience, the close collaboration between 
the police and prosecution service has proven key to ensur-
ing that data-driven investigations get off the ground and 
operate within the law. The correct application of the EU’s 
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relevant data protection framework – the Law Enforcement 
Directive – is fundamental to that work, and it guarantees 
transparency to the defence and the court. However, some 
elements of the Law Enforcement Directive, such as the 
data minimisation principle and the requirement that only 
accurate data be processed, necessitate additional consid-
erations when applied to large data sets. 

We also demonstrated in this article that the cross-border 
nature of organised crime requires this data-driven work to 
be done in cooperation with international partners. As the 
criminals we investigate are digital nomads travelling the 
world, we have to foster a culture of digital cooperation as 
well. International law and solidarity require that data be 
shared proactively. Ideally, the burden of exploiting large 
data sets should be shared. And we must reflect on how to 
facilitate transparency and accountability at an early stage 
when we cooperate internationally on large data. 

In addition, we have provided some insights into how the 
differences in substantial and procedural law within the EU 
make such conversations sometimes very complex. It will 
be interesting to further research the ratio of users versus 
convictions in the different EU Member States, and explore 
to what extent differences in substantive law play a role in 
the efficiency of criminal justice.
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