Universiteit

w4 Leiden
The Netherlands

Transdisciplinary perspectives on validity: bridging the gap
between design and implementation for technology-

enhanced learning systems
Haastrecht, M.A.N. van

Citation

Haastrecht, M. A. N. van. (2025, January 24). Transdisciplinary perspectives
on validity: bridging the gap between design and implementation for
technology-enhanced learning systems. SIKS Dissertation Series. Retrieved
from https://hdl.handle.net/1887/4177362

Version: Publisher's Version
Licence agreement concerning inclusion of doctoral
License: thesis in the Institutional Repository of the University
of Leiden

Downloaded from: https://hdl.handle.net/1887/4177362

Note: To cite this publication please use the final published version (if
applicable).


https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/4177362

INTRODUCTION

You're a hairdresser with a small salon tucked away somewhere in the Swiss country-
side. You have a fixed group of returning customers that you know well, to the point
that you consider them to be trusted friends. One of your elderly customers has just
sent you an e-mail asking if you can help with a document they cannot open for some
reason. You hesitate for a moment, since you're not particularly tech-savvy yourself.
You decide it’s worth a try, manage to open the document, but find that it’s empty.
You click around to see if anything happens. Your computer responds strangely for a
few seconds. Then everything goes back to normal. You conclude that whoever shared
this document with your elderly customer must have made a mistake.

A few days later, the elderly customer drops in for an appointment. You tell them
about your finding, but they seem confused. They haven’t e-mailed you recently. Now
you're the one who’s confused, and you check the e-mail you received. All of a sudden
you notice that the e-mail address looks similar to the customer’s, but is definitely
different. You start to get scared and then the phone rings. It’s the bank. Someone on
the other side of the world has just spent thousands in a casino and your account is
blocked. The money is gone. You have a dejected look on your face and the customer
asks what’s wrong. Nothing, you say.
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INTRODUCTION

Although it may seem dramatised, some version of this story occurs on
a daily basis at small businesses across Europe and the world. Small- and
medium-sized enterprises (SMEs) make up 99% of all companies in the EU
(European Commission, 2016). SMEs are more vulnerable to cyber threats than
larger companies, due to their limited cybersecurity knowledge and resources
(Heidt et al., 2019). This makes them an ideal target for cybercriminals. A
2019 report surveying 2,176 small businesses showed that 66% experienced a
cyberattack in the preceding 12 months (Ponemon Institute, 2019).

The GEIGER project (GEIGER Consortium, 2020) aimed to address the
cybersecurity challenge faced by SMEs by providing a trusted solution for
assessing cybersecurity risk. The work of this dissertation centres around
the activities of the GEIGER project. In this introduction, we will cover why
projects like GEIGER are necessary to solve the cybersecurity challenge SMEs
face, how we approached the process of finding a solution for this challenge,
and what methods we used to find answers to concrete research questions
about this challenge.

1.1 WHY

We established in the previous paragraphs that SMEs tend to lack the cyber-
security knowledge and resources required to deal with the cyber attacks
they regularly face. Given that SMEs comprise 99% of all businesses in the
EU, it is no wonder that the European Commission is intent on helping these
businesses to protect themselves.

However, protecting SMEs against cyber threats is not trivial. Although
cybersecurity is often primarily seen as a technical challenge, it is the human
element that regularly forms the weakest link at SMEs (Shojaifar, Fricker,
and Gwerder, 2020). A project like GEIGER, therefore, should not only offer
technical countermeasures to cyber threats, but should also educate SME
employees to increase cybersecurity awareness. In fact, one could even argue
that having a basic level of awareness about the existence of cyber threats
is a prerequisite for an SME to be motivated to protect themselves. The
GEIGER project attempted to solve this apparent catch-22, where awareness
is a prerequisite for motivation and motivation is a prerequisite for awareness,
by fostering trust.

We know from self-determination theory (SDT) (Deci and Ryan, 1985; Ryan
and Deci, 2000) that the psychological needs of autonomy, competence, and
relatedness are what drive motivation. We realised early on in the GEIGER
project that perceived autonomy and competence were difficult to influence, as
SME:s often do not yet have the cybersecurity knowledge to act independently
and effectively. This leaves perceived relatedness as the primary need which
can be externally influenced.

Consider again the example of the hairdresser in the opening paragraphs
of this introduction. The hairdresser regards their customers to be trusted
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friends. Supposing one of these trusted friends would have followed a training
to become a cybersecurity expert, this friend could then motivate the hair-
dresser to improve the cybersecurity maturity of the salon by appealing to the
connection and mutual trust they have. Training trusted advisors to become
security defenders creates a pathway towards motivating SMEs to become
more secure. The strategy to actively involve trusted security defenders is
unique to the GEIGER project, and we now have a sense of why such an
approach is necessary for a solution to the cybersecurity challenges faced by
SMEs.

Nevertheless, the socio-technical context of SMEs is complex, and training
a trusted security defender is just a small piece in the overall GEIGER puzzle.
Figure 1.1 shows the full ecosystem of the GEIGER project, highlighting both
its social and technical elements. Associations and networks provide informa-
tion to SMEs regarding the GEIGER application. Security defenders act as a
trusted advisor and help SMEs to make a smooth start with installation and
taking the first steps. GEIGER helps SME employees to become more aware
of cybersecurity topics, as well as helping the business to assess and manage
their cybersecurity risks. Cybersecurity tool and service providers contribute
technical countermeasures that SMEs can implement, while Computer Emer-
gency Response Teams (CERTs) provide information on the threat landscape
that can be used to prioritise threats for users and to issue notifications. In
the ideal situation, the SME improves their cybersecurity awareness while
countering technical security risks, with tech-savvy employees potentially
becoming the new generation of security defenders. The SME can thus itself
contribute to making future businesses more secure.

Figure 1.1 gives a sense of the complexity of helping SMEs improve their
cybersecurity. We need to find a balance between a solution that is technically
sound and designed based on rigorous principles, while concurrently ensuring
that users with relatively little knowledge about the topic of cybersecurity
stay motivated and engaged. The frequently conflicting values of rigour
and simplicity in a socio-technical context are characteristic to the class of
wicked problems (Buchanan, 1992; Rittel and Webber, 1973). Rittel and Webber
(1973) provide some further properties of such problems, which include:
“there is no definitive formulation of a wicked problem”, “wicked problems
have no stopping rule”, and “solutions to wicked problems are not true-
or-false, but good-or-bad.” All of these properties apply to our context of
SME cybersecurity risk assessment. There is no definitive way to formulate
and approach SME cybersecurity risk assessment. There is no such thing as
absolute security and, therefore, no stopping rule stating that SMEs have
done all they can to counter cybersecurity threats. Finally, there is not a single
right way to assist SMEs, but rather a whole spectrum of strategies, where
one strategy may focus primarily on the social elements of the socio-technical
system and another may focus primarily on technical elements. Strategies
may be poorly implemented or unsuccessful, but cannot be a priori false. We
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Figure 1.1: The socio-technical ecosystem of the GEIGER project. Used with permission
from the creator of the visualisation, Heini Jarvinen. Source: https://cybe
r-geiger.eu/.
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1.2 HOW

detail the research strategy we use for this dissertation, the how, in the next
section.

1.2 HOW

Our overarching research methodology should be suited to the socio-technical,
complex, and wicked nature of our cybersecurity problem and should accom-
modate the integration of knowledge from several different research fields,
such as cybersecurity and education. Additionally, our methodology needs
to facilitate the active involvement of all stakeholders, including voices from
academia and society. Transdisciplinary research is a research strategy that
addresses our requirements exceptionally well.

Jantsch (1970) originally defined transdisciplinary research as: “the coor-
dination of all disciplines and interdisciplines in the education/innovation
system.” Over time, the concept of transdisciplinarity evolved to explicitly
include societal partners beyond the education system, and to aim at per-
forming societally relevant research through reflexive practice (Lawrence
et al., 2022). Figure 1.2 depicts how transdisciplinary research differs from
traditional strategies such as disciplinary, participatory, and interdisciplinary
research. By crossing both disciplinary and sectoral boundaries, transdisci-
plinary research stimulates the development of integrated knowledge that
benefits both science and society.

Lawrence et al. (2022) outline three phases of the transdisciplinary research
process. The first phase involves framing the research problem, the second
phase involves the co-creation of transferable knowledge by societal and
academic actors, and the third phase aims to integrate and apply the newly
created knowledge. Lawrence et al. (2022) stress that “often the whole se-
quence or individual phases need to be iterated, and the phases often run in
parallel.” This is another reminder that wicked, complex problems call for
solutions that are themselves rather complex. An issue that arises with the
transdisciplinary research process is that although it helps to describe how
we will tackle our overarching research problem, it gives minimal guidance
on the exact research questions that should be answered and the research
methods that could be used.

To bridge the gap between the why and the how, we use the engineering
cycle of Wieringa (2014). In design science, the cyclic process of design gener-
ally includes phases of problem framing, design, and evaluation. Wieringa
refers to these phases as problem investigation, treatment design, and treat-
ment validation. However, Wieringa extends the design cycle with a fourth
phase of treatment implementation: “the application of the treatment to the
original problem context.” Where design science research projects are gener-
ally concerned with the first three phases, our work in the GEIGER project
had the express intent of applying the designed solution within the original
problem context. The engineering cycle therefore offers a better fit to our re-
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Figure 1.2: Comparison of transdisciplinary research to more traditional research

strategies. This visualisation is based on Morton et al. (2015) and Tress et al.
(2005), with a difference being that we consider participatory research to

involve stakeholder participants.
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Table 1.1: The four parts of this dissertation, with the corresponding phases of the
transdisciplinary research process and the engineering cycle indicated.

PART TRANSDISCIPLINARY RESEARCH PROCESS PHASE ENGINEERING CYCLE PHASE

I Problem framing Problem investigation

I Co-creation Treatment design
i Co-creation & integration and application Treatment validation
v Integration and application Treatment implementation

search project than the design cycle, and the treatment implementation phase
aligns well with the integration and application phase of the transdisciplinary
research process.

Perhaps most importantly, Wieringa’s engineering cycle suggests concrete
knowledge questions and design problems that are paired to each phase in
the cycle. During the first phase of problem investigation, Wieringa suggests
to address knowledge questions regarding the involved stakeholders, the
conceptual problem framework, and the phenomena that arise in the problem
setting. A research method suggested by Wieringa for the problem investi-
gation phase is a survey, or systematic review. The second phase, treatment
design, involves specifying requirements, surveying available treatments, and
designing new treatments. In the GEIGER setting, this involves collecting user
requirements from SMEs and incorporating these requirements into a newly
designed cybersecurity risk assessment application. The treatment design
phase, therefore, involves research methods centred around collaborative
design together with stakeholders and use case experiments to demonstrate
the viability of developed artefacts.

The third phase of the engineering cycle concerns treatment validation.
Wieringa suggests to address the knowledge questions of this phase, regarding
whether our new designs produce the intended effects, using action research
methods supplemented with techniques to infer information from data, such
as grounded theory. In the fourth and final phase of treatment implementation,
we aim to answer questions concerning the implemented artefact, such as
to what extent the artefact contributes to stakeholder goals. In the GEIGER
setting, this could involve questionnaires aimed at SME users, but could also
involve interviews with educational technology experts regarding the ability
of a solution like GEIGER to contribute to the educational experience of SMEs.
Table 1.1 provides an overview of how the different parts of this dissertation
correspond to the phases of the engineering cycle and the transdisciplinary
research process.

Figure 1.3 visualises the connection between the transdisciplinary research
process and the engineering cycle, and connects the topics of our chapters
to the respective phases of both. The research methods used in the chapters
are informed by the research methods suggested by Wieringa for the various
phases of the engineering cycle. We additionally show how we gradually
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included knowledge from different scientific disciplines and non-academic
stakeholders to evolve from a simple interdisciplinary setting to a true trans-
disciplinary project.

Ch. 2 Developing a systematic
review methodology using case
studies

Ch. 3 A systematic review of
cybersecurity metrics literature

Ch. 4 Designing a cybersecurity
application for SMEs based on
behavioural theory

ICh. 5 Experimental demonstration of|
a shared cyber threat intelligence
solution for SMEs

Figure 1.3: A visualisation of our research process. We combine the transdisciplinary
process described by Lawrence et al. (2022) and the engineering cycle of
Wieringa (2014). An overview of the different phases of the transdisciplinary
research process and the engineering cycle is provided in Table 1.1.

Recall that the transdisciplinary research process and the engineering cycle
emphasise that there is no true end to the research process, just as there is no
stopping rule for wicked problems. Rather, a first cycle of the research process
generates new ideas and hypotheses for the next cycle. In our concluding
Chapter 10, we will reflect on possibilities for future research cycles. For now,
we will turn our attention to the methods we intend to use to find answers
to concrete research questions regarding the challenge of using a technology-
enhanced learning (TEL) solution to educate and assess SMEs on the topic of
cybersecurity.

1.3 WHAT

Inspired by the goals of the GEIGER project, the main research question of
this dissertation is:
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How can transdisciplinary research inform the design and validation of
technology-enhanced learning solutions?

In the following paragraphs, we will cover the various sub-questions that
are addressed in the chapters of this dissertation. The chapters and questions
are ordered using the phases of the transdisciplinary research process and the
engineering cycle.

PART I  of this dissertation covers the problem investigation phase of the
engineering cycle, and consists of Chapter 2 and Chapter 3.

CHAPTER 2 addresses the question: What are the elements of an accessible
and swift systematic review methodology? We begin our research with the
problem framing phase of the transdisciplinary process and the problem
investigation phase of the engineering cycle. Systematic literature reviews
are commonly used to create an overview of existing literature in a specific
research domain. However, systematic reviews are time-intensive affairs and
traditional approaches that rely purely on database searches regularly leave
out grey literature such as technical reports. In a field such as cybersecurity,
where reports from industry are a common source of knowledge, traditional
systematic review methodologies can thus be problematic. This provided the
motivation to develop a novel systematic review methodology, SYMBALS,
that incorporates active learning innovations to speed up the process and a
snowballing phase to better cover grey literature. We use two case studies to
demonstrate the effectiveness of this method.

CHAPTER 3 addresses the question: How can SME cybersecurity be mea-
sured? Using our novel systematic review methodology SYMBALS, we con-
duct a systematic review of cybersecurity metrics literature, to gain insight
into how cybersecurity indicators are measured in the complex socio-technical
context of SMEs. This chapter is part of the problem framing and problem
investigation phases, as it helps to answer questions regarding the conceptual
framework that we can employ in the design phase that follows. The key
artefact produced is a socio-technical cybersecurity framework for SMEs that
contains insights relevant to practice.

PART II  of this dissertation covers the treatment design phase of the en-
gineering cycle, and consists of Chapter 4 and Chapter 5. We combine our
insights from the problem investigation phase with elicited user requirements,
to design a relevant solution with a rigorous foundation.

CHAPTER 4 addresses the question: How should an SME cybersecurity
application be designed to motivate users? This chapter therefore moves from
the introductory problem framing and investigation phases to the phases
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related to co-creation and design. Through a collaborative design research
approach, we design a first version of our cybersecurity application based
on insights from behavioural theories. The presented design is the result
of an iterative process of eliciting SME user requirements and feedback to
inform design improvements. We contribute to societal knowledge in two
ways. Firstly, through the direct interaction with SME stakeholders in the
GEIGER project. Secondly, via the dissemination of our cybersecurity risk
assessment application to the broader public, the resulting artefact contributes
to our understanding of how ideas from behavioural theories can be used to
guide design choices.

CHAPTER 5 addresses the question: How can cyber threat intelligence be
incorporated in an SME cybersecurity application? In collaboration with the
Romanian CERT, we develop a shared cyber threat intelligence platform,
and demonstrate the ability of the GEIGER application to turn advanced
cyber threat intelligence into actionable suggestions for SMEs. The research
performed in this chapter can be described as technical action research, which
Wieringa (2014) defines as “the use of an artefact prototype in a real-world
problem to help a client and to learn from this.” The artefact prototype is our
threat intelligence platform, and the client is the SME user. Key contributions
are a detailed process description of how threat intelligence can be turned
into actionable insights, and a bolstering of societal knowledge through the
co-creation of the platform with industry partners.

PART III  of this dissertation covers the treatment validation phase of the
engineering cycle, and consists of Chapter 6, Chapter 7, and Chapter 8. Besides
shifting the focus from design to validation, this part of the dissertation
additionally shifts from a narrow, context-specific view used to design an
educational cybersecurity application for SMEs (GEIGER), to a broad view
used to develop a validation framework for TEL more generally. GEIGER is
an example of a TEL application, where analytics regarding SME employee
performance in various cybersecurity learning activities are used to inform
an eventual SME cybsercurity risk assessment. To holistically validate the
GEIGER solution, we thus need a holistic validation framework for TEL
solutions. Part III aims to develop such a framework.

CHAPTER 6 addresses the question: Which criteria are essential to a holistic
validation strategy for an educational application? Chapter 6 moves us into
the treatment validation phase, where we ask questions about how we can
assess the effectiveness of our designed artefact. In terms of the transdis-
ciplinary research process, we are balancing between the co-creation and
integration phases. We are both in the process of co-creating knowledge about
our designed artefact and reflecting on what is required to create impact in
science and society with our final solution. In this chapter, we theorise about
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the epistemological basis required for validity considerations in learning an-
alytics. By conducting a systematic review of learning analytics validation
approaches, we create an overview of how existing validity criteria are used in
a Learning Analytics Validation Assistant (LAVA), which can aid researchers
in developing holistic validation strategies.

CHAPTER 7 addresses the question: How are validity criteria applied in
TEL research? This chapter is part of the same engineering cycle and trans-
disciplinary research process phases as Chapter 6, and can be considered
an extension of that work. We conduct a systematic literature review using
SYMBALS, to uncover which validity criteria are considered in TEL research,
which methods are used to gain insight into these criteria, and whether they
are on average assessed positively or negatively. By comparing validity criteria
definitions and usage over time, we create a picture of the validity criteria
landscape, which can inform future holistic validation frameworks.

CHAPTER 8 addresses the question: How can e-assessment solutions be val-
idated comprehensively and practically? We employ a multi-grounded action
research (Goldkuhl, Cronholm, and Lind, 2020; Karlsson and Agerfalk, 2007)
approach to develop a validation framework for e-assessment solutions such
as GEIGER. Multi-grounded action research contains elements of grounded
theory and action research, and is therefore suited to the treatment validation
phase of the engineering cycle and to transdisciplinary theorising. As with the
previous two chapters, the research of this chapter sits in the balance of the
co-creation and integration phases of the transdisciplinary process. Since our
validation framework is developed with repeated, active input from project
partners, it not only contributes to the scientific literature, but also introduces
societal stakeholders to valuable insights concerning validation strategies.

PART 1V  of this dissertation covers the treatment implementation phase of
the engineering cycle, and consists of Chapter 9. We reflect on the question of
what happens after a validated solution is implemented in practice. In our
concluding Chapter 10, we look ahead to which research hypotheses could be
addressed in a next iteration of our engineering cycle.

CHAPTER 9 addresses the question: How does the privacy-performance
trade-off manifest itself in educational analytics? We conduct technical experi-
ments to demonstrate the potential of privacy-preserving machine learning in
an educational analytics context. Through the preliminary results of a series of
interviews with educational technology experts, we reflect on the viability of
introducing advanced machine learning techniques into educational contexts.
This mixed-methods study brings to light several conditions for a successful
implementation of an educational innovation such as the GEIGER application,
and can therefore be considered as part of the treatment implementation phase

11
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Table 1.2: An overview of the main research question and sub-questions addressed
in this dissertation. We indicate how the individual studies relate to the
transdisciplinary process and the engineering cycle. Additionally, we specify
the artefacts resulting from our studies.

CH. RESEARCH QUESTION PROCESS CYCLE ARTEFACT
Main  How can transdisciplinary research - -

inform the design and validation of
technology-enhanced learning solu-
tions?

2 RQ Ch. 2 What are the elements of an Problem framing Problem investigation SYMBALS
accessible and swift systematic review
methodology?

3 RQ Ch. 3 How can SME cybersecurity Problem framing Problem investigation Socio-technical cybersecu-
be measured? rity framework

4 RQ Ch. 4 How should an SME cyberse- Co-creation Treatment design SME cybersecurity algo-
curity application be designed to moti- rithm
vate users?

5 RQ Ch. 5 How can cyber threat intel- Co-creation Treatment design Cyber threat intelligence
ligence be incorporated in an SME cy- platform
bersecurity application?

6 RQ Ch. 6 Which criteria are essential Co-creation, integra- Treatment validation LAVA
to a holistic validation strategy for an tion and application
educational application?

7 RQ Ch. 7 How are validity criteria ap- Co-creation, integra- Treatment validation Validity criteria landscape
plied in technology-enhanced learning tion and application
research?

8 RQ Ch. 8 How can e-assessment so- Co-creation, integra- Treatment validation VAST
lutions be validated comprehensively tion and application
and practically?

9 RQ Ch. 9 How does the privacy- Integration and appli- Treatment implemen- FLAME

performance trade-off manifest itself
in educational analytics?

cation

tation

of the engineering cycle and the integration phase of the transdisciplinary

process.

CHAPTER 10

, finally, reflects on the findings of the previous chapters.
Using the insights we gained, we consider the possibilities for future research
cycle iterations. Table 1.2 summarises the research questions of this disser-
tation, indicating their positions in the transdisciplinary research process
and the engineering cycle. Not every individual chapter explicitly contributes
knowledge to science and society, but the sum of all individual parts possesses
the clear characteristics of a transdisciplinary research project. In Chapter 10,
we will discuss whether our transdisciplinary approach has been successful
in tackling our wicked problem.
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PROBLEM INVESTIGATION

Ch. 9 Investigating federated
learning for educational analytics
using experiments and interviews

Ch. 8 Developing a validation

Ch. 2 Developing a systematic
review methodology using case
studies

framework using multi-grounded 4
action research

Ch. 7 Understanding the validity | Ch. 3 A systematic review of
CHliiE (EREREERE [DizE ey 3 cybe;rsecurity metrics literature
enhanced learning

Ch. 6 Building a case for 2 Ch. 4 Designing a cybersecurity
trustworthiness in validation using a application for SMEs based on
review and epistemological analysis

behavioural theory

Ch. 5 Experimental demonstration of
a shared cyber threat intelligence
solution for SMEs



