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Abstract. The field of cybersecurity is used to focusing on what goes wrong.
Threats, incidents, and impact are factors that are widely investigated, and the
solutions presented often lie in correcting errors and mistakes. However, in many
organisations, cybersecurity incidents do not happen, or at least not as often as
the focus on incidents would predict. We argue that a focus on what works well,
instead of focusing only on the incidents and what went wrong, can provide unique
insights into how to improve cybersecurity in organisations. This focus, known as
Safety-II in the safety science literature, aims to investigate what end-users, teams
and organisations do well and what factors lead to incidents being prevented,
or dealt with more swiftly. In this paper, we argue for a Safety-II approach to
cybersecurity, and outline various topics of interest along an incident timeline.
Furthermore, we discuss a research agenda: Which avenues should be explored
further to improve cybersecurity in organisations using a Safety-II approach?

Keywords: Safety-II - Cyber Incidents - Behavioural Cybersecurity -
Organisational Cybersecurity - PPDRG-Model

1 The Way of Working in the Cybersecurity Domain

Policy makers, politicians and the media regularly warn about the risk of cybersecurity
incidents. The sense of urgency is sometimes expressed by claiming that a cyber or a
digital Pearl Harbor [1] or some other form of ‘cyber doom’ [2] may happen any day
now. Interestingly, in everyday life the number of large(r) scale incidents, and especially
truly debilitating incidents, is actually very low. In the past 15 years there have indeed
been big and impactful incidents such as Stuxnet or NotPetya, but the number of events
does not appear to match the level of urgency and the rhetoric of fear surrounding this
domain. As a matter of fact, when we take a step back and look at the highly digitalised
and interconnected world we live in, it is actually very surprising that there are so few
incidents. In the vast majority of cases, citizens, consumers and employees go through
their days using an endless array of networked, digital systems that seem to operate with
few disturbances from digital attacks or outages. In this paper, we choose to look at
cybersecurity incidents at the level of organisations, to get a better understanding of why
we witness so few large-scale and debilitating cybersecurity incidents today. Our starting
point is that cybersecurity depends on the conjunction of a wide variety of different
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elements within organisations, including the digital networked technologies deployed
there, the people that work with and use them, the governance landscape in which the
organisation finds itself, and the organisational environment and culture within it. To
understand better why the number of disruptive cybersecurity incidents is lower than
expected, we need to first understand which lens is normally applied to cybersecurity,
often without us realising that we do so.

2 From ‘What Goes Wrong’ to ‘What Goes Right’: Lessons
from Safety Science

Over the past century, safety science has made significant contributions to increasing
a broad range of societal domains, including transportation, public health, automation
in industry, construction, infrastructure management and disaster management, to name
but a few. Risk management has become the dominant paradigm for dealing with risk in
public and private organisations [3]. At the same time, it has also received criticism from
different directions. For the purpose of this paper, the most important line of criticism
we will focus on is the fact that risk management, and safety science in general, tends to
focus exclusively on the prevention of incidents by establishing all the many things that
might potentially go wrong. Note that in this perspective, the aim is to find oftentimes
rare and highly irregular occurrences, digressions from the ordinary that lead to (severe)
incidents, and reduce the odds of their materialization. Under normal circumstances,
after all, incidents usually do not materialize. Hollnagel provides an example of how
this works [4]. Let’s say we look at a sample of 10,000 events within a system. In
9,999 cases no incident will arise and operations will continue smoothly but in one out
of every 10,000 events something goes wrong and some incident will materialize. By
studying the causes of what goes wrong, scholars point out, the focus thus is on finding
the one time in which an incident arises, rather than the 9,999 times when it does not
[4]. Moreover, when the goal of safety science is to find the root causes of incidents
and then remedy these so that future incidents of the same kind will be prevented, then
by implication the percentage of the set of 10,000 events that leads to an incident will
become ever lower — ultimately nearing zero. Erik Hollnagel calls this approach within
safety science ‘Safety-I thinking’ and explains that this kind of thinking is driven by a
‘causality credo’: there is a clear and direct causal relationship between a vulnerability
and a potential incident, and incidents may be prevented (or at least their likelihood and
impact may be reduced) by addressing the vulnerability. This credo is also known as
‘find and fix’ [4].

Three elements of Safety-I thinking stand out. First, systems can be taken apart and
reduced to a set of steps or elements that each play a consecutive role in the working
of the whole. Incidents entail that one of the elements of the system has broken down,
or that one of the steps has led to a faulty outcome. Second, as a result of this linear
approach, systems either function, or they do not. Functioning is a binary thing: a system
is either operational or it fails. Third, in the Safety-I perspective, human beings are at best
considered to be one of many components in the sequential process, simply another ‘cog
in the machine’. At worst, they are considered to be the main cause of incidents, because
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human beings make mistakes [5]. Human beings, in this perspective, are considered to
be the ‘weakest link’ in the system [6, 7].

Research has revealed that this perspective does not do justice to how systems within
organisations function. Systems, in fact, are far more complex in their workings, and the
level of interconnectedness within systems is such that the ‘causality credo’ falls short:
many different factors may contribute to the rise of incidents at the same time, as well
as to their prevention [8, 9]. A linear interpretation of incident causation, therefore, does
not do sufficient justice to the reality of highly complex and interconnected systems.
Moreover, systems do not simply function or stop functioning, they do not work or
fail in a binary sense. Instead, systems may sometimes fail partially or insignificantly,
or they may drift into failure over time [10] or they may degrade gracefully [4]. Both
operation and failure are far more complex than a simple ‘on’ or ‘off’. Finally, empirical
studies show that human beings, in fact, oftentimes play a crucial role in preventing or
stopping emerging incidents: because they are responsive, aware and creative, they may
see when dangerous situations arise and step in to stop a chain of events from unfolding.
By contrast, machines and devices lack this kind of flexibility: they simply keep going
once a process is under way. Rather than seeing human beings as the weakest link in
relation to incidents, therefore, one can also argue that human beings may act as the
strongest link in the chain when critical situations arise [5].

These arguments show that the Safety-I approach falls short. Rather than focusing
on what goes wrong, a more productive way of thinking about safety would be to focus
on what goes right. As Hollnagel et al. argue: “the surprise is not that things occasionally
go wrong but that they go right so often” [4]. Hollnagel calls this ‘Safety-II thinking’.
This perspective starts from the assumption that systems are highly complex and inter-
connected, and that different elements in a system — including human beings — influence
the workings of the whole in multiple ways and directions. Parts of a system may com-
pensate for one another, or take over, or play a role in preventing incidents and thus
creating a near miss. Moreover, there is much to be learned from the normal workings
of a system: if only one in 10,000 instances of a process a failure arises, then the 9,999
cases when the expected outcome emerges give far more data to study on why and how
safety is maintained.

While this paper uses a safety science approach, it is not the only field where learning
from ‘what goes well’ is applied to improve understanding and designing effective
solutions. For instance, scholars have similarly delved into understanding why, in many
instances, individuals, communities, cities, and countries do not experience offline crime.
The assumption that a motivated criminal is always present raises the question: why are
they not invariably successful? Research across these fields has explored various facets
of this question.

In a manner akin to the Safety-I principles, criminology often addresses the crime
event itself, its execution, and the strategies for its reduction. However, similar to Safety-
IT advocates, other researchers have posited that some spaces exhibit specific design
features that render them more defensible compared to others [11]. From this point of
view, individuals, and their interrelations, are perceived as integral protective elements
of the system, rather than as potential risks. Furthermore, certain attributes of the social
system, such as the collective efficacy within neighbourhoods, have been identified as
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enhancing the protection and resilience of these areas [12]. Objects can also be designed
to improve their resilience to crime. One example of this is the International Mobile
Equipment Identity, a 17- or 15-digit code to uniquely identify individual mobile phones.
In our discussion around Safety-II principles for cybersecurity, it is therefore important
to not only adopt safety science methods to study this approach, but also learn from
other disciplines in how to study success in organisational cybersecurity.

3 Putting Incidents Centre Stage: A Model for Cybersecurity
in Organisations

When looking at the dominant set of activities with respect to cybersecurity in organ-
isations today, it is striking to see that the majority of effort, whether it is focused on
finding and remedying vulnerabilities or changing human behaviour, aims at prevent-
ing incidents from arising. Encrypting messages to ensure they cannot be accessed by
unintended audiences, scanning networks for intruders and partitioning them so that
intruders can only get into the outer shell of the organisation, patching software so that
vulnerabilities can no longer be exploited, managing access so that information cannot
be stolen — all of these activities are intended to lower, or ideally even fully eliminate,
the likelihood of incidents. Safety-I thinking, expressed in risk management and the
use of barriers for prevention, is at the heart of cybersecurity practices in organisations
today. When viewed on a timeline, currently, one could argue, cybersecurity activities
are predominantly focused on what in crisis management has been termed ‘left of bang’
[13] (See Fig. 1).
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Fig. 1. Timeline of a cybersecurity incident, with subdivisions into left of bang (before the
incident), bang (the incident) and right of bang (the aftermath).

However, in recent years there has been a growing awareness that due to the com-
plexity and dynamic nature of cyberspace it is unwise to focus on prevention only as the
dominant cybersecurity strategy.

Instead, the Prevent-Prepare-Detect-Respond-Governance (PPDRG) model states
that in order to raise cybersecurity in organisations, the latter ought to focus on four
different phases along a timeline, of which prevention is only the first [14]. While pre-
ventative strategies are certainly important, time and effort should also be invested in
the detection of incidents, in preparing for incidents, in incident response and in the
governance of all four. The PPDRG model posits these four activities on a timeline (See
Fig. 2).

At the far left of the timeline, we find the notion of prevention, as discussed above.
The following two phases are sometimes collectively called ‘resilience’. This term refers
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Fig. 2. Timeline of a cybersecurity incident with the various activities mapped on the ‘left of
bang’ and ‘right of bang’ stages of the timeline.

to organisations’ abilities to bounce back from incidents [15]. This entails for instance
that organisations need to invest in redundancy in systems so that when one system fails
another system can take over [16], or in the development of incident scenarios and large-
scale crisis exercises to uncover weaknesses that may hamper quick recovery [17]. When
looking more closely at the notion of resilience, it actually falls apart in two different
elements. On the one hand, resilience refers to being prepared for incidents. This means
for instance that organisations are aware of potential incident scenarios that may arise,
and have equipment, manuals, procedures and roles and responsibilities in place that
may be activated to deal with the incident as efficiently and quickly as possible. When
plotted on a timeline, preparedness involves activities ‘just left of bang’. On the other
hand, resilience is about being able to recover quickly from incidents, so it involves
what happens immediately after an incident materializes, i.e., ‘right of bang’. Here, the
focus is on incident response, which includes activities such as analysing the incident,
containing it, eradicating it and recovering processes and data [18]. Depending on the
impact and size of the incident, crisis management activities may also be part of this
approach.

One challenging element of cybersecurity incidents is their detection. Intruders may
access networks and systems and remain undetected for long periods of time, with a
significant window of opportunity to wreak havoc. In 2023 the average time between
intrusion and detection was 204 days [19]. This is partially due to the systems used for
incident detection. These may provide security analysts with an overwhelming amount
of information, often including a high number of false negatives. As a consequence, the
skills required for detecting intrusions and emerging incidents are complex, and even for
experienced security analysts detecting incidents is difficult [20]. Another reason why
detection times are long is that organisations invest too little in this aspect of incident
management. For many, the focus is on preventing incidents from happening, with fewer
investments made into preparedness, detection and response capabilities. At the same
time, incident detection, located immediately ‘left of bang,” is where human beings may
make crucial differences between (large-scale) incidents and near misses. ‘Right of bang’
lessons from incidents may lead to improvements in the prevention of future incidents,
in preparedness for similar situations, in the detection of anomalies, and improvements
on a general level with regard to processes, procedures, and behaviour.

Note that governance aspects are relevant for all stages on this timeline: for preven-
tion, detection, preparedness, recovery and learning. Only with sufficient guidance, with
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adequate policies and procedures, with funds and available means can organisations
implement interventions to increase their cybersecurity maturity. Proper governance
facilitates and underpins all phases with regard to cybersecurity incidents.

4 Using the PPDRG Model to Get an Understanding of What Goes
Right

The PPRDG model provides a clear-cut overview of the various phases related to inci-
dents and is therefore a helpful starting point for organisation in increasing their ability to
prevent and respond to incidents. It is also a useful tool in increasing our understanding
of why incidents do not materialize, i.e., why things go right in organisations. This is so,
because the insights from Safety-II thinking are not only applicable to the prevention
of incidents, but also to detection, preparedness, recovery and governance. After all,
human being may step in to detect incidents quickly or curb an emerging incident to
prevent it from escalating, policies and procedures may increase resilience by providing
guidance on secure and safe processes, and redundancy in (the elements of) systems
may ensure that normal operations are solidified. The PPRDG model, therefore, pro-
vides a framework that can be used as investigative guidance for all phases that need
to be addressed for cybersecurity maturity in organisations. We will explain how this
works by discussing examples of research on cybersecurity from as Safety-II perspective
in relation to prevention (Sect. 5), detection (Sect. 6), and preparedness and response
(Sect. 7). We will end this article with a research agenda for future research into what
goes right in cybersecurity using a Safety-II lens (Sect. 8).

5 Prevention from a Safety-II Perspective

5.1 Phishing

Traditionally, phishing is approached from a Safety-I perspective. Organisations are
worried about people who click on links in emails and other forms of communication that
can harm their organisation by sharing private information, installing malware and/or
being a way in for criminals who want to perform a ransomware attack. Attempts to
reduce the impact of phishing often rely on awareness campaigns and other means
to reduce the ‘click rate’, the percentage of people who click on a link in a phishing
test message [21-23]. In a typical test, 30-50% of employees click on the link in the
test email and the organisation is then eager to take steps to reduce the click rate. A
successful solution, for example through the use of behavioural change campaigns or
training, might result in a click-rate of 20% or less. While the improvement is impressive
from a behavioural science point of view, an attacker would on average only need to
send out five emails to have one employee clicking on their malicious URL and divulge
sensitive information. What changes when we instead focus on a Safety-II perspective
in this case? As Safety-II focuses on why incidents do not happen, we would look at
the employees who do not click on the URL, or, even more interestingly, the employees
that report the phishing email to the relevant in-house expert. In a study on repeated
clickers [24], Canham identified not only users who clicked on the link in a phishing test
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on every single occasion, but also a group of what he considers ‘protective stewards’,
people who did not click on any phishing link and often reported these emails to the
relevant security experts. Understanding why these people did not click on links from
a behavioural science perspective, but perhaps also by looking at organisational and
environmental factors can help shape solutions to improve reporting rates and speed,
instead of focusing on reducing clicking behaviour.

5.2 Screen Locking and Clean Desk Policy

In addition to phishing, there are of course also other factors that end-users have control
over that increase the security of their organisations. For instance, to combat insider
threat or the impact of a successful site visit by a social engineer, adhering to a clean
desk policy so that no confidential documents are lying around, and locking your screen
when leaving your desk so that your system cannot be accessed and abused, are vital
aspects of daily habits in the workplace. While attempts can be made to understand the
causes of people not following these procedures, more interesting insights can be gained
by focusing on the people who always lock their screen and follow the clean desk policy.
These people might have taught themselves tricks to ensure that they will lock their
screen, or perhaps have imprinted these behaviours into automatic ‘muscle memory’
responses when performing activities. However, it is also possible that they want to lead
by example, are (overly) worried about potential risks, or see a personal danger instead of
only a risk to the organisation. The latter could take the form of employees being afraid
that colleagues might send messages to the board in their name, or can access their salary
information when not locking their screen when leaving their desk. By understanding
what drives the people who are exemplar employees in this matter, we can develop better
cybersecurity solutions.

6 Detection from a Safety-II Perspective

Under the Safety-II paradigm, detection mechanisms are designed not only to identify
threats as they hit the organisation, but also to understand the conditions under which its
systems operate well. By proactively understanding and monitoring when systems are
performing optimally, it should be possible to enable the early identification of deviations
from these norms. On a technical level, scholars have examined the efficacy of machine
learning and deep learning algorithms in detecting intrusions [25, 26]. The Safety II
perspective would contribute to these developments by exploring tools that monitor
systems based on evidence of a ‘normal’ situation, thereby allowing organisations to
quickly respond to deviations that may indicate a security incident.

Beyond the technical aspects that have predominantly been the focus of incident
detection literature, the Safety-II perspective underscores the crucial role of human
actors in the detection process. A Safety-1I approach involves examining organisations
with shorter detection times to understand what sets them apart. Linking back to the
phishing example in the previous section, the capability to detect phishing emails could
be further supported by a culture of proactive reporting of actual clicking behaviour
among employees. If employees are trained to identify threats and the organisation has
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effective, well-known mechanisms for incident reporting, the likelihood of accurately
detecting incidents is significantly increased, and the lengthy average detection time of
over 200 days can be reduced substantially. In this scenario, humans are seen not as a
risk factor but as a safeguard for the organisation.

7 Preparedness and Response from a Safety-II Perspective

Finally, the PPDRG model advocates for a balanced approach to the preparation and
response to cyber incidents, aligning it with the emphasis on prevention and detection.
Current literature on the readiness and management of cyber incidents, including crises,
is notably limited and predominantly concentrates on the technical facets of incident
management such as the application of data analytics during an incident [27, 28]. Exist-
ing business continuity and disaster recovery frameworks echo the critique articulated
in this discussion. They prioritize risk management during a cyber incident over delin-
eating proven strategies that enhance response efficacy [29, 30]. Limited research in
cyber incident management seeks to decipher the repercussions of data breaches on con-
sumer behaviour or market dynamics [31], and to identify optimal strategies for stake-
holder communication [32]. Yet, the exploration into organisational traits and employee
behaviours that effectively reduce response times and limit organisational damage dur-
ing a cyber incident remains largely uncharted. It would be advisable to explore, for
example, whether it is possible to identify high reliability organisations in the context
of incident response based on these characteristics [33]. These organisations, known
for their high level of security and safety practices, are not only be better prepared and
respond more effectively, but also show evidence of improvement with respect to the pre-
incident situation due to effective learning and improved preparation for incidents. We
propose to study what works during the preparation and response to cyber incidents, that
is, what technical, human, and organisational factors are present when an organisation
effectively responds to a cyber incident.

8 A Research Agenda for What Goes Right in Cybersecurity

Approaching cybersecurity from a Safety-II perspective allows us to not only view issues
in a new light, but also helps in better understanding what mechanisms are underlying the
various secure and risky behaviours and situations. Moreover, it provides insights that
can be used to improve cybersecurity solutions across the board. In this section, we out-
line a research agenda that will help us describe, understand, and improve cybersecurity
in organisations. We propose to investigate cybersecurity using a Safety-II perspec-
tive on three distinct levels: the end-user level, team level and organisation level. The
offered research avenues are a first step towards more research into Safety-II solutions
for cybersecurity and we hope that they can be a starting point for the community to
further develop these, and other research ideas, from this point of view.

8.1 End-Users

Several steps can be taken to expand our understanding of end-users’ cybersecurity
behaviour in organisational settings. The earlier mentioned example of phishing is one
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area where a move towards Safety-1I would play a large role in designing new solutions
for behavioural cybersecurity topics. The protective stewards, or ‘security champions’
as others have named them [34, 35] are not only interesting from a behavioural point
of view, but also in terms of cognitive processes, attitudes and values that these people
hold. Understanding why they behave securely, and differentiating between aspects that
are trainable (e.g., habits), and those that are not (e.g., personality) helps in finetuning
solutions for both these aspects.

For instance, incorporating these scientific insights in cybersecurity training for end-
users would greatly improve training effectivity, as currently little or no scientific under-
pinnings are present in this field [36]. In terms of aspects that cannot be trained, these
can still be of importance when working towards a more secure organisation. Perhaps
these skills and abilities can be detected through the use of psychometrical methods.
This could improve the security of an organisation in two ways.

First, using these methods can provide input in hiring decisions, as well as decisions
as to where to place an individual and which tasks and job role to allocate to them. If
a future employee is seen as a security champion, they can be placed in parts of the
organisation where security is of the utmost importance, such as in departments that
work with the highest level of classified data, or that are working on financial aspects of
the organisation. But they can also be put in the position of an exemplar employee that
can be a role model for people who are performing less securely. Mechanisms such as
social contagion [37] could then lead to higher levels of security within the organisation,
not only at the prevention level, but also at for example the detection or response levels.

Second, insights into what makes an employee successful in doing their work
securely can help in deciding which behavioural cybersecurity solutions are more likely
to be needed to avoid or report (detect) incidents, such as nudging and affordances [38]
and a wider focus on access management for instance. On a governance level, they can
also lead to an overhaul of existing security policies. Perhaps some policies are too
stringent, and employees are likely to be too restricted by them, while they would still
perform their tasks in a secure fashion when not hindered by these policies. Knowing
what defines a successful end-user when it comes to cybersecurity is vital in developing
solutions to make this success sustainable over time, especially when individuals, or
whole teams, leave the organisation.

8.2 Teams

Sometimes focusing on individuals will not result in a successful improvement in cyber-
security level within an organisation. However, by adopting a Safety-II perspective, we
could also investigate why certain teams (or, on a higher level, whole departments) seem
to adopt a higher level of cybersecurity than other parts of the organisation. For instance,
perhaps the finance team is more focused on potential scams and fraud due to the nature
or the work, or merely because of a focus on detail that might come with the job that
acts as a support factor to improve cybersecurity at the same time. Investigating what
makes secure teams successful allows us to improve other teams either by instilling the
same values, skills and focus as the successful teams, or perhaps a successful team needs
to be disbanded and the successful members spread over the other teams to share their
insights and ways of working through social contagion principles mentioned earlier.
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There are several aspects of teams that can result in high cybersecurity levels com-
pared to other teams. For instance, it is possible that less successful teams suffer from
higher levels of social loafing [39, 40], where team members expect that their lack
of input or responsible behaviour will be covered by the team as a whole, and that a
single person making a mistake is not disastrous. The successful teams might stand out,
merely because they have the habit of double-checking decisions made by oth-ers, or
feel comfortable asking a colleague for help while the lower performing teams might
lack a team spirit or distrust others’ perspectives. Furthermore, the successful teams
might consist of a better mix of qualities within individual employees. These factors
could include personality [41], demographic backgrounds, or past experiences within
the same or other organisations. Teams that have a tight-knit community feel-ing might
be more successful as asking fellow team members for help might come more naturally,
or is encouraged through social processes. Understanding why these teams are successful
not only helps in improving training and policies made by organ-isations, but can also
be relevant when making hiring decisions by focusing on who would add an important
security skill or mindset to an existing team, as explained in the section on the end-user
level.

8.3 Organisations

While end-users individually or in teams can help to improve cybersecurity by prevent-
ing, detecting, preparing for and responding to incidents, on an organisational level the
governance aspect of the PPDRG-model is key. High reliability organisations [42, 43]
can be a starting point to improve understanding of what it is that makes organisations
successful in dealing with security threats. By identifying these organisations, and study-
ing the potentially unique aspects that make these organisations highly reliable, we can
improve the standards being set and the ways of working of other organisations as well.
To achieve this, three distinct aspects of successful organisations need to be addressed.

First, the structure of these organisations needs to be investigated. Perhaps the organ-
isational structure allows for more (hierarchical) power for the security department over
other departments, or the flow of information within the organisation is improved by
a specific set of base rules regarding the organisational structure. Second, there might
be specific cultural aspects that successful organisations have incorporated to achieve
their level of security. This could be related to a ‘just’ culture [44], where people are
not unduly punished for making mistakes, but where people are encouraged to speak up
when they believe they might have made a mistake. But it could also be that employees
are more confident in speaking up against their superiors, or feel the support of man-
agers when bringing up doubts about new policies. Third and last, how organisations
design, implement, and adhere to policies is of interest. While policies can be designed
and implemented top-down, perhaps successful organisations are more likely to only
adopt policies when there is wide support for these policies in the organisation. The
implementation might also benefit from input from employees to decide how the policy
is best implemented and, more importantly, what to do when the demands of the job
clash with the policies at hand. To avoid shadow security practices [45], where people
work around existing solutions to get the job done, a wider conversation about when to
strictly adhere to a policy and when to find alternative solutions might be useful. Using
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Safety-II principles to understand what successful organisations do differently is key in
understanding which of these elements play a role in improving cybersecurity across the
incident timeline.

9 Conclusion

In this paper we argued for a Safety-II approach to cybersecurity to tackle existing
cybersecurity issues in organisations. While the need to understand what goes wrong is
not diminished, the Safety-I toolbox should be expanded upon with tools using Safety-
I principles. More research into understanding why the number of successful attacks
is not so high as expected from a Safety-I perspective, and describing the underlying
mechanisms of these protective factors will provide the cybersecurity community with
valuable insights and, hopefully, tools to better protect the organisations of the future
by focusing on the positive: What is going well and what can we learn from that? This
question cannot simply be answered from a prevention focus only. Adopting a broad view
including the preparation for, detecting of, responding to, and learning from incidents is
key if we want to improve organisational cybersecurity across the board. To achieve this,
we believe that we should not merely focus on policies, or only on end-user behaviour.
Instead, we believe that it is likely to be the interplay between individuals, the teams they
operate in, and the wider organisational structure, culture and way of working that is key
in learning why some organisations do so well with regards to cybersecurity. Learning
from organisational successes instead of failures is not only an exciting new way of
approaching cybersecurity, but is also urgently needed to have a strong and effective
response to future cyber threats.
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