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Abstract—Motivated by an increasing interest from startups
in embedded Artificial Intelligence (AI) and by their limited ex-
pertise, the AITIA Project targets the development of embedded
AI techniques for industrial applications. This extended abstract
presents the motivation and the solutions being developed to-
wards four use cases: smart sensors, network intrusion detection,
driver-assistance systems, and Industry 4.0.

Index Terms—artificial intelligence, machine learning, embed-
ded systems, smart sensors, network intrusion detection, driver-
assistance systems, industry 4.0

I. MOTIVATION

Artificial Intelligence (AI) and Machine Learning (ML)

techniques are pervading all devices and technologies, with

intelligent processing being brought closer to the data sources

to sustain low latency and security requirements. Germany

and Belgium currently face an enormous growth of startups

focusing on smart products that would have huge benefits

in integrating into their platforms AI/ML algorithms that can

efficiently be executed in embedded, resource-constrained de-

vices. However, there is still a large gap between the academic

achievements in AI/ML and their practical implementation at

a level that is easily reuseable by small companies.
The AITIA project, a consortium of four German and

Belgian universities, aims to address the needs of these com-

panies and bridge the gap between the academic knowledge

of embedded AI/ML and industry products. That will be

achieved by developing easy-to-use algorithms and systems

for embedded AI/ML targeting four use-cases that are aligned

with the industrial user group: smart sensors, network intrusion

detection, driver-assistance systems, and Industry 4.0.

II. AITIA USE-CASES

A. Smart Sensors
Near-sensor AI promises to bring power-efficient intelli-

gence to sensors. Its adoption is especially promising when

This project is organized through the COllective Research NETworking
(CORNET) platform. Belgian partners are funded by VLAIO under grant
number HBC.2018.0491 and German partners by BMWi (Federal Ministry
for Economic Affairs and Energy) under IGF-Project Number 249 EBG.

considering sensor arrays, where data fusion and AI techniques

can be used. The computational needs for embedding these

AI techniques make FPGAs power-efficient candidates. In the

context of this project, multiple AI techniques are explored

for three different applications:

• Anomaly Detection: The combination of multiple sensors

using AI can provide higher accuracy when detecting

anomalies. Our experiments evaluate the accuracy im-

provement of AI techniques when using sensor arrays.

• Urban Sound Recognition: Several AI techniques have

been used for recognizing urban sounds in smart cities.

This application, however, is often embedded in battery-

powered devices with limited computational capacity [1].

Their implementation on a PYNQ-Z2 FPGA using tools

such as HLS4ML [2] is evaluated here.

• Super-resolution Acoustic Imaging: Acoustic cameras are

nowadays used to display the origin and intensity of

sound over images from RGB cameras. Their computa-

tional complexity and susceptibility for rounding errors

limit the resolution of these cameras when working in

real-time. Super-resolution can be used to overcome these

problems and reduce artifacts caused by noise [3]. We use

tools like Xilinx Vitis AI [4] to embed these solutions into

FPGAs, whose architectures are already well suited for

acoustic cameras.

B. Network Intrusion Detection

In an era where connectivity is becoming ever more impor-

tant, network attacks are becoming increasingly relevant. One

of the means to contribute to network protection is a Network

Intrusion Detection System (NIDS), a system that detects

malicious behavior in network traffic. Although traditionally

NIDSs are mostly rule-based, research investigating the appli-

cation of ML is slowly maturing: While the state-of-the-art is

promising [5], most approaches are limited to software-based

implementations using predefined features. Such systems are

not ready for real-time and high-speed network environments,
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as their throughput is limited and their feature extraction is

complex.

In this project, we investigate the application of raw traffic-

based features for deep learning models, as well as the

acceleration of those models on FPGA hardware platforms.

Raw traffic-based features use bytes from incoming network

traffic as input features rather than using the traditional dataset-

specific features. This not only simplifies feature extraction

[6], but also allows for algorithms that can be used accross

datasets. Moreover, when compared against the state-of-the-

art, these raw traffic-based features obtain promising results

[7]. Using Brevitas [8] and FINN [9] to quantize and translate

the model to hardware, we were able to accelerate a NIDS on

a PYNQ-Z2 FPGA.

C. Driver-Assistance Systems

AI and ML are common tools for Advanced Driver-

Assistance Systems (ADAS). ADAS includes many features

such as adaptive cruise control and automatic parking, re-

quiring a fast implementation of complex algorithms such

as object detection and image segmentation to be realized.

Artificial Neural Networks (ANNs) are gaining momentum

in solving these computations due to higher accuracy and

performance. However, for embedded platforms, ANNs have

high computational and memory requirements [10] [11].

To overcome these requirements for different ANN algo-

rithms, we develop a multi-core heterogeneous architecture

consisting of different types of Processing Elements: RISC-V-

based processors, Application-Specific Instruction-set Proces-

sors (ASIPs), and hardware accelerators. Each of these PEs is

connected over a Network-on-Chip (NoC)- based architecture

with a distributed memory system and features a) multi-core

RISC-V processors developed using the RI5CY/CV32E40P

cores [12] [13]; b) an ASIP implemented by developing a

V-extension of RISC-V for a SIMD-based architecture that ex-

ploits data-level parallelism; c) hardware accelerators realized

with an HLS based library that implements different convolu-

tional neural network (CNN) functions [14]. These different

PEs provide different computation and memory choices for

the algorithms and can be configured at run-time by using

dynamic partial reconfiguration (DPR).

D. Industry 4.0

The new paradigm of Industry 4.0 makes use of extensive

use of smart data to automatize the manufacturing processes

and to reduce the necessity of human intervention to a mini-

mum [15]. The most recent Industry 4.0 trends are moving

towards the implementation of next-generation sensors and

actuators with extended functionalities like self-calibration,

predictive maintenance, self-organization, and autonomous

control [16]. The execution of embedded AI/ML algorithms on

reconfigurable hardware could largely contribute towards the

implementation of these extended functionalities, in particular,

if the underlying hardware is cheap and affordable.

To efficiently run embedded AI/ML algorithms for this

use case, we utilize FGPU [17], an overlay architecture that

implements a GPU-like processor on FPGA. The parallelism

offered by the FGPU allows for the efficient execution Con-

volutional Neural Networks (CNNs), which are extensively

utilized in modern industrial environments. The FGPU can be

programmed using a library of OpenCL kernels that implement

the standard layers of a CNN architecture. To run and verify

the models, we used the Zynq 7000 board, but other affordable

boards like the ZedBoard or the Pynq board can also be

used. Furthermore, to simplify the entire workflow as much as

possible, we also developed in-house scripts that automatize

some of the key procedures, such as the implementation of

the FGPU on an FPGA board and the extraction of the trained

model parameters for the inference.
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