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Researching cybersecurity governance: Insights from fieldwork with
cybersecurity experts and end-users

Abstract

The field of cybersecurity governance research strives to understand, rationalize, and propose
effective solutions for the complex task of safeguarding cyberspace as a secure environment.
Concurrently, social research focuses on comprehending the institutions, policies, and behaviours
that foster a safer online realm. This type of inquiry often relies on the expertise of professionals
or involves research conducted directly with end-users. However, conducting fieldwork with
these specific groups presents unique challenges pertaining to the subject matter. In this chapter,
we aim to share our first-hand experiences of conducting fieldwork in cybersecurity, engaging
with both experts and end-users. Our experiences stem from three distinct projects centred around
governance, culture, and cybersecurity training. Throughout this chapter, we delve into the
logistical, ethical, and emotional challenges we encountered along the research journey,
highlighting the successes and missteps we encountered. By sharing our experiences and lessons
learned, we contribute to the ongoing discourse in this field and offer valuable insights for future
research endeavours.

Keywords: Delphi, hackers, gatekeeper, engagement, focus group

1.  Untangling cybersecurity governance

Cyberspace stands as humanity’s most complex creation. The vast deployment of millions of
kilometres of optical fibre, composed of glass and plastic, spanning across land and sea, has
birthed an entirely novel ecosystem of virtual domains, agents, social and political structures,
and unparalleled norms throughout history. In a mere span of 30 years, since the
commercialization of Internet access commenced, society has undergone transformative
changes. Consequently, criminality, violence, and conflicts between individuals, groups, and
even nations have adapted to new manifestations. The field of cybersecurity governance
research endeavours to comprehend, rationalize, and propose solutions to the intricate task of
preserving cyberspace as a secure place. However, such an undertaking is not without its
challenges. A comprehensive grasp of cybersecurity governance is only achievable through
meticulous analysis of its constituent components and the intricate relationships that bind them
into a cohesive whole.

In the studies of cybersecurity governance, two primary approaches have emerged: top-
down and bottom-up. The first approach, top-down, seeks to comprehend cybersecurity
governance by zooming out the analysis. It delves into the macro level, examining the
behaviour of states, international and national norms, policies, etc., and the meso level,
including organizational behaviour and business practices. From the macro perspective, for
instance, scholars aim to understand how states define their sovereignty in cyberspace (e.g.,
Jensen, 2015), retaliate or not against other states for destructive or disruptive cyber operations
(e.g., Kaminska, 2021), or create policies to protect their data and systems (e.g., De Busser,
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2009; Porcedda, 2018). From the meso level, studies aim to determine the most effective
cybersecurity practices (e.g., Buil-Gil et al., 2021a), assess an organization’s cybersecurity
maturity (e.g., Maleh et al., 2021), or establish measures to prevent and manage threats within
companies (e.g., Moneva and Leukfeldt, 2023; Trim and Upton, 2013). The second approach,
bottom-up, explores cybersecurity governance from the end users’ perspective, also known as
the micro level. This level aims to understand secure behaviours (e.g., Moustafa et al., 2021),
explain why some individuals adopt these behaviours more easily than others (e.g., De Kok et
al., 2020), and propose solutions to make secure behaviour the easiest or default option (van
Steen and De Busser, 2021).

In this chapter, we have brought together our research expertise in exploring both
perspectives. On the one hand, we have examined the top-down perspective, seeking to
understand the role of public institutions, private organizations, and professional communities,
as well as the dynamics among them, in cybersecurity governance, with a particular focus on
Spain (Del-Real, 2022; Del-Real and Diaz-Fernandez, 2022; Del-Real and Rodriguez Mesa,
2022). On the other hand, we have adopted the bottom-up approach to investigate strategies for
influencing user behaviour and enhancing awareness and training of employees in
cybersecurity (Van Steen and Deeleman, 2021). To accomplish our research goals, the
fieldwork involved the participation of cybersecurity experts from intelligence services, law
enforcement agencies, the military, cybersecurity firms, major technology corporations,
national and regional governments, ethical hacking communities, as well as employees and
end-users.

The following sub-section will present the characteristics of our three projects.
Subsequently, in Section 2, we describe the phases of our fieldwork. Section 3 we explain the
methods employed, including interviews, Delphi, focus groups, and surveys. The ethical and
emotional challenges associated with conducting research involving cybersecurity experts and
end-users will be explored in Section 4. Finally, the chapter concludes by summarizing the
lessons learned throughout the authors’ research journey.

1.1.  Project 1: Exploring the Spanish cybersecurity landscape

The first fieldwork experience is Del-Real’s PhD project on actors and collaboration networks
in cybersecurity in Spain (2017-2021). This research had three objectives: i) to understand how
organizations and hackers mobilize their capital' and interact with other entities to foster
cybersecurity, ii) to map the collaboration networks among these organizations and the hackers
communities, and iii) to determine the most likely future cybersecurity model for Spain in

2035. The fieldwork for this project involved face-to-face and online interviews, as well as a

! For my study on cybersecurity governance in Spain, I employed the conceptual framework of resource exchange
through various forms of capital, adapted to security studies by Dupont (2004), and based on Bourdieu’s notion
of capital as exchange units (Bourdieu, 1986). Therefore, when referring to “capital”, I encompass five types:
economic, political, cultural, symbolic, and social. For further details on the conceptual framework, please refer
to Dupont (2004) and Del-Real and Diaz-Fernandez (2022).
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study using the Delphi method? (see Figure 1). The interviews, both pre and post-Delphi, were
semi-structured (Flick, 2007). The Delphi study was conducted in three rounds: an introductory
round, a second round consisting of closed-ended questions, and a final round for feedback and
consensus-building among the experts (for more details, see section 3.2).

Semi-structured interviews :) Delphi study I Post-Delphi interviews
» Seven interviews « Three rounds e 27 interviews
* One face-to-face * Round1 * December 2020 - February 2021
» Two online + 129 experts
* March-April 2020 + July-August 2020
* Round 2

* 110 experts
September-October 2020
Round 3
104 experts
*  November 2020

Figure 1. Project 1 fieldwork design.

The study engaged a total of 134 cybersecurity experts in Spain, combining both
interviews and the Delphi method. The literature in the field of social science often employs
the terms “experts” and “elites” interchangeably. However, it is important to note that these
concepts refer to distinct types of assets. While an individual can possess expertise and
simultaneously be a member of the elite, the two concepts convey different meanings.
Expertise, as commonly defined in the majority of literature drawing from the sociology of
knowledge, pertains to individuals with professional knowledge and specialized skills (Meuser
and Nagel, 2009; Petintseva et al., 2020). On the other hand, elites are characterized by their
social position, which is based on factors such as power, authority, and high social status (Van
Audenhove and Donders, 2019). Although this conceptual distinction is theoretically
significant, in practice, the link between knowledge and power often becomes blurred
(Petintseva et al., 2020). Because in the domain of cybersecurity individuals with the highest
levels of knowledge and expertise may not always hold positions of power (Tanczer, 2020), I
define cybersecurity experts as those individuals who demonstrate exceptional knowledge and
possess a comprehensive understanding of cybersecurity matters — i.e., these individuals were
my research’s participants.

As a highly fragmented field (Cavelty and Wenger, 2022), studying cybersecurity
governance required integrating a wide range of perspectives and experiences from experts
with diverse backgrounds (following the advice by Rowe and Wright, 1999). Therefore, I
incorporated participants from the five clusters of organizations that I had identified during the
literature review and analysis of policy documents as being part of the cybersecurity system in

2 The Delphi method was developed in the 1950s by Olaf Helmer and Theodore J. Gordon (Gordon and Helmer,
1964; Helmer, 1967) at the RAND Corporation as a technique for studying expert consensus on defence futures
(Dalkey and Helmer, 1963; Rowe et al., 1991). In the Delphi method, consensus is achieved through a structured
and iterative process in which experts anonymously express their opinions over multiple rounds. The data analysis
aims to determine the degree of consensus among participants on each of the questions.
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Spain: i) public sector (i.e., the National Cryptologic Centre —CCN-® the National
Cybersecurity Institute -INCIBE-* government offices such as the Department of Homeland
Security, regional cybersecurity agencies,’ courts of justice, and prosecution services); ii) law
enforcement and armed forces (i.e., Guardia Civil and Policia Nacional,® and the military’s
Joint Cyberspace Command); 1iii) private technology sector companies (i.e.,
telecommunications, technology firms, internet service providers, etc.), iv) other private
companies (i.e., banking, security, transportation, etc.), and v) universities and research centres.
Having access to these agencies, I was able to reach out to and gather data from a diverse range
of individuals from judges, police officers, military personnel, company CISOs,’ intelligence
service members, government officials, full professors, and ethical hackers. The information
from the participants was analysed from the epistemological approach of positivism (Miller
and Glassner, 1997), considering the experts as a source of data that would be complemented
with documentary analysis.

1.2.  Project 2: Cybersecurity culture in organisations

This postdoc project (van Steen) consisted of three focus groups within a single organisation
in the United Kingdom to investigate the views of end-users towards cybersecurity culture
(2017-2018). The project was funded by the National Cyber Security Centre (NCSC) of the
United Kingdom who wanted to support research on improving organisational cybersecurity.
The focus groups were proposed as we were interested in the views of end-users of all levels
within the organisation to get a complete overview of the organisation’s cybersecurity culture
compared to only interviewing security specialists. The organisation that took part in the case
study was contacted by the NCSC and agreed to act as a testbed on the basis that they wanted
to support the developments in the field of cybersecurity and they saw the project as a way to
better understand their own practices and areas for improvement. As the anonymity of the

organisation in public reporting was a prerequisite for participation, no further information

3 The National Cryptologic Centre (Centro Criptologico Nacional, CCN) is an entity affiliated with the National
Intelligence Centre (Centro Nacional de Inteligencia), the intelligence service in Spain. Its primary mandate is to
contribute to the cybersecurity of networks and systems within the public sector, as well as companies and
organizations of strategic interest.

4 The National Cybersecurity Institute (/nstituto Nacional de Ciberseguridad, INCIBE) is a Spanish public
corporation whose primary role is to provide public services to citizens, businesses, and private companies of
critical sectors.

3 In addition to the national cybersecurity agencies in Spain, autonomous communities are also establishing their
own regional cybersecurity agencies. For instance, examples include the Catalonia Cybersecurity Agency
(Agencia de Ciberseguretat de Catalunya) and the Andalusia Cybersecurity Centre (Centro de Ciberseguridad de
Andalucia).

6 In Spain, there are two law enforcement agencies with jurisdiction across the entire national territory: the
Guardia Civil and the Policia Nacional. These two nationwide bodies serve as the primary law enforcement
entities responsible for investigating cybercrime in Spain. The Guardia Civil operates two specialized groups
dedicated to combating cybercrime: the Cybercrime Unit (Grupo de Delitos Telemdticos, GDT) and the
Cyberterrorism Group (Grupo de Ciberterrorismo). Similarly, the Policia Nacional has its own Technological
Investigation Unit (Unidad de Investigacion Tecnologica) focused on investigating cyber-related offenses.

7 Chief Information Security Officer.
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regarding the type, name of the organisation or sector they worked in can be shared. The
decision to only include three focus groups was made in agreement with the case study
organisation, as they were interested in us running focus groups in three different sites across
the U.K. where they had organised security events in the past. An additional reason was that
the organisation had to balance the importance of the project with the time it would cost for
their employees to attend. Participants were recruited by a gatekeeper within the organisation
with the goal of including people from various layers and job titles in the organisation in every
focus group. The focus groups were carried out by two researchers. One researcher with
expertise in running focus groups and one with expertise on the topic of cybersecurity culture.
Audio recordings were made, transcribed, and analysed for a report for the NCSC and the

partnering organisation.
1.3.  Project 3: Gamification of cybersecurity training

This project by van Steen aimed to design a playable game to train end-users from the general
public to behave more cybersecure. The format of the project was an MSc thesis supervised by
van Steen. The project entailed both the design of the cybersecurity game, as well as testing
whether the game had improved the factors encompassed by the Theory of Planned Behaviour
(Ajzen, 1991): attitudes, subjective norms, perceived behavioural control, intentions and self-
reported behaviour. We designed a single player game using the online survey software
Qualtrics as the environment for the game, as well as for the outcome measurements. The
reason for choosing an online setting was that the COVID-19 pandemic hit the world during
the runtime of the project. Initially, we intended to create an offline multiplayer game, but as
it was impossible for participants to meet face-to-face, we had to redesign the game for an
online setting. As creating an online environment for a multiplayer game was not feasible given
the short timeframe of the project —only five months from start to finish— we opted for a single
player experience instead. Members from the general public were invited to play a game in
which they were presented with various ‘rounds’ in which they could spend a virtual pot of
money to buy assets for their department. Some assets were good for business, others for
cybersecurity. In between rounds, our 258 participants were presented with cybersecurity
challenges. In those challenges they could benefit from assets they had bought, and had to make
decisions to respond to the cybersecurity challenges they were confronted with. Qualtrics was
a useful tool for this study, as it is versatile in the type of questions and information that can be
shared on screen, and the routing option of the software. Using the routing option, participants’
decisions in the game were used as input for later rounds. For participants it looks like the
software is responding directly to their unique choices, but they are in fact routed to a limited
set of options throughout the game. After the game ended, outcome measures were recorded in
the Qualtrics survey software, exported, analysed and written up as MSc thesis and later as
journal article (Van Steen and Deeleman, 2021).

2. Phases of the fieldwork
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This section outlines the challenges and solutions we encountered during our fieldwork with
cybersecurity experts and end-users of cybersecurity technologies.

2.1.  Understanding cybersecurity concepts

Research in cybersecurity from the social sciences perspective is complex. As a complex socio-
technical system (van den Berg et al., 2014), studying the dynamics surrounding cyberspace
requires a minimum understanding of the technical aspects and acquisition of the language.
Otherwise, there is a risk of misinterpreting the information we gather or missing relevant
details (e.g., overlooking a technical concept). This is exactly what happened to me (Del-Real)
at the beginning of my research. I decided to gather expert feedback on the questionnaire for
each of the three Delphi rounds to ensure its accuracy. The first setback came with the
comments from a computer science academic. Despite having dedicated endless hours to
prepare the questionnaire, I received very negative feedback on the initial version, including
the statement: “My advice is that you should first inform yourself better or formulate the
questions more effectively, otherwise you won’t get any meaningful results. I say this from
experience”, and he recommended that I acquire more technical knowledge “before attempting
to ask questions”. Specifically, he pointed out in his comments that it was evident in the
questionnaire that I did not understand the technical tasks carried out by each institution. And
he was right. At that time, I would not have been able to explain the distinguishing activities
between a Security Operation Center (SOC) and a Computer Security Incident Response Team
(CSIRT).

Understanding technical concepts is not only important for asking appropriate
questions, but also for obtaining and interpreting information. For instance, during the
interviews following the Delphi study, I discovered a point of contention between the CCN and
the police forces. The CCN have real-time monitoring probes installed in the networks of public
administrations to identify threats and incidents. However, the police officers I interviewed
complained that their organizations did not have easy access to this information, even though
one of their mandates is to protect citizens’ rights, freedoms, and security, including in
cyberspace, in their opinion (Del-Real and Diaz-Fernandez, 2022). The lack of infrastructure
that would enable them to conduct this “virtual patrolling” compromised their ability to take
action. In this instance, the fact that I was familiar with the concept the interviewees referred
to as “SAT INET”® when discussing these probes offered me two advantages. First, I could
interpret this finding. I had followed the advice given to me by that computer science academic,
and thanks to a better understanding of the technical concepts, I could identify and delve into
a governance problem that would have otherwise gone completely unnoticed. And second, I
was able to build trust with the participants by demonstrating my knowledge and understanding
of their language (Petintseva et al., 2020).

8 In reference to the CCN’s Internet Early Warning System. More information: https://www.ccn-
cert.cni.es/en/incident-management/early-warning-system-sat/sat-inet.html
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Aside from the potential to mistakenly explain concepts wrongly, in my experience
(van Steen), another issue with a limited understanding of the cybersecurity field is that
participants in focus groups might use a range of abbreviations to describe their procedures or
an organisational structure. It was our task during the focus groups in Project 2 to then ask for
clarification and ensure that we get it right. However, when a focus group participant uses large
amounts of jargon, constantly asking for clarification or summarising to see whether you as
researcher have understood the point they are trying to make can disrupt the flow of the focus
group and the intra group discussion, thereby denying us access to important information. In
addition to the earlier mentioned reading up on technical aspects of cybersecurity, a second
tool can be to first have a conversation with one or two experts in the organisation to understand
the various procedures and key events that have taken place before collecting data. For
instance, when we conducted the focus groups, we first sat down with two security experts
from the organisation to hear about their awareness campaigns and other security culture
initiatives so that we would more easily understand what the focus group participants could be

referring to.

2.2.  Finding the target group: cybersecurity experts and end-users

Accessing cybersecurity experts is relatively straightforward. One simply needs to attend one
of the dozens of cybersecurity conferences organized each year. However, gaining access to
the most suitable cybersecurity experts for the study’s objectives, especially during a pandemic,
is more complex. Based on the five clusters of organizations for Project 1, I (Del-Real) initially
sent emails to these organizations to request an interview with one of their members. This
strategy soon proved completely futile. Most of my emails went unanswered, and the few
organizations that did respond cited a lack of time as the reason for their refusal.

This result —which was, on the other hand, expected— led me to reorganize my field
access strategy. Two decisions proved successful in gaining access to participants: attending
specialized conferences and drawing on the networks of one of my thesis supervisors. Firstly,
attending conferences and technology fairs allowed me to expand my network of contacts. In
particular, my participation in various editions of the Smart City World Expo Congress in
Barcelona, the Hackplayers’ Hacking Conference (H-CON), and the International Security
Exhibition in Madrid proved highly fruitful. During this field access phase at conferences, I
observed that it was much more effective to approach executives in the conference rooms
where they delivered presentations or attended as listeners, rather than at the stands of
technology fairs, where it was less likely to find these high-level experts of interest. To
maximize my effectiveness in contacting potential participants at conferences, it was crucial to
prepare in advance a list of target participants, enabling me to locate them once at the
conference, and to have a concise and compelling pitch about my study ready.

The second decision was to leverage the networks and reputation of one of my thesis
supervisors, Dr. Antonio Diaz Fernandez. In the field of security studies in Spain, Dr. Diaz
Fernandez is known as one of the pioneering scholars in the study of the Centro Nacional de
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Inteligencia (CNI, the Spanish National Intelligence Centre) (Diaz-Fernandez, 2005). His
research on the history and evolution of the CNI led him to interview —and to still be in touch
with— numerous intelligence agents, military personnel, and political elites. Additionally, he is
one of the Spanish experts on ethical issues in sensitive research topics in criminology and
security studies (Diaz-Fernandez, 2019). Associating my name with his supervision, in my
opinion, offered two main advantages in accessing the field. Firstly, I gained access to his
contacts in the intelligence service, police, and armed forces, which undoubtedly saved me
months of work in reaching out to experts from these organizations. Secondly, I benefited —
perhaps due to the halo effect (Beckwith and Lehmann, 1975)— from his reputation as a
respected researcher who is trustworthy and committed to research ethics. As one of the
interviewees expressed: “If you’re doing your thesis with Antonio, I trust you”.

To contact participants, I firstly compiled a list of potential names, including those
contacts identified through conferences and my supervisors (as well as other colleagues). I sent
them an email following the template outlined in Figure 2. In conversations with participants
following the completion of my Delphi study, some highlighted the elements of my email that
had made them take me seriously and, as they put it, “reassured” them: 1) including what I
expected from them (i.e., participation) from the beginning of the email; ii) promptly
emphasizing in the email that their participation would be anonymous and their opinions would
not be associated with their organization (see section 4 below); and iii) clearly explaining the
study’s dynamics (i.e., dates, deadlines, effort required, etc.), which allowed them to make an
informed decision based on the study’s timeline and expectations. Of the invited contacts, some
responded positively, while others referred me to other contacts who, in their opinion, could be
of greater utility. In total, I invited 275 Spanish experts, including both initial contacts and
those obtained through the snowball sampling method.

Dear [Name of person],
Introduce yourself 7 | hope this email finds you well. As part of my PhD at the University of Cadiz, | am conducting a Delphi study on the
governance of cybersecurity in Spain.

Invite -[ | am writing to extend an invitation for you to participate in a panel of experts for this study.

Show appreciation Your input as an expert would be invaluable in helping me to obtain a consensus opinion. | would like to assure you
and highlight ethics that your participation would be completely anonymous and your opinions will not represent your organisation.

. Participation in this study will not take up much of your time. The survey is divided into three rounds, each lasting
Explain the study and J approximately 7 minutes. The questionnaire for Round 1 is available at the following link [LINK]. In September, | will
Wwhat to expect | send you the link for Round 2, and in October for Round 3.

Show appreciation ] |Wwould like to emphasize that it is essential that you respond to all three rounds for me to be able to use your
again | Valuable data.

Upon completion of the study, | will provide you with a report containing a summary of the main results, in case they

Offer compensation - 7
are of interest to you.

Show availability -[ Please feel free to contact me via email if you have any questions or concerns.

[ Thank you in advance for your valuable contribution. | look forward to hearing from you soon.

Finish 1 Best regards,

[Researcher’s name]

Figure 2. Example of an invitation email.
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Another method to find participants for qualitative studies is through gatekeepers. This
is particularly crucial when trying to access hard-to-reach groups. For instance, in Project 1, I
(Del-Real) encountered two challenging groups to reach: women who are cybersecurity experts
and ethical hackers. To engage the first group, given the existing gender bias in cybersecurity,
I sought assistance from the Women in Cybersecurity in Spain association in Spain. They acted
as gatekeepers by sharing the invitation to my study with their extensive network of over 300
members. As for the second group, having the support of a highly-connected cybersecurity
journalist with deep knowledge of ethical hacking proved to be immensely valuable.

In Project 2 (van Steen) we worked with an organisation that had an interest in the
research being carried out. In that study, it was helpful to use the gatekeeper to get access to
relevant people as our focus groups required a range of job titles to be present at the same time
and location. A potential downside to using a gatekeeper is that it might also prevent access to
relevant participants (Maramwidze-Merrison, 2016). For example, they can select people who
are supportive of the views of the gatekeeper, leading to potentially biased findings. However,
in our focus group project the gatekeeper was able to recruit a variety of participants due to
him having been travelling around the various sites to deliver security training in the past. This
trusted individual from within the own organisation allowed us to recruit more people who

were willing to spend time talking to us and sharing their experiences in the focus groups.

2.3.  Collecting data

In our fieldwork experiences, we have encountered two main issues when asking questions to
participants: disparities in cybersecurity knowledge and reluctance to answer sensitive
questions. Firstly, disparities in cybersecurity knowledge pertain to both vocabulary and
content. For instance, in Project 1 (Del-Real), striking a balance to make the Delphi
questionnaire accessible to both technically oriented participants (e.g., ethical hackers) and
those with less technical expertise (e.g., judges) posed a challenge. To address this issue, I
sought experts from diverse backgrounds to review the questionnaire for all three rounds before
its launch. While this decision undoubtedly increased accessibility to a wider range of profiles,
achieving full accessibility in such a complex topic is difficult to achieve. For example, four
experts who had completed the Round 1 questionnaire opted not to proceed to Round 2. Their
choice was influenced by the high level of specialization required to adequately respond to the
questions. Additionally, three other experts requested to answer the questionnaires while
speaking with me over the phone, as they had some doubts about the questions.

In Project 2, the focus was on the organisational aspects instead of the technical aspects
of cybersecurity. As we invited end-users from all layers in the organisation, some had a more
thorough understanding of what the organisation was currently doing to build a cybersecurity
culture than others. Therefore, the questions we formulated had to be broad enough to ensure
that all participants could take part in the conversation that followed. Once the conversation
started, it was then our responsibility to make sure that all participants were understanding the
comments made by others. Sometimes we did that by briefly clarifying a statement that we
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thought might be too complex. Other times, we asked the participant who brought up a certain
point to elaborate. A complicating factor here was that not all end-users had been with the
company long. Some of the examples then shared by the end-users did not resonate with the
end-users who had joined the company only recently which at one or two occasions caused
confusion for some end-users.

Secondly, we encountered instances where participants attempted to evade answering
contentious or sensitive questions. For instance, in Project 1, participants provided information
with varying levels of depth. Experts from the private sector offered insightful and detailed
perspectives on the challenges and issues related to collaboration between public organizations
and the private sector (see Del-Real and Diaz-Fernandez, 2022). However, a few experts from
the public sector simply repeated during the interviews that “everything was going smoothly”
without offering any further details. Specifically, in two cases, I had to cut short the interviews
with representatives from public organizations shortly after they began, as it became evident
that my attempts to inquire only resulted in scripted, politically correct responses lacking
substantial content. Consequently, it became crucial to gather information about the same
organizations from multiple sources and assign greater validity to results that were consistently

reported by multiple experts in separate sessions.

2.4.  Engaging participants

Obtaining and maintaining participant engagement is another challenge in cybersecurity
research with experts and end-users. As Bulmer (1982, p. 3) stated, “no-one gives anything
away for nothing, especially the truth”. Additionally, participation is always voluntary.
Therefore, it is important to try to understand why participants agree to take part in our research.
In Project 1 (Del-Real), I identify two reasons that may explain why I obtained such a high
participant sample in the Delphi process — i.e., 129 experts in the first round, exceeding 83%
of Delphi studies (Gargon et al., 2019). Firstly, because the research topic —cybersecurity
governance— is still evolving. Previous studies have described how participants sometimes
choose to participate in order to provide insights into the changes occurring within their group
(Clark, 2010). In this regard, I believe that participants saw in my research an opportunity to
inform the scientific community about the advancements being made by public organizations
and companies in the field of cybersecurity. Secondly, because my research focused on
understanding the roles of and collaborative relationships between public and private
organizations. Therefore, the contacted experts may have interpreted their participation as an
opportunity for their organization to be represented in the study (Clark, 2010).

During Project 1, I employed three techniques to ensure the engagement of the
participants. Firstly, I aimed to streamline the interaction with participants through email and
phone communication. I made sure to respond to messages and emails from invited experts
within 10 minutes, conveying a sense of complete availability to address any questions or
concerns they had. Secondly, I offered to provide a copy of the research findings. This may
have increased their curiosity about the results (Clark, 2010), keeping them motivated to
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participate in all three rounds. Lastly, I sent two to three reminders in each round. Starting from
Round 2, the initial invitation email was generic, but I personalized the subsequent reminders
to enhance their perception of commitment and encourage consistency in their behaviour
(Becker, 1960). Consistent with studies on the effect of reminders in increasing response rates
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Interviews

3.1

Data collection techniques
This section outlines the research techniques employed in our investigation of cybersecurity

governance. Specifically, we discuss four techniques: interviews, the Delphi method, focus

Figure 3. Relationship between responses received and reminders in Project 1.

groups, and surveys.

3.
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For Project 1 (Del-Real), I deemed it most appropriate to conduct semi-structured interviews
given the complexity and sensitivity of the study’s objectives. The interviews were aligned
with Brinkmann’s doxastic interview (2007), which aims at understanding the functioning of
practices or events. The choice to conduct semi-structured interviews was particularly driven
by the characteristics of the participants, who were experts, predominantly senior executives
and individuals with over fifteen years of experience in the cybersecurity sector. This
specificity necessitated semi-structured interviews, allowing for the emergence of new themes
and avoiding participants’ sense of being scrutinized (Diaz-Fernandez, 2019).

At that time, I was pursuing my PhD at the Faculty of Law of the University of Cadiz
(Spain), while residing in Sevilla. However, the majority of my potential participants were
based in Madrid and Barcelona, the economic and political centres of Spain. Therefore, I
planned two research visits to academic institutions in Madrid and Barcelona. In the case of
Madrid, the General Gutiérrez Mellado University Institute affiliated with the Open University
(UNED), kindly agreed to host me as a visiting researcher during the months of April and May
2020, under the supervision of Prof. Carlos Echeverria. The choice of this institution was due
to its extensive faculty of professors and researchers in security studies. Additionally, the
research visit in Madrid would allow for extensive fieldwork based on the contacts I had
established in previous months (see Section 2.2). In Barcelona, the Research and Analysis
Group of Public Administration at the University of Barcelona, led by Prof. Rafael Martinez,
director of the Master’s Program in Strategic Security and Policing Management, accepted the
research visit for the month of June 2020. The selection of this research group was based on
their extensive work in security management (e.g., Martinez and Durdn, 2017) and the
opportunity to access telecommunication companies and major technology corporations
headquartered in Catalonia. However, | was unable to carry out any of the research visits due
to unforeseen circumstances.

On March 14, 2020, the Spanish government declared a State of Alarm in response to
the health crisis caused by Covid-19. The State of Alarm lasted for a total of 98 days, during
which social distancing measures were implemented to contain the spread of the virus. These
measures included restrictions on leaving home, holding gatherings, and traveling outside the
province of residence. As a result of these social distancing measures, the planned research
visits to Madrid and Barcelona had to be cancelled. Prior to the lockdown, I was only able to
conduct one of the fifteen scheduled interviews for the months of March and April, some of
which had already been scheduled with specific dates and times. When mobility restrictions
were announced, | contacted the participants to propose conducting the interviews via video
call. Six of them agreed to proceed with the interviews through video calls, two did not respond,
and the rest requested to be contacted once the crisis had ended.

Given such a low rate of positive response, I decided to reach out to other potential
participants whose profile aligned with the objectives of my study through LinkedIn and email,
as well as through recommendations from other participants using the snowball sampling

technique. However, this approach proved to be unsuccessful. During the lockdown, there was
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an increase in cybercrime incidents (e.g., Buil-Gil et al., 2021b), which significantly heightened
the workload of cybersecurity experts. As a result, they progressively started to cancel the
scheduled interviews. Moreover, newly contacted cybersecurity experts declined the interview
requests, largely due to their overwhelming workload stemming from crisis management and
their high-level managerial roles within their organizations.

The inability to conduct fieldwork in Madrid and Barcelona led to significant changes
in the study’s methodology. Initial discussions with the experts revealed that various
professional and personal factors, along with the impersonal nature of video calls, would hinder
and complicate the original interview process. Moreover, the experts declined to participate in
online interviews due to their confidentiality obligations with their respective companies,
which required them to maintain privacy. These obligations sometimes involved surveillance
to ensure adherence to these commitments. After considering different options for several
weeks, it was decided to conduct a comprehensive Delphi study consisting of three rounds (see
section 3.2).

In the questionnaire of the third round of the Delphi study, I asked the participants if
they would be available for an interview. A total of 68 agreed to be interviewed. I then extended
invitations to the 30 expert participants in the Delphi study who had shared the most compelling
and, in some cases, contrasting opinions. Out of these 30 experts, 27 accepted the invitation.
All interviews were conducted via video call or telephone, according to the preference of the
interviewees. No interviews were audio-recorded, as I considered that this privacy would allow
participants to feel more comfortable and express their opinions with greater freedom (Diaz-
Fernandez, 2019), which was crucial for profiling and understanding elusive causes and
elements of the study. I transcribed the interview in real-time on a blank Word document while
conversing with the interviewee. Although this method initially seemed like a good option to
gather as much material as possible, it became impossible to capture all the nuances mentioned
by the interviewees. To mitigate the loss of valuable information, I shared my research notes
with those participants who expressed willingness to review them and provide additional
insights after the interview. Unfortunately, I am aware that valuable material was lost due to
my decision not to record the interviews. Therefore, for subsequent studies, I decided to
prioritize offering the possibility of a non-recorded interview as an exception rather than the
norm. This way, it is much more likely to ensure transparency, rigor, and accuracy in the
collected data.

The adaptation I had to make to the data collection technique taught me three main
lessons. First, virtual tools can be an alternative when conducting in-person research is not
possible, but they are not a substitute for in-person interviews. Specifically, I noticed a
significant difference between the initial in-person interviews compared to the online
interviews. Online interviews feel more impersonal, making it more challenging to establish
rapport with the interviewee. Additionally, in my experience, fewer spontaneous topics
emerged, and the interviewees became fatigued more quickly. Second, every research design
should have a rigorous and detailed contingency plan as robust as the primary plan. This
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practice, well-established in EU funded projects, saves a lot of time and resources in case the
planned collection method fails. Lastly, I learned that different research designs can support
each other beyond scientific aspects (e.g., data triangulation). For instance, I was surprised
when, after implementing the Delphi study, a total of 68 experts (out of the 134 participants)
agreed to be interviewed. Despite being already in the middle of a pandemic and understanding
their likely busy schedules, the Delphi study served as a gateway to gaining their trust,
increasing their willingness to be interviewed. Therefore, it is advisable to design research and
contingency plans from both a scientific and as well strategic perspective.

3.2.  Delphi method

For Project 1 (Del-Real), I designed a three-round Delphi study with cybersecurity experts.
This methodology replaced the in-depth interviews that had to be cancelled due to the health
crisis caused by the Covid-19 pandemic. At the time when I designed my study, I did not find
precedents for the use of the Delphi method in the study of cybersecurity. Previous studies have
predominantly employed this method to investigate the priorities in violence prevention (e.g.,
Mikton et al., 2017) and formulate indicators for its measurement (e.g., de Melo et al., 2018).
However, I decided to proceed with this method because it has been widely employed in
prospective studies on the impact of technology in various fields (e.g., Keller and von der
Gracht, 2014).

Although different from in-depth interviews, the Delphi method allows for similar
conclusions and offers some additional advantages compared to interviews, as stated in various
research studies (e.g., Gargon et al., 2019). Firstly, the utilization of the Delphi method enabled
me to significantly reduce the time commitment required from participants. Instead of
conducting lengthy interviews lasting anywhere from 30 minutes to over an hour, I employed
an online questionnaire hosted on SurveyMonkey, which took approximately 15 minutes to
complete. Secondly, Delphi is a method that can —and should— be conducted remotely. Unlike
interviews, which were better suited for physical interaction to accurately analyse participants’
non-verbal language, the choice of the Delphi method was consistent with the circumstances
during which a significant portion of my fieldwork had to be conducted —the Covid-19
pandemic— when other forms of social interaction beyond the virtual realm were not possible.
Lastly, the data collection dynamics of the Delphi method reduce biases that may arise from
researcher-participant interaction, which can affect the quality of research outcomes. All this
represented an advantage over interviews.

During Project 1 fieldwork, I made several choices regarding the design, execution, and
exiting fieldwork strategy that may be of help to future researchers. In the design phase, 1 made
two decisions that, in my opinion, enhanced the results’ quality. Firstly, although the majority
of Delphi studies consist of two rounds (see e.g., Camara et al., 2019), I opted for a three-round
Delphi: an introductory round, a second round of closed-ended questions, and a final round for
feedback and consensus-building among the experts. This choice allowed me to design open-
ended questions in the first round, capturing the complexity of the problem more effectively.
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While two-round Delphi studies are less time-consuming for both researchers and participants,
the introductory round provided valuable and nuanced information that enriched the subsequent
rounds. Secondly, I ensured that the questionnaires for all three rounds were reviewed by at
least five experts from diverse backgrounds who could offer comments and suggestions before
their implementation.

During the execution phase it was crucial to understand and empathize with the
characteristics of the participants. 70.3% of them had a minimum of six years of experience in
the field of cybersecurity, 72.9% held managerial positions, and they came from different types
of organizations with distinct organizational cultures. This presented two challenges for the
execution of the Delphi. Firstly, I had to transparently communicate with my participants and
ensure that I would not waste their time. While I recognize that this requirement should
characterize all research, it is particularly important when working with experts who may
perceive their involvement as an act of generosity towards the researcher (Van Audenhove and
Donders, 2019). Secondly, I had to adapt my language to suit the diverse profiles of the experts.
I quickly realized that with private sector professionals and with policymakers, I could establish
a more informal and friendly language (some even ended their emails with affectionate phrases
like “sending hugs”). However, with personnel from the military, police, and intelligence
services —very hierarchical organisations— I always maintained a formal language and showed
respect for their rank. For instance, I maintained an Excel spreadsheet where I recorded their
respective ranks, such as “Colonel” or “Inspector,” to ensure I addressed them appropriately
using the correct protocol.

Finally, during the exiting phase, it is crucial to acknowledge the efforts made by the
participants. Exiting the field is just as important as entering it, as the manner in which this
phase is conducted can either open the door to future research opportunities or close it
indefinitely —not only for us, but also for future researchers (Diaz-Fernandez, 2019). This holds
even greater significance in the context of my own investigation. In a world engulfed by chaos,
amidst a global pandemic that disrupted every facet of life, these individuals kindly offered
their valuable time to help me make sense of the complex network of institutions and
organizations governing cybersecurity in Spain. Consequently, it was paramount to express my
appreciation by personally sending each participant a tailored thank-you email. Additionally, I
provided interested participants with copies of my thesis and relevant publications. To this day,
I maintain contact with some individuals who have shown interest in my professional trajectory

and future research endeavours.

3.3.  Focus groups

For Project 2 on cybersecurity culture (van Steen) we conducted three focus groups. Focus
groups are a method to elicit new insights through the interaction of the participants (Morgan,
1996). The participants in the focus groups were employees from a range of layers within a
single organisation, which we analysed using thematic analysis (Glaser and Strauss, 1967). The
number of participants per focus group ranged from 6 to 16 end-users and covered a wide range
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of job roles, including Human Resources staff, Information Technology personnel, Health and
Safety officers, personal assistants and project engineers. The focus groups lasted about 1.5 to
2 hours and two researchers were present. One researcher acted as facilitator, leading the
discussion, posing questions and asking for clarification, while the other observed and took
notes, and occasionally interjected a follow-up question to a response of one of the participants.
This division helped in streamlining the focus groups, as well as double checking that all
relevant areas of the discussion were covered and any required clarification in terms of
abbreviations or organisational processes was achieved. This was necessary, as it would have
been impossible to go back to a single participant with follow up questions once the audio
recordings of the focus groups had been transcribed. Additionally, adding a second researcher
ensured that in case of technical failure of the audio recordings, notes and basic insights were
still available. As stated before, the goal of these focus groups was to further investigate the
findings of an earlier series of interviews with security specialists in the same organisation. The
set of questions used in the focus groups were designed by the two researchers who facilitated
the discussion during the focus groups, and was then sense checked by a third researcher from
the same department as well as the point of contact in the partnering organisation. Organising
the focus groups helped us in two ways.

First, the focus groups were ideal in examining whether there was any truth in the
perceptions and views expressed by gatekeepers in a set of preliminary meetings where the
goals and logistics of the focus groups were discussed. There, the gatekeepers outlined that
security specialists within the organisation viewed themselves as enablers of working in a
secure fashion, while they felt that the rest of the organisation sees them as blockers. This
tension was confirmed in the focus groups where the participants acknowledged that they
viewed the security specialists as blocking them from meeting their job goals instead of
enabling them. The second way in which the focus groups helped us understand the current
security culture at the organisation was through testing their experiences with cybersecurity
training materials. In the focus groups we could investigate whether the views of the security
experts aligned with those of the end-users, and dive deeper into why these views of ‘enablers’
and ‘blockers’ exist and what might be done to change that in the future.

3.4.  Surveys

In contrast to interviews, focus groups and Delphi studies, surveys are used for large scale data
collection, where the in-depth experiences, views and perceptions of people are of lesser
importance, and the wider view together with the option to draw conclusions about
relationships between variables is key. Where surveys are a useful tool is in determining the
effectiveness of campaigns to improve end-user security. While surveys are a great way to
conduct research in the field of cybersecurity governance, its applicability depends greatly on
the specific research question and target group. Some projects require such in-depth knowledge
from participants that a survey study cannot possibly result in enough participants taking part,
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or the survey questions are inadequate to tease out the intricacies of the phenomenon under
investigation.

When we designed our survey on the gamification of cybersecurity training (Project 3),
we used the survey tool to deliver the cybersecurity training, as well as measure the
effectiveness of the training. The advantage of combining both the delivery of the training and
the outcome measurement in the same tool is that we can more easily export the data for
analysis, that we do not need participants to move between platforms and that we could register
additional data on the survey process, such as the time passed between starting the game and
finishing the survey. Given the five-month timeframe of the project, we did not have the
opportunity to design and validate a complete new set of survey questions for the outcome
measures. Instead, we based our outcome measures on earlier research on the Theory of
Planned Behaviour (Mcmillan and Conner, 2003; Poulter et al., 2008). We chose the Theory
of Planned Behaviour factors as outcome measures, as these factors are often used to
investigate the effectiveness of cybersecurity training (e.g., Cook et al., 2017).

One potential issue with surveys is that participants cannot ask for clarification while
filling out the surveys. When designing surveys, we are often prone to use jargon. It is key for
us to ensure that the participants in a survey study understand the various concepts they are
asked about. In some cases, this means that we need to word concepts differently so that
participants understand. While the same issue can arise in a qualitative interview or focus group
study, participants in those studies can ask for clarification if they do not understand the
interviewer, or the interviewer can clarify when it seems that the answer to a particular question
does not capture the concepts they were asking about. In survey research you only get one
chance to explain the tasks and questions correctly and unless you pilot your study extensively,
you will only find out at the analysis stage whether or not participants understood what was
asked of them.

4. Ethical and emotional challenges

In this section, we explain three challenges that we have encountered in our research with
cybersecurity experts and end-users: ensuring anonymity and confidentiality, managing
participant demands, and striking the right balance in the participant relationship. Generally,
research studies require approval from ethics committees. However, in Project 1 (Del-Real), I
did not obtain any approval as the University of Cadiz only has a bioethics committee that has
recently started evaluating social science projects. In Project 2 (van Steen), we obtained ethical
approval from the ethics committee through a standardised form and standardised informed
consent sheet. In the form, the ethics committee wants to see clear answers on questions
regarding both participant and researcher safety, as well the goal and methods of the study. The
informed consent sheet included the standard sections on voluntary participation and the option
to stop participating at any time without requiring to provide a reason.

Project 3 (van Steen) was interesting in terms of ethical approval, as the data was
collected by a student I supervised as part of her MSc programme. The programme at the time
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required a light touch ethical approval process for MSc thesis projects. This process consisted
of a brief questionnaire students had to complete. Based on their answers, specific themes were
flagged by the online system and these themes were then discussed with the thesis supervisor
and changes to the research design were implemented if needed. While this way of working
was the standard for MSc projects within the department at the time, it raised some questions
from one of the reviewers of the journal Cyberpsychology, Behavior, and Social Networking
when we submitted the paper for publication. They were worried that we did not do a full
ethical approval process through an Institutional Review Board (IRB). We were able to explain
that the followed method was the standard practice within the department and after clarifying
the procedure in the main body of the article, the reviewer accepted the ethical approval method
used by the department for this study. For future projects involving student researchers it is
beneficial to proactively seek advice from the IRB to avoid delays in the publication process.

4.1.  Ensuring anonymity and confidentiality

Ensuring anonymity is crucial for participants to share their information without the risk of
negative consequences (Nespor, 2000). In Project 1 (Del-Real), I implemented four strategies
to guarantee participant anonymity, protect the data collected, and prevent deductive disclosure
(Boruch and Cecil, 1979). Firstly, I replaced participants’ names with a unique code composed
of three elements: sex (e.g., F for female experts), sector of expertise (e.g., PS for Public
Sector), and interview order (e.g., F-PS7 for the seventh female expert from the public sector).
Secondly, I eliminated references to specific organizations, replacing them with an “X” (see
Del-Real and Rodriguez Mesa, 2022). In some cases, the interviewees themselves requested
not to include this information in writing. Thirdly, I kept a record of participating experts in a
password-protected folder on a computer that was also password-protected. Lastly, in my
research, I only collected email addresses as personally identifiable information in accordance
with the General Data Protection Regulation (GDPR) (2016), the norm that informs the Data
Protection in EU countries. During the three rounds of the Delphi, I informed participants that
the email address provided by them would be solely used for communication purposes and to
match their responses across the three rounds. Once the three rounds were completed, I
replaced each participant’s email address with a generated code, and subsequently deleted the
email list.

In Project 2, similar methods were used. However, we also added more safeguards to
ensure that the organisation as a whole was also kept anonymous. This included conversations
with gatekeepers on specific lingo used in the organisation, such as how they refer to their
security culture team, specific slogans that were unique to teams within that organisation, as
well as leaving out some identifying details in descriptions of specific awareness campaigns
they ran. The conversations with gatekeepers are of importance as there might be some wording
of specific organisational structures that seem quite generic, but that together with other
information about the organisation (such as whether it is a national/international organisation,
the sector they are in etc.) might make the organisation instantly identifiable for people working
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in the same sector. We require independence as researchers in terms of our analysis and
conclusions and the quotes we incorporate in our reports and publications. However, it is
important to work together with organisations regarding naming specific instances, initiatives
or incidents, when these can also be described in broader terms if possible and without
sacrificing scientific rigour and validity. We achieved this through sharing draft versions of our
reports that included specific quotes by participants with the gatekeepers. The gatekeepers
could then check whether some wording in the quotes needed a higher level of anonymisation,
for example through the use of generic placeholders such as [security slogan] or [company
department] or whether the level of anonymity was already appropriate.

4.2. Managing demands from participants

As mentioned earlier, participants may have certain expectations from the research (Bulmer,
1982). They may expect you to provide them with information about other participants, take a
stance, or solve a particular problem. For instance, in Project 1 (Del-Real), I encountered
instances where some participants inquired about who had already participated and what had
been said about their organizations (see Harvey, 2011 for a similar case). While these inquiries
were always conducted respectfully, I must admit that certain participants from the public
sector were somewhat persistent in seeking information about what other participants had said
about them. In such cases, it is important to maintain neutrality, adopt a professional role, and
decline to provide information, especially if it has not yet been verified from other sources.
Although this refusal may initially disrupt the interview dynamic, it can be redirected towards
a positive outcome by emphasizing that any information the participant shares will also remain

confidential and undisclosed to others if they inquire.
4.3.  Striking the right balance in the relationship with participants

A final challenge in research with cybersecurity experts and end-users is finding a balance in
the relationship with the participants. Particularly, in the case of cybersecurity experts, many
of the recommendations for researching vulnerable populations such as minors, victims of
violence, or incarcerated offenders do not apply (Liamputtong, 2007). In these cases, the
researcher may be perceived as holding a position of power over the participants. However, in
research with cybersecurity experts, the power dynamics are reversed. My participants (Del-
Real) were highly specialized professionals, with 80.6% of them being male and an average of
11 and a half years of experience in cybersecurity. Meanwhile, I conducted the research as a
27-year-old female PhD student. Therefore, my challenge was to convey to them the value of
my research and their participation in it, while also ensuring that I did not reproduce gender
and age power structures in respect for my own work and my position as early career researcher
(Letkowich, 2019).

In particular, apart from repeatedly emphasizing the study objectives, I took three
measures to prevent any uncomfortable situations with the participants. Firstly, the few in-
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person interviews I conducted always took place in public spaces, such as a café. Secondly, I
dressed in formal and neutral attire during the interviews. And thirdly, in all communications
with the participants, I made sure to include the names of my thesis supervisors, who were
often copied on the emails. I must say that during the course of the research, the majority of
participants were respectful and assertive, and to this day, I maintain a good professional
relationship with some of them. However, I did have three uncomfortable encounters with three
experts. The first two incidents were a result of paternalistic behaviours exhibited by two
experts. In both cases, their critical remarks about my study were characterized by
condescension and arrogance, causing me to doubt my credibility as a researcher.” The third
incident involved another participant who displayed a clear interest in maintaining contact after
the interview had concluded. I started feeling uneasy when this individual persisted in asking
me personal questions via WhatsApp for several days following the interview. Upon discussing
the matter with my supervisors, I decided to respond in a direct and professional manner,
consistently redirecting the conversation towards the objectives of my study. This approach
ultimately put an end to the participant’s attempts to reach out to me.

As the Netherlands is a small country, working in the Dutch cybersecurity field means
that you are likely to run into former participants at some point during conferences and other
meetings. As we promise anonymity when we invite people to take part in our research, we
should not disclose that people took part in our research to others. When meeting former
participants in a group setting, my approach (van Steen) is that I do not bring up that they
participated in a research project that I conducted and do not say anything about it, unless they
bring it up themselves. In some cases it is difficult or even impossible to pretend you have
never met before, but acknowledging that you know each other is different from disclosing you
know them as participant in your research. Making that distinction is key in ensuring anonymity
and striking the right balance in the relationship with participants.

5. Lessons learned and methodological perspectives

This chapter finishes with a summary of the lessons learned during our research projects.
Firstly, regardless of whether it is qualitative or quantitative research, piloting the study is key.
The pilot phase of the study may involve gathering feedback from experts on the measurement
tools (questionnaire, interview script, etc.) and conducting pre-tests. For instance, the pilot
study can assist us in striking an appropriate balance between the use of technical concepts and
accessibility to a broad range of participants.

A second valuable lesson we learned, closely tied to the intricacies of studying
cybersecurity within the realm of social sciences, is the importance of conducting extensive
preliminary research to grasp technical concepts. For instance, we highly recommend preparing
a comprehensive glossary of essential terms and acronyms for the project. This glossary can be
continually expanded and refined with new terms and acronyms that emerge during the pilot

? 1 have chosen not to provide further information about these cases to avoid deductive disclosure.
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study and fieldwork phase. Having a robust technical vocabulary not only enhances our data
interpretation but also builds rapport with the participants. It enables us to establish a level of
understanding and credibility as researchers.

Thirdly, it is of utmost importance to have a well-developed contingency plan in case
the primary data collection method encounters any issues. It is recommended to strategically
design this contingency plan, ensuring its alignment with the primary data collection method.
Such a decision enables the possibility of repurposing prior work in the event that the primary
method needs to be abandoned.

Finally, the demonstration of availability and trustworthiness, along with the facilitation
of direct communication and timely reminders, plays a pivotal role in fostering participant
engagement with the research. However, it is of paramount importance for researchers,
particularly early career researchers investigating individuals in positions of power, to navigate
this delicate balance with utmost care and consideration. By doing so, we can create an
environment of mutual respect and professionalism that not only enhances the quality of our

research but also safeguards against potential discomfort or misuse of power dynamics.
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