
A historical explanation of Chinese cybersovereignty
Tai, K.; Zhu, Y.Y.

Citation
Tai, K., & Zhu, Y. Y. (2022). A historical explanation of Chinese
cybersovereignty. International Relations Of The Asia-Pacific, 22(3),
469-499. doi:10.1093/irap/lcab009
 
Version: Publisher's Version
License: Creative Commons CC BY 4.0 license
Downloaded from: https://hdl.handle.net/1887/3765699
 
Note: To cite this publication please use the final published version
(if applicable).

https://creativecommons.org/licenses/by/4.0/
https://hdl.handle.net/1887/3765699


A historical explanation of
Chinese cybersovereignty
Katharin Tai1 and Yuan Yi Zhu 2,*

1Department of Political Science, Massachusetts Institute of
Technology, Cambridge, MA, USA; 2Nuffield and Pembroke
Colleges, University of Oxford, UK
*Email: yuanyi.zhu@politics.ox.ac.uk

Both authors contributed equally to this article.
Accepted 18 June 2021

Abstract

In recent years, China has become one of the most prominent voices in
the debate on the future of Internet governance, in part through the ag-
gressive promotion of what it calls a doctrine of “cybersovereignty”. To
date, studies of Internet governance have primarily focused on China’s
diplomatic efforts in this area from a security perspective and emphasized
the explanatory power of China’s authoritarian system when discussing
the concept’s underlying logic. However, relatively little attention has
been paid to the historical origins of China’s vision of a sovereigntized
Internet, which predate the People’s Republic of China and are crucial to
understanding cybersovereignty in all its dimensions. This article aims to
fill this gap by putting China’s cybersovereignty doctrine into its proper
historical context. It first charts the rise of cybersovereignty, notably
through an examination of the extensive Chinese literature on the con-
cept. The article then turns to historical antecedents for cybersovereignty
within Chinese policy discourse. We argue that cybersovereignty should
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be understood as part of a tradition which we describe as “compound
sovereignty”, a discursive strategy of legitimation which arose from
China’s distinctive historical experiences with the idea of sovereignty, and
which is used as a strategy of legitimation and reassertion for state au-
thority. By cross-pollinating cyber studies with insights from historical
International Relations scholarship, we seek to present a less presentist,
more historically anchored and methodologically diverse approach to the
study of global Internet governance.

1 Introduction

Cybersovereignty has come to be understood as a core part of Chinese
Internet policy, both at home, in maintaining the world’s most complex
and extensive censorship regime, and abroad, where China’s rise as a
Great Power is coinciding with the establishment of norms for interna-
tional Internet governance. While the exact content of the concept is
unclear, it is commonly associated with China and its existing regime of
content control and Internet censorship. However, the slippery nature of
cybersovereignty makes substantive study difficult, which might be one
of the reasons detailed explorations in the existing literature have been
sparse. In media reporting and literature on international Internet gover-
nance, China’s nature as an authoritarian, one-party tends to feature as
the explanation for Beijing’s defense of cybersovereignty. Additional at-
tention has been paid to a potential alliance with Russia (Margolin,
2016; Wei, 2016), which is commonly explained with reference to their
shared interests as non-democratic international actors.

In this article, we argue that the focus on the linkage between
China’s regime type and cybersovereignty obscures an important part
of the story. Beijing’s choice of sovereignty-based rhetoric as the an-
chor for its concerns in international Internet governance and the con-
cept’s many internal inconsistencies may in fact be better understood
as a Chinese rather than an authoritarian phenomenon. While Beijing
could have chosen other rhetorical vehicles for its concerns, the concept
of cybersovereignty, both in its initial domestic and later international
use, is best understood as a function of Chinese historical understand-
ings of sovereignty and their centrality to Chinese political discourse,
rather than as a function of its political regime. This strategy, in turn,
builds on the centrality of sovereignty in Chinese domestic discourses
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and its function as a source of political legitimacy for political actors
even before the founding of the People’s Republic of China.

We draw on original research on both Chinese domestic discourse
on cybersovereignty and historical research on the integration of the
concept of state sovereignty into Chinese political discourses in the
nineteenth and twentieth centuries. Building on Constructivist theories
of International Relations, we frame the emergence of cybersovereignty
within the context of China’s historically contingent experiences of the
notion of sovereignty, which have led to its extensive use, often through
what we term ‘compound sovereignty’, within domestic Chinese policy
discourse. It should be noted that explaining cybersovereignty as an
outgrowth of Chinese history does not preclude it from being mobi-
lized in the service of authoritarian governance and other autocratic
interests. On the contrary, one of the core features of compound sover-
eignties has been their variability across policy areas. Nevertheless, we
believe that the historical background to the emergence of cybersover-
eignty is necessary to understand its function within Chinese pol-
icy discourse.

2 Theoretical framework

China’s development over the past three decades has led to a range of
debates about the nature of its rise, so much so that ‘peaceful rise’
briefly became part of Chinese foreign policy (e.g. Glaser and
Medeiros, 2007). This debate has also caused additional interest in
the sources of Chinese foreign policy. We aim to contribute to this de-
bate by pointing to the importance of a decade-old continuity, the
centrality of sovereignty discourses and compound sovereignty in
Chinese domestic policy discourses, and how they influenced an im-
portant aspect of foreign policy in the case of cybersovereignty. We
build on and contribute to Constructivist theories of International
Relations that have explored the role of state identity in the making
of foreign policy and national interest. In particular, we argue that
the history of a state’s founding and the struggles around which it
was formed can shape definitions of state interest and priorities in the
long run – especially when actively kept alive such as through the
‘century of humiliation’ narrative in China (Wang, 2012).
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It is important to recognize that any discussion over the role of sover-
eignty on the Internet is primarily a matter of degree. At the time of
writing, no nation state actually defends the notion of a digital space in
the spirit of Barlow’s original declaration of independence for cyberspace
where nation states play no role at all (Barlow, 1996). Indeed, many
countries recognize their own interest in being able to lay claim to sover-
eignty over certain parts of the Internet, such as the US Cloud Act,
which requires that US companies disclose data for investigation, even if
stored abroad, by virtue of US sovereign power over corporate entities
(Daskal, 2018), or European authorities enforcing content restrictions on
Nazi symbolism (Wildman, 2017). Neither actor actually favors remov-
ing the role of state sovereignty from cyberspace. However, there is sig-
nificant variation in the degree of ‘stateness’ different actors consider le-
gitimate, even if they might all use the ‘sovereignty’ label to describe
their positions (Siebert, 2021), and the type of state intervention that dif-
ferent actors consider legitimate. Thus, a simple binary of states that op-
pose or support sovereignty risks losing out on the many differences be-
tween actors that may all use ‘sovereignty’ to flag different concerns. For
instance, even if experts in German parliament caution against the loss
of ‘digital sovereignty’, (Deutscher Bundestag, 2021) they are unlikely to
support the right to extensive government censorship that the Chinese
government engages in. Nevertheless, there are important parallels, such
as concerns about the security of hardware used in critical infrastructure
(Der Spiegel, 2021). Thus, the Chinese position might best be under-
stood as being toward the extreme end of a continuum where states de-
fend degrees of state intervention in cyberspace, combined with a quali-
tative difference regarding which type of behavior is legitimate. So, what
does cybersovereignty mean and where does it fit?

Existing literature usually approaches cybersovereignty as either an
agenda or plan for institutional reform in international Internet gover-
nance, or as a Chinese attempt at propagating new norms for state be-
havior in cyberspace.

While the definition of cybersovereignty as an institutional reform
agenda is compelling from the perspective of debates over China’s iden-
tity as a revisionist or status quo power, this conceptual approach can
explain very little of either Chinese rhetoric or foreign Internet policy-
making. For one thing, cybersovereignty has not been attached to any
comprehensive institutional reform, either rhetorically or in policy
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practice. There was one failed attempt at giving nation states more
power in the realm of Internet governance by empowering the ITU, an
organization run by nation states, in 2012 (Inkster, 2016, p. 125).
Although this failed vote is commonly cited as evidence of Chinese
attempts to overthrow existing governance institutions, there have not
been any major reform attempts of existing governance institutions
since. Indeed, substantial institutional reform of existing Internet gover-
nance institutions is likely neither in China’s interest nor realistic.
Scholars elsewhere have noted that China has profited substantially
from the existing international system (Lindsay, 2015; Weiss and
Wallace, 2021) and would risk losing access to these benefits if it tried
to overhaul the status quo. For instance, Chinese companies have be-
come quite involved in technical processes such as standard setting, in-
dicating that Chinese actors might be arranging themselves with the
status quo (Ding, 2020; Triolo and Allison, 2018). In addition, any
comprehensive overhaul would need to overcome substantial institu-
tional inertia (Lindsay, 2015), which makes it practically infeasible.

At the same time, while there is some debate over China’s identity
as a rising power, the Chinese government lacks a track record of com-
prehensive attempts or even success at institutional reform in other in-
ternational institutions, which, like Internet governance, share the char-
acteristics of institutional inertia and benefiting China in their current
configuration. There are many areas where the Chinese government has
largely adopted a pro-status quo stance in existing institutions (Don
Harpaz 2014; Ferdinand & Wang 2013; Scott & Wilkinson 2013), with
some reformist behavior where core interests are concerned (Weiss and
Wallace, 2021). Thus, while there might be an ideal model of interna-
tional Internet governance institutions in the minds of Chinese politi-
cians, they have to date neither articulated that agenda nor made any
substantive diplomatic moves toward it in the recent past. In addition,
any such attempt would likely fail or leave them worse off than the sta-
tus quo.

In other contexts, cybersovereignty is located in the normative realm
and described as a Chinese proposal for a new norm, i.e. a generalized
rule for acceptable state behavior (Finnemore and Sikkink, 1998).
These analyses tend to be based on a select few key documents and re-
peated Chinese policy statements that emphasize the importance of re-
specting state sovereignty in cyberspace. Whether these attempts at
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norm entrepreneurship have been successful at establishing any norm
that differs from the less intensely pro-sovereignty positions of other
states or altered state behavior in any noticeable way is an open ques-
tion for further research. To date, we are not aware of any research
that addresses this question. Instead, even half a decade after the
Chinese government began promoting cybersovereignty abroad, schol-
ars are still wrangling over the contents of this norm, which has never
been officially defined: While Nigel Inkster has summarized Chinese
proposals for international internet governance as meaning that ‘the
free flow of information should be conditioned by the need to safe-
guard national sovereignty and security’ (Inkster, 2016, p. 125), other
scholars have variably interpreted cybersovereignty to mean an agree-
ment to ‘abstain from uninvited influence of any kind within any state’s
information space’ (Lindsay, 2015), or as containing three separate
norms, i.e. ‘national governments enjoy sovereign rights’, ‘national gov-
ernments enjoy sovereignty over all non-state actors’, and ‘sovereign
equality of states in Internet governance’ (Creemers, 2020, p. 7). While
these interpretations share a focus on the role of sovereign govern-
ments, they also demonstrate some significant disagreement over the
content of the norm – which would make it hard to effectively promote
as a generalized rule for state behavior.

It is this confusion and ambiguity that we aim to explain. Building
on recent work that emphasizes the primacy of domestic sources for
Chinese foreign policy (Weiss and Wallace, 2021), we propose a histori-
cal explanation of China’s cybersovereignty agenda. We argue that the
history of the country, the party and political propaganda within China
have shaped the development of cybersovereignty and even the timing
of its appearance in important ways.

While our focus is on the specific effects within China, this argu-
ment is not exclusive to a single country. Indeed, governments and
scholars have worried about the effects of Internet or globalization on
state sovereignty for decades (Sassen, 1998) and recent years have
seen an increasing number of actors emphasize sovereignty-related
concerns in their Internet policy, such as the aforementioned concerns
in Europe. However, China was the first and most prominent among
these actors to emphasize sovereignty concerns in their diplomatic
efforts around Internet policy, and other major international did so
earlier or as long and as consistently. We argue that the particular
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shape of the Chinese response was strongly informed by domestic fac-
tors, especially the existence of compound sovereignties as a discursive
political tool. In addition, the salience of sovereignty concerns in
Chinese political discourse and history might explain why the Chinese
government was the first major international player to center sover-
eignty in its Internet-related diplomacy. Overall, this makes cyberso-
vereignty in Chinese domestic and foreign policy a good example of
how even foreign policy responses ostensibly centered around the
same concern (sovereignty) can draw on and be shaped by domes-
tic factors.

The role of history does not preclude sovereignty discourse being
mobilized as part of the political agenda of an authoritarian state –
just as it was mobilized by anticolonial movements and could justify
the establishment of both democratic and autocratic states. It also does
not preclude this rhetoric from having normative consequences in the
international arena. However, all of these factors are analytically dis-
tinct from understanding the historical influences on the initial devel-
opment of cybersovereignty in China and how it continues a history of
many compound sovereignties.

3 Methods

This article adopts a mixed method approach to better understand
Chinese conceptions of cybersovereignty and explain how historical ex-
perience shaped this aspect of Chinese foreign policy. In the first part,
it draws on qualitative analysis of official and elite discourse on cyber-
sovereignty to outline how the concept first developed in domestic
Chinese discourse before appearing on the international level. In the
second part, it combines these insights with a historical analysis of
‘compound sovereignties’ in domestic Chinese policy discourse to draw
out parallels with the development of ‘cybersovereignty’.

Research on the evolution of cybersovereignty in domestic policy
elite discourse relied on the qualitative analysis of official government
documents by relevant ministries, publications in the People’s Daily
and a selection of academic publications between 2000 and 2017. We
choose this timeframe because it represents the birth and heyday of
cybersovereignty in Chinese policy discourse: A search in Chinese lan-
guage academic journals via the academic database CNKI shows that
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2017 represented a peak for cybersovereignty discourse in China, with
only about half as many mentions after. Mentions in People’s Daily
already fall off after 2016 (see Table 1). This timeframe has the addi-
tional advantage of focusing on the early development of cybersover-
eignty before and while Lu Wei, the first director of the Cyberspace
Administration of China (CAC), reportedly exerted significant influ-
ence over Chinese Internet policy both domestically and internationally
(Perlez and Mozur, 2016). Since his removal from office in 2016, cyber-
sovereignty has taken a less prominent position in both official and
elite discourse. Instead, more recent diplomatic efforts have begun to
also emphasize other themes, such as data governance – as evidenced
e.g. by the recent ‘data security initiative’ spearheaded by foreign minis-
ter Wang Yi (Webster and Triolo, 2020). Notably, the latter already has

Table 1 Mentions of ‘Cybersovereignty’ (2000–19)

Year CNKI (journals) People’s Daily (print)

2000 1 0

2001 0 0

2002 0 0

2003 0 0

2004 0 0

2005 0 0

2006 0 0

2007 0 0

2008 1 0

2009 0 0

2010 0 0

2011 5 0

2012 9 2

2013 13 5

2014 33 15

2015 64 14

2016 132 44

2017 144 23

2018 72 15

2019 95 13
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been officially attached to more concrete policy proposals than cyber-
sovereignty ever had and thus might be a much better example of an
attempt at Chinese norm entrepreneurship.

One possibility for analyzing Chinese conceptions of cybersover-
eignty is to focus on official documents that mention the term, ex-
trapolate the government’s intentions and future plans from them and
link them back to policy implementation (Creemers, 2020). Instead,
we follow Allen Carlson’s more expansive strategy in his pioneering
book on Chinese conceptions of sovereignty: Carlson notably distin-
guishes between (i) official definitions of sovereignty within China
(via official government documents), (ii) discussions about sovereignty
among policy elites (e.g. via publications in party publications and
Chinese academia), and (iii) their implementation in foreign policy
(Carlson, 2005, p. 22).

We believe that this approach is especially appropriate in the case of
cybersovereignty for three reasons: First, the conceptual analysis is nec-
essary as a first step in the case of cybersovereignty, which, rather than
simply an evolution on conception of state sovereignty, is sometimes
billed as a Chinese ‘model’ for Internet governance worldwide. Any fur-
ther analysis of this concept based on policy actions or foreign under-
standings should start with an in-depth analysis of the Chinese under-
standing of cybersovereignty as a baseline. Secondly, when analyzing
actions and beliefs together before having a conceptual baseline to com-
pare them to, there is a risk of conflating the two: China may advocate
‘cybersovereignty’, but that does not mean that any action the govern-
ment takes on Internet policy is automatically an outgrowth of its cyber-
sovereignty concept. Prioritizing the concept and its genesis can serve as
a useful baseline for assessing which policies can usefully be considered
part of the implementation of cybersovereignty, and which more plausi-
bly belong to other realms of foreign policy. Thirdly, we also believe that
this focus on Chinese sources is necessary in a first step before any
ascriptions from outside of China can be included in the analysis. What
actors outside of China think Chinese conceptions of cybersovereignty
are is likely mediated by these actors’ biases or choices of source mate-
rial. Hence, any attempt to understand Chinese conceptions of cyberso-
vereignty should first and foremost rely on material from within China.

In addition, this article focuses on the first two of Carlson’s categories
of sources: official and elite discourse. Much research on cybersovereignty
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to date focuses on the first and last category of sources, official defini-
tions and implementation, and the expansion to include domestic elite
discourse serves as a useful methodological contribution to the existing
literature (Lindsay, 2015; Schia and Gjesvik, 2017; Creemers, 2020). Since
official pronouncements on cybersovereignty tend to be extremely vague,
buttressing official language with analyses of policy elite discourse can
add important analytical depth. As Michael Schoenhals notes, this is a
common feature of Chinese political rhetoric: Certain concepts or slogans
might propagate before they have taken on a specific meaning, giving
room for both policy and conceptual debate and experiments at the lower
levels (Schoenhals, 1992). It is this experimentation and debate that this
article aims to illuminate.

To analyze official conceptions of cybersovereignty, we scraped the
websites of the following institutions for official publications containing
the term ‘cybersovereignty’ (网络主权): the CAC, the Ministry of
Foreign Affairs (MoFA), the Ministry of Defense (MoD), the Ministry
of Public Security (MPS), and the Ministry of Industry and
Information Technology (MIIT). Among these, the CAC emerges as a
clear leader in official discourse on cybersovereignty with 73 mentions
in CAC documents between October 2014 and November 2016. While
the relevant ministries discuss cybersovereignty much less in official
publications (see Table 2), representatives do sometimes appear in the
party publication People’s Daily and their statements are considered of-
ficial when they appear in party media. If this search was repeated to-
day, there would likely be fewer sources since especially some CAC
publications seem to have been censored since the original survey in
2017 and through later surveys in 2019 and 2020. We pay particular at-
tention to relevant official policy documents in this corpus, such as

Table 2 Government sources (2000–17)

Institution Mentions

CAC 73

MoD 16

MoFA 38

MIIT 8

MPS 5
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2010 White Paper on the Development of the Internet in China, the
2014 Wuzhen Declaration, and the 2017 International Strategy for
Cooperation in Cyberspace.

In order to analyze elite discourse, we focus on two primary sources:
People’s Daily and the academic journal ‘China Information Security’.
Within People’s Daily, we survey 133 articles published in the print
publication and, in addition, all 199 publications from the ‘Cyber
Strategy Forum’ originally published in China Information Security
and republished in People’s Daily between July 2014 and February
2017. While People’s Daily articles do not necessarily reflect the official
position of the Chinese government, they represent views of policy and
propaganda elites close to the government and discussion within the
realm of positions acceptable to the government. The Cyberstrategy
Forum being republished by People’s Daily lends it additional legiti-
macy as a forum for academic and policy professionals discussing mat-
ters of cyberpolicy among themselves, but again within a space that is
considered acceptable by a publication as close to the government as
People’s Daily. In addition, we also survey all articles in ‘China
Information Security’ discussing cybersovereignty up until 2017 as a
window into the wealth of academic debate about the topic (see
Table 1 for an overview).

All sources were then analyzed and coded to identify instances where
cybersovereignty was either defined or linked to specific policies, and
sorted by publication type affiliation of authors (if known). An even
more in-depth analysis of this historical evolution with additional data
might be desirable in the future. However, the above research design al-
ready contributes new insights through the inclusion of elite discourse
in addition to official government documents and the combination of
these insights with historical analysis.

The following section lays the foundation for this analysis by sum-
marizing the development of cybersovereignty first in Chinese domestic
and then foreign policy discourse.

4 Cybersovereignty in Chinese foreign policy

With China’s rise in all areas of international politics, other actors
have been wary of the possibility that the country might turn out to be
a revisionist power, intent on overturning and changing the
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international system as it exists today. For most traditional areas of
international governance, this debate has largely considered two possi-
ble roles that China might take on: revisionist or status quo (Johnston,
2003; Wang and French, 2014). Internet governance has seen a particu-
lar permutation of this debate since the rise of the Internet as a factor
in international politics has largely coincided with China’s political and
economic rise. This has given the Chinese government a unique oppor-
tunity to contribute to and shape the rules of international Internet
governance, instead of having to accept and adapt to an established set
of norms. One illustrative example of this was China’s accession to the
WTO, which took 13 years to negotiate and came with a set of eco-
nomic reforms demanded by existing members, especially the United
States (Pearson, 2001). Internet governance, on the other hand, could
theoretically be China’s chance to avoid similar humiliations and be a
rule maker instead of a rule taker.

While there is no current agreed upon international regime of
Internet governance, the relevant literature commonly contrasts state-
centric models, as embodied by the International Telecommunications
Union (ITU), and multi-stakeholder models, as exemplified by the
Internet Corporation for Assigned Names and Numbers (ICANN;
Nye, 2014, p. 5). Within this paradigm, China has generally been con-
sidered a proponent of the state-centric model and even participated in
an attempt at giving the ITU a greater role in Internet governance in
2012 (Nye, 2014, p. 7). It is important to note that institutions such as
ICANN and the ITU commonly discussed in relation to international
Internet governance have exclusively technical mandates and that inter-
national Internet governance, at least in any form that exists at the
time of writing, does not have mandate or authority related to the reg-
ulation of data flows, such as content control or data protection, which
remains firmly in the hands of national governments.

Cybersovereignty has come to be considered the core feature of
China’s policy on international Internet governance since its first prom-
inent appearance in a 2010 white paper on the state of the Chinese
Internet (Information Office of the State Council of the People's
Republic of China, 2010). Chinese government representatives have
since then repeatedly attempted to promote the concept in a variety of
international contexts, from the 2014 ICANN meeting in London
(ICANN, 2014; Lu, 2014) to China’s own World Internet Conference
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in Wuzhen later the same year (Gady, 2014). The following section will
first explore the broad outlines of the evolution of cybersovereignty in
domestic political discourse and then describe how it suddenly turned
from a domestic talking point into a mainstay of Chinese foreign policy
discourse in 2014. Lastly, it will outline why cybersovereignty as a con-
cept remains elusive and by and large does not actually contain clear
prescriptions for appropriate state behavior, as we would expect from
an international norm.

4.1 The evolution of cybersovereignty in Chinese discourse

The term cybersovereignty (网络主权) has been sporadically appearing
in Chinese media and academic publications since the early 2000s. In
one of the first mentions in a 2006 article in International Financial
News (国际金融报), which was republished by People's Daily, the au-
thor explains how the Internet’s Domain Name System (DNS) works
and expounds on the danger of China being cut off from the rest of
the world via manipulation of this very system (Xu, 2006). According
to the author, this danger existed because the organization governing
the DNS had been founded in the United States and, albeit a private
entity, was still dominated by US interests and, according to the au-
thor, under US control. While cybersovereignty was a few years away
from becoming a mainstay in Chinese official statements, the article al-
ready raised several themes that would be associated with cybersover-
eignty in domestic policy discourse several years later: The fear of the
US’ institutional dominance in international Internet governance and a
deep-seated concern about growing dependence on the goodwill of for-
eign actors, paired with the insight that while this dependence might be
increasing the country’s vulnerability, being cut off from the network
that connected China to the rest of the world might pose an even big-
ger danger. All of this was packaged in familiar Chinese foreign policy
rhetoric about the need to give developing countries a louder voice in
institutions of global governance.

This mix of a desire to be connected to the rest of the world, while
simultaneously protecting Chinese independence and national security,
maintaining as much control as possible and helping China grow into a
true Great Power on the international stage, has continued to be
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emblematic of cybersovereignty in its various iterations, which never re-
ally settled on a fixed meaning.

There were a few sporadic mentions in the 2000s in both academia
and media, but the concept first garnered international attention when
a 2010 white paper on the state of ‘The Internet in China’ mentioned
the term in an official government document (Information Office of
the State Council of the People's Republic of China, 2010). Beyond the
fact that it was something China presumably wanted to protect, and
other states ought to respect, the concept remained vague and largely
undefined. This allowed different parts of the government to define the
term in ways that reflected their policy concerns: For the next few
years, scholars and commentators affiliated with the People’s
Liberation Army (PLA) would bring up the term repeatedly in contexts
where they equated maintaining cybersovereignty with the defense
against an ever-increasing number of evolving online threats (Hao,
2011; Liu, 2011). A less prominent point of view in this time period
came out of the less prolific Ministry of Foreign Affairs (MoFA) and
had a much stronger focus on institutional reform instead of military
power: Commentators in this vein emphasized cybersovereignty as being
associated with equality in the institutions of international Internet gov-
ernance, linking the term to a vague agenda of institutional reform
(Yang, 2012). There was no clear institutional reform agenda associated
with cybersovereignty associated in any of these statements.

Between 2010 and 2014, cybersovereignty was thus mobilized in dif-
ferent ways by separate parts of China’s sprawling bureaucracy and
governance apparatus: once as a synonym for national defense in cy-
berspace, once as a reform agenda for international Internet gover-
nance institutions. It is notable that none of these policy goals required
a linkage to sovereignty – both national security and an agenda to
make existing institutions of global governance more equitable have
been policy goals in their own right since the founding of the People’s
Republic of China. Nevertheless, cybersovereignty, which had been en-
dorsed in the 2010 white paper, became a focal point for Internet-re-
lated policy concerns in different parts of the government.

The major push to make cybersovereignty the centerpiece of the
Chinese cyberpolicy agenda and onto the international stage came in
mid-2014, a few months after the founding of the CAC (Alsabah,
2016), which was supposed to address and coordinate policymaking on
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an overlapping set of internet policy issues that had previously been
handled in various parts of China’s fractured bureaucracy. The summer
saw a discussion about cybersovereignty, involving several scholars,
published in People’s Daily (Wang, 2014), newly appointed CAC direc-
tor Lu Wei laid out an internationally palatable approach to Internet
governance at the 50th ICANN meeting in London (Lu, 2014), and the
CAC held its inaugural World Internet Conference in Wuzhen in
December, where the concept of cybersovereignty took center stage
(Gady, 2014). The founding of the CAC thus coincided with a more
high-profile approach to international Internet governance and a start-
ing point for the international promotion of a Chinese vision of
Internet governance. It seems that Lu in particular was a driving force
behind the concept, which might also explain the complete lack of
mention of cybersovereignty in People’s Daily for 15 months after he
left the CAC to be investigated for corruption.1

However, the concept of cybersovereignty has not gained much in
specificity since 2010. Instead, even as President Xi Jinping himself ex-
tolled it in his speech at the second World Internet Conference in
Wuzhen in 2015 (BBC, 2015), it remained a floating concept in domes-
tic discourse that could be attached to completely different agendas. In
official CAC publications and the Cyberstrategy Forum, published in
the journal China Information Security and People’s Daily, cybersover-
eignty was at different times used to connote the government maintain-
ing its position as the highest law-making authority within its borders,
protection of Chinese cyberterritory (with varying definitions; Lu,
2014), equality of states in international Internet governance (平等权;
Wang, 2014), a strengthened China that had caught up with the United
States and turned into a Great Power in its own right (Lu, 2016),
Chinese independence from foreign technology, national security espe-
cially via the protection of key information infrastructure (Yin et al.,
2015) and preventing the spread of harmful information, maintaining
Chinese connectivity with the rest of the world, protecting Chinese
data from unauthorized access (Wu, 2016) and ensuring the free flow
of data necessary for the economy’s growing technology sector
(Shen, 2014).

1 This gap in the archives might also be due to retrospective censorship. Either way, the tim-
ing indicates that Lu Wei had become closely associated with cybersovereignty.
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If cybersovereignty had, at this point, been established as an impor-
tant policy goal in and of itself, one might expect government institu-
tions such as the CAC or Party publications such as the People’s Daily
to push a more unified agenda. However, the variability of cybersover-
eignty even in official and semi-official writing is evidence of the flexi-
bility of cybersovereignty even as it grew more prominent: Due to the
lack of definition of concrete policy goals, it could be taken to refer to
almost any policy goal that was related to the Internet and might be
considered advantageous to Chinese interests.

The continued elusiveness of cybersovereignty.

This seeming lack of coherence is striking for a concept that many
observers have considered central to a Chinese push as a norm entre-
preneur. It also confirms and strengthens the impression that emerges
from the literature review above: Even if Beijing propagates cybersover-
eignty as if it was a norm, the concept is so variable that would be a
poor option for a generalized rule for state behavior. Although sover-
eignty is a notion that is notoriously subject to contestation, proposing
‘cybersovereignty’ as a norm in the traditional sense would at least
require some coherence in the Chinese position, which would (and is)
being contested by other states. However, the view to domestic policy
discourse above illuminates that this internal flexibility of cybersover-
eignty has been there since the very beginning. There are three further
aspects that hint at cybersovereignty being different from, or more
than, an international norm China is trying to promote and that point
to how it has been shaped by domestic factors and politics.

First, the campaign in favor of cybersovereignty as an international
norm has been remarkably unsuccessful and, in some areas, downright
counterproductive. The Chinese government has struggled with expand-
ing its soft power (and not for a lack of trying) for years and promo-
tions of cybersovereignty were accompanied by moves that implied that
the actors promoting it might not quite understand the international
audience they were allegedly addressing. One prime example of this
was the memorandum organizers slipped under the doors of partici-
pants of the first World Internet Conference in 2014 in the middle of
the night before the closing ceremony. Among other things, the declara-
tion affirmed the need to ‘respect Internet sovereignty of all countries’
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(Shu, 2014). Ineffectiveness does not negate the intent to promote an
international norm, but it certainly indicates that there was no well-
planned international campaign behind the promotion of cybersover-
eignty. Instead, its appearances mirror patterns from domestic propa-
ganda, such as the announcement of a prominent new slogan that
appears on posters across the country, without an official definition of
what the slogan means yet (Schoenhals, 1992).

Secondly, cybersovereignty continues to be largely devoid of concrete
policy proposals, which undermines its supposed role as a Chinese pro-
posal for international Internet governance structures. Given its first
mentions in the 2000s, discussions in academic circles between 2008
and 2010, percolation through different government institutions be-
tween 2010 and 2014 and finally its push onto the international stage
via the CAC in 2014, relevant actors had sufficient time to develop a
more concrete policy agenda that Beijing could implement on the
domestic and international level. In addition, the few aspects of cyber-
sovereignty that lend themselves to concrete policy proposals, such as
institutional reform in ICANN and other Internet governance institu-
tions, have been marked by an absence of Chinese initiative toward ac-
tual institutional reform. For instance, despite increasing participation
by private Chinese entities at ICANN meetings, the organization’s
structure remains the same. Cybersovereignty, the alleged core feature
of Chinese policy on international Internet governance, primarily con-
sists of a bundle of sticks that do not lend themselves to concrete steps
or demands.

Thirdly, cybersovereignty is not an exclusive concept. Similar to the
goals of national security and institutional reform in global governance
mentioned above, issues associated with cybersovereignty at various
points overlap with or have simply moved into other policy areas. For
example, the issue of domestic innovation and independence from for-
eign technologies has come to be embodied in Made in China 2025
(Laskai, 2018) and the protection of critical infrastructure has largely
been subsumed in discussions about national security independent of
sovereignty (Creemers, Triolo, and Webster, 2017). Other issues, such as
national security, would have been considered core interests regardless
of who was governing China. Others have at least been rhetorical parts
of the Chinese policy agendas since long before the emergence of the
Internet – most notably the call for equality in international
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governance institutions (Wang and French, 2014, p. 255ff) and the em-
phasis on independence from foreign technologies, which has been cen-
tral to industrial policy for decades (Pearson, 2014). At least domesti-
cally, cybersovereignty can refer to all of these goals and concerns –
and for over 10 years, there has been little attempt to change this,
which indicates that this flexibility is by design rather than simply regu-
lar political contestation. The question remains which of these aspects
are actually unique to cybersovereignty and whether the concept has
any hard core beyond the most basic meaning of sovereignty: the right
to be left alone (see e.g. discussion in Slaughter, 2004).

In light of these contradictions arising from the development of
cybersovereignty in domestic Chinese policy discourse, it might be
worth considering an alternative explanation to cybersovereignty as a
consolidated, well-formed piece of Chinese foreign policy. Looking
back to history for an explanation, sovereignty and especially the lack
thereof have been central to China’s experience in engaging the rest of
the world and take an accordingly prominent position in Chinese pol-
icy discourses covering a variety of areas. These usages follow certain
rules, but those may only apply domestically. Attempting to seize the
opportunity of the lack of governance structures in international
Internet governance, China may have wanted to make use of its role as
a rising power and offer up a vision for international Internet gover-
nance that could be contrasted to US attempts at promoting Internet
freedom. In order to do so, Chinese bureaucrats and scholars fell back
on a rhetorical and policy vehicle that had served governments for
more than a hundred years in emphasizing its main concerns in other
policy areas: sovereignty.

5 Sovereignty, Chinese history, and speech acts

Traditionally, the literature on sovereignty tended to fall into what has
been described as the ‘descriptive fallacy’. The fallacy consists of assum-
ing that sovereignty reflects a certain empirical reality, whose exact con-
tents can be then determined with a degree of exactitude. However, con-
structivist literature has criticized the contention that sovereignty is
merely reflective of reality, as opposing to constituting it. According to
this literature, sovereignty is best understood as a claim to authority or
to an ordering power (Walker, 2003; Bartelson, 2006). Because of its
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superordinate status within the international system, a claim to sover-
eignty has the effect of legitimizing that particular exercise of power.
Neil Walker introduced the idea of sovereignty as a speech act, an in-
sight subsequently built upon by Gammeltoft-Hansen and Adler-Nissen,
who have conceptualized the speech act of sovereignty as a ‘sovereignty
game’ (Adler-Nissen and Gammeltoft-Hansen, 2008). In their paradigm,
sovereignty is best understood as a language game, with the ultimate
purpose of expanding players’ authority in a certain sphere. Like all
games, this game involves rules, players, and moves. Sovereignty games,
according to Gammeltoft-Hansen and Adler-Nissen, can be defined as
‘claims to authority and the social practices that surround them’ (Adler-
Nissen and Gammeltoft-Hansen, 2008, p. 8). Such games involve the
instrumentalization of sovereignty for various ends, typically such as the
enlargement of a player’s autonomy in the international arena.

China lends itself particularly well to a speech act-based analysis of
sovereignty since a striking feature of Chinese discourse surrounding
sovereignty is its widespread discursive use, often in contexts where sov-
ereignty’s relevance is not immediately obvious. In particular, there is
within China’s sovereignty discourse a proliferation of what might be
described as ‘compound sovereignty’, whereby a qualifier is added to
‘sovereignty’ in order to tie it to a particular subject to emphasize its
importance. Examples abound, but in recent years, in addition to cyber
sovereignty, there have been education sovereignty (jiaoyu zhuquan),
cultural sovereignty (wenhua zhuquuan), currency sovereignty (huobi
zhuquan), judicial sovereignty (sifa zhuquan), and communications sov-
ereignty (chuanbo zhuquan), to name a few (Tok, 2013). Insofar as these
all involve subjects that are ordinarily amenable to the regulation of
sovereign states, there is little conceptually new in each of these ideas.
However, the interest lies in the linkage between relatively narrow sub-
ject areas, on the one hand, and the overarching claim to authority in
the form of sovereignty on the other, which is seldom seen in Western
discourse on sovereignty.

In attempting to explain the incidence of sovereignty compounds, it
must be remembered that sovereignty is an unusually potent notion
within Chinese political discourse. The roots of this potency are essen-
tially historically contingent, the result of the peculiar history of the no-
tion of sovereignty in China. Before the mid-nineteenth century, the
idea of sovereignty was not a part of Chinese political thought. Instead,
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it operated under the premises of tianxia (all under Heaven), a political-
cum-religious notion whereby the world was ordered around China and
its emperor, the latter claiming universal jurisdiction over the rest of the
world. However, the introduction of sovereignty into the Chinese dis-
course in the mid-nineteenth century coincided with the beginning of
the so-called Century of Humiliation, during which China concluded a
number of ‘Unequal’ treaties, on unfavorable terms, with various
Western powers and, later on, Japan (Svarverud, 2007; Kawashima,
2012). Both the republican and the Communist Chinese governments
saw it as their mission to recover the lost sovereignty, whether it was in
the form of ceded territory or limits placed on the exercise of domestic
sovereignty, such as extraterritoriality and loss of tariff autonomy; even
seemingly random subjects such as the introduction of Western-style
medicine were justified as part of the sovereignty recovery project
(Andrews, 2014). Thus, as Maria Adele Carrai puts, ‘Chinese modern
history seems to coincide with its quest for sovereignty’ (Carrai, 2019,
p. 220).

If anything, the importance of being seen as defending Chinese sov-
ereignty intensified since the 1990s, as the current Chinese regime,
shorn of its previous source of legitimacy based on class struggle, has
sought alternative sources of legitimacy. In order to do so, it has ag-
gressively promoted, just like its republican predecessor, the importance
of recovering and of protecting Chinese state sovereignty, which in turn
has created heightened expectations among the Chinese public for the
Chinese government in relation to sovereignty (Wang, 2012). Hence,
sovereignty in China has an emotional resonance otherwise lacking (or
existing only to a reduced degree) in most Western societies, and its in-
vocation is perceived as having greater potency than might be the case
in a Western country. Its instrumentalization and invocation, in other
words, are far more likely to be successful in China than elsewhere, at
least in a domestic context.

The various forms of ‘compound sovereignty’ drop in and out of of-
ficial Chinese discourse with regularity, and this appears to a great ex-
tent to be a function of the issue’s salience in China at the time. For in-
stance, the concept of educational sovereignty has existed in Chinese
literature since at least the 1990s, but until recent years its only pres-
ence was in academic discourse, outside of which it had little recogni-
tion. However, soon after Xi Jinping’s accession to the Chinese
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presidency in 2012, he launched a campaign against ‘Western values’,
after which the incidence of education sovereignty in official and quasi-
official Chinese discourse rose sharply. Finally, in 2016, educational
sovereignty was given official imprimatur as part of a crackdown on
the use of foreign curricula and international schools, whose increasing
popularity was viewed as being threatening by the government (Kan,
2016). The underlying content of education sovereignty appears simply
to be a claim that China has the right to regulate what is being taught
in its schools, an uncontroversial position; but it is safe to suggest that
sovereignty in the context of education is not necessarily an obvious
framing to Western eyes. Similarly, references to currency sovereignty
can be found in academic works from the 1990s, but it was only singled
out and given prominence as part of official Chinese discourse when
China’s monetary policies came under external criticism (Reuters,
2019). Chinese textbooks generally ascribe a number of powers, such as
the ability to issue currency, to the broad umbrella of monetary sover-
eignty; again, there is little inherently new in the concept, apart from
the framing of a relatively uncontroversial number of state prerogatives
in terms of sovereignty (e.g. Liu and Deng, 2003, p. 35). The emergence
of cybersovereignty as a term in China in the early 2000s, followed by
its relative lack of prominence until the 2010 White Paper, is thus far
from unique in recent Chinese history.

5.1 Cybersovereignty as sovereignty game

With this background in mind, it becomes possible to break down the
use of compound sovereignties in the Chinese context into at least
three distinct stages, all of which can be seen in relation to cybersover-
eignty. First, new compound sovereignties arise (or gain in prominence)
when the state perceives its authority over a certain subject-matter to
be under threat, often as the result of increasing foreign influence in
the area (Carrai, 2019, p. 220). Secondly, by associating a concept with
the idea of sovereignty, the state reasserts its authority over that area—
the main feature of the sovereignty game. Finally, having associated the
issue at hand with sovereignty and reasserted its authority in the area,
the state reaps benefits in the form of the legitimacy generated as a re-
sult of its perceived defense of the nation’s sovereignty. Although none
of the three stages is unique to China, the third and final one—the
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generation of legitimacy through the assertion of sovereignty—is espe-
cially prominent in the Chinese context due to the historical back-
ground described in the previous section.

In the case of cybersovereignty, although the concept—and precur-
sors such as telecommunications sovereignty—have existed in Chinese
discourse for some time, it was not until the release of the June 2010
Chinese Internet White Paper that it received official endorsement and
widespread dissemination (Zeng et al., 2017). Not coincidentally, this
was in the direct aftermath of a high-profile foreign challenge to the
idea of state authority in the cyberspace. In January 2010, American
Secretary of State Hillary Clinton had announced that the United
States was elevating the concept of ‘Internet freedom’ as a key US for-
eign policy priority, and specifically singled out China’s censorship of
the Internet for criticism. Although the White Paper did not specifically
mention Clinton’s Internet freedom agenda, it is hard not to read it as
a rebuttal to the agenda laid out by Clinton, as it contained a number
of specific defenses of practices specifically attacked by Secretary
Clinton, most notably its extensive practice of Internet censorship.

It is important to note that the use of sovereignty as a framing for
its pushback was not in fact the Chinese government’s initial response;
instead, it first critiqued Clinton’s speech by emphasizing the hege-
monic dimensions of her proposals (Shen, 2010).2 However, by the time
of the release of the White Paper, that angle had been abandoned in fa-
vor of the cybersovereignty framing. From the Chinese point of view,
this represented something of an escalation, given the importance
accorded to sovereignty by the Chinese state.

But the transposition of a traditionally domestic-bound conception of
sovereignty to the international sphere carries obvious conceptual chal-
lenges. To borrow from the sovereignty game terminology, whereas the
players (broadly speaking America and China) and the moves (e.g. the
Chinese White Paper) of the cyber sovereignty game are relatively
straightforward to identify, when it comes to the rules of the game there
has been significant divergence. China, the ‘last bastion of Westphalia[n
sovereignty]’ and the ‘vicar of the high church of Westphalia’, maintains
a resolutely traditional approach to sovereignty (Zhang, 2008, p. 161).

2 Zhong Shen is the pseudonym the People’s Daily employs for its authoritative foreign policy
editorials.

490 Katharin Tai and Yuan Yi Zhu

D
ow

nloaded from
 https://academ

ic.oup.com
/irap/article/22/3/469/6514983 by guest on 03 July 2024



By contrast, although still acknowledged as a grundnorm of interna-
tional society, recent Western discourse on sovereignty has been decid-
edly more critical. In particular, there is a growing discourse for the
subordination of state sovereignty to other higher-order norms, for in-
stance, in the realm of human rights.3 In other words, an invocation of
sovereignty in the West lacks either the rhetoric or the normative force
that it has for a Chinese audience. Even the Trump administration,
whose rhetoric has relied heavily on sovereignty, continued to promote
Internet freedom as one of its official objectives, whilst attacking China
for ‘hid[ing] behind notions of sovereignty’ in the cyberspace (United
States, 2018).

Nevertheless, although sovereignty-based compounds appear often in
Chinese state media and official documents, cybersovereignty appears
to be the first of these terms to receive a wide circulation internation-
ally. This may be due to the transnational nature of the cyberspace,
and the physical presence of its core infrastructure outside of China’s
territorial jurisdiction, which means that cybersovereignty lends itself
more naturally to internationalization than the other sovereign-based
concepts in the same category.

This cleavage on the importance of sovereignty to the debate sur-
rounding the Internet is readily apparent from Clinton’s remarks on
the subject and the ensuing Chinese reactions. In none of her speeches,
both before and after the launch of the Chinese White Paper, did she
make any reference to the issue of state sovereignty. The same is true
for much of the Western literature on the subject, which tends to ap-
proach cybersovereignty from the normative perspective of its use by
authoritarian regimes such as China. By contrast, Chinese discussions
of the Internet freedom agenda speak of little else, going so far as to
frame Clinton’s remarks as an explicit attack on state sovereignty when
Clinton’s pronouncements on Internet freedom did not mention sover-
eignty at all. Indeed, Chinese framings of the Internet freedom speech
tend to exaggerate its radicalness (Keating, 2010).

For instance, Chinese sources reported in 2010 that Clinton said she
supported the ‘open form and free flow of information free from state
sovereignty (公开的形式与不受国家主权约束的信息自由流动), which

3 The trend has been the most prominent in the debate surrounding Responsibility to Protect
(R2P), to which China is generally opposed on, unsurprisingly, sovereignty grounds.
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would have set Internet freedom explicitly in opposition with state sov-
ereignty (Cai, 2011; Fang, 2018, p. 413).4 In fact, Clinton said nothing
of the sort. But this purported remark was quoted extensively in
Chinese literature to demonstrate that Internet freedom was about
undermining national sovereignty. And whereas Clinton's speech em-
phasized the human rights dimensions of Internet freedom, most nota-
bly freedom of speech and information freedom, in Chinese discourse
human rights are widely assumed to be subordinate to state sover-
eignty. (Indeed, the words for right and power, as are the words for hu-
man rights and sovereignty, are all compounds of quan (权), blurring
these concepts’ distinctiveness) (Chiu, 1968; Cao, 2004).

Cybersovereignty's rise to prominence is thus the result of a reactive
process induced by external actors. Thus, it is unsurprising that its
early years should have been accompanied by the conceptual and bu-
reaucratic confusion described earlier, as various parts of the Chinese
state, from the military to the foreign ministry, each attempted to fill
the empty vessel of cybersovereignty with their own distinctive policy
priorities. This is not in and of itself surprising. As Michael
Schoenhals notes, this is a common feature of Chinese political rhe-
toric, where certain concepts or slogans might propagate before they
have taken on a specific meaning, giving room for both policy and con-
ceptual debate and experiments at the lower levels (Schoenhals, 1992).
But this inevitably exacerbated the difficulties China encountered in
achieving conceptual coherence around cybersovereignty, especially as
it tried to promote the concept abroad at the same time.

Finally, having sovereigntized cyberspace, the Chinese state is able to
not only legitimize its cyber policies through the assertion of sover-
eignty, but also generate additional legitimacy for itself through the im-
plementation and execution of these policies. This is because, having
framed its exercise of control over the cyberspace, something often un-
popular with domestic Chinese audiences (Han, 2018; Lei, 2018) in
sovereignty terms, it is then able to use these controls as proof that it is
upholding Chinese sovereignty against foreign encroachment, which
helps to fulfill the Chinese public's heightened demand for the state to
defend national sovereignty.

4 Fang is known as the ‘Father of China's Great Fire Wall’.
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In summary, cybersovereignty can be understood as the latest itera-
tion of a discursive strategy frequently deployed by the Chinese govern-
ment domestically, but one which has not hitherto featured prominently
in China’s international discourse. The particular nature of cyberspace,
as well as the reactive nature of China’s invocation of the concept,
have given it a much broader international prominence than would oth-
erwise have been the case. Cybersovereignty, at least initially, remained
internally incoherent, because of its origins as a rhetorical device as op-
posed to a coherent overall vision. And because sovereignty’s rhetorical
force is at best uneven internationally, cybersovereignty did not prove
to be as effective as might have been the case in a domestic context, al-
though unsurprisingly the countries which hold traditional, absolute
conceptions of sovereignty tended to be more receptive than those
where sovereignty is merely one superordinate principle among many.

6 Conclusion

The continued elusiveness of cybersovereignty has presented something
of a puzzle to International Relations scholars. It has been interpreted
as a sign of Chinese norm entrepreneurship, yet the exact policy posi-
tions associated with it have remained unclear over more than a decade.
In addition to its lack of specificity, we have shown that cybersover-
eignty was initially a concept used on the domestic level, where it was
associated with a wide range of policy goals, before beginning to ap-
pear in Chinese international statements. However, in its international
rollout, its unspecific contents, and its overlap with Chinese policy
goals from other areas, cybersovereignty has not yet taken the form of
a potential generalized rule of behavior for the international commu-
nity, which we might expect of a norm entrepreneur. Indeed, Chinese
diplomatic efforts have recently pivoted to focus more on data gover-
nance, an area where the government has been making significant
advances in expanding a specific domestic regulatory regime. We have
shown that cybersovereignty is likely the continuation of a longstand-
ing tradition of compound sovereignty in China, which has been used
as a legitimation device by the Chinese leadership. This discursive flexi-
bility of the concept of cybersovereignty in Chinese political discourse
explains why established definitions of sovereignty in political science
may not be sufficient to capture it. Instead, it may be better
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understood as a domestic discursive strategy, used by the Chinese gov-
ernment for legitimation and to assert state authority, and grounded in
the centrality of sovereignty to the founding of the Chinese state.
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