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Anomaly detection methods are used to find abnormal states, instances or data points that differ from a normal
sample from the data domain space. Industrial processes are a domain where predictive models are needed
for finding anomalous data instances for quality enhancement and to advance zero defect manufacturing
objectives. A main challenge in this domain, however, is absence of labels for training supervised models. The
potentials of domain randomisation and synthetic data in-the-loop are illustrated by a use case from additive
manufacturing for automotive components. This paper contributes to a data-centric way of approaching
artificial intelligence in industrial production by unsupervised anomaly detection. Based on a combination
of WGAN and encoder CNN, adapted from f-AnoGAN, a solution with high potential for on-line anomaly
detection is analysed. In an subsequent evaluation, we compare different metrics and neural network features
for an automatic differentiation between normal or anomalous samples. We prove that using clustering methods
with features generated by the discriminator yields better results than computing an anomaly score solely.

1. Introduction hurdles to be overcome. Surveys and literature on industrial applica-
tions indicate that there are still unresolved problems with integrating
and utilising the potentials of machine learning (ML) in actual series

manufacturing (Dogan and Birant, 2021).

Manufacturing efficiency and sustainability gained particular signif-
icance over recent years. Besides environmental-friendly consumables,
the careful usage of resources for production is one major key perfor-
mance indicator and more important than ever (Hristov and Chirico,
2019). In this context, high production quality and avoidance of scrap
is still a current issue as production complexity and technological re-
quirements increase. Even if already introduced in the 60s, zero defect
manufacturing (ZDM) is still the hypernym for strategies and methods
for quality improvement. With industry 4.0 new methods found their
way into production management, now considered as key enabling

Our work addresses the development of data-driven techniques in
industrial production when access to labelled data is a huge difficulty.
Thereby, we contribute to the still existing gap between advances
in ML research and its direct applicability in industrial, real-world
problems. We introduce a data-centric way of approaching artificial
intelligence for production quality improvements by in-situ monitor-
ing and anomaly detection (AD). We propose the concept of domain

technologies for ZDM, like artificial intelligence (AI), simulation or
internet of things (IoT) (Powell et al., 2022), all of which are based
on data from production.

Manufacturing complexity can be addressed through the develop-
ment of predictive models that enable assessment of multidimensional
relationships. By uncovering machining dependencies and root-causes
of problems, they facilitate optimisation of processes and products.
However, data quality and effortful pre-processing are major issues in
industrial production because they make it difficult to construct reliable
data-based solutions. Data drift, missing labels, severely unbalanced
datasets, noise, and quickly changing conditions are a few examples of

randomisation and synthetic data as an alternative when no labels
are available for the real domain dataset. We then adapt f-AnoGAN
from Schlegl et al. (2019) to a use case of additive manufacturing for
automotive components. Especially Wasserstein Generative Adversarial
Networks (WGAN) demonstrate good representation capabilities for
data of this kind. The combination with a CNN-based encoder leads to
a well performing solution for on-line anomaly detection. We further
investigate the anomaly scores, proposed by Schlegl et al. (2019) and
features extracted from the GAN components and compare different
methods of clustering healthy and anomalous data.
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2. Data mining for zero defect manufacturing

After the third industrial revolution that computerised and auto-
mated production, the fourth industrial revolution was launched by
digitised systems and network integration. Terms like ’smart manu-
facturing’ or ’smart factory’ describe concepts that enable a certain
intelligence and autonomy in production. With the goal of greater
efficiency, advances in computer science and robotics are increasingly
being incorporated into the planning, management and execution of
production systems. Connectivity and IoT, autonomous robotics, cy-
ber physical systems (CPS), simulation, cloud computing and artificial
intelligence are all pillars of industry 4.0, that provide and consume
production data to operate (Erboz, 2017). Big data is therefore con-
sidered as one of the cross-sectional, technological pillars for industry
4.0 (Machado et al., 2020). On the contrary, new challenges for ef-
fective data management arise as manufacturing data comprised more
than twice the amount of data than healthcare, media and financial
services in 2018 altogether (Reinsel et al., 2018). So-called “dark”
data is a result. It describes data that is not used in any analysis
due to reasons, such as un-structuredness or loss of timely signifi-
cance, and was quantified at 90% of generated manufacturing data in
2020 (Corallo et al., 2022). The 5 V’s (velocity, volume, value, variety
and veracity) that describe big data, are likewise hurdles of exploiting
the informative value of data and sufficient data management tools and
qualified personnel are needed (Nagorny et al., 2017; Abedjan, 2022).

Manufacturing output objectives and key performance indicators
(KPI) aim for high productivity with little wastage and downtime
of machines. Data-driven automation and process control improve-
ments are aided by newly formed Cyber—physical production systems
(CPPS) as processes are digitised and smart sensors allow (near) real
time monitoring (Tao et al., 2019). Within the Industry 4.0 frame-
work, the synchronisation of quality management techniques with the
evolving capabilities of CPPS opens up new opportunities for qual-
ity and organisational performance. As advancement of traditional
quality management practices, like Total Quality Management or Six
Sigma, ZDM integrates logistics, maintenance, process control and man-
ufacturing technology and forms a more holistic quality management
approach (Christou et al., 2022). Traditional practices are based on
detection and post-process correction, whereas in ZDM defects are com-
pletely prevented through prediction and prescriptive measures (Powell
et al., 2022). Therefore, predictive modelling for quality enhancement
is one major sub-technology of Al to address ZDM in the context
of steadily increasing complexity. For advanced process monitoring
and prediction methods to be pervasively used in series production,
however, they must overcome constraints, such as adaptability to data
shifts, robustness and reliability (Lepenioti et al., 2020; Webb et al.,
2018).

The current attention to data-centric Al addresses a certain gap
between advances of Al-based algorithms and models, mostly driven
by academia, and a general applicability of those developments to real-
world problems. In contrast to benchmark datasets or a laboratory
setup, the industrial production system is characterised by numerous
external and uncontrolled variables, which cause noise and errors in
data gathering and poor data quality. It still needs high domain-specific
knowledge, not only for interpretation of results but especially for
meaningful, semantic data preparation (Abedjan, 2022). Data-centric
Al puts data quality and model independent pre-processing in focus
before fine-tuning the predictive model itself. With the ’Data-Centric
Al Competition’ (Ng, 2021), Andrew Ng emphasised the significance
of context-based data preparation. Contributors like Motamedi et al.
(2021) followed this paradigm, focusing on steps of data quality im-
provement prior to training and fine-tuning a predictive model (data-
centric before model-centric). It was demonstrated that improving data
quality may have a far bigger impact on prediction accuracy than
simply optimising a machine learning model’s hyperparameters. This
approach is encouraging in the context of real-world industrial ap-
plications in order to advance Al maturity levels from descriptive to
prescriptive analytics.
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3. Machine learning for anomaly detection

Anomaly detection methods are used to find abnormal states, in-
stances or data points that differ from a sample within the normal
data domain space. The significance of being harmful is defined by
the domain individually and problem specific (Goldstein and Uchida,
2016). According to Chandola et al. (2009), there are three categories
of anomalies. Firstly, point anomalies: one instance is outside the
normal value space. Secondly, contextual anomalies: a data instance is
anomalous only in one context but not in another. Thirdly, collective
anomalies: a collection of related data instances that are anomalous to-
gether even if their individuals are normal, e.g. as a consequence of the
frequency or duration that a certain value appears. The term anomaly
detection is mainly used to refer to very imbalanced problems in terms
of sporadic occurrence of abnormal samples between the majority of
normal samples. Commonly, there are no labels available, hence, it
is unknown which samples belong to which states (Chandola et al.,
2012). In many domains, a major challenge is access to reliably labelled
data for training of ML algorithms. In the industrial context, quality
inspection is often based on sampling and performed by changing
operators of different experience, which makes supervised ML methods
hardly applicable.

Unsupervised ML approaches have been applied successfully in
several domains, such as medicine (e.g. detection of critical cardiac
arrhythmia, tumor detection with computed tomography), banking
(e.g. fraudulent financial transactions, payments with stolen credit
cards), security (e.g. surveillance, document forgery, network intru-
sion) (Goldstein and Uchida, 2016) but also engineering (e.g. critical
machine state detection) (Nassif et al., 2021). With ML complex distri-
butions and dependencies are modelled to distinguish between classes,
clusters and sub-cohorts. In anomaly detection related to manufacturing
quality this characteristic is utilised similarly to detect defective (NOK)
samples that differ from the bigger cohort of healthy (OK) samples
(Nassif et al., 2021).

For more complex data with higher order, intrinsic features, like
in images and videos, deep learning techniques become evermore
popular to solve the anomaly detection task due to their precision and
robustness. In contrast to more traditional image processing methods
combined with machine learning, deep learning methods, like Con-
volutional Neural Networks (CNNs), do not need prior knowledge or
manual feature engineering. They extract relevant features directly
from raw input by filtering and assembling patterns on subsequent
layers (Balzategui et al., 2021). CNNs are particularly designed for
time series, image and video data as filters process grid-like data by
convolution instead of general matrix multiplication (Goodfellow and
Bengio, 2016). Examples of application are (Sabokrou et al., 2018;
Caggiano et al., 2019; Scime et al., 2020). With the goal of anomaly
detection Autoencoders and Generative Adversarial Networks (GANs)
present a valuable framework. In a GAN architecture, a generator and a
discriminator compete against each other, where the generator tries to
build replicas from input data and the discriminator tries to distinguish
between real input and generated data (Goodfellow et al., 2014). This
approach can be utilised for anomaly detection in terms of a measured
distance metric from healthy to anomalous as the GAN is trained only
on healthy samples.

4. Domain randomisation for synthetic data in-the-loop

To maintain consistent processing and high-quality components
in rapid and large-scale production, (real-time) process monitoring
becomes even more crucial for on-line inspection and defect predic-
tion. Unsupervised approaches are unavoidable in environments where
unique identifiers, timestamps and labels from quality inspection are
lacking, to still gain insights from data, nevertheless. As an additional
approach domain randomisation can be adapted to create synthetic
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Fig. 1. Synthetic data in-the-loop (in false-colour representation for better visualisation):
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Data from the real process is abstracted and synthetic data is created by domain

randomisation. Domain randomisation follows the hypothesis that if distributions are well projected from real to synthetic data and variability is significantly high in the synthetic
dataset, then DL models, trained only on synthetic data, will generalise well on the real-world data.

Source: Figure adapted from (Zeiser et al., 2023).

data, either through simulation or through abstraction of the real do-
main. In particular when tasks include highly under-represented classes
as in anomaly detection scenarios, the generation of labelled data and
the vast volume of data at minimal cost are major advantages. As a
result, domain randomisation enables evaluation in terms of precise
labels and it may be used as a supplement to unsupervised learning
methods. It is based on the hypothesis that DL models, trained only on
synthetic data, will generalise well on the real-world data if distribu-
tions are well projected from real to synthetic data and variability is
significantly high in the synthetic dataset (Tobin et al., 2017; Valtchev
and Wu, 2021). Domain randomisation has been applied in robotics (In-
oue et al.,, 2018; Tobin et al., 2017), image classification (Valtchev
and Wu, 2021), pose estimation (Khirodkar et al., 2019) and traffic
sign recognition (Villalonga et al., 2020) to enrich synthetic data,
e.g. from simulation, with variability so that real-world data can be
perceived as just another domain variation when synthetic and real
data is mixed (Villalonga et al., 2020). Also in industrial processes,
we see great potential for domain randomisation and synthetic data for
predictive quality model development when access to labels cannot be
established (see Fig. 1 for the whole concept of synthetic data in-the-
loop). Following, we apply the approach to an additive manufacturing
process.

4.1. Process data understanding

As use case we refer to data from additive manufacturing (AM)
at BMW plant Landshut. AM comprises of several sub-technologies,
defined by ISO 17296 (ISO/TC 261, 2015), and is mostly based on
layer-wise workpiece creation, either by energy, binder or material
deposition. Manufacturing free form geometries in a tool-independent
way is a significant advantage compared to traditional manufacturing
technologies. This allows quick adaption to revision indices or com-
pletely new products. As technological advancements could be achieved
AM is not only used in rapid prototyping anymore but also applied
in medium to high scale production. Especially binder jetting has a
number of advantages for larger components and is applied successfully
in series production (Gibson et al., 2021). Together with conventional
technologies like casting it allows new geometric possibilities while

40,0

Fig. 2. Example of Type 2 anomaly (defect type “striation) that is related to product
quality.

maintaining product stability and experience of established processes.
Examples are automotive cylinder heads of BMW straight-four engines
or structural parts of the car body.

Our research focuses on image data obtained from an infrared (IR)
camera installed within the printing chamber of a binder jetting ma-
chine. As the process includes energy deposition by IR lamps for binder
activation, thermal imaging allows a visualisation of the temperature
distribution over the print bed. In order to support process optimisation
effectively, a systematic image data analysis is required since binder
and energy deposition have a significant impact on dimensional ac-
curacy. Additionally, the aim is to detect anomalies that can become
sources of product defects in (near-)real time. A print job consists
of multiple hundred layers, of which images are taken, respectively.
To allow comparison, the greyscale correspond to a fixed range of
temperatures. Thus, the resulting dataset is comprised of n X j number
of unlabelled images, with n being the number of jobs and j being the
number of layers (see Fig. 2).

Two different types of anomalies must be differentiated for the
binder jetting process. The first, Type 1, is connected to potential sensor
failure or human interference that results in inaccurate data gathering,
hence, a process flow outliers and a data quality issue. Contrarily, we
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Fig. 3. Synthetic data creation process: Firstly, we slice a 3d-model and mask printbed and component with the created randomised textures. Then, we create a correlation of
layer k to previous layers to model temperature decay over time. In a subsequent step, we blur, invert and scale the images to achieve an closer approximation to the data of the

real AM process.
Source: Figure adapted from (Zeiser et al., 2023).

characterise Type 2 anomalies as abnormal variation of the normal pro-
duction process that may result in defects and quality issues of the final
product. These defects may also be only internally and not visible upon
visual inspection. Typical types are porosities, agglomerates, striations
an foreign objects. These cause layer disintegration which result in low
material strength and broken sand cores during later casting operations.
Dimensional errors are caused by other faults such layer shifts and sand
agglomerates. The focus of an online process monitoring for anomaly
detection is on Type 2 anomalies. Therefore Type 1 anomalies are
filtered out in a series of cleaning and data preparation steps.

4.2. Synthetic data creation process

In AM the print job file is typically based on a Standard Tessel-
lation Language file. We can reuse this format as basis for domain
randomisation. Similar to how the AM print job is set up, we divide
the STL file into layers and generate Support Vector Graphic (svg)
files that specify the workpiece’s layer-by-layer contours using spatial
coordinates. We apply domain randomisation to closely resemble the
changing temperature distribution of the printbed and component by
dispersing the background and workpiece greyscale on texture maps
(see Fig. 3).

We produce random layer-by-layer temperature distributions with-
out regard to prior layers by masking the shapes defined by the edge co-
ordinates and the parameterised work-piece location with the textures.
To further simulate the actual AM process, parameters are modified to
control the layer-to-layer temperature decrease and the opacification of
the sharp work-piece edges. The minimum and maximum values of a
randomly selected subsample of real images serve as the basis for the
randomisation intervals for these job parameters. To improve variety,
this method is carried out per layer as well as per job to be generated.

Next, aforementioned defects (Type 2 anomalies) are visually spec-
ified and positioned on particular layers per job. To avoid bias in the
data, these anomalous jobs each have their own unique properties, such
as geometry, location, and duration of anomaly in terms of the number
of layers impacted. In order to exploit the resultant dataset of clean and
anomalous jobs for further study and the validation of advancements,
synthetic images, as shown in Fig. 4, are labelled respectively.

5. Generative unsupervised anomaly detection for AM

The real AM process under consideration may still have unknown
anomaly types that are not represented in the synthetic data. Moreover,
as mentioned previously, highly imbalanced problems and the lack of
labels make the training and evaluation of supervised models difficult

or impossible. Therefore, we consider the use of unsupervised methods
for anomaly detection in our research. Furthermore, we use generative
models such as DCGANs and VAEs due to their ability to handle com-
plex and real data. Moreover, the presence of labels for our synthetic
data allows us to evaluate the unsupervised models.

5.1. Experimental setup

The generative models were only trained on synthetic healthy data
to solely learn the distribution of healthy samples and normalised de-
pending on model requirements. We generated a total of 5000 healthy
images and excluded 500 for evaluation and created 500 anomalous
samples of each anomaly type shown in Fig. 4. The training parameters
are shown in Table 1. The convolutional units of the VAE consist of
convolutional layers with ReLU activations. The convolutional units
of the DCGAN include batch normalisation and leaky ReLU activation
functions, while the last convolution of the generator has a tanh ac-
tivation to fit the normalised image pixel value bounds of [0,1]. The
discriminator additionally features dropout layers to prevent overfitting
of the model. However, the DCGANSs trained by us still suffered from
mode collapse, causing the generator to produce similar output images
seemingly independent of the latent input. This issue is addressed
by WGANSs, where the discriminator not only discriminates real and
fake images but gives a rating by the Wasserstein distance between
the distributions of generator generated data and training data and
therefore improves training (Arjovsky et al., 2017). Thus, we imple-
mented an improved WGAN with gradient penalty (Gulrajani et al.,
2017) to stabilise training and were able to generate realistic synthetic
samples with dimensions of 128 by 128. The generator convolutional
units consist of convolutional and batch normalisation layers paired
with leaky ReLU activation functions. The discriminator convolutional
units only feature dropout layers and leaky ReLU activations. Generated
images for both GAN structures are shown in Fig. 5.

For training the VAE, we utilise the binary cross entropy because
of our output bounds [0,1] and better training performance as well as
the Kullback-Leibler divergence (KLD) for the latent space as specified
in Kingma and Welling (2014) to fit the generative distribution to
the training distribution. In comparison to standard Auto Encoders,
the latent space is also defined as probability distributions. For the
WGAN training, we use the Wasserstein-Loss approximation with gra-
dient penalty as in Gulrajani et al. (2017). In addition, we train 3
discriminator iterations for each generator iteration as opposed to 5
in Gulrajani et al. (2017) to speed up the training process.

For the purpose of detecting anomalies, in this case data outside
of the training data distribution, such as anomalies in Fig. 4, with the
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Porous Striation

Fig. 4. Anomaly types included in the synthetic data (red: highlighted location of anomaly). Agglomerate: accumulation of unwanted loose components into a solid compound.
Foreign Object: unknown objects on the printbed. Porous: Temperature difference in the direction of print head movement. Shift: Sudden change of the component location in the
printbed. Striation: Vertical striations from excess binder, sand or nozzle-clogging. (For interpretation of the references to colour in this figure legend, the reader is referred to

the web version of this article.)
Source: Figure adapted from (Zeiser et al., 2023).
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Fig. 5. Generated images of the DCGAN and the WGAN-GP during training with constant latent space vector. While WGAN successfully trains the distribution of the training data,

GAN suffers of mode collapse and generates visually similar images.
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Fig. 6. Generative unsupervised anomaly detection architectures: (A) VAE with Reconstruction Error, (B) AnoGAN (Schlegl et al., 2017), (C) F-AnoGAN (Schlegl et al., 2019).

Table 1
Model and training parameters of generative methods.
VAE DCGAN WGAN
Train data dimension (4500, 64, 64) (4500, 64, 64) (4500, 128, 128)
Batchsize 64 128 256
# Epochs 300 1500 1500

3 for encoder
4 for decoder

4 for generator
2 for discriminator

5 for generator

Convolutional units N
5 for discriminator

Latent space dimension 16 100 128
# Trainable parameters 1430209 3039041 5697 347

VAE we use the reconstruction error calculated by the mean squared
error (MSE) between input image and VAE output image as shown in
Fig. 6. Ideally, the VAE yields high reconstruction errors of anomalies,
as it cannot reproduce image features outside the training distribution,
while healthy samples obtain small reconstruction errors.

For anomaly detection with the use of GANs, we evaluate AnoGAN
(Schlegl et al., 2017) and f-AnoGAN (Schlegl et al., 2019). For a better
comparison, we use the trained WGAN for both methods, as it produces
more realistic synthetic images than the DCGAN. As shown in Fig. 6,
both methods compute an anomaly score consisting of two components:

AX) =(1=2) - AR(X, G(z(X)))
+4- Ap(Ds(X), Dp(G(2(X)))) @

While Ay describes the image reconstruction error between the
input image X and generator output image G(z(X)), A describes the

residual error of the discriminator feature of the same components. The
discriminator features D, are the outputs of the last convolutional layer
as those features are most discriminative for the information trained by
the discriminator (Salimans et al., 2016). For both error components,
we compute the MSE and set the weighting factor A = 0.1 as in Schlegl
et al. (2017). The main difference between the methods is the approach
to find z(X) that minimises the error. AnoGAN finds X +~ z (image
to latent space representation) by utilising backpropagation steps for
each input image, whereas f-AnoGAN separately trains an encoder
solely for the task of mapping input images to the latent space z(X) =
E(X) (Schlegl et al., 2017, 2019).

In our AnoGAN approach, we use 3500 backpropagation steps for
the iterative reconstruction of test samples with the aim to minimising
the anomaly score. Our f-AnoGAN encoder consists of 3 convolutional
units with leaky ReLU activation functions and dropout layers to pre-
vent overfitting. Training of the encoder is done in a subsequent step
after WGAN training, using the same healthy input images X and
resulting discriminator feature outputs D,(X) as labels for the loss
function, which is defined as the anomaly score.

Our technical setup for the implementation of the methods and the
evaluation is based on open source resources, namely Python running
on version 3.7.8, TensorFlow on version 2.3, scikit-learn on version
0.21.2. As computational resource we use a Tesla V100 GPU on a
shared NVIDIA DGX-1 platform.

5.2. Evaluation

Firstly, given the architectures shown in Fig. 6, the computation of
the anomaly score components for VAE and f-AnoGAN requires only a
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Fig. 7. Distribution of anomaly scores depending on anomaly detection architectures on the test dataset, coloured by anomaly types. For f-AnoGAN anomaly score, results are
shown for 2 = {0,0.1,1} as weighing factors defined in Eq. (1). The discriminator feature error term A, shows a clear differentiation capability between good and anomalous
samples. For the reconstruction error A, the distributions are partly overlapping which makes a clear differentiation and setting a threshold difficult without creating too many
false negatives. (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

forward pass of the input image. However, the AnoGAN architecture
requires more computationally intensive backpropagation steps to find
the latent space z for each input image. Moreover, the chosen 3500
backpropagation steps do not converge to a suitable reconstruction for
some input images. By choosing an even higher number of steps, the
computation time increases proportionally. Depending on the current
load of our shared GPU resources, the AnoGAN approach requires ~ 45
sec/image, making it infeasible for real world in-situ monitoring, which
is why we will not inspect it further and focus on the VAE and f-
AnoGAN approaches. For the computation of the test image outputs, the
methods examined in more detail only require fragments of a second
per image, thus enabling them to be implemented in a real world
application.

The Histograms of the resulting anomaly scores for the test dataset
consisting of 500 images for each class are shown in Fig. 7. For
the f-AnoGAN approach, we tested 4 = {0,0.1,1}, which essentially
represents A as the combined anomaly score, as well as its components
Ag and Aj separately. Each approach shows that the distribution of
healthy/no defect synthetic images has smaller anomaly scores than
these of anomalous samples, implying that the trained models can
reconstruct healthy samples better than anomalous samples. The dis-
tributions of the reconstruction error A, for the VAE and f-AnoGAN
for good and anomalous samples have an overlapping range, which
means that setting an absolute threshold for classification will result
on the cost of having false positives or false negatives. Inclusion or
sole consideration of the discriminator feature residual error A, for
the f-AnoGAN method shows a promising gap between the distributions
of the good and anomalous samples. This confirms the statement that
taking discriminator features into account yield a reliable indicator for
anomalies (Schlegl et al., 2019).

However, to accomplish the task of finding anomalies in data, we
still need to develop a method that assigns good or bad labels to the
input data. We will follow the unsupervised approach to fit real world

applications and use the labels only for evaluation. Essentially, we aim
to cluster healthy and anomalous samples and as for the clustering
methods considered, we want to compare an anomaly detection algo-
rithm: Isolation Forest (Liu et al., 2008), a clustering method: k-Means,
an automatic thresholding method: Otsu’s (Otsu, 1979) and a method
to split mixed Gaussian distributions: a non-Bayesian Gaussian mixture
model (GMM) using the expectation-maximisation algorithm defined
in scikit-learn platform. For training these methods, we split the test
dataset defined in Section 5.1 and create a balanced training set of
300 healthy samples and 300 anomalous samples, equally divided with
samples of the 5 anomalous classes shown in Fig. 4. The test dataset
consisted of the remaining 200 healthy samples and a collection of 200
anomalous images. The evaluation of these methods using the anomaly
scores of VAE and f-AnoGAN based on our synthetic labels is presented
in Table 2. We used accuracy as the evaluation metric for our balanced
binary data. While the reconstruction error of the VAE is insufficient
for separation, the combined anomaly score A(X) of the f~AnoGAN
delivers promising results. In particular, the GMM is able to separate
the distributions shown in Fig. 7 well.

Since there is a significant gap between the distributions in A4,
we believe there is room for improvement. Furthermore, we believe
that compressing an image to a one-dimensional anomaly score reduces
the information value. Therefore, we further inspect the feature map
D(X) of the input image itself and the feature map D (G(E(X))) of
the generated image by generator G. Each feature map has a dimension
of 4 x 4 x 512 = 8192 values. For comparison purposes, we train
the same models once on the feature map D,(X), once on a stack
of feature maps [D;(X), D ;(G(E(X)))], yielding an input dimension of
16384 values, and once on the element-wise subtraction of the feature
maps D ;(X)—D;(G(E(X))). The subtracted feature maps using Isolation
Forest deliver the most promising results as shown in Table 2. Isolation
Forest is able to detect anomalies even for high-dimensional datasets
with a large number of irrelevant attributes (Liu et al., 2008). Other
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Table 2
Evaluation heatmap of different combinations from input data and clustering method. Best results achieved with elementwise

Computers in Industry 146 (2023) 103852

subtracted features and Isolation Forest. Otsu’s method was only used on 1d-input to calculate a threshold for clustering.
Gaussian Mixture Model resulted in low memory error due to high input dimensions with stacked feature maps. (For
web version of this article.)

interpretation of the references to colour in this table legend, the reader is referred to the

Cluster method

Input Input Isolation K- Otsu- 1(\;/;;1:2“
data dimension Forest Means Threshold
Model
=
<>C Reconstruction Error Ay 1 0.725 0.688 0.695 0.523
Anomaly Score A 1 0.880 0.953 0.953 0.995
Discriminator Features D, 8192 0.525 0.520 - 0.515
PCA on D, 188 0.793 0.508 - 0.578
poly kPCA on D, 18 0.803 0.510 - 0.503
rbf kPCA on D, 29 0.863 0.520 - 0.543
Stack of features 16384 0.630 0.513 - -
[D,, D (G(E(X)))]
% PCA on feature stack 17 0.853 0.513 - 0.528
3 poly kPCA on feature stack 29 0.870 0.510 - 0.513
5 rbf kPCA on feature stack 27 0.855 0.530 - 0.503
=
Elementwise subtraction of 8192 1.000 0.688 - 0.500
features [D; — D (G(E(X)))]
PCA on subtracted features 4 1.000 0.675 - 0.995
poly kPCA on subtracted 7 1.000 0.508 - 0.998
features
rbf kPCA on subtracted 25 0.778 0.993 - 1.000

features

methods might suffer from the curse of dimensionality, meaning that
larger dimensions result in a lower relevant information density and
therefore lower scores. Thus, we use principal component analysis
(PCA) to reduce dimension of the model input on the aforementioned
feature maps directly and in other spaces transformed by polynomial
and radial basis function kernels (Scholkopf et al., 1997). The shown
number of used PCA components was incrementally identified by eval-
uating the Isolation Forest’s accuracy. All in all, as shown in Table 2,
this increases the performance of Isolation Forest for the input image
feature map and the stack of feature maps, while the performance of
k-Means and GMM do not differ. The dimensions of the model input
can be reduced in the double digits space.

As for the subtracted feature maps, which are the direct input for
the discriminator feature residual error A, the dimension reduction
also greatly increased performances of k-Means and GMM. With only
4 linear PCA components, the GMM achieved 99.5% accuracy and
with 25 kernelised PCA components with the radial basis function, the
k-Means algorithm achieved 99.3% accuracy.

Furthermore, we increased the number of clusters in the hyperpa-
rameters of the clustering methods k-Means and the GMM to essentially
separate different types of anomalies. As for the training data, we used
300 images of each class and computed the anomaly scores and feature
maps to have a balanced dataset. The remaining 200 images for each
class were used as validation data. However, even using the different
input transformations as in Table 2, the trained models were not able
to significantly cluster different anomaly types. The trained features
and used models were only able to differentiate between healthy and
anomalous samples but not classify multiple class.

All things considered, we believe that using subtractive F-AnoGAN
features in combination with Isolation Forest is a better approach for
locating unknown anomalies than simply computing an anomaly score.
Especially, when real world data contains a lot of noise with small
geometrical anomalies, the distributions of anomaly scores will overlap,
making them insufficient for monitoring applications. We believe that
collecting healthy samples and training of the WGAN and encoder
is the most important step in this pipeline for anomaly detection,
because the features of the discriminator heavily depend on the learned
distribution.

6. Conclusion

Psarommatis et al. emphasise missing collaboration of academia and
industry as a main problem in research on ZDM and advancing its
methodologies (Psarommatis et al., 2020). With our work we counter-
act this shortcoming. One major challenge to advance potentials of deep
learning for industrial processes, especially to further implement zero
defect manufacturing, is access to relevant, clean and labelled data for
model development. By synthesising data with domain randomisation
and bringing it into the loop for development of anomaly detection
pipelines, we identified great potential: Economically due to low cost
of data creation without any physical production, as well as technically
due to exact labelling. In the ZDM context this provides a possibility to
develop data-based inspection methods already in parallel with man-
ufacturing process and quality planning phases. Hence, in prototype
production prior to product launch and start of serial production (SOP).
This is an extension to what Powell et al. call “first-time-right and
quality ramp-up minimization” as main research direction to advance
ZDM (Powell et al., 2022).

Anomalies go beyond previously known defects and can occur as un-
known, harmful deviations of the normal processing. As a consequence
we chose a generative unsupervised anomaly detection approach over
a simple supervised model. Based on f-AnoGAN, we implemented a
method capable of detecting the anomalous samples in an unsupervised
manner. In an evaluative comparison by utilising the synthetic labels,
we proved that using clustering methods with features generated by the
deep networks yields better results than computing an anomaly score
solely. The presented, data-centric approach to artificial intelligence
shifts attention towards data pre-processing and data quality. With this
input optimisation, deep learning, like anomaly detection techniques,
will likely perform better in real-world scenarios. Besides binder jetting
and other AM techniques also different manufacturing technologies
with in-line imaging inspection methods can benefit from the presented
approach, e.g. automated welding, casting or coating. In cases where
the starting point may not be a CAD file with the expected geometry,
modifications must be made at synthetic data creation. However, the
approach of domain randomisation and synthetic anomaly inclusion
is independent of the manufacturing process. Future work will direct
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towards enhancing domain randomisation in order to explore effects of
different variability levels in synthetic data as well as analysing mixed
datasets, i.e. real and synthetic for a comprehensive transfer learning
approach.

Present work includes only object-like defects as anomalies. Though,
trends, patterns and higher order features may be present, related to
an uneven temperature distribution and indicating quality issues in the
final part. Further analysis on unknown, more implicit anomalies is
required. As generative models, especially WGAN, present good rep-
resentation results for the AM dataset we will extend our experiments
to non-geometric anomalies. These generative models are also further
to be investigated by combining unlabelled big data with labelled small
data or using combinations of real and synthetic data.
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