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What Works in the Digital Age? VR and Smartphone
Applications for Forensic Psychology

Forensic psychology lies at the intersection of criminal justice and mental
health care (Vollm et al., 2018). Its main goal is to reduce the chance of re-
cidivism and address treatment targets in relation to offence-related factors and
psychiatric disorders (Kip et al., 2018; Vollm et al., 2018). The forensic po-
pulation i1s characterised by various risk factors for recidivism, such as high
psychiatric comorbidity (Fazel & Danesh, 2002; Van der Veeken et al., 2018),
relatively low treatment motivation (Drieschner & Boomsma, 2008; Kip et al.,
2019b) and low cognitive abilities (Kip et al., 2019b). The combination of these
risk factors makes the forensic population both hard to reach and difficult to
treat, which is reflected in high reoffending rates (Bengtson et al., 2019). As risk
factors are diverse, the use of individualised therapy is essential for treatment
efficacy (Bonta & Andrews, 2007). Implementing technology in treatment can
support individualised therapy (Kip et al., 2019b). Furthermore, when applied
in the right way, technology could reduce bias and increase inclusivity.
Therefore, technologies could enhance the forensic field in the main elements
of care: risk assessment, offender rehabilitation, and reintegration (Bonta &
Andrews, 2007; Vollm et al., 2018). Two forms of eHealth with the potential
for application with a forensic population include Virtual Reality (VR) and
applications for mobile devices (“smartphone apps”). Both are discussed in
this chapter.

VR has several features that can make it a valuable addition to the forensic
psychology toolkit. In this chapter, we focus on immersive VR (also referred to as
IVR) which is generally experienced through a head-mounted display (HMD)
(Fox et al., 2009). For research and assessment purposes VR provides advantages
over current methods. Among others, VR enables objective data gathering and
standardised treatment, resulting in less biased and more individualised assess-
ment. Consider roleplay exercises, which generally take place with real actors.
Confederates or trained actors’ verbal and non-verbal behaviour may cause
unintentional variation in the treatment and they may vary in terms of
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appearance and physique, dress, non-verbal cues, et cetera. All these aspects can
be standardised using VR. Additionally, in VR, an avatar’s or participant’s
characteristics (e.g., gender, age, skin colour, weight) can be experimentally
changed and tailored to the needs of the specific target population.

Furthermore, clinical VR where simulated interactive learning environments
are created that are difficult to realise in real life has been shown to be a powerful
therapeutic tool (Hamilton et al., 2021). In these virtual settings, behaviour
change can be supported without endangering others (Cornet & Van Gelder,
2020; Farley, 2018). Since VR environments are adaptive and do not require
well-developed imaginative, verbal and cognitive skills, they can be tailored to
the needs of diverse populations. Hence, they are an inclusive and engaging form
of treatment compared to more conventional approaches and have the potential
to be accepted by offenders (Kip et al., 2019b).

Smartphones have their own set of unique features. In the previous two
decades smartphones have become an accessible and user-friendly form of
technology with potential for research and intervention. Smartphone devices
contain cameras, have GPS, internet connectivity, and various sensors (Miller,
2012). In addition, many different kinds of software applications can be run on
these devices. Such features allow for efficient and individualised data collection,
for example by registering participants’ real-time location anywhere in the world,
and administering interactive tests at any time of day (Kuntsche & Labhart,
2013; Miller, 2012). Furthermore, the potential of smartphones for forensic
psychology extends to new possibilities for interventions, for example through
serious gaming and via “portable” therapy (Bakker et al., 2016; Linardon et al.,
2019). In addition, smartphones offer novel possibilities to engage with in-
dividuals living in remote areas or residential settings and provide opportunities
to bring help and assistance within easier reach for a broader, and therefore
more diverse, audience.

To summarise, both VR and apps can enhance treatment engagement and
motivation (Kip et al., 2019b; Klein Tuente et al., 2020; Ticknor, 2019) and be
tailored to individual user needs. Furthermore, both allow for objective data col-
lection, which can reduce implicit bias in assessment. In addition, for an in-
carcerated population, VR and apps can support digital resocialisation.
Yet, despite their potential, forensic psychology has not yet fully embraced the
possibilities that these technologies offer (Cornet & Van Gelder, 2020; Kip et al.,
2018; Ross, 2018; Ticknor, 2018). Our goal 1s twofold. First, we aim to provide a
state-of-the-art review of smartphone and VR applications in forensic science. This
updates the review for VR by Cornet and colleagues (2019). Second, we show the
potential of these technologies beyond the current state of the art. Below, we start
out with presenting the findings of our review.

Results

This review yielded 18 VR applications and 18 smartphone apps (see Tables 8.1
and 8.2 for details on the literature search). Based on these results, we conclude
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Table 8.1 Search methods and eligibility criteria

The literature search included the databases of Web of Science, PsycINFO, PubMed, and
Scopus in June 2021.

For VR, we replicated the search used in a previous review with the same keywords and
databases (Cornet et al., 2019). We then conducted a similar search for apps. We used
the following search terms: (“virtual reality” OR “augmented reality”) / (“mobile
app*”) AND (judicial*, forensic*, crim*, delinquen®, aggress*, antisocial*, externali?ing,
impuls*, violen*, prison*, “conduct disorder”, psychopath*, offend*, detention, jail,
parole, probation, victim*, police, “offender assessment”, “offender correction”,
“offender rehabilitation”).

To include VR and smartphone applications that were not reported on in scientific
publications, we also conducted a web search with the Google Search Engine with
keywords related to technology (“virtual reality” / “mobile app”) in combination with a
simpler search string of keywords related to a forensic population (e.g., “prison”/
“offender”/ “delinquent”). Finally, additional applications were located through
browsing the reference sections of relevant articles.

Studies were selected if they were published in English or Dutch, and researched or
described either VR or smartphone applications developed for or validated by a
forensic population.

Table 8.2 Study selection

For VR, 3426 references were initially identified in the scientific databases. After
duplicates were removed, this number was reduced to 2593. All references were
screened by title and abstracts, which excluded a further 2542 articles. After
selection, the remaining full-length articles were retrieved for further analysis
resulting in the exclusion of another 41 studies. In total ten studies met the criteria to
be included in this review. The web search yielded an additional eight VR
applications, leading to final selection of 18 VR applications. For a schematic
overview of the VR search, see Figure 8.1.

For smartphone apps, 1492 references were initially retrieved through the databases,
which was reduced to 1204 after removing duplicates. After titles and abstracts were
screened for eligibility, 39 articles were selected for further consideration. A total of six
studies met the inclusion criteria and were included in this review. The web search
yielded an additional 12 smartphone applications, leading to a total of 18 smartphone
apps. For a schematic overview of the search see Figure 8.2.

that (1) the development and implementation of VR and smartphone applica-
tions for forensic populations are still in their infancy, but interest is increasing;
(2) most VR applications have been developed for rehabilitation, whereas most
smartphone apps have been developed for reintegration; and (3) scientific re-
search investigating the effectiveness, feasibility and usability of VR and smart-
phone applications is scarce. Below we present an overview of the opportunities
these technologies offer for supporting risk assessment, offender rehabilitation,
and reintegration.
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Method

Risk Assessment

VR for Risk Assessment

Forensic risk assessment refers to the process of predicting and evaluating the
likelihood of future offending (Brown & Singh, 2014; Singh & Fazel, 2010). This
involves the routine examination of individual, social, or contextual factors
(Bogaerts et al., 2017; Brown & Singh, 2014).

VR offers several opportunities for forensic risk assessment. Firstly, exposing
an individual to a virtual risk scenario does not pose actual risk to others or the
user. Secondly, VR can provide insight into criminal decision-making processes
which are usually covert due to the illegal nature of crime (Cornet & Van Gelder,
2020; Fromberger et al., 2018; Kip et al., 2019b). Thirdly, the lack of restrictions
as to the kinds of different environments that can be developed allows for a wide

Records identified through database
searches (n = 3426)

N = 2542 records excluded,
because they did not discuss a VR
application or target a forensic
population.

Records after duplicates removed
(n = 2593)

Records screened
(n = 2593)

N = 41 full-text articles excluded,
because the 1) application was
developed for research on crime; 2)
article did not discuss an actual
| application, 3) article was about
Full-text articles assessed for cyber criminality; 4) full text was

eligibility (n = 51) not available; 5) article focused on
application for catching crime.

Studies included in qualitative
synthesis (n = 10)

Additional records identified through

other sources (n = 8)

Total applications included
(n= 18)

[ Included ] [ Eligibility ] [ Screening ] [Identification]

Figure 8.1 Schematic overview of the VR search.
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Figure 8.2 Schematic overview of the app search.

range of criminogenic situations to be assessed. Fourthly, VR offers high levels of
researcher control. Besides the ability to test individualised scenarios, this enables
exposing participants to the same virtual environment (VE) thus enabling highly
standardised observation. Fifthly, VR allows for the measurement of physiolo-
gical responses, which facilitates detailed measurement of behaviour (e.g.,
movement, eye gaze; see Nee et al. (2019) and Park & Lee (2021). Therefore, VR
can provide a more thorough evaluation of behaviour, physiological processes
and criminal decision-making processes (Parsey & Schmitter-Edgecombe, 2013).
This may improve ecological validity of risk assessment and reduce implicit bias
(Fromberger et al., 2014; Parsey & Schmitter-Edgecombe, 2013; Rizzo et al.,
2000), because physiological measurements do not require data linked to in-
dividual factors as race or socioeconomic status (Haarsma et al., 2020).

Despite these advantages, the use of VR for risk assessment is still in its in-
fancy. The located VR risk assessment tools and applications (see Table 8.3)
make use of the advantages of VR in different ways. They share the aim to gain
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mnsight into decision-making processes but differ in the type of criminogenic en-
vironment they use for that purpose. These range from neutral environments like a
supermarket (Fromberger et al., 2018), to provoking scenarios intended to trigger
delinquent behaviour (Klein Tuente et al., 2020; Sappelli et al., n.d.; Smeijers &
Koole, 2019). Furthermore, most of the located VR assessments only use virtual
environments (VEs) to observe behaviour rather than supplementing VR with
physiological measurements for objectively measuring behaviour. For example, to
date only one research group used additional measurement equipment in their VR
assessment of those convicted of sexual offences (Renaud et al., 2014).

VR offers a wide range of untapped opportunities for supporting forensic risk
assessment. For example, supplementing VR assessment with additional equip-
ment (e.g., to measure brain activity, heart rate, and/or skin conductance) may
provide a more comprehensive image of behaviour and decision-making pro-
cesses. Additionally, gamification can be used to make the assessment more in-
teractive, attractive, and engaging. However, methods to quantify observed
behaviour must be developed in order to be able to use VR for assessment
purposes. In addition, even though research has shown that behaviour displayed
in VR seems to correlate with how participants would behave in real-life
(Fromberger et al., 2018; Nee et al., 2019; Renaud et al., 2013; Renaud et al.,
2014), it is important to remain cautious about the generalisability of virtual
forensic risk assessment to the real world. This generalisability depends on a
series of factors, including the type of risk factor involved, the quality and
character of the VR instrument, and the type of behaviour and offender under
study. Until the external validity and diagnostic value of a specific risk assessment
instrument has been unambiguously assessed, no claims towards generalisability
can be made.

Smartphone Apps for Risk Assessment

In general, existing forensic risk assessment methods will occur in a clinical setting
and are often dependent on retrospective self-reports. As retrospective self-reports
cannot reliably capture fluctuations in behaviour, current methods appear re-
stricted in how well they measure real-world behaviour (Parsey & Schmitter-
Edgecombe, 2013). Compared to traditional forensic risk assessments, and also
VR-based assessment, smartphones carry a number of advantages. Firstly,
smartphones are an accessible and user-friendly technology that most people carry
with them throughout the day. Secondly, smartphones have an extensive research
potential, because they are equipped with a set of sensors (e.g., GPS, microphone,
accelerometer, gyroscope) and features that can collect information about their
user and their environment (Miller, 2012). The combination of these two char-
acteristics enables efficient and frequent (even continuous) data collection in real
time (e.g., ecological momentary assessments (EMA); Shiffman et al., 2008). These
data can be collected in the user’s natural living environment without temporal or
spatial restrictions (Van Gelder, 2020), which reduces bias and increases ecological
validity (Russell & Gajos, 2020; Shiffman et al., 2008).
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However, developing apps for risk assessment and testing their effectiveness is
challenging considering data can be affected by smartphones changing hands,
and privacy and ethical issues (Keusch et al., 2019; Nicholas et al., 2019). In
addition, even though computerised measurements make people feel more
anonymous and therefore seem to reduce social desirability bias (Richman et al.,
1999), a certain risk of social desirability when collecting data unsupervised
cannot be excluded. The challenges in developing apps for forensic risk assess-
ment are reflected in the limited number of apps for this specific purpose. There
also seems to be a lack of apps targeted at the forensic population that use EMA
methods to passively collect data through smartphone sensors.

Two of the forensic risk assessment apps that our review identified, Qol.-ME and
The Zelfscore App (see Table 8.4), have been developed to facilitate self-management
for service users who wish to gain more insight into themselves and their progress.
Therefore, these apps are self-report-based and require active user input.

Additionally, to actively collect self-report data, apps offer wider opportunities
for forensic risk assessment (Arean et al., 2016; Bush et al., 2019). Firstly, apps
can include tasks or games which assess behaviour (e.g., neurological tasks or
serious games) (Sobolev et al., 2021). Preliminary results even suggest that app-
based serious games can predict reoffending or psychiatric relapse with predictive
accuracy similar to commonly used risk assessments. Haarsma et al. (2020) de-
veloped a gamified set of neurocognitive tests administered on a tablet. To
predict the chance of reoffending, test results were analysed with machine
learning methods. Due to only neurocognitive input being required to predict
recidivism levels, implicit bias and confounds of static factors (e.g., criminal
history) are limited (Haarsma et al., 2020; Ormachea et al., 2016). Secondly,
apps can collect data in an unobtrusive and highly individualised way (Parsey &
Schmitter-Edgecombe, 2013). For example, smartphones can collect data on
physical activity (accelerometers and pedometers), social network (Bluetooth,
messaging services, or number of phone calls), sleep patterns (screen interaction),
stress levels (additional wearables such as breast or wrist bands), and psycholo-
gical well-being (facial emotion recognition through the front camera). Passively
collecting such data enables evaluating the connection between measured factors

(Russell & Gajos, 2020).

Offender Rehabilitation

VR for Rehabilitation

Treatment of patients in forensic settings focuses both on reducing criminogenic
factors and treating psychiatric problems related to antisocial behaviour (Bonta &
Andrews, 2007). For the efficacy of offender rehabilitation, it is essential to en-
gage service users in their treatment and to support the transfer of cognitive skills
to behaviour (Andrews & Bonta, 2010; Bonta & Andrews, 2007).

VEs have several characteristics that render them well-suited for training self-
regulation skills and learning prosocial behaviour. Firstly, in VEs a situation can
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be experienced that would otherwise involve risk, contain prohibitive ethical
implications, or be impossible to create in real-life (Cornet & Van Gelder, 2020).
Secondly, VEs can realistically reflect the real world, thus they do not pose high
demands on imaginative skills, which may support transfer of skills learned in
treatment to real life. In addition, it is important to consider that for VEs to
realistically reflect the world of a diverse population as the forensic population,
they must allow for a high level of customisation (e.g., VEs reflecting different
kind of neighbourhoods, body types, gender identities, and skin colours). Thirdly,
VR seems to provide higher self-reflectiveness compared to memory or imagi-
nation (Riva et al., 2016; Ventura et al., 2021). For example, individuals can
embody another avatar in VR to increase perspective taking abilities (Ventura
et al., 2021) and empathy levels (Schutte & Stilinovié, 2017; Seinfeld et al., 2018;
Ventura et al., 2021). Fourthly, the immersive character of VR and the possi-
bilities of interaction and gamification are likely to be experienced as engaging
(Klein Tuente et al., 2020; Ticknor, 2019), which supports therapy adherence
and may reduce treatment drop-out (Andersson et al., 2018; Evans et al., 2009).

Multiple VR applications for offender rehabilitation have been developed (see
Table 8.5). All of these focus on individual learning exercises, with aims ranging
from learning practical skills (e.g., Virtual Mechanic) to aggression regulation
skills (e.g., VR Aggression Prevention Training or VRAPT). Furthermore, there
are differences in the methods used to achieve behaviour change. For example,
VR-GAIME includes gamification, where Seinfeld et al. (2018) and FutureU
include perspective changing exercises. Despite the variety in VR interventions
for offender rehabilitation, only a limited number of efficacy studies have been
undertaken. Two recent RC'Ts have been unable to prove the effectiveness of the
VR mterventions under study (Klein Tuente et al., 2020; Smeyers & Koole,
2019). More research is needed in different forensic settings (e.g., outpatient
settings), with multiple research outcomes (e.g., behaviour and skills in social
situations, treatment motivation, or emotion recognition) (Klein Tuente et al.,
2020), different VEs, and with other behavioural change theories underlying the
intervention. Furthermore, since technology as VR is suited for establishing
virtual social connection, the potential of group learning could be explored.
Especially for incarcerated populations the added value could be assessed of
offering virtual group sessions, or virtually involving family members and peers to
engage the offender’s network in treatment.

Smartphone Apps for Rehabilitation

Whereas VR offers a safe environment for practicing skills and behaviour, this
environment is generally physically bound to the treatment setting. To be able to
continue the learning process beyond the treatment setting, smartphones could
be used. Since these devices have become part of the daily routines of many, they
offer unique advantages for delivering interventions (Stieger et al., 2018). They
are accessible from almost anywhere and at any time. Therefore, they can reduce
barriers to treatment adoption, increase acceptance of interventions, and
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enhance access to care (Zhang et al., 2015), either by providing stand-alone
interventions, or by extending the reach of existing treatment methods (e.g., the
My Companion App, see Table 8.6). Furthermore, app-based interventions can
be highly individualised (Stieger et al., 2018) and offered at the right moment and
place (ecological momentary interventions or EMIs; Heron & Smyth, 2010).
Additionally, apps may improve transfer of skills acquired during treatment
because interventions can be accessed and delivered in real time and in the
natural living environment of the user (Heron & Smyth, 2010).

The apps that the current review yielded offer both EMIs that need to be
actively accessed by users (e.g., chatting in the FutureU app), and EMIs that
passively emerge (e.g., the GRiP app noticing heightened stress levels). However,
even though smartphones contain sensors and features that can be used for EMA
and EMI (e.g., accelerometers, GPS, and Bluetooth), the currently available apps
only use a few of them. GPS is used in A-CHESS and BFO to locate the user and
provide EMIs when the user enters a risk area. GRiP uses the microphone of the
user’s smartphone to capture their voice volume and external sensors (a heart or
wrist band) to measure their heart rate variability. Furthermore, only a few apps
offer educational and health care modules (e.g., A-CHESS and BFO), and they
focus mostly on substance abuse.

To make better use of smartphones’ potential for providing interventions for
offender rehabilitation, intervention modules which focus on other aspects of
behaviour change aside from addiction need to be developed. Another re-
commendation would be to further explore the possibilities of EMIs that use
sensors and features to passively collect data. Offering support at the right mo-
ment and at the right place can assist a forensic population during stressful or
risky situations. For example, through pre-programmed prompts or by offering
the option of calling a therapist or peer. In such a manner, EMIs could after-
wards support evaluating these risk situations to promote learning and support
prevention. Therefore, it is worth looking into the possibilities of apps for of-
fender rehabilitation and into the acceptance, feasibility, and usability of such
interventions.

Reintegration

VR for Reintegration

Reintegration involves the process of re-entering society after having served a
prison sentence or when released from a residential psychiatric institution.
Empirical research into what elements and combinations of reintegration services
prove most successful in reducing recidivism is scarce (Wormith et al., 2007).
Since reintegration support and continuity of mental health treatment is often
essential for preventing relapse and recidivism (Graffam et al., 2004; Ventura
et al., 1998), support must necessarily enhance continuity of care and bridge the
gap between life in prison and life on release. VR can reduce this gap in two
ways. Firstly, VR can provide a realistic glimpse of the outside world while still in



143

What Works in the Digital Age?

*OSI0I9XD UONUAIUL uonejuowd[duwr

ue pue Jes aImny oA jo aandadsiad

o) oxey 0) [epod (A owm € “Iasn oY)

JO JejeAR PISE Uk M UOTIBSIIAUOD JBYD
PoyIES € SAMNPOW SNOLIEA JO SISISUOY)

.UENJ HENCMEOULHOQ Mmoﬂu Jum\,\w
sonmanoe A[rep wiojrod 01 poyse e sIds)
"SBATE YSLI J0JUD SIISN JI
STIAZL PU® $9sII9xd uonexear Jurpraoxd
Aq osnsrur 9ouLISqNS WO ISISIP 1SN o)
dpoy pue swrwwrersoxd (O 1q oy 1oddns
dde oy ur sompow jo spury JUAIHI(]
"8uraq-[om Surpresox
UOT)BULIOJUT UTeS SAQAINS A[YO0A\\ "eoTe
SSLI B JBOU ST JOST I} UM UOTIUIAINUL
oxorur & opraoid [[im pue sedre
SSLI $91BD0] 5 ‘SO[NPOW [BUONLINPI
JO pury JUdIPIP 0} ss900€ daey 9[dodg
‘uonuoArur ue sxpo dde oy ‘painsesw
9IE JBY) SIN[LA UILLID JAOCE IWN[OA
90I0A IO S[9AJ[ SSANS UIYAA "dWN[OA
9010A soanseowr suoydororu Iy T,
"AI[Iqerrea oel 1redy aunseow o) dde
9Y} 01 PIVIUUOD I UL (SAYDIEMIIBIUS
10 spueq 1$edlq ‘Spue( ISLIM) SIONIBUWOL]

"UOTBIUILIO QINny
Sunueyuo Aq Inoraeyaq

Sumeajop-J[os npay
"dde ue era paseardop oq
uorssox3de pue pasoxduur

9] P[MNOOd [0U0I-J[s JT \Aﬁuﬂzw

"AI0A0091 10§ $[00) ping
pue OUDI[ISAI UIYISUING

‘UONDIPPE [OYOI[8 PIM
Surrapgns ordoad ur asdefax
yuasroxd pue A10A0091

UIBIUTEW PUE IAJYOY

"S3uI[a9)

9591} [ONUOD puE JOYUOW

0] uIe9[ pue ‘193ue pue
SSAI)S ISTUGODAI 0) UILI|

SIOPURJO IMpe unox

swopqoxd
uonemsaI uorssaIsse ym suonemndog

SIOPUILO PIAJOAUI-IIUBISANS

JOJ UOTJUDAIIUL PISE(-)1IUIIIUL

ue 01 padepe sem owrrersoxd
QU T, "SIOIPPE dourISqNS IO

UOTOIPPE [0Y0de M Surrogns ojdoa g

S[[IYS [0IUOD MO[ pue
‘$Sa1S 10 [esnoJe Jo junowre ysiy
e ‘suapqoad uonensar uorssaIsse
i syuaned otneryaAsd orsuatoy mpy

(6505
Jd 19 mcoﬁozv NIy
(1505

“Ie 1 dry) dde (1.D9)
mcwcmdprﬁ ~OQBCOO|,:QW

(9105 “Te 1 uosiy)
ddy worueduwor)

AN - (049)
QUITU() 991 Suryearg

(910 e
uosuyo[ p10g “Te 10
uoseIsny) ) SSAHN-V

(8107
e 19 10paIsS00Y])
[wonuoasad st uonoear
poon)] onuasdxg

ST 91}0BIY IPI0K)

uonquosay

709

uoyvngod 195w [

sioymy  Juoyvayddy

uoneN[IqeraI Jepudgo 1oy suonedrdde suoydirewg 99 gqn 1



144 Aniek M. Siezenga et al.

custody. By virtually being exposed to the outside world, prisoners might be
better prepared for what life looks like on the outside. Secondly, VR can support
preparation for re-entry into the community by providing opportunities for
practicing common “all-round” skills (e.g., opening a bank account; Dolven &
Fidel, 2017) and learning how to avoid potential risk situations (e.g., how to reject
an offer of drugs; Teng & Gordon, 2021).

The use of VR to support reintegration is already being explored, as is re-
flected in the various types of VR applications that this review yielded. Various
prisons have implemented VR programmes to prepare for life after release (see
Table 8.7). They offer virtual practice environments, ranging from navigating
public transportation to shopping at a self-scan supermarket (Dolven & Fidel,
2017). By practicing these skills in a realistic and individualised environment,
digital resocialisation is supported and offenders are better prepared for life after
release, therefore reducing the gap between prison and society.

However, research investigating the effectiveness of using VR during re-
integration is lacking. Since immersion in realistic looking scenarios (e.g., when
practicing how to deal with risk situations after release) could potentially
trigger traumas (Teng & Gordon, 2021), research is needed to avoid coun-
terproductive effects.

Smartphone Apps for Reintegration

Since apps can be accessed at any place and any time they can function as a
useful tool for assisting reintegration by supporting service users on probation.
The majority of apps that the current review has yielded have been developed for
the purpose of reintegration (see Table 8.8). Two types of reintegration apps can
be broadly distinguished. Firstly, apps exist that function as an extended form of
probation supervision. These apps can replace electronic ankle bracelets and
reduce the number of physical check-ins, for example, by offering mobile check-
ins with the probation officer and by providing probationers with Bluetooth
breathalysers to measure alcohol levels at a distance (e.g., Outreach Smartphone
Monitoring or OSM). Secondly, apps have been developed with the specific aim
to facilitate the reintegration process without active supervision. To achieve the
latter goal, apps can offer various possibilities, for example, gamification (e.g.,
MyNeon), or by offering educational modules (e.g., StaySafe and Mobile-
Enhanced Prevention Support or MEPS), mental health support and crisis
support (e.g., Utsikt and Changing Lives).

The reintegration apps we identified mostly provide educational modules or
mental health support, which need to be actively accessed in the app. Ideally,
reintegration apps should also contain EMA and provide EMI based on these
data to facilitate continuity of care during reintegration. In addition, research
on the uptake, feasibility, usability, and effectiveness of reintegration apps
1s lacking. Therefore, it would be valuable to study if probation officers and
service users perceive the apps as useful, and if the apps support reducing
recidivism.
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Discussion

The current review has identified VR and smartphone applications for forensic
populations, with the specific aim of illustrating the possibilities that these
technologies offer for research and intervention. The results indicate that few VR
and app interventions have thus far been developed for this domain and that
research on their feasibility, usability, and effectiveness is scarce. After an ex-
tensive review of the literature and a general web search, 18 VR and an equal
number of smartphone applications were identified. We argue that both VR and
smartphone apps nevertheless have much potential for this specific target
group by offering novel ways for targeting treatment needs and supplementing
standard therapies (Linardon et al.,, 2019). VR enables observation and
training of behaviour in various criminogenic environments that are safe, cost-
efficient, and easy to control (Van Gelder et al., 2014). Smartphone apps can
provide cost-effective, easily accessible interventions that enable access to in-
dividualised treatment anytime, anywhere (Linardon et al., 2019; Zhang et al.,
2015). In addition, both VR and smartphone apps entail the possibility of ob-
jectively collecting data, which can reduce mmplicit bias (Haarsma et al., 2020;
Renaud et al., 2014) and therefore add to a more inclusive practice.

Among the identified VR and smartphone applications, their complementary
use was hardly considered. This is a missed opportunity because the specific
characteristics of VR and smartphone applications make them uniquely suitable
for complementing each other. Whereas VR provides realistic and safe practice
environments (Botella et al., 2015; Fox et al., 2009), it is only available at places
where the required hardware is available. Smartphones, on the other hand, offer
less of an immersive experience, but the portable nature of these devices facil-
itates the access to intervention material at any time and place. Furthermore,
smartphones can track their users’ real-world behaviour and can collect ecolo-
gically valid behavioural data (Bush et al., 2019; Miller, 2012). VR enables the
objective observation of behaviour in simulated environments (Fox et al., 2009),
although the extent to which this environment evokes real-world behaviour is yet
to be determined. The combination of VR and smartphone apps in forensic
psychology has the potential to increase learning effects in rehabilitation and
reintegration, and the combined data of VR and smartphone apps can enrich
assessments and research and ultimately tell us more about how we can better
manage risk — with multiple benefits to society.

One example of complementary use of VR and apps is the FutureU inter-
vention that is currently under development. This intervention aims to reduce
self-defeating behaviour by enhancing future orientation and identification
with the future self. In FutureU VR, participants are introduced to an avatar of
their future selves with whom they interact. Taking the perspective of this
future-self enhances future self-continuity (Ganschow et al., 2021) and has
proven to reduce self-defeating behaviours among a student population (Van
Gelder et al., 2013), and in a sample of convicted offenders (Van Gelder et al.,
2021). FutureU also includes a smartphone application in which participants
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can interact with their future-self on a daily basis. An RCT to study the ef-
fectiveness of the FutureU smartphone application is currently underway
(Mertens et al., 2022). Another RCT that will involve both VR and the
smartphone application is planned for 2022.

Points of Attention Related to VR and Apps

The lack of development of VR and smartphone applications and their limited
implementation in practice could be because of limitations related to the tech-
nology. The wearable nature of smartphones has the disadvantage that these
devices can be lost, stolen, sold, or exchanged, leading to data loss or invalid
data. Limitations related to software are high development costs and the ex-
pertise required for their development. In addition, once an application has been
developed the involvement of software developers — and thus costs — does not
necessarily stop, for example, because updates are required (Larsen et al., 2016).
Therefore, VR and smartphone app development currently only seems available
for research groups, forensic institutions, or individuals that have a certain
amount of budget. That said, not too complex applications should be well within
reach of the average research budget. Furthermore, this review also identified
that for smartphone apps, research is scarce regarding what psychological me-
chanisms, behavioural change techniques, and features contribute to the appli-
cation’s efficacy (Bakker et al., 2016; Chib & Lin, 2018; Linardon et al., 2019).
There is also a paucity of research on which features are essential to keep users
engaged, preventing low uptake, and increasing retention rates (Bakker et al.,
2016; Hennemann et al., 2017; Torous et al., 2018).

The implementation of VR and smartphone applications is a work in progress.
Studies confirm that acceptance of eHealth among health care professionals is
still limited (Hennemann et al., 2017; Kip et al., 2019a). It is therefore important
to consider how the use of technology in forensic health practices is influenced by
organisational culture, professional ideologies, values and working conditions
(Graham & Mclvor, 2017), and how increasing the use of technology will affect
work within forensic health practices and the relationship between therapists and
service users. Even though implementation is often only included in the final
stages of intervention development, it is critical that the implementation process
is carefully considered from the outset to ensure that VR and smartphone app
interventions will be integrated in existing care (Kip et al., 2019a; Kip et al.,
2021; Schueller & Torous, 2020).

Technologies like VR and smartphone applications have the potential to make
the forensic field more inclusive. For example, VR and apps facilitate highly
individualised data collection in real time that includes physiological measures.
Such measurements are more objective compared to observations and ques-
tionnaire data. In addition, they can aid in explaining data from observations or
questionnaires. Physiological measurements therefore have the potential to re-
duce the impact of blind spots and implicit bias in human judgement, which will
support a more inclusive practice. To achieve inclusive design, it is important for
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researchers and software developers to design VR and smartphone applications
with diversity in mind. For example, virtual avatars and VEs must reflect dif-
ferent cultural and social realities. To accomplish this, it is important that service
users are involved during the development phase of the design. Furthermore, it is
necessary that future research investigates how technology can facilitate the
forensic context to become more inclusive, but also in what way technology can
create additional barriers.

A final reason for the lack of development and usage of VR and smartphone
applications for forensic populations is the various ethical concerns and privacy
related questions that their usage raises (Schueller & Torous, 2020; Zhang et al.,
2015). Firstly, forensic residential settings may resist access to smartphones and
the internet, because of the adverse impact technology can have (e.g., access to
the dark web, or opportunities for engaging in illegal activities). Secondly, ethical
standards and professional guidance around the use of these technologies within
health care practices is lagging behind their implementation. This creates both a
gap and a grey area that impacts both the willingness and the ability of orga-
nisations and individual practitioners to implement. Furthermore, current laws
regarding data privacy and security in mobile application research are lacking
(Ross, 2018; Tovino, 2020). Both VR hardware and smartphones are provided
by major technological companies who collect user data. Media coverage about
some of these companies in recent years in relation to data sensitivity and se-
curity is likely to create barriers around engagement with technology in this field
of work. For smartphone apps that collect background data, it is questionable
how ethical it 1s to track people continuously, and possibly threaten the privacy of
third-party bystanders (Miller, 2012; Tovino, 2020). For forensic populations in
particular, the most important ethical concern i1s how the collected data will
inform decision making. Hypothetically, fluctuations in mental state that pre-
viously would not have been noticed could now trigger rehospitalisation or
reincarceration (Resnick & Appelbaum, 2019). Therefore, guidelines and pro-
tocols on how VR and apps will be applied to forensic psychology must be de-
veloped. Until then, it is important to be aware of data privacy and security and
for what reasons data is being collected.
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