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Abstract. The explosive growth of the amount of Android apps has
given rise to a pressing need to analyse these apps, most importantly for
security purposes. Many Android app analysis and hardening tools rely
on bytecode instrumentation: the modification of the compiled app code.
App instrumentation tools have all kinds of purposes, ranging from the
measurement of code coverage to placing probes for malware detection.
Given this variety, it may be useful to work with multiple tools that
rely on instrumentation at the same time. The composition of such tools
can however lead to issues, since their changes to the applications under
analysis may conflict with each other. To facilitate the composition of
multiple instrumentation tools, we propose a two-step approach involving
instrumentation blueprints, reports of the instrumentation changes a tool
needs to apply. We have designed a prototype syntax for these blueprints,
adapted a modern instrumentation tool to emit them and implemented
a prototype blueprint application program. Our evaluation shows that
the proposed approach is viable.

Keywords: Android · App instrumentation · Instrumentation
blueprints

1 Introduction

Over the last few years, the smartphones market has continued to grow. Accord-
ing to Statcounter, today Android is the most popular mobile operating system
today, with a market share exceeding 70%1. Many apps are released for this
operating systems every day: according to Statista, approximately 81,000 apps
were released on Google Play only during February 20222. As the size of the
Android ecosystem grows, so does the demand for tools that analyze its apps.
And indeed, in the recent years many such tools have become available.
1 https://gs.statcounter.com/os-market-share/mobile/worldwide Data for February

2022; last accessed on March 18, 2022.
2 https://www.statista.com/statistics/1020956/android-app-releases-worldwide/

Last accessed on March 18, 2022.
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Android app analysis tools often use a technique called instrumentation: they
modify the (compiled) code of the application in order to gather information
while it is running. Even though a multitude of systems and frameworks related
to instrumentation is continually being developed (e.g., [6–8,23,26,34]), a topic
that has not been considered in detail in the community is the composition of
instrumentation tools: using multiple such tools at once.

Indeed, given the variety of the available instrumentation tools, it may be
useful to work with multiple of them at the same time. Example use cases are
composing multiple analysis tools to scan for different kinds of behavior at the
same time, combining a tool that looks for malicious behavior with a code cov-
erage tool in order to gain information on how complete the results are, and
composing multiple app hardening tools to gain the benefits of each of them. To
the best of our knowledge, not much research has been done in this area.

For dynamic analysis tools, a simple approach to composition would be to
repeat the same input for differently instrumented versions of an app. This is
however not always possible: even with the same input, apps do not always
behave in the same way (see, e.g., [23]), since they may use some form of external
input like the internet or may just contain random elements. The time overhead
of such a scheme might also be quite large. And of course, it does not apply at
all in the case of app hardening.

Instrumenting an application with multiple tools may cause problems, as
instrumentation tools generally assume that no changes have been applied to
the application before, and no changes will be applied after. Applying instru-
mentation tools one after the other will cause the later tools to instrument the
code added by the earlier ones, which may result in undesired behavior: we do
not want to measure the coverage of the code inserted by other tools, or to
analyze such inserted code for malicious behavior. It may even lead to a com-
binatorial explosion of added code, significantly increasing the overhead of the
instrumentation. Multiply instrumented apps may also fail to run altogether,
since it is known that success rate of individual tools is often much lower than
100% [23].

In order to facilitate the composition of instrumentation tools, this work
introduces the concept of instrumentation blueprints: specifications of the instru-
mentation changes applied by a tool. Instead of instrumenting applications
directly, tools can output a blueprint, and a dedicated applicator system can
subsequently apply multiple such blueprints at once. Because the applicator has
knowledge of all the required code changes of the different tools at once, it can
avoid issues that would otherwise be caused by the composition of the tools.

The contributions of this work are:

1. The design of an approach for the composition of instrumentation tools, based
on instrumentation blueprints.

2. The definition of a prototype syntax for instrumentation blueprints.
3. The proof-of-concept implementation of a blueprint output for ACV-

Tool [23]3.
3 Available at https://gitlab.com/avdstaaij-academic/citfaa-acvtool-fork.

https://gitlab.com/avdstaaij-academic/citfaa-acvtool-fork
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4. The implementation of a prototype blueprint applicator program released
open-source for the community to build on this work4.

5. Evaluation of the prototypes on a case study.

2 Instrumentation Tools in the Literature

2.1 Taxonomy of Instrumentation Tools

We can distinguish two different types of app bytecode instrumentation: static
instrumentation and dynamic instrumentation (not to be confused with static
and dynamic analysis). With static instrumentation, applications are modified
in one go, prior to analysis. With dynamic instrumentation on the other hand,
the app is continuously modified as it runs. Dynamic instrumentation is more
complex and appears to be less frequently used.

Examples of analysis tools that use static instrumentation are ICCIn-
spect [17], AspectDroid [2], DroidFax [7], APIMonitor [34] (a system that was
used in a version of DroidBox [19,35]) and other unnamed tools [15,27,32]. App-
Trace [24] is an example of a dynamic instrumentation tool.

The contributions of this work apply to only the static instrumentation
approaches. From this point on, we will refer tools that use some form of static
Dalvik bytecode instrumentation as simply instrumentation tools.

Instrumentation tools have a variety of purposes. DroidFax [7] and the tool
developed by Somarriba et al. [27] monitor and visualize the runtime behavior of
apps. ICCInspect [17] provides statistics and visualizations for the runtime usage
of the Android ICC system. The tool from Hu et al. [15] analyzes the energy
consumption of methods and API calls, helping developers with the optimization
of their apps.

Another common use for instrumentation is taint tracking. AspectDroid [2],
DroidBox [19] and the tool developed by Will [32] are examples of taint tracking
tools that rely on app instrumentation.

There are also a number of frameworks for development of instrumentation
tools. Examples are Apkil [34], I-ARM-Droid [8] and InsDal [20]. An interesting
system that also somewhat fits in this category is Repackman [26], which can
repackage apps with arbitrary payloads in order to evaluate other tools that
detect such repackaging.

Some instrumentation tools instrument apps in order to improve them, usu-
ally focusing on security and privacy. If instrumentation is used for this purpose,
it is often called bytecode rewriting or app hardening. One such tool is introduced
by [4], describing the use cases of advertisement removal and the injection of a
more fine-grained permission system. The system from [18] also involves byte-
code instrumentation to make the Android permission system more fine-grained.
Aurasium [33] is yet another example. An overview of techniques of this family
is given by [13].

4 https://gitlab.com/avdstaaij-academic/citfaa-blueprint-applicator.

https://gitlab.com/avdstaaij-academic/citfaa-blueprint-applicator
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Finally, an interesting group of instrumentation tools is formed by tools that
measure black-box code coverage, i.e. how much of the bytecode of the applica-
tion under test is actually executed during analysis. Examples of instrumentation
tools that measure code coverage are Ella [3], CovDroid [36], the tools described
in [16] and [14], ACVTool [23], and COSMO [25]. ACVTool appears to be the
most mature tool of this group, and [22,23] describe many more tools, alternative
approaches and uses for code coverage measurements.

2.2 Limitations of Instrumentation

Although bytecode instrumentation is used by a variety of tools, it does have
some significant limitations. Instrumented apps must be repackaged, and mali-
cious apps could detect this repackaging and then not execute any malicious
code (again capitalizing on the general weakness of dynamic analysis). Apps
can, for example, verify their own signature: changing the bytecode of an appli-
cation invalidates its signature, so instrumentations tools must re-sign them
before installation. Another limitation is that instrumentation may sometimes
break the application under test: Pilgun et al. report that instrumentation suc-
cess rates (the fraction of apps that remains functional after instrumentation) of
older code coverage tools lie between 36% and 65% [23]. ACVTool and COSMO
have much higher success rates, but they cannot successfully instrument every
app either.

As an alternative to bytecode instrumentation, many tools (e.g. [5,10,29])
instead change or substitute some component of the Android operating system
itself, like the Android Runtime or the API framework. Usually, these tools use
an emulator to run the modified operating system. A notable disadvantage of
these techniques compared to bytecode instrumentation is that the tools need to
be updated as the Android OS changes. The bytecode specification is sometimes
changed in updates as well, but these changes are usually fairly small.

To summarize, a rich variety of instrumentation tools exist in the literature,
but, even though many of their goals are complimentary, to the best of our
knowledge, nobody has investigated composing several tools. This is the gap
that we start to address with this work.

3 Background

Applications for Android come in the form of an Android Package, or APK for
short. An APK contains all components that make up an application, such as
Dalvik bytecode, native code and assets like images and XML files. They also
include a manifest file, which is an XML file that holds the name of the package,
its components, required permissions and other metadata.

Dalvik Bytecode and the Smali Representation. Dalvik bytecode is in many ways
similar to machine code, consisting of low-level instructions like add and goto [9].
The full instruction list can be found in [1]. There are, however, some significant
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Table 1. Example register layout (adapted from [32])

v0 First local register

v1 Second local register

v2 = p0 First parameter register (this)

v3 = p1 Second parameter register

v4 = p2 Third parameter register

differences as well. For example, the Android Runtime is a register-based virtual
machine [9]. This means that there are no memory access instructions in the
bytecode, and there is no stack. Instead, functions have parameter registers and
declare the amount of local registers they need. A total number of 65 536 registers
is supported, far more than most real-world machines have.

Because Dalvik bytecode representation is too low-level, instrumentation
tools usually do not deal with it directly. Instead, a human-readable assembly-
like representation of it is used. There are two such representations that are
commonly used: Smali [12] and Jimple [31]. Smali, the output of Gruver’s
smali/baksmali tool, has been designed specifically for Dalvik bytecode and
stays very close to it. Jimple is a bit more abstract, and was primarily created
for Java bytecode. This work uses the Smali representation.

In this work we use Apktool [30], which relies on smali/baksmali, to disas-
semble APKs into Smali files. A separate file is used for every Java class. Figure 1
shows an example of a Java class and its Smali representation. For clarity, we
have removed some debug information and optional reflection metadata from the
Smali code. Note how the class Foo, its methods bar and baz (and its implicit
constructor) and its field value can all still be identified. The lines that start
with a dot are called directives.

For each method in the original Java code, there is a corresponding
.method/.end method block. Such a block begins with a header containing the
method descriptor: the name of the method, its parameters and its return type.
For example, the descriptor of bar is bar(I)V, as it requires one parameter of
type int (I), and its return type is void (V). The first line after the method
header declares how many local register the method uses. All methods in the
example use one. Instead of using .locals, as in the example, methods can also
use .registers to specify the total number of registers (local and parameter).
Inside a function, local registers are referenced with v<number>. The registers
containing the method’s parameters use the p prefix instead. All non-static
methods also have an implicit this-parameter, which is placed in p0.

Although local and parameter registers use different names, there is actually
no distinction: parameters are simply placed in the last registers of the method.
If a method has n local registers, the first parameter register is vn. The p-names
refer to the exact same registers; they are merely aliases. Table 1 shows the
relation between the v- and p-registers for a non-static method with two local
registers and three parameters (including the this-parameter).
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1 package com.example;
2
3 public class Foo {
4 private void bar(int count) {
5 for(int i = 0; i < count; i++) {
6 baz(i);
7 }
8 }
9

10 private void baz(int i) {
11 value += i;
12 }
13
14 private int value = 0;
15 }

1 .class public Lcom/example/Foo;
2 .super Ljava/lang/Object;
3 .source "Foo.java"
4
5 # instance fields
6 .field private value:I
7
8 # direct methods
9 .method public constructor <init>()V

10 .locals 1
11 invoke-direct {p0}, Ljava/lang/Object;-><init>()V
12 const/4 v0, 0x0
13 iput v0, p0, Lcom/example/Foo;->value:I
14 return-void
15 .end method
16
17 .method private bar(I)V
18 .locals 1
19 const/4 v0, 0x0
20 :goto_0
21 if-ge v0, p1, :cond_0
22 invoke-direct {p0, v0}, Lcom/example/Foo;->baz(I)V
23 add-int/lit8 v0, v0, 0x1
24 goto :goto_0
25 :cond_0
26 return-void
27 .end method
28
29 .method private baz(I)V
30 .locals 1
31 iget v0, p0, Lcom/example/Foo;->value:I
32 add-int/2addr v0, p1
33 iput v0, p0, Lcom/example/Foo;->value:I
34 return-void
35 .end method

(a) Java (b) Smali

Fig. 1. Example of a Java file and the corresponding Smali code

A challenge that nearly all instrumentation tools face is the management
of registers. Because Dalvik bytecode is register-based, almost any meaningful
addition to it will require a register. Instrumentation code could use the existing
local registers if the method already has enough of them, but unless code is
added only at the beginning or at the end of the method, doing so without
disturbing the original code is very difficult, and not always possible. In most
cases, additional registers have to be allocated. For the lack of space we only
discuss how we approached the register management in this work (Sect. 5.2).
The challenges of register management and an alternative solution are discussed
in detail in [22,28].

4 Instrumentation Blueprints

In order to better facilitate the composition of instrumentation tools, we will
now introduce our main contribution: the concept of instrumentation blueprints.
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Fig. 2. Process flow for instrumentation composition with and without blueprints

As stated in Sect. 1, the main disadvantage of using instrumentation tools
one after the other is that they will instrument each other’s changes. In order to
avoid these problems, we essentially need to instrument an application with both
tools at the same time. This is exactly what we aim to make possible by using
instrumentation blueprints. Figure 2 shows a diagram of how instrumentation
tool composition works with and without instrumentation blueprints. Without
blueprints, the tools are used one after the other. The use of the second tool may
break the changes of the first tool, or lead to the instrumentation of the first
tool’s instrumentation code. With blueprints, each tool first outputs a blueprint
individually, and the applicator then applies these blueprints at the same time.
Since the applicator has knowledge of all the changes that need to be made, it
is able to avoid certain problems that would otherwise arise, or to at least warn
the user in the case that composition is not possible.

4.1 Blueprint Design

Practically, an instrumentation blueprint is a file that contains all changes that
an instrumentation tool wants to apply to the bytecode. It is essentially a kind
of diff, but a bit richer. Our main goal when designing a prototype syntax
for instrumentation blueprints was to make them highly expressive in order to
support as many instrumentation tools as possible, while at the same time giving
them enough structure to actually help with composition.

Blueprints represent code using the Smali representation, because it makes
the code human-readable and easier to work with while still remaining very
close to the original bytecode. It may be harder to implement blueprint output
for instrumentation tools that are based on a more abstract representation like
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Jimple, but since all representations must eventually be converted back to byte-
code, it should still be possible. Converting changes at a lower-level representa-
tion to a higher-level would certainly be more difficult.

The blueprint syntax is line-based: the smallest unit whose change can be
represented is a single line of Smali code. Lines can be changed in three distinct
ways: code can be prepended to them, appended to them, or they can be entirely
replaced. In principle, all code changes can be represented using replacements (or
by using additions and deletions like diff), but including the intention behind
the change is what allows us to compose multiple blueprints.

Distinguishing prepend-additions from append-additions may also seem
superfluous, as appending to line n is equivalent to prepending to line n+1.
However, when multiple blueprints are combined, the difference can actually be
meaningful. For example, a tool could append a (conditional) jump instruction
after line n that may cause code prepended to line n+1 to not be reached. Again,
we aim to capture the intention behind the code changes, and separating prepend
from append yields more expressivity in that regard.

Currently, the only requirement for two blueprints to be composable is that
they do not include a replacement for the same line. We believe that many instru-
mentation tools do not need to replace lines, since they usually aim to analyze
the code that already exists in a transparent manner (i.e. without changing its
behavior). We expect that replace-conflicts are only unavoidable when tools are
inherently not composable, for example when two app hardening tools try to
modify the same part of a program, but we did not investigate this thoroughly.

There is however one important exception to this: tools may need to replace
lines of code whose behavior they do not intend to change for the purpose of
register management. For example, ACVTool needs to change every line that
contains a parameter register [23]. For this reason, we designed the blueprint
syntax to abstract register management away.

Blueprints consist of a series of method entries, each containing the line
changes for a single method. Every method entry specifies how many additional
registers the instrumentation code needs. The included Smali code can then refer
to these additional instrumentation registers using the names i0, i1, i2 and so
on (the i stands for instrumentation). Of course, the normal v- and p-registers
can still be used as well. The applicator program will then ensure that the reg-
isters are managed correctly (described in Sect. 5.2).

4.2 The Syntax

All instrumentation changes to an APK file are condensed into a single blueprint
file. As we already touched upon, blueprint consist of a list of method entries.
These method entries consist of a header, followed by a list of line entries. Line
entries have a header as well, and optionally Smali code contents.

The format of these entries is shown in Fig. 3. The <method> field specifies
the fully qualified descriptor of the method, and the <register-count> field
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@@<method>:<register-count>

<line entry>

<line entry>

...

(a) Method entry

@<line-number>:<operation>

<content>

(b) Line entry

Fig. 3. Formats of method and line entries

Table 2. Possible line entry operations

Character Operation Description

a Append Add <content> after the line

p Prepend Add <content> before the line

r Replace Replace the line with <content>

specifies the required number of instrumentation registers. Lines are identified
by their line number relative to the method (starting at zero), which is placed
in the <line-number> field. The <operation> field contains a character that
identifies type of line operation. The options are shown in Fig. 2. Finally, the
<content> field may consist of any amount of Smali instructions, optionally
using i-registers. Multiple method entries for the same method, or multiple line
entries for the same line and operation, are permitted.

Both method and line entry headers can appear directly after a line of Smali
code, so we have to be able to distinguish these headers from Smali. This is
achieved by beginning both headers with an @-character, since beginning a line
with one is not legal in Smali. Its “at”-meaning also fits rather well. Method
entry headers have an additional @ to distinguish them from line entry headers.

Because we identify lines using their line number, we need to be very precise
about which lines are counted. Generally, the fewer lines are counted, the easier
the implementation of blueprint output for instrumentation tools becomes, but
changes to lines that are not counted cannot be represented in a blueprint. We
decided to count every line, except for (1) empty lines; (2) the line containing
.locals or .registers; (3) lines containing debug information.

The lines that we consider to be debug lines are those containing a .line,
.local or .prologue directive. We do not count these lines because they are
optional, they do not alter the state of the program, and we cannot think of any
reason to instrument them: they are equivalent to empty lines. Any change to a
debug line can instead be represented as a prepend entry for the line that comes
after it.

The syntax is still a prototype: there are multiple code modifications that it
currently cannot represent. We will discuss these shortcomings in Sect. 5.4. A
concrete example of the blueprint syntax will be given in Sect. 5.1.
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5 Implementation

We have implemented our blueprint system from two directions: we extended
ACVTool [23] to generate blueprints, and we created a program that can apply
blueprints to Smali files. In this section, we describe how we went about each of
these directions.

5.1 Generation of Instrumentation Blueprints for ACVTool

We have extended ACVTool to generate a blueprint as a side-effect of instru-
mentation5. Because ACVTool uses Smali and instruments almost every line, it
is a good test of both the expressivity of our syntax and the correctness of our
applicator (discussed in Sect. 5.2).

ACVTool is written in Python and its source code is publicly available [21].
We refer the interested reader to [22] for the detailed explanation of the ACVTool
instrumentation process. The tool uses a modified version of Apkil, a bytecode
instrumentation library that was originally created for APIMonitor [34]. Apkil
discards lines containing debug information at an early stage, which partly influ-
enced our decision to not count those lines for the blueprint syntax.

We identified all locations in the ACVTool code where Smali was inserted into
the application and added blueprint generation code for each of them. ACVTool
creates an auxiliary .pickle file, used to generate a report from the analysis
results. We made ACVTool additionally create a blueprint file at the same loca-
tion.

Figure 4 shows the blueprint segment for an ACVTool instrumentation exam-
ple. The lines that are highlighted6 in Fig. 4b which also appear in Fig. 4c are
highlighted there as well.

The blueprint begins with a header specifying the method baz(I)V from
com/example/Foo. ACVTool needs three instrumentation registers per method,
so the header ends with :3. Below that, the blueprint contains five line entries:
@0:p, @0:a, @1:a, @2:a and @3:a. The first entry contains the prepended lines
that load in the coverage array and mark the method as covered. The other
entries contain the appended lines that mark each of the original instructions
as covered. Note that the blueprint uses the i0, i1 and i2 registers where the
instrumented code uses v3, v4 and v5. The first two instructions added by ACV-
Tool are omitted, since they only served to copy the values of the parameters
to their original positions, in order to free up the v3, v4 and v5 registers. Since
register management has been abstracted away by the i-register system, these
two instructions should not be included in the blueprint.

5 Our extension of ACVTool is available at https://gitlab.com/avdstaaij-academic/
citfaa-acvtool-fork.

6 Highlighted in yellow lines are those added by ACVTool during instrumentation.

https://gitlab.com/avdstaaij-academic/citfaa-acvtool-fork
https://gitlab.com/avdstaaij-academic/citfaa-acvtool-fork
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1 .method private baz(I)V
2 .locals 1
3 iget v0, p0, Lcom/example/Foo;->value:I
4 add-int/2addr v0, p1
5 iput v0, p0, Lcom/example/Foo;->value:I
6 return-void
7 .end method

(a) Original bytecode

1 .method private baz(I)V
2 .locals 4
3 move-object/16 v1, p0
4 move/16 v2, p1
5 sget-object v3, Ltool/acv/AcvReporter

;->LcomexampleFoo583:[Z
6 const/16 v4, 0x1
7 const/16 v5, 0xe
8 aput-boolean v4, v3, v5
9 iget v0, v1, Lcom/example/Foo;->value

:I
10 goto/32 :goto_hack_2
11 :goto_hack_back_2
12 add-int/2addr v0, v2
13 goto/32 :goto_hack_1
14 :goto_hack_back_1
15 iput v0, v1, Lcom/example/Foo;->value

:I
16 goto/32 :goto_hack_0
17 :goto_hack_back_0
18 return-void
19 :goto_hack_0
20 const/16 v5, 0xb
21 aput-boolean v4, v3, v5
22 goto/32 :goto_hack_back_0
23 :goto_hack_1
24 const/16 v5, 0xc
25 aput-boolean v4, v3, v5
26 goto/32 :goto_hack_back_1
27 :goto_hack_2
28 const/16 v5, 0xd
29 aput-boolean v4, v3, v5
30 goto/32 :goto_hack_back_2
31 .end method

1 @@Lcom/example/Foo;->baz(I)V:3
2 @0:p
3 sget-object i0, Ltool/acv/AcvReporter;-

>LcomexampleFoo583:[Z
4 const/16 i1, 0x1
5 const/16 i2, 0xe
6 aput-boolean i1, i0, i2
7 @0:a
8 goto/32 :goto_hack_2
9 :goto_hack_back_2

10 @1:a
11 goto/32 :goto_hack_1
12 :goto_hack_back_1
13 @2:a
14 goto/32 :goto_hack_0
15 :goto_hack_back_0
16 @3:a
17 :goto_hack_0
18 const/16 i2, 0xb
19 aput-boolean i1, i0, i2
20 goto/32 :goto_hack_back_0
21 :goto_hack_1
22 const/16 i2, 0xc
23 aput-boolean i1, i0, i2
24 goto/32 :goto_hack_back_1
25 :goto_hack_2
26 const/16 i2, 0xd
27 aput-boolean i1, i0, i2
28 goto/32 :goto_hack_back_2

(b) Instrumented by ACVTool bytecode (c) Blueprint segment

Fig. 4. An example blueprint segment for ACVTool

5.2 Blueprint Applicator

Besides designing a prototype blueprint syntax and extending ACVTool to gen-
erate blueprints, we also created the prototype blueprint applicator program
applybp7. It has two functions: apply and merge. The primary function apply is
capable of applying any amount of blueprints to a specified set of Smali files. The
additional function merge merges multiple blueprints into a single one and out-
puts the result. This allows us to examine the result of combining two blueprints
without actually applying them.

For either function, before looking at any Smali file, applybp first parses
all specified blueprint files and merges them into a single data structure. We
7 https://gitlab.com/avdstaaij-academic/citfaa-blueprint-applicator.

https://gitlab.com/avdstaaij-academic/citfaa-blueprint-applicator
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do this primarily for register management purposes and to detect incompatible
blueprints early, but it has performance advantages as well. If the original pro-
gram consists of n lines, and the blueprints to apply have a total sum of m line
entries, the simple approach of looking up all line entries that affect a Smali line
for every line would result in a time complexity of O(n ·m). By first merging all
blueprints into a single data structure, we can improve on this.

The blueprint syntax has a natural “method entry → Smali line num-
ber → line operation” tree structure. The blueprint data structure stores this
tree using lookup maps (std::map). Creating the structure therefore has a time
complexity of O(m log(m)): inserting an element into the tree has a complexity
of O(log(m)), and there are m lines to insert. After parsing all the blueprint files,
applying them to the Smali code has a time complexity of O(n log(m)): looking
up a line entry in the data structure is logarithmic. The total complexity there-
fore becomes O(m log(m) + n log(m)). If we assume that m grows about as fast
as n, which seems realistic (more lines means more instrumented lines), then
O(m log(m) + n log(m)) = O(n log(n)), which is better than O(n · m) = O(n2).

If multiple method entries for the same method are encountered, they are
merged together. When method entry B is merged into method entry A, the
instrumentation register count of A is set to the sum of the counts of A and B.
Every line entry from B is added to A, but all instrumentation register indices
are increased with the original instrumentation register count of A. For example,
if A used three instrumentation registers (i0, i1 and i2) and B used two (i0
and i1), the combined method entry uses five, and all line entries that came
from B refer to i3 and i4 instead of i0 and i1. This ensures that the added
lines from each of the method entries do not affect each other.

If multiple line entries for the same line and operation type
(append/prepend/replace) are encountered, one of two things happens: If the
operation is append or prepend, the Smali contents are simply concatenated.
However, like we stated in Sect. 4.1, if there are two replacements for the same
line, the blueprints are considered non-composable, and applybp aborts with an
error message.

Note that the blueprint syntax does not prohibit multiple method entries
for the same method or multiple line entries for the same line, so merges (and
even replace-conflicts) can occur within a single blueprint. In fact, concatenating
multiple blueprint files and then passing them to applybp as one large file is
equivalent to passing them separately. Using applybp’s merge function with
only a single blueprint as input will squash all duplicate entries. If the merge
function was chosen, applybp prints the result from the merge and exits.

Figure 5 shows an example result of merging two blueprints. Both blueprints
have a method entry for Lcom/example/Foo;->bar(I)V. Blueprint 1’s version
uses three instrumentation registers and blueprint 2’s version uses two. In the
merged blueprint, this method entry therefore uses 3+ 2 = 5 of them. The @0:a
line entry from blueprint 2 is added to the @0:p and @0:r line entries from
blueprint 1 without problems. Both Lcom/example/Foo;->bar(I)V method
entries have a @1:a line entry, so the merged blueprint contains the contents of
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1 @@Lcom/example/Foo;->bar(I)V
:3

2 @0:p
3 add-int i0, i1, i2
4 @0:r
5 sub-int i0, i1, i2
6 @1:a
7 mul-int i0, i1, i2

1 @@Lcom/example/Foo;->bar(I)V
:2

2 @0:a
3 div-int i0, i1, v0
4 @1:a
5 rem-int i0, i1, v0
6 @@Lcom/example/Foo;->baz(I)V

:1
7 @0:a
8 neg-int i0, v0

1 @@Lcom/example/Foo;->bar(I)V
:5

2 @0:p
3 add-int i0, i1, i2
4 @0:r
5 sub-int i0, i1, i2
6 @0:a
7 div-int i3, i4, v0
8 @1:a
9 mul-int i0, i1, i2

10 rem-int i3, i4, v0
11 @@Lcom/example/Foo;->baz(I)V

:1
12 @0:a
13 neg-int i0, v0

(a) Blueprint 1 (b) Blueprint 2 (c) Merged

Fig. 5. The result of merging two blueprints

both. Note how the indices of all instrumentation registers used by the line entry
contents that came from blueprint 2’s Lcom/example/Foo;->bar(I)V method
entry have been incremented by three. A method entry for baz only appears in
blueprint 2, so it is included in the merged blueprint without any modifications.

If the apply function was chosen, applybp will proceed with applying the
merged blueprint to the specified Smali targets. Targets can be either files or
directories: in the case of directory, applybp applies the blueprints to all files in
the directory recursively.

Register Management Approach. To manage registers, applybp uses the same
method as ACVTool [22] and the tool described by Will [32], because Pilgun has
shown that this method is very robust [22]. We increment the number of local
registers by the amount of instrumentation registers, then copy the values of
the parameters to the v-registers corresponding to their original positions, and
then replace all p- and i-register references with their v-equivalents. Figure 6
illustrates the register management process for an example method with one
original local register, two parameter registers and three instrumentation regis-
ters. Initially, the method has three registers in total, and p0 and p1 are aliases
of v1 and v2. After incrementing the local register count with three, there are
five registers in total, and the parameter registers point to v4 and v5. The values
of the parameter registers are then copied back to v1 and v2, leaving v3, v4 and
v5 available as instrumentation registers.

When applying the merged blueprint, applybp will read the Smali files line by
line, generally copying them directly to its output. When it encounters a method,
it will look up if the blueprint contains an entry for it, and if it does, it will apply
its line entries. The number in the .locals/.registers line is incremented as
specified by the method entry, and move instructions are added to move the
parameters to v-registers. Dalvik contains a few different move instructions; the
specific one to use depends on the type of the parameter.

The application of line entries is straightforward: prepend contents are added
before the line, append contents are added after, and if there is a replace entry,
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v0

v1 = p0

v2 = p1

v0

v1

v2

v3

v4 = p0

v5 = p1

v0

v1 = p0

v2 = p1

v3 = i0

v4 = i1

v5 = i2

(a) Initial layout
(b) Additional local
registers

(c) Parameters moved

Fig. 6. Register management process

the line is replaced with its contents. For every line of Smali written in an instru-
mented method, whether it comes from the original code or from the blueprint,
all p- and i-registers are replaced with their v-equivalents (Fig. 6c).

Our program needs to parse two languages: the blueprint language, and Smali
(the blueprint language also contains a subset of the Smali language). We wrote
two simple recursive descent parsers for this purpose. Our Smali parser is very
limited: it only parses exactly what applybp needs to function, and leaves every-
thing else as strings. An advantage of this is that the parser is fairly future-proof.
For example, it does not care about specific instructions, so it will not be affected
if new instructions are added to Dalvik.

We ran into quite a few issues while implementing the application part of
applybp, mostly because the Smali syntax lacks extensive documentation. We
used the Android Emulator in combination with the debug tool logcat [11] to
discover and fix any issues we came across. Some notable examples are:

– Two of the types supported Smali, long and double, are “wide”: their values
occupy two registers instead of one. We had to take this into account for the
code that copies p-registers to v-registers.

– Methods that are abstract or native (implemented in native code) are
empty in Smali: they do not even contain a .locals/.registers line. Our
program ignores these methods when applying blueprints.

– Instead of the operation arg1, arg2, arg3 syntax that is used by almost
all Smali instructions, method calls use lists of registers. For example:
invoke-direct {p0, v0}, <method-descriptor> (see Fig. 1b). The vari-
ant {v0 .. v3} is sometimes used as well.

– Before we clearly defined our policy of which lines are counted for the purpose
of blueprint line entry line numbers, some “block-directives” caused the counts
of applybp and our ACVTool blueprint output to become mismatched. An
example of such a block-directive is .packed-switch/.end packed-switch,
which corresponds to the packed-switch-payload as described in [1].

Our program is still a prototype, and as such, it still has a few limitations
discussed in Sect. 5.4. Our prototype is released to the community8.

8 https://gitlab.com/avdstaaij-academic/citfaa-blueprint-applicator.

https://gitlab.com/avdstaaij-academic/citfaa-blueprint-applicator
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5.3 Evaluation

We tested the correctness of our ACVTool blueprint-generation extension and
our blueprint application program applybp in a case study, using an app from
F-droid9. For the case study, we used Lesser Pad, a simple note-taking app from
F-droid10. We generated a blueprint for the it, applied it to the original app
using applybp and checked whether the resulting app ran without problems
on the Android Emulator. As a result, the app, which ran successfully with
ACVTool’s instrumentation, also did so after being instrumented according the
above procedure.

To verify whether ACVTool’s coverage-measuring code still functioned cor-
rectly when applied through applybp, we generated a code coverage report with
both a directly instrumented version and an applybp-instrumented version of
Lesser Pad. For both versions, we installed the app on the Android Emulator,
opened it, interacted with it for a few seconds, closed it, and then made ACV-
Tool generate a coverage report using the gathered data. The obtained coverage
reports were identical. Screenshots of the generated reports can be inspected
in [28]. We note that the experiment was rather informal: we did not use a
testing framework to repeat the exact same inputs for each version.

We must note that the performance of the blueprint parsing step of applybp
is rather bad. We expected the difference in speed of the parsing and the appli-
cation steps to be a small constant factor (see the time complexity discussion in
Sect. 5.2). The blueprint application step is virtually instant, so we expected the
parsing step to be similarly fast. However, the parsing step takes significantly
longer. On our machine, it took ACVTool 8.29 seconds to instrument Lesser
Pad (including the unpacking, repacking and re-signing steps) and it took our
program 9.91 seconds to parse the blueprint. As the size of the instrumented
application increases, the blueprint application time seems to grow faster than
the instrumentation time, but we did not investigate this in detail.

The bad blueprint parsing performance may be caused by the fact that the
blueprint files generated by ACVTool are extremely large: the blueprint for
Lesser Pad consisted of 619 235 lines. The reason for this size is that ACV-
Tool instruments every method, even those from additional libraries provided
by Google. Only 29 384 of the 619 235 blueprint lines (about 5%) were for Lesser
Pad-specific code. Perhaps the blueprint parsing performance could be improved
if blueprints were split into separate files for every class. Do note that the bad
parsing performance is not a huge issue, since it only affects the offline blueprint
application time. There is no difference in the runtime performance of directly
instrumented and applybp-instrumented apps.

5.4 Limitations

Although we believe that our blueprint composition approach is promising, it
does have a number of limitations. Our blueprint system can only be used
9 https://www.f-droid.org/.

10 https://f-droid.org/en/packages/org.pulpdust.lesserpad/.

https://www.f-droid.org/
https://f-droid.org/en/packages/org.pulpdust.lesserpad/
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with static instrumentation, since all instrumentation changes have to be known
before they are combined. It also requires internal changes to existing instru-
mentation tools (although a limited form of automatic blueprint generation may
be possible). Furthermore, since we use the Smali representation, the implemen-
tation of blueprint output will be more difficult for tools that are based on other
representations like Jimple. We stated our reasons for using Smali in Sect. 4.1.
It may be possible to integrate a translation of Jimple changes to Smali changes
into our system, since Jimple is more high-level than Smali.

We already mentioned the limitations of our prototype blueprint syntax in
Sect. 5.3. Blueprints can currently only represent changes to method contents:
they cannot represent changes to classes, method descriptors, fields or any other
components of Smali. They also cannot represent changes to an application’s
manifest file. Many instrumentation tools need to change the manifest file in
order to function. Our current blueprint prototype cannot represent added or
removed files either.

These syntax limitations can likely all be alleviated by extending the
blueprint syntax. Special entry types could be added to represent added or
removed methods, fields or classes (files), and method entry headers could be
given additional fields for information such as return value and parameter mod-
ifications. The manifest file has a well-defined structure, so a more semanti-
cal syntax could be created to represent changes to it, with entries such as
“add <contents> to <xml element> ”.

A minor limitation of our prototype applicator program is that application
unpacking and repacking are currently not built in: it can only operate on Smali
files or directories thereof. Users have to manually unpack, repack, re-sign and
install applybp-instrumented apps. This shortcoming can be addressed with
updates to the program. Another limitation is the bad blueprint parsing per-
formance. This could be improved by further optimizing the program or by
redesigning blueprints to use multiple files.

A general limitation of our work is that we did not perform extensive exper-
iments, and that the experiments we did perform only involved a single instru-
mentation tool. We therefore do not yet have empirical evidence that shows
whether our approach works for most tools, nor whether it actually improves
the success rate of instrumentation composition. We plan to address this limi-
tation in the future work.

6 Conclusions and Future Work

To address problems that may occur from the composition of instrumenta-
tion tools, we have proposed a two-step approach involving instrumentation
blueprints and the application thereof. We have defined a prototype syntax for
these blueprints, we have extended the code coverage tool ACVTool [23] to emit
blueprints, and we have implemented the program applybp that can apply them.
We have performed a case study showing that our approach can work in prac-
tice. Our proposed blueprint system may offer benefits for the creation of new
instrumentation frameworks or the meta-analysis of instrumentation tools.
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There are still many aspects that can be explored in future work. First of
all, improving the prototype will improve the practical usability of our system.
Furthermore, we have only implemented blueprint output for a single instru-
mentation tool, so a larger-scale investigation of the effectiveness of our system,
involving multiple instrumentation tools, is in order. Finally, it would be inter-
esting to explore automated generation of blueprints and to empirically assess
challenging arising from combining multiple instrumentation tools.

Acknowledgements. We thank the anonymous reviewers for their useful comments.
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