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6. Ideal sampling

6.1. Summary

Many algorithms in cryptography and algorithmic number theory rely on

-1

finding elements « in an ideal a such that their quotient ca™" is easy to

factor (e.g., prime, near-prime or B-smooth). Such algorithms are typically

! as a uniform ideal, and applying

analyzed only heuristically, by treating ca™
density results for the sets of prime ideals or smooth ideals. The result of this

chapter allows to adjust this strategy and make the reasoning rigorous.

The beginning of this chapter is devoted to showing that, for an ideal a
that is uniformly distributed in the Arakelov class group, one can rigorously
analyze the probability of aa~! being in a certain ideal set (e.g., the prime
ideals or smooth ideals). This probability can be shown to be very much
related to the density of the ideal set involved, a notion from analytic number
theory.

In the later part of this chapter we invoke the random walk theorem from
Chapter 4, which allows to randomize any fixed ideal a into a randomly
distributed ideal a in the Arakelov class group. This randomized ideal
can then be used to sample an o € a from, with a rigorous probability.
Sampling « from a instead of a does not affect the usefulness of «, since the
randomization — apart from a small distortion — happens only by multiplying

L only differs from aa=! by

a with small prime ideals. I.e., the quotient aa™
small prime factors, meaning that if the one is easy to factor, the other is as

well.
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6. ldeal sampling

6.2. Introduction

In this chapter, we apply the random walk theorem of Chapter 4 to tackle the
following problem that arises in multiple number-theoretic contexts [BF14;
BP17; Buc88]. Let K be a number field, of degree n and discriminant Ag.
Given an ideal a C K, sample an element o € a such that the ideal aa™?
is easy to factor. In some cases (e.g., [BF14; Buc88; LL+93]), the fraction
aa~! is required to only have small prime factors, whereas in other cases
(e.g., [BP17]), the fraction ca™? is required to be a near-prime (i.e., at most

one of its prime factors is allowed to be large).

In the literature and computer algebra systems (e.g., [CS08, §6.5] [BCPIT7;
PAR19]), this task is performed by computing a reasonably short basis of the
ideal a (by means of LLL, for example) and repeatedly randomly sampling
reasonably short elements o € a using this basis, until aa™! is of the desired

form. Assuming heuristically that the ideals ca™?

are more or less randomly
distributed among ideals of bounded norm, one can use specific density
results for subsets of ideals to obtain a heuristic estimate for the success

probability of this method.

Even though the above approach appears to work in many practical cases,
it is generally hard to prove anything in the direction of a rigorous lower
bound for the success probability. A first obstacle is that the ideal ca™!
is not ‘random enough’ as, for example, it always lies in the ideal class
[a] L. Even for principal ideal domains, a second obstacle is that the number
of generators of (o) may vary unpredictably among sub-ideals («) of a,
resulting in some sub-ideals of a to be sampled more often than others,

making the distribution of aa™! skewed.

6.2.1. Our Technique

To resolve these issues, we slightly modify both the ideal a and the way
a € a is sampled. More precisely, the ideal a is replaced by a = a - []; p;,
where each p; is a small, random prime ideal. The element « is then sampled
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6.2. Introduction

uniformly in the ideal a intersected with a ‘distorted box’ in the canonical
embedding space K. More specifically, in the case of a totally real number
field, the box is chosen as N (a)'/™ - B, , = N'(a)'/™ - [1;[—re®,re®] C Kr
with large enough r > 0, where x; € R satisfy > ; z; = 0 and are distributed
according to a Gaussian distribution.

This procedure mimics a random walk in the Arakelov class group, where
multiplying by small primes accounts for the randomization at the finite
places, whereas the distortion of the sampling boxes accounts for the ran-
domization at the infinite places.

The idea behind this procedure is that, while it is hard to predict exactly
how many generators of the ideal («) are in a " A (a)'/™ - B, ¢, the average
number of such generators in & N N (&)'/™ - B, , is accurately predictable
whenever a and z are adequately randomized. Indeed, this quantity is given
by the number of points of a shifted Log-unit lattice, intersected with a
simplex; this number of points is hard to estimate for a given shift of the
Log-unit lattice, but it is predictable on average, according to the following
fact.

Lemma 6.1. Let S C R™ be a measurable set and A C R™ a full rank lattice.
Then, for a uniformly chosen ¢ € R™/A it holds that E[|(A 4+ ¢) N S]] =
Vol(S)/ Vol(A).

Algorithmically, sampling uniformly in a box A(a)'/™ - B,, and element
of an ideal a can be done in polynomial time with an LLL reduced basis,
whenever logr = poly(n,log |Ak|). One can also strengthen this reduction
as in [BF14; Buc88] for other time-quality trade-offs. Denoting Sp the set of
B-smooth ideals, and dst] the density of ideals of norm < ¢ which belong to
a given set of ideals S, our (slightly simplified) main result is the following.

Main theorem. Let S be any set of integral ideals. Assuming the Riemann
hypothesis for Hecke L-functions, there exists some B = poly(log |Ak]|), such
that Algorithm 7 outputs in time poly(log|A k|, size(N(a))) an element o € a
such that (a)/a € S - Sp with probability at least £6s[r™] — 27",
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6. ldeal sampling

Since N'((«)/a) = r™, we have therefore formalized the heuristic that element
sampling probability matches ideal density, up to a loss of 1/3 on the
probability, and up to an extra smooth ideal in Sp. Moreover, the original

1

purpose, namely finding a « € a such that aa™" can be easily factored, is

not spoiled.

Including the modulus m

The non-simplified main result of this chapter (see Theorem 6.9) involves a
modulus m C Ok, an ideal that is to be ‘avoided’ in the computations.

Specifically, the main theorem states the probability that («)/a is in a given
ideal set, given the fact that « = 7 modulo m for some fixed given 7 € K™.
This particular generalization is included because of its usefulness for the
computation of the power residue symbol (see Chapter 7). One recovers the
main theorem, as described in this introduction, by putting m = O

6.2.2. Applications

As a direct application, one can prove that sampling o € a such that ca™" is
a near-prime can be done efficiently in cyclotomic fields. This proves that the
‘principalization step’ in the power residue symbol algorithm of the author
of this PhD thesis [BP17, §5.2] runs in polynomial time in the special case
of cyclotomic number fields, and more generally in any family of number

fields with small Dedekind zeta residue pg .

The most general version of the result of this chapter (Theorem 6.9), involving
a modulus m has even farther consequences. It does not only allow to remove
one specific heuristic ([BP17, §5.2]), but can actually be applied in order
to prove that the entire (slightly modified) algorithm for the power residue
symbol is efficient (see Chapter 7).

We also hope that our technique could be helpful in proving other heuristic
algorithms such as the index calculus algorithms of [Buc88; BF14] (computing
class groups and unit groups), though other obstacles are expected. Not
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only does it require universal bounds on the density of B-smooth ideal in
large-degree number field, one also needs to ensure sufficient independence
of the obtained multiplicative relations. For the second obstacle, further
randomization techniques could turn out useful.

6.2.3. Related Works

We note that the issues we mention above have been circumvented in special
cases. Building on a result of Seysen [Sey87], Hafner and McCurley [HM89]
gave a provable algorithm for computing class-group and unit group of
imaginary quadratic fields. This algorithm involves a random walk in the
class group, which is used to prove that one can find a B-smooth principal
ideal relatively efficiently. The idea of performing a random walk in the class
group was reused in the algorithms of Buchmann [Buc88] and Biasse and
Fieker [BF14], in a heuristic way. Finally, we note also that Schoof [SchO§]
rephrased Buchmann’s algorithm in the terms of Arakelov theory, and we
heavily borrowed from his formalism.

6.3. Preliminaries

An important concept that plays a large role throughout the entire proof
of the main theorem is that of a generator of an Arakelov ray divisor. This
can be seen as a generalization of a generator of a principal ideal a C O,
which is an a € Ok satisfying (o) = a. Such a generator « of the ideal a
is called T-equivalent (with respect to a modulus m) if @« = 7 mod m (note
that this definition only makes sense if m and a are coprime).

The generalization to Arakelov ray divisors is very similar. As we can see
Arakelov ray divisors as ideal lattices za, a generator of such divisor is just
an element in K of the shape xa, where « is a generator of a. Of course,
if a is not a principal ideal, there are no such generators. The T-equivalent
generators are just those xa € Ky for which a = 7 mod m. The precise
definition is as follows.
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6. ldeal sampling

Definition 6.2 (Generators of an Arakelov ray divisor). Let 7 € K™ and let
a € Divgm be an Arakelov ray divisor with an infinite part as, and a finite
part as (see Equation (2.13)). We define the set of T-equivalent generators
Exp(a)” C Kg of a by the following rule

Exp(as) - (k- Ox NTK™Y) CExp(a) if Exp(ar) = (k)
Exp(a)’ := for some k € K™

0 otherwise

Equivalently, we can write

Exp(a)’ = {a € Exp(a) | (Exp(—as) - @) = Exp(as) and Exp(—as) - a € TK™!}.

T

The following specialization of the random walk theorem of Chapter 4 is
tailored to the purposes of this chapter. These purposes require both N
and B to be polynomially small, and s to be rather small as well, to ease
sampling in the log-normally distorted box. There is no specific reason we
chose this particular instantiation below, except for concreteness.

Theorem 6.3 (Random walks on the Arakelov ray class group, ERH). Let
n=[K:Q]>2,s=1/(1000-n2) and let e > 0 be an error parameter. There

exists a bound B = 6(n4[log log(1/¢)]? +n?[log(|Ak| N(m))]Q) such that for
N = [8n +log N (m) + log |Ak| + 21og(1/e)] the random walk distribution
W(B, N, s)] on Pickw is e-close to uniform in Li(Pic%w), i.c.,

|W(B, N, )]~ U(Pickn)|, <.
Proof. This formulation of the random walk theorem is obtained by instan-
tiating Theorem 4.3 of Chapter 4 with C' = Agm1, s = 1/n? and k = 1.

In that case, B = O (n4 [log log(1/¢)]24+n?[log(|A K| N(m))]2>, by simply sup-
pressing polylogarithmic factors. By using the bounds 11 (A1) < mi(Aj) <
2000 - (r + 1) - log(r)? < 1000 - n? = s~ (see the proof of Proposition 5.10),
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6.4. Probability-density Correspondence

log Vol(Pic%w)) < log(N(m)) + log Vol(Pichm) < log(N(m)) + log |Ax| (see
Lemma 2.17) and r < n one obtains that Theorem 4.3 applies, with

N = [8n+log N (m) + log |A k| + 2log(1/e) ]

> TR (nlog(1000n?) +log N'(m) + log |A | + 2log(1/e) + 2)
1

> - (r - log(1/3) + log|Pickm| + 2log(1 2).

> Sitogn  (108(1/8) + log|Pickn]| + 2log(1/2) +2)

O

Remark 6.4. One can simplify the bounds on B and N in the theorem
above by putting € = 27" In that case B = O(n? - (log(|Ak| N (m)))?) and
N = [12n +log N (m) + log |Ag|| is sufficient.

6.4. Probability-density Correspondence

6.4.1. Result

For an ideal set S C Zx consisting of integral ideals, we denote by S(t)
the subset of S consisting of those integral ideals with norm bounded by
t € Rsg, which is made precise in the following lemma. With this notation
we will define the local density in Definition 6.6.

Definition 6.5. Let S be an set of integral ideals of Ok . Then we define
S(t) :={b €S| N(b) <t} and we define the counting function |S(-)] :
Rso — N of § by the following rule:

[S@)| =1{b eS| N(b) <t}

Definition 6.6 (Local density of an ideal set). Let x > 0 a positive real
number, and let S be a set of integral ideals of K. We define the local density’

!Note that this quantity tends to the ‘natural density’ of the ideal set S when x goes
to infinity, since |[{a | N (a) < t}| ~ p-t [Oveld, §9.5].
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6. ldeal sampling

of S at x as
S(@)] ., HbeS|N(b) <t}

dslr] = min —= = min
telz/enx] p-1 telx/em™,x] p-t

Definition 6.7 (Infinity ball). Let r > 0 be a positive number, then we
denote
Boo = {(20)o € Kr | 25| <1, for all o}.

Definition 6.8. For a distribution D on Diviw, we denote by [D] = D|Km’1
the distribution on Pic%w obtained by periodizing D with respect to the
subgroup K™ < Divm (see Definition 2.3).In other words,

m,1
D] =D = Y D(+ (o)),
aeKm,l
This distribution [D] describes exactly the distribution of the Arakelov ray
class [a], where a < D.

The main result of this section shows a close relationship between the local
density of an ideal set S and the probability that the integral ideal Sa=—! lies
in S for # sampled appropriately from a. Here, a is a Arakelov ray divisor
whose Arakelov ray class is uniformly distributed.

Theorem 6.9. Letr > 8 -n - |AK\% N @)Y, let T € (O /m)* and let
S™ be a set of integral ideals coprime to m with local density osm[r™] at r"™.

Let D be a distribution on Diviem such that [D] is uniform in Pic%w. Then

. _ m . _ m,1 1. m 7.
aED LeExpf();)mer [(a) Exp(—a) e S ) o Exp(—as) € TK ﬂ > 3 - Osm[r"]
(6.77)

where « is uniformly sampled from the finite set o < Exp(a) NrBso.

Remark 6.10. The 1/3 occurring in Equation (6.77) can be made arbitrarily
close to one by increasing the radius r € R and slightly increasing the density
interval [x/e™, x| in Definition 6.6. For sake of simplicity we just chose r € R
and the length of the interval [x/e™, x] to be minimal to achieve the optimal
lower bound up to an explicit constant (i.e., Equation (6.77)).
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6.4. Probability-density Correspondence

Remark 6.11. Theorem 6.9 involves a conditional probability. It is possible,
with essentially the same proof technique, to rephrase this theorem in such a
way that it concerns the intersection of the events («) - Exp(—a) € 8™ and
a-BExp(—as) € TK™!. The probability then depends as well on the number
d(m) = |(Or /m)*| = |[K™/K™!| of elements in (O /m)*. More specifically,
for a given T € (O /m)* one can prove that, under the same conditions as
in Theorem 6.9,

Pr {(a) -Exp(—a) € S™ and o - Exp(—ax) € TKm’l}

a<D
a+Exp(a)NrBe

=E [ Pr {(a) -Exp(—a) € S™ and o - Exp(—ax) € TK““lH

a<D | a+Exp(a)NrBoos
1
> <Ogm|[r™]. .
> 5oy Ol (6.78)

6.4.2. Proof Overview of Theorem 6.9

In the following text we prove Theorem 6.9, leaving out details. In the later
Section 6.5, which follows the exact same structure as this proof overview, a
full proof is given, including all required lemmas.

Simplify the Probability by Fixing a Single Ideal ¢ € S™ and a Single
Arakelov Divisor a € Divim

The statement Equation (6.77) of Theorem 6.9 involves two random processes:
first the random sampling of a <— D, then the uniform sampling of an element
a € Exp(a) N rBy. It is insightful to focus on the latter random process,
that of the element «, for a fized a € Divim.

Also, the probability in Equation (6.77) concerns an entire ideal set S™. In
this part of the proof, we focus instead on a single ideal ¢ € S™. In other
words, we estimate the following probability, for a fized a € Divim and a
single integral ideal ¢ € T},

Pac= Pr (@) - Exp(—a) = ¢ | o Bxp(—ax) € TK™| (6.79)
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6. ldeal sampling

where the sampling a < Exp(a) N rBy is uniform. In the notation above
we leave the dependency on r € R, m C O and 7 € (O /m)* implicit.

By the law of conditional probability, we have that Equation (6.79) equals

(0) - Exp(—a) = ¢
e Pr 5 and
X NrBoc
atpla)nr a - Exp(—ay) € TK™!

P Exp(—as) € 7K™
a<—Exp(z£)ﬁ7"Boo [CY Xp( aOO) g ]

Pa,c = (6.80)

Focusing on the numerator first, we will prove later, in Lemma 6.12, that

(a) - Exp(—a) = ¢
‘ Pr 5 and
X NrBbso
B a-Exp(—ay) € TK™!

_ |Exp(a+d(c))] NrB|
B | Exp(a) N rBu|

(6.81)

Here, |Exp(a + d(c)) N7Bos| is the number of generators of the ideal lattice
Exp(a)c that are equivalent to 7 modulo m (see Definition 6.2) lying in
the box rBs. So, essentially, Equation (6.81) counts how many of the
| Exp(a) N rBs| elements in the sampling space rBo, actually generate the
ideal lattice Exp(a)c and are equivalent to 7 modulo m.

For the denominator we will prove (see Lemma 6.12) that there exists 7 € Kg
such that

|(Exp(a)m + 7) N rBs|
| Exp(a) N rBs|

P - Exp(— K™ =
aeExp(g)ﬁrBoo {Oé Xp( aOO) €7 }

(6.82)

where the sampling « < Exp(a) N rBy is uniform. This equation can be
intuitively derived by ignoring the a,-part. Any element o € Exp(a) that
satisfies @ = 7 modulo m must lie in Exp(a) N (m 4 7), which can indeed by
rewritten to Exp(a)m + 7 by choosing an 7 € Exp(a) that satisfies 7 = 7
modulo m.

By combining Equations (6.80) to (6.82) and scratching terms that occur
both in the numerator and denominator, one concludes that there exists
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6.4. Probability-density Correspondence

7 € Exp(a) such that

— . _ — . _ m,1
Pa,c = aeEx;}:()zE)mrBoo {(a) Exp(—a) =c¢ ‘ a-Exp(—ax) € TK }

_ |Exp(a+d(c))S NrBx|
= [(Exp@m+ 7N By 8

Using the estimate
|(Exp(a) + 7) N1rBuo| & 1" - 2% . (27)"c /(ede8() . | /[AK])

When the radius 7 is quite large compared to the lattice Exp(a) C Kg, one
can deduce that for a € Divgm the number of points in (Exp(a)+7)NrBy is
approximately Vol(rBy)/e18(®) | where deg(:) is defined in Equation (2.12).
More specifically, in Lemma 6.13 we prove that for all a € Divlw and
7 € Kg,

|(Exp(a)m + 7) N 7Bso| € [e7 /4, M4 - ™ - 2™ . (271)"¢ /(N (m) - /| Ak]).

Applying this to the denominator of Equation (6.83), we directly deduce
that

Pac= o Pro (@) Bxp(-a) =c|a Bxp(-ax) € 7K™

c [671/4 61/4] Y |Ak| N(m)

’ rn - 2R . (27)NC

-|Exp(a+d(c))} NrBs| (6.84)

Estimating the probability of sampling a single fixed ideal for a random
Arakelov divisor

As already mentioned, Equation (6.77) of Theorem 6.9 involves two random
processes, where the first process samples the Arakelov ray divisor a <+ D
and the second process samples « < Exp(a) N rBy uniformly. Therefore,
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6. ldeal sampling

for a fixed integral ideal ¢ € 7}, using Equation (6.84), we have

a<I—ED [lpa,c]
= . _ — . _ m,1
_a<I—ED aeEXI}:()%II‘)ﬁrBoo {(04) EXp( a) ‘ | “ EXp( aOO) €Tk ”

cle= 14, et/ . VIAK[-N(m) )

gy alp [BXP@ () 1Bl (6:35)

The number |[Exp(a + d(c))* N7Bs| only depends on the Arakelov ray
class of a € Diviw

By quite a technical argument (see Lemma 6.14(iii)) one can show that
the number of ‘good’ a’s, [Exp(a + d(c))* N7Bx, only depends on the real
number r € Ry, the Arakelov ray class of the divisor a and 7 € (Og /m)*.

Since the distribution D is assumed to be uniform when projected to the
Arakelov ray class group Pic(}(m, we can deduce that, for any fundamental
domain F of Pickm in Divim,

[[Exp(a + d(c)) [ N rBxl] = [[Exp(a + d(c))7 N 1Bl (6.86)

E E
a+D a«U(F)

where U(F) is the uniform distribution on the fundamental domain F'.

By scaling, one can show that |Exp(a + d(c))} NrBu| = [Exp(a +d°(c)) N
7 N(¢)"Y/"By|. By another technical argument (see Lemma 6.14(i)) one can
show that this quantity is non-zero only if [a + d°(c)] € [(7~!)]T™ C Pic%m,
i.e., if the Arakelov ray class of a + d(c) lies in a specific coset of the ray

unit torus in Pic%w. We can then deduce that for any fundamental domain
FTm of T™ in H,
E [E d(e))s nrB
B IExp(a t d(e)) By
1
= E
|Cl%| a«t(Frm

)UExp(a): NrN(e) V"B |]. (6.87)

where U(Fpm) is the uniform distribution on the fundamental domain Frpm.
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Taking the logarithmic map into H = Log K}

Applying the logarithmic map on the set Exp(a)X N7 - N (¢) /"By, sends
Exp(a) to a shift of the logarithmic ray unit lattice Agm1 = Log(Om1)
and 7 N (¢)~1/" B, to a simplex S, log r—log A/(c) Of volume C(r, N'(c)), where
S, = Log(zBx) C Log Kg as in Lemma A.1.

The expected value as in Equation (6.87) then equals the average number of
points of a randomly shifted logarithmic ray unit lattice into this simplex,
which equals C(r, N(¢))/ Vol(T™). The precise value is as follows.
_ |pk] - C(rN(e))

X —1/n _
cm ’a%uI(EFTm)HExp(a)T NrN(c) " /"Bxl] () I - Ry (6.88)

Applying the Abel summation formula to get the probability for the
ideal set S™

By combining Equations (6.85) to (6.88), using the class number formula (see

. Nm) _ Ok /m| '
Equation (2.11)) and by the fact that ¢(I:1) = |(o;/r$*| > 1, one obtains,

aED[pa’c]
- aED a%EXIEEE)ﬂrBOO {(0[) . Exp(—a) = ¢ | @ EXp(_aoo) < TKmVl]‘|

o1/4 .V |Ak[- N (m) ) k|- C(r, N (c)) — U4, C(r,N(c)) ) N (m)
- rme2nE - (2m)hC p(m) - hg - Ry . pK ¢(m)

6_1/4 . C(Tv N<C)) (6 89)
i} "”n . pK Y °

By taking the sum over all ¢ € S™, using linearity of the expected value
operator, one can achieve the following lower bound.

a+D |a+Exp(a)NrBso

E l Pr [(a) -Exp(—a) e S™ ‘ a-Exp(—as) € TKm’IH

Z Pa,c

ceS™

= Z aED [Pa] > e /4 Z M (6.90)

e
ceSm cesm  PK T

= E
a<D
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6. ldeal sampling

By an application of the Abel summation formula, one can relate the
sum Y .cgm C(r,N(¢)) with an integral involving the counting function
|S™(t)] = [{c € S™ | NM(a) < t}| of the ideal set S™. In fact, we will show
that, for some function f: R — R,
n m

> CONOD O > ssalerys (60

ceam PET t=1 PK -t
where the last inequality is due to the function f(¢) having most of his weight
in the interval [r™/e™, r"]; precisely the relevant interval for the local density
dsm[r™] (see Definition 6.6). By combining Equations (6.90) and (6.91), we
obtain

E P ‘Exp(—a) € 8" | a - Bxp(—as) € TK™]| > dgn[r"]/3.
a«+D oe(—Exp(:;Il‘)ﬂrBoo [(Oé) Xp( a)e ‘Oé Xp( a )ET ] Z 08 [T‘ ]/

which finishes the proof.

6.5. Extended Proof of Theorem 6.9

6.5.1. Simplify the Probability by Fixing a Single Ideal ¢ € S™ and
a single Arakelov divisor a € DivY..

In this part of the proof we focus on a fixed a ¢+ Div%w in the proba-
bilistic process of Equation (6.77) in Theorem 6.9, leaving the remaining
randomness to be the uniform sampling of o € Exp(a) N rBs. Furthermore,
we concentrate on a fixed ideal ¢ € S™ as well. By the law of conditional
probability, we have

= . _ — . _ m,1
Pa,c = aeExpP(Z)anoo [(a) Exp(—a) =¢ ] a-Exp(—ax) € TK }

(o) - Exp(—a) = ¢
- Pr 5 and
X NrBeo
@) a - Exp(—ax) € TK™!

B [ - Exp(—an) € TK™1] (6.92)

T
a+Exp(a)NrBs

In the following lemma we compute the exact values of these probabilities.
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6.5. Extended Proof of Theorem 6.9

Lemma 6.12. Let m C Ok be a modulus, let T € (O /m)*, let a € Diviem
be a fized Arakelov ray divisor, and let ¢ € I be an integral ideal. Then

(o) -Exp(—a) =¢ B [Exp(a + d(c) N 7By

r and )
a+Exp(a)NrBso o Exp(—aoo) c T K™l | Exp(a) N TBOO|
(6.93)
and, there exists some T € Kr such that
Exp(a)m + 7) N rBy|
P - Exp(— e rK™! _ N , (6.94
a{—Exp(EIx.)ﬁrBoo |:04 Xp( aOO) 4 } | Exp(a) N TBOO‘ ( )

where the sampling o < Exp(a) NrBy is uniform in both expressions.

Proof. By examining Definition 6.2 closely, noting that Exp((a + d(c));)
= Exp(af) - ¢ € I}, we see that for all o € Exp(a),

(o) -Exp(—a) = c and a - Exp(—as) € TK™! <= « € Exp(a+d(c))".

As the number of choices for a € Exp(a) N rBs equals | Exp(a) N rBx|,
the number of good choices equals |[Exp(a + d(c)) N rBs| and since the
sampling procedure is uniform, we arrive at the first probability claim. For
the second probability claim, write a = Exp(af) € Z}, for conciseness. We
note that for o € Exp(a), a - Exp(—ay) € TK™! is equivalent to

o - Exp(—as) € Exp(ag) N 7K™ =an7K™! = am + 7/,

where 7/ € a is such that 7/ = 7 modulo m (note that a and m are coprime).
This, in turn, is equivalent to

a € Exp(ax)(am +7') = Exp(a)m + 7
where 7 = Exp(as )7’ € K, which proves the claim. O
6.5.2. Estimating the Number of Shifted Lattice Points in a Box
Both Equations (6.93) and (6.94) involve the number of shifted lattice points

in the volume rBy. For large enough radius r, we can reasonably estimate
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this quantity to be |(Exp(a) +7) NrBs| ~ r™-27% . (21) /(edee(@) . | /[AK]).

Lemma 6.13. Let x > 1. For any Arakelov ray divisor a € Divgm, any
r>z-n?- ]AK|% -edee@)/n gnd any 7 € Kg, we have

r . 2MR . (27)"C
edeg(a) . ‘AK’ ’

|(Exp(a) +7) NrBu| € [e71/%, /] .

where we note that for a € DiV?{m, i.e., degree-one Arakelov ray divisors, we
have deg(a) = 0.

Proof. Let us write V for the Voronoi cell of Exp(a) around 0 with respect
to the infinity norm, i.e., Voo = {= € Kr | ||#]|e0 < ||& — v||oo for all v €
Exp(a)}. This is well-known to be a fundamental domain for the lat-
tice Exp(a) (up to a set of ‘faces’ of measure zero), thus having vol-
ume det(Exp(a)) = ed®8@) . /[AK]. Denote cove, = coves(Exp(a)) =
max{||z|lecc | * € Voo} for the covering radius of the lattice Exp(a) with
respect to the infinity norm. Furthermore, denote 7y € V., for the unique
representative of 7 + Exp(a) in V., implying Exp(a) + 7 = Exp(a) + 7.

The sets v + Voo for v € (Exp(a) + 79) N rBs are disjoint and are in-
cluded in K N (r + 2 - coveo)Boo. Hence, by computing the volume of
UUE(Exp(a)—i—%o)ﬁrBoo (U + Voo) in Kg, we obtain

|(Exp(a) + 7o) N 7Bool - €18 .\ /|Ag| < (r + 2 - covae)™ - Vol (Kg N Bao)
< (r+42-cove)™ - 2" - (2m)"C,
where we used the fact that Vol(Va) = det(Exp(a)) = edee® . /JAK].
Observe also that Krg N By, contains some coordinates that are real and

other that are complex. Hence, its volume is 2"% - (27)"¢ and not 2" (the
2-dimensional volume of {(z,7) € C?| |z| < 1} is 27).

In a similar fashion, we can deduce that the set Kr N (r — 2 - coveo)Boo is
included in U, ¢ (Exp(a)+7o)nrBe (V + Vo), Where Vo, is the topological closure
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of Vao. The sets v + Voo for v € (Exp(a) + 7p) N 7Bs are disjoint up to sets
of measure zero, and therefore, by computing volumes, we obtain

(r—2-cove)™ - 2™ - (27m)"C = (r — 2 - coveo)" - Vol(KRr N Boo)

< [(Exp(@) + 70) N Boo| - e1¥@ -\ /| Ag]

Combining the two bounds, one obtains

2-covag \" T 27R L (2
<1_ C:V> ; BT < |(Exp(a) + ) N 7B

nc
. edeg(a) . /|AK_| =

§(1+

2. covoo)" P 2ME . (27)"C

edeg(@) .\ /TAL]"

From Lemma 2.22, we know that cove (Exp(a)) < n/2- |AK|% -edeg(@)/n; g0,
by assumption, r > 2-x - n - cove,. We obtain the final claim by substituting
r and using the inequality (14 y/n)™ <e¥ for all y € (—1,1). O

r

Figure 6.1.: The number of lattice points in the red box is clearly sandwiched by the
number of green cells and the number of green and cells together.

Applying above lemma with 2 = 4 and thus r = 4 - n? - \AK|% N (m)'/n,
to Equations (6.93) and (6.94) and substituting them into Equation (6.92),
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one obtains,

= P -Exp(—a) = - Exp(— K™!
Pac M_Exp(;)mgw [(a) xp(—a) c!a xp(—asx) €T }

_ [Expla + d(0)) N17Bx|
~ |(Exp(a)m + 7) N rBs|

€ [e-1/4, 111 . T@: éf:;l |Exp(a+d(c)X NrBs|  (6.95)

Here, we use that det(Exp(a)m) = edee@ . | /[AL] = |Ak|, and
1/4 el/4 r"-2"R. 27r "C
thus |(Exp(a)m + 7) NrBs| € [e ] \/lATNm)

6.5.3. Estimating the Probability of Sampling a Single Fixed Ideal
for a Random Avrakelov Divisor

To obtain the probability of sampling a fixed ideal for a random Arakelov
divisor, one needs to take the weighted sum over the probabilities of sampling
a fixed ideal for a fixed Arakelov divisor, where the weights are given by the
density D on Div(}(m. In other words, one needs to take the expected value.
So, for a fixed integral ideal ¢ € I}, we have

E

B [Pal

= E P .Exp(—a) =  Exp(— Kl
a<D aeExp(i)ﬂrBoo [(O&) Xp( a) c|a Xp( aoo)GT H

—1/4 el/4). VIA[-N{m) [|Exp(a+d(c));mrsoo|]. (6.96)

< [6 rh . 2NR . (27‘1’)”‘C a+D

where the last approximate equality follows from the linearity of the expec-
tation and Equation (6.95).

6.5.4. The Number |Exp(a + d(c))* NrB| Only Depends on the
Arakelov Ray Class of a € DivY..

It thus remains to focus on the expected value

E_ [|Exp(a + d(c)); N7Bu| (6.97)
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In the following rather technical lemma we will — among other things —
prove that the number of elements in Exp(a + d(¢)).* NrBs only depends
on the Arakelov ray class of a, meaning that we might take the expected
value over the uniform distribution over a fundamental domain of Pic%m
in Divlm in Equation (6.97), as [D] is uniform over Pic%w, per assumption
(see Definition 6.8).

Lemma 6.14. For all ray divisors a € Div%m, elements 7,7 € K™, ideals
¢ € I and real numbers r > 0 we have the following list of facts.

(i) |Exp(a)’ NrBux| = |Exp(a+ ('), NrBx|, i.e., the number of T-
equivalent ray generators of a in a fized box of radius v is equal to the
number of T7'-equivalent ray generators of a + (r') in the same box.

(i) |Exp(a+d(c))X NrBs| = |Exp(a+ d°(c))) N WBOOI, so the only
difference between the maps d° and d is just some appropriate scaling.

(iii) Writing ase = 3., a, - () € H C Divim, we have

|[Exp(as)] N 7Bos| = |pgema| - [(Agma + (ay,)a) N Siog(rl, (6.98)

where Siogr = {x € Log Kr | 5 <1log(r), >, xs = 0} is a simplex as
in Lemma A.1.

o(t!)

Proof. For part (i), observe that multiplying by (la(r’)\ )U € Kp yields a bijec-
tion from Exp(a) to Exp(a+(7’)), preserving the maximum norm. It remains
to show that this bijection sends Exp(a)’ to Exp(a + (7)), . Using Defi-
nition 6.2 and assuming Exp(as) = kO (and therefore Exp([a + (7')];) =
7'kOf), we have

(U(T,) ) -Exp(a); = < 1 ) (7') - Exp(ase) - (kO NTK™?)

o (™)1 4 o (1)

Exp(a)

- 1 -Exp(as) -(T'kOF N 77 K™Y = Exp(a + (7))
‘<|a<7'>|>(, Exp(ac) (r'w O N 7'7K™!) = Exp(a + (1)),

Exp((a+(7'))oo)
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For part (ii), recall that multiplying the ideal lattice Exp(d(c)) = ¢ C Kg
by the scalar N (c)~'/" results in the ideal lattice Exp(d®(c)). Applying
this scalar multiplication to the set Exp(a + d(¢)) N rBy yields a bijective

correspondence with Exp(a + d%(c)) N v B.

T

(c)l/’n
In part (iii) it is enough to show that the logarithm Log : Kg — Log(KR)
takes Exp(as); to the shifted lattice Log(Ojem1) + (av,)s C H and takes
7Boo to the simplex Sjoo(y C H. This logarithmic map is | gm,1]-to-one on
Exp(a);, as it sends roots of unity to the all-one vector in Kg, yielding
the extra factor |pgm1| in Equation (6.98). Here, pgm1 = pux N K™, ie.,
the roots of unity in K™!. O

As a corollary of Lemma 6.14(i) we deduce that
|Exp(a)” NrBoso| = [Exp(a+ (k) N7Bu|

for k € K™, i.e., the number of elements |Exp(a) N rBo| only depends
on the Arakelov ray class of a (next to r € R, m and 7 € K™). Choose
a (measurable) fundamental domain F C Divim of the quotient group
Pic%m, and put Frm = {a € F | [a] € T™}, a fundamental domain of 7™ in
Pic%m. Then, by the assumption that [D] is uniform on Pic%w, and writing
7 =7 N ()" we deduce

[\Exp(a—l—d(c))f ﬁrl’)’ooﬂ UEXP a—l—dO ))x meoo”
= B, [[Bola+ @) nibul| = B IBxp(a+ (7)) 0B
=k, [|Exp(a); N 7Bu|| = |C}m|a<—uI(E [[Exp(a); N7Buc|| (6.99)

where the first equality follows from scaling (Lemma 6.14(ii)) and the second
one by the fact that the random variable is an Arakelov ray class invariant
(Lemma 6.14(i)) and that [D] is uniform on Pic%w. The third equality holds
because F + d(c) — (7) is a fundamental domain of Pic%w in Diviw if F
is. The fourth equality follows directly from Lemma 6.14(i), and the last
equality follows from Definition 6.2. Namely, an Arakelov divisor a can only
have generators if the ideal class of Exp(a¢) is trivial, i.e., if [a] € T™. So,
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6.5. Extended Proof of Theorem 6.9

instead, a can be chosen uniformly from a fundamental domain Fpm of T™
in Diviem, with a correction factor of \CTl‘“I in the expected value.
K

6.5.5. Taking the Logarithmic Map into H = Log K}

By taking the Logarithmic image, we find, by Lemma 6.14(iii), that Equa-
tion (6.99) equals

|Kgema |
: Agem Vg )o og(r)—lo n 1
T wesdey s 4 (@) 0 Sty gyl | (6:100)
|ugcm1 | VOl(Stog(r) —log A7 (c) /)
= 101
CI | Vol(Fm) (6.101)
|- Cr,N() lpxl- C(rN(0)) (6.102)

T|CIE | [0F : Ofur) - R o(m)-hg- R

where C(r, N'(c)) = Vol(Siog(r)—tog A'(c) /n) = (nlogr—log N(c))* /r! whenever
N(c) < r™ and zero otherwise; and where ¢(m) = |(Og/m)*|. The first
inequality of Equation (6.101) follows from Lemma 6.1, the second equality
follows from Lemmas A.1 and A.2 and the fact that Vol(Frm) = Vol(T™) =
[0F : OFwi]-lgma |- [pr |~ VOl(T) (see Lemma 2.16). The third inequality
(Equation (6.102)) uses the fact that |Cl% |- [O : Opwi] = ¢(m) - hx (see
Lemma 2.15).

Remark 6.15. Note that all number-theoretic quantities in Equation (6.102)
make sense intuitively: one out of hx random ideal lattices is expected to
be principal, the density of units (including roots of unity) is |ux|/Rx and
one out of ¢(m) random elements coprime to m equals T mod m

Combining Equations (6.96), (6.99) and (6.100) and the class number formula
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(see Equation (2.11)), we have

E [pa,]

a<D

a<D [a+Exp(a)NrBo

€ [V, 1. T\/n ’.éﬁ : 5\2/751;1 E_|[[Exp(a +d(c)) N rBu]|
— [671/4 61/4] Y ’AK| N(m) . |MK| ) C(T,N(C))

’ rm 2k - (2m)ne p(m) - hi - R
i gy CONE) N g CONG)

’ repg ¢(m) T repg

(T

(6.103)

where C(r,N(¢)) = (nlogr —log N'(¢))*/r! whenever N (¢) < r™ and zero
otherwise.

6.5.6. Applying the Abel Summation Formula

We have, by Equation (6.103),

E [ Pr [(a) Exp(—a) € S™ | aExp(ax) € TK“‘JH

a+D | a+Exp(a)NrBso
o—1/4
= = > . .
o 2 pae = X B pad 2 o Y CORNG). (6104)
ceS™ ceSm ceSm
N(eo)<r™

Lemma 6.16. Let S™ C I a set of integral ideals, let v > e, and denote
C(r,N(c)) = (nlogr—log N())" 0

r!

1

" pK

Z C(r,N(c)) > % - Ogm[r"]
ceS™
N(eo)<r™

Proof. We apply the Abel partial summation formula with ay sm := |{c €
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S™ | N(¢) =N} and C(r,N) := M, whose derivative equals

J (nlogr —logt)~1

d_ N = =

dNC(T’ )’t t-(]I‘—l)!
—rn

= EEyE [dN (r, nlogr—logN)}

where I'(r,z) = [2° u*le “du is the upper incomplete Gamma function. Re-
call that [S™(t)| = >-y<; an,sw. A typical application of the Abel summation
formula yields

ZCTN

ceS™
N()<rm

= ZGNS"" (r,N)

"PK N

_ _/t SISt {(ﬁVC(r,N)‘N:J dt

=1 pK T

L st
= (If—l)!/t_l Py .[Lﬁvf‘(r,nlogr—log]v)’

Using Definition 6.6 about ideal density and the fact that the integrand is

] dt,  (6.105)

positive, Equation (6.105) is lower bounded by

1 /’”" [S™ ()] [ d ]
5% l(r,nlogr —log N dt
» L ( )|

(r—1)! n pr -t
5 m ’l"n "
- (If_[l)]! /—( Je)n LﬁvF(ﬂ“anlOgT —log N)‘Nt] dt > 5 - dsn[r"], (6.106)

where the last inequality (Equation (6.106)) follows from the definition of
the upper incomplete Gamma function,
1 ™ d
—_— r,nlogr — log N) ) dt
(r—1)! /t=(r/e)”(dt (x, & s ’N:t
1 Lk

- (K'—l)l (F(an) _F(Ean)) = l_e_ngﬁ = 1/27

where we used the fact that e™" Zi;é 711717 equals the probability that a Poisson
distribution with parameter n yields at most r — 1 < n — 1 occurrences,
which is bounded by a half. O
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We conclude that

aED[Ipa’c]
acD aeExp<§)mrBJ(a) xp(—a) € 8" | aExp(-ax) € 7 ”
o—1/4

C(r,N(c)) > dsm[r™]/3.
e X CON(©) 28507
N(e)<r™

This concludes the proof of Theorem 6.9.

Remark 6.17. As already mentioned, the fraction % before dgm[r™] can be
made arbitrarily close to 1. In order to achieve that, we need to enlarge the
“ideal density’ interval in Definition 6.6 to [x/e*™, x] and we need to increase
the radius r € Rsq in Lemma 6.15.

In the case of this larger density interval, the Poisson distribution in above
proof changes into a Poisson distribution with parameter 2n, but with the
same bound (r —1 < n — 1) on the occurrences. This yields an exponential
instead of a constant bound. Increasing the radius v by an exponential factor
2" also yields an exponential bound on the error. So, by implementing these
changes, one can obtain a lower bound on the probability in Theorem 6.9 of
(1 =0(e™™)) - dsm|[r"], which is exponentially close to optimal.

6.6. Ideal Sampling

6.6.1. Sampling in a Box

In this section, we explain how one can efficiently sample in a (distorted)
infinity box, provided that all the dimensions of the box are sufficiently large.
More precisely, let (r,), € Kr be such that r, > 0 for all coordinates. We
let (15)sBoo denote the distorted box

(re)oBoo :={(25)s € Kr | |2s| < 74, Yo}
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Proposition 6.18. Let a C Ok be an ideal represented by a basis My, let
B € Ok be a shift and let (r)s € Kr be such that v, > 0 for all o. Assume
that for all embeddings o, it holds that r4 > 4-2"-n3/2 | A3/ 7). N (a)/™,
Then, there exists an algorithm sampling uniformly in (a + ) N (74)sBoso
using time O(n®log(|Ma|)?), where |M,| denotes the length of the longest
basis vector of M,.

Remark 6.19. This lemma can be seen as the ‘algorithmization’ of the
ideas in the very similar Lemma 6.15. In that particular lemma (see also
Figure 6.1), an estimation is made of the number of lattice points in a boz,
where Voronoi cells are used as the fundamental domain.

In the proof of this lemma, we sample a random element in the ambient
vector space of the lattice that also lies in the predescribed boz (14)sBoo
Then, we use a ‘rounding algorithm’ to round this real vector to an actual
lattice point in a. Such a rounding algorithm needs a fundamental domain
of the lattice a, which can be computed by means of the LLL-algorithm. This
might yield quite a skewed fundamental domain, hence the slightly worse
requirements on the parameters, compared to Lemma 6.185.

Proof. The algorithm first computes (in polynomial time) an LLL reduced
basis (a1, - ,a,) of a from M,. This basis satisfies ||a;]] < 2"\, (a) <
2" /n- | Ak |3 N (a)'/™ (using Lemma 2.22). After that, reduce 8 € Ok
modulo this LLL reduced basis (a1,--- ,ay,) of a, yielding € B+ a. That
is, write 5 = >, t;a; and put B = Yot — [ti])as.

Denoting D := 3, [|ailloc < 2" - V1 - |Ax[>®™) - N(a)/™ for the sum of
the infinity norms of the basis vectors a;, we have |3l < D. Also, by
assumption on (7, ), it holds that r, > 4nD for every embedding o.

To sample a uniform element v € aN(r,),Bso, the algorithm goes through the
following steps. It first samples a uniform element ¢ = (t5)s € (15 +2D);Boo.
This can be done in time poly(n,log(max, s + 2D)), by sampling every
first rg + rc coordinates of ¢t € Kg independently, and defining the last
rc ones appropriately in order to have ¢t € Kg. The algorithm then writes
t = >, tia; with ¢; € R (the vector ¢ lies in the real span of a) and puts
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v = Y:|tila; + B, which lies in 8 + a. Finally, the algorithm outputs v if
v € (14)sBoo, Otherwise it restarts.

Let us first show that the distribution of v is indeed uniform in (a + 8) N
(ro)oBoo- Let us define P = {3, z;a;, x; € [—1/2,1/2]} the fundamental
parallelepiped associated to the basis (a1, - - ,ay,). It holds that for all x € P,
we have ||zl < D.

The probability of sampling v =a + § € (ro)oBoo for a € a via the above
procedure is equal to the probability of sampling t € a+P C (1, +2D)sBso.
This probability is equal to Vol(P)/ Vol((rs + 2D)sBs N Kgr), which does
not depend on a € a. We conclude that above sampling procedure yields
v = o+ f that are uniformly distributed in (a4 ) N (74 )oBso. The running
time of the algorithm is dominated by the LLL-reduction of M, which takes
time O(n®log(|M,|)?), where |M,| denotes the length of the longest basis
vector of M,.

To conclude the proof, we show that the success probability of the algorithm
is constant. Indeed, observe that whenever t = ", t;a; € (ro —2D),B, then
we have v = Y [ti]a; + € (74)eBoo (since ||t — v||oo < D and ||| < D),
and so the algorithm succeeds. The success probability of the algorithm is
then at least

Vol((ry — 2D)gBos N KR) 1 (1 — 2D/ra) (1 — LA\"
= ey -yl = nolo>1/3
S \1+2D/r,) — 1+% = ’

Vol((rs + 2D);Bs N KR)
where we used the fact that 2nD/r, < 1/(2n) for any o. This concludes the
proof. O

6.6.2. The Sampling Algorithm

Definition 6.20. We denote by Sp the set of B-smooth ideals, i.e.,

Sp = {a ideal of Ok | for any prime ideal p | a holds N (p) < B}
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Theorem 6.21 (ERH). Let S be any set of integral ideals, let m C O
be any ideal modulus, let b C Ok be an integral ideal coprime with m and
let 7 € (Og/m)* be any invertible element modulo m. Let, furthermore,
r>4-2" 032 |Ag|z - N(m)w and let € > 0 be an error parameter.
Then, assuming the FExtended Riemann Hypothesis, Algorithm 7 outputs in
time T = poly(log |A k|, size(N (b)), log(1/e),log(N (m))) an element 3 € b
such that

« (B)/be(S-Sp)NIk,
e =7 modm
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with probability at least %53 [r"] —e.

Here, B = 6(n2 - [n? - (loglog(1/¢))? + (log(!AK|N(m)))2D.

Proof. We split the proof into two parts. We start with the proof of correct-
ness and the success probability and finish with the proof of the polynomial
running time.

(Correctness and success probability). By Lemma 6.22, which we will treat
later, the ideal-element pair ((3)/b,3) € I% x O from Algorithm 7 is
distributed as ((«) Exp(—a),aExp(—a)) with a + W = W(N, B, s) +
d’(b) and a <+ Exp(a) N rBs uniformly. Here W = W(N, B, s) + d°(b)
is the random walk distribution starting on the point d°(b) € Divim (see
Definition 4.1).

For the random walk distribution W = W(N, B, s) + d°(b) on Div%w with
these parameters holds that [W] on Pickw is e-close to uniform in the total
variation distance. So, allowing an error of € we may as well assume that a

instead comes from a distribution D on Div}w that satisfies [D] = U (Pic%m )
(see Lemma 6.23).

By applying Theorem 6.9, one then obtains that the expected probability
(over the randomness of a € Divim) that (8)/b = (o) Exp(—a) € SNI}
given that f§ = aExp(—a.) = 7 mod m is at least %55[1"”] — 27", From
the fact that b = b - [[;p; with p; { m and N (p;) < B, we have that
(B)/b € (S-Sp) NI in that case, and the result follows.

(Running time). Note that log B and N are poly(log|Ak|, size(N (b)),
log(1/¢), log(N(m))), so any complexity polynomially involving log B and
N must be polynomial in the size of the input as well. In the following
complexity analysis, any complexity that is within poly(log |A k]|, size(N (b)),
log(1/¢),log(N(m))) we will call ‘polynomial in the size of the input’

For the running time, we go through steps 1 to 4 of Algorithm 7. Step
1 involves the sampling of N primes, which, by Lemma 2.14 takes O(N -
n?log? B) time, clearly polynomial in the size of the input; the fact that
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the primes need to be coprime with m does not give a significant overhead?.
Multiplication of two ideals can be done by LLL-reducing the n? x n matrix
involving all products of the Z-generators of the respective ideals, taking
time at most O(n®t"log(M)'+") [NS16] for any n > 0, where M is the
maximum entry of the matrix involved®. This multiplication is done with
N ideals, which means that the total time of this ideal multiplication is
polynomial in the size of the input. An alternative way to see this is by
using the two-element representation of ideals (e.g., [CS08, §4.7]).

Step 2 requires to sample a Gaussian in H = Log KH%, which can be done
by inverse transform sampling, without a significant running time. The
estimation of the time required for sampling in the box (e - N (b)1/"), By
is deferred to step 4.

In step 3 one only needs to compute 8 € b and p € m such that g+ p = 1.
In that case 7 = A7 suffices. Such a pair (8, ) € b x m can be found by
applying the Hermite normal form to the concatenated basis matrices of b
and m [Coh99, Prop. 1.3.1]. This requires O(n® log(M)?) time [SLY6], where
M is the maximum entry occurring in the basis matrices.

Step 4 requires the sampling-in-a-box algorithm described in Proposition 6.18
which requires O(n®log(|Ax| N (mb))?) = O(n®log(|Ax| N (m)BY)3) time.

Clearly all steps require time at most polynomial in the size of the input,
which proves the time complexity claim. O

Above proof needs the results of Lemma 6.22 and Lemma 6.23. The first
proves the fact that Algorithm 7 mimics a random walk, and the second
shows that the random walk distribution on Diviw is close to a distribution
D for which [D] is uniform on Picw. After these two lemmas, the proof is
completed.

?In the sampling procedure in Lemma 2.14, the first step is sampling a random integer
p in [0, B]. In this particular step one can avoid primes dividing m by simply compute
the greatest common divisor of p and N (m). This only gives a non-significant overhead
compared to the full algorithm in Lemma 2.14.

3This time estimate is from Neumaier and Stehlé [NS16], instantiated with § =

log max; ||b;|| < log(nM) and lattice dimension n>.
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Lemma 6.22 (Algorithm 7 mimicks a random walk). Let m C Ok a
modulus, let N, B,s and r as in Algorithm 7 and let W = W(N, B, s) be
the random walk distribution on Divhw (see Definition 4.1). Let W, be the
distribution on Kg X Diviw obtained by sampling a < W(N, B, s) + d°(b)
and subsequently sampling o € Exp(a) NrBys uniformly.

Then the pair ((3)/b,5) € I% x Ok obtained by running Algorithm 7
follows the exact same distribution as ((«) Exp(—a),aExp(—ac)) with
(o, a) — W

Proof. The difference in the sampling procedure consists of where the dis-
turbance of the ‘infinite places’ happens. In the case of the random walk,
the disturbance happens on the the divisor, whereas in Algorithm 7 the
disturbance happens on the box to be sampled in. We will show that this
does not matter for the end distribution.

Both the distribution W and Algorithm 7 involve the following two random
processes: picking N uniformly random primes from

{p € I prime | N(p) < B}

and sampling a Gaussian (z,), € H; both with the exact same parameters.
Without loss of generality, we can therefore focus on one fixed sample
{p; | 1 <j < N} of primes and one fixed vector (z4), € H.

This means that we consider the fixed a = Zévzl(]pjl) + 3, 20, (V) + d°(b) €
Diviw for the procedure involving W, and the fixed ideal b=b Hé\le p; and
distortion (e~*7), for the procedure involving Algorithm 7. Then, writing

b= N(b)!/m,
Exp(a) = (¢7),6/b, Fxplar) = b and Exp(an) = (), /b

Thus, a Exp(—as) for uniformly random « € Exp(a) N 7By is distributed
as

Exp(—as) - U(Exp(a) N7Bx) = (67" )y - b- U((ex”)gﬁ/g N TBOO)

= U([NJ N(Ee %)y b- TBOO>
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6.6. Ideal Sampling

which is exactly the distribution of 8 € b in Algorithm 7 for fixed b. It
follows that (a)Exp(—a) = (a) Exp(—as) Exp(—af) = (o) Exp(—as)/b is
distributed as (()/b, which finishes the proof. O

Lemma 6.23 (Lifting property of distributions). Suppose that a distribution
D : Divim — R satisfies ||[D] — U(Pickw)||1 < € (see Definition 6.8). Then
there exists a ‘lifted’ distribution Dy : Divle — RY such that [Dy] =
UPicdw) and |D — Dyl < .

Proof. Put
1 D(a) .
Dy(a) = 4 VoiEt @lEy i [Plal) #0
u otherwise
. Divo + iq — 1
for some u : Divim — RT that satisfies [u] = VolPicTn)" Then, one can
check that [Dy] = ———— is uniform on Pic%w. Furthermore, writing F

= Vol(PicT )
for a fundamental domain in Divim for Pic%m, we have

P=elli= [ [ . PGt fe)) - Dufat (o) ldada
1
= Jomen,, [P = i )

The first equation holds by definition, the second equation by the fact that
the sign of (D(a + (o)) — Dy(a + (af))) depends per construction solely on
the coset [a]. O
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