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Abstract

Cybersecurity, defined as the prevention and mitigation of malicious interference with digital devi-

ces and networks, is a key area of contest for digitalized politics, especially in uncertain and turbu-

lent situations. Nowhere is this more starkly illustrated than in states such as Egypt, where the

period since the January 2011 revolution has seen several changes of government and the subse-

quent consolidation of executive power, increasingly strict limits on free speech, and extensive vio-

lence by Islamist groups against the state and civilian targets and by the state against protesters

and dissidents. How, then, are cybersecurity policies, practices, and technologies deployed and

contested in uncertain political environments? The article argues that cybersecurity provides a way

for the Egyptian government and opposition activists to “manipulate uncertainty” to their advan-

tage. Each side uses cybersecurity policies, practices, and technologies to restrict their adversary’s

scope for action, seeking to make the other more predictable while retaining or increasing their

own freedom of action. In addition to providing extensive empirical data on cybersecurity develop-

ments in Egypt, the article makes two theoretical contributions. First, it shows how political strug-

gles between state and opposition movements assimilate the influential language and content of

cybersecurity, generating distinct cybersecurity politics. Second, it highlights the role of uncer-

tainty as a driver—among others—of cycles of innovation and response in contentious politics,

including those that center on cybersecurity.
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Introduction

Individuals, organizations, and states all seek to protect themselves,

their communications, and their data from a variety of threats on-

line, including fraud, data leaks, disruptions to online services, and

corporate and national surveillance. Cybersecurity, defined as the

prevention and mitigation of malicious interference with digital

devices and networks, is highly politicized and a key area of contest

for digitalized politics, especially in uncertain and turbulent situa-

tions [1].

Nowhere is this more starkly illustrated than in states such as

Egypt, where the period since the January 2011 revolution has seen

several changes of government and the subsequent consolidation of

executive power, increasingly strict limits on free speech, and exten-

sive violence by Islamist groups against the state and civilian targets

and by the state against protesters and dissidents. The current

Egyptian government, under President Abdel Fattah Al-Sisi, has

introduced and extended laws on terrorism, media, and cybercrime,

created specialist national and regional bodies for cybersecurity, and

invested in and experimented with new techniques and technologies

of digital surveillance [2, 3]. Political activists and protesters have

changed tactics in response, countering government pressure by

moving between various platforms and experimenting with different
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means of organization, mobilization, and communication [4, 5].

This article thus draws on events in Egypt to ask: how are cyberse-

curity policies, practices, and technologies deployed and contested

in uncertain political environments?

The article argues that cybersecurity is a way for the Egyptian

government and opposition activists to “manipulate uncertainty” to

their advantage. Each side uses cybersecurity policies, practices, and

technologies to restrict their adversary’s scope for action, seeking to

make the other more predictable while retaining or increasing their

own freedom of action. In other words, each side uses cybersecurity

to make the other uncertain about their actions while increasing

their certainty about the other’s actions. This manipulation of uncer-

tainty revolves around access to and secrecy of information, techni-

ques, and technologies of (counter)surveillance and censorship, as

well as broader communications law and policy. In these processes

of manipulation, "cybersecurity" is a highly malleable term; not ne-

cessarily referring to any specific infrastructures or practices but

deployed strategically throughout the wider field of digital politics.

This argument builds on extensive scholarship on the role of

digital media in contentious politics and social movements, as well

as recent works in cybersecurity and political science that under-

stand states and societies as information systems, detailed in the fol-

lowing sections. In addition to providing extensive empirical data

on cybersecurity developments in Egypt, it makes two theoretical

contributions. First, it shows how political struggles between state

and opposition movements assimilate the influential language and

content of cybersecurity, generating distinct cybersecurity politics.

Second, it highlights the role of uncertainty as a driver—among

others—of cycles of innovation and response in contentious political

practices, including those that center on cybersecurity. By doing so,

this article identifies and fills a gap between these literatures: from

the contentious politics side, a relative lack of attention on the dis-

tinct role of cybersecurity and its relationship with political uncer-

tainty; and from the cybersecurity side, on the imbrication of

cybersecurity policies and practices in particular institutional and

political contexts and struggles.

The article is structured in five sections, as follows. The first two

sections provide the theoretical framework. The first section locates

this article in wider scholarship on democratic and authoritarian

politics, identifying a range of strategies for manipulating uncer-

tainty available to political actors. The second section moves from a

static exploration of different strategies to an examination of their

dynamics, drawing on literature in contentious politics to detail how

these strategies interact. The third section details the methodology

for the empirical data collection, and the fourth section explores the

emergence of cybersecurity in Egyptian politics, drawing on laws,

policy, and media reports in English and Arabic, as well as inter-

views with local cybersecurity activists and experts and first-hand

experience of events by the authors. The fifth section draws theoret-

ical lessons from this overview, highlighting how repertoires of con-

tention, in Tilly’s phrase, have, in the digital age, come to include

repertoires of manipulating uncertainty through cybersecurity [6].

Authoritarianism, uncertainty, and cybersecurity

The varied “Arab Spring” protests and revolutions in 2011 are often

cited as paradigm examples of the transformational power of

Internet politics, although scholars have reached differing conclu-

sions on the extent to which new communications technologies

enabled and shaped these events [7–10]. After the wake of the Arab

Spring failed to meet expectations of democratization, analyses have

shifted from highlighting the organizational and mobilization poten-

tial of social media “liberation technologies” [11], to exploring their

co-option and exploitation for repression; in Gunitsky’s memorable

phrase, “corrupting the cyber commons” [12]. Recent mass mobili-

zations in Sudan, Algeria, Iraq and Lebanon have again raised the

salience of the “Arab Spring” frame and resurrected positive repre-

sentations of social media and political action [13, 14]. In this

changing context, we seek to navigate between naivete and dystopia

to focus carefully on the way political dynamics shape and are

shaped in complex ways by digital media.

The ubiquity of communications across digital devices means

that the control of Internet networks is an increasingly crucial aspect

of state power and international politics [15–17]. Farrell and

Schneier have taken the centrality of information politics in the

Internet age further, reading states as fundamentally information

systems [18, 19]. They suggest that the classic democratic/authori-

tarian distinction can be understood as a difference in the distribu-

tion of information: in a democracy, information is more widely

spread and of a higher quality (trustworthy, reliable), while in au-

thoritarian states, reliable information is rare, and its dissemination

closely controlled.

This conceptualization places information circulation—and

therefore uncertainty—at the heart of politics, echoing earlier works

focusing on uncertainty in democratic transitions [20]. In Bunce’s

summary, in democracies the political process is certain and the out-

come is uncertain, while in authoritarian states the political process

may be uncertain but the outcome certain [18, 21]. Of course, this is

a simplification, because political processes are as much a part of

the contest as outcomes; as Schedler explains, political actors are

simultaneously uncertain about the location of the game, the rules—

and metarules—of the game, and the score [22]. But the general

point holds, even as a matter of degree: certainty about process is

higher in more democratic states, and certainty about outcome in

more authoritarian states.

However, political actors do not merely orient their action

around uncertainty but manipulate uncertainty to achieve strategic

goals. As Lynch et al. argue in their study of post-2011 Egyptian on-

line political clusters, elites can strategically promote or diminish

uncertainty, as can organize opposition groups [23]. The manipula-

tion of uncertainty appears clearly in accounts of securitization:

while a threat can be magnified by exaggerating its potential dam-

age, it can also be magnified by making it uncertain, appearing liable

to happen at any time through discourses of imminence and

“unknown unknowns” [24–26]. Uncertainty is therefore not just a

feature of the world or a specific political system (how likely is infor-

mation to be true, how likely is a certain action to lead to specific

consequences), but is also something over which one can exert con-

trol for political gain.

More specifically, we can distinguish between the subjective

uncertainties of those in power and those seeking change. Although

in hybrid or authoritarian systems the incumbent is highly likely to

remain in office throughout a critical political juncture (a referen-

dum, protests, constitutional change, parliamentary elections, and

so on), there always remains some uncertainty for those in power—

subjectively much more so than may appear from the outside—and

so they usually seek to overdetermine their continued grasp on

power [27–29]. In contrast, opposition activists continue to seek

change even when it seems clearly unfathomable; indeed, the story

of many social movements, including Egypt’s 2011 January revolu-

tion, is of no-one quite believing it would happen until it did, and

yet continuing nonetheless [30]. In short, activists often possess

hope and faith despite their fear, and against the balance of
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probabilities [31]. We can summarize these subjective uncertainties

as paranoid and optimistic, respectively, each deviating in opposite

directions from an “objective” view of uncertainty in the state qua

information system [32, 33]. Complicating the matter is the issue of

second-order beliefs: the activist believes the dictator to be paranoid

while the dictator believes the activist to be unduly optimistic, and

these beliefs about the other feed back into their subjective judgment

of uncertainty [32, 33].

The manipulation of uncertainty can thus be targeted at specific

actors or groups, rather than the population in general. Combining

the two insights on manipulation and subjective uncertainty above

suggests that both incumbent elites and opposition seek to diminish

their own subjective uncertainty rather than the uncertainty per se

around political events, while increasing uncertainty for their oppo-

nents. Furthermore, subjective uncertainty can not only be increased

or decreased, but can also be managed or exploited. Scholarship on

risk as a social organizing principle holds that actors, in politics and

elsewhere, are fundamentally concerned not just with calculating

risk, but also with risk management strategies that accept high levels

of uncertainty and seek to achieve strategic goals in a highly uncer-

tain environment [34, 35]. Together, these insights enable us to iden-

tify six actor strategies for manipulating uncertainty, as summarized

in Table 1, and elucidated in the following paragraphs.

The first three strategies, in the left-hand column, seek to minim-

ize or manage the subjective uncertainty of the actor themselves

(whether incumbent elite or political opposition), as follows. First,

gathering data to better predict events is the most intuitive way of

minimizing uncertainty. As risk scholars show, however, there is an

important distinction between the act of prediction and the ability

to make accurate predictions; a supposedly predictive apparatus

does not necessarily need to be proven accurate in order to minimize

subjective, rather than objective, uncertainty [36]. A second way of

minimizing uncertainty is to limit the space for action overall. If

fewer possibilities for action are perceived to be available, then sub-

jective uncertainty decreases even without greater predictive power.

As the literature on deterrence and coercion in international rela-

tions demonstrates, governments regularly deploy a wide range of

strategies that seek to narrow the decision space of adversarial inter-

action, for themselves and others [37, 38]. The third strategy in this

column manages, rather than minimizes, an actor’s subjective uncer-

tainty by creating multiple overlapping systems. Scholarship on risk

and resilience identifies redundancy as a core risk management prac-

tice, although here again it is the perception of redundancy, rather

than a genuine ability to function whatever the situation, that man-

ages an actor’s subjective uncertainty [39–41].

The second three strategies, in the right-hand column, seek to

maximize or exploit the subjective uncertainty of an adversary.

First, in the inverse of gathering data to minimize uncertainty, an

actor can maximize an opponent’s uncertainty through secrecy,

restricting their access to relevant information. The importance of

secrecy to political action is recognized in a range of disciplines [42,

43], and its effect of increasing uncertainty for opponents has been

highlighted in instances of decisive deception in international polit-

ics [44]. A second strategy of maximizing an adversary’s uncertainty

is to act erratically or unpredictably, widening the action space ra-

ther than restricting it. Again, surprise and unpredictability is a tac-

tic long regarded as crucial in both conventional and asymmetric

conflicts, also usefully deployed in domestic political struggles [45].

Some commentators even suggest that adopting a metastrategy of

general unpredictability—in other words, lacking a strategy—can be

as effective as seeking to be unpredictable in specific instances [46].

The third and final strategy seeks to exploit rather than maximize

uncertainty by communicating in a vague or ambiguous manner, fol-

lowing international relations literature on “strategic ambiguity”

[3, 47, 48].

These six strategies are ways in which political actors can ma-

nipulate uncertainty to their advantage. In outlining these six strat-

egies, we do not mean to suggest that they are an exhaustive list,

but merely the most likely ways of manipulating uncertainty

appearing across several theoretical literatures. It should be

stressed also that there are many causes, strategies, and repertoires

of political action that do not have the sole or part aim of manipu-

lating uncertainty, and it is beyond the scope of this article to re-

view all of them [6, 49].

Where does cybersecurity fit into this account of political actors

manipulating uncertainty for their own ends? Cybersecurity, as a se-

curity issue, is fundamentally concerned with uncertainty [50].

Many approaches to cybersecurity are based on risk reduction, as

various risks to digital networks are identified and managed through

technosocial mechanisms of prevention, regulation, insurance, and

compensation [51]. However, there is also substantial uncertainty

about the appropriate content and scope of cybersecurity. The field

of cybersecurity has evolved from narrow and largely technical

notions of information security to become a highly politicized and

sprawling term [52, 53]. It includes state and commercial espionage,

cyberattacks that cross the threshold for “acts of war,” privacy and

data collection, disinformation and foreign interference in domestic

politics, and cybercrime as both technologically-enabled fraud

or “computer misuse” and as content-based transgressions of

political or social boundaries.

Consequently, cybersecurity is a highly malleable term, as we

have argued in previous settings, with multiple interpretations and a

sprawling set of meanings [1, 3, 54, 55]. One of the key tensions in

defining cybersecurity is in whether it concerns only technological

intrusions into networks, preserving technical properties of confi-

dentiality, integrity, and availability of data, or whether it also

involves the management and control of content moving through

those networks: in short, whether it protects the medium or the mes-

sage [56]. More broadly, cybersecurity concerns simultaneously un-

arguable yet difficult to define risks, changing rapidly with

technological developments [57–59]. This flexibility means that pol-

icies and technologies bearing the label of "cybersecurity" are ideal

candidates for political strategies aimed at manipulating

uncertainty.

Studies of cybersecurity in the Gulf states [60, 61] and in

Turkey [62] suggest that cybersecurity is redefined and exploited

by a range of domestic political actors to gain or retain power.

These studies prise apart conventional understandings of a bipolar

split internationally between states supporting “cybersecurity” and

“information security,” showing that both can exist simultaneous-

ly in a single state [3]. We expand the conclusions of these related

Table 1: Strategies for manipulating uncertainty

Actor strategies

Minimize or manage own

uncertainty

Maximize or exploit adversaries’

uncertainty

Gather data and build

predictive capability

Control and keep information secret

Limit action space Act erratically or unpredictably

Implement multiple

overlapping systems

Communicate vaguely or ambiguously
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regional studies to show how various political actors in Egypt

draw on cybersecurity to manipulate uncertainty in the fourth sec-

tion of this article; in the next section, we move our theoretical dis-

cussion from a static examination of strategies to explore the

dynamics of uncertainty.

The dynamics of uncertainty in digital politics

Contentious politics deals with repertoires and dynamics, not static

strategies. Political action takes place in specific contexts, in re-

sponse to and seeking to succeed against specific opponents [6]. A

dynamic or relational approach to contentious politics often

revolves around a “nexus” between repression and—depending on

the scholar—dissent, protest, mobilization, and/or conflict [63, 64].

The identification of a nexus highlights how actions on both sides

impact the other, thereby shaping the overall trajectory of political

contest—and, at times, requiring spontaneous action to redirect

such interactions toward or away from violence [65]. Such actions

include both direct contest and alternatives: e.g., choosing not to

protest, or, for states, “accommodating” opposition factions. This

dynamic approach has been formulated systematically as “strategic

interactionism,” explored by Jasper and Duyvendak among others

[66, 67]. Scholars have applied these conceptual frameworks to vari-

ous aspects of contentious politics in Egypt, including the mobiliza-

tion and repression of Islamist movements [68]. This field of study

also emphasizes the disaggregation of the state, aligning with longer

views of the tension between military, intelligence, and presidential

powers in Egypt [29, 67].

However, scholars of strategic interactionism and contentious

politics have largely omitted cybersecurity as a site of contestation;

e.g., the otherwise excellent volume on protest dynamics across the

“Arab Spring” countries by Volpi and Jasper does not address cyber-

security at all, with social media as a background technological

transformation, rather than a site of contestation [69]. This article

seeks to rectify this omission. In doing so, it draws on research con-

necting contentious politics, authoritarian practices, and “data

activism,” both in the Middle East (e.g., Iran [70]) and more widely

[71]. Although this body of work also avoids direct engagement

with the concept of cybersecurity, it provides a more sophisticated

theoretical underpinning for the examination of digital politics—

including, as detailed below, questions of surveillance and cre-

ative resistance.

As with contentious politics, offensive and defensive develop-

ments in cybersecurity are dynamic, context-dependent, and adver-

sarial. Offensive and defensive actions only succeed or fail in

specific contexts, exemplified by repeated exhortations to cyberse-

curity defenders to “understand the threat actor,” on the one hand

[72], and, conversely, findings that one of the characteristics of

advanced threats—and the mark of a successful penetration tester—

is time spent on target-specific reconnaissance [73]. Overall, this

phenomenon creates a “cat-and-mouse” characteristic in cyberse-

curity, where improvements in defense motivate offensive adapta-

tions to overcome those improvements, and vice versa [74].

Moving to repertoires and dynamics, rather than static strat-

egies, means that the overview of strategies for manipulating uncer-

tainty laid out in the first section of the article is not sufficient, and

we also need to ask: how do these strategies interact? We can theor-

ize this interaction using the division between two sets of strategies

above: the first managing or minimizing subjective uncertainty of

the actor, and the second maximizing or exploiting that of the op-

ponent. Rather than conceptualizing these two sets of strategies all

as options available to a single actor, we can also view them as re-

sponsive moves by adversarial actors. More fully, actors minimize

and manage uncertainty in response to and in the context of adver-

saries seeking to maximize and exploit that actor’s uncertainty, and

conversely aim to maximize and exploit uncertainty for specific

adversaries while aware that these adversaries are seeking to manage

and minimize their own uncertainty.

We can therefore see the three rows of Table 1 as three separate

dynamics of uncertainty in digital politics, which we refer to as sur-

veillance/countersurveillance, censorship/creativity, and redun-

dancy/ambiguity. These dynamics are represented in Table 2 below,

which repeats Table 1 but adds a third column (the left-hand col-

umn) for the three dynamics above. The rest of this section explains

these dynamics and places them in their theoretical context, justify-

ing our description of each and the distinction between them.

Before exploring each dynamic in turn, we first stress that—like

Table 1—this is not an exhaustive list, not least because it only con-

cerns digital informational politics. There are of course other dy-

namics of uncertainty outside digital politics: e.g., many ways to

limit physical spaces of action are not treated here [10], as we are

concerned mainly with those dynamics that take place within or in-

volve online networks. We do consider overlaps, e.g., where physical

restrictions such as stop and search of devices by security agencies

lead to different practices for activists going to join protests.

Dynamics of uncertainty can also take place in “offline” informa-

tion politics, through forms of communication that do not use digit-

al networks or the Internet. Again, we do not consider these here

unless they overlap with digital politics. Furthermore, the three dy-

namics considered here do intersect, often at a technological level: e.

g., deep packet inspection technologies can enable both online cen-

sorship and surveillance, depending on their configuration.

Regarding the first dynamic, both governments and opposition

activists gather data about the other and seek to keep their own in-

formation secret, but the surveillance/countersurveillance dynamic

that this creates is far from equal. State surveillance is prevalent

worldwide and is enabled by a massive societal surge in the gener-

ation, collection, and analysis of data in the last two decades,

Table 2: Dynamics of manipulating uncertainty

Dynamic Actor strategies

Minimize or manage own uncertainty Maximize or exploit adversaries’ uncertainty

Surveillance/countersurveillance Gather data and build predictive capability Control and keep information secret

Censorship/creativity Limit action space Act erratically or unpredictably

Redundancy/ambiguity (?) Implement multiple overlapping systems Communicate vaguely or ambiguously
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fundamentally connected to the development of the Internet [75–

77]. Some scholars have suggested that the Internet architecture it-

self enables state surveillance, and could be reconfigured to make it

more difficult for states to access information on citizens that con-

travenes human rights standards [78, 79]. All political actors oper-

ate within this wider circulation of data and data products, and so

both states and citizens are imbued with a “global culture” of sur-

veillance—the set of assumptions, references, and expectations that

accompany a constantly-monitored life—as well as specific surveil-

lance cultures that differ according to sector and geographic location

[80]. States generally attempt to keep surveillance architectures se-

cret to prevent their targets evading them, but this is increasingly dif-

ficult in an age of megaleaks and the decreasing “half-life” of secrets

[43]. Most notably, the Snowden disclosures accelerated a transfer

of surveillance from liberal democratic states, where they existed

within (however much they subverted) substantial checks and balan-

ces, to authoritarian states without any such restrictions against

their use in facilitating repression [81–83].

On the other side of the coin, the act of watching and recording

is integral to standard accounts of the role of nongovernmental

organizations (NGOs) and human rights activists in international

politics, and more generally opposition movements that have limited

access to or deliberately forgo other methods of contest. Finnemore

and Sikkink’s classic account of “naming and shaming” in human

rights advocacy requires first the ability to observe and record the

actions of governments [84], obscuring its reliance on a wider cul-

ture of surveillance in which transparency and the collection of

minute-level data are common practices. This (digital) watching and

recording are not usually considered as sur-veillance (watching from

above), due to power asymmetries in favor of the state against such

groups. Consequently, the term sous-veillence (watching from

below) has been coined to denote distributed data collection and

storage in cases where the individual is acting against the state, like

recording devices and wearable cameras [85–87].

In terms of secrecy, resistance to state digital surveillance can be

cultivated through personal practices, and many activists rely on a

range of technologies to sabotage/block surveillance [88–90]. They

have assistance in this from large technology multinationals, whose

professed corporate ethos on privacy and diplomatic relationships

with liberal states (which diverged significantly in the wake of the

Snowden disclosures) have led them to implement extensive antisur-

veillance measures, such as end-to-end encryption [91]. This is not

always the case: the same companies remain cooperative with gov-

ernment surveillance practices in more important commercial mar-

kets, and privatized digital surveillance industries create what some

have called a “cyber-military-industrial complex” [92].

Regarding the second dynamic, the main way states limit the ac-

tion space online is through censorship and information controls.

Scholars have noted how authoritarian states such as China have

progressed through successive “generations” of online information

controls, from firewalls and simple filtering, to institutional meas-

ures to funnel online activity into acceptable bounds, and finally

sophisticated forms of manipulation of content and population sen-

timent [12, 93]. These generations are cumulative rather than transi-

tional, meaning—e.g.—that states do not stop national-level

blocking when they have access to sophisticated targeted capabil-

ities, but instead choose when to use each in different situations.

The adoption of information controls, like surveillance software,

often depends on “dual-use” commercial traffic management soft-

ware, originally developed and marketed to corporate organizations,

that can be implemented at a national level to extend censorship on-

line [94].

In response to extensive information controls, creativity and sur-

prise are a key part of online protests and political action. Code

words or disguised images and videos are common ways to evade

online censorship [95]. Longstanding techniques of offline innov-

ation and creativity, such as flash mobs and distributed, decentral-

ized protest actions, have reemerged online, pioneered by the

“hacktivist” group Anonymous [96]. Like surveillance/countersur-

veillance, the dynamic between information controls and online cre-

ativity is marked by a significant power differential: elites and

governments deploy information controls, while those with less

power rely on erratic and unpredictable countercensorship practices.

However, cultivating online unpredictability requires effort, and so

is unlikely to be widely adopted in populations of varying digital ac-

cess and literacy, such as Egypt. For most of the population, infor-

mation controls and surveillance lead to a “chilling effect,” where

citizens practice self-censorship to curtail their expression of any

ideas they perceive to be critical to ruling institutions or challenging

societal norms [97, 98].

The last two strategies in the typology in Table 2—creating mul-

tiple overlapping systems and communicating vaguely or ambigu-

ously—lead less clearly to a response/counterresponse dynamic than

the first two sets of strategies. These last strategies seek to manage

or exploit subjective uncertainties, rather than minimizing or maxi-

mizing them, respectively, and so should be considered alongside ra-

ther than in addition to the first two dynamics. For example,

purchasing multiple surveillance systems with overlapping function-

ality from different suppliers (as the Egyptian government and

others have done with spyware companies Hacking Team and

FinFisher, discussed in the following section), might be considered a

form of redundancy. Similarly, the concurrent operation of different

generations of information controls manages the risk that any par-

ticular one will be ineffective, especially when individuals and other

states are constantly seeking to circumvent them. On the contrary,

communicating vaguely or ambiguously is a complementary strategy

to the first two means of maximizing an adversary’s uncertainty: it

does not give away secret information (e.g., in the “neither confirm

nor deny” statements of many state security agencies) and facilitates

erratic and unpredictable action by remaining consistent with mul-

tiple possibilities. The “redundancy/ambiguity” dynamic proposed

in Table 2 is therefore tentative and accompanied by a question

mark, acknowledging the different nature of these strategies.

Finally, what do these dynamics suggest about the role of cyber-

security policies and technologies in manipulating uncertainty? At

an abstract level, it seems clear that cybersecurity could be associ-

ated with both sides of these dynamics, involving opposing concep-

tions of threat and vulnerability. For example, cybersecurity

justifications could be invoked for the adoption of surveillance tech-

nologies by states and for the adoption of countersurveillance tech-

nologies by activists, each requiring a different idea of what the

cybersecurity threat is, and what should be protected [1]. This ques-

tion, however, is better answered empirically, and will be addressed

in the remainder of the article. To anticipate the following sections,

we argue that cybersecurity policies and technologies appear on

both sides of the first dynamic, and predominantly on the govern-

ment side of the second and third dynamics.

Methodology

Methodologically, the empirics of this research are based on a range

of primary and secondary sources: relevant national and regional

cybersecurity legislative and cooperative frameworks; reports of
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national, regional, and international digital rights NGOs; surveil-

lance technology tenders; and news articles in English and Arabic.

These sources are supplemented by three interviews conducted with

prominent Egyptian cybersecurity experts and activists, in addition

to the quasi-ethnographic data gathered through one of the authors’

lived experiences as an Egyptian national and Cairo resident.

The three interviews were semistructured and took place be-

tween early 2018 and mid-2019. Interviews were conducted in per-

son and via emails and VOIPs (Wire and WhatsApp), transcribed,

and analyzed qualitatively. The interview questions gathered data

on—but not limited to—the following: Egypt’s cybersecurity legisla-

tion and actors; Egypt’s regional and international cooperative

frameworks on cybersecurity; Egypt’s technologies and capabilities

of digital surveillance and censorship; the societal implications of

Egypt’s cybersecurity policies, practices and surveillance technolo-

gies; targets of state surveillance (activists, journalist, NGOs, etc.);

cyber norms of digital activism, countersurveillance, sousveillance,

censorship circumvention, and digital rights advocacy in Egypt; and

networking between tech activists and rights activists on the nation-

al regional and international levels. The data gathered from the

interviews inform the argument of the article, but is only one source

among many used in the following section, and where possible inter-

view data were triangulated with open source data and other field-

work outside the scope of this article [54, 60]. Due to the risks to

interviewees, we do not provide interviewee details other than a

broad description, date, and means of interview.

We note that some of this empirical ground has been covered by

others answering related questions, most extensively in Fathy’s ex-

cellent examination of human rights and freedom of expression on-

line in Egypt [99]. Other related works include Grimm et al.’s advice

on human and digital security in hostile environments, and Radsch’s

investigation of cyberactivism and citizen journalism in Egypt [5,

100]. While these important contributions examine the way Egypt

restricts digital rights to curb opposition, the challenges facing digit-

al activism, and the ways to adapt to or subvert surveillance in

Egypt and/or other states in the region, analysis of strategies of the

state and/or activists to manipulate the digital space for their advan-

tage is not sufficient in isolation. We take this work further by focus-

ing on how these strategies interact, and, furthermore, exploring this

interaction specifically in the site of cybersecurity. As will be clear in

the following section, empirical developments around cybersecurity

are strongly skewed towards government actions, although not ex-

clusively so. We consider reasons for this imbalance in the subse-

quent discussion section.

Cybersecurity politics in Egypt

This section provides an overview of political developments in

Egypt over the last decade, focusing on cybersecurity policies, insti-

tutions, and technologies in the context of sustained political strug-

gles, often violent, between successive governments and opposition

movements. It is organized chronologically, split into three periods:

2011–13, 2014–17, and 2018–20. These periods are marked by key

political junctures: the first from the January 25 revolution to the

military overthrow of President Mohammed Morsi in June 2013

and subsequent violence, the second with the election of current

President Abdel Fattah Al-Sisi in 2014 and his first term, and the

third from his re-election in 2018 to the beginning of 2020. This is

only an overview of a complex and turbulent decade, and so focuses

on crucial moments in Egyptian politics while omitting many im-

portant developments for reasons of space.

2011–13
Prior to the January 25 revolution, a major shift in the state’s ap-

proach to cybersecurity followed textile workers’ protests at a his-

toric factory in Mahalla—known as the 6 April Movement—in

2008. Opposition groups, often imitating the April 6 movement or

with that movement at their core—used the Internet for blogging,

tweeting and to organize on Facebook pages and groups [30]. Such

events highlighted the political importance of cyberspace, drawing

the attention of the regime of former President Hosni Mubarak. By

2009, Egypt already possessed technology that allowed large scale

access to telephone networks, provided by the company Nokia

Siemens Networks [101]. In 2011, the Huffington Post reported that

the Egyptian government had for several years used deep packet in-

spection (DPI) monitoring technologies produced by an Israeli-

origin subsidiary of Boeing, Narus [102]. As we have reviewed in

more detail elsewhere, the main legislation relevant to cybersecurity

at this point was the 2003 Telecommunication Law, which permits

extensive surveillance: it gives state security institutions the author-

ity to control all telecommunication services, resources and adminis-

tration in the case of general mobilization [2, 60].

These new forms of activism in cyberspace repeatedly mobilized

public opinion, notably after the death of Khaled Saeed in police

custody in June 2010, paving the way to the 2011 uprising [103].

Individual activists, in connection with NGOs, trade unions, blog-

gers and opposition groups, used social media platforms, in particu-

lar Facebook groups and pages like “We Are All Khaled Saeed,” to

plan the 25 January protests [104]. The initial purpose of protesting

against police abuse later extended to calling for the resignation of

Mubarak [10]. In addition, an online campaign mobilized thousands

of Egyptians living aboard to return and support the protests [105,

106]. After 18 days of the uprising, Mubarak stepped down and the

Supreme Council of Armed Forces ruled for a transitional period

until the election of the Muslim Brotherhood (MB) presidential can-

didate Mohamed Morsi in 2012.

The mass mobilization in 2011 highlighted the potential of

cyberspace as an alternative space for political activism and an in-

strument of democracy. Wary of this potential, several attempts to

circumvent the Internet and counter cyber-activism were undertaken

by the Egyptian government, the most infamous of which was the

blocking of Facebook and Twitter during the initial protests, fol-

lowed by a 5-day Internet shutdown [107]. This shutdown was

probably achieved through phone calls from a government agency

to all major ISPs instructing them to stop services, potentially under

the Telecommunications Law (although the ISP hosting the stock ex-

change remained online), and reportedly cost the Egyptian economy

around $110 million [108].1 To circumvent the Internet blackout,

Google and Twitter launched a “voice-to-text” software to allow

citizens to communicate without the Internet. The software allows

online voicemails to be sent out as texts on Twitter using the hashtag

#egypt [109]. Following the protests, security agencies targeted and

arrested activists who participated in the protests by tracing their

phones. To prevent this, protestors started to remove the batteries of

their phones in gatherings, while others learned not to even take

their phones with them.2

The January 2011 events also revealed further details of existing

state surveillance. When protestors broke into the headquarters of

1 A timeline of the communication shutdown in Egypt is available at

https://c2.staticflickr.com/4/3198/5814392791_1a39ac54c0_b.jpg

2 Anonymous MENA cybersecurity expert, interview, July 13, 2019.
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the Egyptian security agency State Security Investigations in March

2011, they retrieved and disclosed tenders for targeted surveillance

technologies to compromise Skype and email accounts and control

targeted devices, namely the “FinSpy” software imported from then

UK-based Gamma International (now Germany-based FinFisher)

[110]. Additionally, the cooperation of private telecommunication

companies with the government to allow monitoring of calls and

text messages, reveal user data, install interception and spyware

technologies, and block websites, was disclosed [111]. More general

repression of social media increased; e.g., later in 2011, a blogger

was sent to prison for a Facebook post critical of the military [112].

In 2012, the Egypt government likely purchased security software

and devices from the US-based company Blue Coat to censor and

monitor online communications [113].

During this period, the main cybersecurity policy change was the

publication of Egypt’s National ICT strategy in 2012 [114]. The

same strategy was later relaunched under Al-Sisi as a 2014–17 ra-

ther than 2012–17 strategy, but no other changes were made [115].

The strategy itself is extremely vague regarding the required changes

to surveillance regulation in the Telecommunications Law. On the

one hand, it states that the 2003 law “contains certain articles

that require amendment in line with Egypt’s democratic transition

that will promote political openness and protect freedom of

expression” (p. 9). On the other hand, it also qualifies this aim,

claiming to “bring about the desired balance between the consider-

ations of freedom as a fundamental human right and privacy

considerations and national security” (p. 33). Consequently, “the

availability of information [that] could harm national security of

Egypt or the exposure of relations with other countries at risk

under the banner of freedom is not acceptable” (p. 33). As we have

argued elsewhere, this strategy thus incorporates ambiguously

both an expansive definition of national security “and” an abstract

endorsement of human rights [3].

The solidarity and optimistic nationalism of the January 2011

events did not last long. Despite Morsi’s rise to power through

democratic elections, the MB government was widely seen as betray-

ing liberal civil society organizations and activists who opposed their

agenda. In what Schmitter and Karl call the “fallacy of electoralism”

[116], a naıve dependence on electoral victory as the source of

democratic legitimacy led Morsi’s government to turn a blind eye to

fulfilling other democratic requirements [9]. Furthermore, Sinai

emerged as a hub for militant Islamists due to Morsi’s reduction of

military operations there. This inefficiency and alienation resulted in

a series of protests organized on social media platforms by groups

like “Copts for Egypt,” “the Black Bloc,” and “National Salvation

Front.” Consequently, in January 2013, Morsi reintroduced the

emergency law for 30days. A second mass revolt took place on June

30, 2013, organized by a youth rebel movement “Tamarrod” (rebel-

lion), largely through social media platforms. This mass protest led

to the ousting of Morsi on July 3, 2013 after the intervention of the

military and a subsequent government decision to declare the MB a

banned terrorist organization [117]. Violence continued throughout

2013, especially after military dispersed MB protesters at Rabaa

Square in Cairo in August 2013, reportedly killing at least 700 peo-

ple [10]. Deep divisions appeared within political groups and even

families; e.g., a wife reported her husband to the authorities for

sharing Facebook posts on the Rabaa protests.3

2014–17
Field Marshall Al-Sisi’s initial “caretaker” role was legitimized by

national presidential elections in 2014. The deteriorating security

situation, including actions by MB offshoots or by ISIS’s Sinai-based

branch Ansar Beit al-Maqdis, helped the military garner support

[118]. The state of emergency was reinforced several times, as

authorities cracked down on nonviolent dissent and “public opinion

was shaped to perceive civic activism as a non-nationalistic endeavor

that hinders the government’s counterterrorism efforts” [117]. Al-

Sisi won the 2014 election by a landslide, with a reported 96.91%

of the votes. In 2014, the government established the Supreme

Cybersecurity Council with a committee tasked with monitoring

cyberspace for any “deviant” public opinion and “terrorism” con-

tent, with no specific definition of these terms [2]. This committee

was described as a counterterrorism and counterextremism tool that

complemented military operations in Sinai [119, 120]. The online

public sphere faced additional suppression, especially of negative

portrayals of the new President: e.g., bloggers were arrested and sen-

tenced to prison in 2015 for posting a satirical picture of Al-Sisi

with “Mickey Mouse” ears [121].

The new regime received extensive support from the UAE and

Saudi Arabia, in contrast to Qatar’s support for the MB govern-

ment, a change reflected in purchases of surveillance technologies.

In 2014, France reportedly sold a surveillance system built by Nexa

Technologies to the UAE, which was then sent to Egypt as a gift

under the codename “Tobleron” [122]. At the same time, a tender

for social media surveillance technologies for the Ministry of

Interior (MoI) through Systems Engineering Egypt, a local affiliate

company of Blue Coat, was leaked [123]. Importantly, these new

surveillance technologies were understood as cybersecurity protec-

tions, reportedly falling under a broader plan named the “Social

Networks Security Hazard Monitoring Operation (public opinion

measurement system)” [124]. However, the actual usage of mass

surveillance software is still uncertain. According to an Egyptian

cybersecurity expert, the security apparatuses do not have the

required capacity, in terms of the number of skilled/active personnel

and available time, to effectively run such systems.4

Government investment in targeted surveillance technologies

also increased during this period. In 2015, Privacy International

released details of a contract between the Egyptian government and

Italian targeted surveillance supplier Hacking Team [101].

According to this report, Hacking Team sent a contract for their

software in January 2015 to the Technical Research Department

(TRD), a subsection of the Egyptian intelligence agencies who are

associated with extensively catalogued human rights violations

including torture and mistreatment as well as suppression of polit-

ical opposition. An interview with an Egyptian cybersecurity expert

suggested that Egyptian authorities may have used this software to

surveil Italian PhD student Guilio Regini prior to his torture and

murder in January 2016.5

In this period, the government also introduced broad new laws

and policies to limit online dissent. The 2015 Counterterrorism Law

authorized state control over digital media, enabling it to shut down

websites and monitor online communication [117]. Cyberterrorism

is not explicitly defined in the text of the law; however, any online

activities related to terrorism are criminalized, including the use of

the Internet to learn any techniques that could be used to commit

terrorist crimes. The law also prosecutes publishing “fake news” on

terrorist attacks or counterterrorism operations if they contradict

3 Anonymous Egyptian cybersecurity expert, interview, March 26, 2018.

4 Anonymous MENA cybersecurity expert, interview, July 13, 2019.

5 Anonymous Egyptian cybersecurity expert, interview, March 26, 2018.
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the official statements of the Ministry of Defence. Similarly, the

2016 Law on Regulating the Press and Media, amended in 2018,

authorizes the Supreme Council for Media Regulation to monitor

the adherence of digital media to public ethics and national security,

with the power to block content that may threaten national security

[125]. These laws accompanied greater online censorship: by the

end of 2016, the Ministry of Interior had closed 163 Facebook pages

and arrested 14 Facebook page administrators, while 549 local and

foreign news and media websites and platforms critical of the

current regime and the status of human rights in Egypt were blocked

as of June 2020 [126].

These actions merged counterterrorism and cybersecurity

discourses. For example, a progovernment newspaper justified the

censorship above using a cybersecurity frame and referring to other

governments’ efforts in censoring the Internet, including the USA

and China, as against “cyber-terrorism" [127]. At a regional level, a

Global Centre for Combating Extremist Ideology, named “Etidal”

(moderation), was launched in 2017 by the leaders of Saudi Arabia,

Egypt, and the USA as a multilateral initiative to combat “cyber-

terrorism” and “cyber-extremism” [128]. Similar justifications were

also influential in MPs’ proposals in 2016 for a national version of

Facebook that requires citizen identification for participation [129,

130]. This restriction was justified using the language of cyber

threats to national security posed by the right to anonymity and

privacy [131]. According to one of the proposals, Egyptian

Facebook users would pay a subscription fee to access Facebook,

funding a platform and permit-management database run either by

Telecom Egypt or the telecoms regulatory agency. Individuals who

login to Facebook without subscription would be either fined either

5000 Egyptian pounds, face a 6-month prison sentence, or both

[132]. This system, according to the MP, would aid state surveil-

lance in its mission to combat online content that challenges nation-

al security [133]. Finally, according to an interview with an

Egyptian cybersecurity expert, this period also saw attempts to

classify hacktivism as an advanced persistent threat (APT), putting

political activism at the top of cybersecurity agendas.6

During this period, the Egyptian government also limited access

to key Internet censorship circumvention tools such as virtual pri-

vate networks (VPNs), ostensibly in keeping with wider regional

policies [134]. A key example concerns the encrypted messaging ap-

plication, Signal, which was blocked in December 2016 by the

Egyptian and the UAE authorities. In response, and working with

Egyptian activists, the creators of Signal updated the application to

rely on “domain fronting”: using encrypted connections to a popu-

lar domain, in this case, owned by Google, to act as a proxy for

Signal messages. Further attempts to block Signal in early 2017 in-

advertently blocked all Google traffic to Egypt, causing outages and

highlighting the technological limitations and experimental charac-

ter of online censorship in Egypt [135]. More recently, large technol-

ogy multinationals such as Google and Amazon have decided to

prevent domain fronting because it presents a cybersecurity risk, but

by doing so making it easier for governments to block Signal and

other apps [136]. More broadly, surveillance circumvention tools—

with the exception of Wire—remain unpopular in Egypt, despite

their availability and easy installation.7 Some activists have instead

turned to alternative platforms, using video games with chat rooms

such as League of Legends and World of Warcraft.8

Finally, in contrast to cybersecurity acting as a justification for a

wide range of online censorship and surveillance, the Egyptian

government also became widely seen as a cybersecurity threat to

civil society organizations. A Toronto-based interdisciplinary aca-

demic institute, The Citizen Lab, has analyzed two phishing attacks

against NGOs following accusations of receiving foreign funding

without the state’s authorization for projects that have “foreign

agendas” [137]. These attacks tricked the recipients into providing

their personal information and passwords to their work emails and

file-sharing accounts. These campaigns were carefully targeted: the

first wave impersonated the NGO “Al Nadeem Center for

Rehabilitation of Victims of Violence,” while the second wave

sent a fake link for updates such as detainees’ whereabouts or arrest

warrants. Another sophisticated tactic observed involves manipulat-

ing the two-step verification process on social media and email

accounts, and several high-profile activists were targeted by the state

in this way [138]. Notably, activist Ola Shohba’s personal accounts

were compromised in July 2017, and her mobile number for two-

factor authentication was deactivated. Shohba argued that the rigid

regulations for SIM card registration in Egypt, requiring physical

presence with a national ID card, indicate that her mobile phone

company cooperated with the Egyptian authorities in enabling this

access [139]. Research by Amnesty International in 2020 revealed

links between these phishing campaigns and the FinFisher malware

noted above; however, it is unclear to what extent these links indi-

cate continued corporate cooperation or, more likely, experimenta-

tion with (now publicly available) malware code [140].

2018–20
By the end of Al-Sisi’s first presidential term, his former popularity

started to fade amid strict economic measures that negatively

affected most Egyptians, in addition to intensified crackdown on

dissent, freedoms and the civic space. Broad macro-economic trends

in Egypt center around a $12 billion loan from the International

Monetary Fund (IMF) in November 2016 [141]. One of the key con-

ditions of the IMF loan was floating the Egyptian pound on inter-

national currency markets in November 2016, leading to an

immediate fall in its value and so increased prices of most commod-

ities: inflation climbed to around 30% in 2017, falling back to 15%

in 2018. IMF-imposed measures exacerbated existing structural eco-

nomic problems, leading the World Bank to describe 60% of

Egypt’s population as “poor or vulnerable” in July 2019, despite

more optimistic government figures released a month later based on

an artificially low poverty threshold [142]. New mega-projects, such

as the Administrative Capital close to Cairo, still under construc-

tion, and the extension of the Suez Canal in 2015, while providing

contracts for military agencies [143], added to uncertainty around

Egypt’s political course [144]. Nevertheless, Al-Sisi was re-elected

for a second term in 2018 with a reported 97% of votes, but with a

lower turnout. Al-Sisi ran for the election with only one other candi-

date—who himself is an Al-Sisi supporter—after his main opponent

was arrested and all other opposition candidates were prevented

from getting on the ballot through intimidation tactics. On the con-

trary, Al-Sisi’s political, economic and security measures were

praised by his supporters, citing them as necessary for the preserva-

tion of national security [145].

Shortly following Al-Sisi’s re-election, a cybercrime law that had

been repeatedly re-drafted over the preceding years was approved by

the parliament in August 2018. As we have argued elsewhere, the

provisions of this law are extremely vague [2, 3]. The Anti-Cyber

and Information Technology Crimes Law legalizes surveillance by

6 Anonymous MENA cybersecurity expert, interview, July 13, 2019.

7 Anonymous MENA cybersecurity expert, interview, July 13, 2019.

8 Anonymous MENA cybersecurity expert, interview, July 13, 2019.
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requiring Internet service providers to store and provide user’s data,

the content of the information system, and the equipment used, to

the government. It also penalizes websites’ administrators if they fail

to report to the authorities when they are subject to a cyberattack,

and for not taking the precautionary measures to secure their com-

munication, without identifying these measures. The law criminal-

izes running or using a “website” that incites crime, and broadly

defines “website” to include public pages and personal accounts on

Facebook, Twitter, and other platforms. It vaguely identifies crimes

or the illegal content as activities that might harm the “society’s se-

curity and cohesion.” Egyptian NGOs have argued that the impreci-

sion of terms such as “email” or “website” in the drafting process

was an indicator of the legislators’ lack of expertise [146]. An inter-

viewee traced this lack of expertise to the deliberate exclusion of

relevant legal and technical experts, as well as NGO representa-

tives.9 Finally, the law stiffens penalties for the same crime if com-

mitted using cyberspace, such as calls for protests. This reflects a

regional shift under the cooperative framework of the 2010 Arab

Convention on Combating Cybercrime, which restricts a wide range

of electronic and technical activities [147].

Al-Sisi continued to consolidate power through sweeping consti-

tutional amendments in 2019. The amendments included items on

extending presidential term limits until 2024 and allowing him to

run for reelection at the end of that term, thereby serving an add-

itional 6-year term until 2030. They also expanded the jurisdiction

of military courts over civilians and increased the president’s

executive powers. Civil society organizations have argued that

such amendments narrow the civic space and are a “death knell

for democracy” [148]. This period also saw a new National

Cybersecurity Strategy, dated 2017–21 and released publicly in

December 2018. This new strategy replicated many of the ambigu-

ities of the earlier ICT strategy noted above, highlighting vague

threats of cyberterrorism and cyberwarfare, but juxtaposed with

proposals for a new national digital identity system like that dis-

cussed above [149].

Amid growing dissatisfaction and apathy, in 2019 social media

companies revealed and dismantled several progovernment disinfor-

mation networks in Egypt. In August 2019, Facebook removed 378

accounts spreading disinformation across the Middle East, tracing

the source to media companies “Newave” in UAE and “New

Waves” in Egypt [150]. According to the Digital Forensics Research

Lab, the manager of New Waves also registered several other organ-

izations in 2017 and 2018, aiming for coordinated amplification of

progovernment propaganda across a range of outlets [151]. In

September 2019, Twitter removed 271 accounts targeting disinfor-

mation against Iran and Qatar, created and managed by a company

called “DotDev,” again based in UAE and Egypt [152]. A month

later, Facebook removed 448 accounts originating in UAE, Egypt

and Nigeria, and targeting worldwide, linked to a media company

named “Flexell,” and 301 accounts promoting the UAE, Saudi

Arabia and Egypt and critical of Qatar, Iran, Turkey, originating in

Egypt with links to a media outlet named El Fagr [153]. This wave

of takedowns followed increased attention on disinformation by

Facebook and Twitter due to growing political pressure in the USA,

and calls by influential US politicians and academics to treat foreign

disinformation as a cybersecurity threat [55].

In September 2019, a former military contractor, Mohamed Ali,

went on a social media spree seeking to galvanize people against the

military. In a series of videos, filmed in exile, he claimed that Al-Sisi

was squandering public funds, directing them toward construction

projects led by the military and building grand palaces while the

Egyptian public was living in austerity [154]. Subsequent protests

were met with “old-fashioned” mass surveillance, as security agen-

cies combined cyberattacks and intensified policing of social media

with a random “stop and search” of phones and laptops on the

streets [155]. Additionally, NetBlocks technical measurements

showed that the government slowed down and temporarily disabled

Facebook messenger from allowing people to share locations and

pictures during protests. More generally, access to social media be-

came unavailable/intermittent on some ISP networks [156]. To cir-

cumvent this, activists and individuals developed new practices

before heading to downtown or Tahrir square: deleting political

posts and messages that might incriminate them; temporarily deacti-

vating Facebook pages and Messenger; and keeping their phones

and laptops signed in with a second “fun” Facebook account free of

any political content [155].

More generally, there has been an overall increase in repression

due to digital activism in Egypt over the whole decade, reflecting

wider trends [157]. A report by the Open Technology Fund catalo-

guing arrests related to social media and online activism highlights

several patterns, including tendencies to repeatedly target well-

known activists and focus on sharing specific content (such as the sa-

tirical images of Al-Sisi referenced above) [158]. In addition to de-

vice seizures, surveillance, and other tactics detailed throughout this

section, this report highlights the role of online informants, and an

interviewee also noted that journalists have reported each other for

their online opinions.10 Similarly, although progovernment individ-

uals and groups historically countered activists by reporting them to

national security organizations, this is no longer necessary. Instead,

an individual can join any progovernment group/page on Facebook

(such as “fi hob Al-Sisi” [Love for Al-Sisi]) and report a specific ac-

tivist account to the other members of the group, then all the mem-

bers of the group/page can report this account as abusive or fake to

Facebook to be closed.11 The focus here on the actions of govern-

ment agencies and a relatively narrow set of opposition activists

must therefore be placed in the wider context of polarized political

debate and shifting societal expectations about privacy and appro-

priateness of online debate.

Manipulating uncertainty

The previous section demonstrates that cybersecurity policies, prac-

tices, and technologies are a central part of Egyptian politics. There

have been protracted political struggles over the introduction of

cybersecurity laws and technologies, most clearly evident in leaks

around the procurement of surveillance technologies and the 2018

cybercrime law. Multiple interpretations of cybersecurity have

emerged in Egyptian politics, from cybersecurity as concerned

narrowly with intrusions into networks, to broader associations

with individual rights, with privacy as an element and enabler

of cybersecurity, as well as cybersecurity as a foundation of national

information security. However, this overview also suggests that

cybersecurity policies, practices, and technologies are not merely the

9 Anonymous Egyptian cybersecurity expert, personal communication,

January 26, 2018.

10 Anonymous Egyptian cybersecurity expert, personal communication,

March 26, 2018.

11 Anonymous MENA cybersecurity expert, personal communication,

July 13, 2019.
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“subject” of political contest but are also political tools, used by

those in power and their opposition.

This section analyzes the events detailed above using the theoret-

ical framework of manipulating uncertainty developed in the first

two sections. As we argued there, manipulating uncertainty is a

well-established goal for both incumbent elites and opposition acti-

vists, with some placing the manipulation of uncertainty at the core

of political change [22, 23]. We proposed a framework containing

two broad ways for an actor to manipulate (subjective) uncertain-

ties: minimizing or managing their own uncertainty and maximizing

or exploiting their adversaries’ uncertainty. We then expanded this

framework to include six paired strategies, creating three overall dy-

namics for manipulating uncertainty (Table 2, repeated below). The

two key questions, therefore, are to what extent Egyptian politics in

the last decade involves strategies and dynamics for manipulating

uncertainty, and where cybersecurity policies, practices and technol-

ogies fit into these strategies and dynamics. In the following para-

graphs, we answer these questions for each pair of strategies and

their associated dynamic in turn. We do so by combining the theor-

etical framework of Sections 1 and 2 above with the empirical data

in Section 4. This discussion is thus derived from our research, build-

ing on the secondary literature on digital politics in Egypt noted in

earlier sections.

Before reviewing these strategies, it is important to be clear

about the scope of the claims in this section. When we state that an

event indicates a strategy of manipulating uncertainty, we do not

claim that this is the explicit intent of specific individuals. This

would be problematic for several reasons, including the availability

of data on the intent of relevant individuals, such as senior govern-

ment officials, and the reliability of that data—especially as publicly

stated intent is rarely an accurate guide to actual decision-making

procedures, in Egypt and elsewhere. Most importantly, it would be

problematic because most strategic actions achieve multiple goals,

especially in complex political arenas.

We, therefore, do not seek to show that manipulating uncer-

tainty is the “only” purpose of cybersecurity policies, practices, and

technologies. For example, surveillance technologies (whether tar-

geted or at a national level) do not only minimize uncertainty about

opposition activists and their plans, as we argue below; they also

help to catch criminals and terrorists according to definitions that

would be accepted internationally. On the other side, activists may

use new communications technologies with stronger cybersecurity

protections not just to keep information secret and maximize gov-

ernment uncertainty about their discussions, but because they pro-

vide better organizational or other functionalities. In many of the

cases we examine, it is plausible that manipulating uncertainty of

political adversaries is the “main” purpose of these cybersecurity

policies, practices, and technologies, especially as they emerged

against a backdrop of such intense and violent political competition.

But it is not necessary for our argument to establish that manipulat-

ing uncertainty is the only reason for a specific action.

The first strategy for minimizing one’s own uncertainty in

Table 2 is to gather predictive data, and the corresponding first

strategy for maximizing an opponent’s uncertainty is to keep infor-

mation secret. The increasing procurement and use of surveillance

tools, both targeted and large scale, clearly minimizes uncertainty

through (apparent) predictive capability, as it provides govern-

ments—specifically security agencies—with more and more detailed

intelligence about their targets (which include but are not limited to

activists). The secrecy of such intelligence databases, and opacity of

the national security apparatus more widely, also means that acti-

vists do not know what the government knows about them: they are

uncertain as to the extent of digital surveillance in any specific in-

stance. Consequently, secret surveillance tools both minimize gov-

ernment uncertainty and maximize that of their opponents.

On the other side, although some “sousveillance” by activists

occurred shortly after 2011 it quickly became less viable in an envir-

onment of increasing repression. Nonetheless, leaks around surveil-

lance technologies decreased uncertainty for activists about

government intentions and capabilities, as they provided a greater

awareness of both specific surveillance capacities and general plans.

In this context of increasing online surveillance, some activists used

more secure communications technologies, especially VPNs and

encrypted messaging, although interviews suggest that there was not

widespread adoption of these practices. Others used multiple

accounts to hide their political activity from the physical device

inspections that became an increasingly common practice for secur-

ity agencies. These countersurveillance practices increased govern-

ment uncertainty around who or when political activity would

happen, making it harder to pre-emptively act to suppress it.

Furthermore, these strategies exhibit a clear dynamic of surveillance/

countersurveillance: activists first use new means, such as social

media platforms; the state acquires the greater capability to monitor

social media; activists expose this capability and move elsewhere;

and the state seeks to monitor them again.

Cybersecurity appeared on both sides of this dynamic.

Government surveillance was reportedly termed a “Social Networks

Security Hazard Monitoring Operation,” echoing a wide range of

technical and policy measures in cybersecurity. As we have argued

elsewhere, companies selling surveillance and intelligence capabil-

ities—including FinFisher and Hacking Team—have embraced

descriptions such as “offensive cybersecurity” [60]. These associa-

tions appear within a broader view of cybersecurity as protecting

“national information space” [3]. Conversely, a “human-centric”

view of cybersecurity, closely connected to privacy and fundamental

human rights, justified the adoption of countersurveillance practices

and technologies by political activists [159]. So both sides were not

only manipulating uncertainty, but they were doing so in the name

of cybersecurity: the government to protect its information space,

and the activists to protect their privacy and individual

data security.

The second set of strategies aimed to limit the action space over-

all, minimizing uncertainty about what your adversary might do,

while acting erratically or (apparently) unpredictably, maximizing

their uncertainty about what you might do, and creating a dynamic

of censorship and creativity. The government, especially from 2016

onwards, greatly increased online censorship, with independent

websites and NGO sites explicitly censored for reasons of

“terrorism” or “foreign association.” However, this censorship was

erratic and not systematically enforced, sometimes raising questions

about the government’s capacity and technological ability, but also

due to the encouragement of self-reporting or citizen monitoring.

These practices minimized the government’s uncertainty by limiting

the opportunity for individuals to criticize the government and en-

gage in collective action online, but also increased the uncertainty of

activists who did not know when or why they would be blocked. It

also mirrors broader offline patterns of arbitrary detention and tor-

ture [157].

In response, some activists limited the opportunity for online re-

pression by simply going offline, not taking devices to city center

meetings, gatherings, or protests. Others used surprising—not neces-

sarily more secure—means of communication through video game

platforms and found creative means of online protest and self-

expression, increasing the government’s uncertainty about when,
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where, and how to censor online activity. These strategies were dy-

namic: as with surveillance/countersurveillance, censorship in one

place led activists to migrate somewhere else. However, the chilling

effect of overt censorship is much larger than that of unseen surveil-

lance, and so many instead chose to regulate their online speech to

avoid censorship.

Cybersecurity was one of several overlapping justifications for

censorship, in addition to strengthened counterterrorism and media

regulation. The Supreme Cybersecurity Council reportedly played a

key role in facilitating online censorship, which was later legitimized

by the 2018 Cybercrime Law. This deployment of cybersecurity fol-

lowed regional patterns, as cybercrime laws in the Gulf states have

been used for similar activities, drawing on the permissive position

on censorship adopted by the 2010 Arab Convention on Cybercrime

[3, 147]. The overlap between cybersecurity and counterterrorism

has both a regional and national dimension, with the Saudi Arabia-

based cyberterrorism monitoring center “Etidal” supported by re-

gional allies of Egypt, as well as the USA.

In contrast, in terms of responses to censorship, although inter-

views suggest that some activists viewed practices like leaving devi-

ces at home and video-game chat as a form of cybersecurity, creative

forms of protest were not connected to cybersecurity in the data

reviewed here. This may be because human-centric concepts of

cybersecurity focus on privacy rather than freedom of expression

more broadly, but it may be due to a lack of available data in com-

parison to that around government actions. Overall, cybersecurity

policies, practices and technologies featured more on the govern-

ment side of censorship than as a justification for counteractions

by activists.

The third set of strategies was the implementation of multiple re-

dundant systems to manage rather than minimize uncertainty, and

the use of vagueness and ambiguity to increase opponents’ uncer-

tainty. In Section 2, we suggested that although these strategies are

conceptually distinct, in practice they support the first two dynamics

considered above. The overview of the previous section provided

several instances of government actions that involve both redun-

dancy and ambiguity in this way. For example, the introduction of

sprawling media, terrorism, and cybercrime laws all aiming to crim-

inalize similar activities – “terrorist” content online—ensures that at

least one of the three will be able to suppress almost any undesirable

online activity. Conversely, the multiple channels of influence

sought by NGOs and rights advocates in response to these laws,

from technical advice to individual lobbying, public advocacy and

shaping popular opinion, could be seen as a corresponding but ul-

timately unsuccessful attempt through multiple means to ensure

their arguments were heard.

For vagueness and ambiguity, in addition to the characteristics

of the cybercrime law noted above, the way the 2012 (and 2014)

ICT strategy straddled renewed calls for human rights recognition

and repressive national security measures was likely not only due to

its attempt to satisfy competing constituencies, but also in order to

deliberately remain consistent with a variety of possible policy pro-

posals. We did not identify any strategic use of vagueness and ambi-

guity by opposition activists relating to cybersecurity in the data

reviewed, and represent this with "N/A" in Table 3 below.

Consequently, although strategies of redundancy and ambiguity

were framed as a question of cybersecurity among other issues, espe-

cially by the government, we did not identify a separate dynamic for

these strategies.

Overall, our analysis of the emergence of cybersecurity in Egypt

from 2011 to 2020 indicates that both government actors and op-

position activists sought to manipulate uncertainty: to make the

other uncertain about their actions while increasing their certainty

about the other’s actions. They did so through several distinct strat-

egies, which form distinct but related dynamics of online surveil-

lance/countersurveillance and censorship/creativity. Table 3

provides a summary of the specific policies, practices, and technolo-

gies discussed above in relation to strategies of manipulating uncer-

tainty following the layout of Tables 1 and 2, separately for

government actors and opposition activists. Our analysis indicates

that both sides invoked different interpretations of cybersecurity as

part of these strategies, including cybersecurity as national informa-

tion security and a human-centric, rights-focused version of cyberse-

curity. However, not all strategies draw an equal connection to

cybersecurity (of any form): cybersecurity appears most clearly in all

strategies within the first dynamic and predominantly on the govern-

ment side of the second and third dynamics.

Conclusion

This article has explored the emergence of cybersecurity policies,

practices, and technologies in Egypt since the January 25, 2011

revolution. It has been argued that the development of cybersecurity

in Egypt has been fundamentally shaped by deep-seated uncertainty

about the political process, with a range of actors, especially govern-

ment security agencies and political activists, deploying different

interpretations of cybersecurity as part of technosocial strategies to

manipulate uncertainty. In addition to providing extensive empirical

data on cybersecurity developments in Egypt over the last decade,

this article has made two theoretical contributions. First, it has

drawn on and extended scholarship on uncertainty in contentious

politics, especially in authoritarian and hybrid regimes, to specify

specific strategies of manipulating uncertainty and explore their

interaction in dynamics between adversaries. It has been argued that

Egyptian politics in this period, with high levels of uncertainty over-

all, has been characterized by the manipulation of subjective uncer-

tainties to both maintain and challenge dominant power structures.

Second, it has shown how new discourses and practices, such as

cybersecurity, are assimilated into existing political struggles rather

than merely importing their own priorities and structures. This has

important implications for cybersecurity studies more widely, as it

suggests that political context is essential in understanding state-

specific cybersecurity developments. It also highlights international

entanglements, as foreign or multinational companies and inter-

national NGOs, as well as state relationships, played a key role in

cybersecurity developments in Egypt.

The argument here, although located in Egypt, has broader rami-

fications. It is likely that many other hybrid and authoritarian states,

including in the Middle East and North Africa, have treated cyberse-

curity in similar ways [3, 61, 62]. The use of cybersecurity to ma-

nipulate uncertainty may also occur more widely, as what Gunitsky

calls “the great convergence” between democracies and authoritar-

ian states leads the former to adopt political practices originally

developed in the latter [160]. In democracies such as the USA and

the UK, with governments characterized by significant uncertainty

over the last few years, the use of cybersecurity discourses and prac-

tices to manipulate that uncertainty—e.g., in current debates over

the appropriate regulation of end-to-end encryption in the USA—

may be increasingly common in the future. But governments are not

the only actors whose approach to uncertainty and cybersecurity is

still evolving; e.g., the recently founded Amnesty Tech Security Lab

seeks to synergize efforts between cybersecurity experts and rights
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activists and has investigated a range of digital attacks against civil

society, including in Egypt.12

From the perspective of the study of contentious politics, future

research could tease apart the category of opposition activists used

in this article, with differences in approach to cybersecurity only ges-

tured toward in the empirical sections. Scholarship of political op-

position and protest movements has identified a range of complex

relationships between “moderates” and more radical “flanks” [63,

161], and these are likely to manifest in contests over appropriate

cybersecurity practices. Future research could also compensate for the

weaknesses of a single case study approach by investigating further

relevant comparative cases and transnational links at both state and

opposition levels, following research trends in contentious politics

more broadly [162]. Some starting points for such research were identi-

fied, such as the cooperation between several regional states and exter-

nal allies in countering “cyberterrorism” and procuring surveillance

systems, and on the opposite side efforts by transnational civil society

to engage in “data activism” and cybersecurity education.

Finally, the argument of this article suggests that the relationship

between cybersecurity and uncertainty is more complex than it

may first seem. As cybersecurity is oriented toward a range of

technological and sociotechnological risks, many cybersecurity prac-

tices and technologies seek to accurately calculate those risks,

weighing them against other social and economic considerations,

and ultimately aiming to lower their likelihood and/or manage them

appropriately. Cybersecurity thus seeks to reduce or contain uncer-

tainty. However, the investigation of uncertainty undertaken in this

article shows that cybersecurity can also be used in a targeted fash-

ion to manipulate uncertainty for specific groups in contentious pol-

itics, relying on secrecy, censorship and ambiguity to increase and

exploit uncertainty rather than reduce and contain it. Nonetheless,

some forms of uncertainty are crucial for fundamental rights and

equitable political systems; indeed, to return to the frame with

which we started, uncertainty about outcomes is a productive fea-

ture of a healthy democracy. We, therefore, need to recognize how

political actors exploit cybersecurity to manipulate uncertainty,

while also ensuring that concepts of cybersecurity preserve and pro-

tect those forms of uncertainty that we value.
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