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ABSTRACT

Researchers, enterprises, and governments have made great efforts to detect misinformation promptly
and accurately. Traditional solutions either examine complicated hand-crafted features or rely heavily
on the constructed credibility networks to extract useful indicators for discerning false information.
However, such approaches require insightful domain expert knowledge and intensive feature engi-
neering that are often non-generalizable. Recent advances in deep learning techniques have spurred
learning high-level representations from textual and image content and discovering diffusion patterns
with various neural networks. Despite the progress made by these methods, they still face the problem
of overdependence on the content features and fail to discriminate against the influence of each user
involved in the process of rumor spreading. Different user-aspect information plays different roles
in various stages of rumor diffusion, effectively extract features from each aspect, and aggregate the
learned features into a unique representation, which has not been well investigated. To address these
limitations, we propose a novel model, UMLARD (User-aspect Multi-view Learning with Attention
for Rumor Detection), to effectively learn the representation of different views of the users who
engaged in spreading the tweet, and fuse the learned features through the distinguishable fusion
mechanism. Finally, we concatenate the learned user-aspect features with content features to form
a unique representation and feed it into a fully connected layer to predict the label of rumors. Our
experiments conducted on real-world datasets demonstrate that UMLARD significantly improves the
rumor detection performance compared to state-of-the-art baselines. It also allows explainability of
the model behavior and the predicted results.

© 2021 Elsevier B.V. All rights reserved.

1. Introduction

news and misinformation.! The explosive spread of rumors poses
a threat to the internet credibility and has serious negative ef-
fects on individuals and the society — e.g., affecting national

The last decade has witnessed an emergence of numerous
online social media (OSM) tools, such as Twitter, Facebook, In-
stagram, Reddit, Weibo, etc. These OSM gradually became the
primary source of information in people’s daily lives and have
fundamentally changed our way of sharing information. However,
OSM is a double-edged sword. On the one hand, they allow for
social connectedness in a time of social distancing and facilitate
the diffusion of knowledge in various contexts. On the other hand,
they may induce the sharing of quick and superficial thoughts and
the speedy diffusion of unverified facts such as rumors i.e., fake
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stability [1] and fairness of elections [2], and manipulating the
stock market [3]. For example, numerous pieces of rumors related
to COVID-19 pandemic circulating through mediums. A bizarre
but notable recent example is the “corona-virus 5G conspiracy
theory” [4], spreading the rumor that 5G networks generate
radiation that triggers the virus, which has been peddled by
conspiracy theorists and celebrities on OSMs in early March 2020.
As a result, arsonists in the UK have launched over 70 arson
attacks on phone masts. While a conspiracy theory and its various
falsities and inaccuracies may be baseless, they still may lead to
real-world harms. The severity of the impact of rumors spurs the
need for effective detection of misinformation in OSMs and has
encouraged many research works in the recent years [5,6].

1 Despite the differences in the intentions of the spreaders, the term “fake
news” has been used broadly for and interchangeably with “misinformation”,
“propaganda”, “disinformation” and “rumors” in the community.
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A series of existing studies have focused on automatically
detecting rumors, mainly falling into three categories: (1) Hand-
crafted features based approaches mainly focus on identifying and
incorporating complicated manual features for rumor detection,
such as: lexical features [7-9], syntactic features, [7,10,11], visual
features [12,13], user features [7,14,15], and network features [8,
16]. The respective performances highly depend on the effec-
tiveness of extracted features which, however, require extensive
domain knowledge and cannot generalize the features from one
OSM to another. (2) Credibility propagation-based approaches [1,
12,17] aim to find the truth with conflicting information and
leverage the inter-entity relations to identify the misinformation
relying heavily on a constructed credibility network. However,
most of the users spread rumors unintentionally, which increases
the difficulties of rumor detection. In addition, the initial credibil-
ity values obtained from the feature-based classifiers make these
kinds of methods face the same problems with feature-based
methods. (3) Deep learning-based approaches have enhanced the
ability on high-level representation learning, and can automati-
cally learn sequential features [18,19], visual features [20], and
structural features [21] from the rumor contents and propagation.
Despite the significant progresses, current deep learning based
methods still confront several limitations:

(L1) Lack of systematic user-aspect rumor modeling: Research
[22] reveals that humans are the principal “culprits” in spread-
ing false news. Existing studies either directly aggregate users’
profile information as model inputs [7,23-25], which only pay
attention to the local structure correlations among propagated
users and the sequential propagation patterns [21] (i.e., user
temporal features), or focus on learning the global structure of
rumor diffusion [26] (i.e., user structural features). Essentially,
these works learn the rumor representation from an event-level,
and still lacks a unified framework that can learn rumor diffusion
while extracting meaningful features from user-aspect.

(L2) Entangled high-level feature learning: Existing works learn
high-level representations (e.g., structural or temporal) for rumor
detection by exploiting user profiles or pre-trained textual fea-
tures as model inputs. While improving detection performance, it
is difficult to demonstrate the effectiveness and high-level repre-
sentations of the model, because (1) the learned representations
are entangled with the original input [25], and (2) the models use
the same input [27] to learn different high-level features.

(L3) Indistinguishable importance of features and users: Different
features play different roles in rumor detection at different phases
of propagation. As information spreads, for example, the effect
of structural information and temporal information on discrim-
inating rumors becomes different [23,28]. Also, users may ei-
ther unconsciously forward some unproven news, or deliberately
propagate the fake news in the information spread [14]. Under-
standing the efficacy of features and individual users would help
detect rumors, which, however, has not been well investigated in
existing studies.

(L4) Limited interpretability: Most existing studies focus on ex-
plaining the news content, e.g., discover the important sentence
in the articles or emotional words in comments [29], to inter-
pret the detection results. However, these works cannot explain
critical features beyond text and determine user’s roles in rumor
propagation.

To address the limitations L1-L4 above, we propose a new
model UMLARD — User-aspect Multi-view Learning with Atten-
tion for Rumor Detection. Multi-view learning is a promising
learning paradigm that jointly models different views of the same
input data for improving learning performance [30]. For exam-
ple, a web page can be described in forms of text, video, and
image [31] simultaneously. By exploring the complementarity
and consistency of different views, it can further improve the
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model performance [32]. Inspired by recent progress in multi-
view learning [33-35], we initiate the attempts to capture the
principal characteristics of users and rumors by learning multiple
distinct features. Specifically, we exploit different views to repre-
sent an instance for comprehensively describing the information
of the instance. We first abstract the user-aspect features of the
users engaged in the diffusion process as user profile-view, user
structural-view, and user temporal-view, and then incorporate
different views to predict the credibility of the given informa-
tion. Specifically, UMLARD exploits different embedding methods
to learn the view-specific high-level representations of a given
post from the hierarchical diffusion process and user profiles. To
understand the importance of each view and the role of the user,
UMLARD employs a view-wise attention network and a capsule
attention network to incorporate both view-level and user-level
features. It allows us to better discriminate feature influence and
the effect of user behaviors in spreading rumors.

Our main contributions towards rumor detection problem pro-
vide:

e User-aspect feature extraction (L1): We conceptualize
user-aspect features as different views, including profile-
view, structural-view, and temporal-view, and present a
novel model to learn different views for each user who
engaged in the information diffusion.

e View-specific embedding methods (L2): UMLARD utilizes
different embedding methods to learn view-specific high-
level representations based on different inputs: (1) an
attention-based layer aims to learn user profile-view by
assigning different importance to features in user profiles;
(2) an improved GCN-based network to learn structural-
view from the diffusion network while considering the
direction of information dissemination, taking the adjacency
matrices of diffusion networks as input; and (3) a time-
decay LSTM considers the influence of users and is used for
temporal-view learning based on the diffusion path taking
two types of embeddings as inputs, i.e., static-embedding
and dynamic-embedding.

o Distinguishable hierarchical feature fusion (L3): We de-
sign a hierarchical feature fusion mechanism to unify the
knowledge from different perspectives, which consists of
two components: (1) a view-wise attention layer to cap-
ture the features from different views; and (2) a capsule
attention layer to differentiate the most related users.

o Explainable prediction results (L4): UMLARD explains the
significance of features according to the learned attention
values. Specifically: (1) the dimensional-wise attention net-
work shows the importance of different characteristics in
the user profiles; (2) the view-wise attention results tell
how the users play different roles in different phases of ru-
mor propagation; and (3) from the capsule attention results,
one can easily understand which users play critical roles in
detecting the rumors.

We conduct extensive evaluations on three benchmark
datasets. The results demonstrate that UMLARD significantly out-
performs the state-of-the-art baselines while providing intuitive
explanations on both model behavior and detection results.

2. Related work

The problem of rumor (or fake news/information, misinfor-
mation) detection is an important research topic in recent so-
cial media studies and receives increased attention in various
disciplines including politics [2], finance [36], marketing [37],
healthcare [13], etc. “Rumor” is usually defined as a misleading
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story or misinterpret of information, circulating among com-
munities and pertaining to an object, event, or issue in public
concern [22]. Existing methods for rumor detection generally fall
into three categories, i.e., feature-based, credibility-based, and
deep learning-based approaches.

2.1. Hand-crafted features-based approaches

Most of earlier works extracted various hand-crafted features
from raw data, which can be typically summarized as two types:
(1) content features extracted from both text (e.g. characters,
words, sentences and documents) and visual elements (e.g. im-
ages and videos), which can be further partitioned as lexical
features [7-9], syntactic features [7,10,11], topic features [38],
visual statistical features [12,13], and visual content features [39];
and (2) social context features extracted from the user behavior
and the diffusion network, which reflect the relationship among
users and describe the diffusion process of a rumor, including user
features [7,14,15], propagation features [8,28,38], and temporal
features [8,23]. After feature engineering, the selected features
are used in discriminative machine learning algorithms (e.g., ran-
dom forest, naive Bayes, and support vector machines) to classify
the news or tweets.

Rumors aim to arouse much attention and stimulate the public
mood. Therefore, their texts/images/videos tend to have certain
patterns in contrast to truth. Zhao et al. [9] discovered two
types of language patterns in rumors, i.e., inquiry and correction
patterns, and detected the patterns of rumor messages through
supervised feature selection on a set of labeled messages. Wu
et al. [38] defined a set of topic features to summarize seman-
tics and trained a Latent Dirichlet Allocation (LDA) model for
detecting rumors on Weibo. Towards a more comprehensive un-
derstanding of the text on social media, existing works also come
up with textual features derived from social media platforms,
apart from general textual features, such as source links [13] and
emotions [7]. As for visual content features, Jin et al. [39] found
that images in rumors and non-rumors are visually distinctive on
their distributions and propose five visual features to measure
the rumors, i.e., visual clarity score, visual coherence score, visual
similarity distribution histogram, visual diversity score, and visual
clustering score. Social context features are derived from the so-
cial connection characteristics of social media. Rumors are usually
created by a few users and spread by a large number of users.
Therefore, user profiles are commonly used to measure the user’s
characteristics and credibility. For example, Castillo et al. [7] first
identified the credibility of tweets in Twitter, and Kwon et al. [8]
extended it by proposing 15 structural features extracted from
the diffusion network and the user friendship network. In the
work [23], the authors proposed a method for discretizing time
and capturing the variation of temporal features associated with
rumors.

However, the performance of feature-based approaches heav-
ily depends on the hand-craft features, which lacks a standard
and systematic way to design general features across platforms
and to deal with different types of rumors. In fact, the conclusions
of existing works usually contradict each other, primarily due to
the differences between different types of datasets. For example,
Yang et al. [24] designed a set of features (e.g., client-based
features and location-based features) based on Weibo, whose
users are mainly restricted to China. It is therefore difficult to
use these features for detecting rumors spread on Twitter and
Facebook due to the differences in languages, clients’ and users’
geographic distributions, etc.
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2.2. Credibility propagation-based approaches

Inspired by the work of truth discovery that aims to find
truth with conflicting information, this line of approaches consists
of two main steps, i.e., (1) credibility network construction and
(2) credibility propagation. The underlying assumption of these
approaches is that the credibility of news is highly related to
the reliability of relevant social media posts, and both homoge-
neous and heterogeneous credibility networks can be built for the
propagation process. Homogeneous credibility networks consist
of a single type of entities, such as posts and events. In contrast,
heterogeneous credibility networks involve different types of en-
tities, such as posts, sub-events, and events. Gupta et al. [12] first
introduced a PageRank-like credibility propagation algorithm by
encoding users’ credibility and tweets’ implications on a user-
tweet-event information network. Inspired by the idea of linking
entities altogether and leveraging inter-entity connections for
credibility propagation, Jin et al. [17] proposed a three-layer
hierarchical credibility network, which includes news aspects and
utilizes a graph optimization framework to infer event credibil-
ity. The work in [1] found that relations between messages on
microblogs (i.e. support and oppose) are crucial for evaluating
the truthfulness of news events, and built a homogeneous credi-
bility network among tweets to guide the process of credibility
evaluation. While comparing with direct classification on the
individual entity, credibility propagation-based approaches may
leverage the inter-entity relations for robust detection results.
However, the performance of these methods strongly relies on
the constructed credibility network.

2.3. Deep learning-based approaches

The recent success of deep learning in NLP (Natural Language
Processing) and CV (Computer Vision) communities spurs a lot
of deep rumor detection methods. These models have shown
improved performance over traditional approaches due to their
enhanced ability to automatically representation learning. Most
existing deep learning-based approaches are content-aware that
mainly focused on extracting textual features [18,29] and visual
features [20,40] from news content, user comments, and images,
etc. Ma et al. [18] first proposed a recurrent neural network
(RNN)-based model to learn temporal and textual features from
news content via modeling the posts in an event as time series
data. Shu et al. [29] proposed a co-attention network to ex-
ploit both news content and user comments for rumor detection
while discovering explainable sentences. Jin et al. [20] presented
a model to extract the visual, textual, and social context fea-
tures, which are fused by the attention mechanism. Moreover, re-
searchers also employed other deep learning techniques, such as
multi-task learning [41], adversarial learning [42], and knowledge
enhancement [43], to learn more robust content-aware features
for rumor detection. However, rumors are intentionally written
by mimicking real news [44], which makes content-aware meth-
ods hard to further improve detection performance due to the
lack of necessary domain knowledge.

Recently, a few works exploited diffusion patterns in news
spreading for rumor detection, e.g., temporal features [21,27,45]
and structural features [19,25-27]. For example, Liu et al. [21]
presented a time series classifier with RNN and CNN to predict
whether a given news story is fake at an early stage, taking
common user characteristics and propagation paths into consid-
eration. Song et al. [45] proposed a temporal propagation-based
model that can distinguish rumors from true news through mod-
eling dynamic evolution patterns of news. As for the structural
features, Ma et al. [19] presented a tree-structured RNN to catch
the hidden representations from both propagation structures and
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Fig. 1. An overview of UMLARD. (a) The inputs of UMLARD are the observed diffusion network, the diffusion path, the user characteristic matrix, and the content
of the source tweet. It uses a dimensional-wise attention layer, a multi-layer diffusion graph convolutional network (M-DGCN), and a time-decay LSTM to learn the
latent representations from the three kinds of inputs, respectively. (b) It learns to discriminate the role of three-views and the importance of users in identifying
misinformation. (c) Finally, we concatenate the learned features with text content to perform classification.

text contents. Inspired by the success of graph neural networks
in information cascades modeling [46,47], Bian et al. [26] pro-
posed a graph convolutional network (GCN) [48]-based model
that can learn global structural relationships of rumor dispersion.
He et al. [49] improved the work [26] by using event augmenta-
tion and contrastive learning.

Recently, more studies considered both structural and tem-
poral features for rumor detection. Chen et al. [27] introduced
a hierarchical diffusion modeling model by extracting both tem-
poral features and propagation structures from the microscopic
diffusion and macroscopic diffusion jointly. In addition, some
researchers realized that users play significant roles in rumor
spreading. For example, Chen et al. [50] extracted social ho-
mophily, influence, and susceptibility of users from the user
interaction network for rumor detection. Dou et al. [51] pro-
posed a user preference-aware rumor detection model to learn
user endogenous preference and exogenous context from users’
historical posts and reply network, respectively.

While the above methods achieved enhanced performance
over the content-aware approaches, they still suffer from some
limitations, e.g., learning rumor representation at the event-level
rather than user-level, and the learned high-level representations
are entangled with input features, as well as inefficient fea-
ture fusion, which are systematically addressed in our proposed
UMLARD model.

3. UMLARD: Preliminaries and methodology

In this section, we first introduce the preliminaries and basic
notations, and then formalize the problem studied in this paper.
Subsequently, we present the details of the proposed UMLARD
framework.

As illustrated in Fig. 1, UMLARD consists of three main com-
ponents: (1) Representation learning layer that simultaneously
extracts user-aspect features from the profile-view, structural-
view, and temporal-view, while embedding the source tweet
content into low-dimensional space; (2) Hierarchical fusion layer
that fuses the learned representation at both view-level and user-
level; and (3) Rumor detection layer that makes use of a fully
connected layer to predict the labels of tweets, based on the
learned user-aspect knowledge and tweet content.

Table 1
List of notations.
Symbol Description
M, M; a set of tweets/posts and a specific tweet/post.
Gi, Ui, E; diffusion network, user set and edge set of
tweet M;.
Pi, Ui, G diffusion path, user characteristic matrix,
source tweet content vector of tweet M;.
T, t,, |Uj| the observation window, time-stamp for each

user and the number of users in tweet M;.

the user profile vector, pre-trained node
embedding, static embedding and dynamic
embedding of each user.

d
P 8+, €, €

duser» Astrus the hidden size of the profile-view,
dremp, dword, structural-view, temporal-view, word
dyiew embedding and multi-view layer.
HYser ™, the representations of the profile-view,

HiTEmP, HI structural-view, temporal-view and content
feature, respectively.

V;, Sin the representation after view-wise attention
and capsule attention for tweet M;.

Hfumor the final representation of tweet M;.

\7/9*, Y/y. the predicted label and the ground truth.

3.1. Preliminaries and problem definition

Suppose we have a set of tweets M = {M;, i€ [1,|M]]},
where each tweet M; is a quadruplet representing the corre-
sponding diffusion process and the users enrolled: M; =
{g,-, Pi, U;, C,-}, where G;, P;, U;, C; are diffusion network, diffusion
path, user characteristic matrix and the content vector of source
tweet, respectively. We now describe each component of M;.

Diffusion Network. A diffusion network for tweet M; is a graph
Gi = {Ui. Ei}, where U; is the set of nodes and E; C U; x Uj is a set
of edges. A node u;; € Uj represents a user, and a directed edge uj
— uj € E; represents the relationship that u;, retweeted the tweet
received from uj;. Note that, G; is directed acyclic graph.

Diffusion Path. A diffusion path of tweet M; is defined as a
multivariate time series P; = {(u,-l, ti), - . ., (Uijuy, ti\u,-\)}, where
th < tp < -+ < tyy,. Each pair (uy, t;j) indicates that the user
retweets the source tweet at time t;;. In the case that tj = tim(j # m),
the order in the sequence of P; is determined based on the ordering
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Fig. 2. An example of the extracted information from a tweet diffusion.

of the user IDs (which are assumed unique). The first user u;; denotes
the source user (i.e., the one who initiated the tweet at t;;), and the
rest of the users u;;, j € [2, |U,-|] are users participating in spreading
the information.

The concepts of diffusion network and diffusion path are illus-
trated in the right-hand side portion of Fig. 2 for the correspond-
ing example. Even though both diffusion graph and diffusion
path are abstracted from the diffusion thread of tweets, they
are independent and different. Specifically, the diffusion graph
reflects the direction of message passing between users, while the
diffusion path reflects the time and sequential information of user
engagement. Fig. 2 illustrates two important components, which
will be explain in more details.

User Characteristic Matrix. Each user u; € U; is associated with
a user vector p; € RYwer | which is extracted from users’ profiles —
e.g., screen name, description, etc. We concatenate the user vectors
for all users that share the given tweet to form the user characteristic
matrix U; € RVilxdwer in which each row corresponds to a user
and the users are ranked in chronological order according to the
respective retweet times.

Tweet Content. For a tweet M;, the text content C; is considered
to be a sequence of words — i.e., C; = [Wi1, Wi, ..., Wy ] € RE¥%word
where L is the number of words in source tweet.

We note that each word is represented by a d,4-dimension
vector using a particular word embedding technique, e.g.,
word2vec.

We summarize the (definitions of the) symbols used in the
paper in Table 1. We note that, in the sequel, whenever there is no
ambiguity, we may omit the double-subscript from the notation
(i.e., whenever we are unambiguously working with one specific
tweet M;, we may drop i from the sequences denoting users,
time-stamps, etc.).

We now formally define the rumor detection problem that we
study as follows:

Definition 1 (Rumor Detection.). Given a tweet M; = {Gi, Pi. Ui, Ci}
within an observation window T, our rumor detection goal is to
learn a function f from labeled claims, i.e., f(¥;|Gi, Pi, Ui, Ci; T),
where the predicted result y; takes one of the four finer-grained
classes: non-rumor, false rumor, true rumor, and unverified ru-
mor (as introduced in [28]).

3.2. Learning users profile-view

User profiles have been demonstrated to be strong indicators
when detecting fake news [14,15]. The user profile characteristics
are either explicit (e.g., username and geolocations) or implicit
(e.g., gender and age). However, accessing the implicit features
may not always be feasible due to the privacy concerns of many
OSMs. Therefore, we consider the following eight explicit fea-
tures, grouped in two major categories, which can be typically
accessed in most OSMs:

o Profile-Related features include five basic user description
fields: the screen name that the user identify herself; the
user’s self description; the attribute indicating whether the
account has been verified by the platform; the geographical
location of the user; and the UTC time that the user account
was created on the social platform.

o Influence-Related features include three attributes describ-
ing user activities and social relations: the number of posts
issued by the user, the number of followers, and the mutual
follower-ship.

For each user u; in a tweet M;, we concatenate the profile
characteristics into one feature vector, and then form the user
characteristic matrix U; e RVilxdwer by concatenating all user
vectors for the users involved in spreading the tweet.

To provide explanations on which characteristics are use-
ful for rumor detection, we design a dimensional-wise atten-
tion layer to assign weights to each dimension of user profiles.
Its aim is to learn how to discriminate the importance of dif-
ferent characteristics. First, we expand U; as a sequence of 1-
dimensional “channels” for the features, ie., U; € RIVilx1xduser
where |Uj|, 1 and d,e.r can be regarded as the height, width
and channel of an image (similarly to the channels for each
of the primitive colors - red, green and blue - in image pro-
cessing). Then, we use a global average pooling (GAP) to aggre-
gate the global information into a dimensional-wise descriptor
z € Rbwer, where z = ‘lel Z‘h'llw 1 Ui(h, w). To capture the
dimensional-wise dependenc1es we employ two fully connected
layers with non-linearity — i.e., dimensionality-reduction layer
and dimensionality-increasing layer:

freq = tanh(W,z + by),
finc = softmax(Wafrq + by),

(1)

where W; *" are parameter
matrices, by € R and b, € R%ser are biases, and r is the
reduction ratio. Thus, the final output of the user profile-view
becomes:

= Uffinc +U;, (2)

where H?" ¢ RIVil<duer £ denotes the attention score allo-
cating different importance to each dimension of U; through the
multiplication operation, i.e., Ufi,.. The operation of plus U; is
borrowed from idea of skip connections [52].

The objective of dimensional-wise attention layer is to obtain
a new user characteristic matrix through correlation training
between the user profile’s different characteristics by assigning
different dimensions of the matrix with the different weights dur-
ing training the model. In general, the contributing characteristics
would be strengthened. Since the trivial characteristics should be
weakened, we can also reduce the noise brought by non-critical
characteristics, thereby improving the accuracy of the detection
task. This effect is especially valuable for early-stage rumor de-
tection. For example, when the number of participating users and

user

H'yser
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the corresponding profiles are limited, it is particularly important
to encourage the fundamental characteristics to explain rumor
identification decisions. We will provide visual explanations in
Section 4.

3.3. Learning users structural-view

The structural information of users who participate in spread-
ing a tweet is extracted from the diffusion graph, which aims
to capture the degree of connection, similarity, distance, and
even community, etc., between users [44]. Inspired by the re-
cent successes of network representation learning methods in
processing graph-structured data [48,53-55], we define a multi-
layer diffusion graph convolutional network (M-DGCN) as user
structural-view encoder, in which the propagation rule of diffu-
sion convolutional network is defined as:

H(I+l) — U((GO(DE)]A) + QI(D;]AT))H(I)L (3)

where 6y and 6, are filter parameters; DalA and D,”AT are
transition matrices of the forward diffusion process and the re-
verse one, respectively - Dy and D; represent out-degree diagonal
matrix and in-degree diagonal matrix, respectively; o(-) denotes
activation function, i.e., ReLU(:) here; HY e RIVil*F s the matrix
of activation in the Ith layer - |U;| is the number of users in the
diffusion network and F is the dimension of the output. The dif-
ference between our M-DGCN and previous graph convolutional
network [48,53] is that the Chebyshev kernel in M-DGCN is equal
to 1, whereas we stack a couple of such layers to aggregate the
information from the distant nodes rather than the K-localized
convolutions. In this layer, the initial input H® is obtained from
a pre-trained network embedding layer which maps a user u;
to its D-dimensional representation g; € RP, which allows the
varying-size diffusion networks learning.

In order to reduce over-fitting for diffusion convolutional net-
work, we employed a recently developed technique DropEdge
(cf. [56]) for robust structural-view learning. That is, we randomly
drop edges from the input diffusion trees to generate different
copies with a certain ratio in each training epoch. More specif-
ically, suppose the total number of edges in the diffusion tree
is |E;| and the dropping rate is ry,p. The adjacency matrix after
dropout is computed as A=A- Adrop, Where Agrop is the matrix
constructed using |E;| X rgrp edges randomly sampled from the
original edge set E;. After the diffusion convolutional layer, the
diffusion network G; is represented as a vector matrix Hf"” €
R‘UHXdStru_

The structural-view Hf"” learned through M-DGCN represents
the role of a node (i.e., a user) in the information spreading. M-
DGCN not only models the propagation direction of information
between spreaders but also aggregates high-order structural de-
tails, including the cascade virality, spreading patterns, etc., which
may facilitate the rumor identification. We note that in [28] it
has been demonstrated that the rumors have similar propagation
patterns.

3.4. Learning users temporal-view

Users’ engagement time and the sequential patterns of
retweets also play an essential role in detecting rumors [18,19,
21]. We capture this view of users based on the diffusion path.
Each user in the diffusion path would be assigned two types of
embeddings: a static-embedding and a dynamic-embedding.

o Static-embedding refers to the relative position j (1 <
j =< |Uj]) for each user u; in the sequence. We encode this
information based on the chronological order of retweet
times, and the users with the same retweet time will have

Knowledge-Based Systems 240 (2022) 108085

the same position embedding. Inspired by the self-attention
[57], we obtain the static-embedding e using a positional-
encoding technique based on sine andl cosine functions of
frequencies:

PE(j),q = sin(j/10000%"/%),
PE(j)24+1 = cos(j/10000*"/%)

where d, is an adjustable dimension and 1 < d < d./2
denotes the dimension index in e. The basic idea of this
choice is to allow the model attenéing the relative position
of the users. For details of this formula, refer to [57].

o Dynamic-embedding initializes user representations as one-
hot vector q € RN, where N denotes the total number of
users in the dataset. All users are associated with a specific
embedding matrix E € RN*%, where d, is an adjustable
dimension. Matrix E converts each user u; into a unique
representation vector as ¢/ = qE, e/ € R%. In this way,
the user embedding matrix E can be learned during training,
supervised by the downstream task, i.e., rumor detection in
this work.

Subsequently, we use an RNN model (e.g., LSTM [58]) to learn
the temporal dependence of the diffusion. However, the influence
of retweet users will diminish over time, and the “vanilla LSTM”
is not capable of capturing this time-decay effect of information
diffusion. To address this issue, we introduce a time-gate inspired
by [59] into the LSTM.

The time-gate not only controls the influence of x; - the com-
bination of static and dynamic embeddings - on the current step,
but also caches the time interval between consecutive retweets
to model the time-decay effect. Specifically, a time-decay LSTM
unit takes: x;, previous hidden state h;_;, and time interval A as
inputs — and outputs the current hidden state h; using:

X =e +ef

ij = o (WeX; + Uphi_; +by),

fi = o (Wyx; + Uprhy_; +by).

Tj = o (WyrX; + tanh (W Afy) + br)

0; = 0 (WyoX; + Upohj_1 + Wiy, Atj +by)
¢ = tanh (WyX; + Uphj_; +b;),

(4)

where o (-) is the sigmoid function; i;, fj, Tj, 0;, ¢;, b, are the
input gate, forget gate, time gate, output gate, new candidate
vector and bias vector, respectively. The matrices Wy, € R%*dwemp
W, € R™emw and U, € R%M*dem represent the different
gate parameters. In particular, the memory cell ¢; is updated by
replacing the existing memory unit with a new cell ¢; as:

=0 +i0T 0¥, (5)

where © denotes the element-wise multiplication. The hidden

state is then updated by:

h; = 0; © tanh (g)), (6)
Finally, the representation vector for the temporal-view is

H,.Tem" = Lh{emp, hg”"" Yy thf,Tp , where H,.Te'"p e RIUilxdemp

Note that the temporal-view of the user obtained by the time-

decay LSTM reflects each user’s influence on the subsequent
participators in the message diffusion.

3.5. View-wise attention for view-level feature fusion

After obtaining the latent representation for each view, we
need to fuse the multi-view features. Rather than directly con-
catenating different aspects, as often done in the existing solu-
tions [20,60,61], we present a method to capture the differences
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Fig. 3. Illustration of view-wise attention.

between different views. The primary motivation stems from the
observation that various views are not equally relevant in the task
of rumor identification. Towards that, we propose a view-wise
attention layer to prioritize the fundamental views for each user.
As depicted in Fig. 3, the view-wise attention layer takes profile-
view, structural-view, and temporal-view as input and generates
the attention score for each view at the user-level. Specifically,
it first normalizes the dimensions of the three views’ vectors
dview via a fully connected layer. Let V; = [HY™ H™, HiTem”
denote the feature set after dimension normalization. Each vector
v = fh}’”’, hf"”, themp € V; represents a view feature set for a
specific user j engaged in spreading tweet M;. Then, the view-wise
attention layer calculates the attention score atten; € R for
each view of the user-level feature set v; € R%iew*3 as:

V; = tanh (W, - vj), (7)
atten; = softmax (w/ - ;) , (8)

where W, € R%ewxdview w, e R&%ew are learnable projection
parameters during training, v; = 1_1}’5”, ﬁf"”, ﬁfemp . Here, the
view-wise attention layer first computes the hidden represen-
tation of v; through multiplying it with W, to get v;, which
is implemented with a fully connected layer without bias. It
measures the weight of a view as the similarity of h]fk (x €
{User, Stru, Temp}) with a view-level context vector w, and fi-
nally obtains a normalized weight through a softmax function.
Each entry of atten; represents an importance score for a specific
view of user j.

Finally, the fused multi-view feature vector v]/ for user j can be
calculated as:

v; = atten; - v;, 9)
where v; € R%iew, The fused multi-view feature vector for each
user forms the multi-view matrix, denoted as V; = {v’l, Vy, ...,
"\,U|} where V, € RIUil*dview

nt ; .

3.6. Capsule attention for user-level feature fusion

Most of existing works [21,25,26] would directly use V; for
rumor detection. However, that does not properly discriminate
different users, contrary to the fact that different users in a tweet
propagation network may contribute differently to classifying the
tweet. In our UMLARD, we introduce a capsule attention layer
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inspired by the recent success of capsule networks [62-64]. The
Capsule network was first proposed in [62] and the main idea is
to replace the scalar-output feature detectors in traditional neural
networks with vector-output capsules, and train the model by the
dynamic routing algorithm. It can be regarded as a parallel atten-
tion mechanism that allows each underlying capsule to attend to
higher capsules at different importance.

In UMLARD, the capsule attention chooses the most related
underlying vectors dynamically to form the only upper capsule
via an unsupervised routing-by-agreement mechanism, which
also avoids the intensive computation raised by a huge amount of
parameters used in multi-layer attention. More precisely, in the
nth iteration, the upper capsule s;, is calculated by:

Uil
Sin = Zaj\’\lj,\’\lj = WV}, (10)
J

where the coupling coefficient a; indicates the contributions of
a user capsule to the upper capsule — namely, the attention
score of each user. W e R%iew*daws js the transform matrix
that guarantees the feature representation ability of the center
vector after clustering, and identifies the order of input features.
Note that before the last iteration we add a normalization's;; =
Sin/ ||Sin|| in S;, to overcome the information loss caused by the
original CapsAtt [63].

The coupling coefficient a; € RI!YI*! is determined by a
“routing softmax” whose initial logit is denoted as b;, where b;
is the log prior probability that the jth user capsule should be
coupled to the upper capsule s;;,. The coefficient is calculated by:

_ exp(b;)
> exp(by)’

The log prior is initialized with zero and then updated by
adding agreements between the user capsule and the upper cap-
sule:

a

(11)

by = by + ¥j - $in. (12)

These agreements are added to log priors after each routing,
i.e., the output capsule s;;, represents the feature matrix after
correlation learning, which can be easily coupled into the model
for downstream tasks, in our case the rumor detection.

3.7. Tweet content representation

Tweet content is one of the most important features in rumor
detection [7-9], and has been extensively studied in the litera-
ture [11,18,25,26,65], where various NLP techniques have been
exploited for learning informative signals from the textual con-
tent. Though content learning is not the main work of this article,
we describe a simple CNN layer for text representation learning
from the input of word embedding matrix for completeness. A
single CNN layer is denoted as:

hy = o(W s Wipngg-1), (13)

where H = {hy, hy, ..., h;_4,} is the extracted feature map,
and W e R%dword js the convolutional kernel with d as size
of the receptive field, and ¢ as non-linearity. Then max-pooling
operation is used over the feature map to generate the output
representation H. In our work, we use multiple CNN layers with
different receptive field to obtain multiple features, and then
concatenate all outputs to form the tweet content representation
H;Fext'
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3.8. Training objective
Finally, we concatenate content representation Hl.Te’“ and cap-
sule attention s;, to merge the information as:
H™ — concat(H®™, s;) (14)

which is subsequently used for predicting the label y; of tweet M;
via a fully connected layer and the softmax function:

¥ = softmax (FC (Hf*™")) . (15)
We train all the parameters by minimizing the cross-entropy
of the predictions Y and the ground truth labels Y as:
LYY)=— ) yilog§i+ 111013, (16)
ie| M|

where ||(~)||§ is the L, regularizer over all the model parame-
ters ®, and A is the trade-off coefficient. In this work, we use
RAdam [66] as optimizer. The whole training process of UMLARD
is outlined in Algorithm 1.

Algorithm 1 Training of UMLARD.

Input: A set of tweets M = {Mi}li;l" each tweet M; = {g;, 7, U;, G}, and
batch size B. .
Output: Predicted labels Y for all tweets.

1: repeat
2:  for M; in a batch do
3: Profile-view learning: H**" < U; via Eq. (1) and Eq. (2);

Structural-view learning Hf“'“ <« g; via Eq. (3);
Temporal-view Learning HiTE'"p <« P; via Eq. (4) - Eq. (6);
Content representation: H'* < C; via Eq. (13);
4: Normalize dimensions:
~User AStru ~Temp
Vi=[H, .H; H
5 View-wise attention learning: V; <« V; via Eq. (7) to Eq. (9);
6: Capsule attention learning: s;, <« V; via Eq. (10);
7: Merge H™" and s;, via Eq. (14);
3:
9

1< [ B ™

: Estimate the probability §; via Eq. (15);
: Compute loss £(y;, ¥;), via Eq. (16);

10: Update parameters using RAdam.

11:  end for

12: until convergence;

3.9. Computational complexity

We finalize this section with a discussion of the computational
complexity of UMLARD, analyzed in two categories.

— Complexity of multi-view representation learning is influenced
by four main components:

(1) As for profile-view that only uses dimensional-wise atten-
tion to allocate varying weights to each dimension, the compu-
tational complexity stems from the two fully connected layers,
ie., (’)(Zdﬁser/r). Because the dimension of user characteristic d
is very small, this computational cost is typically negligible.

(2) We use a multi-layer diffusion convolutional network for
the structural-view learning (cf. Eq. (3)), which can be decom-
posed into two parts with the same time complexity, i.e., D,‘lA
and D, AT, Since the two matrices are very sparse, the time
complexity is O(|E;|), i.e., linear with the number of edges. Specif-
ically, in a two-layer M-DGCN, the computational complexity is
O(|E;|DF,F,), where D, F; and F, are the input feature size, and the
hidden size for the first and the last M-DGCN layer, respectively.

(3) The temporal-view is learned through a time-decay LSTM.
The computational complexity of original LSTM per time step is
O(1) due to LSTM is local in space and time [58]. Compared with
LSTM, the only difference of our time-decay LSTM is an extra
time-gate that controls the influential decreasing with time. This
operator introduced extra parameters that requires 4(dedemp +
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dfemp + diemp) + dediemp 4 3demp complexity. Besides, the dynamic
embedding in UMLARD needs N x d. parameters.

(4) For the source tweet representation learning, the CNN
layers have the time complexity of O(Y"_,(M?K?C;_1C;)), where L
is the total number of CNN layers; K; C;_1, C; are kernel size, input
channel number and output channel number for Ith layer; output
size is M) = (X; — K;)/Stride + 1 and X; is the input feature size.
Overall, this component requires Z,Lzl(1<,2Cl,1Cl) parameters.

— Complexity of fusion layers. In the hierarchical fusion layers,
the time and space complexities of both view-wise attention and
capsule attention are related to the input and output dimensions
of the latent variables. In view-wise attention, it introduces djey, X
dyiew + |Uj| X dyiew parameters. As for the capsule attention layer,
the parameter size is dyjew X degps, Where dyiey and deqps represent
view size and capsule size, respectively.

4. Experimental observations

We now present the findings from our experimental evalu-
ations. We compare the performance of our UMLARD with the
state-of-art baselines on rumor detection, and we also investigate
the effects of different components by comparing several variants
of UMLARD.

Specifically, we would aim at providing quantitative charac-
terization of the following research-related questions:

e RQ1: How does UMLARD perform on rumor detection com-
pare with the state-of-the-art baselines?

e RQ2: What is the effect of each component of UMLARD?

e RQ3: Can UMLARD detect rumors in early stages of their
propagation?

e RQ4: Can UMLARD explain the model behavior and the
predicted results?

4.1. Experimental settings

Following is the description of the main aspects of our exper-
imental setup.

(1) Datasets: We conduct our experiments on three real-world
datasets: Twitter15, Twitter16 [28] and Weibo [18]. Twitter and
Weibo are popular social media sites in U.S. and China. In each
dataset, a group of widespread source tweets along with their
propagation threads with time stamps are provided. We construct
propagation paths and diffusion networks from the propagation
threads, which are also used for user temporal-aspect embedding
and user structural-aspect embedding.

In Twitter datasets, each source tweet is annotated with one of
the four class labels, i.e., non-rumor, false-rumor, true-rumor, and
unverified-rumor, while the Weibo dataset contains binary labels:
false-rumor, true-rumor — the labeling rules follow the method
in [18]. The statistics of the three datasets are shown in Table 2.

Due to the constraints of the Twitter service terms, the original
datasets do not contain user profile information. We crawl all
the related user profiles via Twitter API,> based on the provided
user IDs. From the crawled user profiles, we extract eight user
characteristics: (1) The length of user name (2) The user account
created time, (3) The length of description, (4) The followers count,
(5) The friends ccount, (6) The statuses count, (7) Is verified, and (8)
Is geo-enabled. In contrast, as for the Weibo dataset, we directly
extract these eight characteristics from the JSON files in the
original dataset.

Following previous works [19,21,25], we randomly choose 70%
data for training, 10% data for validation, and the remaining data
for testing.

(2) Baselines: We compare UMLARD with following state-of-
the-art rumor detection baseline models:

2 https://dev.twitter.com/rest/public.
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e DTC [7]: A decision tree-based classification model that
combines manually engineered characteristics of tweets to
compute the information credibility.

e SVM-RBF [24]: A support vector machine (SVM) based
model that uses radius basis function (RBF) as the kernel
and leverages the handcrafted features of posts for rumor
detection.

e SVM-TS [23]: A linear SVM-based time series model that
captures the variation of a wide spectrum of social context
information over time through converting the continuous-
time stream into fixed time intervals.

e GRU [67]: A variant of the RNN with the gated recurrent
units that has been employed in [18] to learn the sequential
cascading effect of tweets with high-level feature represen-
tations extracted from relevant posts over time.

o TD-RVNN [19]: A tree-structured model based on RNN for
rumor detection, which embeds hidden indicative signals in
the tree-structures and explores the importance of tweet
content for rumor detection.

o PPC_RNN+CNN (PPC) [21]: A model for early-stage rumor
detection through classifying news propagation paths with
RNN and CNN, which learns the rumor representations
through the characteristics of users and source tweets.

e PLAN [68]: A hierarchical token- and post-level attention
model for rumor detection, which models pairwise interac-
tions between tweets via the self-attention mechanism.

e Bi-GCN [26]: A GCN-based model exploiting the bi-
directional propagation structures and text contents (i.e.,
source tweet and comments) for rumor detection. We also
provide a variant of Bi-GCN, denoted as Bi-GCN-U, which
uses user profile characteristics to replace the comment
features.

e STS-NN [69]: A rumor detection model based on spatial-
temporal neural networks. It treats the spatial structure and
temporal structures as a whole to learn a fine-grained rumor
representation.

e GCAN [25]: A co-attention network that detects true and
false rumors based on the content of the source tweet and
its propagation-based users. For fair comparison, we also
provide a variant of GCAN, named GCAN-G, which uses the
diffusion graph to replace the user similarity graph.

e RDEA [49]: A self-supervised rumor detection model. On
the basis of Bi-GCN [26], RDEA improves the rumor repre-
sentations and alleviates limited data issues through event
augmentation and contrastive learning.

(3) Implementation details: We implement DTC with Weka,?
SVM-based models with scikit-learn,* and other neural network-
based models with Tensorflow.” All baselines follow the param-
eter settings in the original papers. For UMLARD, the learning
rate is initialized at 0.001 and gradually decreases as the training
proceeds. We use word2vec to initialize the word embeddings
with d,,.r¢ = 300 dimensions, and the convolution kernel size is
set to [3, 4, 5], and per size with 100 kernels. The embedding size
for structural view dg,, and temporal view diem, Of users are both
set to 64; the view size dyi, is also set to 64, as is the capsule
size; and the iteration number varies between 2 and 4. The batch
size is 64; and the rate of dropout in the main neural networks
is 0.5; the dropout rate in DropEdge is 0.2. The training process
is iterated upon for 200 epochs, but would be stopped earlier if
the validation loss does not decrease after 10 epochs.

3 https://www.cs.waikato.ac.nz/ml/weka/.
https://scikit-learn.org/.
5 https://www.tensorflow.org/.
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Table 2

Statistics of the datasets.
Statistic Twitter15 Twitter16 Weibo
# source tweets 1482 809 4664
# users 477,009 286,657 2,746,818
# non-rumors 370 199 -
# false-rumors 369 205 2313
# true-rumors 372 207 2351
# unverified-rumors 371 198 -
Max. # retweets 2989 3058 59,318
Min. # retweets 55 73 10
Avg. # retweets 398 422 816
Avg. # time length 1268 h 828 h 1811 h

(4) Evaluation metrics: We use accuracy (ACC) and F-measure
(F1) as the evaluation protocols to measure the models’ perfor-
mance. Specifically, ACC measures the proportion of correctly
classified tweets, while F1 is the harmonic mean of the precision
and recall values averaged across four classes. As for the Weibo
dataset, we also report the precision and recall results.

4.2. Overall performance (RQ1)

Tables 3 and 4 reports the performance comparison among
UMLARD and baselines on three datasets, from which we have
the following observations:

01: Feature-based approaches such as SVM-TS, SVM-RBF, and
DTC perform poorly. These methods use hand-crafted features
based on the overall statistics of tweets, but are not sufficient
to capture the generalizable features associated with tweets and
the process of information diffusion. Notably, SVM-RBF performs
worse than the other two methods on two Twitter datasets.
However, it achieves the second-best performance among the
feature-based modes on Weibo dataset, because it selects the
features based on Weibo that are hard to be generalized to
other social platforms such as Twitter. SVM-TS achieves relatively
better performance because it utilizes an extensive set of features
and primarily focuses on retweets’ temporal traits.

02: Deep learning-based models perform significantly bet-
ter than feature-based methods. As the first work exploiting
RNN for efficient rumor detection, GRU only relies on temporal-
linguistics of the repost sequence while ignoring other useful
information such as diffusion structures and user profiles. TD-
RvNN and PPC_RNN+CNN outperform GRU, which indicates the
effectiveness of modeling the propagation structure and temporal
information in rumor detection. The performance of PLAN slightly
exceeds TD-RVNN and PPC_RNN+CNN, because it still mainly
focuses on textual information and ignores structural features of
rumor propagation.

03: Bi-GCN, GCAN, STN-SS, and RDEA have considered struc-
tural or temporal information, and thus outperform other base-
lines. In particular, Bi-GCN constructs the diffusion tree based
on user replies, i.e., the retweets with comments, which may
not reflect the whole structure of rumor dispersion. In contrast,
GCAN models the structural information from the user similarity
matrix rather than propagation network. Therefore, according to
the results, Bi-GCN performs much better than GCAN, because
it takes the comments information into consideration. Besides,
the bi-directional GCN is more effective in learning propagation
structures than vanilla GCN used in GCAN. Although STS-NN
extracts both structural and temporal features for rumor de-
tection, STS-NN still performs worse than Bi-GCN and GCAN,
because it fails to discriminate the spatial structures and the
temporal patterns. RDEA improves the performance of Bi-GCAN
via introducing contrastive learning and event augmentations,
which alleviate the influence of limited data issue. However, this


https://www.cs.waikato.ac.nz/ml/weka/
https://scikit-learn.org/
https://www.tensorflow.org/

X. Chen, F. Zhou, G. Trajcevski et al.

Table 3
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Overall performance comparison of rumor detection on Twitter15 and Twitter16 (the observation window is set to
the previous 40 retweets). “UR": unverified-rumor; “NR”: non-rumor; “TR*: true-rumor; “FR": false-rumor. The best
method is shown in bold, and the second best is shown as underlined. A paired t-test is performed and = indicates
a statistical significance p < 0.05 compared to the best baseline method (RDEA).

Twitter15 Twitter16
Model

ACC. F1 ACC. F1

UR NR TR FR UR NR TR FR
DTC 0.454 0.415 0.733 0.317 0.355 0.465 0.403 0.643 0.419 0.393
SVM-RBF  0.318 0.218 0.225 0.455 0.082 0.321 0.419 0.037 0.423 0.085
SVM-TS 0.544 0.483 0.796 0.404 0.472 0.574 0.526 0.755 0.571 0.420
GRU 0.646 0.608 0.592 0.792 0.574 0.633 0.686 0.593 0.772 0.489
TD-RVNN  0.723 0.654 0.682 0.821 0.758 0.737 0.708 0.662 0.835 0.743
PPC 0.697 0.689 0.760 0.696 0.645 0.702 0.608 0.711 0.816 0.664
PLAN 0.787 0.775 0.7754 0.768 0.807 0.799 0.779 0.754 0.836 0.821
Bi-GCN 0.829 0.752 0.772 0.885 0.847 0.837 0.818 0.772 0.885 0.847
Bi-GCN-U  0.778 0.764 0.741 0.853 0.752 0.786 0.733 0.783 0.875 0.767
GCAN 0.808 0.690 0.930 0.812 0.758 0.765 0.784 0.848 0.678 0.754
GCAN-G 0.750 0.731 0.754 0.823 0.678 0.721 0.642 0.690 0.799 0.732
STS-NN 0.808 0.779 0.786 0.860 0.808 0.829 0.838 0.775 0.899 0.809
RDEA 0.835 0.819 0.786 0.887 0.837 0.848 0.868 0.729 0.922 0.823
UMLARD 0.857* 0.835* 0.840* 0.906* 0.848* 0.901* 0.822* 0.965* 0.960* 0.855*
Table 4

Overall performance comparison of rumor detection on Weibo (the observation window is set to the previous 40
retweets). “TR*: true-rumor; “FR": false-rumor. The best method is shown in bold, and the second best is shown
as underlined. A paired t-test is performed and *x* indicates a statistical significance p < 0.01 compared to the best

baseline method (RDEA).

Weibo
Model

ACC TR FR

Prec. Rec. F1 Prec. Rec. F1

DTC 0.731 0.715 0.747 0.730 0.747 0.715 0.731
SVM-RBF 0.741 0.738 0.747 0.742 0.745 0.735 0.740
SVM-TS 0.780 0.801 0.753 0.780 0.762 0.808 0.784
GRU 0.762 0.803 0.715 0.757 0.728 0.809 0.767
TD-RVNN 0.832 0.832 0.812 0.821 0.821 0.861 0.841
PPC 0.845 0.870 0.810 0.839 0.810 0.883 0.844
PLAN 0.857 0.829 0.904 0.857 0.893 0.805 0.835
Bi-GCN 0.891 0.892 0.892 0.890 0.891 0.891 0.890
Bi-GCN-U 0.864 0.896 0.818 0.860 0.830 0.910 0.868
GCAN 0.880 0911 0.861 0.885 0.866 0.929 0.896
GCAN-G 0.831 0.815 0.824 0.819 0.847 0.815 0.831
STS-NN 0.875 0.881 0.866 0.865 0.851 0.872 0.852
RDEA 0911 0.902 0.923 0.907 0913 0.899 0.901
UMLARD 0.928** 0.942** 0.965"* 0.924** 0.894** 0.944** 0.928**

method still faces the same problem as Bi-GCN, i.e., reply network
is not enough to represent the full information diffusion process.
Through comparing UMLARD with Bi-GCN-U and GCAN-G, we
find that the performance of Bi-GCN-U and GCAN-G drops signif-
icantly. This result indicates that these methods heavily depend
on the input features and are ineffective in extracting diffusion
patterns as our method.

04: UMLARD consistently outperforms all other baselines
across all datasets. Compare to the best baseline RDEA, UMLARD
models rumor diffusion from multi-view perspective that allows
the model to discriminate the importance of features and users
in spreading the tweets. These results also validate one of our
primary motivations, i.e., various features play different roles in
spreading the rumors, and users are the main contributor to the
misinformation propagation.

Finally, we scrutinize the performance of UMLARD on discrim-
inating against the individual type of information on Twitter15
and Twitter16. Fig. 4 plots the ROC curves of the model per-
formance on four different kinds of tweets. We find that our
model achieves the best identification results on true-rumors,
which indicates that the characteristics of true-rumors are more
distinctive from other types of messages. This result also implies
that our model is more expressive on a binary classification task
that only needs to classify tweets as rumors or truths (cf. the
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results on Weibo in Table 4). In practice, however, unverified-
rumors and false-rumors are noisy signals that require careful
treatment, which is a promising way of further improving the
detection accuracy.

4.3. Ablation experiments (RQ2)

In this section, we conduct an ablation study to explore the
effect of each component in UMLARD. Towards that, we derive
the following variants of UMLARD:

e -VA: In -VA, ignores the different importance of different
views, i.e., it removes the view-wise attention layer.

-CA: In -CA, replaces the capsule attention layer with a fully
connected layer.

-TD: In -TD, neglects the time decay effect of retweet be-
haviors which is replaced by a vanilla LSTM [58] to learn
sequential retweet behavior.

-NC: In -NC, removes the content feature of the source tweet
but keeps the temporal, profile, and structural features.
-NP: In -NP, disregards the profile features of users but
retains temporal, structural, and content features.

-NS: In -NS, ignores the structural features of users but
keeps temporal, profile, and content features.
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Fig. 5. Ablation study of UMLARD. Two attention mechanisms can significantly
improve the detection performance by distinguishing the importance of features
and users. Tweet content and profile information are two most informative
features on rumor detection.

e -NT: In -NT, ignores the temporal features of users but keep

structural, profile, and content features.
e -USER: In -USER, ignores the user-aspect features (i.e., tem-

poral, structural, and profile) that only retains the content
feature.
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Fig. 5 illustrates the performance of the variants, where we can
observe that:

(1) The content of tweet (-NC and -USER) is still the most
critical signal of discriminating rumors among various features.
Without it, the model performance would significantly drop, as
observed in many previous works [19,70]. However, only based
on the content feature is insufficient to develop an effective
rumor detection model that can identify different types of rumors
with high accuracy.

(2) Profile information (-NP) is another reliable indicator to
detect the rumors because it is a straightforward but useful
method to identify the users that spread the misinformation
intentionally [14,15].

(3) Though both structural (-NS) and temporal information
(-NT) are informative, they are not as important as contents
of tweets and user profiles. This result also explains why the
methods proposed in [21], and [26] do not show comparable
performance as ours — the former mainly focuses on modeling
the temporal information of retweets, whereas the latter one
relies on graph neural networks to exploit the diffusion struc-
tures. We also conduct additional experiments to demonstrate
the importance of structural and temporal features once the input
contains enough information, especially in a binary classification
task (e.g., Weibo). The results are shown in Fig. 6. We find that as
for Twitter datasets, the detection performance based on struc-
tural features grows slightly but is still not good enough as the
type of rumors is fine-grained, making it challenging to learn
discriminative structural features. As for the Weibo dataset, both
structural and temporal features are helpful for rumor detection
even in a short time.

In order to demonstrate our findings in Fig. 6, we conduct
statistical analysis of the datasets and plot the temporal and
structural propagation patterns in Figs. 8-11. We find that the
differences in temporal patterns are more obvious compared
with the structural patterns. In addition, the differences between
true and false rumors in Weibo are more significant than the
discrepancy between the fine-grained types of rumors in Twitter
datasets.

(4) The two attention mechanisms proposed in this work,
i.e., view-wise attention (-VA) and capsule attention (-CA), play a
crucial role on identifying the misinformation — the importance
of which even exceed temporal features and diffusion patterns.
This result also suggests that distinguishing the significance of
different views of users can improve classification performance.
Similarly, different users play different roles in spreading mis-
information, e.g., users may intentionally mislead others or un-
knowingly retweet doubtful news. However, examining users’
purposes is beyond the scope of this work and is left as our future
work.
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(5) Finally, the discrepancy between UMLARD and -TD indi-
cates the gain of modeling time decay in retweet cascades. In
other words, both real information and false information will
significantly reduce their influence over time.

To further investigate the content-aspect effect, we examine
the influence of different word embedding methods. Specifically,
we use the state-of-the-art Bert-based pretraining model [71]
to replace the word2vec and then compare the performance on
accuracy and macro-F1. In our work, we choose BERT-Base,®
which was trained on a large text corpus (e.g., Wikipedia). The
results are shown in Fig. 12. We can observe that the Bert-based
UMLARD is surprisingly incomparable. This happens due to the
characteristics of tweet text, which are short, sparse, sporadic and
written casually. Therefore, the Bert-based pretraining techniques
that are usually trained on large-scale language corpus are diffi-
cult to directly used for short-text tasks such as Twitter content
embedding. This conjecture is in accordance with some recent
observations on [72].

Furthermore, at the end of this section, we conduct an extra
experiment to demonstrate the effectiveness of the “DropEdge”
technical used in the data prepossessing. The dropout rate is set
from 0 to 0.9, and the experimental results are shown in Fig. 7.
We find that slightly dropping the edges in the diffusion graph
would improve the model performance.

4.4. Performance on early detection (RQ3)
Another important goal of rumor detection is to detect mis-
information as early as possible and stop its spread in a timely

fashion. Now we investigate the performance of models on iden-
tifying rumors at early-stage. Here, we consider two metrics for

6 https://github.com/google-research/bert.
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gauging the observation windows of information spread, i.e., the
previous 40 retweets and the propagation in the first hour. In
this section, the experiments of early detection are conducted on
Twitter15 and Twitter16.

Fig. 13 shows the performance comparison on early-stage
detection between our UMLARD and the baselines. Note that we
omit the feature-based methods and credibility-based approaches
since they did not show comparable performance, especially on
early rumor detection. We observe that UMLARD performs better,
especially when there are only a few observations. UMLARD
needs a short time to identify the misinformation because it fuses
the multi-view knowledge of users. For example, understanding
the role of a user in spreading information is vital since tweets’
size, spread speed and patterns are different. Moreover, UMLARD
is capable of discriminating the importance of features even with
few observations, which means the interference caused by the
trivial or useless features would be dampened during training
the model. In all cases, their early detection accuracy grows at
the early stage of propagation. However, we find that the per-
formance of our model demonstrates obvious advantage as time
goes on.

We also investigate the time-varying performance between
the variants and the full UMLARD. As shown in Fig. 14, we
find that the accuracy of all methods grows to saturation with
increasing the number of retweets or time elapsed. Moreover,
from Fig. 14(c) and 14(d), we can observe that the performance
of -NP, -NT, and -NS is very close to the full UMLARD, because the
models have acquired enough knowledge to detect rumors within
a short observation time.

4.5. Interpretability analysis (RQ4)

The above experimental results have shown the superiority of
the proposed hierarchical attentions. Namely, they can effectively
discriminate the importance of multi-views of users and the roles
of users in spreading the (mis)information. Here, we provide
more in-depth insights into the two components by visualizing
the hierarchical attention layers in UMLARD.

Fig. 15 shows the importance of user-profiles and users them-
selves — the higher the value, the more important the feature
or the user. Fig. 15(a) plots the importance of eight user profile
characteristics, where we vary the number of observed retweets
between {5, 10, 15, 20}. We can observe that the follower counts
is the most informative feature, followed by the register time,
verified account, and geo-enabled features, consistent with the
findings in [14,14,15], i.e., the users enrolled in spreading of
rumors have fewer followers.

In Fig. 15(b), we investigate the role of the retweet users at
the very beginning of the cascade. As shown, the earlier users are
more important for detecting non-rumors (NR) and true-rumors
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Fig. 11. The average network breadth for different types of rumors. The observation window is 60 min.

(TR). To the contrary, the latter participators are important for
detecting unverified-rumors (UR) and false-rumors (FR). This phe-
nomenon shows that authoritative users usually spread TRs and
NRs at the beginning of spreading information. URs and FRs,
after the false information spread a while, will see an influx of
massive malicious users, who would pretend these tweets as real
information.

We now discuss the impact of the different views of users
in rumor detection. We randomly selected four different types
of tweets in Twitter15 and plots the importance of different
views. Figs. 16(a) and 16(b) show the results of previous 5 and
10 retweet users, respectively. Overall, we can see that the three
views of each user in this tweet have different importance. Specif-
ically, when there are few observations (e.g., only 5 retweet
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users), the profile view and the temporal view of the users domi-
nate the rumor detection performance. As the number of retweet
users increases, the structural information becomes more and
more important. This result can be understood intuitively: In
reality, at the very beginning the participants directly retweet
the information from the source spreader, which leads to the
similar propagation structures of information cascades. However,
users are different from each other in profile and the time of
retweeting, which are, consequently, the most important views
for early-stage misinformation detection. Besides, by comparing
different types of information, the non-rumor and the true-rumor
have very similar weight distribution over different users’ views,
as observed in Fig. 15(b).

5. Conclusion

In this work, we presented UMLARD — a novel model for
rumor detection which fuses multiple information contexts per-
taining to users of social networks. Combining multiple views of
users aspects and discriminating the importance of spreaders and
user-aspect information, we successfully identified users’ roles in
different stages of rumor diffusion. UMLARD significantly outper-
forms previous methods in terms of misinformation classification
and rapid rumor detection. Our approach is also notable in its
strength of interpreting model behaviors and the predicted re-
sults. The experiments conducted on real Twitter datasets support
the hypothesis that characteristics of user-profiles, aspects view
of participants, as well as user’s engagement time and tweets’ dif-
fusion patterns, can contribute to the misinformation prediction
from the collective signals. Besides, our experimental results on
early-detection discern several vital features of false information.

Although our method enriches the body of work on rumor
detection via modeling systematic user-aspect information, we
envision several future works. Recall that UMLARD only provides
primary textual features of the source tweets for detecting and
tracking the rumors. However, it is of interest for OSMs and
policymakers to intervene in the spread of misinformation by
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checking the fact of the claims in the tweets. Therefore, taking
more explicitly into account the verification is a promising way of
improving prediction performance [65]. Besides, users’ stance and
intentions are critical in identifying the misinformation, which
requires careful consideration as to why a particular user is
involved in retweeting an article [73]. Finally, the structure of
the information cascade provides the least informative signals
in our model, which does not mean that the structural infor-
mation is trivial in rumor detection. On the contrary, a recent
study [74] suggests that the collective sharing pattern of the
crowd may reveal underlying patterns of rumor spreading that is
the same important as tweet content and user attributes, which
is noteworthy for further examination.
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