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Appendix A
Extended Results for Chapter 7

Table A.1: Summary for the ECG-25 data (mean 4+ omean of 10 runs, except for the deterministic
NuPic algorithm). The results shown here are for the sum of TP, FN and FP over all 25 time series. For
each algorithm and time series, the anomaly threshold was tuned on 10 % of the data, as described in
Section 7.4.2.2.

TP FN FP Prec Rec F1 p

Algorithm

NuPIC 354.7+£54 366.3+£54 22146 +£35.3 0.140 £0.003 0.492 £+ 0.008 0.217+0.004 1.948e-18
SORAD 566.6 £3.8 154.4+3.8 743.2+15.4 0.438 £0.006 0.786 £0.005 0.561 +0.005 1.948e-18
DNN-AE 551.3+34 169.7+34 672.5+84 0.4524+0.004 0.765=+0.005 0.568 +0.004 1.948e-18
LSTM-ED 578.8£3.2 1422+3.2 652.3+17.6 0.480+0.007 0.803 £0.004 0.597 £ 0.005 1.948e-18
TCN-AE (baseline) 640.4+£1.9 80.6+1.9 630.9+24.1 0.518+0.008 0.888+0.003 0.650 £ 0.006 2.480e-18
LSTM-AD 569.3+£19 151.7+£19 411.8+8.7 0.5854+0.005 0.790=£0.003 0.671 £0.004 9.517e-18

TCN-AE (final) 691.3+£0.7 29.7£0.7 352.8+£10.2 0.668 £0.006 0.959 £ 0.001 0.786 +0.004 -
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Table A.2: Fj-scores (mean + omean) of TCN-AE and the other algorithms (highest values in boldface).
Same as Table 7.9, except that we permit the algorithms to determine an anomaly threshold from only 10%
of the anomaly labels. In all cases in which we fail to reject the null hypothesis at the 5%-confidence level,

we add a gray background to the corresponding field.

NuPIC LSTM-ED DNN-AE LSTM-AD TCN-AE
F1 P F1 P F1 P F1 P F1
1 0.077£0.012  1.94e-18 | 0.475+0.012 2.07e-18 | 0.809+£0.016 0.00108 | 0.80140.017 0.000857 | 0.831+0.014
2 0.164+0.038  8.63e-15 | 0.254+0.014 2.37e-10 | 0.276+0.012 4.85e-10 | 0.561+0.014 1.0 0.467+0.024
3 0.082+0.016  1.95e-18 | 0.77 £0.01  4.6e-09 | 0.729£0.017 9.57e-08 | 0.3454+0.014 1.95e-18 | 0.845+0.011
4 0.106£0.035 6.3e-06 | 0.112£0.018 1.94e-18 | 0.144£0.018 1.29e-17 | 0.4204+0.015 1.0 0.27840.031
8 0.29440.041 1.95e-18 | 0.861+0.009 8.61e-06 | 0.538+0.013 7.07e-18 | 0.789£0.009 1.22e-11 | 0.903+0.010
9 0.108+0.027 2.01e-18 | 0.4714+0.009 6.23e-13 | 0.544+0.013 0.0103 0.397+0.021  6.39e-11 | 0.573+0.011
10 0.5094+0.064 3.79e-15 | 0.691+0.012 5.3e-06 | 0.644+0.024 9.3e-13 | 0.79640.011 0.955 0.785+0.014
11 0.043+0.018 1.17e-18 | 0.515+0.034 0.0807 0.28540.028  7.4e-15 0.640+0.039 0.967 0.556+0.023
12 0.09 £0.06  1.8e-18 | 0.351+£0.019 1.27e-15 | 0.343+0.027 1.25e-14 | 0.578+0.028 0.381 0.593+0.022
13 0.010£0.007 1.33e-18 | 0.718+0.022 4.99e-08 | 0.588+0.028 2.25e-15 | 0.62440.029 9.26e-14 | 0.817+0.022
14 0.372+0.080  2e-18 0.793+0.015 4.31e-08 | 0.614£0.011 9.52e-18 | 0.68440.019 1.42e-15 | 0.869+0.010
15 0.006£0.003  1.78e-18 | 0.574£0.018 4.46e-10 | 0.702£0.023 0.791 0.781+0.008 1.0 0.69240.015
16 0.264+0.019 1.93e-18 | 0.816+0.010 1.1e-06 | 0.612£0.008 3.78e-17 | 0.873+0.010 0.00805 | 0.883+0.013
17 0.001+0.001  1.97e-19 | 0.097+0.029 4.66e-16 | 0.10 £0.03  9.66e-16 | 0.10 +0.03  9.66e-16 | 0.791+0.029
18 0.251+0.004 1.95e-18 | 0.4824+0.007 1.95e-18 | 0.660+0.017 3.06e-18 | 0.8374+0.006 4.07e-14 | 0.917+0.005
20 0.007£0.007  3.74e-18 | 0.368+0.032 0.000163 | 0.288+0.032 1.1e-07 | 0.32940.036 0.00217 | 0.436+0.032
21 0.00440.004 1.47e-18 | 0.361£0.033 2.1le-11 0.230+0.021  2.88e-12 | 0.391£0.021 0.000737 | 0.558+0.038
22 0.337£0.067 1.75e-17 | 0.500£0.024 1.1e-07 | 0.538£0.026 1.81e-05 | 0.62140.022 0.212 0.629+0.018
23 0.281£0.032  1.94e-18 | 0.504£0.022 2.74e-17 | 0.769£0.017 0.000898 | 0.74040.016 2.52e-05 | 0.830+0.012
26 0.1354+0.023  1.95e-18 | 0.5614£0.024 7.71e-11 | 0.460£0.019 5.74e-18 | 0.381£0.013 5.0le-14 | 0.665+0.015
28 0.426+0.038 1.94e-18 | 0.704+0.019 2.45e-06 | 0.723+0.020 0.00418 | 0.7754+0.012 0.00466 | 0.801+0.010
33 0.0 1.34e-05 | 0.092+0.014 1.0 0.062+0.007  0.999 0.002+0.001  1.34e-05 | 0.033+0.007
39 0.150+0.019  1.95e-18 | 0.719+0.010 1.77e-17 | 0.781£0.019 2.93e-06 | 0.8234+0.011 6.18e-08 | 0.898+0.007
42 0.468+0.021 1.95e-18 | 0.738+0.014 3.59e-13 | 0.736+0.023 6.34e-07 | 0.71440.012 6.9e-16 | 0.844+0.008
48 0.008+0.004 1.8e-18 | 0.544+0.024 1.39e-08 | 0.498+0.032 2.97e-05 | 0.703+0.024 0.925 0.667+0.022
by 0.217£0.012  1.95e-18 | 0.597£0.005 1.95e-18 | 0.568+0.004 1.95e-18 | 0.67140.004 9.52e-18 | 0.786+0.004
mean 0.168+0.009 1.95e-18 | 0.523£0.004 1.95e-18 | 0.507£0.004 1.95e-18 | 0.58840.003 3.78e-18 | 0.686+0.005
median | 0.120£0.015 1.95e-18 | 0.544£0.006 1.95e-18 | 0.531+0.008 1.95e-18 | 0.650£0.007 1.22e-17 | 0.747+0.007

Table A.3: Impact of the individual TCN-AE components for the ECG-25 Data (mean + omean of 10
runs). The results shown here are for the sum of TP, FN and FP over all 25 time series. For each algorithm
variant and time series the anomaly threshold was tuned on 10 different segments containing only 10 % of

the data.

TP

FN

FP Prec Rec F1 p

Algorithm

noAnomScoreCorr 588.9 2.6 132.1+2.6 527.7+14.0 0.536 +0.007 0.817 £0.004 0.645 + 0.006 2.008078¢-18
baseline 640.4+19 80.6+1.9 630.9+24.1 0.518+0.008 0.888+0.003 0.650=+ 0.006 2.480521e-18
noSkip 655.6 £1.8 654+1.8 537.3£19.2 0.563+0.008 0.909£0.002 0.691 £ 0.006 8.453158e-18
nolLatent 651.9+1.8 69.1£1.8 522.8+19.5 0.570+0.009 0.904 £0.002 0.695+ 0.007 5.052100e-17
noRecon 678.0+1.3 43.0+1.3 414.2+12.7 0.628+0.007 0.940 £0.002 0.751 +0.005 1.226155e-10
nolnvDil 680.2+1.2 40.8+1.2 417.1+£13.7 0.630+0.008 0.943+£0.002 0.752+0.005 8.187313e-13
noMapReduc 687.1+£0.8 339408 381.2£11.1 0.650=40.007 0.953£0.001 0.771£0.005 2.041980e-04
final 691.3+0.7 29.7+0.7 352.8+10.2 0.668 +0.006 0.959 £ 0.001 0.786 +0.004 0.000000e+00
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Figure A.1: Results when tuning various algorithmic variants of TCN-AE on different subsets of the
ECG-25 data (mean and standard deviation of 10 runs).
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Figure A.2: Results when tuning various algorithms on different subsets of the ECG-25 data (mean and
standard deviation of 10 runs).
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0.0
Reconstruction Error

Figure A.3: Histogram of the reconstruction error (in blue) for one dimension of the error matrix E’.
We found that the reconstruction errors are bell-shaped (elliptic in higher dimensions). Although the
reconstruction errors are not Gaussian, they closely follow a t-distribution with a mean [, a standard
deviation &, and v degrees of freedom, as indicated by the estimated distribution (red line).
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Appendix B

Derivations

B.1 Batch Incremental Weighted Least Squares Esti-
mator for multivariate Regression Tasks

In practice, the well-known recursive least squares (RLS) filter is often used to learn a linear
function in a fully online setting. The RLS filter uses exponentially decaying weights in
order to be able to adapt to new concepts. In this section, we derive a similar, however,
slightly more complex, incremental version of the weighted least squares estimator which
can be used for the SORAD algorithm introduced in Chapter 4. Specifically, we will derive
a multivariate variant for batches (having a batch size p > 1) with exponentially decaying
weights. This is beneficial in setups which do not have to be fully-online (batch processing
usually allows to reduce the computation time if parallelization is supported) or in situations
where the amount of data is too large to be processed in a single batch. For example, we
use this approach to speed up SORAD for the experiments in Chapter 7.

We start with the original closed-form formulation of the weighted least squares estima-
tor:

0= (XTWX + 1) X "Wy, (B.1)

where X is a matrix containing n inputs of length k as row-vectors, W is a diagonal
weight matrix, carrying a weight for each of the n observations, y is a n-dimensional target
vector with one value for each input vector (as we will see later, we can easily extend our
explications to multi-dimensional outputs, where we would instead use a matrix Y). The
term SI (regularization factor and identity matrix) is the so-called regularizer, which is used
to prevent overfitting.

Since we have n observations we can also slightly modify our above equation, to later
indicate the current iteration:

:;é" :R" :An =b,
=G =G

0, cR* X, cR™ W, ecR™ IcR"* BcR, y, cR"
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B.1. BATCH INCREMENTAL WEIGHTED LEAST SQUARES ESTIMATOR FOR
MULTIVARIATE REGRESSION TASKS

G, e R"" A, e R¥* b, € R*.

If now a new batch of u observation pairs X, € R***, y, € R* arrives, some of the above
matrices and vectors change as follows (the others remain unchanged):

X, AW, 0 Y
Xn+u = |:XM:| ) Wn+u = { or le y Yntp = [YJ 5 (BB)
where Xy, € ROTXE W, e RPWxmtn) - N e R, W, e Ry, € R™™. Nis a
constant with which we can retroactively modify the old weights W,,. Now let us insert the
definitions in Eq. (B.3) into Eq. (B.2):

:Aﬁ-&-p :bl”i"r#
s T -1 T ™~
o= Gl Lo w o) Bl o wl
s X, o' W,| X, X, o' W, [y,
:a:JrH :a;ﬂt
:An+# :b"+“
}’(‘ -1
n Yn —
= (an [XJ +BI> Gy L,J = A Lbu, (B.4)
where we identify:
X, " AW, 0
_ n n kX (n+p)
I EE
Xn kxk
A= G || + ST B, (B.6)
X,
bpi, =G {y“} e R* (B.7)
n+p — n+p . .
Yu
Now let us expand equation (B.5):
M nxk T nxn nXp nxn nxpu
X AW 0 kxn o kxp | AW 0
_ | D n — |~ = n
GTL+M - XH OT W'LL - [XZ XZ] OT W#
~— ~ ~
[ puxk BX BXT
= [MXXqW, +X[0" XT0+XW,|=[XX]W, XW,]
[ T
_ A\(ij} XMW“ € RFx(ntu)
i kxn kxu
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In the next step, let us evaluate A, from Eq. (B.6):
nxk
X G, X'W,||'X
An+u = Gn—f—u {Xn} + pI = [\’J} \—“\/—li] Xn + pI (B'8)
i kxn kxp (s
—~—
uxk
= AG, X, + X W, X, + I = AG, X, + fI+X W, X, (B.9)
=A,
=X A, +X]W, X, with Ag=pgL X\ =1. (B.10)
~N ——
kxk kxk

Since we have to compute the inverse of A, ,, it might be helpful to find an incremental
formulation, since the inverse is costly to compute. In this case, the Woodbury matrix
identity [179] helps:

(A+UCV)'=A"—A'UICT+ VA 4+ U)'VAT (B.11)

This gives us:

=A,
AL = (A = A TIXT (W + X,00A,) 7 IXT) T X, (0A,) !
- (/\An)_l - AuXu(/\An)_la (B.12>
with:
A, = (OA) IXT(W T+ X,(0A,,)IXT) T e RM# (B.13)
_ _ _ —1

= A X (AW, + XA X (B.14)

Then, we expand Eq. (B.7):

nx1

AG, W, X, | V.
by = Gy {yn} = {\"7} RM/—&] yn (B.15)
yu kxn kx1 M
N~~~
pux1
=AG,y, + X W,y, =X b, +X/W,y, (B.16)
kx1
kx1

Now let us insert the results of (B.12) and (B.16) into Eq. (B.4) and then simplify the
expression:
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0,y = Al b (B.17)
_ [(/\An)_l - AHX“(AAH)*} [Abn +XTW,y, (B.18)
= A 'b, +(AA,) X Wy, — AX, A b, —AX, (M) T XOW, Ly, (BL19)

(2% 0,
—0,+ [()\An)*l - A#XN(AAn)’l]XZW#yM ~A,X,0, (B.20)

Although we did a few rearrangements, it seems like Eq. (B.20) cannot be simplified
further. However, we can find a more compact solution if we look closer at Eq. (B.13):

= (M) X (W, + X,(0A,) X)) (B.21)

AL (W + Xu(0A,)~ 1XT) (AA,) X (B.22)
AW+ AX(0A,)TIX = (MA ) 1XT (B.23)
AW, 1 = [(AAL) T = AXL(AA,) X (B.24)

Interestingly, we can find the RHS of Eq. (B.24) also in Eq. (B.20). If we use above relation,
we can therefore simplify (B.20) significantly:

Ori = O+ AW W,y — A,X,.0, (B.25)
=0,+Ay,—A,X,0, (B.26)
—0,+A, (y# - Xu0n> (B.27)
=0, + A, (B.28)
where e is the prediction error:
e, =y, X,0,. (B.29)

We can summarize our findings for the univariate case with arbritrary weight matrix W, as
follows:

ey = yﬂ - X#O” ( )

_ _ _ —1
A, = AanZ()\Wul + XMAnlxlj) ( )
On—‘,—,u — 0 + A#e“ <B32)
ALl = (AT = AX,(AA,) T (B.33)

n+p
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where

AER, €4,y,,0,, 0., €RY, X, e R A, e R A, Ay, € R W, € RV
Ag=pL \=1, 6,=0.

Multivariate Batch Recursive Least Squares Algorithm Extending the above equa-
tions to the multivariate case with m dimensions is straightforward. We simply have to
replace some vectors with matrices. Furthermore, for a simple setup with exponentially
decaying weights we set A € [0,1] and W, = I. Hence, the final multivariate batch RLS
algorithm can be described as follows:

E,=Y,-X,0, (B.34)

A, =ATX (M + XA X)) (B.35)

Oy =0, +AE, (B.36)
1 1

Al = XAgl - XA,LX“A,;1 (B.37)

where

A€0,1], E,Y,,0,,0,., c R X, e R A, e R AT AL € RV
A

Ayt = B1, 0, = 0.

B.2 Online Estimation of the Sample Mean and Co-
variance

This section derives several formulas to incrementally compute the weighted mean and the
weighted covariance matrix for a multivariate data set. This property is especially useful in
online settings, where an algorithm constantly has to update its estimates and in situations
where one expects the mean and the covariance matrix to drift over time. We present a
fully online procedure and a procedure that can process mini-batches. The derived formulas
are used in Chapter 5 for the DWT-MLEAD algorithm and in Chapter 7, for the SORAD

algorithm, which was introduced earlier in Chapter 4.

B.2.1 The Weighted Mean and Covariance Matrix

In some cases, one might want to compute the weighted arithmetic mean and a weighted
sample covariance (matrix) where particular sample points should contribute more to the
final mean (covariances) than others. For example, it could be reasonable to give larger
weight to more recent data points if the statistics (e.g., mean) of the underlying distribution
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change over time (concept drifts). In such cases, we would want the estimator to track the
data generating distribution changes and forget about older knowledge. But also other
scenarios are possible, in which a weighting of the data points might be useful. In this
section, we define the weighted arithmetic mean and weighted sample covariance, explore
a few properties related to these weighted statistics, and then design an estimator for the
sample mean and covariance exhibiting some forgetting.

In general, the weighted arithmetic mean is defined quite straightforward as:

n I
X, = —Ziil =, (B.38)
i=1""1

where x; is the i-th data point (vector) and w; is the (unnormalized) weight assigned to the
corresponding data point. If the weights are normalized to sum 1, then we get:

R, = ) wiX;, (B.39)
i=1

where the normalized weights are defined as:

w W

L L B.40
v Wi Yo w; ( )

with the normalization factor

The special case with w; = % results in the formulation of the conventional mean. According
to [137], the biased weighted covariance matrix can be written similarly as:

(1) n / = S\ T

- M "l (x; — %) (% —

3= — Zz:l wz(X _ X)/(X X) 7 (B41)
W D el W

where M™ is the so called weighted scatter matrix, with
M =3 wl(x - %)(xi — %)
i=1

If the weights are frequency weights (each weight represents the count of a data point), then
an unbiased estimator is found to be [137]:

M(n)
W, —1

> = (B.42)
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Otherwise, the following unbiased estimator can be used [137]:

M(n)

5 - ,
W, — W2 /W,

where

(B.43)

(B.44)

B.2.1.1 Incremental (Batch) Estimation of the Weighted Mean and Covariance

It might become necessary to estimate the mean and covariance matrix of a distribution
incrementally in practice. This could be the case if one operates on streaming data or has
to process large amounts of data, which cannot be handled in one pass. In the general case,
we want to handle batch sizes of ;1 € NT. For a fully online algorithm, we have the extreme
case u = 1. If a new batch of size p arrives, we have update our old estimates X,,_, and
in,#. For this purpose we have to process the new examples from k& = n — p + 1 until n.

We first note a recursive update rule for x,,:

n
W < /
n—uXn—p + E :wixi
i=k

W,
<Wn -3 w{) Xn—p + D WiX;
i=k i=k
Wy

n n
D ST M o
i—=k i=k

=Xppy+ —— W

n
D wi(Xi = Xpy)
k

— 1=
a W, ’

:)_(n,u—l—z I;U/; Az
i=k "

with

k=n—u+1

Ai =X; - )_(nf,u
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B.2. ONLINE ESTIMATION OF THE SAMPLE MEAN AND COVARIANCE

Then, we derive an batch update rule for the estimator for the weighted covariance matrix
3,. We start with the weighted scatter matrix:

Zw X; — X)) ( 1—>_<n)T

/ T =T %7
= E wi[xixi — X;X, an + X,X }
n

_ / T =T = =T
= E w; [xixi - 2x;X,, —l—xnxn}
i=1

n n n
_ / T / =T J— =T
= E wiX;X; — 2 E wX; | X, + E wXpX,
i i=1 i=1

:waz 2Wxnx +Wxn

= E WiX;X Wxn_T

The increment of the weighted scatter matrix from index k£ = n—pu+1 to n can be computed
as follows:

AM™ = M — v

—E wix;X Wxnx —E wxlx + WX MXIM

=1

— Zw x;x; — W, an + W X ,uXT (B.49)

With the already known expression from Eq. (B.45) and with a rearranged formulation of
Eq. (B.45)

%0 = —— 0 (B.50)
n—p

we can start simplifying Eq. (B.49). We insert Eq. (B.45) and Eq. (B.50) into Eq. (B.49):

n n
%% < / W% /
n n—uXn—p + E :wixi nXn — § :wixi T
. !/ T i=k T — i=k
= E wixix; — Wy, W Xy, + WhopyXn—y W
._ n n—pu
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T
:E Wix;X (E wxl) — Wy Xn— MX + WX, — Mx <E wx,)
o 1T
= E wlxZ E wxlx + (W —W,— M)Xn Mx — Xn—p E w;X;

i=k i=k

1T

:E wxl E wxzx —|—<E w)xn uX Xnug wW;X;

n
_ / T I, =T /= =T /= T
= E WX X; — WX, + w;Xp X, — W;Xp_,X;
_Z ’ T =T I< T T
i=k

= > wi(xi = Kuo) (x5 — %)
i=k

=D wiA(xi %) (B.51)
i=k

In summary, with equations (B.40), (B.44), (B.48), (B.46), (B.51), and (B.41) we can
update our estimates for a new batch (samples from k =n — p + 1 to n) with:

W =W+ > ) (B.52)
i=k
W =W+ (w)? (B.53)
Ai = X; — }_(n—# (B54>
n ’LU/»
Ry =RKnp+ Y A (B.55)
i=k "
T ) NS A (s 2 \T
M7 =M + Z wiA; (% — Xp) (B.56)
i=k
()
- M
5, = : B.57
W (B.57)

Note that Eq. (B.57) is a biased estimate of the covariance matrix. For an unbiased estimate
one can use either Eq. (B.42) or Eq. (B.43). If all weights are set to w}, = 1, we obtain the
update rules for the unweighted case.
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B.2.2 Incremental Estimation with Exponentially Decaying
Weights

If we use constant batch sizes p and also keep the weights w! among a batch constant, an
useful incremental algorithm can be retrieved for a particular set of weights, where each
weight is

where A € (0,1] is the decay rate, M = n/u (u | n) represents the number of batches for
n examples, and j = [i/p] is the index of the batch for the i-th example. With such a

weighting, each example in the most recent batch will be weighted with wj, = --- =w],_, =

w,, = 1, the penultimate batch will have the weights w, o, ., = - =w;,_, , =w
and so forth. Ultimately, the older batches will fade away exponentially, for A < 1. The
advantage of this approach is that we can usually prevent numerical overflows in W,, and

(n)

the weighted scatter matrix M'~ and that we can adapt our estimates to new concepts in

non-stationary environments.

The normalization factor W,, can be computed with:

WnZ;wQZ;MAM‘]=M —

Note that the weightings w! _ , w/ ..., w} of all previous examples x,,_,,, Xp—p—1, - - ., X1,

n—p) Yn—pu—1
as well as the normalization Factor !f/Vn, have to be adjusted if a new example x,, arrives. In
this case, each weight {w} | i < n — u} has to be multiplied with A and the weights of the
new examples are set to wj, = --- = w/, = 1. How does this change the estimation of the
mean and the covariance matrix? Typically, if all weights are changed, one would have to
re-compute both statistics from scratch. However, we can show that in this particular case,
this is not necessary, as described in the following explications: First let us find an update

rule for the normalization factor W,,. We can see that W),,_, is given by:

M-1
Wy =p Yy AT, (B.58)
j=1
Then we re-write W,:
M
W, = H Z )‘M_]
j=1
M-1 M-1
:MZ)\Mij—F[L)\O:)\',uZ)\Milij—'—,U
j=1 j=1
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=AW+ p (B.59)
Accordingly, for W, we obtain:
W,,52) _ )\2 X W(Q) + i

Then, we find an recursive formulation of the estimated mean X,,. According to Eq. (B.38),
we find:

SUL MY s S Ay,

Xn = = , B.
B > M W, (B.60)
where
nj_j:u7k]—n] N/‘i_l:,uz(j—l)—'—l’
n
i=k;
Then, with
M-1yM-1
AM=1=73, W, —
i’n*p,: Z] 1W ’ and Wni‘u: ?’L)\ /"L’
n—u
we can obtain a recursive formulation of Eq. (B.60):
% — Z]Ail AM*jzj
n —Wn
S, 0, ST, s,
N W W, W,
Wo—p 1 _ v _ 75 S Y
W, T e T T T,
-x + Z:l:k Xi — Z:L:k in—,u, _x n Z?:k; (Xz' — }_(n_“)
o W S W,
oA
Xnp Z}:Vk (B.61)
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Finally, we only need a to find a recursive form for the weighted scatter matrix Y R By
expanding the recursion in (B.56) we get (with k =n — pu+ 1):

M
VEIS SIUED N oy =dp k= p( = 1)+ 1
j=1 i=k,
M-—1 nj n
=Y IS A= %) X A — %)
7j=1 i=k; i=k
M-—1 nj n
=\ )\Milij Al (XZ — Xn) + Z Az (Xz - )_(n)T
j=1 i=k; i=k
— A" 3T A (X - %) (B.62)
i=k
since
M-1 n;

B.2.2.1 Batch and Online Estimation of the Inverse Covariance Matrix

In practice, it is often required to estimate the inverse of the covariance matrix of a sample,
for example, when a Mahalanobis distance between points has to be computed. In a fully
online setting it can be quite expensive to compute the inverse of the covariance matrix
again for each new point arriving, since the complexity of the inverse of a m x m matrix
is about O(m?) (slightly less in some highly optimized algorithms). As we will see in the
following, it is not necessary to estimate the covariance matrix, if only its inverse is needed
and furthermore, the inverse can be adapted incrementally in an efficient manner. The
results are shown for the general case with a weighted exponentially decaying estimator.

For a batch-setup (1 > 1), one can use the Woodbury matrix identity [179] to find a
recursive definition of the inverse of the scatter matrix M and covariance matrix . The
Woodbury matrix identity is given as:

(A+UCV) ' =A1_A'UC '+ VA +U)I'VA L (B.63)

First, we write Eq. (B.62) in vectorized form (to be consistent in the notation later, we
move the superscript in M to the index):

M, =AML+ > A(x, — %)
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=\M,_, + D 1X,, (B.64)

where k =n — pu+ 1 and

D, = (A, Ay - A

X, = (Xk—)_(n Xpi1 — Xp - Xn—}_(n)T.
Then we identify:

A=), ,, U=D] C=1, V=24,
and find:
M, = %M;ﬁu - %M;i#Dg (1*1 + %an\_/l,i#DDanl\_/I;;
- %Mnlﬂ i\M DI (Ar+ 2,8, Dl M

Since we also have to compute an inverse here, it only makes sense to use the Woodbury
matrix identity if the batch size p is significantly smaller than the dimension of the examples
x;. Similarly, in order to compute the inverse fully online (1 = 1), we simply apply the
Sherman-Morrison formula [150] — a special case of the Woodbury matrix identity [179] —

to incrementally update M, ' The formula is given by

A luvTA!
A Nt A = " = B.
(A +uv’) 1+viA-1lu (B.65)

If we look at Eq. (B.62), we can identify:
A= )\1\_/[(”71), u=A4,, v=x, — X,
This then leads to:

-1

LM AL(x, - %)™
n1 B0 = %) Mooy (B.66)
M (% — %)M, LA,

_ 1 -
M, '=-M'
TN

With Eq. (B.83), we can finally compute the inverse of the covariance matrix with

St =w,M (B.67)

In summary, we can write down the following rules for the recursive (iterative) estimation
of the mean vector and the covariance matrix, which should be processed in the given order:

W=\ W+ p (B.683)
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_ (2)
W =\ w2, +pu (B.69)
Ai =X; — }_(n_u (B?O)
. Do A
Ry = Ko + Tkn (B.71)
D, = (A, Ay - A,) (B.72)
X, = (lec — X, Xpi1— X, o Xp — }_cn)T (B.73)
M, =M, _,+Dx, (B.74)
-1 L1 11 7 1 T\ "y or—!
M,' =M, - oM D] ()\I + XnMn_MDn> X, (B.75)
= Mn =—1 ——1
S, =— X =W,M_". B.76
TR n (B.76)

where 4 is the batch size and k =n — p+ 1 is the first index in the new batch. Again, for
an unbiased estimate of 3 one should either use Eq. (B.42) or Eq. (B.43).

For a fully online estimation (batch size = 1, k = n), above update rules simplify to:

W,=AW,_1+1 (B.77)
W2 = \NW,_, +1 (B.78)
A,
M, = \M,_; + A, (x, — X,,)" (B.81)
_ 1 AN AL (%, — %)M
Mnl = _Mnil — A_n-l (X }i 21 n-l <B82)
A M (x, —%,)TM, A,
o 1 ; _
,.=—M,, X =W,M B.83
M. 5, . (5.53)

In Sec. B.2.4, we show that the memory of the fully online estimator is approximately:

14

Nmem ~ 1_/\

B.2.3 The Covariance of Weighted Sample Means

In this section, we will derive a formula to compute the covariance of the weighted sample
means. This formula will be important in the following section to roughly approximate the
memory of the estimator for the sample mean and covariance matrix with exponentially
decaying weights.
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Typically, when one computes the conventional sample mean, the covariances of the
sample mean vector X, (note: here we are talking about the covariance matrix for the
sample mean X, and not the estimated covariance matrix of the sample itself. This is
somewhat similar to the computation of the standard error of the mean.) will tend to zero
as the sample size n grows larger. Similarly to the standard error of the mean, which can
be expressed as

o
the expected covariance matrix 3¢ is
1
Y =-3%, (B.85)
n

which indicates, that for a sufficiently large sample n, the estimated mean X, will most
likely be relatively close (under the typical conditions) to the real mean px of the underlying
distribution.

However, if the weighted sample means and covariances are computed, this is no longer
necessarily the case. As we will see later, in the weighted case, the elements in the covariance
matrix of the sample mean will not converge towards zero in certain situations, implying
that the sample mean will not converge to the real mean. Some variance will remain in
the estimation, and increasing the sample size will not change this. In such cases, we can
say that the estimator has a ”limited memory”. This may be undesirable when estimating
stationary distributions on the one hand. On the other hand, a limited memory can make
sense if certain statistics of the underlying distribution (e.g., the means or variances) change
over time (often called concept drift or concept change), since the estimator can then forget
about the past and learn to adapt its parameters to the drifting distribution. To understand
the effects that weighted sample statistics generate, we investigate in this section how the
covariance of weighted means behave in different settings.

~ Let us first derive a formulation for the covariance of two weighted means X, and
Y,,, which are computed for the two jointly distributed random variables X and Y. The
covariance of two jointly distributed random variables is defined as:

cov(X,Y) = E[(X — E[X])(Y — E[Y])]
= E[XY] - E[X]E[Y].

Then, the covariance of the two sample means X,, and Y,, is:

S " owX, S WY,
cov(X,,Y,) = cov Z’:nl s ZZT} =l
Zi:l w; Zi:l w;
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= cov (Win g w; X, Win g wQYQ)

with random variables X; and Y; and where

(B.86)

(B.87)

Let the expected values iy, = IE[X,,] and py, = IE[Y,,] be the real means of the two jointly

distributed random variables, so that Eq. (B.87) can be written as:

cov(X,,Y,) =B Xn:wiXi : zn:wjyj — kX, My,
| i=1 j=1
= E Z Z UJZUJJXZY} — HX, My,
| i=1 j=1

- KX, My,

[ i=1

i=1 j=1
J#

(B.88)

Note that in above Eq. (B.88), the original sum was split into two, so that the paired
(mutually dependent) data points (X;, Y;) share the same sum. All other pairs {(X;,Y;) | i #
j} are statistically independent and can be treated differently in the following. With the

relation

E[XY] = E[X]E[Y],
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for independent random variables X and Y, we get for Eq. (B.88):

cov(X,,,Y,) =1IE E w; X;Y; + E E ww; X;Y;
=1 j=1
J#i

Z Z w;w; X;Y;

i=1 j=1
JFi

_szlEXY +ZZwlw] (X0Y;] — px, iy,

=1 j=1
J#z

= ZwQIE [X:Y;]) + Z Zw,wj EY;] — nx, py, - (B.89)
=1 j=1
J#i

— Hx, My,

+IE — [z, 1y,

E ZwZXY

Since IE[X;] = pux, = px, and IE)Y;] = py, = py, (the expected value of the sample mean is
the same as the expected value of each element of the sample), we can continue with

cov(Xn, Yy) E wXE[X,Y;] + E E w;w; IB[XGIE[Y;] — px, py,
=1 j=1
J#i

n

= > wlBX.Y)] + px, py, Y Y wiw; — pg, iy,
i=1 i=1 j=1
i
= w} [COV(Xia Yi) + MXZ-ME] + gy, Y YW — i, i,
=1 i=1 j=1
i
=Y w [COV(Xu Yi) + #Xnum] g, Y Y wiw = g, fy,
i=1 =1 j=1
i

= Z wicov(X;,Y;) + Z Wi g, 1, T I, I, Z Z wiw; — fix, fy,

=1 i=1 i=1 j=1
J#
n n n n
= wieov(Xy, V) + px, pry, D wE+ px, v, Y wiw; —pix, iy,
1=1 i=1 i=1 j=1
J#

Vv
both sums can be merged again
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= Zw cov(Xi, Yi) + px, 1y, Z szwj Hx,, 1y,

=1 j=1
= Z wicov(Xy, Yi) + px, 1y, Z w; Z w; =g, 1y,
=1 =1 =1
T —

=1

= Zw cov(Xi, Yi) + px, 1y, sz —Hx, My,

=1
R/—/
=1

=Y wicov(X;, V) + px, piy, — iz, 1,
i=1
= wicov(X,,Y;) (B.90)
i=1
Finally, since all pairs (X;,Y;) are independent and identically distributed (IID), we can
write:

cov(X,,Yy) E w?cov(X;, Y,

= cov(X,Y)

=1

(B.91)

This simple relation that we finally derived in Eq. (B.91) will help us later to determine
the "memory” of exponentially decaying weighted estimators.

B.2.4 Memory of the Exponentially Decaying Estimator

Due to the exponentially decaying weights, the estimator described in Sec. B.2.2 has a
limited historical memory since older observations fade out more and more with every new
data point. With such an approach, it is possible to adapt the parameters to drifting
(changing) distributions, however, at the cost of less accuracy when the data generating
process is a stationary distribution. For example, this means that for forgetting factors
A < 1, the (co-) variances of the mean vector do not converge to zero for large sample sizes
n. There will always be some fixed amount of noise left in the estimation, depending on
the "rate” of forgetting (specified by A). In this section, we attempt to answer the following
question:

What is the memory n,,.,, of an estimator with exponentially decaying weights? Hence: For
which sample size npem, when computing the ordinary mean (without forgetting) instead,
can we obtain the same distribution parameters pg and X ? In other words, we are looking
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for a corresponding ordinary estimator that only considers the last n,,., data points to

compute the mean.

10.0+

7.5
> Mean X
g 50 unweighted
[} .
° || weighted

2.51

0.0

-0.1 0.0 0.1
value

Figure B.1: Comparison of the distributions of the sample means (10* samples, sampled from a uniform
distribution) for the unweighted and weighted case. The forgetting factor for the weighted estimator is set to
A = 0.99. The unweighted estimator computes the mean for samples of size n.,enm = 199. Both distributions
match closely, confirming our finding regarding the memory of the exponentially decaying estimator.

Intuitively, one might assume for the second question that the sample size n for the
ordinary mean corresponds to the value of the normalization factor W,, since for large n,

W,, converges — according to

1—-A"

w;=§;wp=§;XP%=1_A

— towards a fixed value (for A\ < 1):

hmm:mH_Azl

n—00 n—oo 1 — \ 11—\

For example, for a forgetting factor of A = 0.99, W,, converges towards W,, = 100.
Hence, one would be tempted to assume that n,,.,, = W,, = 100. However, if we test this
hypothesis in a small simulation, we find that memory must be larger. Hence, we have to
find another way to estimate the memory n,,.,,. We can do this by actually computing
the covariance matrix for the weighted mean. The derivations are shown in the previous
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section, in which the following resulting equation is found:

cov(X,, ;) = Z wicov(X;,Y;)

=1

= cov(X,Y) Z w?.

=1

If we extend the above equation to the setting with exponentially decaying weights, we
obtain:

n - n E 2: n ()\nfi)ZZ n \2(n—)
2= ) ~% ;(Z?IW)?

n 2(n—1i n
N M ):<1_A>2 \2(n=)

_(1—)\>21—)\2”
S\l =A/) 1= N2

For 0 < A < 1 and large n, the above expression converges towards

(1—)\>21—>\2"_(1—)\)2

. 2 1
dm ) vl =t (7)) T T e

Due to the central limit theorem (CLT), we know that the ordinary mean vector X,, is
distributed as

S 1
Xn NN(MXaﬁE)a

so that we have to solve the following correspondence for n,,epm:

Hmem =5~ 22 =\ T —n ) T— e

1 (1—)\")21—/\2
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For large sample sizes 1, Nyem converges to:

1— )2 11— 142

lim npem = =

nesoo (I=X2 (1-X2 1+A
IRED) 11— 14A 1=
T1-A I+ NI=A) 1-x 1-A
IR
-

For our previous example with A = .99, this would mean that the memory of the estimator
is approx. Nmem ~ 199. The distributions of the sample means for the weighted and
unweighted estimator are visualized in Fig. B.1.

In this section, we found that the memory of the exponentially decaying estimator of
the sample mean and sample covariance has a memory of approximately:

14 A
-T2 B.92
1— (8:92)

~
Nmem ~

B.3 Relationship of the Mahalanobis Distance and the
Chi-Square Distribution

In practice, sometimes (multivariate) Gaussian distributions are used for anomaly detec-
tion tasks (assuming that the considered data is approximately normally distributed): the
parameters of the Gaussian can be estimated using maximum likelihood estimation (MLE)
where the maximum likelihood estimate is the sample mean and sample covariance matrix.
After estimating the distribution parameters, one has to specify a critical value (anomaly
threshold) that separates the normal data from the anomalous data. One possibility is, to
determine the critical value based on the probability density function (PDF). A new data
point can then be classified as anomalous if the value of the PDF for this new point is below
the critical value. In the univariate case, the boundary separates the lower and upper tails
of the Gaussian from its center (mean). For a 2-dimensional distribution, the boundary
is an ellipse around the center, and in higher dimensions, the boundary can be described
by an ellipsoid. All points on the surface of such an ellipsoid have the same Mahalanobis
distance to the center of the distribution. Hence, one can also specify a Mahalanobis dis-
tance as an anomaly threshold and separate normal and anomalous data points according
to this distance metric. Generally, the Mahalanobis distance is parameter-free and does not
require any particular assumptions about the data distribution (such as a normal distribu-
tion). However, as we will show in the following, for (roughly) Gaussian-distributed data,
the squared Mahalanobis distance follows a Chi-square distribution. This relationship can
also be verified empirically with a quantile-quantile plot.
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B.3.1 Prerequisites

B.3.1.1 Matrix Algebra

Generally, the product of a n x £ matrix A and a ¢ X p matrix B is defined as:
(AB); = > AyBy;
k=1
Then, the multiplication of a matrix A with its transpose AT can be written as:
¢ ¢
(AAT); = > AsAf =) AnAg,
k=1 k=1
¢
AAT =) "aal, (B.93)
k=1

where a;, is the kth column vector of matrix A.

B.3.1.2 Eigenvalues and Eigenvectors

When the eigenvectors of n x n matrix A are arranged in a squared n x n matrix U, where
the i-th column represents the i-th eigenvector u”, we have:

AU =UA
A =UAU, (B.94)
commonly referred to as eigenvalue decomposition, where A is a diagonal matrix containing
the eigenvalues \; of the corresponding eigenvectors. If A is a symmetric matrix, the

eigenvectors are orthogonal (orthonormal) and the matrix U is orthogonal as well (the
product with its transpose is the identity matrix). In this case U™ = UT, and equation

(B.94) can be written as A = UAUT. The square root of A (written here as A%) — such
that AZAZ = A — can be written as:

Az = UA2UT, (B.95)

A2UTUA2UT = UASIA:UT = UAUT
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The eigenvalue decomposition of the inverse of a matrix A can be computed as follows,
using the associative property of the matrix product:

A7l = (UAUTY) = (U AT U = UATU
=UA'UT (B.96)

Note that A™! is again a diagonal matrix containing the reciprocal eigenvalues of A.

B.3.1.3 Linear Affine Transform of a Normally Distributed Random Variable

If we apply a linear affine transform to a normal random variable X ~ N (u,,3,) with a
mean vector p, and a covariance matrix 3., we obtain a new random variable Y:

Y =AX+b. (B.97)
One can compute the new mean p, and covariance matrix 3, for Y

p, = E{Y} = E{AX + b} = AE{X} +b

=Ap, +b, (B.98)
B, = E{Y —p,)Y —p,)"}

— E{[(AX +b) — (Ap, +b)][(AX +b) — (Ap, +b)]"}

= B{[A(X - p,)] [AX - )] '}

= E{A(X — p,)(X —p,) AT}

= AE{(X — p,)(X — p,)TJAT

= A AT (B.99)

B.3.2 The Squared Mahalanobis Distance follows a Chi-Square
Distribution

In this section we prove the conjecture: ”The squared Mahalanobis distance of a Gaussian-
distributed random vector X and the center p of this Gaussian distribution follows a Chi-
square distribution.”

B.3.2.1 Derivation Based on the Eigenvalue Decomposition

The Mahalanobis distance between two points x and y is defined as

dx,y) =/ (x—y)TE" (x— y). (B.100)
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Thus, the squared Mahalanobis distance of a random vector X and the center pu of a
multivariate Gaussian distribution is defined as:

D=d(X,m)? = (X - p)TS (X - p), (B.101)

where X is a ¢ x ¢ covariance matrix and g € R’ is the mean vector. In order to achieve
a different representation of D one can first perform an eigenvalue decomposition on 37!
which is (with Eq. (B.96) and assuming orthonormal eigenvectors):

s t=UA'U'=UAUT (B.102)

With Eq. (B.93) we obtain (cf. [15, p. 80]):
¢
=D N wy (B.103)

where uy, is the k-th eigenvector of the corresponding eigenvalue . Plugging (B.103) back
into (B.101) results in:

l
D=X-p)'='X-p)=X-p] ( > A?Hkﬂl) (X —p)

k=1

¢
- Z MHX = ) Twuf (X — p)

:;)\kl[ukX W) ;[ ]
:i:yk2

where Y}, is a new random variable based on an affine linear transform of the random vector
X. According to Eq. (B.98) , we have Z = (X — pu) ~ N(0,%). If we set a] = X\, 2u}
1

then we get Y, = aJZ = A\, *ulZ. Note that Y} is now a random variable drawn from a
univariate normal distribution Y, ~ N(0,07), where, according to (B.99):

1 1
or = ajYa, = A\, 2yl YA, Ty (B.104)
=\ 'u) Sy (B.105)
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If we insert ¥ = 25:1 Ajujuf into Eq. (B.105), we get:

¢
o = A\, ul Yy, = )\lzlu;< E )\juju]T) u, = E PRI IDY uju uy,

Jj=1

E A ukuju uy,

~

Since all eigenvectors u; are pairwise orthonormal the dotted products u}u; and u;!—uk will
be zero for j # k. Only for the case 7 = k we get:

= A g ugug g = A [l Pl w2 = A Akl P ug |2

=1,

since the the norm ||ug|| of a orthonormal eigenvector is equal to 1. Thus, the squared
Mahalanobis distance can be expressed as: D = Zizl Y2, where Y, ~ N(0,1). Now the
Chi-square distribution with ¢ degrees of freedom is exactly defined as being the distribution
of a variable which is the sum of the squares of ¢ random variables being standard normally
distributed. Hence, D is Chi-square distributed with ¢ degrees of freedom.

B.3.2.2 Alternative Derivation Based on the Whitening Property of the Ma-
halanobis Distance

Since the inverse ! of the covariance matrix X is also a symmetric matrix, its square root
can be found — based on Eq. (B.95) — to be a symmetric matrix. In this case we can write
the squared Mahalanobis distance as

D=X-p)'S ' (X—p)=X-p)S 2572 (X - p)

The multiplication Y = WZ, with W = Y 2and Z =X — p is typically referred to as a
whitening transform, where in this case W = 32 is the so called Mahalanobis (or ZCA)
whitening matrix. Y has zero mean, since (X—p) ~ N(0,X). Due to the (linear) whitening
transform the new covariance matrix ¥, is the identity matrix I, as shown in the following
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(using the property in Eq. (B.99)):
T T
=, = WEW' =3in(z) - xi(zint)(z})
— 2-%(2%2%)2—%
=L

Il
—~
X

o
—~
M
™
e

Hence, all elements Y}, in the random vector Y are random variables drawn from independent
normal distributions Y;, ~ N (0, 1), which leads us to the same conclusion as before, that D
is Chi-square distributed with ¢ degrees of freedom.
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