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Chapter 4

Discrete logarithms in small characteristic

Solving the discrete logarithm problem means the following: given a group G, a generator
g € G and another element i € G, find an integer z such that g = h. The hardness of
this problem, which depends on the choice of G, has had implications in cryptography
since the very beginning [33] of public-key cryptography. We are concerned with the
cases where G is the multiplicative group of a finite field of small characteristic, which,
for us, means a field of characteristic p and cardinality p™ for some integer n > p. Our

main result is the following.

Theorem 4.0.1. There exists a probabilistic algorithm, described in Section [{.), that
solves the discrete logarithm problem in K* for all finite fields K of small characteristic

in expected time

(log #K)O(loglog #K) ]

An algorithm whose complexity is as above is called quasi-polynomial. In 2013 Bar-
bulescu, Gaudry, Joux and Thomé presented in [I9] the first heuristic quasi-polynomial
algorithm solving the discrete logarithm in finite fields of small characteristic. One of
their main ideas, originally in [56], was looking for a “simple” description of the Frobe-
nius automorphism ¢: K — K and, if one can find such a simple description, using it in
an index calculus algorithm to find relations among the elements of the factor base more
easily.

In [49] a new algorithm was then presented, based on similar ideas, that was proven
to terminate in quasi-polynomial expected time when it is possible to find a “simple”
description of the Frobenius automorphism ¢: K — K. In particular, we could deduce
Theorem [£.0.7]if we knew that all finite fields of small characteristic K can be embedded
in a slightly larger field K’ admitting a presentation as in [49]. Unfortunately, the author
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4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

is not aware of any proof of this fact, even though computations like [56, Table 1] support
it.

Our algorithm is based on the same approach as [49], adapted to fields admitting
a different kind of presentation in terms of elliptic curves. Since over a finite field T,
there are many non-isomorphic elliptic curves, it is easy to prove that all finite fields of
small characteristic can be embedded in a slightly larger field admitting such an elliptic

presentation.

Elliptic presentations were firstly introduced in [30], as we have learnt after our first
(incomplete) attempt to prove Theorem using elliptic presentations (see the au-
thor’s master’s thesis [67]). In [65] Kleinjung and Wesolowski have independently proved
Theorem [.0.1] also using elliptic presentations of finite fields. One of the main differ-
ences between the present approach and the one in [65] is the proof of the correctness
of the algorithms. In both cases it is a matter of showing the irreducibility of certain
curves: the approach in [65] is based on the ideas in [64], while we mostly rely on a
little bit of Galois theory over function fields; both approaches use some cumbersome
computations and in our case these computations are mostly contained in Proposition
and in the Claims [4.8.2.3] [4.8.2.6] [4.8.3.2l The practical feasibility of algorithms

using elliptic presentations has been studied by Joux and Pierrot in [57].

In Section[d.I] we define elliptic presentations and we prove that all finite fields of small
characteristic can be embedded in a slightly larger field admitting an elliptic presentation.
Section[4:2] has technical importance: given an elliptic presentation, we define a finite and
small set of points on the associated elliptic curve that we call “traps” since they interfere
with our algorithm. In Section [£.3] we describe the general setup of our algorithm and
we explain how to pass from a factor base made of irreducible polynomials in Fy[z] to
a factor base made of irreducible divisors on an elliptic curve E/F,. In Section we
give our algorithm, stated in terms of a descent procedure that is described in Section
M5 A more precise statement about the complexity of the main algorithm is given in
Theorem [£.4:4] Our descent procedure consists of two steps, presented and analysed in
Section under an assumption on the number of points of certain varieties that are
used in these steps. These assumptions are proven in Section for the first step and
in Section [£.7] for the second and easier step. In Section [£.6] we prove a lemma, mainly
using some Galois theory over function fields, that is useful in Sections [£.7] and [£.8]

Acknowledgements I thank René Schoof for introducing me to this research problem

in 2016 and for the useful ideas that lead to substantial simplifications.

118



4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

4.1 Elliptic presentations

One of the main ideas in [56] and in the original quasi-polynomial algorithm [I9], is to
present a field K using two subfields F, C Fg C K of order ¢, @ (both “small” compared
to #K) and an element x; € K generating the extension Fo C K such that the g-th
Frobenius acts on z; in a simple way, namely 2 = f(z) for some f € F,(z) of degree at
most 2. We now define a presentation based on a similar idea: describing K as Fq(z1,y1)
where F, is a finite field of order ¢ “small” compared to #K and x1,y; are two elements
of K on which the g-th Frobenius acts in a “simple” way.

Let g be a prime power, let n be a positive integer and let K be a field of cardinality ¢".
Let F, be a finite field of cardinality ¢ and let F, be its algebraic closure. Suppose there
exists an elliptic curve E/F, defined by a Weierstrass equation and a point Py € E(F,)
of order n. Denoting by ¢ be the ¢-th Frobenius on the elliptic curve E, the map £ — F
given by P +— ¢(P)—P is surjective. Therefore there is a point Py = (x1,y1) € E(F,)
such that ¢(P;) = P, + Py. Hence

(4.1.1) (29, y) = ¢'(P,) =P, +i-P, foreveryicZ,

implying that the field extension F, C F,(x1,y1) has degree n. Hence Fy(z1,y1) is isomor-
phic to K. Moreover, using the addition formulas on E, we see that the ¢g-th Frobenius
acts on the pair (z1,y1) in a “simple” way: there are polynomials fi, fa, f3 € Fy(x,y) of

small degree such that

zf = filzr, )/ f3(e, 1), o = oo, y1)/ fa(en, yn) -

With this heuristic in mind, we give the following definition.

Definition 4.1.2. Let E/F, be an elliptic curve defined by a Weierstrass polynomial in
F,[x,y] and let Py be a Fy-point on E. An (E/F,, Py)-presentation of a finite field K is
an ideal m C Fy[z, y] such that

(i) K is isomorphic to Fylx, y]/m with a chosen isomorphism;

(ii) denoting ¢: E — E the g-th Frobenius, there exists a point P, = (z1,v1) in E(F,)
such that ¢(P1) = P1 + Py and m = {f € Fy[z,y] : f(x1,y1) = 0};

(iii) ¢ > 2 and, under the isomorphism we have [K : F,] > 2.

Sometimes we omit the dependence on (E/F,, Py) and we simply write “elliptic pre-
sentation”. The technical hypothesis ¢ > 2 is used in the proof of Claim [£.8.2.3]

Remark 4.1.3. Any elliptic presentation m is a maximal ideal, since Fy[z, y]/m is a field.
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4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

Remark 4.1.4. If m is an elliptic presentation, then the inclusion Fy[z] — F, [z, y] induces
an isomorphism F,[z]/u = F,[z,y]/m for a certain u € F,[z].

Proving this is equivalent to proving that x generates the extension F, C F,[z,y]/m.
Using the notation in Definition this is equivalent to proving that F,(z1) is equal
to Fy(z1,91). If, for the sake of contradiction, this is not the case, then the Weierstrass
equation satisfied by x1 and y; implies that the extension Fy(x1) C Fy(x1, y1) has degree
2, hence [Fy(21) : Fy] = 5, where n := [Fy(z1,y1) : Fy] = [K : Fy]. Using Equation
we deduce that

qn/2

(P =a1 =a]  =a(¢"?P) =a(P,+2PR) = P +3%P=%+P.

Since, by Equation the order of P is equal to n, we have Py + 4 Py = — Py, implying
that 2P, lies E(F,). Therefore Py has order 2, contradicting n = [K : Fy] > 2 in

We now show that any finite field K of small characteristic can be embedded in a

“slightly larger” field admitting an elliptic presentation with ¢ “small” compared to #K.

Proposition 4.1.5. For any finite field K of small characteristic there exists an exten-

sion K C K' having a elliptic presentation m C Fy[x,y] of K’ such that
log(#K') < 13log(#K)loglog(#K) and q <log(#K')*.
Moreover such K' and its presentation can be computed in polynomial time in log(#K).

Proof. Let #K = p" for a prime p and an integer n > p. Put ko := flogp n] and q := p?ko,
so that n has a multiple n; in the interval [¢ — /g +1,¢+ 1]. If n; = 1 mod p we define
ng := ny +n, otherwise we define ny := n;. Since ny in an integer contained in the Hasse
interval [q —2,/g+1; ¢ +2,/q+ 1] that is not congruent to 1 modulo p, by [90, Theorems
la, 3] we can choose an elliptic curve E/F, whose group of rational points E(F,) is cyclic
of order ne. Since n divides ng, we can choose a point Py € E(F,) of order n.

We can assume FE is defined by a Weierstrass polynomial. Since the map P — ¢(P)—P
is surjective, we can choose a point (z1,11) = P1 € E(F,) such that ¢(Py) = P, + Py.
We define

m:= {f S Fq[aj7y] : f(wlay1> = 0}7 K/ = IFq(-’lf‘layl) - IFq .
The map F,[z,y] — K sending x — x1,y — y1 induces an isomorphism F[z, y]/m = K.
To prove that m is an elliptic presentation of K’ it remains to show that both ¢ and
[K' : Fy] are larger than 2: in the first case it is true because kg > 1, in the second case

it is true because, by (4.1.1)), the degree of F, C K’ is equal to the order n of Py, and
n>p>2.
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4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

Since [K' : F,] = n divides [K’ : Fp), the field K’ has a subfield with p" elements. In
other words K can be embedded in K’. Moreover we have

log(#K') = nlog q < 2nlog(p)(log,(n)+1) < 4log(p)log(n) < 13log(#K ) loglog(#K),
9 < p2 <q :p2[10gpn] < p2+210gpn — (pn)Q < n4 < 1Og(qn)4 — 10g(#K’)4.

We now prove that it is possible to compute such K’ and m in polynomial time in
log(#K). We describe a procedure following the abstract part of the proof. Computing
ko,q,n1 is easy. We can construct a field IFy by testing the primality of all polynomials
of degree 2ky over F, until an irreducible v is found and define F, = F,[T]/v; since
there are less than n? polynomials of this type, this takes polynomial time. Similarly
we can find an elliptic curve E with an Fg-point Py of order n in polynomial time, by
listing all possible Weierstrass equations (there are less than ¢°%), testing if they define an
elliptic curve and, when they do, enumerate all their F,-points. Then, using the addition
formula on E, we write down the ideal I C F,[z,y] whose vanishing locus inside A? is
the set of points P = (z,y) € E(F,) such that ¢(P) = P + Py. As we showed before,
the set of such points is non-empty, hence I is a proper ideal and we can find a maximal
ideal m containing I. We don’t need general algorithms for primary decomposition since
we can take m = (u(x), A(z,y)), with (u) being an irreducible factor of the generator of
the ideal JNF,4[z] and A(z,y) being an irreducible factor of the image of the Weierstrass
equation of E inside (F4[z]/p)[y]. Since the Weiestrass polynomial is monic in y, we can
assume that A is monic in y too. Hence there is a point P, = (x1,y1) in the vanishing
locus of (u(x),M(x,y)) = m. Since m contains I, the point P; lies on E and satisfies
¢(P1) = P + Py. The maximality of m implies that Fy[z,y](m) = Fy(z1,11) = K'.
Hence m is the elliptic presentation we want. O

Notation 4.1.6. For the rest of the article IF, is a finite field with ¢ elements, Iqu is its
algebraic closure, K is a finite extension of Fy, the ideal m C Fy[z,y] is a (E/Fq, Po)-
presentation of K, the map ¢: E — E is the ¢g-th Frobenius and P; = (z1,y1) € E(F,)
is a point such that m = {f € Fy[x,y] : f(x1,41) = 0}. By Og we denote the neutral

element of E(F,).

4.2 'Traps

As first pointed out in [27], there are certain polynomials, called “traps” for which the
descent procedure in [I9] does not work. In [I9] such traps are dealt with differently
than the other polynomials. In [49] the notion of “trap” is extended: it includes not only

polynomials for which the descent procedure is proven not to work, but also polynomials
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4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

for which the authors do not give proof of the descent’s correctness. In [49] traps are
avoided by the algorithm.

We describe a descent procedure stated in terms of points and divisors on F and there
are certain points in E(F,) that play the role of “traps”, as in [49]. The definition of this
subset of E(F,) is rather cumbersome, but it is easy to deduce that we have less than

15¢* traps. In particular, in contrast to [49], we can include them in the factor base.

Definition 4.2.1. A point P € E(F,) is a trap if it satisfies one of the following conditions:

2P =0, or (2¢—1d)(¢*—p+1d)(P)=Py, or (2¢—1d)(¢+1d)(P)=2P,
or (¢p* —1d)(P) = 4Py, or2(¢> —1d)(P)=6Py, or (2¢+1d)(¢—Id)(P)=2F,.

We explain why these points interfere with our strategy of proof in (4.7.2.2) and at
the beginning of the proof of Claim [£.8:2.3]

4.3 Divisors and discrete logarithm

For us a divisor on FE is a formal sum

where the np’s are integers and np = 0 for all but a finite number of P’s. The Galois

group of F, acts on the group of divisors by the formula

o Z npP | = Z npo(P).

PeE(F,) PeE(F,)

For any algebraic extension I, C k£ we define the set of divisors defined over k, denoted
Divg(E), to be the set of divisors D such that oD = D for all o € Gal(F,/k). We
say that a divisor is irreducible over k if it is the sum, with multiplicity 1, of all the
Gal(F,/k)-conjugates of some point P € E(F,). Every divisor defined over k is a Z-
combination of irreducible divisors over k. We refer to [97, Chapter 2] for the definitions
of principal divisor and support of a divisor.

We need two quantities to describe the “complexity” of a divisor. The first one is the

absolute degree of a divisor, defined as as

absdeg Z np(P) | := Z |np|.

PcE(F,) PcE(F,)

122



4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

The second quantity is analogous to the degree of the splitting field of a polynomial, but
we decide to “ignore” trap points. We say that a point is good if it is not a trap point,
we say that a divisor on F is good if it is supported outside the set of traps. Given an
algebraic extension F, C k and a divisor D € Divy(E), there is a unique good divisor
D&°°d | defined over k, such that D — D&°°? is supported on the set of trap points. We
define the essential degree of D over k to be the least common multiple of the degrees of
the irreducible divisors appearing in the support of D&°°d, In other words, if we denote as
k(D#°°4) the minimal algebraic extension k O k such that the support of D is contained
in E(k), then
essdeg, (D) := [k(D&°Y) : k] .

If D&°°d = () we take essdeg, (D) = 1.

Now consider the discrete logarithm problem in a field having an elliptic presentation
m. First of all, if ¢ is small compared to #K, for example ¢ < (log K)* as in Proposition
and if we are able to compute discrete logarithms in K* /IFqX in quasi-polynomial
time, then we can also compute discrete logarithms in K* in quasi-polynomial time.
Hence in the rest of the article we are concerned with computing discrete logarithms in
K> /Fx.

Denoting Fy[z, y]m the localization of Fy[z,y] at the maximal ideal m, we have
K = Fylz,y]/m = Folz, yln/mm -

An element f of (Fy[z,y]m)™ defines a rational function on E which is defined over F,,
and regular and non-vanishing in P;. We represent elements in K* / ;¢ with elements of
F,(E) that are regular and non-vanishing on P;.

Let g, h be elements of F(E) both regular and non-vanishing on P; and let us suppose

that g generates the group K> /Fx. Then the logarithm of h in base g is a well defined

#K—1
qg—1

modulo F, the logarithm of h only depends on the divisor of zeroes and poles of h: if
h' € Fy(E) satisfies div(h) = div(h'), then h/h" € F; and consequently log(h) = log(h').
Hence, putting

integer modulo

that we denote log,, /(h) or simply logh. Since we are working

log(div(h)) :=log(h),

we define the discrete logarithm as homomorphism whose domain is the subgroup of

#Kfl)Z
q—1 ’
The kernel of this morphism is a subgroup of Divg, (£), hence it defines the following

Divy, (E) made of principal divisors, supported outside P, and whose image is Z/

equivalence relation on Divy, (E)

Dy ~Dy < Dy — Dy € Ker(log)

(4.3.1)
<= 3f € Fy(F) such that f(P;) =1 and div(f) = D1 — D,.
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4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

We notice that this equivalence relation does not depend on g and that, given rational
functions hy, hy € Fy(E) regular and non-vanishing on Pj, we have log hy = log hy if and
only if div(hy) ~ div(h2). Motivated by this, for all divisors Dy, Dy € Divy, (E) we use
the notation

log,, D1 =log,, Dy <= D; ~ Ds.

Notice that we do not define the expression log,, (D) or log,, ,(D) for any D in Divy, (E),

since the function log might not extend to a morphism Divy (E) — Z/(#q]i;l)Z. In
our algorithm we use the equivalence relation (4.3.1)) to recover equalities of the form

log hy = log hs.

4.4 The main algorithm

As in [49] our algorithm is based on a descent procedure, stated in terms of divisors on
E.

Theorem 4.4.1. There exists an algorithm, described in the proof, that takes as input
an (E/Fq, Py)-presentation m and a divisor D € Divy, (E) such that essdegg (D) = 2™
for some integer m > 7 and computes a divisor D' € Divy, (E) such that

logy, D =log,, D", (essdegy D') | 2m~1 absdeg(D') < 4¢*absdegD .
This algorithm is probabilistic and runs in expected polynomial time in gabsdeg(D).

Applying repeatedly the algorithm of the above theorem we deduce the following
result.

Corollary 4.4.2. There exists an algorithm, described in the proof, that takes as input
an (E/Fq, Py)-presentation and a divisor D € Divy, (E) such that essdegg, D = 2™ for
some integer m and computes a divisor D" € Divg, (E) such that

logy, D =log,, D", essdegy D' |64, absdeg(D’) < (2¢)*™absdeg(D) .
This algorithm is probabilistic and runs in expected polynomial time in q™absdeg(D).

The algorithm in [49] is based on the descent procedure [49, Theorem 3]. Using the
same ideas we use the descent procedure of the last corollary to describe our main algo-
rithm, which computes discrete logarithms in finite fields with an elliptic presentation.

The idea is setting up an index calculus with factor base the irreducible divisors
whose essential degree divides 64. To collect relations we use a “zig-zag descent”: for
every f = g*h’, we first use the polynomial p determined in Remark to find
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4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

f' = f mod m such that the essential degree of div(f’) is a power of 2, and we then apply
the descent procedure to express log(f) = log(f’) as the logarithm of sums of elements

in the factor base.

Main Algorithm Input: an (E/F,, Py)-epresentation m C F,[z,y] of a field K and
two polynomials g,k € Fy[z,y] \ m such that g generates the group (F,[z,y]/m)™ JE5-
Output: an integer z such that

g°=v-h (modm) forsomeycFs,
which is equivalent to g* = h in the group K> /Fx.

1. Preparation: Compute the monic polynomial y € F,[z] generating the ideal mNF,[z].
Compute polynomials §,h € F,[z] such that § = ¢ and h = h modulo m. Put
c:=#E(Fy), n :=degp and m := [logn]| + 3.

2. Factor base: List the irreducible divisors D1, ..., D; € Divy, (E) that do not contain
P, and either have degree dividing 64 or are supported on the trap points.

3. Collecting relations: For j =1,...,t+1 do the following:
Pick random integers o, 5; € {1,..., %} and compute ¢ hPi. Pick random
polynomials f(z) of degree 2™ such that f = §* A% (mod p) until f is irreducible.
Apply the descent procedure in Corollaryto find v; = (vj1,...,v;) € Z' such
that
log,,, (div(f)) = logy, (vj1 D1+ ...+ v;:Dy) .

4. Linear algebra: Compute dy,...,di+1 € Z such that ged(dy, ..., diy1) = 1 and

dyvy + ...+ dip1ve41 = (0,...,0)  (mod q;:11 c).
Puta:=diog +... + dt+10¢t+1 and b:=df1+ ...+ dt-i—lﬁt-l—l-

5. Finished?: If b is not invertible modulo

q{; _11 go back to step 3, otherwise output

2= —ab"? (mod —1)

q"—
q—1

Analysis of the main algorithm We first prove, assuming Theorem that
the algorithm, when it terminates, gives correct output. First of all we notice that, as
explained in Remark the polynomials u, g and h exist and that § and h define
the same element as g, respectively h, in K = Fy[z,y]/m. Let d;, o, 5; and v; be the
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integers and vectors of integers stored at the beginning of the fourth step the last time

it is executed. By definition of d;, we have

t+1 t

d'U'iDi:qﬂ:lc-D,
DD dviaDi =5

j=11i=1

for a certain D € Divy, (E). The divisor c¢D is principal because ¢ = #Pic’(E/F,) and,
since for all j the divisor ), v;;D; is principal, D has degree 0. Choosing X in F,(F)
such that div(A) = ¢D, we have

t+1 t

(443) Z Z djvj,iDi = le()\q‘;Z%ll) .

j=11i=1

Writing log for log,, ,, by definition of v; we have

t
log(g*h"7) = log (Z Uj,v:Di> .

=1

This, together with Equation 1| imply the following equalities in Z/ qn:llZ

q

t+1 t+1 t+1 t
a+blog(h) = Z d;(a; + B;log(h)) = Z d;log(g®hP) = Z d;log ( vm—Di>
j=1 j=1 1

j=1 i=
t+1 ¢ - .
=log [ >3 djv;uD; | =log (div(ATT)) = £ log(h) =0,
j=1i=1

implying that the output z of the algorithm is correct.

We now estimate the running time step by step. The first step can be performed
with easy Groebner basis computations. Now the second step. We represent irreducible
divisors D not supported on O in the following way: either D is the vanishing locus
of a prime ideal (a(x), W(z,y)) with a monic and irreducible and W the Weierstrass
polynomial defining E, or D is the vanishing locus of a prime ideal (a(z),y — b(zx)) for
some polynomials a,b € F,[z] and a monic irreducible; in the first case deg D = 2dega,
in the second case deg D = dega. We can list all the irreducible divisors with degree
dividing 64 by listing all monic irreducible polynomials w1, ..., u, € Fylz] of degree
dividing 64 and, for each i compute the prime ideals containing (u;, W), which amounts
to factoring W as a polynomial in y, considered over the field Fy[x]/p;. Listing all the
divisors supported on the trap points can be done case by case. For example we can list
the irreducible divisors supported on the set S := {P € E(F,) : ¢*(P) — P = 4Py} by
writing down, with the addition formula on E, an ideal J C F,[z,y] whose vanishing
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locus is S C A?(F,) and computing all the prime ideals containing J. The divisor
Op appears among D1, ..., D, because O is a trap point. Since there are ¢% monic
polynomials of degree 64 and at most 15¢* trap points and since, using [15], factoring a
polynomial of degree d in F,[z] takes on average O(log(q)d*) operations, the second step
takes polynomial time in ¢. Moreover, we have t < 2¢%%.

Now the third step. By [100, Theorem 5.1], if f(z) is a random polynomial of de-
gree 2™ congruent to g kP modulo 1, then the probability of f being irreducible is at
least 2=™~!. Therefore finding a good f requires on average O(2™) = O(n) primality
tests, hence O(n*log q) operations. By assumption finding the vector v; requires poly-
nomial time in ¢™2™*1. We deduce that the third step has probabilistic complexity
tqCUogn) = ¢Ologn)

The fourth step can be can be performed by computing a Hermite normal form of the
matrix having the v;’s as columns. Since ¢ < ¢g+2,/g+1, the entries of the v; are at most
as big as 4¢"*1. Therefore the fourth step is polynomial in ¢log(¢q"), hence polynomial
in n.

The last step only requires arithmetic modulo (¢"—1)/(g—1).

To understand how many times each step is repeated on average, we need to estimate
the probability that, in the last step, b is invertible modulo (¢"—1)/(¢—1) and to do so
we look at the quantities in the algorithms as if they were random variables. The vector
(dy,...,ds11) only depends on the elements h® g% ’s and on the randomness contained
in the descent procedure and in step 2. Since the a;’s and f3;’s are independent vari-
ables and since g is a generator, we deduce that the vector (81, ..., Si+1) is independent
of (g hfr, ..., g*+1hP1) hence also independent of the vector (di,...,d;y1). Since
(B1---,Bry1) takes on all values in {0,...,¢" — 1} with the same probability and
ged(dy, ..., dip1) = 1, then

b=dif1 +...diy16t41

takes all values in Z/(¢™ — 1)Z with the same probability. Hence

n n n 1
- . . -1\ _ ¢ —1 q"—1
(probablhty that b is coprime to = ) = d)( = ) / L= > Toglog ¢"

When running the algorithm, the first and the second step get executed once and the
other steps get executed the same number of times, say r, whose expected value is the
inverse of the above probability. Since r is O(loglog(¢™)) on average and each step
has average complexity at most ¢©U°8™)  the average complexity of the algorithm is
O(q®°&™)). Hence, assuming Theorem we have proved the following theorem.

Theorem 4.4.4. The above Main Algorithm solves the discrete logarithm problem in the
group K> /F for all finite fields K having an elliptic presentation m C I, [z,y]. It runs

in expected time ¢©@UslEFal),
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Theorem [£.0.1] follows from Theorem [£.4.4] and Proposition [f.I.5} the latter states
that any finite field of small characteristic K can be embedded in a slightly larger field
K’ having an elliptic presentation m C F,[z,y] such that ¢ < log(#K’)* and Theorem
[4:0.T] implies that the discrete logarithm problem is at most quasi-polynomial for such a
K’. Moreover, by Proposition such a K', together with its elliptic presentation,
can be found in polynomial time in log(#K), by [66] we can compute an embedding
K — K’ in polynomial time in log(#K) and by [89, Theorem 15] a random element
g’ € K’ has probability ¢p(#K')/#K' > 1/loglog #K’ of being a generator of K’: hence,
given elements g, h € K, we can compute log,(h) by embedding K inside K’ and trying
to compute the pair (log, g,log,, h) for different random values of g e K.

Proposition is proven, while Theorem relies on the the existence of a
descent procedure as described in Theorem In the rest of the article, we describe
this descent procedure.

4.5 Strategy of proof of Theorem [4.4.1; the descent

procedure

Since the descent is trivial for divisors supported on the trap points, it is enough to
prove Theorem and describe the descent procedure for divisors D that are good

and irreducible over IF,. In other words, if we write 2 = 4[, we can suppose that
D=Q+0cQ+...+c%1Q,

where @ is a good point on E such that [Fy(Q) : F,] = 41 = 2™ and o is a generator of
Gal(Fy(Q)/Fy). Let k be the unique subfield of F (Q) such that [k : Fy] = and let us
define

D:=Q+'Q+ 0% Q+5%Q € Divp(E).

We can do a sort of “base change to k” and work with D. Suppose we have an algorithm
to find a divisor D’ € Div(F) such that

absdegD’ < 16¢%, essdeg, D’ |2,
and a function g € k(FE) such that

(4.5.1) divig) =D - D", g(r(P))=1 forall e Gal(F,/F,).

Then the divisor
D' =D +o(D)+...07 YD),
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satisfies the conditions in Theorem the absolute and essential degree of D’ are easy
to estimate and we have log,, D = log,, D’ because the rational function f := gg° - - - g"li1

satisfies f(P1) =1 and div(f) =D — D".

Hence, in order to prove Theorem it is enough to describe a probabilistic al-
gorithm that takes k and D as input and, in expected polynomial time in gl, computes
a good divisor D’ with the properties above. We do it in two steps and we replace the
second part of Equation with a stronger requirement: we ask that g(P) = 1 for

all the points P € E(F,) such that ¢(P) = P+P,. Moreover, the hypothesis that [ is a
power of 2 is not necessary.

Proposition 4.5.2. There is an algorithm, described in the proof, with the following
property

o it takes as input an (E/F,, Py)-presentation, a finite field extension Fy C k of
degree I > 80 and a divisor D € Divy(E) such that essdeg, D = 4

o it computes a rational function g € k(E) and a divisor D' = Dy + Dy € Divy(E)
such that

D— D' =div(g), ¢g(P)=1 forall P € E(F,) such that $(P) =P+ Py,
essdeg;(D1) | 3, essdeg,(D2) |2, absdegD; + absdegDy < 2gabsdegD ;

o it is probabilistic and runs in expected polynomial time in q-log(#k)-absdeg(D).

Proposition 4.5.3. There is an algorithm, described in the proof, with the following
property

o it takes as input an (E/F,, Py)-presentation, an extension of finite fields F, C k of
degree at least 80 and a divisor D € Divy(E) such that essdeg, D = 3;

o it computes a rational function g € k(E) and a divisor D' € Divg(E) such that

D — D' =div(g), g¢g(P)=1 forall P € E(F,) such that $(P) =P + Py,
essdeg, (D) | 2, absdeg(D’) < 2gabsdeg(D);

o it is probabilistic and runs in expected polynomial time in q-log(#k)-absdeg(D).

We now describe our strategy to prove the above two propositions. Let D € Divy(FE)
be a divisor such that € := essdeg, (D) is either equal to 3 (the case of Proposition
or 4 (the case of Proposition . Let z,y be the usual coordinates on E and let
h — h? be the automorphism of k(E) such that ¢ = z, y* = y and a? = a? for all
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« € k. As before we can suppose that D is good and irreducible over k. In other words,

we suppose
D=Q+...+57'Q,

where Q) is a good point on E defined over an extension of k of degree ¢ and o is a

generator of Gal(k(Q)/k). For every point P € E(F,) such that ¢(P) = P + Py and for

every function f € k(E) regular on P we have

(4.5.4) F(P) = f($(P)) = [*(P+ Po) = (f* o 71, )(P)

where 7p, is the translation by Py on E. Hence, for any choice of a, b, ¢, d € k such that
cfit 1 +df94-af+b does not vanish on P, we have

(cf+d)(f?orp)+af +b
efitl +dfvr+af+0b

Hence we look for a function g as in Propositions or having the shape

(P)=1.

_ (ef+d)(foTR,) +af +b
- cfttlpdfidaf+b

(4.5.5)

for some a,b,c,d € k and f € k(E). Heuristically, the advantage of such a g, is that, if
f has few poles, then the numerator in the above expression also has few poles and the
denominator has a probability about 1/¢3 of splitting into linear polynomials in f.

We now look for conditions on f and a,b, c,d implying that the function g and the

divisor
(4.5.6) D' := D —div(g),

have the desired properties. If P is a pole of g, then P is either a pole of f, a pole of
f?orp, or a zero of cfit +dfi+af+b. Since all poles P of g appear in the support of
D', we want all these poles to satisfy the inequality [k(P) : k] < e — 1. This happens if

the following conditions are satisfied:

(I) the function f has at most e—1 poles counted with multiplicity;
(IT) the polynomial ¢T9+! + dT? + aT + b splits into linear factors in k[T].

We want @ and all its conjugates to be zeroes of g. If the matrix (‘cl 3) has rank 0 or

1, then g = (a/f®+b')/(a/ f1+b') for some a’, b’ € k and this, together with condition
prevents @ from being a zero of g. We deduce that the matrix (¢ %) must be invertible.
Moreover we notice that the definition of g only depends on the class of ( a 3) in PGLo(k).
Assuming and the point @ is neither a pole of f nor a zero of the denominator

in (4.5.5)). Hence @ and all its conjugates are zeroes of g if and only if they are zeroes of
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the numerator of (4.5.5)). Assuming |(I)|and |(II)} the function ¢f+d never vanishes on @

or its conjugates. Hence, using the natural action of PGLy on P!, we see that @ and its

conjugates are zeroes of g if and only if

(III) (g Z) : f(o.lQ) = _f¢(UZQ + PO) for i = 0,1,...,e—1.

Assuming|(T)} the numerator of has at most 2(¢—1) poles and 2(s—1) zeroes counted
with multiplicity. Assuming also |[(III)} the numerator of has at most e—2 zeroes
that are different from Q) and this set of points is stable under the action of Gal(k/k).
We deduce that all the zeros P # 0'Q of g satisfy the inequality [k(P) : k] < e—1. Hence

the same inequality is satisfied by all the points in the support of D’ . As noticed when
defining g, we want that

(IV) for every point P on E such that ¢(P) = P + Py, the function f is regular on P
and cf9T ' 4+df94-af+b does not vanish on P.

Condition |(T)| implies that absdeg(D’) is at most 2qge.

We showed that the conditions (1D} [(IID} [(IV)| imply that the function ¢ in
(4.5.5) and the divisor D’ = D—div(g) satisfy the requirements of Proposition or

Proposition [£.5.3]
Remark 4.5.7. If Q ¢ Gal(F,/F,) - P is a point such that ¢(Q) = Q+ Py, then Equation
implies that conditions |(I1I)| and |(IV)| exclude each other. This explains why such

points @ create problems to our strategy and need to be marked as traps.

In Section and Section We prove that there are many such pairs (f, (‘; Z)) and

we give a procedure to find them when € = 3, € = 4 respectively:

e We choose a family of functions f satisfying and we parametrize them with

k-points on a variety F.

« We impose some conditions slightly stronger than (II1)} {(IV)}, describing a vari-
ety C C FxPGLyx Al with the following property: for any point (f, (¢4),2) € C(k),

the pair (f, (25)) satisﬁes

In particular, C is a curve in the case € = 3, a surface in the case e =4

e We prove that the geometrically irreducible components of C are defined over k
and we deduce that C(k) has cardinality at least (#k)¥™C; this is the point in the
proof where we use the technical hypothesis [k : F,] > 80 (details after Equations
(@7.3.3) and [fi8.4.3).

Using C we can easily describe the algorithms of Proposition [4.5.2] and Proposi-
tion when D is an irreducible divisor defined over k: one first looks for a point
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(fs (‘i Z) ,2) in C(k) and then computes g and D using the formulas (]4.5.5[) and (]4.5.6[).
This procedure takes average polynomial time in qlog(#k) because, as explained in Sec-
tions and the variety C is a closed subvariety of A? with degree O(¢?).

4.6 A technical lemma

In this section we take a break from our main topic and we prove Lemma [4.6.6] This
lemma is useful to study the variety C used in the algorithms of Propositions and
We split the proof into two propositions.

Because of condition we are interested in the splitting field over a finite extension
F, C k of polynomials of the form ¢/T9 ' +d'T%+a'T+V € k[T]. In particular, in Sections
H and E the matrix (‘;,/ Zi) varies in an algebraic family: we have a variety B and
(‘le g:) = (2%) (P) where a,b,c,d € k(B) and P is a point varying in B(k). We are
interested in studying the splitting field of polynomials ¢T9t+dT9+aT+b over function
fields, as in the next proposition.

For any extension of fields & C K, its field of constants is the subfield of K containing
all the elements that are algebraic over k. For any irreducible variety C/k we have that

C is geometrically irreducible if and only if k is the field of constants of the extension

k C k(C).

Proposition 4.6.1. Let F, C k be an extension of finite fields and let k C K be a field
extension with field of constants k. Let v : K* — Z be a valuation with ring of integral

elements O, C K and generator m, of the mazimal ideal of O,. Let a,b,c,d be elements
of O, such that

v(ad —bc) =1, v(dic—ac?) =0 and

(4.6.1.1)
cA? — c(ad — be)A ™' # dlc —ac?  (mod 72) VA€ OX.

Then the splitting field of the polynomial
F(T) = cT" +dT? +aT +b € K[T],

is an extension of k having field of constants equal to k.

Proof. For any field extension K C H~<, we denote ]K(F ) the splitting field of F' over ]INQ7
which is a separable extension of K because the discriminant of F' is a power of ad—bc
and ad—bc # 0. Since the field of constants of k C K is equal to k, then K’ := K ®, k is

a field and the statement of the proposition is equivalent to the equality
Gal(K(F)/K) = Gal(K'(F)/K') .
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By [23, Theorems 2.5 and 3.2] there exists a bijection between the roots of F and P! (F,)
that identifies the action of Gal(K(F)/K) on the roots with the action of a subgroup of
G := PGLy(F,) on P!(F,). We choose such a bijection and we identify Gal(K(F)/K)
and Gal(K'(F)/K') with two subgroups of G. If we prove that Gal(K'(F)/K’) contains a
Borel subgroup B of GG the proposition follows: the only subgroups of PGLy containing
B are the whole G and B itself and, since B is not normal inside G, we deduce that
either Gal(K(F)/K) = Gal(K(F)/K’) = B or Gal(K(F)/K) = Gal(K'(F)/K') = G.

In the rest of the proof we show that Gal(K'(F)/K’) contains a Borel subgroup
working locally at v. We choose an extension of v to K’ and consider the completion
K! of K'. Since Gal(K/ (F)/K.) is a subgroup of Gal(K'(F)/K'), it is enough to show
that Gal(K! (F')/K!) is a Borel subgroup to prove the proposition. Since ad—bc = 0 and
¢ # 0 modulo 7, we have

F(T) = o(T" + %)(T+ %) (mod m,),

and, since d%¢ # ac? mod 7,, we deduce that —% is a simple root of F mod 7,. By
Hensel’s Lemma, there exists a root rg € K! of F that is v-integral and congruent
to —¢ modulo m,. The group Gal(K,(F)/K,) C G stabilizes the element of P!(F,)
corresponding to rg, hence it is contained in a Borel subgroup of G. Since Borel subgroups
have cardinality g(¢—1), in order to prove the proposition it is enough showing that
[K'(F) : K'] is at least g(qg—1). We show that the inertia degree of K’ C K'(F) is at least
q(g—1).

Since £ is a g-th power modulo 7,, then there exists a v-integral element v € K,
such that F(T) = ¢(T +~)4(T +d/c) mod 7,. Up to the substitution F(T') — F(T —~),
which does not change K/ (F) nor the quantities ¢, ad—bc and d?c—ac?, we can suppose
that

F(T) = ch(T—i— %) (mod 7).

This implies that v(d/c) = 0, v(a) > 1 and v(b) > 1. If we had v(b) > 2, then the choice
A := d would contradict the last congruence in (4.6.1.1). Hence we have v(b) = 1. The
Newton polygon of F tells us that the roots r,...,7, of F in the algebraic closure K/,

of K/, satisfy
(4.6.2) v(rg) =0, ov(m)=...=v(ry) = é
We now consider the polynomial
Fi(T):=F(T+r)=caT™" +diT"+aT+by =T +d T+ T €K,[T].

The roots of Fy are r;—r1. Using Equation (4.6.2), we deduce v(c1) = v(d1) = 0 and
v(ay) > 0. Using aydy —byc; = ad—be, we see that v(ay) = v(aidi—c1by) = v(ad—be) = 1.
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The Newton polygon of Fj tells us that

1
v(rgfrl)f...fv(rqfrl)fq_—l.

This, together with Equation (4.6.2) and the fact that K C K’ is unramified, imply
that the inertia degree of K! C K!(F) is a multiple of g(¢g—1) and consequently that
Gal(K! (F)/K') is a Borel subgroup of G. O

We now prove that, for certain choices of a, b, ¢, d € K, Equation (4.6.1.1) is satisfied.

Proposition 4.6.3. Let K be a field extension of Fy, let uy, ua, us, w1, wa, w3 be distinct
elements of K and let a,b,c,d € K be the elements defined by the following equality in
GL(K)

Us — U3 0 1 —u

c d 1 1 0 wa — wi 0 U — Us -1 us

Then (25) sends the three elements uy,uz,us € PH(K) to wi,wi, wi € P'(K) respec-
tively.

Suppose, moreover, that K is equipped with a discrete valuation v : K* — Z, that
u;, w; are v-integral, that v(w;—w;) = v(ws+u;) = v(ug—us) = 0 for i # j and that

v(ug—ug) = 1. Then a,b, c,d satisfy (4.6.1.1)).

Proof. To prove first part we notice that, given distinct elements z,y, z € K, the matrix

z T T—y 0
Ny oy, =
1 1 0 Yy—z
is invertible and acts on P'(K) sending 0, 1,00 = [}] to z,y,z respectively. Using this
definition we have (24) = det(Nuy us,us) Nt wd wi Ny ug» hence (25) acts on P'(K)

sending

u = 0= w!, u—1—wd, uzr oo wi.

Now the second part of the lemma. Computing det(Nu,u;,us) and det(Ny g 1) We
see that

ad — be = (ug — ug)(ug — ug)(ug — uz)(wy —we)?(we — ws)?(wy — ws)?

hence v(ad—bc) = v(u;—u2) + v(ug — u1) = 1 (the element us—wu; has valuation zero

because it is the sum of uz—us and us—wuy that have valuation 0, respectively 1. Writing
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a, b, c,d as polynomials in the u;’s and the w;’s, we check that there is a multivariate
polynomial f such that
dic —ac? :f(u17u27u37w1a ’U}Q,T,U?,) : (Ul - u2)q
2

(4.6.4) + (w1 — ug)U(wy — wa)? (w1 — w3)?(ug + wa)? - (uy — uz)

— (w1 — ’(1)2)q2+q(’l“ — U3)q+1(u1 + wg)q .
Since v(wg—w1) = v(uz—uy) = v(wz+uy) = 0, we have v(d%c—ac?) = 0. Let O, be the
integral subring of K, let m, := u;—us, which is a generator of the maximal ideal of O,,.
Now suppose by contradiction that there exists A € O such that
(4.6.5) cA? — a%(ad — be)A ™' = d%c — ac? (mod 7?).

Using ad—bc = 0 mod 7, and the equality ¢ = (w1—w2)9(ui—usz) — m,(w1—ws)?, we
deduce

dic — ac? a
M= — = (— (u1 — usz)(ur + ws)(wy — ’(Ug)q> (mod m,),

If we replace A by some X' = X modulo 7,, then the congruences (4.6.1.1)) are still
satisfied, hence we may suppose A = —(uj—us)(u;+ws)(wi—wz)?. Substituting A and

in we get
0 = c!(ad — bc) + (d%c — act)A — AT
= fm,(w1wa)qQJrq(wlfwg)q(ulfu?,)qﬂ(wszg)q(wgqtu;;) (mod 72)
which is absurd because v(w;—w;) = v(u1—u3) = v(ws+usz) = 0. O

We now prove the main result of this section. Varieties like C in the following lemma

arise in Sections and when imposing conditions and |(I11)} Proving that the

components of such curves are defined over k is useful to prove that such varieties have
“many” k-rational points and consequently that conditions|(II)|and |(III)|are “often” true.

Lemma 4.6.6. Let F, C k be an extension of finite fields and let B/k be a geometrically
irreducible variety. Let uy,us,us, wy,ws, ws be distinct elements of k(B) and suppose
there exists an irreducible divisor Z C By, generically contained in the smooth locus of
B, such that u;, w; are defined on the generic point of Z and such that
Z is a zero of order 1 of ui—ug and it is not a zero of wz+u;, us—us, w;—w; for i7#j.
Let C C B x PGLy x Al be the variety whose the points are the tuples (R, (’; 3) ,2) such
that
u;(R) are defined and distinct, w;(R) are defined and distinct, d%c— ac? # 0,
(¢4) - ui(R) =wi(R) fori=1,2,3  and

(d¢ — ac?)TT (29 — z)qtq = cq2+1(ad — be)? ((zq2 —z)/(z% — z))q+1
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If C is defined over k, then its geometrically irreducible components are defined over k

and pairwise disjoint.

Proof. We first look at the variety By C B x PGLy whose points are the pairs (R, A)
such that

u;(R) are defined and distinct, w;(R) are defined and distinct,
A-u;i(R) =w!(R) fori=1,2,3.

Since an element PGLs is uniquely determined by its action on three distinct points of
P!, the projection By — B is a birational equivalence, whose inverse, by the first part of
Proposition , is given by 1;3 — (‘;; Zi) (R), where ay, b1, c1,d; € k(B) are defined by
the following equality in GLqy(k(B))

q

ay b1 w3 g g d 0

w Wi — Wy Uz — U3 0 1 —u

c1 dp 1 1 0 wa —wi 0 UL — Usy -1 us

Let v: k(B)* — Z be the valuation that determines the order of vanishing in Z of a
rational function. The second part of Proposition [£.6.3] implies that a1, by, c1, dy satisfy
(4.6.1.1)), over the field k(B). In particular we have ¢; # 0 and v(c;) = 0. Hence we can

define the following rational functions on C
ag = al/Cla by 1= bl/cla co =1, do := d1/01

which again satisfy over the field k(B). The advantage of as, by, co,ds is that,
as we now show, they are defined over k. Let B; be the projection of C inside B x PGLaq:
since C is defined over k, the variety B; is defined over k£ and, since B; is a dense
open subvariety of By, the variety B; is birational equivalent to B through the natural
projection. Since a/c is a rational function on B; defined over k, we deduce that as = a/c
lies in k(B1) = k(B) and analogously b, ca,ds € k(B). A fortiori as,be,ca,ds satisfy
inside the field K = k(B). By Proposition k is the field of constants of
the extension k C X, where X is the splitting field of

F(T) := coT9™ + do T + aoT + by,

over k(B). We deduce that there exists a geometrically irreducible variety £/k having
field of rational functions ¥. Let 7: £ --» B be the rational map induced by k(B) C &
and let 79,...,74 € ¥ be the roots of F, interpreted as rational functions on £. Using

[23, Lemma 2.3] we see that, for any choice of integers 0 < i < j < m < g,

T‘i—’l"j

€ X =k(&) satisfies

z = Zi,j,k =
Ty — Tk

(dico — ancd)it (29 — z)quq = C§2+1(a2d2 — baca)? ((Zq2

—a/ )"

136



4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

Hence, for each 0 < i < j <m < g we get a map

bijm: € - C, S — (7(S), (%2 %) (9), 2ijm(9)) .

c2 da

Since all the z; ; ., are different, the union of all the images ¢; () is dense inside
C. Hence, up to shrinking C, every geometrically irreducible component of C is also a
geometrically irreducible component of ¢; ; () for some (7,7, m). Since £ is defined
over k and geometrically irreducible, the variety ¢; ;..(€) is also defined over k and
geometrically irreducible. We deduce that the irreducible components of C are defined
over k.

Finally, we prove that the components of C are pairwise disjoint. The projection
m: C — By has finite fibers whose number of k-points counted with multiplicity is ¢°—¢
, that is the degree, in z, of the polynomial

(d9c — ac?)TT (27 — z)q2_q - cq2+1(ad — be)? ((zq2 —2)/(z7 - z))q+1

If, by contradiction, there is a point (R’, (‘Z: Zl,) ,Z') lying in the intersection of two
components of C, then the fiber 771 (R/, (‘Z,/ Zi )) has cardinality smaller than ¢%—¢. In

other words the polynomial

G(2) = (d'9¢ —a' 1)1+ (29— ) ~9 T+ (g d/ — b/ ') ((zq2 —2)/(z7 - z))tﬁ_1 € F,[z]

has less than ¢3—q roots. Since a’d’—b'c’ # 0 and d¢'—a’c’? # 0, there is no root of
2

29 —2

G that is also a root of 29—z or 2;—=. In other words, G has no root lying in the

finite field F,2 C F, with ¢ elements. Since 2’ is a root of G and since G is a F,-linear

2
combination of powers of 29—z and quq__zz, for any matrix A € PGLy(F,), the number
A -7 is also a root of G. Since #PGLy(F,) = ¢®>—¢ is larger than the set of roots of G,
there exists a matrix A € PGLy(F,) such that A -z" = 2/, implying that 2’ lies in F2,

which is absurd. O

Remark 4.6.7. Let F, C k be a field extension and let F(T) = ¢T9"! +dT7 + aT + b
be a polynomial with coefficients in k such that, ad—bc # 0 and a%c—dc? # 0. By [23]
Theorem 4.3 and Lemma 2.3], the polynomial F' splits in linear factors over k if and only

if there exists an element z € k such that
q+1
(dic — ac?)TT (27 — z)q(z*q = cq2+1(ad — be)? ((zq2 —2)/(z% - z))

In particular, in the notation of the proof of Lemma we have ¥ = k(B)(z; j,m) for
any choice of integers 0 <7 < j < m < ¢. In particular, the map ¢; ;», is injective, hence
it is a birational equivalence between £ and an irreducible component of C. In other
words the field of rational functions of an irreducible component of C is the splitting field
of F over k(B).
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4.7 Descent 3-to-2

In this section we prove Proposition [£.5.3] for a good irreducible divisor D. Following the
notation of Section when € = 3, let k be a finite extension of I, of degree at least
80, let @ be a good point on E such that [k(Q) : k] = 3, and let o be a generator of
Gal(k(Q)/k). Then, we look for a function f € k(E) and a matrix (2Y) € PGLy(k)
satisfying properties we describe a curve C whose k-points give such

pairs (f, (g 2)), and we prove that there are many k-points on C.

4.7.1 The definition of C
Property |(I)| requires that f € k(E) has at most two poles: we look for f of the form

y —y(P)

(4.7.1.1) fpi= ey

for some P in E(k) \ {Og}, since such fp has exactly two simple poles, namely Og
and —P. As explained in Remark [4.6.7} in order to ensure condition |(IT)] it is sufficient
imposing that d?c # ac? and that there exists z in k such that

(4.7.12)  (d% — ac?) T+ (29 — 2)7 1 = ¢+ (ad — be)d ((z‘f — )/ (27 — z))q+1

Notice that definition (4.7.1.1)) makes sense for P € E(F,) \ {Og} and that we have the

following symmetry: for any P, P’ € E(F,) \ Og, we have fp(P’) = fp:/(P). Using this
and the fact that h?(¢(P)) = h(P)? for all h € F,(E) and P € E(F,), we have

fe(0'Q) = foiq(P), [R(0'Q+Po) = fH($(0'R)) = fr(c'R)? = f,ip(P)",
where R is the unique point on E such that ¢(R) = Q + Py. Hence (III)| is equivalent to
(4.7.1.3) (2%) - foi@(P) = —frip(P)? for eachi=0,1,2.

We now impose Let B be a point on F such that ¢(B) = B + Py. If the rational
function cf& ' +dfs+afp-+b vanishes on B, then (a%)- fe(P) = —fg(P)?. This and
Equation , when f,i¢ are distinct, imply that the cross ratio of fo(P), foq(P),
fo2q(P), fB(P) equals the cross ratio of fr(P)?, for(P)?, fozr(P)?, fB(P)?. The poles
of fp are O and —P. Hence, assuming and the distinctness of f,iq(P), con-
dition is implied by

(4.7.1.4)

for all B such that ¢(B) =B+ P : P+#—-B and

CrRat(fo(P), foq(P), fa2q(P), f5(P)) # CrRat(fr(P)?, for(P)?, fozr(P)?, f5(P)?),
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where, given four elements A1, A2, A3, Ay € P1(FF,), we write

(A3 = A1) (A — A2)
(A2 = A1) (Mg — A3)
for their cross-ratio, which is defined unless three of the \;’s are equal.

Finally we define E' := E \ {Op,—Q,—R,...,—0%Q,—0*R}, so that f,ip and
frig are regular on E’, and we define C C E’ x PGLy x Al as the curve made of
points (P, (c d) z) that satisfy Equations (]4 7.1. 3[) (]4.7.1.2[) and 1) and such
that dc—ac? # 0 and the f,ig(P) are distinct.

Notice that C is defined over k: even though the equations (2 ) f,iq(P) = — fI,(P)
on E’' x PGLsy have coeflicients in the field k£(Q), the Galois group of k C k(Q) permutes
these equations. We constructed C so that, for any point (P, (2%),z) € C(k), the pair

(fp,(2Y)) satisfies properties and

CrRat(A1, A2, A3, \g) = € P'(F,),

4.7.2 The irreducible components of C

In this subsection we prove that all the geometrically irreducible components of C are
defined over k. We can leave out from the definition of C. Our strategy is
applying Lemma W to the variety B = E’, using the rational functions u; = fyi-1¢,
w; = — fyi-1x and the irreducible divisor Z equals to the point —Q—0Q € B(F,) C E(F,).
Notice that, given distinct points P', P” € E(F,) \ {Og}, the function fp/—fpr is
regular at O and moreover (fp/—fp~)(Og) = 0. Since the sum of zeroes and poles of
a rational function is equal to Og in the group F (E), we deduce that, given distinct
points P', P" € E(F,) \ {Og},
(4.7.2.1)
fer—fpr has two simple poles, namely —P’" and —P"

and two zeroes counted with multiplicity, namely Og and —P'—P”.
Let Z := —Q—0@Q. By (4.7.2.1)) and the fact that @ is not a trap, the point @ is not a
pole of any of the u; and the w; and it is not a zero of any of the functions us—us, ws+u;

and w;—w; for i # j: if, for example, — fyr is not regular on Z, then Z = —R. Hence,

using that o acts as ¢' on E(F,) for I := [k : F,], we have

Q+P=¢(R)=¢(-2) =" Q) +0(Q) = Q) =01-9)(Q) +P,

hence
(4.7.2.2)
$*(Q) = "(Q) = ¢** (1 = 9)(Q) + Po) = (1 = $)0¢™*?)(Q) + Py
= ((1 =)o) (1 = 9)(Q) + Po) + Po = (1 = d)o(1 = 9))(¢'TH(Q)) + Py
=(1-0)*(1-0)(Q) +Po) + Po=(1-9)°(Q) + R,
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implying that

((2¢ = 1)o(¢? = ¢+ D)(Q) = (¢° + (¢ — 1)°)(Q) = P,

which contradicts the hypothesis that () was not a trap point. Moreover, by (4.7.2.1)), the
function fg—fso has a simple zero in Z. Hence, by Lemma @ all the geometrically
irreducible components of C are defined over k and disjoint.

4.7.3 k-rational points on C

We now prove that #C(k) is larger than %#k. The curve C is contained in the open subset
of (E\ {Og}) x PGL; x A! made of points ((z,y), (¢}),2) such that ¢ # 0. Hence C is

contained in A%, with variables x, ¥, a,b,d, z and it is defined by the following equations:

e 0=p; :=W(z,y), the Weierstrass equation defining F;

¢ 0 = py = (di—a)it!(z7—2)" 7 — (ad—b)9(%;=2)71, the dehomogenization of
(4.7.1.2)) in c;

e 0 =p;(z,y,a,b,d) for i = 3,4,5, obtained by (4.7.1.3) after dehomogenizing in c,
substituting fyiq(P) and f,ig(P) by their expressions in x,y and clearing denom-
inators;

« a number of conditions 0 # g; ensuring that P # —o'Q, P # —c'R, d%—a # 0,
ad —b # 0, that f,i(P) are pairwise distinct and that (4.7.1.4) is satisfied.

In particular, C can be seen as a closed subvariety of A7, with variables z,y, a,b, d, z and
t defined by the equations py =0,...,p5s =0 and 0 =pg :=tq; ---q» — 1.
Let Cy,...,Cs be the irreducible components of C. By [46, Remark 11.3], we have

(4.7.3.1) #C(k) > #Cy (k) > #k — (5 — 1)(0 — 2)(#k)> — K(C1),

where 0 is the degree of C; and K (C;) is the sum of the Betti numbers of C relative to
the compact ¢-adic cohomology. Since C; is a component of C then

(4.7.3.2) § < deg(p1) - - - deg(pe) -

Since C is the disjoint union of the C;, the Betti numbers of C are the sums of the Betti

numbers of the C; and using [58, Corollary of Theorem 1] we deduce that
8
(4.7.3.3) K(C) <K(C)<6-2°. (3 +7 ‘_nllaxﬁ{deg(pi)}> .

Since degpy < 3, degps < ¢*+q, degps, ..., degps < ¢+2, degpy < 8¢ +29¢+29 , then
Equations (4.7.3.1), (4.7.3.2) and (4.7.3.3)) imply that #C(k) > % (#k) when #k > ¢50 and
q>3.
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4.8 Descent 4-to-3

In this section we prove Proposition [£.5.2] for a good irreducible divisor D. Following the
notation of section when € = 4, let k be a finite extension of I, of degree at least
80, let Q be a good point on E such that [k(Q) : k] = 4, and let o be a generator of
Gal(k(Q)/k). Then, we look for a function f € k(E) and a matrix (%) € PGLy(k)
satisfying properties we describe a surface C whose k-points give such

pairs (f, (‘é 2)), and we prove that there are many k-points on C.

4.8.1 The definition of C
Property |(I)| requires that f € k(E) has at most 3 poles: we look for f of the form
. frp+a

fz+8"

where «, § are elements of k, the points P, P lie in E(k)\ {Og} and fp is the rational
function defined in (4.7.1.1). For the rest of the article we let «, 8 and P vary and we
fix P so that

(4.8.1.1) f=fapp:

Fa(P), f20(P), fr2q(P), f230(P), fr(P), f+r(P), f2r(P), f+3r(P) are pairwise distinct.

There is at least one such point P because #(E(k) \ {Og}) > (5) and by (4.7.2.1) for
each P’ # P" € E(F,)\ {Og} there is at most one point P € (E(k)\ {Og}) such that

fp(P) = fpv(P). Notice that the above definition makes sense for any P € E(F,) and
a,fB € E and that, for any such choice, the function f, g p has at most three poles
counted with multiplicity, namely —F and the zeroes of fz+3. Hence condition is
automatically satisfied. We write f for f, g p, unless we want to stress the dependence
on «, 3, P, like in the equations defining C.

As explained in Remark when d9c—ac? # 0, condition is satisfied if and
only if there exists z € k such that

(4.8.1.2) (dic — ac?)Tt (27 — z)quq = cq2+1(ad —be)? ((zq2 —2)/(z - z))q+l .
Since h?(¢(P)) = h(P)4 for all h € Fy(F) and P € E(F,), we have
~f?(0'Q+Py) = —f*(¢(0'R)) = —f(o'R)",

where R € E(F,) is the unique point such that ¢(R) = Q + Py. Hence property |(IIT)| is
equivalent to

(4.8.1.3) (28) fa8,P(0'Q) = —fapp(c’R)? fori=0,1,2,3.
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Since cross-ratio is invariant under the action of PGLy on P!, the above equation implies
that either the cross-ratio of f(c°Q),..., f(¢3Q) is equal to the cross ratio of f(¢°R),.. .,
f(0®R), or one of the two cross-ratios is not defined. Hence, assuming that f(c'Q) are
distinct and that f(o'R) are distinct, Equation implies
(4.8.1.4)

CrRat(fa’gﬁp(O'oQ), R fa’ﬁ’p(O'?’Q)) = CrRat(faﬁyp(aOR)q, R foéyg’p(JBR)q).

Moreover, supposing that f(c?Q) and f(c'R) are distinct, the properties of cross-ratio
imply that Equation (4.8.1.3]) is equivalent to Equation (4.8.1.4)) together with

(4.8.1.5) (28) " fap.p(0'Q) = —fapp(c'R)? fori=0,1,2.

We now impose Let B be a point on E such that ¢(B) = B+ Py. If the rational
function ¢f7™'+df?+af+b vanishes on B, then (¢Y) f(B) = —f(B)?. This, together
with Equation and the fact that f(0'Q) are all distinct, implies that the cross-
ratio of f(Q), f(0Q), f(02Q), f(B) is equal to the cross-ratio of f4(R), f¢(cR), f1(c?R),
f4(B). A pole of fqp p is either equal to —P or to a zero of fz+03 € F,(E). Hence,
assuming Equation and the distinctness of f(cQ), condition is implied by

(4.8.1.6)
for all B such that ¢(B) = B+ Py : P+#-B, [+ fz(B)#0 and
CrRat(£(Q), £(0Q), £(0°Q), F(B)) £ CrRat(f(R)1, (o R)?, f(o*R)", f(B)7).
Let E' :== E\{Og,—0°Q,—0°R,...,—03Q,—03R} and let C C A% x E' x PGLy x A! be
the surface made of points (a, 8, P, (¢ 4), 2) that satisfy Equations (4.8.1.4)), (4.8.1.5),
and , and such that 8+ f5(0'Q) # 0, 8+ f5(0'R) # 0, d%c — ac? # 0,
the f(0'@Q) are distinct and the f(o’R) are distinct.

The definition of E’ and the conditions 3 + f;(aiQ) #0, 6+ f;(a’R) # 0, ensure
that f(0'Q) and f(o'R) are well defined. As in subsection the surface C is defined
over k. If (o, B, P, (%Y%) ,2) is a k-point on C, then (fa,g,p (24)) satisfies |(I)| [(II)| and
and

4.8.2 Irreducibility of a projection of C

Before studying the irreducible components of C, we study the closure in P? x E of the
projection of C in A% x E. Let B C A?2xE’ be the surface whose points are the tuples
(a, B, P) such that

fa5.p(0'Q) are pairwise distinct, f, 5,p(c'R) are pairwise distinct,
[5(0'Q)+B8#0, fz(a'R)+5#0,
CrRat(fa7@7p(UOQ), el fa,57p(03Q)) = CI‘Rat(fa”g,P(O'OR)q, . fa”g,p(agR)q) ,
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and let B be the closure of B’ inside P? x E. Since the action of PGLy on P! is triply
transitive, the projection A2 x E x PGLy x A! — A2 x E gives a dominant morphism
C — B (this is the same argument used in the proof of Lemma to show that
By — B is dominant). Since C is defined over k, the variety B is defined over k. In
the rest of the subsection we prove that for all but a few choices of P € E(k) the curve
Bp := BN ({P}xP?) is reduced and geometrically irreducible. In other words, we think
of P as fixed and we let & and (8 vary.

We first write an equation for Bp in P2, Using the definition of f, g p we get

i - , j _ Li,j(a,ﬂ,l) Ri,j(a,ﬁ,l)
fa,B,P(U Q) fa,ﬁhl)(o- Q) (lz+,8) (ZJ+[3) (7'14’6) (Tj+ﬂ)7

where [; := f;(aiQ), = f;(aiR) and L; ;, R; j € F,[a, 8,7] are the linear polynomials

. fa8,P(0'R)—fap,p(c'R) =

LiJ = (lj_l’b)a + (folQ(P)_fUJQ(P))ﬂ—’_ (fo’lQ(P)lj_foJQ(P)l'L)’%
Ri,j = (rj_ri)a"’_ (fo’jR(P)_ijR(P))ﬂ + (fo’iR(P)Tj_fajR(P)Ti)PY'
Then, for a fixed P, Equation is equivalent to

(4.8.2.1)

(Lo2L1sRG 1 RS 5) (e, B, 1) = (Lo LasRE 5 R 5) (e, B, 1),
and Bp is the vanishing locus of the homogenous polynomial
(4.8.2.2) M(a, B,7) = LO,ZLLSRg,le,?a - L0,1L2,3R8,2R(f,3 € E[aa5,7] .

Notice that for each pair (z,7) € {(0,1),(0,2),(1,3),(2,3)} the varieties {L; ; = 0}
and {R;; = 0} are lines inside P? and that it is easy to determine the intersections
Bp N{L; ;=0} and Bp N {R; ;=0}: such divisors are linear combinations of the points
X}’s defined in Figure as intersections between lines in P2. The following proposition
says that the points X} are well-defined and distinct.

Claim 4.8.2.3. We consider the lines {L; ; = 0} and {R;; = 0} for (i,j) in the set
{(0,1),(2,3),(0,2),(1,3)} and the points X; defined in Figure as intersections of
some of these lines. For all but at most 450 choices of P € E(k), this lines are distinct
and the points X; are distinct.

Proof. Since @Q is not a trap, we have ¢*(Q) # @Q + 4P,. Hence the points 6°Q, 0°R, . . .,
03Q, 0* R are pairwise distinct: clearly ¢°Q, ..., 02Q are distinct and 0°R, ..., o3 R are

distinct and if we had ¢'Q = ¢/ R, then, for [ := [k : F] and m := i—j, we would have

Q+ Py = ¢(R) =¢(0" Q) = (¢! Q) = ¢!™H1(Q)
= ¢'(Q) =¢""V(Q) = Q+ 4.
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Figure 4.1: The intersections X; of the curve Bp with certain lines L; ;, R; ;.

{Lo2 =0} (L1 = 0} {Ro1 =0} {Re3 =0}

{Ly, =0}

{Ri3=0} X13 X14 X5 16

This implies that for any point P € {¢°Q, 0 R, ...,03Q,c* R} there is exactly one of the
rational functions fyoq, foor, ..., fs30, fir that has a pole in —P, namely fp.

If the lines {Lo2 = 0} and {L; 3 = 0} are equal, then the matrix of their coefficients

la—=lo  (fo—fr2)(P)  (lafg—lofs2q)(P)
Is=li (foo—Tfo30)(P) (I3foq—lifosq)(P)

has rank 1 hence, computing the deteminant of a submatrix of n, P is a zero of the
rational function (lo — l2)(frs0—foq) — (l1—13)(fo2g—fq). We have chosen P so that
lop # Il and l; # I3 hence this rational function is non-zero and has five poles counted
with multiplicity. So it has at most five zeroes. Hence for all but at most five choices
of P € E(k), the matrix n(P) has rank 2 and consequently the lines {Lg2 = 0} and
{L1,3 = 0} are distinct.

For any other pair of lines A, A’ in Figure |4.1} one can prove with similar arguments
that A # A’ for all but at most five choices of P € E(k). We prove that, for all i # j, we
have X; # X, for all but six choices of P € E(k). We treat only a couple of cases here.

If X9 = Xj2, then the lines {R; 3 = 0}, {R2,3 = 0} and {Lg2 = 0} are concurrent,
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hence the following matrix, that contains their coefficients, is not invertible

ro—r0  (frR—fo2r)(P)  (r2fr—T0fo2r)(P)
M = M(P) = | r3—T2 (fa?R—fJBR)(P) (7"3fa2R—T2fUSR)(P) ’
b=lo  (fo—fo2@)(P)  (l2fo—lofs2q)(P)

implying that P is a zero of the rational function det(M). Writing out the det(M) we
see that there is a rational function g, regular in —o?R, such that

det(M) = (l2—lo)(ro—r3) a2 + fo2r g

and since lg # Iy and 7 # r3 we deduce that det(M) has a pole of order 2 in —¢2R and
in particular det(M) is a non-zero rational function with at most 6 poles counted with
multiplicity. Hence det(M) has at most 6 zeroes, implying that X # X1, for all but 6
choices of P € E(k).

If X3 = X4, then the lines {Lo1 = 0}, {L23 = 0} and {Ry1 = 0} are concurrent,
hence the following matrix, that contains the coefficients of Lo 1, L2 3 and Ry 1, is not
invertible

L=lo  (fo—foq)(P) (lifo—lofo@)(P)
N=NP)=|13-lo (freq—fr2Q)(P) (sfr2q—Il2fs30)(P)
ri—=ro  (fr—for)(P) (rifr="r0for)(P)

As before, in order to prove that X3 # X for all but at most 6 choices of P € E(k)\{Og}
it is enough proving that det(N(P)), considered as a rational function of P, is not
identically zero. We suppose by contradiction that det(N) is identically zero and for
each i,7 € {1,2,3} we denote N, ; the (¢,j)-minor of N(P), considered as a rational
function. Since l; # lo, then N33 has a simple pole in ¢3Q and consequently N3 3 # 0.
Analogously Ny 3 # 0 and Na g # 0, hence there are rational functions A, B € F,(E)
such that

(i=lo) - A+ (fo—frq) - B=lfo—lofsq
(4.8.2.4) (ls=l2) - A+ (forq—fo3q) - B = laforq—lafosq
(ri—r0) - A+ (fr—for) - B=r1fr—T0for

and, using Cramer’s rule, we have

_ Mo Nop  Nio
Ni3 Na3 Nij3

B
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Using the same argument we used for N3 3, we see that Nj 2, N2 2, N3 o # 0. Moreover it
is easy to compute the poles of Nj 2, N2 2, N3 2, N1 3, Na3, N33 and check that they all
vanish in P and Op, using that for each P € E(F,)\ {Og} we have (fP—%)(Op) = 0.

Hence there are positive divisors D ,, of degree 2 on E such that, for each j = 2,3
div(Nij) = Dy + P +O0p — (=R) = (=0R) = (=0°Q) = (-0°Q),
div(No k) = Daj+ P+ Op — (—Q) — (—0Q) — (—R) — (=0 R),
div(Ny ;) = D3+ P+ Op — (-Q) — (—0Q) — (—0°Q) — (-0°Q),

and consequently

div(B) = D13 —D13= D39 —Dy3=D3o—Dsg3.

The functions fqg, foq, fo2q@ and fysqg are F,-linearly independent, hence Ny » and Ny 3
are not IF,-multiples. Hence B is not constant. Since every non-constant rational function
on E has at least two poles, we deduce that Dy 3 = D33 = D33 is the divisor of poles
of B. This implies that the sum, in the group E(F,), of the poles of Ny 3 is equal to the
sum of the poles of N> 3 and is also equal to the sum of the poles of N3 3. This implies

that, in the group E(F,), we have
Q+0Q=0’Q+0°Q=R+0oR.

Hence, using (4.7.2.1), —Q—0Q is a zero of N33 and consequently the two poles of B
are —Q—o@Q and —Q—o@Q—P. By looking at (4.8.2.4) we deduce that A has exactly one

simple pole, namely —@Q—oc@—P, which is absurd. Hence det(/N(P)) is not identically
Z€ero. O

We now study the geometrically irreducible components of Bp assuming the conclu-
sions of Claim [4.8.2.3] In other words, we avoid the small (compared to ¢) number of
points P € E(k) such that the lines L, ;, R; ; or the points X; in Figure are not
distinct.

Using the equation defining Bp, we can compute the divisor-theoretic intersection
(4825) BPQ{LO’Q :0} = X1+ X5+ qXo + qXi13.

This intersection contains the point X; with multiplicity 1, hence X; is a smooth point of
Bp. With analogous arguments we can prove that all the points X; in the figure except
the ones of the shape {R; ; = 0} N{R;,,», = 0} are smooth points. This helps us studying
the geometrically irreducible components of Bp, as in the following Claim.

Claim 4.8.2.6. Assume the conclusions of Claim[{.8.2.3 hold. The curve Bp does not
contain any conic defined over k.
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Proof. Suppose F' € kla, 3,7] is a quadratic equation defining a conic contained in Bp.
Since Xo is a smooth point of Bp, if the conic {F = 0} contains Xg, then {F = 0} is the
only component of Bp passing through Xy, hence Xg appears in Bp N {Lg2 = 0} with
multiplicity at most 2 < ¢, contradicting Equation (4.8.2.5). Hence {F = 0} does not
contain Xg nor, by a similar argument, X;3.

This, together with Equation (4.8.2.5), implies that X; and X5 belong to {F = 0}.
Analogously X, and Xg belong to {F = 0}. Both the conics {Lo1L23 = 0} and
{Lo2L1,3 = 0} pass through the points X7, Xo, X5, X¢, hence, using that X7, X9, X5, X

are in general position, there are Ao, A; € F, such that
F=XLoiLas+ M LoaLis.

We extend o to an element in Gal(F,/k) and we look at the action of o on Fy[«, 8,7].
For each 4,5 € {0,1,2,3} we have 0L; j = Liy1,j+1 = —Ljt1,i+1, considering the indices
modulo 4, hence

MLo1Los+MLoaLlis=F =0F =0(X)La3sLso+ 0(A1)Lo2L1 3.

Some cumbersome computations imply that the line {L; o = 0} is the line through Xo
and X5 and the line {L3 o = 0} is the line through X; and X. In particular the lines
{L; ; = 0} appearing in the above equation are pairwise distinct. Hence Ao = o(\g) = 0,
and consequently {F' = 0} = {Lg2L1 3 = 0}, which is not contained in Bp. Contradic-
tion. O

Claim implies that Bp does not contain a line of P?. Suppose that A is a line
contained in Bp. Neither Xg nor X;3 are contained in A since they are smooth points of
Bp and, by Equation the unique components of Bp passing through them must
have degree at least ¢ inside P2. Hence A N {Lg2 = 0} € {X1, X5} and consequently

(4.8.2.7) (AUOo?A)N{Lo2 =0} = X; + X5.

This implies that o?A # A and that o?A and A are all the Gal(F,/k)-conjugates of
A: since Bp is defined over k, then all the Gal(F,/k)-conjugates of A are components
of Bp and if A has a conjugate A’ # A,02A, then, by the same argument as before,
AN Nn{Lys =0} € {X1,X5} and this, together with Equation contradicts the
smoothness of X; and X5. We deduce that AUg?A is a conic defined over k and contained
in Bp, contradicting Claim [4.8:2.6]

By a similar argument, no conic Q is a component of Bp: if this happens, since conics
have degree 2 < ¢ in P2, then Xo, X13 do not belong to any of the Gal(F,/k)-conjugates
of Q, thus, by Equation (4.8.2.5), for all 7 € Gal(F,/k) we have

T(Q)N{Lo2 =0} = X1+ X5 = QN {Loo =0}
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hence, by the smoothness of X; and X5, Q is defined over k, contradicting Claim

We now suppose that Bp is not geometrically irreducible. Let Bi,...,B, be the
geometrically irreducible components of Bp. As we already proved, each B; has degree
at least 3, hence the intersection B; N {Lo2 = 0} is a sum of at least 3 points counted
with multiplicity. By Equation , this implies that B; is passing through Xg or
X713 hence each B; has degree at least ¢g. Since the sum of the degrees of the B;’s is equal
to 2¢+2 < 3¢, we deduce that r = 2 and that either deg(B;1) = deg(B2) = ¢+ 1 or, up to
reordering, deg(By) = ¢ and deg(B2) = ¢ + 2.

If deg(B;) = deg(B:) = ¢ + 1, Equation implies that, up to reordering,
X1 € Bi(F,) and X5 € Ba(F,). Since Bp is defined over k, then Gal(F,/k) acts on
{B1, B2} and because of the cardinality of such a set, then o2 acts trivially. In particular
X5 = 02X, belongs to 02B1(F,;) = B1(F,), hence X5 € B;(F,) N B2(F,), contradicting
the smoothness of X5. This contradiction implies that

deg(B1) = q, deg(Bz2) =q+2.

For each linear polynomial L = [,a+1g8+ [,y such that [, # 0 and for each polynomial
F(O{, Ba ’Y) € E[a» 67’}/] we define

F|L F(W7577)7

so that F|y, is the unique element of F,[3,7] such that FF = F|;, mod L. If F is ho-
mogenous, then F|y, is also homogenous. Notice that the hypothesis I, # 0 is true for
L = L; ; when i # j, because, by the definition (4.8.2.1), the coefficient of v in L, ; is
f5iq(P)—fsiq(P) and we have chosen P so that fyiq(P) # frio(P).

For each i € {1,2} let M; € F [, 3,7] be a homogeneous polynomial defining B;.

Claim 4.8.2.8. There exists homogenous polynomials Fi, Fo, Go, N1, Ny € E[a, B,7] of
respective degree 1,1,1,q — 4,q — 2 such that

My = Fi' + Lo,1 L2 3Lo,2L1,3N1, (4.8.2.9)
My = FiLo1Lys+ G9Lo2L1 3+ LoLasLoaLisNo (4.8.2.10)

Proof. We start from the first part. Since deg By = g and since X7, X5, X9 and X3 are
smooth, Equation implies that By N {Lo2 = 0} is either ¢X13 or ¢Xo, hence
ML, , is the g-th power of a linear polynomial. We deduce the existence of polynomials
A1, By € Fyla, B,7] such that A; is linear homogenous and

Ml = A(ll + BlL072 .
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Similarly to B1 N {Lg,2 = 0}, we have that By N {L; 3 = 0} is either ¢X14 or ¢X10, hence
there exists a linear polynomial Ay € F,[3,7] such that

Aj=DMp,, = A}, , + BilrsLogle,s, = Bilr,,Lope

Lis = (A2 - Al‘Ll,s)q'

In the last equation either both sides are zero or the right hand side gives the prime
factorization of the left hand side (we use that A;—A; has degree at most 1 and that
F,[8,7] is a UFD). In both cases there exists A\, € F, such that By|r, , = AlLO’Q‘%I:L,

hence
B, = A1L8;1 + BoLis = My = (A1 +MLo2)?+ BaLoaLos =A%+ ByLooLos

for certain homogenous polynomials Az, By € F,la,3,7], with As linear. Similarly to
Bi N {Ly2 = 0}, we have that By N {Lg1 = 0} is either ¢X3 or ¢X,4. Hence, using the

piece of notation | = Lo 1, there exists a linear polynomial A4 € F,[3,7] such that

Af = M|, = As|} + Ba|i Lo 2

1Lisli = BaliLoa|i Lisli = (A4 — As]))?.

Again, in the last equation either both sides are zero or the right hand side gives the
prime factorization of the left hand side. The latter is not possible, since the points
X1 ={Lo1 =0} N{Lo2 = 0} and Xo = {Lo1 = 0} N {L; 3 = 0} are distinct and
consequently Lo o|; and Lj s|; are relatively prime. We deduce that Ba|; = 0, or equiva-
lently By is divisible by L. A similar argument proves that Bs is also divisible by Ly 3,
implying Equation .

Since deg By = ¢ + 2 and since X7, X5, X9 and X735 are smooth, Equation
implies that Ba N {Lg,2} is either X1+ X54+¢X13 or X1+X5+¢Xo, hence

MLy, = Loalr, . Lo3

LooAl =  My=AlLo1Lo3+ B3Lop,

for some homogenous polynomials As, By € E[a,ﬂm], with As linear. In a similar
fashion we have By N {Lq 3} is either Xo+Xs+¢X14 or Xo+Xs+¢X10, hence, using the

piece of notation » = L 3, we have

LO,I‘TL2,3|rAg - Mllr = LO,1|TL2,3|7’A5|?~ + B3|TL0,2|7‘
= Bs|;Loa|r = Loi|rLo3|r(Ac — As5)|2
Again, in the last equation either both sides are zero or the right hand side gives the
prime factorization of the left hand side. In both cases Bs|r, , is a scalar multiple of

L0’1|,~L273|,,L0’2\2_1: in the last case this is obvious, in the first case we use that, since

X1, X2, X5 and X¢ are distinct, the polynomials Lo 1|, Lo s|. and Lo 2|, are relatively
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prime. Hence there exist homogenous polynomials A7, By € Fyla,3,7] such that A7 is

linear and
My = A%Lg L1 3+ BsLoLas.
Iterating similar arguments we prove Equation [4.8.2.10) O

Let F, F»,G1, N1 and N, as in Claim [£.8:2.8] Up to multiplying M; with an element
of EX, we can suppose that M = M;M,. Reducing this equality modulo Lo 2L 3 we
see that

LooLq 3 divides Lo Lo s(FiFy + Ro 2R 3)%.

The linear polynomials L; ; in the above equation are coprime since they define distinct
lines. Hence Ly oLy 3 divides FyFy+Rg2R; 3. Since F1Fy+Ry 2R 3 is homogenous of
degree at most 2, then it is a scalar multiple of Ly 2L; 3. Using a similar argument with
Lo 1Ly 3 we prove that there exist A, 4 € IFy such that

F1F2 + RQ,QRL?, = )\L072L173, F1G2 — R071R2,3 = IUL071L2,3 . (48211)

We have A # 0, otherwise F; would be a scalar multiple of either Ry 2 or Ry 3: in the first
case Equation would imply that B; contains Xg but not X4 = 7(Xy), implying
that 7(B1) is a component of B different from By, that is 7(B;) = B which contradicts
the inequality deg(Bs) > deg(B;); in the second case Equation would imply that
B; contains X153 but not X9 = 7(X13), leading to the same contradiction.

Using Equations (4.8.2.9)), (4.8.2.10) and and the equality M Ms=M, we
see that
MM, —-M
"~ LoiLasLoalis
= Hng,EngTsl+>\ng;ng1+F1qN2+F2qN1L0,1L2,3+GgN1L0,2L1,3+N1N2L0,1L2,3L0,2L1,3
= A(LoaL13)9 ' 4+ F{Noy+ GIN1LooL1 3 (mod Lo 1).

0

For any F' € E[a, B,v] we define F:=F Lo, and we rewrite the above congruence as
/\qig;litf:@l + F{Ny + G4N1Lo 2Ly 3 = 0. (4.8.2.12)

Since then By N Lg1 does not contain the point Xy = {Lg2=0} N {Lp1=0} nor the
point X3 = {L;3=0} N {Lo,=0}, then F; is relatively prime with both Lo, and
I~/1’3. Hence both I~/072 and ELg divide Ny. Since X; = {Lp,2=0} N {Lp1=0} and
X3 = {L1,3=0} N {Lp1=0} are distinct, then io,g is relatively prime with f/Lg and we
can write Ny = E0)2E1)3N3 for some homogenous polynomial N3 € E[,@’, ~]. Substituting
in Equation [1.8:2.12] we have

NLASPLES? + FiNs + G3N, = 0.

150



4. DISCRETE LOGARITHMS IN SMALL CHARACTERISTIC

Since A # 0, since all the polynomials of the form F are contained in F,[3,7] and since
Lo 2 is relatively prime with L; o, the above equation contradicts Lemma below.

In particular the assumption of the reducibility of B led to contradiction, together
with the conclusions of Claim We deduce that for all but at most 450 choices of
P € E(k) the curve Bp is geometrically irreducible. Since #E(k) > 450 and since all the
components of B project surjectively to F, we deduce that B is reduced and geometrically

irreducible.

Lemma 4.8.2.13. Let L1,Ls € E[B,’ﬂ be relatively prime homogenous linear polyno-
mials. Then there exist no homogenous polynomial A, B,C, D € F,[3,~] such that

LI?LY% = A9B + CD.

Proof. The zeroes of L; and Lo in P! are distinct, hence, up to a linear transformation
we can suppose that their zeroes are 0 and co. In particular, up to scalar multiples we
can suppose L; = 3 and Ly = v, implying that AYB + C9D = B9-2~9=2, This is absurd
because any monomial appearing in A? or in B? is either a multiple of $¢ of a multiple

of 77, hence the same is true for all the monomials appearing in A4B + C4D. O

4.8.3 The irreducible components of C

In this subsection we prove that all the geometrically irreducible components of C are
defined over k. To do so, we can ignore (4.8.1.6)) in the definition of C. The strategy is
applying Lemma [4.6.0] to the variety B, using the rational functions

uy, ug, ug: B--» P ui(a, 8,1, P) = fap,pr(c" Q)

w1, W2, W3 : B -2 ]Pl ) wi(av Ba 1; P) = _fa,ﬁ,P(O—iilR) )

and the irreducible divisor Z C B being the Zariski closure of
(4.8.3.1)

P=-Q-0Q-03Q—P,
a= ((fo(P)=fsq(P)B + L fo(P)=lofsq(P))/(lo—l1)

Claim 4.8.3.2. The variety Z is generically contained in the smooth locus of B and the

(o, B, P) € (A’ E')(F,) :

rational function ui—ug vanishes on Z with multiplicity 1.

Proof. We restrict to an open subset U C P? x E containing the generic point of Z. Up

to shrinking U, the rational functions u;,w; can be extended to regular functions on U
using the definition (4.8.1.1)) of f, 5 p, and we have

L071(C¥, B, 1, P)

(lo+8) (L +8)’

Uy — U2 =
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where L; j(a, 8,7, P) € F,[U] is defined as in , as well as R; j(«, 8,7, P). Since
we can assume that lg+f, 140 are invertible on U and since Z is generically smooth, it
is enough showing that ZNU is a component of (BNU)N{Le,1 = 0} having multiplicity
one. Up to shrinking U, the closed BN U C U is the vanishing locus of

M(ev, 3, P) := (Lo2L1 3R | RS 3 — Lo LasRy ,RY 3)(a, 8,1, P) € F,[U].

Since the restriction of M to {Lo,1 = 0} is equal to the restriction of Lo 2 L1 3R§ | RS 3, it is
enough showing that L 2, Ro,1, Re,3 do not vanish on Z and that {L; 3 =0}N{Lg; =0}
contains Z N U with multiplicity 1. We start from the latter. Eliminating the variable
we see that, up to shrinking U, {L1 3 = 0} N {Lo1 = 0} is defined by the equations

(4.83.3) A(P)=0 and (L —lo)a+ (fo(P) = fo@(P))B+Lfe(P)—lfsq(P)=0,

where
A(P) == (li=lo) fo3q(P) + (Is—=11) fo(P) + (lo—I3) fo(P) € Fy(E).

The function A has three simple poles, namely —Q, —0Q, —0>Q, and we easily verify
that )\(ﬁ) = AOg) = 0. We deduce that P = —Q—0Q—02Q—PF, is a simple zero of \.
This, together with the fact that the second equation in is equal to the second
equation in the definition of Z, implies that {L1 3 = 0} N {Lo,1 = 0} contains
Z NU with multiplicity 1.

We now suppose by contradiction that Ry ; vanishes on Z NU. Substituting o and
P in Ry as in the definition of Z, we see that

Xo(—Q—-0Q—0Q—P) . M(—Q-0Q—a3Q—P)

1,P =
RO,l(aaﬁa ) )lZﬁU ZO _ ll lo — ll

)

where

Ao(P) :=(r1 = 10)(fq — fo@)(P) = (l1 = lo)(fr — for)(P),
A (P) :=(r1 —10) (i fo(P) — lofoq(P)) — (b — lo)(r1fr(P) — rofor(P)),

and we deduce that both A\g and A; vanish on P = —Q—OQ—J?’Q—ﬁ. Both )y and
A1 have 4 poles and 4 zeroes counted with multiplicity: they have the same poles they
share three zeroes, namely Og, P and —Q—aQ—a%)—ﬁ. Since, in the group on E(F,),

the sum of the zeroes of an element of F,(E)*

is equal to the sum of the poles, then Ag
and \; also share the fourth zero, hence \g and A; differ by a multiplicative constant
in F,. This is absurd because ly # [; and because the functions fg, frq, fr, for are

E—independent.
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A similar argument implies that Ry 3 does not vanish on ZNU, while the case of L 2
is easier. Substituting o and P in Lg (e, 5,1, P) as in the definition of Z we
get _

(B + 1) (-Q—0Q—0°Q—P)

lo =1y

LO,Z(a767 17 P)|ZQU =

3

where

A2(P) = (la—11) fo(P) + (lo—l2) foq(P) + (li—lo) forq(P) € F4(E).

Analogously to A\, we see that the zeroes of A5 are f’, Op and —Q—0Q—c%Q—P,, hence \y
does not vanish on —Q—0Q—03Q— Py, implying that Lo > does not vanish on ZNU. O

We can show that us—us, ws+us, ws+u; and w;—w; do not vanish on Z N U with
similar arguments to the ones used to prove that Ry, and Lo do not vanish on Z.
Hence we can apply Lemma [£.6.6] and deduce that all the components of C are defined
over k.

4.8.4 k-rational points on C

Finally we prove that #C(k) is larger than 3(#k)?. The surface C is contained in the open
subset of A% x (E\{Og}) x PGLy x A! made of points (a, 8, (z,y), (¢ %) ,z) such that
¢ # 0. Hence C is contained in A%, with variables a, 3, x,vy, a,b,d, z and it is defined by

the following equations:.

e 0=p; :=W(z,y), the Weierstrass equation defining F;

2
¢ 0 = py = (d9—a)it1(z7—2)7" 1 — (ad—b)9(Z;=2)7*!, the dehomogenization of
@312) in
e 0=p;i(a,B,2,y,a,b,d) for i = 3,4,5,6, obtained by (4.8.1.3) after dehomogenizing
in ¢, substituting f,ig, foir by their expressions in «, 8, z,y and clearing denomi-

nators;

« anumber of conditions 0 # g; ensuring that P # —¢'Q, P # —d'R, B—i—f;(oiQ) #0,

B—!—fﬁ(oiR) #0,d7—a #0,ad—b# 0, that 1} is satisfied, that f, g p(c'Q)
are distinct and that f, g p(c'R) are distinct.

In particular, C can be seen as a closed subvariety of A%, with variables «, 3, z,y, b, ¢, d, 2
and t defined by the seven equations p;1 =0,...,ps =0 and 0 = p; :=tq;---q- — 1. Let
Ci,...,Cs be the geometrically irreducible components of C. By [46, Remark 11.3], we
have

(4.8.4.1) H#C(k) > #Cy (k) > (#k)2 — (6 — 1)(5 — 2)(#k)? — K(C1)(#k),
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where ¢ is the degree of C; and K(Cy) is the sum of the Betti numbers of C relative to
the compact ¢-adic cohomology. Since C; is a component of C then

(4.8.4.2) 6 < deg(p1) - - deg(pr) -

Since C is the disjoint union of the C;, the Betti numbers of C are the sums of the Betti
numbers of the C;. Hence, using [58, Corollary of Theorem 1]

10
(4.8.4.3) K(C) <K(C)<6-27. (3 + 7ir111??.<’7{deg(p¢)}) .

Combining Equations (4.8.4.1)), (4.8.4.2)) and (4.8.4.3) and the inequalities degp; < 3,
degps < ¢3+q, degps,...,degps < 2¢+3, degpr; < 16¢>+37¢+75, we deduce that
#C(k) > %(#k)2 when #k > ¢% and ¢ > 3.
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