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6 Durable Disruption of Critical Infrastructures as a
Territorial Blockade

“Councillor Hamann Almost no one comes down here, unless, of cotlreeg's a problem.
That's how it is with people - nobody cares howatks as long as it works. | like it down here.

| like to be reminded this city survives becausthe$e machines. These machines are keeping
us alive, while other machines are coming to lslllmteresting, isn't it? Power to give life, and

the power to end it"#

6.1 Introduction
In the movie trilogy the Matrix, from which the agiag conversation of this Chapter originates,

Mankind is in war with an army of machines. In thevie it is not made clear whether it was
Mankind or the Machines which torched the sky,thetresult was the same; earth is deprived
of the sunlight needed to grow food or to keep wadmthis permanent dark and cold world,
Mankind’s last stance is in Zion, a small civiliwat numbering a couple of thousand people

near the warm core of the earth.

The movie is very illustrative and deeply philosigalh about the relation between Man
and Machine. As the conversation demonstrates, #neepeople who were fighting against the
Machines, continued to be dependent upon other imegiior their lighting, heating and air-
conditioning. In other words, technology continaede aconditio sine qua nofor Mankind

to survive.

This chapter will argue, pursuant to the legal mrodal philosophy behind the principles
of State sovereignty, that in the Information Age described in Chapter 2, our society is very
comparable to that in the movie the Matrix and #sf consequence, cyber operations which
durable disrupt our access to our technology véllrégarded as severe as a blockade of our
territory by traditional kinetic means, such atigh large-scale, state-sponsored (threats of)

force .g.,artillery shelling, naval attacks, aerial strikescetera..

As explained in Chapter 3, State sovereignty isnaltely derived from the inherent

drive of people to self-determination and the protm thereto by the State of the vital interests

474 The Matrix Reloaded (2003), part 3.
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of individuals, namely; life, liberty and propertgs well as their collective forms; state
sovereignty, political independence and territomaégrity. This chapter and Chapter 5 deal
with the inverse of State sovereignty, namely bneacto self-determination. Chapter 5 has
dealt with threats tproductsin cyberspace such as through the large-scaledhgftellectual
property. This chapter will continue to deal witirdats toservicesin cyberspace such as

through the durable disruption of critical infrasttures.

This chapter will contain three main sectionsSéttion 6.2, | will discuss the relation
between Man and Machine. In this section, | wikclbe the process by which people moved
from the state of nature to States proper and hhas changed the common life of the people
living there in such a way that people began tderand specialize the fruits of their labors.
Resultantly, | will argue, people became dependargach other and on the technologies they
produced. It will be argued in this section thathi@logy invariably develops from a nicety
into a necessity and that it needs to be regars@h @&xtension of the human body. In Section
6.3, I will discuss how the State is also in a sigtib relationship with technology. Pursuant to
the anatomy analogy, | will argue that criticalragtructures are extensions of the State body
and that the State has similarly become depengbemt continued access to these technologies
for its very survival. Thereafter, Sections 6.3-6v8l deal with, respectively the critical
infrastructures of energy, matter and informatiod will argue that these infrastructures need
to be regarded as the respiratory-, cardiovascaratcentral nervous systems of the State body.
In these sections it is also described how theisieatrinfrastructures are being increasingly
connected to cyberspace and that this results inaaasing reliance on cyber security. The
chapter will conclude in Section 6.7 where a sunymamd concluding observations are
provided.

6.2 Technology as an Extension of the Human Body
As individuals and bands of people move away frobenzero-sum game tactics and strategies

of conguest in the state of natt/feand towards the non-zero-sum game tactics ant:giea
of cooperation in the laws of méff,contact with other people is no longer somethihéctvis
mostly to be feared. As mentioned, resultantlys tieatly reduces the amount of time and

energy both groups have to spend in (preparatipnvafing of and recovering from) war

475 See generally supr@ection 3.2.3.3
476 See generally supr@ection 3.3.
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against the other grodp’ Correspondingly, through cooperation, there caa beeat increase

in the amounts of time and energy both groups pandon finding food and on reproducitig.
The resources of time and energy can be spend maahproductively through cooperati®ii.
Slowly but surely, these agreements not to useflaicparticipants to the agreement compete

successfully against other groups which did noetgch agreemert®

Additionally, as individuals and bands of peopleve away from a situation in which
their contact with each other was mostly of a nggatature, this also opens up opportunities
for positive contact as well. One band of people @ke the excessive fruits of a successful
hunt to another band of people and make basicdraih them — such as for different types of
foods or tool$8! Eventually, through such trade too comes speeitddiz as different bands of
hunter/gatherers focus specifically on developiechhiques and technologies for hunting-,
fishing- or gathering specific types of foo#$ Subsequently, they trade the excessive fruits of
their specialized labors among each otfféiThrough trade, the different bands of people
achieve greater differentiation as to the qualitthe products and services they can consume

- through specialization, the different bands celnieve greater quantitié®?

Through the process of specialization and trade, prefessions soon explode onto the
scene as well. Specialized tool builders produ@zigptools for hunting, fishing, gathering,
cooking and for producing clothing and shelterssdtne point, as the baghysiologicalneeds
of people are increasingly being met, professioms/ea which start to cater to higher
psychologicalants as well - such as craftsmen, artists, aiestsf®® Higher value products
and services are being created, such as jewetsyand salvation of the spirit. Life is getting

better and, according to the services providedhbypriestly class; eternal.

As cooperation continues to increase, people dtarhing larger sociopolitical

groups*®® Bands join into larger, over-arching tribes; tshmove into larger chiefdoms and

477|d_
478|d_
479|d_
480|d

481 See generallil. Ridley, The Rational Optimist: How Prosperity Evol@911), Chapter 2. Chapter 2 is titled
“The collective brain: exchange and specializatioRidley describes trade (in his words “exchangatijd
specialization as a process through which man autes certain skills to the ‘collective brain’ dietgroup with
which he interacts. Hence, the larger the group)ahger this brain becomes.

482 SeeRidley, The Rational Optimistp. 47-84.
483 |d

484 Id

485 SeeMaslow, A Theory of Human Motivation.
486 SeeE. ServicePrimitive Social Organizatiolf1962).
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chiefdoms themselves grow into St4té4s these groups grow larger and as their cooperati
grows more complex, different types of food produttare enabled andce versadifferent
types of food productions enable more complex cradjmn 88 As chiefdoms and States
increase the centralization and monopolizatiomefleégitimate use of force and societies move
into the laws of State’$? people become increasingly freed from aggressjaimat their lives,
liberty and property. Consequently, without ther fehaving the fruits of one’s labors stolen,
people can start to feel secure to invest more, mergy and resources into long-term schemes
for food productiorf?® Hunter/gatherer bands slowly turn into groups Whengage in more
long-term food production schemes based on these gges of food®! In tribes, people take
the fruits, vegetables and nuts they previoushhe@id and grow them themselves as they
practice horticulturé?? In chiefdoms, people take the animals they presliobunted and grow
them themselves as they practice pastorai®im States, people take both flera andfauna

of their surroundings and grow them on a largetesaa they practice agricultut¥.Food is

increasingly being produced, rather than extracted.

Through the twin processes of the monopolizatiothefuse of force and the process of
trade and specialization which this enables, ertevsnvith other people become something to
look forward to, rather than something to be fealledthe average person, for the first time in
human history, people outside of their own smadlugis are becoming worth more alive than
dead.

Concomitantly, with this increasing specializataomd trade also comes an outsourcing
of the capacity to take care of all of one’s own neédspecialized builder of tools such as a
blacksmith will no longer invest the time, energydaesources to learn the techniques which
are necessary to be able to hunt, fish, gatheawn fand neither will specialized clothing
makers, weavers, potters, jewelers, bakers, bremsetsutchers, let alone priests who are
employed in the spiritual world. Although thesefpsasions all provide valuable products and

services to other people’s lives, they also becemirely dependent upon the remaining

487 Id
488 Id

489 SeeSection 3.4.

490 Hobbes, Chapter XIlI: “In such condition, therenis place for Industgybecause the fruit thereof is uncertain
and consequently no Culture of the Eartb Navigation, nor use of the commaodities that rhaymported by
Sea no commodious Buildingno Instruments of moving, and removing such thiagsequire much forceo
Knowledge of the face of the Eartio account of Timeno Arts no Lettersno Society'.

491 SeeE. ServicePrimitive Social Organizatiolf1962).
492 Id.

493 Id
494 Id
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hunters, fishers, gatherers and farmers to briegiteven their minimum amount of calories.
Concomitantly, specialized tool builders build aereincreasing amount of technological tools
to keep increasing the yields of the remaining eémtfishers, gatherers and farmers with —
they build specialized spears, bows and arrows, meips, shovels, plows, saddles and many
other tools to improve the efficiency of these ranmy hunters, fishers, gatherers and farmers.
Furthermore, these technological tools continueetuire maintenance, repair, replacement
and improvement by these specialized tool buildEnge. dependency thus also often works the
other way around, as these hunters, fishers, gathand farmers no longer invest the time,
energy and resources to learn the techniques lobtbeise tools, as they previously did. Instead,
they become entirely dependent on the tool builder&eep building their technological

products so that the same high level of food ektvta@nd production can be maintained.

Resultantly, as societies become more complex pediaized, there is a slow but
steady voluntary surrender by all of a specifieffem for a benefit whose value is greater than
the value surrendered — just as we did when we gpwights to preventive, pre-emptive and
punitive self-defence in exchange of improved siégprovided by the Stat¥®®> Producers of
food surrender the freedom to be independent iin piheduction of tools and the producers of
tools surrender the freedom to be independent @ir throduction of food. Resultantly,
independency diminishes and (inter)dependency gr&Wsvly but steadily, just as defensive
(self-)preservation moved from the individual t@ tbollective, so too does economic (self-

)preservation move from the individual to the cctitee 2%

However, it is important to not simply take thi®pess as it accomplj but toexplore
for a moment whether it is in the interesttifmen to surrender this independence in favour of
cooperation. After all, if there are exceptionswdyich some men can pursue their self-interest
better through economic independence and selfesefficy, then cooperation is not in their self-
interest and they will hence not wish to cooperaith others through exchange and
specializatiort®” Fortunately, these exceptions do not seem to axishy way which would
warrant hesitance against taking cooperation asgte to pursue. Although there is no
unanimity in theory and philosophy about the bdarefif exchange and specialization over

independence and self-sufficiency in the stateavfire?®® it is the correct view. In practice,

4% SeesupraSection 3.4.
496 |d

497 See also generally sup&ection 3.2.
4% See e.gRousseau)n the Inequality Among MankipBart I: “If we strip this being, thus constituted all the
supernatural gifts he may have received, and alhttificial faculties he can have acquired onlyaldgng process;
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although self-sufficiency does not necessarily m@ggpecialization and expertise in every
aspect of economic activity, it does requm@ficiencyin all of them. Even in a primitive
hunter/gatherer society, one needs to know whehenb game, when and where to pick which
fruits, vegetables and nuts, where to fish, and t@wonstruct the hunting and fishing tools
required for each of these, how to dry and sow siide clothing and how to build basic
shelters’® In a society, (much of) this knowledge is outsed®® Not only is all of in all
likelihood beyond the capacity of one individualt levenif one could successfully attain
proficiency in all of these skills, life would dtibe an extremely poor existence. The natural
way to best pursue one’s self-interest in ordexctuieve greater differentiation as to thelity

of the products and services we can consume, isehgmough cooperation, exchange and

specializatior?%?

Moreover, even if one would be able to live indegetly and if one could create more
of the riches of life, then there is still anotheportant argument against this type of self-
sufficiency; it would be extremely inefficient. Wiitincreasing specialization and exchange,
comes increased efficiency agdantitativebenefitsthrough economies of scale and through

investment in better techniques and technoRSgy.

if we consider him in a world, just as he must hasme from the hands of nature, we behold in hinagimal
weaker than some, and less agile than otherstaking him all round, the most advantageously oigghof any.
| see him satisfying his hunger at the first oakq alaking his thirst at the first brook; findingstbed at the foodt
of the tree which afforded him a repast; and, wtfitat, all his wants supplietl (emphasis added)

49 SeeRidley, The Rational Optimistp. 47-84.

500 Id.

501See e.gL. Read, I, Pencil: My Family Tree as Told to Laath E. Read: “I, Pencil, simple though | appear to
be, merit your wonder and awe, a claim | shallmafteto prove. In fact, if you can understand me—thaf's too
much to ask of anyone—if you can become awaresfrtmaculousness which | symbolize, you can hele shae
freedom mankind is so unhappily losing. | have@qund lesson to teach. And | can teach this lebgtter than
can an automobile or an airplane or a mechanishvdisher because—well, because | am seeminglyrgiesi
Simple? Yetnot a single person on the face of this earth knbows to make mé[...] “My family tree begins
with what in fact is a tree, a cedar of straiglaigthat grows in Northern California and OregoowN\contemplate
all the saws and trucks and rope and the countith&s gear used in harvesting and carting the dedarto the
railroad siding. Think of all the persons and thenberless skills that went into their fabricatitime mining of
ore, the making of steel and its refinement intessaaxes, motors; the growing of hemp and bringinigrough
all the stages to heavy and strong rope; the lgggamps with their beds and mess halls, the coakedythe
raising of all the foods. Why, untold thousandpefsons had a hand in every cup of coffee the ksgdnk!”.
(emphasis added) The essay continues with the nhinag journey of the lead, the graphite, metaltedomplex
lacquer which coats the cedar, coming from all adothe world and involving millions of people ineih
production. All of this to illustrate that even theost basic of riches — a simple pencil to writevdadeas with —
involves trade and technology on a scale unfathdertabany single human being, yet requiring althaf people
and technology involved. Moreover, what is true tfee simple pencil is true for every item produ¢add yes,
the paper you are currently reading this sentends a true miracle of trade and technology as,Jatlialone the
miraculousness if you choose to read this on a coenscreen).

502 See e.gSmith, The Wealth of Nations, Book I, Chapter Ihdve seen a small manufactory of this kind, where
ten men only were employed, and where some of tt@mequently performed two or three distinct openat
But though they were very poor, and therefore bdifierently accommodated with the necessary mackirthey
could, when they exerted themselves, make amonyg #imout twelve pounds of pins in a day. There ara i
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Moreover, contrary to common perception, thereaghimg unnatural about the drive
towards efficiency such as through cooperationharge and specialization, and through
technology. Rather, this drive towards efficiensyaicore guiding principle of nature. As set
out in Section 3.2, every life form acts accordings perceived self-interest in order to survive
and to reproduce. Doing so is tlkenditio sine qua norior its continued existence and
reproductive success in an environment where tisazempetition for scarce resources - such
as food and reproductive opportunities. Inltaus classicusf evolutionary biology, the lion
hence chases the zebra and natural selection postiespecifies towards beneficial traits such
as speed and strength. However, besides the pwandsincreased benefitsiatural selection
also pushes species towards the other side obeostit analysisdecreased costff we revisit
thelocus classicusf evolutionary biology again, we see that if Humt was successful and the
lion has consumed the zebra, then the lion willggraot to move for days (except perhaps for
reproductive pursuits). Because the lion, beingimg of the Jungle, is at the top of the food
chain, he can sleep like a king without fallingyte another predator. He only has to eat to
survive. The reason why lions are notoriously ivacafter eating is however not just digestive.
Rather, it is for the same reason why not evemnahhas fantastic senses, strengths and smarts;
all of these features incur a great cost in thelwarhof energy they require to grow and maintain.
Great mental and physical strengths do not justigeobenefits, but they also incur costs.
Moreover, more often than not, the additional besetand in a negative cost/benefit relation
to the costs. In other words, even though suclufeatwould be improvement in the sense of
survival of the strongest, they are not so in trese of a survival of the fittest. The guiding
principle of evolution is to look for designs whichn survive and reprodueéficiently Hence,

If you don't use it, you better lose it. A greaaexple of this binary focus on either survival or
reproduction is the Kiwi bird of the genégpteryx which translates to ‘without wing’. The
Kiwi bird is a native species of flightless birdem New Zealand and surrounding Islands
which, because of New Zealand's geographical igwiathas evolved in an environment
without natural predators. Resultantly, this enminent de-emphasized survival mechanisms

and emphasized reproduction mechanisms. The lissafive pound bird which cannot fly or

pound upwards of four thousand pins of a middliizg.sThose ten persons, therefore, could make artiarg
upwards of forty-eight thousand pins in a day. Eaetson, therefore, making a tenth part of forghéthousand
pins, might be considered as making four thousdglt éaundred pins in a daut if they had all wrought
separately and independently, and without any efrithaving been educated to this peculiar busirtasy,
certainly could not each of them have made twegrdyhaps not one pin in a day; that is, certainlgt the two
hundred and fortieth, perhaps not the four thousaigiht hundredth, part of what they are at pressagable of
performing, in consequence of a proper division eochbination of their different operatiohs(emphasis added)
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properly sense threats and which lays a one poggdane of the largest proportional to the

size of any animal.

Homo sapiengoo provides a very clear example of the drivenature towards
efficiency. By any comparison to the rest of theval kingdom, we are an extremely unusual
animal. As the hardware and software in our braimsroved, it allowed us to wield fire,
produce ever more advanced tools and to wear the ekother animals as our clothing, instead
of having to evolve the appropriate skins oursel@@nsequently, our bodies adapted. As Kelly
observes:

“We are not the same folks who marched out of Afri©ur genes have coevolved with
our inventions. In the past 10,000 years alongdh our genes have evolved 100 times
faster than the average rate for the previous Bomiyears. [...]JOur teeth continue to
shrink (because of cooking, our external stomacohly, muscles thin out, our hair
disappears|...] We are coevolving with our technology, andsmhave become deeply
dependent on it. If all technology-every last krafed spear-were to be removed from
this planet, our species would not last more théawamonths. We are now symbiotic

with technology.”3%3 (emphasis added)

Mankind has long been in a symbiotic biologicaatieinship with our technology. We can live

without our technology like the lion can live witlttats teeth and claws. If we would take away
our technology, we as a species would have axfpeeancy comparable to the life expectancy
of a lion without its teeth and claws. Just aslitve has adapted to a life with his teeth and

claws, so too have we evolved to a life with owhtelogy.

Moreover, our technology has kept evolving sineehhnter/gatherer age and has done

so at a much faster pace. As Kelly put it:

“clothes are people’s extended skin, wheels extefelstd camera and telescopes
extended eyes. Our technological creations haverhegreat extrapolations of the bodies that
our genes built. In this way, we can think of teslbgy as our extended body. During the

industrial age it was easy to see the world thiywateam-powered shovels, locomotives,

503 SeeKelly, What Technology Wants. 21-42.
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television, and the levers and gears of engineerg\a fabulous exoskeleton that turned man

into supermat 504

Furthermore, as discussed in Section 2.4, whainithestrial age did for manual labor, the
information age will do for mental labor. In thensa way that the industrial age created an
exoskeleton as an extension of our biological l®die too the information age will create an

exobrain.

Moreover, we also continue to adapt to our techmpbnd become dependent upon it,
if not biologically as was the case with our shimgkteeth, thinning muscles and disappearing
hair, then in the social organization around oaht®logy. In the next section | will argue that
the infrastructures which we have built, are thehtmlogy that we have become dependent
upon as a society. Pursuant to the domestic anasgliscussed in Section 3.5, | will argue
that this technology is the extended body of tliaeSbody.

6.3 Critical Infrastructures as an Extension of the Stae Body
As cooperation continues to increase further, sieation deepens and trade starts to take

place over longer distances and over larger grafigmople. Consequently, as the physical
distance between trading groups of increasinglyigfized products and services increases,
the functional distance between them needs to tredsed in order to enable the trade of goods
and services. Within chiefdoms and States, thoétesr done through the public construction of

infrastructures.

The Oxford Dictionary defines ‘infrastructure’ asTHe basic physical and
organizational structures and facilities (e.g. dinljs, roads, power supplies) needed for the
operation of a society or enterprise”. In this iagdthe operative word is ‘operation’. It is the
operationof a society (public sphere) or enterprise (pevsphere) which is enabled by the

physical structures which traffic materials, eneagyg information.

504 SeeKelly, What Technology Wants, p. 43-56. Kelly donies: “A closer look reveals the flaw in this aowf:
The extended costume of animals is the resultaif tfenes. They inherit the basic blueprints of wthay make.
Humans don’t. The blueprint for our shells springnf our minds, which may spontaneously create danggt
none of our ancestors ever made or even imagih&gtHnology is an extension of humans, it is noegtension
of our genes but of our minds. Technology is themeethe extended body for ideas.”. In this Chagetly argues
that we should regard our technology as the ‘SéwvKirigdom’ of biology besides Eubacteria, Archadbda,
Protista, Plantae, Fungi and Animalia, but consistif memes rather than gensse also generallyl. McLuhan,
The Gutenberg Galaxy: The Making of Typographic NIEg62) (hereinafter: “The Gutenberg Galaxy”).
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In agricultural societies, the transportation obdurced agricultural goods and tools
stands central® Correspondingly, most infrastructures deal with thaffic of material§%
Raw materials such as agricultural goods are chover constructed roads which extend the
distance over which the wheels of a cart can cgonds before they break down, bridges are
built over creeks, rivers and valleys to diminisle time and energy required to carry goods
from point A to point B and harbors are dug outtsat ships with deep hauls can be docked
and (un)loaded®’ In industrial societies, the manipulation of matisr with energy stands
central’®® Correspondingly, most infrastructures deal with thaffic of energy?® Energy is
extracted from mines, wells and springs in the fofncoal, oil and gas and transported with
trains, tankers and pipelines to places where #rergy is directly used for the manipulation
of material resources or indirectly through thentng of turbines which generate electricity
which can be transported over larger distancesutircelectrical grid$° In information
societies, the extraction and processing of data imformation resources stands central.
Correspondingly, most infrastructures deal with thadfic of information. Information is
extracted from the natural world through sensas;gssed and transmitted through wired and

wireless telecommunicatiofi&t

Just as the yields of hunters, fishers and farisenereased through technology, so too
is the functional capacity to trade goods and ses/across greater distances increased through

the technology of infrastructures.

As cooperation increase further, specializatiorpdes further and trade soon starts to
take place internationally as well. The processpefcialization and trade that takes place among
individuals within a State, also takes place bethedState as people look for lower prices and

greater product variety.

Concomitantly, just as people were no longer inddpat and self-sufficient within
States when they started trading amongst each, @hé¢oo States are no longer independent
and self-sufficient when they start trading acr&ate borders. The consequence of this

dependencies is that one is potentially exposepidat vulnerability - closing a State of from

505 See supraection 2.4.
506 Id.

507|d'
508|d'
509|d_
510|d_
51l|d'
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the outside world or access to one’s technolodikédy to have dire consequences for said
individual or State. States thus become dependenttiber States for goods and services
through trade and specialization analogous to thg tat individuals become dependent on

each other for goods and services through tradesp@cializatior?!?

In international law and philosophy, this is walderstood. Resultantly, when one State
uses force to block another State from accessetgdlods and services it acquires from other
States, then the severity of this event is undedsémd this act is commonly considered an act
of aggression and potentially alseasus bellP*2 Consequently, the State whose access to the
goods and services it acquires abroad is allowagséoa proportional response to right this

wrong>4

In practice, a blockade does not need to coveetitiee border of another State in the
case of a land blockade, the entire coast linkdrcase of a sea blockade, or the entire airspace
in the case of an air blockade. Instead, a blockadebe enforced when the infrastructures of
roads, sea- and airports are blocked. In other syatde to the fact that it is infrastructures
through which this international trade is enabled also its blockade which can disable it. It

is for this reason that we often speak of certafrastructures as being critical.

Whether a specific infrastructure is consideredital’ would logically depend on the
measure of necessity for the operation of a sodegnterprise or, inversely, the severity of
disruption to it>® Regardless of dealing with societies or enterprighis can only be
determined on a case by case basis so that alargldependencies can be considered. When
it comes to critical infrastructures of States $ipeadly, the same logic applies. To one State
one thing will be critical, whereas to another &tabther things might be critical.
Unsurprisingly, what is ‘critical’ is defined diffently in nearly every State and it is even often
defined differently within specific States in diféat times. For example, the United States
Department of Homeland Security (hereinafter: “USI) - pursuant to American Presidential
directive PDD-63 of May 1998, which set up a nagioprogram of ‘Critical Infrastructure
Protection’ — currently considers those infrastnoes (or ‘infrastructure sectors” as they term
it) critical “whose assets, systems, and networks, whether physidrtual, are considered so

vital to the United States that their incapacitatior destruction would have a debilitating effect

512 See suprsection 3.5.

513 See supraection 4.3.
514 Id.

515 Id
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on security, national economic security, nationablic health or safety, or any combination
thereof”.51 In other words, when the physical or economictheafl (the citizens of) a country
is threatened by disabling a specific infrastruettinen this infrastructure is deemed critical. In
the most recent iteration of 2013, the US DHS lis8ssuch critical infrastructure sectors,
namely; Chemical, Commercial Facilities, Communara, Critical Manufacturing, Dams,
Defense Industrial Base, Emergency Services, EneFRigancial Services, Food and
Agriculture, Government Facilities, Healthcare d@hublic Health, Information Technology,
Nuclear Reactors, Materials, and Waste, Transpomntabystems, Water and Wastewater
Systems. Similarly, the European Union has its gwagram for Critical Infrastructure
Protection and considers those infrastructuregalivhich are “of the highest importance for
the Community and which if disrupted or destroyesuld affect two or more MS [Member
States], or a single Member State if the criticditastructure is located in another Member
State. This includes transboundary effects regultirom interdependencies between

interconnected infrastructures across various setf3’

In order to avoid the subijectivity inherent to tbensequence based approach, as
discussed in Section 4.3, for the purposes of tthésis, only those infrastructures will be
deemed critical when they contribute substanti@lyhe ‘measures of civilization’ of a State,
as described by lan Morris in his 2010 batky The West Rules - For Né&t# In this book
Morris attempted to explain why, according to hihe West has ruled during 14 out of the last
15 millennia with regards to the level of ‘develogmii of its civilization. Perhaps even more
interesting than Morris’ explanations on why thigsithe cas#® Morris provided an appendix
in the book on how he, perhaps daringly, attempteduantitatively measure the level of
qualitative development of different civilizationghich allowed him to rank them

accordingly??® He later expanded this measurement appendixhiet2d@13 companion volume

516 US DHS, Directive PDD-63, May, 1998.

517 COM(2006) 786, Brussels, 12 December 2006.

518 SeeMorris, Why the West Rules — For Now

519 Morris concluded that during the previous censitlee single most important factor for determinivigether
a certain civilization ruled, was its geographicdtion. Morris argues that factors such as the emtnation of
cultivatable foods, the distances of different smstes and the availability of resources in certaggions
determined the likelihood that those regions wandtigate, respectively, the agricultural revolaticolonization
efforts and the industrial revolution. The reasdryweographical location is becoming less releaaobrding to
Morris, closely relates to one of the central tisee€ this dissertation; that physical space is eging in
importance and that digital space is taking ovehasmost important space.

520 SeeMorris, Why the West Rules — For Noppendix. Note: this measurement does not inciudeasurement
of morality, merely a measurement of, mostly ecoicahevelopment.
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book Measuring Civilization: How Social Development Diss the Fate of Natior®s! In the
book, he goes through his extensive considerafiankis measurements$? These measures
have proven extremely apt at measuring civilizatind useful as an inspiration for the purposes
of this dissertation. Based on the UN Human Devalemt Index, Morris discerns four factors
which measure the development of a civilizafié. will discuss them in the order mentioned
below and explain to which State infrastructurasb{je- or privately owned) these measures
correspond. Subsequently, | will apply the expamsibcyberspace (caused by the acceleration,
miniaturization and dematerialization in the capaés of information technologies as
discussed in Section 2.4) to these infrastructumesrder to see how this expansion of
cyberspace to these infrastructures influencesis@sure of civilization. Thereby, it becomes
possible to properly appreciate the ‘severity’ whisese infrastructures are disrupted by cyber

operations.
Morris distinguished the following four measuresiilization:

1. The capacity within a civilization to capture arsklenergy?*

2. The capacity within a civilization to organize amtbanize??°

3. The capacity within a civilization to communicaté€and;

4. The capacity within a civilization to wage war imder to protect or expand a

civilization 52"
These measures of civilization provide the insprafor my categorization below:

1. The infrastructures of energy;
2. The infrastructures of matter;

3. The infrastructures of information;

521 Seel. Morris, The Measure of Civilization: How Social DevelopmBeiides the Fate of Natio(2013)
(hereinafter: “The Measure of Civilization”).

522 See generallorris, The Measure of Civilizatiqmp. 25-52.

523 See generallivorris, The Measure of Civilizatiqrp. 53-237.

524 See generalliMorris, The Measure of Civilizatiqp. 53-143see alsdvlorris, Why the West Rules — For now,
Appendix.

525 See generallyorris, The Measure of Civilizatigrp. 144-172see alsaMorris, Why the West Rules — For
now, Appendix.

526 See generallMorris, The Measure of Civilizatiqrp. 218-237see alsaMorris, Why the West Rules — For
now, Appendix.

527 See generallyorris, The Measure of Civilizatigmp. 173-217see alsaMorris, Why the West Rules — For
now, AppendixSeeMorris, The Measure of Civilization, p. 25-52, Sent9; see alsd. Morris, The Measure of
Civilization, Chapters 3,4,6,5 for discussions omergy, social organization, information technolagyd war-
making capacity respectively; |. Morris, Why the $t/Rules — For now, Part I, Section 3; I. MorridhyWhe West
Rules — For now, Appendix.

173



4. The infrastructures of effective control.

In the sections below, | will discuss the infrasttres of energy, matter and information and
justify my interpretation of Morris’ classificatiohe 4" measure of effective control through

war-making capacity has already been discussethap@r £28

6.4 The Infrastructures of Energy as the Respiratory Sgtem of the State
The first type of infrastructure which will be disgsed is the infrastructure dealing with energy.

It is defined by Morris as the full range of enemptured and used by a civilization, divided

into the categories of food and fi3él.

Food, both plant- and animal-based, is the enesgived from food which can be
consumed directly or which can be fed as feedheroanimals in exchange for labor services
or animal based products — such as meat, milk, wodlleather. Food as a category of energy
capture is the primary means of energy captureusedin hunter-gatherer and agricultural
civilizations>%° Fuel, defined by Morris as non-food energy souyrcessists ointer aliadung,
wood, peat, coal, oil, natural gas, solar, windjroy geo-thermal and nuclear power and can
be used for lighting, cooking, heating, coolingmguting and powering other machines. It is

the primary means of energy capture and use irstnidlized civilization$3*

The “capacity to capture and use energy” as defined/orris is translated in this
dissertation as those infrastructures dealing witkrgy. In other words, it concerns those
infrastructures which are responsible for the captiransportation and use of energy. Energy
is what powers civilizations and has, according/taris, historically been the most defining
measure of civilizatior?3?> The reason why the ability to capture and use gnésgso
determinative for the collective measure of cidtibn, is because it greatly influences the
carrying capacity of the territory over which a ikeation rules. Consider the following

example of the fictitiouSerra Cyberia

528 See generallChapter 4see especiallections 4.2-4.3 and 4.7

529 SeeMorris, The Measure of Civilizatigrt. 52-142Morris also considers raw materials used for chaghand
shelter to fall within the term ‘energy capturefthaugh this would technically fall under energynservation.
Since the impact of conservation is only of mininmaportance according to Morris, for the sake @ity, this
will not be covered separatelygesalsa. Morris, Why the West Rules — For Nof&ppendix.

530 SeeMorris, The Measure of Civilizatigrat. 52; see especially Figure 3.1 on the FramleWwgtEarl Cook.

531 Seel. Morris, The Measure of Civilizatiqmp. 52.

532 SeeMorris, The Measure of Civilizatigrp. 25-52.

174



Terra Cyberiais an island archipelago a 1000 kilometers weshainland Ecuador,
consisting of a group of quantitatively and quaiNtely identical islands — they are identical in

size and identical in all relevant other properties

OnTerra Praedator Congregantigeople patiently spend their days gathering fiauid
vegetables. The people are semi-settled, movingndrthe island when this or that food is in
season. Occasionally, the men leave their womerchitdien for a few days or weeks to hunt
the local birds and boars that came to the islamah the mainland. When they return after a
successful hunt, festivities are held in their hrasnad the people thoroughly enjoy the meat as
a delicacy. The people mostly live in the momeat, @ganically and enjoy an unpolluted
environment. Their largely monotonous lives argzanferrupted by the occasional scarcity of
food. Due to these shortages, girls on the islaadker when they have their first periods and
often skip menstrual cycles when their fat perogmtdrops below 15%. Pregnancies, when
they do occur, are often naturally aborted fordhme reason and when pregnancies do result
in birth, both the child and the mother have a gebance of dying during or soon after birth.
Infanticide is an accepted choice of contraceptibthe child and/or mother do survive birth
and if the child is not post-natally aborted, thstrof their lives are generally short regardless.
Senicide is not unheard off. The peoplel@nra Praedator Congregantere part of nature and
life is in balance.

On Terra Agracultura Victunpeople have cut into the jungle and have replpeets

of it with agricultural lands. They spend their dgyroducing their food by tilling the soil,

sowing seeds and reaping the fruits of their labond is rarely in short supply, but the elders
still remember the tropical storms that once wrdakavoc on the crops. They live by the
seasons, but they also try to diversify their itve=mnts in food production by engaging in long-
term schemes to further domesticate more plantaaimdals. With each harvest, the crops give
better yields and the domesticated boars are niattgned by the organic waste left-over from
the fields. The people drerra Agracultura Victunare settled near their agricultural lands and

nature and man live next to each other.

On Terra Labor Industriait seems as if every year new mechanical contiaptare
invented to which much of the heavy labor is outsed. Water mills grind the grain into
flower, wind mills seem to divert the water of eetiivers to agricultural lands and large ovens
are build where wood and coal are burned to shiag@dotal iron ore into all sorts of useful

tools such as axes to clear more land, shovelgtde®per ditches and strong wheels for carts
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to bring produce from the land to the people. Teepte on the island not only survive; they
thrive. People reproduce with great success anthignisland the elders are not just extra
mouths to feed, but also extra brains to storerimédion about the way the world works. The
people expand in breadth and depth on the islatttey- increase the productivity of their

existing lands and expand further into the jungle.

As demonstrated byerra Cyberia the strategies for capturing and using energy var
greatly and so do their survival and reproductivecesses. One could imagine ti@rra
Praedator Congreganti€ould contain a population numbering a thousanoplee Terra
Agracultura Victum10.000 people anderra Labor Industrial00.000 people, despite the

islands being of identical proportions and identgraperties

Inversely, when a civilization such agrra Labor Industriawould lose access to its
technology, its large population would collapsestf#s historian Jared Diamond documents
in Collapse — How Societies choose to Fail or SuceeednGuns, Germs and Steel: The Faith
of Human Societieshistorically speaking, energy shortages througfmastion of important
resources (or through a changing climate), hava tleemost predictive factors in determining
whether a civilization would continue to survive whether it would start to die. It thus
behooves us to briefly reflect on how our energfrastructures expose us to potential
disruptions. Our modern global civilization is poee by fossil fuels, ranging from the
fertilizers used to produce the foods on our fatthe fuels used to power the machines in
our factories. As Diamond warns, as a result o teliance and dependency on fossil fuels,
our modern global civilization is not immune to ttieeats of climate change and energy
shortages. Since Mankind started using fossil fijetsal, oil, natural gas) to power our
industrial machines and fertilize our agricultutahds, the modern global civilization has
exploded in the carrying capacity of our territerind in population growth. Coincidentally
however, the use of fossil fuels has contributeal¢banging climate, the likely results of which
include extreme weather, floods, droughts, famines;s and streams of refugees. At some
point, this process of climate change needs toldwesl (and possibly even reversed) at its
cause or great investments need to be made imfigits symptoms. Additionally, even if fossil
fuels did not contribute to ecological destructornf its consequences could be dealt with in a
cost-effective way, théssilin fossil fuel indicates that this source of fughiot a fuel which
will last us into the future, at least not foreviéris important to understand that our modern
civilization is built on the ability to withdraw engy from the fossil fuel bank, without making

deposits to it, the eventual consequence of witiohlsl be clear to anyone who has ever owned
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a bank account. Although it is unlikely that ourdaeon global industrialized civilization will
ever completely exhaust fossil fuels, the incre@siosts to capture and use the next drop of oil
or nugget of coal will, at some point, likely mdkssil fuels economically unfeasible to power
our civilization. Hence, at some point, soonerabed, we will either have to switch our modern
global civilization to other sources of fuel, os, @her civilizations have done before us, grind

to a halt and collapse.

It is important to have a proper appreciation @& gravity of this possibility. If our
civilization comes to be without the fuel to powaur industrial machines or fertilize our
agricultural lands, then any discussions withiraleg@eory or political science on civilization
will largely be a theoretical (or even moot) exsegibecause there will be no more civilization
to discuss legal theory or political science fastja much smaller world population consisting
of groups of hunter-gatherers and subsistence farmieo will have been thrown back into a
state of nature. Hence, in order to avoid the pskaof our modern global civilization, at some
point, the increasing costs of our unsustainablerggnusage - both with regards to the
economical and ecological costs — means we wilkhawwitch our energy infrastructure from
fossil fuels to more sustainable sources of energych as solar, wind, hydro, geo-thermal and
possibly, temporarily, nuclear energy as W&llWe either go green or we will have more urgent

matters to worry about than law, namely our “nabtytish and short lives8

Making this switch to sustainable sources of endrgyever, will make our energy
infrastructure wholly dependent upon cyber secuAtydetailed above, the measure of energy
is divided into the categories of food and feedh@none hand and fuel on the other, the former
dealing mainly with the infrastructures of theiegitural and fishing industry and the latter
dealing with the infrastructures of oil, electycand nuclear. Their connection to cyberspace

will be discussed in their respective order.

The connection of the food infrastructures of agtioe and fisheries to cyberspace will
only be covered briefly as it has been mentionefbrbeé3® In short, cheap sensors and

connectivity can cast a nervous system over thenmeé food production to monitor and

533 Nuclear power currently supplies between 10-15%rofual energy production and consumption, mostly i
Western states such as Japan and France. Althbaghdre no economical or technical barriers ttedtés up

to 100% of worldwide energy production and consuamptthere are three main reasons why such adopfion
nuclear energy is unlikely and/or undesirable.tFinsiclear energy is unpopular due to perceivekbkri3wo,
scaling up nuclear energy up worldwide could opea @andora’s box of proliferation risks. Thirdclear energy
is also a non-renewable fossil fuel which will rout at some point.

534 SeeHobbes/ eviathan Chapter XIII.

535 See suprsection 2.4, 5.4.
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experiment with the most resource efficient mednaduction. The result of this will be that
agricultural farms can do much more with much ksg that fish farms can provide us with
great amounts dfuit de mer Similar to the expansion of cyberspace, we coltd the same
amount of agricultural land and increase the capamn it or we could have the same
agricultural output on a smaller land. For examplee Netherlands is 184n size, but X in

agricultural exports in absolute numbers.

The connection of the infrastructures of fuel iseevmore promising. Electrical
infrastructure is currently organized as a so-dgllst-in-time system, which means that all of
the electricity used by our lighting, cooking, hegt cooling, computers and other machines
has been generated just milliseconds prior to*¥fd@alancing the tremendously complicated
supply and demand of all this electricity — whiaeds to happen in order to prevents black- or
brownouts - is already being done by connectingemargy infrastructure to cybersp&ée.
This connection of our electricity infrastructurgsats to cyberspace allows utilities to analyze
and predict the electricity demand and adjust thegy supply accordingly - using mostly

peaker gas plants and some hydro storéje.

In the future, this will become even more so, duéhe intermittency of green energy
source$3 Intermittency means that the output of these gnsogrces is not consistent due to
varying intensities of wind and solar power durthg days, weeks and year{¥) Moreover,
our current centralized electricity infrastructiséased on dozens or hundreds of power plants
per Staté*! A green infrastructure will be decentralized andtain millions upon millions of
power plants in the form of solar panels and windisnt*? Basically, the electricity
infrastructure will become a network, like the imtet is today. Balancing this exponentially
more complicated infrastructure requires intensiganection of electricity to cyberspace in
order to predict electricity supply and demand Hase everything from daily weather
predictions which influence solar radiance and waticength to the match schedule of the
football world cup finale every four years whenliaits of people turn on their televisions and

frying pans. With cyberspace it becomes possiblenéie these tremendously complicated

536 See generallyA. Lovins, Reinventing Fire — Bold Business Solutions for New Energy Era(2011)

(hereinafter: “Reinventing Fire”), p. 164-222.
537 Id.

538|d'
539|d'
540|d_
54l|d_
542|d'
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calculations and to turn on so-called virtual poplants, demand response units and to charge
and discharge electric car battefigsWithout cyberspace, this tremendous balancingsact
simply impossible. In other words, the energy @ifidhe future will have to become a network
for energy like the internet is a network for dathis requires tremendous amounts of data and

continuous reliance on cyberspace.

With this connection of the energy infrastructuwecyberspace however, also comes a
vulnerability for cyber attacks. Given the outwéading nature of our current and future energy
infrastructures systems, cyber operations can patigrbring down the entire energy system.
Even without causing any physical destruction, ritexe functional disruption of our energy
infrastructure through cyber attacks, can henagghain entire State to its knees much quicker

and much easier than traditional armies every could

In the Hobbesian analogy of the State body, ourggriafrastructures can be considered
as the respiratory system in the body of the Stafgovides us with the oxygen which fuels
everything. Any disruption to it will therefore las severe as suffocating. The more a State’s
energy infrastructures become dependent upon thdumetioning of cyberspace and the more
durable the functional disruption which is causgdabcyber operation, the more severe the
effects of this disruption become and therefore,rtfore likely it is that a State will consider

such disruption as a blockade of energy from rtstéey.

6.5 The Infrastructures of Matter as the Cardiovascular System of the

State
The second type of infrastructure which will becdissed, corresponds to the capacity within a

civilization to transport goods and persons. Mouses the size of the largest city within a

civilization as a proxy to measure its level ofiaborganization and urbanizatiéff.

The reason for choosing the largest city as a presithat up until the industrial
revolution, the capacity within a civilization tagture and use energy had been largely fixed -
the energy available to these civilizations camenfthe food which could be hunted, gathered
or farmed®* It is important to understand that in hunter-geghand agricultural civilizations,

it matters a great deal how much energy it cosltsitgy food from where it is hunted, gathered

543 Id

544 SeeMorris, The Measure of Civilizatigrat. 143-171.
545 SeeMorris, The Measure of Civilizatigrat. 143-171see alsdMorris, The Measure of Civilizatigrat. 52-142.
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or harvested, into a population cert®As cities grow beyond a certain size, they require
increasingly more energy to transport the same ammafucalories into population centéfs.

At some distance, the amount of food brought inp@pulation center requires more energy to
transport, than that it carries in calories. WHas happens, a city can no longer feed itself and
will collapse unto itself*® As explained in the previous subsection, mostlizations had
already discovered, through trial and error anificet selection and domestication of certain
food species, which food sources provided the midisient calorie per unit of volume, weight
and necessary resources invested. Beyond this, gaoice the amount of energy which could
be captured and used in a specific territory wegel fixed in hunter-gatherer and agricultural
civilizations, the size of a certain city depentiedely on how efficient it could transport goods
and person%*® With a fixed ability to capture and use energ, lbgistics of urbanization and

transportation constitute the defining factorsdity size within these earlier civilizations.

Transportation infrastructure deals with the ldgstof moving around goods and
persons. In other words, transportation of goods@ersons deals with the infrastructure and
logistics of matter. It concerns infrastructurealdg with every which physical way — such as

water, land and air.

Historically speaking, the wheel, the domesticatbanimals, large seafaring ships and
other ways of increasing the efficiency with whatbms can be moved per unit of energy, have
all provided a multiplier effect on the energy eapt and use®® Both the Islamic and Dutch
golden ages owe much of their success to theientisie ships — large wooden seafaring ships
in the case of the Dutch and camels in the cafieecArab world (often referred to as ‘ships of
the desert’P> With the industrial revolution, paved roads, raihds and water ways took it
one step further and increased the functional spatand, air and water ways exponentially.
Unsurprisingly, most cities used to be based arouatbr ways, because transportation by
water is far more efficient than over roads, esggcivobbly roads which easily destroy wheels
and cart$>?

546 SeeMorris, The Measure of Civilizatiorat. 143-171.
547 |d

548 |d
549 |d
550 SeeMorris, The Measure of Civilizatigrat. 143-171.
551 |d
552 |d
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The connection of cyberspace to our transportatirastructure has been an ongoing
process in our ever-urbanizing world, but themmigh room for functional growth through the
connection of atoms with bits. In our modern indasized civilization we have built cities
with populations numbering in the tens of milliomdjereas the largest cities in pre-industrial
times numbered a mere fraction of tHigPerhaps even more amazingly, we have not just
sprawled these cities ever wider, but we have #gtumanaged to maintain cities with
population densities of tens of thousands of pepptesquare kilometer. In these cities, energy
is no longer the problem, physical space is. Theeotion of transportation infrastructure to
cyberspace has long been an indispensable tooidogithe congestion in the arteries of our

cities.

With the acceleration and demassification of theac#ty of information technologies,
cyberspace is expanding further into our transgiortainfrastructures. The result of this
expansion will be that the transfer of goods andqes can become much more efficient with
regards to the time, energy and other resourcek U$e three trends most important in this
regard are the electrification of transportationfoaomous transportation and on-demand

public transportation, all of which are entirelypeé@dent upon cyberspace.

Electrification of transportation is an obvious essity in order to diminish our
dependence on fossil fuels, as discussed in theope sectior?>* However, transportation
consumes a relatively large amount of energy aratder to make electric driving practical,
batteries need to be filled quickl$? Switching transportation to electricity therefoeguires a
tremendous coordination of demand and supply irgsneCars need to be in constant
communication with the energy infrastructure sa thean be predicted when and where which
cars will either charge or discharge on the>ffeutonomous transportation enables Mankind
to take the next step after cruise control, craskigntion and auto-park and eliminates the need
for human driving altogether, first just on thedineay, then on every wa&y? Not only will this
free people from the task of driving and enablenthe work during commutes, but it will also

save hundreds of thousands of deaths caused bynhdmiving 558 Also, having cars think for

553 SeeMorris, The Measure of Civilizatigrat. 143-171see alsoMorris, Why The West Rules — For Now,
Appendix.

554 SeeSection 6.4see alsd.ovins, Reinventing Fire, p. 14-69.

555 Seelovins, Reinventing Fire, p. 14-609.

556 |d

557 See especiall$g. Heck, M. RogersResource Revolution — How to Capture the Biggestrigss Opportunity
in a Century(2014) (hereinafter: “Resource Revolution”), Clea8.

558 SeeHeck,Resource Revolutiop. 59-100.

181



themselves makes it possible for them to drive doge together, almost as a treitThis
helps reduce aerodynamic drag and frees up spatte soads so that both energy and time in
transportation are reduceé®.The effect will be a further freeing of Mankinafn the limits of
distance. People can start living beyond city amsnigs time and space experientially,
functionally disappear. Additionally, autonomousvihg also enables the elimination of the
need for ownership of vehicles altogether. Jushasic, movies and TV-series are no longer
owned, autonomous driving cars also make it pos$dsltransportation to be accessible at the
press of a buttoff* When you consider that the average car is usdthpsrduring just 5% of
its lifetime and is collecting dust and rust durihg other 95% on expensive parking spaces,
and when you consider that when cars are actuaind, that they tend to be occupied to only
20-25% of capacity, then it becomes clear thatti@nsportation would benefit greatly from a
switch from ownership to access at the press ofittoh>¢? Compared with that kind of
convenience, a car that you own — which you hawveatd, fill up, fix, insure, clean and pay
for deprecation whether you use it or not — begmseem like kind of a drag. Goods and
services are becoming on-demand or on-tap, actéessithe flip of a switch, rather than owned
and stocked.

Correspondingly, as our transportation infrastrietvansforms our cities, we become
exposed to new disruptions to it. Whereas traditiomlitary instruments would use explosives
to destroy roads, airports and bridges, cyber d¢ipesican now, functionally, create the same
amount of functional disruption to our societieshest push of a button.

In the Hobbesian analogy of the State body, ourspartation infrastructure can be
understood as the cardiovascular system in the lobdpe State. It provides us with the
transportation of nutrients where they are needed. disruption to it can be as severe as a
heart attack. The more a State’s infrastructurematter become dependent upon the well-
functioning of cyberspace and the more durablduhetional disruption which is caused by a
cyber operation, the more severe the effects efdlsruption become and therefore, the more

likely it is that a State will consider such distiop as a blockade of matter from its territory.

559|d'
560|d_
561|d_
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6.6 The Infrastructures of Information as the Central Nervous System of

the State
The third type of infrastructure which will be dissed, deals with the capacity within a

civilization to communicate. In other words, itlie means of moving information, which more
or less takes place without adding significant rmaigenergy or material costs for each
additional bit of information. Where transportatiofirastructure deals with the infrastructure
and logistics of matter, and energy infrastructigals with the infrastructure and logistics of

energy, information infrastructure deal with th&astructure and logistics of data.

From the stone tablets of Moses to the high-tellets of Jobs, efficient communication
has greatly influenced the ability within a sociéy knowledge to be stored, processed and
transmitted. In the case of Moses, the ten commantsnthe Torah and the Talmud allowed
the Jewish people to survive an exile from thestdric homeland lasting two millennia without
being destroyed or assimilated, a feat unequaleddarded history. In the case of Jobs, the
focus on the efficiency of communication has resiin a user interface of home screen- and
icons which has remained largely unchanged even afiecade (which translates to about two

millennia in technology years).

The connection of cyberspace to our informatiomastructure is of course by now a
well-known phenomenon — actually, when most petilek of cyberspace or the internet, the
first thing they think about are our modern comneation platforms. Shirky discerns five
historical events in modern history, which, accogdito him, qualify as communications
revolutions — which he defines as a moment in hystehen a communication technology
greatly increased the expressive capacity of pef¥diThe first such revolution was the advent
of the printing press, which, for the first timdjoawed for one-to-many static text-based
communicatior?®* The second revolution was the advent of the telephwhich allowed for
one-to-one real-life communication between indigiduover great distancé&® The third
revolution was the advent of audio and video ree@nd players, which allowed for one-to-
many dynamic audio- and video-based communica®ihe fourth revolution was the

harnessing of the broadcasting spectrum, whiclwakibfor real-time one-to-many audio and

563SeeC. Shirky, How the Internet will (one day) transfogovernment, June 2012, TED 204ailable at:
http://www.ted.com/talks/clay_shirky how the_intetrrwill_one_day transform_governmeatcessed on S1

July, 2017).
564 Id.

565 Id
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video-based communicatiGf. The fifth and current revolution in communicatisrthat of the
internet, which allows, for the first time in hisyp many-to-many dynamic communication —
including everyone everywhere - through text, aumha video orinter alia websites, -logs
(web- and video based) and social platfoPidoreover, as Shirky notes, the internet is more
than the printing press writ large. Rather, theitaald of cyberspace to our communications
has, to a large degree, usurped all previous conuation technologies — such as books, radio
and televisior?®® Information has never spread so far and wide ssing time and space
without friction. Additionally, with the continuingncrease in transmission speeds, tele-
conferencing and other communication technologie®d at collaboration in the workplace,
we can expect to attain virtual reality types afalation and thus decrease the need to travel to

an office building altogether (or the office buiidito be built in the first place).

With this connection of all of our communicatiorfrastructures to cyberspace, our
communication has become wholly dependent uposeharity of our cyberspace. Moreover,
any disruption to our communication infrastructdo®s not just influence our communication,
but it also has cascading effects to our othemsgifuctures, including to our infrastructures

dealing with energy and matter.

In the Hobbesian analogy of the State body, owrmétion infrastructures truly are the
central nervous system in the body of the StateyTontrol and command all within the body.
Disruption to it can be as severe as having a strdlhe more a State’s information
infrastructures become dependent upon the welltiomiaog of cyberspace and the more
durable the functional disruption which is causgdabcyber operation, the more severe the
effects of this disruption become and therefore,rtfore likely it is that a State will consider

such disruption as a blockade of information fraosrierritory.

6.7 Conclusion
This chapter started with the observation that Niaohks in a symbiotic relationship with

Machines and that the same is true for the Staeggre becoming increasingly dependent upon

the well-functioning of our technology. Blocking mm our technology can therefore have

567 Id
568 Id
569 Id
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severe consequences. Resultantly, the State neadgust accordingly and protect our access

to our technology if it wants to maintain r@son d’étre

Section 6.2 started with the state of nature amdfiost contact with technology. It
discussed the process by which we first acquiretstas extensions of our human bodies.
Subsequently, it discussed how we gradually movenh four animal bodies to the modern
cyborgs we are today and it discussed how we bedapendent upon our continued access to

our technology for our very survival.

Section 6.3 continued with our social organizateomd argued that the State has
developed a symbiotic relationship with technolagywell. Pursuant to the anatomy analogy,
| have argue that critical infrastructures are esiens of the State’s body and that the State has

similarly become dependent upon continued accetbese technologies for its very survival.

Sections 6.4-6.6 discussed three types of critidedstructures of the State body, namely;
the infrastructures of energy, matter and infororatiThese sections argued why these
infrastructures correspond to the respiratory-gicaascular and central nervous systems of the
State body and these sections have discussed lesg thfrastructures are each becoming
increasingly connected to cyberspace. Consequeyher operations can increasingly cause
severe functional disruption to these infrastruesythereby blocking the movement of energy,
matter and information in the State body. In thesaions, it has been argued why the durable
disruption of these critical infrastructures thrbugyber operations therefore needs to be
considered as severe as disruptions to the respiratardiovascular- and central nervous
system of the body. Just as with the human bo@getlsystems do not need to be destroyed to
cause severe effects, durable disruption is enoligérefore, as States become increasingly
dependent upon the well-functioning of critical ragtructures and as these infrastructures
become increasingly dependent upon the well-funaip of cyberspace, the State will follow
us there and will start to consider disruptiontadse infrastructures through cyber operations

as severe as a blockade of energy, matter or efremrgyits (cyber) territory.
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