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5 Large-Scale Theft of Intellectual Property as
Aggrandizement of Cyber Territory

“Shylock: No, go ahead and take my life. Don’t pardon thatu Yake my house away when
you take the money | need for upkeep. You takdemnyHen you take away my means of making

a living.385

5.1 Introduction
In William ShakespeareShe Merchant of VenicBassanio, three parties agree to a contract.

Bassanio, a Venetian noble man, seeks to loan ao$l8000 ducats to invest in a shipping
expedition, after having previously already squaedéhis estate. He approaches his friend,
Antonio, a Venetian merchant, for the loan. Althlugntonio is willing to provide the loan to
Bassanio, he is unable to do so because his shibsarchandise are out at sea at the time.
However, Antonio agrees to act as the loan’s guardor when Bassanio can find another
lender. This lender is eventually found in Shylogk/enetian Jew and money-lender. Shylock
agrees to lend Bassanio, an outspoken anti-Serhitehas previously antagonized Shylock,
the sum, under the condition that, as an insuramtiee loan, should Bassanio fail to repay the
loan at a specified date, Shylock may then exguiand of flesh’ from Antonio, literally. After
deliberation, Bassanio and Antonio agree to thegdas set out by Shylock and the contract is

signed.

Unfortunately, this time as well, luck is not oa$anio’s side and this expedition too
fails. The story progresses with a default on thgnpent and with Shylock taking Antonio to
court to exact his ‘pound of flesh’. After someatission, Shylock is initially allowed to exact
his pound of flesh as per the agreement. Soon dfierehowever, the judge declares that
although Shylock may take the pound of flesh, hg nm take a gram more or less, lest Shylock
be locked up. Additionally, Shylock may also ndtadhe blood of Antonio as this is considered
by the judge not to be included in the agreemenotedver, the judge also declares that Shylock

is in violation of another Venetian law, namely thes that holds that if a foreign resident -

385 W. Shakespeare, The Merchant of Venice (Modern nstation), available at
http://nfs.sparknotes.com/merchaftt 4, Scene 1, Page 16, lines 355-369.
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such as Jews like Shylock, who live in Venice’s idtwghetté® and not in Venice proper —
make a direct or indirect attempt to kill any atizof Venice, that the person he tried to Kkill
may take half of this foreigner’s property, witletbther half going to the stat€.Further, this
law stipulates that Shylock’s life is now to be ided by the Duké® The Duke, after some
deliberation, decides to spare the life of Shylaokl to forfeit the half of Shylock’s property
which is to go to the state. The other half id shilgo to Antonio. Shylock, perhaps initially

surprising to many, rejects the offer.

The predicament of Shylock is dire and, perhapgr®ingly, uniquely suitable to
illustrate the overarching goal of this chaptemedy the importance of protecting intellectual
property in cyberspace. To Shylock, the proposetesee did not just amount to a harsh (and
arguably unjust® punishment and a major financial setback. Ratheguld be argued that it
continued to amount to a death sentence. As aivieyy In 16" century Italy, Shylock was not
allowed to own land for farming, nor was he allowedexercise professions or serve in
government. Resultantly, with the factors of praearc of land or labor not available to him,
the only factor of production open to Jews like IBblk was that oftapital.3°° However, in

order to make a living from capital, money-lendiequires a certain amount of capital to lend

38 The name ‘ghetto’ comes from the waldeta which means ‘snail’ in the Venetian dialect afian. It refers
to so-called snails in metallurgy, which is a byprot of foundries that looks like a mesh of snallse Jewish
living spaces in Venice were built on the spot vehée iron foundries let the snails cool off.

387 See W. Shakespeare, The Merchant of Venice (Modern slation), available at
http://nfs.sparknotes.com/merchaAtt 4, Scene 1, Page 15, lines 338-348, “Waitilaute, Jew. The law has
another hold on you. The laws of Venice state ifhatforeign resident directly or indirectly attetago kill any
citizen, the person he tried to kill will receivaehalf of the foreigner’'s goods. The other hakégto the state.
Whether the offending person lives or dies is uihéoduke—there’s no one else to appeal to. In poedicament
you've earned that punishment, because you'velgleantrived indirectly—and directly too—to takeetfife of
the defendant. So get down on your knees and begyrfrem the duke.”.

388 SeeShakespeare, The Merchant of Venice, Act 4, SteRage 15, lines 338-348.

389 SeeShakespeare, The Merchant of Venice, Act 3, SteRage 3, lines: “Doesn’t a Jew have eyes? Doasn’t
Jew have hands, bodily organs, a human shapesdinges, feelings, and passions? Doesn’'t a Jewnesaaine
food, get hurt with the same weapons, get sick thighsame diseases, get healed by the same medicthezarm
up in summer and cool off in winter just like a Gtian? If you prick us with a pin, don’'t we bleeldyou tickle
us, don't we laugh? If you poison us, don’'t we diefl if you treat us badly, won't we try to get eenge? If we're
like you in everything else, we’ll resemble youtlrat respect.” Contrary to modern legal systemes \Manetian
legal system had different (sets of) rules fordigerent peoples living under its sovereignty. Thee which has
been applied to punish Shylock could not be appbettie other, non-Jewish residents of Venice.

390 SeeSmith, The Wealth of NatiopsChapter VI. In economics, the factors of produttiefer to the different
types of inputs which, taken together, create amewic output, such as a product or service. thiis output
which translates to economic value one can monétizeake a living from. In the classic definitiaghe factors
of production are defined mutually exclusive antlextively exhaustive as land, labor and capitalnd refers to
natural resources like water, air and soil, as welthe natural resources above and below thenaorlrakers to
the manual and mental efforts one undertakes taexbatural resources, process them [designsjitalapfers
to the technology and other goods (such as buidimgfrastructure and intellectual property) used the
production of goods and services. In more modefimitiens, entrepreneurship and human capital areetimes
separated from their overarching category of ladyat technology is sometimes separated from itsangiing
category of capital.
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out to charge interest on. If half of Shylock’s itapwould be taken away, then, according to
Shylock, he would not be able to continue (makiplivang. In the eyes of Shylock, the choice
between death and surrender of the means by whigtake a living thus amounted to a false
choice. Shylock thus replied with the wordsid; go ahead and take my life. Don’t pardon that.
You take my house away when you take the money foleupkeep. You take my life when you
take away my means of making a livingj!

This chapter will argue, pursuant to the legal modal philosophy behind the principles
of State sovereignty, that in the Information Ags, described in Chapter 2, our economic
activity is very comparable to that of Shylock iretlé" century and that as a consequence,
cyber operations which engage in large-scale, -sfawasored theft of intellectual property
should be understood as territorial aggrandizermémyber territory, analogous to physical
territorial aggrandizement through large-scaleggessponsored attacks using traditional kinetic

means €.g.,artillery shelling, naval attacks, aerial strikescetera.

As explained in Chapter 3, State sovereignty isnaltely derived from the inherent
drive of people to self-determination and the prtta thereto by the State of the vital interests
of individuals, namely; life, liberty and propergs well as their collective forms in the shape
of state sovereignty, political independence anitéeial integrity. This chapter and Chapter 6
deal with the inverse of State sovereignty, nanfe@aches to self-determination. Chapter 6
deals with threats to cybeservicessuch as through the durable disruption of critical
infrastructures. This chapter will continue to dedh threats to cybgeroductssuch as through

the large-scale theft of intellectual property.

This chapter contains three main sections, dealitity subsequentlyes nullius terra

nullius anddata nullius

Section 5.2 will deal withes nullius In this section, the legal and moral foundation f
the concept of property will be set out in genaral specifically, the legal and moral foundation
of ownership ovephysical objectslt is argued here that ultimately, all properiyhts are
derived from the addition of value by a persontioough the proxy of a legal entity) to natural
resources which previously had the statusesfnullius Section 5.3 deals witterra nullius
This section will deal witttand and how the cultivation dérra nulliusestablishes ownership

over it. This section also addresses Rousseawstai)s to property rights in general and

391 SeeShakespeare, The Merchant of Venice, Act 4, Stefage 16, lines 355-369
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specifically, those objections to property rightgeoland. Section 5.4 will deal witbata
nullius. In this section, it is discussed why, from a nharal legal perspective, people can own
not just land and physical objects, but also idelasn these ideas have previously been, what
| call, ‘data nullius. In this section, the differences and similastigill be discussed between
gaining ownership through manual labor (objects lands) and mental labor (ideas). In this
section, it is also argued that protectintgllectual property is the pre-requisite to being able

to ‘make a living’ in the Information Age.

Throughout this chapter, a legal and moral theontlie information age on property
rights is built from the ground up. This theoryrigavith the state of nature and how in the state
of nature, social animals, including humans, owgirtkabor. From there it will be discussed
how this labor can be used to provide servicegsheranembers of the group in exchange for
social currency, which can be cashed in on in exgedor other services. Subsequently, we
leave (most of) the rest of the animal kingdom bdhis, as we discuss hddomo sapiens
attains ownership overhysical objectdy mixing his labor with the natural resourcesis
surroundings. Thereafter, we will discuss how, tigiothe mixture of his labor with laridpmo
sapienscan attain ownership ové&nd. Finally, we will discuss how ownership ovdeasis
established. By doing so, this section will bringr aliscussion on property and territorial
integrity into the Information Age. The chapterv@bnclude in Section 5.5 where a summary

and concluding observations are provided.

5.2 From Res Nulliusto Ownership over Physical Objects
As set out in Section 3.3, | believe that the psime recognition of the right to property in

political philosophy as well as in regional ancemmational legal systems across time and space
is not a historical coincidence, but rather, thaeiflects a fundamental logic to legal systems
which is demonstrated by both philosophy and theasywell as by law and practi€®.This
logic is that the right to property is derived fraumr human nature and from our inherent drive

to self-determination.

392SeeSection 3.2see alsal. Locke, Second Treatise of Government, sect!\®ether we consider natural
reason, which tells us, that men, being once bdwamwe a right to their preservation, and consequéntheat and
drink, and such other things as nature affordstfair subsistenck. (emphasis added¥ee alsdRousseau, On
the Inequality among Mankind, part II: "Man's fifseling was that of his own existence, dmlfirst care that of
selfpreservatior! (emphasis added)
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Understanding that the right to property is a @mguisite to Man’s self-determination,
does however not explain where and when this rigiginates. | believe therefore that any
discussion on property rights — both individuaiyate property rights, as well as collective,

public property rights — requires one to starhatleginning, with the state of nature.

Originally, when Man was a hunter/gatherer wandeanound the plains of Africa,
adapting to his surroundings, he was more alika tirdike the other animals. Man was just
another primate roaming around, looking for food &nding off others through the threat or
the use of pre-emptive, preventive and punitiveeddP® The trees and the animals in his
surroundings did not belong to him, y&tinstead, the concept of ownership over property in
the state of nature was either completely abseittveais limited to the duration during which
one could hold some piece of fruit or meat in fasmdhand successfully fight others off from

taking it from him. Man lived in the moment. Food diot spoil.
Man did own one thing and from this, ultimatelyl,@knership originates; hiabor.3°®

Among social animals, it is understood that membé&is group have ownership over
their labor. Given that nearly all social animaésribt buildproducts in order to understand
this concept in the animal kingdom, we need to labkheserviceswhich they provide to the
other members of their respective groups. Amongdas@mnimals, there is a basic, implicit
understanding that the services which the membe¢hese groups provide to each other — such
as grooming, protection and prostitufi$fh areownedby the providers of these services. One
notably example which is very illustrative of thaderstanding of ownership among social
animals was in a 2005 Yale study on the behavieapfichin monkey®’ In the study a group
of researchers taught a group of capuchin monkeys o use money to pay for fogef

Subsequently, the monkeys were given a certaindiutdgspend how they wished, such as on

393 SeesupraSection 3.2.

3% SeelLocke, Second Treatise of Governme@hapter 5, section 26: "God, who hath given tedvto men in
common, hath also given them reason to make ugemfhe best advantage of life, and convenieite. earth,
and all that is therein, is given to men for thppart and comfort of their being. And tho' all tineits it naturally
produces, and beasts it feeds, belong to mankimbimmon, as they are produced by the spontaneaus dfa
nature; ancho body has originally a private dominion, exclesof the rest of mankinth any of them, as they are
thus in their natural state.". (emphasis added)

3% Sed ocke, Second Treatise of Government, Chapterchicse27: " Though the earth, and all inferior dreas,
be common to all men, yet every man has a projettis own person: this no body has any right tbHiomself.
The labour of his body, and the work of his hamdésmay say, are properly His(emphasis added)

3% SeesupraSection 3.2. Unsurprisingly, the basic servicescWisiocial animals provide to each other often are
related to the twin goals of survival (protectiamd reproduction (prostitution).

397 See S. Dubner, S. Levitt, Monkey Business, New York &n ¥ June, 2005,available at:

http://www.nytimes.com/2005/06/05/magazine/monkesgibess.htm{accessed on 31st July, 2017).
398 Id.
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different types and/or amounts of fo&tl.The researchers wanted to find out how these
primates would use their ability to use money &poand to different economic situations — such
as gambling, egoism/altruism, time preferemtecetera’®® However, the researchers soon
noticed that these monkeys were much more humam phaviously thought. When the
monkeys learned that money held value which coeldided to buy goods and services, they
soon observed one male monkey using his monewta ffiemale monkey for s¢k? After the
exchange took place, the female monkey used theeyntbuy a grap®?In other words,
when these monkeys learned the value of money,réiryented the world’s proverbial oldest
profession. The researchers subsequently had togehthe setup of their experiments to

prevent the lab from turning into a brotiel.

Even when the understanding of ownership over sesvis not as explicit as in this
example — with money as a medium of exchange -ameobserve an implicit understanding of
this concept throughout different species of soar@mals. They understand the underlying
social currencywhich is transferred when services are providectudlly, it is this very
understanding which is the pre-requisite to alltwirt lives to become socialhe services
which social animals provide to each other in exgaafor social currency can be cashed in on
in different ways, even without physical currency an intermediary. The services can be
exchanged in an immediatpid pro quofashion. For example, one monkey might groom
another monkey and after completing the serviae,aumound, point at his back, and expect the
service to be reciprocated right then and therrAdtively, a monkey may deliberately groom
another monkey who is higher up the social ladd#@rout expecting to be groomed in return,
but in order to acquire political capital which daacashed in on at a later date. Brains evolve

to keep score.

Certainly, there is risk involved in providing angee in exchange for social currency
rather than for a physical store of value such asay (or in exchange for a physical product).
The latter category can be cashed in on with muehtgr certainty than the former. All that is
required is to keep the money (or product) unisl @xchanged. However, even though no social

animal besidesiomo sapienxchanges physical products (and until recentlyney)204 it

399|d_
400|d_
40l|d'
402|d'
403|d

404 SeeA. Smith,An Inquiry into the Nature and Causes of the WealltNations(1776) (hereinafter: “The Wealth
of Nations), Chapter Il:Nobody ever saw a dog make a fair and deliberatbaxge of one bone for another with
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can still be expected that even in the absendeeafiedium of exchange of the Yale experiment,
that there exists ownership over the social cugremiich social animals exchange through
their services to each other. Although we havegéind a way to communicate with animals
with sufficient complexity to get such answers dile verbalized, there are many clues.
Besides situations such as those described inréwops paragraph (of which there are many),
perhaps the strongest clue that social animals kespcial currency score with the fellow
members of their respective groups, is the so-@aleinbar’'s number*® The primatologist
Robin Dunbar discovered that there exists a stoongelation among different primate species
between the size of their respective neo-corteréstlae size of their social grouff$.Given
that primate brains have a shared evolutionarytyisit is believed that the reason for this
strong correlation is that the size of the neoeorf a particular primate species provides a
functional, cognitive limit to the amount of relatiships they can maintaif In other words,
primate groups can maintain social cohesion onlyas@nd so long as the members of the
group can keep track of the relations and the soai@ency scores they have with the other
members of the grou}s® When the amount of social relations within a growgueases beyond
this functional, cognitive limit, social cohesioritin these groups breaks down as relations

cannot be maintained and the groups themselvesk lgart.

Gradually, but steadily, one such social animapanticular,Homo sapiensattained
ownership not just over his labor and the serviweprovides to the other members of his group
with this labor, but also over much of his physwadroundings as well. He did this through the

mixture of his labor with the natural resourcesim surrounding4?® The factor of production

another dogNobody ever saw one animal, by its gestures ahatalecries signify to another, this is mine, that
yours; | am willing to give this for that. When animal wants to obtain something either of a mamf@nother
animal, it has no other means of persuasion, bgaio the favour of those whose service it requifepuppy
fawns upon its dam, and a spaniel endeavours tihgusand attractions, to engage the attentiors sh#ster who
is at dinner, when it wants to be fed by him.”. fdrasis added)

405 5ee generallil. Gladwell, The Tipping Point2000), p. 169-192.
406 Id.

407 Id

408 See generallyGladwell, The Tipping Point p. 169-192. The Dunbar number felomo sapienswhich
corresponds to the size of our average neo-cortaddapredict our average group size to be betwd&fh2D0
members. This number corresponds to the histoyjarho sapiengluring the times when we lived in a band
society.

409 Sed ocke,Second Treatise of Governme@hapter 4, section 28: "He that is nourishedchieyaticorns he picked
up under an oak, or the apples he gathered frorréhe in the wood, has certainly appropriated tteehimself.
No body can deny but the nourishment is hisk then, when did they begin to be his? whetidested? or when
he eat? or when he boiled? or when he brought theme? or when he picked them @&fl it is plain, if the first
gathering made them not his, nothing else coul@t Tdbour put a distinction between them and comrtioat
added something to them more than nature, the conmmther of all, had done; and so they becamerhiatp
right." (emphasis added)
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of labor became mixed with the factor of productionlarid and thephysical objectsvhich

resulted from this mixture is hjgoperty41°

Thoughtful people can disagree on the exacimentwhen Man started owning (parts
of) his surroundings, but most will agree that thethodby which Man originally started
owning (parts of) his surroundings was through stune of his labor with the natural resources
in his surrounding4! Some may argue that all that is required for osimigrto be established
over aphysical objecis to climb a certain tree and to pluck its fruibs to dig the earth to
unearth a vegetable or to track, chase, catch illrmhlkanimal, in order for ownership to come
into being over that specific piece of fruit, veajele or piece of meat? This view reminds us
of a line in the poem ihe Jungle Boolwhich was used to introduce Chapter Bhé Kill of
the Wolf is the meat of the Wolf. He may do whatiigBut, till he has given permission, the
Pack may not eat of that Kill*13 If one extracts a natural resource from natuem thccording
to this view, it is extracted from the public irttee private domain. This view would entail that
ownership over physical objects is not an exclugiveiman affair, but that it exists among
non-human animals as well. Indeed, among many Isanimals theft of gathered or hunted
food evokes defensive behavior of the kind thatld/suggest a rudimentary understanding of
the concept of ownership over physical objects.he@ may argue that ownership only

originates over produceproducts That is, ownership only originateshen some kind of

410 seelocke,Second Treatise of Governme@hapter 5, section 28.

411 Seel ocke,Second Treatise of Governme@hapter 5, section 27: "It being by him remowveif the common
state nature hath placed it inhath by this labour something annexed to it tiecludes the common right of
other menfor this labour being the unquestionable propeftyhe labourer, no man but he can have a right to
what that is once joined to, at least where thereniough, and as good, left in common for othe¢sriphasis
added)

412 Seel ocke,Second Treatise of Governméitapter 5, section 27Whatsoever then he removes out of the state
that nature hath providednd left it in, he hath mixed his labour withdganined to it something that is his own,
and thereby makes it his propertybeing by him removed from the common stateredtath placed it init hath
by this labour something annexed to it, that exetuthe common right of other men: for this laboeing the
unquestionable property of the labourer, no manhieutan have a right to what that is once joinedtdeast
where there is enough, and as good, left in comfimoothers." (emphasis added); Chapter 5, seciforitze that

is nourished by the acorns he picked up under & oathe apples he gathered from the trees intbed has
certainly appropriated them to himself. No body dany but the nourishment is his." (emphasis addeapter
5, section 30: "Thus this law of reasoakes the deer that Indian's who hath killed its illowed to be his goods
who hath bestowed his labour upon it, though beitoneas the common right of every one. And amortlgsse
who are counted the civilized part of mankind, wiave made and multiplied positive laws to determpirgperty,
this original law of nature, for the beginning abperty, in what was before common, still takespjaand by
virtue thereofwhat fish any one catches in the ocetliat great and still remaining common of mankimdyhat
ambergrise any one takes up hdeeby the labour that removes it out of that camrstate nature left it in, made
his property, who takes that pains about it. Andreamongst us, the hare that any one is huntinbpigyht his
who pursues her during the chase: for being a libasts still looked upon as common, and no marilsate
possession; whoever has employed so much labout abg of that kind, as to find and pursue her,thaseby
removed her from the state of nature, wherein @ @@mmon, and hath begun a property." (emphadedad
43R, Kipling, The Jungle Book, The Law of the Jungle
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additional, original value has been created or peed, such as through the taming, breeding
and raising of wild animals in pastoralist societ@ through the domestication, breeding,
sowing, growing and reaping of fruits, vegetabled grains in agricultural societié%' In other
words, some may argue thaptureor extractionof natural resources from their surroundings
is sufficient labor and mixture of labor with larid originate ownership over a physical
object!> whereas others will argue that oghgationor productionbased on natural resources
is sufficient labor to originate ownership over mguct#'6 Whether one accepts the former
view of the (literal) fruits of one’s labor or thatter view that one must adapts one’s
surroundings rather thawvice versa the disagreement is a disagreemendefree not a
disagreement ddind. Hence, what thoughtful people do not disagress ¢ime principle that the
greater the relative value of the labor comparedh® value of the overall object and its
constituent natural resources, the stronger thema@&ownership of the laborer will be. We see
this exemplified clearly when someone plucks frotrea which someone else has planted and
grown. In this case, the claim of the grower issidered to be stronger than that of the plucker,
as the labor of the grower has been decidedly grézn that of the plucker. Hence, the plucker
may not take this particular piece of fruit withabe explicit or implicit permission of the

grower and the grower may ward him off until suehrpission is given.

We can assume that the recognition of the principé the right to property over
physical objects originates from a sufficient degoé admixture of one’s labor with natural
resources in one’s surroundingsflects historical reality dating all the way baittk early
hunter/gatherer societies. Although it might seiely that in primitive society moral and legal
ownership over property would have held little patton, as there is no police or court system
in such a situation upon whom one can call, in,fattsecond consideration, a more likely
scenario seems to be that ownership did in fastigecsufficient protection to convince people

to keep laboring for the production of physicaleatts. For example, even though a strong man

414 Seel ocke,Second Treatise of Governmeg@hapter 5, section 32: "But the chief matterrafggrty being now
not the fruits of the earth, and the beasts thiasistion it, but the earth itself; as that whickesin and carries
with it all the rest] think it is plain, that property in that too isquired as the former. As much land as a man
tills, plants, improves, cultivates, and can use phoduct of, so much is his properte by his labour does, as it
were, inclose it from the common. Nor will it ini@éte his right, to say every body else has anlggleto it;
and therefore he cannot appropriate, he cannobdaciwithout the consent of all his fellow-commaneall
mankind God, when he gave the world in common to all imehkcommanded man also to labpand the penury
of his condition required it of him. God and hiasen commanded him to subdue the earth, i.e. iregtdor the
benefit of life, and therein lay out something upbthat was his own, his labour. He that in obade&to this
command of God, subdued, tilled and sowed anyqgfaft thereby annexed to it something that wasphiperty,
which another had no title to, nor could withoytiny take from him." (emphasis added)

415Seel ocke,Second Treatise of Governmétiapter 5, section 27-30.

416 Seel ocke,Second Treatise of Governmétitapter 5, section 32.
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could simply take the (literal or figurative) fraibf another man’s labor through the use or the
threat to use force if this latter man is physicaleaker, it would seem likely that the stronger
the claim to ownership of the weaker man pursuanié principle discussed in the previous
paragraphs, that there would be a corresponditiging rejection by the other members of the
group of this act and a corresponding politicaltdos the actor. Imagine the situation in a
primitive hunter/gatherer society when a young fmas just finished constructing a new spear.
He has spent countless hours finding the perfectdtr, sharpening and hardening its sharp end
in fire and he has even customized it with the ienaiga honey badger, with which he identifies.
The village has seen him toiling and working foysland knows that he is probably soon going
out to try to kill a lion, a rite of passage whiefil earn him the right to choose a wife. Now
along comes the alpha male of the group, in th@ef his physical strength, who takes the
spear from him by force. Moreover, not only does alpha male take the spear from him, but
he also whacks him over the head with the back adrning the newly produced spear against
its very creator. It would seem that the young wamuld have to retreat, lick his wounds and
await his time, possibly when the alpha male s&hrtsving some gray hairs. However, it seems
more likely that group members of evolutionary sssful groups would have — either
explicitly or implicitly - recognized that the suwal- and reproductive success of their group
depends upon every member of the group being algerierally enjoy the fruits of their own
labor#'” Moreover, if the young man could not enjoy thetfrof his own labor, then this would
also set a disturbing precedent for their own labaabor could quickly turn into a cheap
commodity for all the members of the group. It ist mnlikely that groups within early
hunter/gatherer society, just as with other primateould try to maintain social cohesion by
keeping track of such transgressions against piyppghts by mentally subtracting an amount
of social currency from their scoreboard of thehalmpale and that they would eventually band
up together in revolt if the situation becomes oat#e and the social currency score becomes
too low?'®In other words, ownership in early hunter/gatheagieties did not just exist over
labor, services and physical objects which haven lge#¢racted from their surroundings, but it
likely also and especially existed oy@oducts Groups which established and enforced rules
around ownership over products would collectivetyog the fruits of more such labors and

417 See e.gF. de WaalChimpanzee Politics: Power and Sex Among AR@€987) (hereinafter: “Chimpanzee
Politics”), p. 137-150. De Waal observed that amGhgnpanzees within individuals there is both a faspower
and the use of force (he opened his book with geqfrom Hobbes: IYput for the general inclination of all
mankind, a perpetual and restless desire of poviter @ower, that ceaseth only in dedjhand also that for the
group itself, there are dynamics which point tovegpéaceful behavior towards next of kin and kind.

418 SeeDe Waal Chimpanzee Politicgp. 137-150.
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laborers and would consequently enjoy greater gakviand reproductive success through
special products for hunting, fishing, gatheringl @eoking. Nature selected in favor of those
groups which did establish and enforce propertigtsigand against those groups who did not.
Actually, if groups ofHomo sapien$iad not established property rights, then the ohanat
you would be reading what | have been writing alibig topic would approximate absolute

zero — as a species, we would have never movedbdgyoducing a basic spear.

Ultimately, all property can be traced back his@ly to the mixture of labor with
natural resources - all property started outegsnullius terra nulliusor data nullius (Terra
nullius anddata nulliuswill be discussed later in this chaptd®gs nulliuswhich translates to
‘nobody’s property’, is the legal concept whereljests whichcan be owned, buare not
owned by anyone, either because no one has ydiliss&l ownership over them or because
someone who previously had ownership over them,ld&isor abandoned it. Assuming the
captureor extractioncriteria for establishing ownership (as this is tbwest standard to meet
for ownership), this includes wild animals, but kified or captured animals; the fruits of wild
trees, but not those who are already plucked; \idavers, but not plucked ones; wild
vegetables, but not those unearthed; wild grainsnbt those sliced off; random rocks laying
around, but not rocks which have been transportedocessed into specific products; the wood
of wild trees, but not from trees who have alrebdgn felled by someone else; water in a sea,
river or creek, but not water which is captured ioucket or produced through a rain harvesting
or purification system. Through legal accessiorxtane, merger and amalgamation, labor and

res nulliusmerged with each other into physical objects whvene owned.

Subsequently, when someone attains ownership avee ghysical object, including
its underlying natural resources, then he may db Wis property as he wishes — including
exchanging it for the services or for the propestyothers. Eventually, through voluntary
exchanges — such as purchasing, bartering, betfiftiong, inheriting, legal compensation for
damages or payment in kind or the running out stiadute of limitations for stolen property —
all property, with its underlying natural resourckas transferred ownership to its present day

owner.

In sum, this section has discussed the originsvofeoship over physical objects. In the
state of nature all natural resources start ouesisiwullius They are nobody’s property. Even
though ownership is largely absent in the stateatfire, among social animals, members of a

group do have ownership over their labor. Theyusmthis labor to perform services for other
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members of their group in exchange for social euaye They can also use their labor to capture
and extract natural resources from their surrouggland claim ownership over these physical
objects.Homo sapienss one of only a few animals who goes beyond tHes.uses his labor
not just to capture and extract natural resounees the surroundings, but he also manipulates
and reconfigures them in ways which creates andymes additional, original value. Although
thoughtful people can disagree on whether onlyuwapand extraction - such as is found in
non-human animals as well - establishes ownershig also creation and production of
additional, original value are required to estdblmwvnership over the natural resources
extracted or produced, there is little disagreentleat the greater the value of the labor in
relation to the natural resources, the strongecthien to ownership will be. In the next two
sections these principles will be applied not jesbwnership over physical objects froes
nullius, as discussed in this section, but also to owiesrer land which was previousigrra

nullius and ownership over ideas which were previodsita nullius

5.3 From Terra Nulliusto Ownership over Land
Although we have so far discussed the general iptag that ownership comes from the

admixture of one’s labor with the natural resouncesne’s surroundings and that the greater
the relative value of the labor compared to thei@alf the overall object and its constituent
natural resources, the stronger the claim of ovniersf the laborer will be, we have mostly

discussed where ownership over specificphlysical objectsomes from. This section expands
on these principles and applies thertetoa nulliusto deal with the moral and legal foundations
for ownership ovedand. Section 5.4 will deal with the moral and legaudations for

ownership overdeas

When we deal with ownership over land - whethevaig or public - we soon come

across Rousseau, who, in Bisscourse on Inequalitg1755), has famously stated that:

“The first man who, having enclosed a piece of gilpbathought himself of saying This
is mine, and found people simple enough to beléve was the real founder of civil
society. From how many crimes, wars and murde@nfihow many horrors and
misfortunes might not any one have saved mankingulling up the stakes, or filling

up the ditch, and crying to his fellows, "Bewardistening to this impostor; you are

141



undone if you once forget that the fruits of theleeelong to us all, and the earth itself

to nobody: 41°

He later expounded and elaborated on how to attégmnal ownership over land, as the right

of first occupier, in highe Social Contradfl 762)by stating that:

“In general, to establish the right of the firstapier over a plot of ground, the following
conditions are necessary: firiie land must not yet be inhabitegcondlya man must
occupy only the amount he needs for his subsistanck in the third placgossession
must be taken, not by an empty ceremony, but lmuiadnd cultivation the only sign
of proprietorship that should be respected by sthir default of a legal title#2°

(emphasis added)

From Rousseau, we can distill three criteria whieled to be fulfilled in order for original
ownership to be established over a plot of landjvilnership can only be claimed over a plot
of land which is not yet owned by anybody 2. owhgrsan only be claimed over a plot of
land which is quantitatively necessary for subsis¢ée3. ownership can only be claimed over a
plot of land which is qualitatively claimed by migj one’s labor with the land. These three

criteria will be discussed in their respective aorde

When it comes to the first criteria - original osvship can only be claimed over a plot
of land which is not yet owned by anyone else he@r echoes from the previous section which
dealt with how to attain ownership ovegs nullius*?!* Similar to howres nulliusrefers to
natural resources which belong to nobody, sowutiis terra nulliusas well - the former refers
to physical objectsvhereas the latter refers leEnd which belongs to nobody. There are two

parts toterra nullius a private- and a public pdf The former refers to a wild, uncultivated

419 SeeRoussealbiscourse on Inequalitypart 11.

420 SeeRoussealThe Social ContragBook |, part 9.

421 See supraection 5.2.

422 SeeRousseauThe Social ContracBook |, part 9: We can imagine how the lands of individuals, whkey
were contiguous and came to be united, becameutbiéferritory, and how the right of Sovereignty, extending
from the subjects over the lands they held, becanwnce real and personal [.ltJmay also happen that men
begin to unite one with another before they posaagthing, and that, subsequently occupying a todcountry
which is enough for all, they enjoy it in commongloare it out among themselyedther equally or according to

142



land which is not owned by a private individualhe tiatter refers to a wild, uncultivated land
which also does not belong to the larger publidttay of a sovereign Stafé3 For example, if
through seismic activity a new island would be tzdan the middle of the Pacific Ocean which
is in international waters and which hence doesefiing to any sovereign State - as all land
once did - then this island would t&ra nulliusboth in the private- and in the public sense. If
someone would venture to this island to cultivii fertile volcanic soil and if he fulfills the
other criteria for ownership over land as well (@hiwve will discuss below), then the plot of
land he has cultivated is no longerra nulliusin the private sense. However, the island at
large is still &erra nulliusin the public sense, given that there is no segengho can rightfully
claim it yet. Only after a sufficient amount of tuated plots of land on the island become
united under a collective sovereign ownership, dbessland at large lose its statusersa
nullius in the public sense. Thoughtful people can disagre the quantity and quality of
cultivation which needs to take place in orderrate common, public ownership among the
inhabitants of the island over the island at lalyg, the criteria by which this is ultimately
decided must, again, be the relation between theewahich is created to the value which is

extracted*?4

The second criteria which needs to be fulfilleadider for someone to be able to claim
original ownership over a plot of land is, accogito Rousseau, that the plot of land which is
claimed is quantitativelynecessaryfor subsistencé?® The essence of this criteria is its
necessity?®Rousseau does not give us guidance however, dsabosnstitutes this necessity.
He only gives guidance as to whatusnecessary, namely, claims of ownership which are
clearly disproportionat?” For example, during the age of discovery in wHRdusseau lived,

it was not uncommon for Europeans who arrived addavhich were previously unknown to

a scale fixed by the Sovereign. However the actipisbe made, the right which each individual tasis own
estate is always subordinate to the right whichctmamunity has over all: without this, there woblel neither
stability in the social tie, nor real force in theercise of Sovereignty.”. (emphasis added)

423 SeeRoussealThe Social ContragBook I, part 9.

424 See generally supr@ection 5.2. The remainder of Section 5.3 wilbalsscuss this principle.

425 SeeRoussealThe Social ContragBook I, part 9.

426 SeeRousseaulhe Social ContractBook |, part 9: “Every man has naturally a righiteverything he needs;
but the positive act which makes him proprietooié thing excludes him from everything eldaving his share,
he ought to keep to it, and can have no furthentriggainst the communitl...] How can a man or a people seize
an immense territory and keep it from the reshefworld except by a punishable usurpation, siticgtfzers are
being robbed, by such an act, of the place of htbit and the means of subsistence which nature tjgam in
common?”. (emphasis added)

427 SeeRousseaulThe Social ContragBook I, part 9.
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other Europeans, to plant a flag and declareftieis own, regardless of earlier inhabitatfs.
As such, when the Dutch seafarer Abel Tasman aratethe northern seacoast Dérra
Australis (translation: “Southern Land”), in 1644, he h#td hesitation to name Nieuw
Holland (translation: “New Holland”, today: “Australia”jlespite the fact that not only did the
Dutch not cultivate or settle the land, they hatlen@n mapped the entire coastline of this 6
largest landmass in the worl#f. Taking the logic of this method of claiming owntgsover
land to its extreme, this would mean that the faestson who moved out of Africa missed out
on a great opportunity for not pointing at the Biaa landmass and claiming it as the property
of him and his offspring®° It is clear and understandable why Rousseau opmseh claims

of blatantly disproportionate ownership.

However, excluding just the extremes does not lslpunderstand what constitutes
“[an] amount he needs for his subsistent® In order to understand Rousseau here, it is again
important to understand the historical context ol he lived. Not only did Rousseau live
during the age of discovery, but it was also theetof the third agricultural revolution in Great
Britain (17"-19" century), which saw an unprecedented increasgrioutural productivity,
and at the outset of the first industrial revolatia Great Britain which was enabled by this
increase in agricultural productivity. At the tineé Rousseau nearly all people were still
subsistence farmers, meaning they produced enamaghté feed most of the members of their
families most of the time and that possibly, somes, they produced a little surplus which
they could exchange for some special productedins unlikely that Rousseau opposed this
lifestyle for its disproportionate claims on profyerather than for its extreme poverty. It seems
more likely that Rousseau opposed the royal claifhasvnership which sovereigns made at the
time, regardless of the concerns of their subjelctdeed, throughout his chapter on real
property Rousseau criticizes sovereigns for thedycdaims of ownership they make over land,
not only for the above mentioned claims of owngrshier land which were part of the age of

discovery and which were made regardless of thearas of earlier inhabitants, but also for

428 SeeRousseaul he Social ContragtBook I, part 9: I's it to be enough to set foot on a plot of commanund,
in order to be able to call yourself at once thestea of it?ls it to be enough that a man has the strengéxpel
others for a moment, in order to establish histriglprevent them from ever returning?”. (emphasided)

429 Admittedly, neither the Netherlands nor the V.Ca€tually claimed the land as its own.

430 seeRousseauThe Social ContragtBook I, part 9: “When Nunez Balboa, standing ba sea-shore, took
possession of the South Seas and the whole of $oughica in the name of the crown of Castiles that enough
to dispossess all their actual inhabitangnd to shut out from them all the princes of weld?”. (emphasis
added)

431 SeeRousseaulThe Social ContragBook |, part 9.
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their claims of ownership on the lands on whichrtban citizens lived®? Contrary to earlier
monarchs, Rousseau observes, monarchs at the tiReusseau were not the kings of the
peoplesover which they ruled, but rather, they were timg& of thdandson which the people
lived over whom they ruletf? Also, it must be noted that the reason most stdygis farmers
did not own land beyond their most basic necessiis not due to a lack @fillingnessto
cultivate more land, but because of a lack afapability to do so. As we can see from
subsistence farmers from large parts of the devrdoporld in Africa, Asia and Latin America,

there is only so much land one family can farmeiing a beast of burden pull a plow.

This brings us to the third criteria for establighiownership over land; ownership can
only be claimed over a plot of land which is qualitely claimed by mixing one’s labor with
the land*3* Here we hear the echoes from Locke. As explainethé previous section, the
reason why mixing one’s labor with natural resoarceeates ownership when the amount of
labor stands in sufficient relation to the resuséd resources, is because additional, original
value has been created. Since the new physicattebyehich is created by applying labor to
natural resources — can no longer be separatedifsomniginal natural resources, it subsumes

the value of these resources into the new property.

The same is true for ownership over land and aljui@al output?3® The fruits of a land
can belong to everyone, when they are producedibye, or they can belong to a man, when
they are produced by hifé® When he clears the land from wild growth and kefggting back
against nature which always tries to reclaim itewlhe toils and tilts the land and when he

sows and fights off pests large and small, whewdters and feeds his crops so they may grow,

432 SeeRousseallhe Social ContragBook |, part 9. ‘Real property’ comes from Englisommon law and refers
to property over immovable objects — such as lamtauild structures.

432 SeeRousseaulThe Social ContracBook I, part 9: “The advantage of this does s to have been felt by
ancient monarchs, who called themselves KingsePtrsians, Scythians, or Macedonians, and seemeddrd
themselves more as rulers of men than as masteascotintry Those of the present day more cleverly call
themselves Kings of France, Spain, England, dtas tolding the land, they are quite confident @fiimg the
inhabitants”. (emphasis added)

434 SeeRousseaul he Social ContractBook I, part 9: “possession must be taken, nattgmpty ceremony, but
by labour and cultivation [...].".

435 Seelocke, Second Treatise of Governme@hapter 5, section 40Nbr is it so strange, as perhaps before
consideration it may appear, that the propertyadur should be able to over-balance the commuofitand

for it is labour indeed that puts the differencevalue on every thing; and let any one considerntwiedifference

is between an acre of land planted with tobaccsugar, sown with wheat or barley, and an acreet#me land
lying in common, without any husbandry upon it, dedwill find, that the improvement of labour makks far
greater part of the value (emphasis added¥eealso RousseauQn the Inequality among MankinBart II: “for
what else can a man add to things which he doesrigihally create, so as to make them his own erg@lt is

the husbandman'’s labour alone that, giving hintla to the produce of the ground he has tilledegikim a claim
also to the land itselfat least till harvest, and so, from year to yeaGonstant possession which is easily

transformed into property.”. (emphasis added)
436 Id.
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when he protects them from wildfires and hailstosnghey won't be destroyed, then he and
he alone may reap the fruits of his labor and hg cl&im these fruits as his own, as he is their
Creator*3” Consequently, somewhere along this line of aatisjthis addition of value to this
land will be great enough for him to ward off othéom the land and to say: “this land here,
this land I have built, this belongs not to allf tume alone, now hurry along before | have the
right to defend this property#8

Again, it is important to reiterate and to emphagizat this is only the case when the
newly created value stands in great enough prapott the value of the natural resources
which have been withdrawn from the use by oth&3his can be the case when a little labor
is added to natural resources which are abundamtwdrich have little value by and of
themselves, such as when someone takes sand agdandtturns it into the cement or bricks
needed to build a house. However, it is also pssibattain ownership when a lot of labor is
added to natural resources which are rare andtaeh value by and off themselves, such as
with basic diamonds when they receive a ‘brilliant’.#*° Actually, it is only quite recently
that Mankind has started treating certain commeslitis sufficiently rare to make their value
to the common rise to such proportions that weirequuch labor to attain ownership over the
extraction of these resources. Previously, whed ga@s discovered in this or that country,
people were invited to rush in and dig it out af tiround or to sift it out of a river. Similarly

with ownership over land, it is only recently tat have started to treat it as a rare commaodity,

437 Id

438 SeelLocke, Second Treatise of Governme@hapter 5, section 32-33: "But the chief matfgproperty being
now not the fruits of the earth, and the beastsdasist on it, but the earth itself; as that \whakes in and carries
with it all the rest] think it is plain, that property in that too iquired as the former. As much land as a man
tills, plants, improves, cultivates, and can use phoduct of, so much is his propeiie by his labour does, as it
were, inclose it from the common. Nor will it ini@éte his right, to say every body else has anledleto it;
and therefore he cannot appropriate, he cannobdaclwithout the consent of all his fellow-commaneall
mankind. God, when he gave the world in commorltmankind, commanded man also to labour, and émeipy

of his condition required it of hinGod and his reason commanded him to subdue thk,eatimprove it for the
benefit of life, and therein lay out something ujitothat was his own, his labouHe that in obedience to this
command of God, subdued, tilled and sowed anyqgfatt thereby annexed to it something that wasphigperty,
which another had no title to, nor could withoytiny take from him." (emphasis added)

439 SeeLocke, Second Treatise of Governmefhapter 5, section 401 think it will be but a very modest
computation to say, that of the products of theteaseful to the life of man nine tenths are tliect$ of labour
nay, if we will rightly estimate things as they ceno our use, and cast up the several expences idleoo, what

in them is purely owing to nature, and what to labheve shall find, thain most of them ninety-nine hundredths
are wholly to be put on the account of lab8emphasis added)

440 The value of a diamond is assessed by 4 C'’s; ¢therrarer the color, the more valuable it isyrity (the
clearer the diamond, the more valuable it is), icéibee larger the diamond, the more valuable i&ais) cut. The
cut is better the more it conforms to one of sixhmenatically calculated proportions which maximizéliance
(how light bounces around in the stone), fire (ltbe stone produces colors from white light) anahtitation
(how the stone sparkles when moved around). Thierbatdiamond is cut in such a way that it maximize
brilliance, fire and scintillation, the more valbas been added to it.
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especially within cities. Previously, it was onlyplaces such as the Jewish Ghetto in Venice
that land was so scarce that people started bgildm vertically, rather than building out
horizontally. Thus, for the largest part of humastdry, ownership over land was established

simply by adding one’s labor to land which was prasly terra nullius

5.4 From Data Nulliusto Ownership over ldeas
Besides ownership over physical objects and lasdliscussed in the previous sections, Man

can also own ideas. After all, pursuant to thegipile which has been set out in Section 5.2,
when one adds value to natural resources and whisnatided value stands in sufficient
proportion to the overall value, then ownershipesgablished, including over the natural
resources underlying it. In the previous sectidms principle has been appliedres nullius

and toterra nullius to establish ownership over physical objects aamt,| respectively,
including over the natural resources containedh@sé¢ produced products and produced land.
When one uses manual labor on a stick to turrtatanspear and when one uses manual labor
to turn natural land into agricultural pasturegntone attains ownership over these physical

properties.

In this section, | will argue that the same i®tfor specific ideas on how to make better
use ofres nulliusandterra nullius In other words, this section deals with mentabla As
discussed in Section 5.2 fruits, vegetables, gramsanimals which are captured or produced,
are subsequently owned by their captor or prodgEgzending on the level of labor which one
deems sufficient to establish ownership), becagsbdd mixed his labor with these natural
resources. One can however also domesticate aed brepecific species of fruit, vegetable,
grain or animal. In such cases he does not justthenphysical animals, fruits, vegetables and
grains, but also their artificially selected fosdg. In other words, he owns not just tigects
themselves, but also tlhdea behind them. There are several reasons for wisyishthe case.
One is the reasoning we have seen in the previectoss; one is rewarded for mixing his
manual labor with natural resources. After altakkes an incredible amount of physical work
to domesticate and breed such fruits, vegetablagmygand animals. If someone would steal
such a species of fruit, vegetable, grain or aniamal uses it for his own breeding purposes,
then the damages to the original breeder are &atgr than the damage of the loss of the single

specimen. After all, he might have spent his eifieebreeding this particular species. Again,
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for ownership over ideas as well, it is also netclhere how much labor has to be exercised to

be able to claim ownership over it. Thoughtful deagan disagree.

However, it seems that ownership over intellecphraperty is of a different kind than
ownership over physical objects or over land arad uch an emphasis on manual labor is
misplaced. Contrary to ownership over objects and,| determining whether someone attains
ownership over an intellectual resource is notrelytidetermined by the amount wfanual
labor applied directly for thenanipulationof the natural resources. Instead, ownership over
ideas is attained more by the amouningntallabor one has undertaken over hovweaonbine
natural resources in a useful way. In other woadgnership over ideas deals not with the
extractionor manipulationof material-and/orenergyresources, but it deals with tbescovery

of informationresources.

Consider the universe from God’s perspective. Thzerse contains material- and
energy resources and within the laws of physiegetlexists a range of possible ways for these
natural resources to be manipulated and combinied.range, one can imagine, is incredibly
large and only a small fraction of these combinetis useful to Mankind. Within rocks exists
the possibility to subtract material until onea#t with flint stones which can serve the purpose
of hunting, cutting, slicing, fighting or other; thin certain wild animals, and plants exists the
possibility to feeding and clothing us, or, if dostieated, to serve for the purpose of
transporting, laboring, protecting, accompanyingusther; within land as nature left it, exists
the possibility to cultivate land which can sustamtire civilizations. Within such manipulation
of a single natural resource, there is however aadyof other useful possibilities as well.
Rocks, animals- and plant species can also besdisdded to serve as basic resources for the
construction of tools and structures - such as lesemiade from bones for sowing clothes,
concrete made out of stones for building bricks ambd made of trees for building the

skeletons of houses.

The possibilities for manipulation depend greatly tbe resources used and on the
manipulation method used. Within the resources ubede are certain possibilities and
restrictions. For example, even though the resslEgeius quaggdi.e. the zebra) an&quus
caballus(i.e. the horse) seem very similar, only within the tese Equus caballugxists the

possibility for domestication through the manipidat method of artificial selectioff!

441 See]. DiamondGuns, Germs and Ste@l997). Diamond lists six features which a wildnaals needs to have
in order to enable domestication; 1. they canngibley eaters 2. they have to reach maturity fasugh to enable
breeding for useful features within a human lifesBathey must be willing to breed in captivity, iefn excludes
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However, access to the full range of possible mdatfwns of a certain resource increases when
additional manipulation methods are used. For eXxantiprough artificial selection alone, the
Dutch could take the root vegetalidaucus carotg(i.e. the carrot) and breed it to contain a
sufficient amount of beta-Carotene to turn it orgp that they could honor the ‘father of their
fatherland’, Willem de Zwijgerife. Willem of Orange). However, if we expand the It
manipulation tools with genetic engineering, thee could assume that the Dutch could have
also turned the resour@gaucus carotaed, white and blue, to reflect the Dutch flagother
words, the range of possibilities for the manipolatof a natural resource is dependent upon

the resource used and upon the manipulation metrogsoyed.

Additionally, on a meta-level, manipulation methedsuch as artificial selection and
genetic manipulation - are, by and off themselvass useful ideas within the full range of
possibilities for the manipulation of plant- andraals species. Other such methods which are
possible, but not useful, range from Lamarckisniysenkoism. Additionally, through the
manipulation and combination of resources, we dan discover ideas through which entire
new worlds of data and information resources oppntaius. For example, through the
manipulation of sand we have discovered how totergkass. In the temporal sense, glasses
have allowed for an effective doubling of the ageiy which Mankind — whose eyesight
decreases with age -, can continue to performeskiWork. In the spatial sense, through

microscopes and telescopes, we have discoverad eetiv universes, small and far.

Within the laws of physics there also exists a n@age of possibilities for how natural
resources cannot just be manipulated, but@sabinedwith other natural resources. Some of
the most significant combinations for Mankind irdduthe combination and manipulation of a
flint and kindling to create fire; a stick and stoio create a better spear; a horse and saddle to
create better means of transportation and logjstits paper and charcoal to write down letters,
words and ideas. Moreover, such useful combinatiamsalso again be combined with other
useful combinations such as the saddled soldidr sgear in hand or the computers we have
on our desks, in our bags and in our hands. Inratleeds, not only can natural resources be
manipulated and combined with other natural resesjrbut they can also be combined with

(other) information resources as well.

territoriality 4. they must be docile by nature ¢es and cows comply with this requirement, butraeland
African or American buffalo do not) 5. they canratve a strong tendency to panic and flee 6. theyldh
preferably be social and conform to a social hdrawhere humans can place themselves on top.
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Natural resources — such as material- and enespurees — can be manipulated and
combined with each other and with (other) inforroatresources. This enormous range of
possibilities for the manipulation and combinatadmatural resources - such as material- and
energy resources - with each other and with (otlefigrmation resources, means that
statistically, if we left it to chance, we shouldly be coming up with bad ideas. After all, the
overwhelming majority of possible combinations argirely useless. When an inventor tries
to invent a new product or service, through thersdic process of hypothesis and testing,
laborious trial and error, what he does, from G@#sspective, is that he tries out some of these
possible combinations in order to find out whiclttedm have some use to Mankind. He takes
them out of the world of meta-physical possibiliyd brings them into the world of physical
reality. In other words, only through labor - aligg@rhaps the mental kind in the laboratory or
at the office, as opposed to the manual kind aagneultural field or in the factory - does one
bring these information resources out of the natenald and bring them into the realm of
Mankind. It is as ifHomo sapienswhich translates from Latin to ‘wise man’, is gking a

piece of fruit from the tree of wisdom.

Henceforth, | will refer to the entire range of pitilities for the manipulation and
combination of natural resourcesdega The useful possibilities | will refer to asformation

Its discovery or extraction from nature can be cdvne

Just as withres nulliusandterra nullius this laborious process starts with a bare, raw
resource. | will call this resouragata nullius which, insofar as | can tell, is a term of my
invention. | define it analogous tes nulliusandterra nullius It is the basic resource in the
world of information before it is claimed and extied from the natural world. For example,
there exists data about the amount of foreststiaea the nutrients in an agricultural land and
the migration patterns of fish, but just as withdxnimals, this data only becomes useful when
it is capturedandextractedfrom the natural world and stored on a storagacegev such as
paper, hard disks or in the cloud. It only becoaemformation resource which can be claimed

and owned when it is brought under one's control.

Again, some could argue that the mere capturirdatd from the natural world through
sensors gives one ownership over this data andiththerefore constitutes information,
analogous to the capturing of a wild animal whield Ipreviously been a res nullitf3.Others

might argue that this is still mere raw data - agaus to land and other natural resources the

442 See generally supr@ections 5.2, 5.3.
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way nature has left them - and that this data fietds to be processed before a claim of
ownership can be madé& What is clear however is that the more value ideddby the
inventor, the stronger his claim to ownership Ww#él The more one discovers about the reality

of the physical world, the more the discoverer dam ownership over his discovetit

Subsequently, just as with natural resources, Wihgrextracted from the natural world,
this data or information (depending on your viea e manipulated and combined with other
information resources to extract more useful infation about the way the natural world works.
For example, the modern farmer can cross-referdatzeabout the output of agricultural fields
over different years with the levels of nutrieninfall and pests during those years. After
analyzing this data, the farmer might discover bhowptimize these levels through inputs such
as fertilizer, water and pesticide in order to @a&ge the yields of his fields. Ideally, this modern
farmer would turn his fields into a laboratory wéére constantly runs multiple experiments at
the same time. Through the scientific process pbhiyesis and testing, laborious trial and error,
the modern farmer innovates quickly and keeps grysndiscover new, more useful ways to

combine his inputs to create qualitatively and gjttively better outputs.

One analogy which is commonly used to describeghocess of exploration is that of
mining. In this analogy, there is a data mine, kimio mines for precious natural resources,
which is being mined for a precious natural reseursuch as gold, the ultimate symbol of
power. For example, in a modern goldmine, therehtbg 3.5 grams of gold per tonne of earth
on average. In order to extract the few valuablggets of gold, the earth needs to be laboriously
extracted and processed. Analogously, the sameeddr data mines. In order to find the few
valuable nuggets of information, one needs to ektdata from the natural world through
censors or through running trial and error expenitsieand subsequently process the data by
replacing, modifying or deleting incomplete, in@mt, inaccurate or irrelevant parts of the data
and analyze it so that we can discover useful ideabring the analogy of data as a gold mine
full circle, in 2000 Rob McEwan, CEO of Goldcorpclirset up the Goldcorp Challentfé.
Goldcorp posted all of its data about an underperifog gold mine in Canada online and

challenged the world to come up with the best ideawhere to find the next six million ounces

443 Id
444 Id

445 See e.gP. Diamandis, S. KotleAbundancg2012), p. 77-84see alsd®pen Innovation: Goldcorp Challenge,
Idea  Connection, 22 October, 2009 (hereinafter: “Goldcorp challenge)available at:
https://www.ideaconnection.com/open-innovation-&ss¢Open-Innovation-Goldcorp-Challenge-00031.html
(accessed on 31st July, 2017).
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of gold in this mine¢*¢ Ideas were submitted from all over the wdfftiThe winning team was
a team from Australia of mathematicians which hagen visited the mine in Ontario, but
simply processed the data which had been extramddposted online by Goldcotff The
result of the challenge was an estimated thregobiltollar profit for the gold mining
company**® The prize money was a negligible half a milliorlais, less than the cost of most
physical gold mining machine§® Goldcorp could have chosen to physically extraud a
process mountains worth of earth, but it was fareracrative to mine mountains of data
instead. Moreover, this was not a one off eventdéfo day gold mining is heavily into data
mining. For example, Barrick Gold Corp., the wosldargest gold miner has partnered with
Cisco Systems, Inc., the largest networking comparlye world, to ‘take gold mining into the

digital era’s!

Besides gold mining, we see that data mining he¢pdiscover tremendous amounts of
value of Mankind. Broadly speaking, there are twaimways in which information resources
add value to Mankind; they can help create moréhefsame or they can create something

entirely new. | will discuss them in their respeetbrder.

Information resources are probably best knowrttieir addition of value to Mankind
by helping Mankind to do more of the same with siane amount of material and energy
resources. A common misconception about the econsrhat it is a zero-sum game. Just as
with (agricultural) land, as discussed in the poesisection, the assumption is that we will run
out of other natural resources as well. Besidesrnat and energy resources however, as
discussed, it is also possible to increase the ataifunctional benefit we can have from the
available material- and energy resources throufgrrmation resources. In other words, even
if there are limits in the absolute existence ofterial- and energy resources — which there
certainly are - information resources can oftentigyampensate for this limitation. Ramez
Naam describes the different ways in which infolioratesources can compound the functional
benefit we have from natural resources. He distsiggs what he refers to as substitutes,

reducers and recyclef8 The most striking example | have come across wiih help

446|d_
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451See e.g.D. Bochove, D. Bass, Barrick Turns to Cisco tadp6old Mining Into Digital Era, Bloomberg, 1.2
September, 2016vailable at: https://www.bloomberg.com/news/articles/2016-09%aPrick-turns-to-cisco-to-
drag-dusty-gold-mines-into-digital-efaccessed on $Duly, 2017).

452 See generalljaam,The Infinite ResourgeChapters 9-11.
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illustrate the importance of information resourt¢esincrease the availability material- and
energy resources, is the availability of water, tiest basic resource of all biological life, in
the State of Israel. When the modern State of lsvas being re-established in the laté"19
century, one of the problems which was quickly ieeal, was the lack of natural water
resources. If the Jewish nation was to re-estali&tf as a State in its historical homeland
after nearly two millennia of exile, then the eafignists would have to find ways to increase
the functional benefit they could have from theevaesources there. In his botkt There Be
Waterby Seth Siegel, describes how the early Zionistated water almost (and sometimes
literally) out of thin air*>® We see the reducers, recyclers and substitutesNiaam all at play
here®* Thereducerrefers to the more efficient use of a particusaurceé’> In the case of
water in Israel, this can be clearly seen withitivention there of modern drip irrigation. Drip
irrigation allows for targeted irrigation of crop@s opposed to flooding or spraying entire fields,
which, when compared to drip irrigation, wastes enthran 90% of the water ust¥.This
simple invention thus increased the amount of cwpih could be grown with the same
amount of water by 10x without adding a single &xtrop of watef>’ Therecyclerperforms

a similar functional improvement. It refers to theuse of a specific resource in a waste
streant®® Through a myriad of inventions Israel has becohseNo. 1 water recycler in the
world, at a rate of over 90%8° By comparison, the No. 2 in the world is Spainjohirecycles
less than 20% of its watéi? Again, we see that through recycling, the sameuanof fresh
water could increase the availability of water tgses by about 10x. Theubstituterefers to a
resource which provides an alternative resource tmsse to perform a certain functi$in

the case of Israel and water, this one blows ibbtie water, literally. Although fresh water is
irreplaceable as a way to keep our bodies’ angtaunts' cells hydrated, here too Israel found
ways to use information resources to compensata fack of natural resources. Through the
invention of efficient desalination technology, dsk now uses the salty water of the
Mediterranean Sea to create the majority of th&hfgater used in its citié& Moreover, Israel

expects to produce 90% of its water within a decéateagain, another 10x improvement on

453 See generall. Siegellet There Be Water: Israel’'s Solution for a Watear@ed World(2015) (hereinafter:
“Let There Be Water”).

454 See generalljaam,The Infinite ResourgeChapters 9-11.
455 See generalliNaam,The Infinite ResourceChapter 10.
4%6 See generallgiegel Let There Be Watep. 55-77.
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458 See generalljaam,The Infinite ResourgeChapter 11.
459 See generallBiegel Let There Be Watep. 78-99.

460 Id.

461 See generalliNaam,The Infinite ResourgeChapter 9.

462 See generallBiegel Let There Be Watep. 42-54.
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the use of this precious resoufé&The fresh water lakes, rivers and the undergramuifers

no longer need to be tapped to satisfy fresh wagerands. Moreover, although the reducer,
recycler and substitute in the case of Israel'sewaxample each create about a 10x
improvement in the availability of water resourcir effects compound. In other words, in

little over a century Israel has managed to proaid®00x improvement on the availability of

its fresh water needs from the same set of fregshrwasources.

What is true for water resources in the case @felsiis true for most material- and
energy resources. Increasing scarcity in the atssalmount of material- and energy resources
which can still be mined is offset by the increas¢he information resources which help us
increase the functional use we have from theseigdlygsources at a faster rate than we deplete
them. One famous example is the Simon-Ehrlich wagering the 1960s and 1970s biologist
Paul Ehrlich, became widely cited for his bobke Population Bomiwhich warned that the
high population growth at the time would soon cads@kind to outgrow the carrying capacity
of the planet!®* Ehrlich advocated in favor of population control avoid a Malthusian
catastrophe. The economist Julian Simon, in hikdde Ultimate Resourcargued that this
time too, Malthusian warnings would prove to bality and that information resources would
compensate for material- and energy resoutf®S&imon challenged Ehrlich to put his money
where his mouth is and proposed a wager of $10.@@&hrlich; Ehrlich could choose a basket
of raw materials and a date more than a year aavay/the two would wager on whether or not
inflation-adjusted prices would have increaselfiese commodities, as suggested by Ehffigh.
Ehrlich chose copper, chromium, nickel, tin andgsten and, just to be sure, a date ten years
away from the start of the wag®f.When the payoff date came in 1990, Ehrlich hadasive
loss of the wager as the prices of all five comriesihad fallen dramaticallf® Ehrlich

declined to accept a second proposed wager by Sithon

Clearly, natural resources are finite, but our ascand use of them, through our

resourcefulness, or information resources, isdss 5o. Given that so far, we have managed to
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464 See generally?. Ehrlich,The Population Bom(1968).

465 See generally. Simon;The Ultimate Resourdd 981).

466 SeeNaam,The Infinite ResourgeChapter 2.
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consistently increase the functional availabiliftyewery resource faster than we have managed

to deplete them, perhaps appropriately, Ramez Na#ers to ideas as thi&finite resource

Besides helping us do more of the same, as distads®/e, information resources can
also help us create entirely new products and sesviFor example, although the best
restaurants in the world certainly use the bestiyets and have the best equipment to prepare
the products and services they sell to their custepthe greatest increase in value for these
dishes and dining experiences comes from the way plut all of these together. When one
visits a Michelin star restaurant, one will notidet the price of the food cannot just be
explained by adding up the costs for the natursbueces (ingredients, cooking gas), labor
(marketing, production costs and entrepreneursaip) capital (restaurant building, décor,
training of chefs). Rather, one will find that aga share of the price is made up of the cost of
the creation of the recipes used (the intellectesburces). These chefs have used their
extensive training and knowledge as well as aflst@ntific process of hypothesis and testing,
laborious trial and error, to come up with recipgsich have the right contrasts of flavors
between sweet, sour, salty, bitter and umami,tekture which has the right balance between
a firm bite and soft mouthfeel and between dryd pnciness. Additionally, the recipe also
needs to be visually appealing, containing nicelytrasting bright colors not usually found on
plates — such as greens, purples and yellows. 8ypakplates, some of the more post-modern
expressions of food go far beyond transportatiovicas for food, but have become entire
experiences all onto themselves - such as withiedibating balloons made from cheédge.
Every part of the recipe needs to be surprising @eleghtful. It is science. It is art. It is

originally created value.

The reason one can own an information resourde as@ specific recipe, is because
someone has added great value to the ingrediertagtin their combination. Perhaps aptly
phrased, resourcefulness does not refer to the mnaduresources accumulated, but to the
ingenuity in how to use them. As Chief Economisttied World Bank, Paul Romer, has
remarked; “Economic growth occurs whenever peogike tresources and rearrange them in
ways that are more valuablé™ The potential size of information resources vasiigeeds the
value of natural resources. Moreover, with the upiog internet of things and the internet of

everyone, as discussed in Section 2.4, mountairtgiaf about the natural world and about

470 Alinea Restaurant, 1723 N Halsted St, Chicagd§Q614, USA, 3 Michelin stars.
471 p_ Romer, Compound Rates of Growdhailableat:
http://www.econlib.org/library/Enc/EconomicGrowtinfi (accessed on 31st July, 2017).
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human nature can now, for the first time ever, Xteaeted and processed, through a scientific
process of hypothesis and testing, laborious &mal error, to come to the few nuggets of
valuable information resources about how the nhwoald works. It will allow us to combine
bytes with atoms to improve everything about owrspdal world, such as agriculture, forestry,
fishing, drilling, mining, construction, manufadig, professional services (legal, financial,
tax, accounting and business consultancy), sugeovices (human resource management and
facility management), customer relationship managenfpublic relations, marketing, sales
and customer support), healthcare services (pHysacal psychological), trade and retail,
logistics, energy, (information and) communicatiéeshnology, media and entertainment, art

and design, education, public services and leigwspitality and wellness).

Through the extraction, and processing of moremaoik information about the physical
world, we will cast a nervous system over our Belidrests and fisheries, we will overlay data
mines over our oil fields and mineral mines andatg#ea cornucopia of abundance; we will
construct and manufacture structures and produittsrabots and artificial intelligence in a
way which will make our construction and factorynkers look absolutely superhuman; we
will correlate human nature and nurture with dissaand banish diseases which right now
scare us to death; we will have experiences phlyarahdigital which are so perfectly tuned to
our human nature and personal tastes, likes arfdrenees that they positively amount to

bringing us heaven on earth.

However, all of this is predicated on the sucadgsfotection through which we can

continue to be incentivized to make a living fromqgucing all of this intellectual property.

In the agricultural and industrial ages, we use@tplore and exploit material- and
energy resources. This exploration has now largesn finished. Although there will be some
anecdotal examples, we are not going to find amgibel the size of the natural resources we
have now. Moreover, until we manage to make spaoimgicost/effective, we will have to
make do with the natural resources on this plankt ¢-ortunately, for the foreseeable future,
we can do so, easily. In the information age, wieexplore and exploit information resources
instead. We will not find moref the same. We will do moneith the same and we will do

altogether new things.

Concomitantly, as the economy moves from the pynaard secondary sector to the

tertiary sector, the political importance of prdieg the economic end products of the primary
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and secondary sector - which are mostly added vekiaulliusandterra nullius- declines'’?

As the relative share of material- and energy @erigconomic activity declines in favor of
information based economic activity, in a way tbah only be compared with the decline of
agriculture in favor of industry and the servicetsg then one of the most fundamental tasks
of a government, protecting property, should paatespondingly. The task of the State should
increasingly change to not just be concerned Viighpirotection of just air-, water-, terrestrial-

, and outer space - which correspond with mateaiadi energy resources -, but especially also
with the protection of the space in which inforrmatiresources are being captured, processed
and transmitted. As value is mostly being produgetlin physical space, but in cyberspace,
States will need to respond to large-scale thethisfproduced value in the same way as they
would traditionally respond to theft of the landewvé its people live and work. In other words,
States should increasingly expand their definibbterritorial integrity to not just include the
physical spaces where their citizens live and work, bub dts include thenon-physical
cyberspace. Only if they can effectively proteditititizens’ lives and livelihoods in this new
cyber territory can they maintain theaison d’étre Therefore, the more a State’s economy
moves into cyberspace and the larger the scalkeofhteft of intellectual property, the more
severe the effects of this theft become and thexefihe more likely it is that a State will

consider such theft as aggrandizement of cybetdeyr

5.5 Conclusion
This chapter started with the observation thahaihformation age, our economic activity is

moving away from the types of economic activity @hicorrespond to the primary and
secondary sector of the economy, namely land agdigdd labor, to the types of economic
activity which corresponds to the tertiary sectmmely mental labor and capital. Resultantly,
the State needs to adjust accordingly and prokechéw types of property we produce if it
wants to maintain iteaison d’étre

Section 5.2 has set out the concept of properth@most basic level. It has argued that
among social animals, members of a group have @hipeover their own labor. Even without
the exchange of products or physical currency icharge for labor, there is the evolved
understanding that social currency exchanges oimrexchange for the value created through

labor. This social currency can either be cashexhiat a later date, or, alternatively, there is a

472 See suprdection 2.4.

157



political or social cost to pay. In this sectiore hhave also focused on one particular species of
social animal;Homo sapiensbecause unlike nearly any other animal, we hheepeculiar

attribute of using our labors to turas nulliusinto finished products.

Section 5.3 applied the principles of ownershigliasussed in Section 5.2 to land and
has described how a moral claim of ownership o&ed Icomes into existence. Here too, we
have seen that the creator of new value becomeglit$ul owner, in this case by cultivating
terra nulliusinto agricultural land. The fruits of such a lamd aot those from nature, but those

from labor and as such, they are his and his alone.

Section 5.4 applied these same principles totfoernation age. In the information age,
value is increasingly added not by extracting mmoederials or producing them further into
higher end products, but rather, by capturing, @ssimg and transmittindata nulliusinto
information resources. We are increasingly prodyealue not by creating products or lands,
but by discovering ideas about the way the natwaidld works. Making a living in the
Information Age thus entails creating intellectpedperty by cultivating and structuring parts
of the data world. In this section, we have alsscdésed the consequence of this shift in
importance towards the creation of intellectualenty as it pertains to our social organization,
namely, that the State can only maintairratison d’étreso long as it continues to protect our
property. Therefore, as our economic activity ammis to move into the domain of cyberspace,
the State will follow us there and will start tonsider large-scale theft of our intellectual

property in this space as severe as aggrandizevhéat(cyber) territory.
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Councillor HamannCare for some company?

Nea Councillor Hamann.

Councillor Hamannl don't want to intrude if you prefer to be alone
Nea No, | could probably use some company.

Councillor Hamann Good, so could I. It's nice tonight. Very calmedis like everyone's

sleeping very peacefully.
Nea Not everyone.

Councillor Hamannl hate sleeping. | never sleep more than a fewral figure | slept the

first 11 years of my life, now I'm making up foMithat about you?
Nea | just haven't been able to sleep much.

Councillor Hamannlt's a good sign.

Nea Of what?

Councillor HamannThat you are, in fact, still human. Have you elseen to the engineering

level? | love to walk there at night, it's quite @azing. Would you like to see it?

Nea Sure.

[...]

Councillor HamannAlmost no one comes down here, unless, of cothieeg's a problem.
That's how it is with people - nobody cares howdtks as long as it works. | like it down here.

| like to be reminded this city survives becausthe$e machines. These machines are keeping
us alive, while other machines are coming to lslllmteresting, isn't it? Power to give life, and

the power to end it.
Nea We have the same power.

Councillor Hamannl suppose we do, but down here sometimes | tidokit all those people
still plugged into the Matrix and when | look aeie machines, I.. | can't help thinking that in

a way, we are plugged into them.
Neao But we control these machines, they don't conisol
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Councillor HamannOf course not, how could they? The idea's punesease, but... it does

make one wonder just... what is control?
Nea If we wanted, we could shut these machines down.

Councillor HamannOf course... that's it. You hit it! That's corfrsn't it? If we wanted, we
could smash them to bits. Although if we did, we'de to consider what would happen to our

lights, our heat, our air...
Nea So we need machines and they need us. Is thappmt, Councillor?

Councillor HamannNo, no point. Old men like me don't bother witddking points. There's no

point.

Nea Is that why there are no young men on the Co@ncil
Councillor HamannGood point.

Nea Why don't you tell me what's on your mind, Colloré&

Councillor HamannThere is so much in this world that | do not ursiend. See that machine?
It has something to do with recycling our water@ypl have absolutely no idea how it works.
But | do understand the reason for it to work. V¥@absolutely no idea how you are able to do
some of the things you do, but | believe thereteason for that as well. 1 only hope we
understand that reason before it's too I&fe.

473 The Matrix Reloaded (2003), part 3.
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