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4 Effective Control over the Domain of Cyberspace

“Eye for eye.?4

4.1 Introduction
As explained in Chapter 3, the legitimacy of Stateereignty is dependent upon a State’s

willingnessand upon itsability to monopolize the use of force within its sovenegpaces -
especially force which is directed against the liteerty and property of individuals under its
jurisdiction or against the sovereign existencditipal independence and territorial integrity
of the State itself. The goal of the current chastéo explore whether it is possible for States
to monopolize the use of force in the domain ofergbace.

The exact borders of the spaces over which a 8iaises effective control are not
always exactly agreed on. Philosophers and law-matiéfer among themselves and among
each other. The principle behind their argumentatiowever, is less contentious. Sovereignty
requires that the State is both capable and wiltmgnaintain effective control over these
space$?® Generally speaking, the spaces which fall understbvereign domain of the State
therefore follow the people of the State and thegiate out from where they live — both
horizontally and vertically. Horizontally this cagrms the land territory and the internal- and
territorial waters radiating out from the land. tieally this concerns both the spaces above and
below the land territory, the internal waters abdwe and below the territorial waters. Above,
this concerns the airspace above the land terrifatgrnal waters and above the territorial
waters. Below, this concerns the land below thd knritory surface and the water below the
water surfaces, as well as the deep-sea beds le&wCumulatively, these spaces of land,
water and air are considered to constitute thersaye spaces of States.

Beyond these sovereign spaces exist the high sdabt@fourth domain of outer space,
as well as several uninhabited territories suchAatarctica. These spaces are generally
considered spaces which are not the exclusive doofabtates, but rather, they are for the
Common Heritage of Mankind.

From the perspective dbmains of warfargthe sovereign spaces of land, water and air

line up closely with the military, navy and air ¢es of States. Originally, warfare was mostly

244The Holy Bible, King James Version, Exodus, Chagte verse 24.
245 See suprdection 3.4-3.5.
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a single domain endeavor; people fought on lanbs&guently, as technology advanced, the
domain of water was added as a domain of warfareupply lines over water allowed States
to project their power far beyond their land temyt In the first half of the 20century, with
further technological advancement, the domainmivas added as the third domain of warfare
and in the latter half of the #Ccentury the domain of outer space was added afotith
domain of warfare. The domain of cyberspace is avaady commonly referred to as the fifth
domain of warfaré?¢ but it is less clear whether it should also besaered the fourth space
of State sovereignty.

A commonly exclaimed difficulty with consideringehdomain of cyberspace as a
sovereign space is that it is unclear whether Stateable to maintain effective control over
the part of the domain of cyberspace which falkhinitheir sovereign space, even if they would
bewilling to do so. After all, similar to the high seas ayithe architecture of cyberspace, much
activity in cyberspace cannot easily be monitore¢antrolled. Because of the anonymous
nature of conduct in cyberspace, theorists on alvergignty in cyberspace are faced with the
so-called ‘attribution problen?’ The implied reasoning behind the attribution peobiis that
anyone, anywhere can direct a cyber-attack of ealgsigainst anyone, anywhere and that this
can be done with complete anonymity.

Although a growing consensus is emerging among ocamtawors that it is possible, in
theory, to attribute international responsibilibyStates for cyber operations which are in breach
of the prohibition on the threat or use-of-forcaguant to Article 2(4) of the UN Chart&€
there has been little discussion, let alone agregno@ how to attribute this responsibility in
practice. Instead, the usual approach when comdomtith the practical problem of the
(perceived) anonymity of operations conducted id #mwough cyberspace, is to eschew the
attribution problem and to either admit defeatmhope for and to await better cyber forensics
in the future, while continuing to discuss the pssibility of cyber operations in theory.

If left unaddressed, this regrettable state ofilsffaould result in the second criterion
for state legitimacy - effective control over a spa- as not being met. Resultantly, State
sovereignty could not be established in the dorahayberspace. After all, as discussed in the

previous chapter, theaison d'étreof the State is the protection of the vital ingtseof life,

246 SeeAlV/CAVYV, Cyber Warfare AlV (Advisory Council on International AffaiysNo. 77 / CAVV @dvisory
Committee on Issues of Public International laiNo. 22, December 2011, at 1&e also War in the Fifth
Domain The Economist,®1July 2010, available altittp://www.economist.com/node/164787@2cessed on 31st
July 2017).

247 See e.gSchmidt, The New Digital Agep. 114-120.

248 See infraSection 4.4.
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liberty and property for individuals and their @altive vital interests of sovereign existence,
political independence and territorial integrity. the absence of being able to provide this
protection, the State lacksraison d'étrein cyberspace (and, given the increasing move of
society into cyberspace, perhapsaison d’étre altogether). Resultantly, without effective
control over the part of cyberspace which conntecighere a State’s population lives, this part
of cyberspace could not be considered to fall utfiedomain of State sovereignty.

More worryingly, given the increasing digitizatioh all parts of modern society — as
discussed in Chapter 2 - States can benefit treousty from disturbing, disrupting or even
destroying other States through cyberspace. Additip, as discussed in Section 3.2, pursuant
to game-theory, one would expect that States @glpond to such cyber operations in any way
deemed necessary to (re-)establish effective d@eteer However, (re-)establishing effective
deterrence is (nearly) impossible when an aggressor can act anonymously. Without being
able to direct a counter-response at the apprepsaator, States would not be able to (re-
)establish effective deterrence. Moreover, such-apmmetrical game whereby an actor could
benefit from aggressive conduct, but would not ireasts due to the absence of responsibility,
would heavily favor offensive actions from all actavith the capability of conducting cyber
warfare. Given such a game, this would potentiaiult in perpetual war in cyberspace.

Therefore, this dissertation must address the itxalkid the attribution problem not just
in theory, but also in practice. It must be dem@ist that the attribution problem can be
solved, that international responsibility can kelaited for aggressive behavior in cyberspace
and that methods of response can hence be diraictieel responsible aggressor so that effective
deterrence can be established and sovereignty eatabmed over (parts of) the domain of
cyberspace.

Thereto, international law will be used to explevhether it is possible to attribute
responsibility for cyber operations which threapsople’s lives, liberty and property as well
as their collective representations of sovereigrglitical independence and territorial
integrity.

Section 4.2 will commence by setting out the inddiomal legal framework for the
responsibility of States. In this section, it wile explained that in the international legal
framework for the responsibility of State, there two requirements for responsibility, namely
attributability andbreach of an international obligatiorThis section will also go into more
detail on theattributability part of the equation.

Sections 4.3 and 4.4 will deal with theeach of an international obligatigpart of the

equation.
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Section 4.3 will set out the international legalnfrework for the use of force in general.
It will become clear in this section that the mimsportant criteria for determining whether a
certain operation meets the threshold for userokfes whether its ‘scale and effects’ are grave
enough. Note that there are many other obligatwnish a State may have in cyberspace —
such as due diligence, neutrality or good neighibesk. These will however not be discussed
here because the purposes of this dissertatiorfiisdt a minimum threshold for sovereignty in
cyberspace. Obligations following from due diligenaeutrality and good neighborliness, in
this sense, are luxuries.

Section 4.4 will apply this framework to the domaincyberspace specifically. It will
become clear in this section that on the one hiateknational law and international lawyers
have developed useful guidelines for determiningtivér or not specific cyber operations are
in violation of the international prohibition ongluse of force, but that on the other hand, that
the international legal framework is stilbn liquetwhen it comes to specifically dealing with
the question of severity of operations conductecyiverspace. In Chapters 5 and 6, | will fill
in thesdacunaeby explaining, pursuant to social contract theasythe political philosophical
underpinning of State sovereignty, why cyber openatwhich disrupt critical infrastructures
and cyber operations which engage in large-sctddiéntual property theft can be regarded as
uses of force.

Sections 4.5 and 4.6 will continue with taking #dmdings of Chapters 5 and 6 as
given and make the case that, through a procesknaoihation, such cyber operations can be
attributed to the responsible State to a sufficiEgree of certainty pursuant to the international
legal framework on State responsibility. Given #xtensive nature of Chapters 5 and 6, it is
recommended for the sake of the flow of this chapteread it as it is presented here and to
keep in mind that the exact definitions of largeledntellectual property theft and durable
disruption of critical infrastructures will be prioked later on in this dissertation.

Section 4.5 specifically will argue that there ar@ny, high barriers which exist in order
to be able to conduct cyber operations which céairathe required “scale and effects” and
severity to constitute use of force pursuant tacket2(4) UN Charter. Given this reality and as
announced in Chapter 1, | will argue here that aj@ns which can meet the threshold for use
of force can be (almost exclusively) conducted unie responsibility of States. Actors other
than States may engage in acts of disturbanceraati-scale disruption, but, | will argue, the
greater the scale and effects of a cyber operatenmore likely it is that such operations can
only be conducted under the responsibility of Stgpeirsuant to the international legal

framework on State responsibility. The analogy WwHipropose to argue this point is that the
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ability to conduct such cyber operations, usindilyigadvanced software, is comparable to the
ability to conduct operations using intercontinérallistic missiles (ICBMs), using highly
advanced hardware. Although such capabilities laeeretically available to any and all, in
practice these capabilities seem to be reservedlyo(a couple of) States.

Section 4.6 will continue with the second part gf solution to the attribution problem.

In this section | will argue that several methoda be employed, which, in practice, make it
so that it is usually possible to infer the intens behind cyber operations which constitute use
of force, even when these intentions are not eijglicommunicated. The analogy which | will
propose here is that inferring the intention beluybler operations bears close resemblance to
terrorist operations. Even though terrorist operegiare usually also conducted under a cloak
of secrecy, their source and cause is often eihpficitly claimed or it can be implicitly
inferred in a convincing way. In this section, $@largue that false flag cyber operations are
also possible in theory, but again, that this ikkefy to take place in practice, because of the
specific way in which cyber operations need to dxedeicted. The proposed analogy | will use
to argue this point is that of submarine operati@ven though submarines are arguably even
more ideal for staging false flag operations, thaye not been used for this purpose, despite
their wide-spread availability during many times infernational tensions. Although it is
possible that cyber operations will at some poatbed to stage false flag attacks, this is not
expected to take place in a sufficient degree st dsnder the application of international
responsibility to cyber operations generally. L@ many other legal questions dealing with
evidence, the attribution of international respbitisy for cyber operations does not have to be
perfect to be practical and to incentivize behawioactors appropriately.

Section 4.7 will combine these different barrierednducting cyber operations which
meet the threshold for use-of-force pursuant taritternational legal framework on the use-of-
force, with the methods which can be employedfieriresponsibility, and argue that it possible
to attribute international responsibility to a sci#nt degree of certainty within the international
legal framework on State responsibility. | will agy that this certainty is analogous to
comparable domestic- and international legal goestaround certainty and evidence, such as
the level of certainty pertaining to the rules amduhe permissibility of pre-emptive types of
self-defence.

Finally, Section 4.8 will contain a summary and dode that the attribution problem
can be solved, that international responsibilitpy && attributed for aggressive behavior in

cyberspace and that methods of response can herdieebted at the responsible aggressor so
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that effective deterrence can be established avetaignty can be claimed over (parts of) the

domain of cyberspace.

4.2 The International Legal Framework for State Responibility
Any discussion on attributability within the intetronal legal framework starts with Article 2

of the International Law Commission’s Articles ordponsibility of States for Internationally
Wrongful Acts (hereinafter: “Articles on State Reapibility”), which provides that:

“There is an internationally wrongful act of a ®tathen conduct consisting of an action or

omission:

a) Is attributable to the State under internationat land

b) Constitutes a breach of an international obligatibthe State 2*°

There are two necessary conditions which can bengisshed which need to be fulfilled in
order to constitute an internationally wrongful,a@mely 1. there needs to &eributability
of the conduct to the State through either actiooroission under international law and 2. a

breach of an international obligatioof the State which is conducting this act or oiiss

In addition, Chapter V of Part One of the Articles State Responsibility cites the
circumstances which can preclude wrongfulness, sashconsen£® self-defence?!
countermeasure8? force majeuré? distress>* necessit§?°> and compliance with peremptory
norms?°® These circumstances precluding wrongfulness caedmrded as the third condition
for attributability for State responsibility, asm@of these six circumstances may be present in

order for responsibility for a breach of an intérmaal obligation to be attributed.

This chapter contains further discussion on themésr two elements of State

responsibility, as the circumstances precludingngfolness are not in contention héteélf

249 Sednternational Law Commission, Responsibility oft8afor Internationally Wrongful Acts, G.A. Res/88
annex, U.N. Doc. A/RES/56/83 (Dec. 12, 2001) (heafter: Articles on State Responsibility), art. 2.

250 Art. 20 Articles on State Responsibility.

251 Art. 21 Articles on State Responsibility.

252 Art. 22 Articles on State Responsibility.

253 Art. 23 Articles on State Responsibility.

254 Art. 24 Articles on State Responsibility.

255 Art. 25 Articles on State Responsibility.

256 Art. 26 Articles on State Responsibility.

257 SeeTallinn Manual 2.0 on the International Law appliato Cyber Operations (2017) (hereinafter: Tallin
Manual 2.0), R. 19: “The wrongfulness of an acbiiing cyber operations is precluded in the caséadfconsent;
(b) self-defence; (c) countermeasures; (d) negegsilforce majeureor (f) distress.”see alsorallinn Manual
2.0, R. 19, cmt. 1: “This Rule is based on the gdsuset forth in Part One, Chapter V, of the Agicbn State
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there exists a circumstance which precludes wrdngés in physical space, then it will apply
to a situation in cyberspace as well aizk vers®8 There is little reason to expect that these
circumstances will have different interpretationstihie domain of cyberspace which would
warrant discussion her®? Insofar as the application of the rules on thewirstances
precluding wrongfulness will have different integfations, this is beyond the topic of study of
this dissertation. This dissertation deals withpbétical philosophical underpinnings of State
sovereignty as it applies to cyberspace. It isdcekpected that other studies will deal with
circumstances precluding wrongfulness in cyberspaacaore depth and detail, but for the
purposes of this dissertation, these exact nuaareesot required here. As such, this chapter

will not contain further discussion of the circuarstes precluding wrongfulness.

When international responsibility can be 1. attilolito a State for an act or omission
2. which constitutes a breach of an internationbligation and 3. when there are no
circumstances precluding wrongfulness, then thezesaveral consequences for the State in
question. The State in question is required toinaetto perform the duty of the obligation
which has been breach&ito cease the breach of the obligation and to geogippropriate
assurances of tH8 and to provide reparatiof% regardless of whether a State’s internal legal

system is in conflict with the international obliigms which have been breaché&d.

Moreover, this responsibility can be attributedat®tate through a variety of ways.
Chapter Il of Part One of the Articles on State foesibility deals with the attribution of
conduct to a State. States have a wide and grovarigty of responsibilities and not just for
conduct of organs of the State itséffIn addition to this traditional type of responfitlgj a
State also bears responsibility for conduct by @essor entities exercising elements of
governmental authorit§f® for conduct by organs placed at the disposal 8fade by another

State?®® for excess of authority or contravention of instions by an organ of a State or by a

Responsibility. Should one of the enumerated cistamces exist, the action or omission in questidinnet be
‘wrongful’ and, therefore, the State engaging i@, tbr omitting required, conduct will not bear resgibility for
what would otherwise be a wrongful breach of arngaltion owed to the injured Statesee also generallR. 20-
31.

258 See generallifallinn Manual 2.0, R. 1%ee also generallR. 20-31.

259 Seegenerally Tallinn Manual 2.0, R. 18ee also generalliR. 20-31.

260 Art. 29 Articles on State Responsibility.

261 Art. 30 Articles on State Responsibility.

262 Artt. 31, 34-39 Articles on State Responsibility.

263 Art. 32 Articles on State Responsibility.

264 Art. 4 Articles on State Responsibility.

265 Art. 5 Articles on State Responsibility.

266 Art. 6 Articles on State Responsibility.
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person or entity empowered to exercise certain eéhtsnof the governmental authorify for
conduct directed or controlled by a St#t&for conduct carried out in the absence or defafult
the official authoritie€8° for conduct of an insurrectional or other movemehich becomes

the new governmefi® and for conduct acknowledged and adopted by & Staits owi/*

In these abovementioned responsibilities, we caoetin a scale of control which the
State has over the conduct. The State has muchcootel over the conduct by organs of the
State itself than it has over conduct which haslmseried out by actors who are not directly
part of State organs and over acts or omissionshwdiie merely acknowledged and adopted
by a Statgost-facto In the case of conduct of organs of the Sta#dfjtthe State can directly
decide who to hire, fire, promote or demote, basedriteria it sets. Even in the case of actions
or omissions which have been conducted in excesautifority or in contraventions of
instructions, the State can do so and can henaerach control over conduct. In the case of
the later categories mentioned in the previousgrapdh — such as conduct by persons or entities
exercising, conduct by organs placed at the didjpbdseState by another State, conduct directed
or controlled by a State, conduct carried out sndbsence or default of the official authorities,
conduct of an insurrectional or other movement Witiecomes the new government or conduct

acknowledged and adopted by a State as its owe eathitrol is much less direct.

Nonetheless, as mentioned, a State can be resporieib conduct both through
commission and/or through omission. Furthermore sitope of the category of omission has
also expanded in recent years, in the post 9/11dwarostly having to do with ‘safe havens’
for non-State actors who are engaged in acts oiriem across State borders. Although the
discussion around this expansion is still ongoihdgs generally accepted that a State can be
responsible, at least in theory, for conduct net uhen it is directed through its own armed
forces or through proxies over which it maintaireedain level of command and contfél,or

over actions from private individuals when the Stexplicitly acknowledges and adopts the

267 Art. 7 Articles on State Responsibility.

268 Art. 8 Articles on State Responsibility.

269 Art. 9 Articles on State Responsibility.

210 Art. 10 Articles on State Responsibility.

211 Art. 11 Articles on State Responsibility.

212 Cf. Prosecutor v. Dusko Tadic (Appeal Judgement), ITE9¥, International Criminal Tribunal for the forme
Yugoslavia (ICTY) (hereinafter: “Tadic case”), 16ly) 1999, paras. 131, 145; Case Concerning Unitate$S
Diplomatic and Consular Staff in Tehran (Unitedt&saof America v. Iran); Order, 12 V 81, InternaabCourt
of Justice (ICJ) (hereinafter: “Tehran hostagese§asl?2 May 1981;See Case Concerning Military and
Paramilitary Activities In and Against Nicaraguai¢ragua v. United States of America); Merits, tngional
Court of Justice (ICJ) (hereinafter: “Nicaraguaets27 June 1986, para. 202.
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conduct as its owA’® but also over the conduct of private individualkew said State is
willingly not interfering with their conduct and wh it does have the capability to do?$bin
other words, also implicit or tacit approval of acommitted by private individuals can create
complicity and can constitute failure to comply hwitnternational obligations of good

neighborliness.

According to the group of international expertsréneafter: “Tallinn Experts”) which
composed the Tallinn Manual on the InternationalwLapplicable to Cyber Warfare
(hereinafter: “Tallinn Manual'$/®these general observations about the legal frameao
state responsibility pursuant to the Articles oat&Responsibility apply without reservation
to the domain of cyberspaé®.In Rule 6 of the Tallinn Manual, on the legal resgibility of
States, the manual states that: “A State bearsnatienal legal responsibility for a cyber
operation attributable to it and which constituéebreach of an international obligatici”.
This rule, which echoes Article 2 of the Articles State Responsibility, applies Article 2 of
the Articles on State Responsibility to cyber ofierss and maintains that there is nothing in
the nature of cyberspace or cyber operations wpiekludes international responsibilfi.
Hence, such responsibility can therefore be atiedbwnder the circumstances provided in the
international legal framework, as summed up in phevious paragrapt? In the second
edition of the Tallinn Manual on the Internationzaw applicable to Cyber Operations
(hereinafter: “Tallinn Manual 2.0), the Tallinn Eeqps®° expounded upon the original Tallinn
Manual when it comes to attribution of internatibresponsibility to States for cyber operations
conducted by State orgafid for cyber operations conducted by organs of o8tate$®?and

for cyber operations conducted by non-State aétrs.

273 Id
274 Id

275 Tallinn Manual on the International Law ApplicalteCyber Warfare (2013) (hereinafter: “Tallinn Mat").

276 The NATO Cooperative Cyber Defence Centre of Bgoek (hereinafter: NATO CCD COE), an international
military organization based in Tallinn, Estoniadaaccredited in 2008 by NATO as a ‘Centre of Exastk’,
invited an independent international group of in&ional legal experts, which produced the Tallifanual.

277 Tallinn Manual, R. 6see alsdrallinn Manual 2.0, R. 14: “A State bears inteimaal responsibility for a cyber-
related act that is attributable to the State &atl¢onstitutes a breach of an international legigation.”.

28 Tallinn Manual, R. 6; Article 2 Articles on StaResponsibility.

219 SeeTallinn Manual, R. 6see also generallyallinn Manual 2.0, R. 15-17.

280 Cf Tallinn Manual, The International Group of Expeatsd Participants; Tallinn Manual 2.0 International
Group and Other Participants, p. Xihe group of international experts which wrote aothposed the Tallinn
Manual 2.0 is not exactly the same as the groughlvivrote and composed the original Tallinn Manual.
281SeeTallinn Manual 2.0, R. 15.

282 SeeTallinn Manual 2.0, R. 16.

283 SeeTallinn Manual 2.0, R. 17.
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In sum, discussions on attributability within timernational legal framework start with
the Articles on State Responsibility. Article 2 afhapter V of the Articles on State
Responsibility describes the three basic criterisictv need to be fulfilled in order for
responsibility to be attributed, namely; attribuliéyg breach of an international obligation and
the absence of circumstances precluding wrongfalnBse current section has addressed the
circumstances precluding wrongfulnessd theattributability aspect of the equation. It has
explained that a State can be responsible for &ctibns and omissions and that conduct can
be attributed to it when it is conducted directlyough its own State organs as well as less
directly through a variety of other actors. Thist&mn has also explained that the international
legal framework for State responsibility appliesbtath the physical world and to the domain
of cyberspace and that it does so without resemstiThe next two sections will commence
with the breach of an international obligatiopart of the equation, namely a breach of the
obligation of States to respect other States’ smgaty and to not engage in forceful conduct
against them. Section 4.3 will deal with the intgional legal framework for the use of force
in international relations in a general sense. &hiéer, Section 4.4 will apply this framework
for the use of force in international relationsth@® domain of cyberspace specifically. In
Chapters 5 and 6, the breach of an internatioraaiton will be dealt with in more detail and
it will be discussed how large-scale theft of ilgetual property and durable disruption of
critical infrastructures through cyberspace coutgiuse of force pursuant to the international

legal framework on the use of force.

4.3 The International Legal Framework for Use of Force
The previous section has explained that therehaes tconditions for the attribution of State

responsibility and it has addressed two of themmedg; attributability and circumstances
precluding wrongfulness. The following two sectiarighis chapter and Chapters 5 and 6 will
delve into the meat of the matter; the breachestefnational obligations in the domain of
cyberspace. The specific breaches of internatiatdibations which are relevant for our
discussion on maintaining effective control ovesm@ace — such as cyberspace - and for
protecting life, liberty and property as well asithcollective, international variants of
sovereign existence, political independence andtdeal integrity, revolve around the

international framework on the use of force.

91



Any discussion on the use of force within the corrmternational legal framework
starts with Article 2(4) UN Charter, which providdgt: “All Members shall refrain in their
international relations from the threat or useasté against the territorial integrity or political
independence of any State, or in any other mameensistent with the Purposes of the United

Nations”284

Further, in the current international legal framekvon the use of force, there is a
grading scale pursuant to the gravity of the farsed. Although there exists a presumption of
illegality for all threats or uses of force, opé&at which threaten the territorial integrity or
political independence of a State are considerezbpscially egregious and as intensifiers on
the use of force, since territorial integrity andlifical independence are the constitutive
elements of the sovereign existence of the Stateurthermore, if the use of force increases
further in breadth, depth and duration, it can heae threshold of an ‘armed attack’ pursuant
to Article 39 UN Chartef8 Furthermore, below the threshold for use of fopeesuant to
Article 2(4) UN Charter, we find non-forceful typed coercion — such as economic and
political coerciorf®” Corresponding to the method and measure of caeegpplied against a
State’s right to self-determination, there existeatinuum of gravity along which we find non-
forceful coercion, use of force, use of force aghipolitical independence and territorial

integrity and armed attack exist, respectively. dlbtoercion is created equally.

Correspondingly, depending on the threshold wisateached — whether it is coercion,
use of force, use of force against political indegence and territorial integrity or armed attack
— the response to these measures of coercion teeedsrespond to the appropriate threshold.
For example, when a method of coercion reacheshtieshold for armed attack, legal self-
defence is allowed pursuant to Article 51 UN Chedgwhereas use of force pursuant to 2(4)
UN Charter will only lawfully permit certain non-fitary counter-measures in response, which
do not include the use of foré&. In other words, the response from a State whighéto self-

determination has been breached by another Stade meuproportional to the breach of this

284 Article 2(4) UN Charter.

285 See supraection 3.5see alsdruys, 'Armed Attack' and Article 51 of the UN ClearEvolutions in Customary
Law and Practice, p. 152-157

286 Article 39 UN Chartersee alsdrallinn Manual, R. 11, cmt. 6-7.

287 SeeTallinn Manual, R. 11, cmt. 2.

288 Article 51 UN Charter: “Nothing in the present @ea shall impair the inherent right of individual collective
self-defencdf an armed attack occurs against a Member of timitédl Nations until the Security Council has
taken measures necessary to maintain internatp@ae and security. “. (emphasis added)

289 Art. 22 Articles on State Responsibility.
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latter State of theranquilitas ordinisas was covered extensively in Sections 3.4?¥®rder
must be restored through a level of coercion whichresponds to the transgression to the
tranquilitas ordinis possibly supplemented only with an additionatredat of force necessary
to create effective deterrent® When States respond to coercion disproportionateiich

is to say, to respond to coercion with more couméasures or force than is necessary to deter
the present and future wrongful actor or aggresstiren the countermeasure or force which
goes beyond the proportional response, possiblglsonted with the additional element of
force necessary to create effective deterrencpdtantial future wrongful acts or aggression,
constitutes a new act of wrongful actions or aggioes Certainly, especially in the relative
chaos of international relations, not all Statee aiways able or willing to respond
proportionately. A State whose right to self-deti@ation is inhibited through another State’s
coercion might not be able to properly judge treevigy of a situation or might want to exploit

it for political gain?®? Minor territorial intrusions by infantry units @fne State into another
State’s territory can hence be responded to withllsscale artillery fire which is subsequently
responded to by large-scale fire, which is subsettypieesponded to by aerial strikes,cetera
This is how conflicts escalate, especially in teathof the moment. These factual questions do
however not change the fact that each level ofatoerhas responses which are proportional
and responses which are disproportional and bygukie appropriate response, wrongful acts

and aggression can be deterred and effective d@stablished.

Given that depending on the threshold which isliedc- whether it is coercion, use of
force, use of force against political independesmte territorial integrity or armed attack — the
response to these measures of coercion needsrésgond to the appropriate threshold, it is
important to figure out which threshold is reach&dcording to the ICJ, this is determined by

the ‘scale and effects’ of coercid#® Although the ICJ has repeatedly mentioned the

20 See infraSections 3.4-3.5.

291 Id.

292 See supraection 3.5.

293 SeeNicaragua case, para. 195: “it may be considevdmttagreed that an armed attack must be underaood
including not merely action by regular armed foraesoss an international border, but also "the isgnioy or on
behalf of a State of armed bands, groups, irreguwamercenaries, which carry out acts of armedefagainst
another Statef such gravity as to amount to" (inter alia) actual armed attackonducted by regular forces, "or
its substantial involvement therein” [...] The Cosees no reason to deny that, in customary lawpribigbition

of armed attacks may apply to the sending by seQtharmed bands to the territory of another Siéjch an
operation because of its scale and effeat®uld have been classified as an armed attatlerdban as a mere
frontier incident had it been carried out by regalaned forces.” (emphasis addezBe als®il Platforms (Islamic
Republic of Iranv. United States of America) (hereinafter: “Oil ptatms case”), Judgment of 6 November 2003,
2003 ICJ Rep. 161., para. 64: “Even taken cumwgtjiand reserving, as already noted, the questidranian
responsibility, these incidents do not seem toQbart to constitute an armed attack on the UnitedeS, of the
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importance of the scale and effects of a type @fr@on in order to determine whether the
coercion attains the threshold for use of forcha# not specified when the ‘scale and effects’
of a specific type of coercion are sufficiently ggao constitute an illegal use of force or an
armed attack®* In other words, a constitutivde minimisthreshold for use of force or armed
attack is not provided by the ICJ. Some basic apsons can however be made. For example,
the relation between ‘scale’ and ‘effects’ shoutdskeen as a cause-and-effect-relation. In other
words, ‘scale’ describes a specific method of doercwhereas ‘effects’ describes the
consequences of this case of coercBualethus refers to the magnitude, intensity and domati
of an operation, whereadfectsrefers to its consequences such as the levelstfudtion of a
State’s important elements - such as its peoplenauic and security infrastructure,
destruction of aspects of its governmental authofite. its political independence), or
deprivation of its physical aspectse(its territorial territory). As such, it is cleanat mere
frontier incidents€.g.,border incidents such as minor territorial intrunsidoy infantry units or
low-level exchange of fire across borders) will inideely not meet thele minimisthreshold
for an armed attack, even though they may conliaigail uses of force pursuant to Article 2(4)
UN Charter?®® In these cases, neither the scale, nor the effeetsufficiently grave to justify
self-defence pursuant to Article 51 UN Charter.cAls is clear that large-scale attacksg,
artillery shelling, naval attacks, aerial strikesyst likelywill meet thede minimisthreshold
for armed attack. Moreover, this is true even wtienactually achieved effects turn out to be

minimal.

As long as a method of coercion is producing (oriable to produce) serious
consequences, epitomized by territorial intrusibnspan casualties or considerable destruction
of property, then this coercion quickly moves up #everitycontinuum and may reach the
threshold for use of force and possibly even foaaned attack. An increase in the severity of
instruments used or the effects produced can thmgerthe coercion applied up the severity
continuum and result in a difference in degree beog a difference in kind. This is especially
true if such a use of force is aimed at damagingcm State’s ‘territorial integrity’ i(e.
conquest of valuable territory which can be explbiby the aggressor State) or ‘political
independence’ie. conquest of valuable infrastructure which can beduto hold a State

hostage). Such aims are regarded as intensifieraube territorial integrity and political

kind that the Court, in the case concernifititary and Paramilitary Activities in and Againbticaragua qualified
as a “most grave” form of the use of force”.

294 SeeTallinn Manual, R. 11, cmt. 2.

2% SeeNlicaragua case, para. 18&e alsdrallinn Manual, R. 11, cmt. 8.
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independence are prejudicial to the internatiotealding of a State as a whék By contrast,
mere displays of force, such as firing a singl&ebonto an uninhabited wasteland of another
State, will not meet the threshold for armed attaslen when such methods of coercion easily
reach the threshold for use of force and are thuddar contravention of Article 2(4) UN
Charter.

The distinction thus seems to also lie in the ideghconsequences behind the act, or
the animus aggressionidn other words, inability to execute on one’s [@ggive intentions
does not excuse one from the appropriate propaittioesponses that would have been
appropriate in case the aggression had been exesuteessfully. Also, the intention of the act
needs to be aimed at producing these serious effectconsequences. If thenimus
aggressioniss not present, then counter-measures and foreegpbnses will not be justified,
as they are unnecessary to restordrtreguilitas ordinis After all, the aim of counter-measures
and forceful responses is to connect negative cpesees to the aggressive intentions that
have led the aggressor to choose to engage igginessive conduct. By connecting the positive
conseqguences which the aggressor has attainedghgieq in this aggressive conduct to these
negative consequences, the cost/benefit analysisgels for the aggressor, both for the past
aggressive conduct which has been responded tagkhss for potential future aggressive
conduct. Deterrence is established. If such agiyesstentions are not present, then such

responses are hence not necessary.

The ICJ has referred to the necessity of establisthieanimus aggressionisf conduct
repeatedly — albeit implicitly. In theicaragua cas¢he court noted concerning the sending by
or on behalf of a State of forcible activities ofm@d bands who carry out acts of armed force
against another State, that there was very litfiermation available as to “the circumstances
of these incursions dheir possible motivatiofisand that this “renders it difficult to decide
whether they may be treated for legal purposesnasuating, singly or collectively, to an
‘armed attack™°’ (emphasis added) In other words, in the absenesidénce which points
towards theanimus aggressionisf certain conduct, it is difficult to ascertainh@re this
conducts needs to be placed on the severity camtin&imilarly, in theOil Platforms casgthe

ICJ stated, concerning the Iranian mine-layingt there was no evidence that “the mine laying

2% See suprsection 3.5.

297 Seelicaragua case, para. 231 “Very little informatistowever available to the Court as to the cirdamses
of these incursions or thgiossible motivationavhich renders it difficult to decide whether thagpy be treated
for legal purposes as amounting, singly or colletyi, to an "armed attack" by Nicaragua on eithdyaih States.”
(emphasis added)
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[...] was aimed specifically at the US; and similaitjhas not been established that the mine
struck by the Bridgeton was laid with the spedifitentionof harming that ship, or other US
vessels??® (emphasis added) In this case too, the ICJ dematestthat a plausible reading of
the intended consequences is consequential fdeta and moral judgment of the conduct

concerned.

Although these distinctions might appear to be miegal distinctions, they have major
consequences in international relations. If ther@tent to cause a certain level of harm to
another State, then the latter State may respotidferice to this conduct. Additionally, given
the weak international legal order, as discusse8eiction 3.5, this can include an additional
element of punitive force which is necessary t@aweffective deterrence for potential future
aggression. As discussed, such actions can escalitdy, especially in the near anarchy of
international relations where the first mentione¢dt& now does not want to appear weak, as
this would invite future aggression. If there haib no intent to cause harm to the other State,
then the States could have also handled the situatithout further escalation by simply

settling the damages through just reparattdhs.

The difficulty with the element of intention howevewhich has often been identified
with the concept ofmens reaof domestic criminal law — is that it is virtualljnpossible to
prove in the international sphere. In internaticiedéitions, decisions are not made by a single
person whose intentions can be easily inferrech&atlecisions are made by complex bodies
of decision-makers with single majorities, supejariies or (special) vetoes and they are also
often taken behind closed doors when it comeschb security questions. The existence of the
intention in international relations therefore ne¢d be derived from the act, actus reus
itself. By the standard of thectus reussome acts clearly contain theimus aggressioni$or
example, in large-scale attacks, #r@mus aggressionisan beassumegrima facie because
it is inherent to the act due to the scale of theration and due to ifsrima facieintended
(potential) effect$%° On the other hand, mere frontier incidents willma facienot justify an
invocation of the right to respond with large-sdalee as the intention does not seem to be to
effect severe consequences (although these insidélhtallow for ‘on-the-spot-reactions’ in

the field to create immediate deterrenté)n Chapters 5 and 6 | will discuss two types of

2% See0il Platforms case, para. 64.
29 Artt. 31, 34-39 Articles on State Responsibility.

300 SeeY. Dinstein,War, Aggression and Self-defer(@@11), p. 242-267.
301 |d
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cyber operations which, judging by theictus reusclearly do contain the intention to effect
such severe consequences, namely the large-seétletintellectual property and the durable

disruption of critical infrastructures.

Clearly, States are most interested in the (inb@stio exact certain) consequences of a
specific method of coercion. After all, only actsonith the deliberate purpose of exacting grave
consequences are likely to result in such consegserccidental acts or omissions tend to
have only limited, small-scale effects. Only defdde acts with agency behind them can
mobilize or unleash the necessary resources t®aase consequences. Additionally, as we
will see in Section 4.5, especially in cyberspaxdy deliberate acts and omissions $tates

are likely to effect the grave consequences whichldvmeet the use of force.

However, due to the inherent risk of subjectivityassessments of whether or not a
State’s conduct has the intention to exact graveseguences (there is for example great risk
of exaggeration on the receiving end of aggressjoanother State to create a maximum range
of possible responses), the international legahéwaork has not taken a consequence-based
approach, but rather, the international legal fnanré& has taken an instrument-based approach
to protect thetranquilitas ordinis®®? The international legal framework therefore reffiean
emphasis placed on tiseale of a use of force, rather than on @fects®® The intentions
(animus aggressioniof States are hence derived from their acti@aasué reusand to which
consequences these actions appear intefiti€hnsequently, pursuant to this approach and
according to the general consensus of internati@walers, the instruments of economic and
political coercion are presumed to fall into theegory of methods of coercion which most
likely will not meet the threshold for use of foraehereas military instruments are presumed
to fall into the category of methods of coercioniathmost likely will meet the threshold for

use of force®® However, between these two extremes there exialygeay areas - such as

302 See e.gA. Foltz, Stuxnet, Schmitt Analysis, and the Cyber “Use-atEbDebateg JFQ, 67, 2012 — 4ge also
L. Boer, ‘Echoes of Times Past*: On the Paradoxical Na&twf Article 2(4) Journal of Conflict & Security Law
(hereinafter: “Echoes of Times Past”)(2015), Vd.No. 1, 5-26, at 7-13.

303 Id.

304See e.gA. Foltz, Stuxnet, Schmitt Analysis, and the Cyber “Use-aEbDebate see alsdrallinn Manual,
R11, cmt. 2.

305SeeB. Simma, e.aThe Charter of the United Nations: A Commeni@§02), Vol. |, part |, article Zee also
Boer, Echoes of Times Past. 9-10: “[referring to this general consensOskrall, controversy with regard to
these categories is considered as marginal; consesswidespread”.

97



deliberately using the control systems of a daffotmd or parch another Stat€& Additionally,

as we will see in the next section, the domainybkcspace provides additional difficulties.

In sum, this section has commenced with the disousd the third condition for State
responsibility (besides the other two of them;ilattiability and circumstances precluding
wrongfulness which have been discussed in the gusvsection), namely; the breach of an
international obligation. The international obligat which this dissertation is concerned with
is the cornerstone of the international legal grdamely the prohibition on the use of force
pursuant to Article 2(4), as well as other thredBobn the coercion continuum. If this
international obligation can be protected in cypace and if transgressions of this prohibition
can be punished, then effective deterrence andeaigmty can be established. This section has
explained that the international legal frameworkioa prohibition on the use of force contains
different thresholds corresponding to the gravityhe method of coercion which is employed
— namely coercion, use of force, use of force aggnuditical independence and territorial
integrity and armed attack. In order to determirngciv threshold has been reached, one has to
look at the scale and effects of the coercion eygulpas well as at the intentions behind an
operation &nimus aggressioniswhich can be derived from the actioast(s reus The next
section will apply this international legal framewkdor the use of force to the domain of

cyberspace.

4.4 Applying the Use of force Framework to the Domain bCyberspace
The previous section has set out the current iatemmal legal framework on the use of force

in general. In this section, | will apply this fremork to the domain of cyberspace specifically.
The application of the current international lefyjamework on the use of force to the domain
of cyberspace can, unfortunately, not simply befgoered mutatis mutandis The

fundamentally different nature of cyberspace demmapecial, careful attention.

When applying the international legal framework ttoe use of force to the domain of
cyberspace, it is important to consult the TalliManual (just as was the case for the
international legal framework on State respongibikis discussed in Section 4.2). Although it
does not enjoy the status of a primary sourcetefmational law pursuant to the ICJ Statute, it

is likely that it (and new editions of it) will bevoked in the following years pursuant to Article

306 Id
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38(1)(d) ICJ Statute as “teachings of the mostlighalified publicists of the various nations”

and thus as a “subsidiary means for the deternoimati the rules of law®%’

According to the manual, the international legahiework on the use of force can, in
principle, be applied to the domain of cybersp@€&ule 10 of the Tallinn Manual on the
prohibition of threat or use of force, applies tingpermissibility of the use of force in
international relations to the domain of cyberspadbout reservations. It does so at least in
principle and in theory. Throughout the Tallinn Mafh it closely follows established
international law, principles and definitions. InlR 10 of the Tallinn Manual it echoes Article
2(4) UN Charter by stating that: “A cyber operatibiat constitutes &reat or use of force
against the territorial integrityor political independencef any State, or that is in any other
manner inconsistent with the purposes of the Unitations, is unlawful.®%° (emphasis added)
Again, we see that use of force is unlawful in finggional relations, including when it is
conducted through or applied in the domain of cgpace. In order to determine whether or not
a specific cyber operation meets the thresholdi$erof force, the Tallinn Manual defines ‘use
of force’ in Rule 11 by describing that “A cyberearption constitutes a use of fonsen its
scale and effects are comparable to non-cyber dmers rising to the level of a use of
force”.31° (emphasis added) In other words, in order to aphyyinternational legal framework
on the use of force to the domain of cyberspacsim#arly need to look at the scale and effects
of a cyber operation. If these scale and effe@samparable to the scale and effects of a non-
cyber operation, then the prohibition on the usdoofe applies as it would in non-cyber
domains. With regards tireatsto use force through cyberspace, Rule 12 stasgsibking
threatsto use such force are also to be treated in time seay as would be the case when they
would be applied using non-cyber instrumetsSimilarly for self-defence, Rule 13 states that
“A State that is the target of a cyber operaticat tises to the level of an armed attaciay
exercise its inherent right of self-defent®hether a cyber operation constitutes an armed

attack depends on its scale and efféc¥® Again, we see that the Tallinn Manual echoes

307 Art. 38(1)(d) ICJ Statute.

308 SeeTallinn Manual, R. 10see alsdrallinn Manual 2.0, R. 68.

309 SeeTallinn Manual, R. 10see alsdrallinn Manual 2.0, R. 68.

310SeeTallinn Manual, R. 11see alsdrallinn Manual 2.0, R. 69.

311SeeTallinn Manual, R. 12see alsdrallinn Manual 2.0, R. 70.

312geeTallinn Manual, R. 13see alsorallinn Manual 2.0, R. 71see alsoAlV/CAVV, Cyber Warfare at 21:
“Nothing in article 51 or customary internationalapecifically excludes a particular type of weapoweapons
system.Conventional kinetic weapons are included of coueseare radiological weapons, poison gas, other
chemical weapons, biological weapons and laser ereaplhere is therefore no reason not to qualifytzer
attack against a computer or information systeraraarmed attack if the consequences are compérmtilese
of an attack with conventional or unconventionabp@ns. In other words, if a cyber attack leads dmaificant
number of fatalities or causes substantial physleatage or destruction to vital infrastructure jtaniy platforms
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established international legal practice by refterthe continuum of coercion discussed in the
previous section. Also, we see that the Tallinn Memecognizes the possibility to invoke legal
self-defence pursuant to Article 51 UN Charter wtiba threshold for armed attack is
reached®? It is important to take special note of this. Iinpiple and in theory, a State can
respond to a cyber operation as if it were an aratttk by traditional kinetic means — using
artillery shelling, naval attacks and aerial stsikeprovided the operation reaches the threshold
for armed attack in its scale and effects. Addaibn in principle and in theory, a State can
also choose to use kinetic means to respond tor @tkeck. Bits can lead to being blown to
bits. Finally, what this also entails, at leastatetically, is that according to one of the most
forward thinking sources of international law apéttains to the domain of cyberspace, wars
can be now be started, fought and ended, all irdtmain of cyberspace. Notably, this does
not just entail that wars can be fought be new mehut it also entails that States who are
geographically so far apart that they would presipunot engage in warfare with each other

due to issues of proximity, are now capable of daio, all in cyberspace.

Similar to methods of coercion applied using noheryinstruments, when it comes to
operations conducted in cyberspace, accordingad gilinn Manual, it is thus thecaleand
effectsof a cyber operation meets the threshold of ugero€ or, if more grave; armed attack.
Resultantly, given that, as mentioned in Secti@ the ICJ has not provided a framework for
determining a constitutivee minimighreshold for use of force or for armed attacks¢éhgame

difficulties apply to cyber operations as well.

Moreover, since the possibility of cyber operatiaras not envisioned and discussed at
the time of the drafting of the UN Charter becaitisid not exist back then, it is especially
difficult to ascertain whether @/beroperation meets the threshold for use of forcéerAdll,
with the exception ojus cogens- such as prohibitions on genocide, piracy, siaverture,
territorial aggrandizement and wars of aggressi@tates need to consent to the rules which
govern then?! If a State chooses not to participate in an irttonal treaty or if they remain
a persistent objector to the development of ammatéonal custom, then, with the exception of

jus cogenssuch rules generally do not apply to them. Gitreat cyber operations were not

or installations or civil property, it could centdy be qualified as an ‘armed attack’ within theaming of article

51 of the UN Charter.” (emphasis added).
313 |d

314 Seee.g.Art. 1(2) UN Charter: “To develop friendly relatis among nations based @spect for the principle
of equal rights and self-determination of peopbesd to take other appropriate measures to strenginiversal
peace.”. (emphasis added)
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envisioned or discussed at the time of the draftihthe UN Charter, it becomes especially

difficult to discuss whether and how rules are édo govern State behavior in cyberspace.

We can see these problems clearly in the scaleratite effects of cyber operations.
Although the Tallinn Manual rightly observes thatber operations which directly cause
physical consequences — such as death and destructire considered to likely meet the
threshold for the scale and effects to meet uderoé pursuant to Article 2(4) UN Charter, or,
if the scale and effects are larger, that they ralsp meet the threshold for armed attack
pursuant to Article 51 UN Charter, what is lesscis what will happen when a cyber operation
merely creates functional disruption. What makes é¢ispecially difficult is that, with regards
to the effectsof cyber operations, we can observe that cyberatipas tend to not create
physical destructionbut rather, mostlyfunctional disruption Financial institutions, media
outlets and power stations may be shut down, busipal destruction is usually minimal or
even absent altogether. With regards tosttedeof cyber operations, it is even more difficult
to give a proper appreciation of cyber operatiévier all, due to the aforementioned emphasis
within the international legal system on the sa#l@n operationife. the international legal
system wields an instrument-based approach) ondd cawgue that dealing with cyber
operations could potentially require entirely neyrements between States relating to cyber
operations specifically, as these instruments db have the physical characteristics of

traditional military instruments such as tankspstor airplanest®

In order to apply the international legal frameworkthe use of force to the domain of
cyberspace, it is useful here to briefly reviewsbarces of international law. Article 38(1) ICJ
Statute lists the sources of international law Wwhian be consulted in order to ascertain

whether certain conduct is permissible under irstgonal law. It reads:

1. The Court, whose function is to decide in acaoo® with international law such

disputes as are submitted to it, shall apply:

a.international conventionsvhether general or particular, establishing rebgsressly

recognized by the contesting states;

b. international customas evidence of a general practice accepted as law

315 See suprsection 4.3.
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c. thegeneral principles of lawecognized by civilized nations;

d. subject to the provisions of Article 59, judiaiigcisions and thieachings of the most
highly qualified publicists of the various natignas subsidiary means for the

determination of rules of law.

2. This provision shall not prejudice the powetlef Court to decide a case ex aequo et

bono, if the parties agree therétb(emphasis added)

In the traditional sense, use of force pursuanArticle 2(4) UN Charter or armed attacks
pursuant to Article 51 UN Charter are operationsdtwted by the armed forces from one State
against the territory, infrastructure or the larsga- or air forces of another State (and to a much
lesser degree so far, from outer space). Thesaspos have been agreed on and they have
been laid down in the UN Charter in 1945 and thap bence be used as a source of
international law pursuant to Article 38(1)(a) IGlatute. The exact definition of what
constitutes use of force or armed attack is howewudject to customary international law
pursuant to Article 38(1)(b) and therefore changesr time3*” The legal definition of use of
force or armed attack after the advent of cybemsgaic'cyber territory’) and the legal definition

of cyber forcegin addition to land-, sea-, air- and space fortesce needs to be regarded in
the light of both the existing legal framework, asll as in the light of potential future

developments, such as special-purpose treatiemgedth cyber sovereignty and warfare.

Clearly, it would be preferable if States would oggte, agree on and implement
international conventions and treaties in ordegdeern their conduct in cyberspace. Such
international treaties would include special pug@ear rules and they would enjoy the benefit
of having been written with the explicit consenttloé contracting party States. Such explicit
consent would greatly benefit the legitimacy of thkes agreed upon. However, such a treaty

seems highly unlikely in the near-future.

Given the danger of not having rules to regulagelddhavior of States in cyberspace as
it pertains to use of force - where there is pagdigtso much to gain and so much to lose

through cyber operations as our lives move onliihés-imperative to find workable solutions

816 Article 38 ICJ Statute.

317 SeeNicaragua case, para. 176: “... it is hard to see fiog] “natural” or “inherent” right of self-defeeccan
be other than of a customary natureen if its present content has been confirmedrghaenced by the Chartér.
(emphasis added)
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within the existing legal framework on the use afck. Michael Schmitt, the director of the
Tallinn Manual project, recognized this when, back999, he asserted that “any justification
or condemnation of CNA [Computer Network Attacks)shbe cast in terms of the use of force
paradigm.”18 In other words, even back in the2€entury, Schmitt sought to base the rules
governing behavior in cyberspace not (just) on pewpose-specific international treaties, but
also on the already existing international legahfework on the use of force. In addition, he
thereto also sought to base these rules in éhgiected future developmemlien it comes to
cyber operations in customary international B Schmitt thus argued that determining
whether a specific type of cyber coercion wouldiatthe scale and effects to meet the use of
force threshold, would entgiredictinghow States would respond to certain cyber operatio
in the future and how they would then use the Exgsnternational legal framework on the use
of force to justify their responsé® In order to predict the future behavior of Stades the
expected development of international customary, lBehmitt proposed a list of criteria by
which cyber operations and State behavior coulpredicted. The criteria Schmitt proposed to
use to make these predictions were later adopté@d@gmanded upon in Rule 11, cmt. 9 of the
Tallinn ManuaP?! They can arguably be regarded as a subsidiary srfeathe determination
of rules of law — such as the interpretation oflsand effects in the international legal
framework on the use of force - as the “teachirfgh® most highly qualified publicists of the

various nations” pursuant to Article 38(1)(d) |QatBte3?2

These criteria by which cyber operations and Siatevior in response to them can be
predicted are; severity, immediacy, directnessasixeness, measurability of effects, military
character, State involvement and presumptive hagity of cyber operatiori$3 These Schmitt-
or Tallinn criteria operate in concert and they rmoe-exhaustivé?* They will be discussed in

their respective order, with the exceptiorseterity which will be discussed last, as it is, in the

818 M. Schmitt, Computer Network Attack and the Use of Force iermational Law: Thoughts on a Normative
Framework 37 CJTL 885 (1999), at 913 “Unless the intermal@ommunity is willing to adopt@e novascheme
for assessing the use of inter-state coercion, jastyfication or condemnation of CNA [Computer Nerk
Attacks] must be cast in terms of the use of fgaeadigm.”.

319 Article 38(1)(b) ICJ Statute.

320 M. Schmitt,Computer Network Attack and the Use of Force ierimtional Law: Thoughts on a Normative
Framework 37 CJTL 885 (1999), at 913 “Unless the intermal@ommunity is willing to adopt@e novascheme
for assessing the use of inter-state coercion, jastyfication or condemnation of CNA [Computer Neik
Attacks] must be cast in terms of the use of f@amadigm.”.

821 SeeTallinn Manual, R. 11, cmt. &ee alsarallinn Manual 2.0, R. 69, cmt. 9.

322 Art. 38(1)(d) ICJ Statute.

323 SeeTallinn Manual, R. 11, cmt. $ee alsdSchmitt, at 914-915ee alsdrallinn Manual 2.0, R. 69, cmt. 9.

824 SeeTallinn Manual, R. 11, cmt. 1@ge alsarallinn Manual 2.0, R. 70.
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words of the Tallinn Manual itself, “self-evidentlthe most significant and indicative factor

in the analysig?®

Immediacyrefers to the temporal distance between the laohehcyber operation and
its effects - the more immediate the consequerticesnore likely that States will regard it as
use of force??® Directnessis closely related to immediacy, but instead odlig with the
temporal distance between the cyber operation eneffects, it deals with the chain of
causation between the cyber operation and theteffethe more clear the causal link between
the cyber operation and specific effects, the nlikedy that States will regard it as use of
force3?” Invasivenessefers to the degree of intrusion of a cyber of@na- the more cyber
barriers have been breached in order to get ttrexanore likely that States will regard it as a
use of force’?® Measurability of effecteelates closely to directness, but instead ofidgavith
the chain of causation of a cyber operation, medoslity of effects deals with the objective
assessment of the quality and quantity of the &ffefca cyber operation — the more measurable
the effects, the more likely that States will rejiiras a use of forc®? Military character
refers to the connection between the cyber operatid (other) military operations taking place
—the closer the connection between these typesarits, the more likely that States will regard
it as a use of forc®? State involvemeris closely related tailitary character but instead of
dealing with the connection between a cyber opmmaind (other) military operations, it deals
with the connection between a cyber operation agthte’s command and control structure —
the more closely a State is involved in a cyberatien, the more likely it is that States will
regard it as a use of foré&.Presumptive legalityefers to the ostensible nature of a cyber
operation — the less closely it resembles otherleigal behavior, the more likely that States

will consider it as a use of foréé?

The criterion ofseverity— which is the most significant and indicativetioé Tallinn
criteria — is unfortunately not sharply definedeTdescription which is provided in the Tallinn
Manual and in Schmitt’s article in 1999 explainatth is considered to concern the matter in

which the consequences of a cyber operation impimgeritical national interests — the more

325 SeeTallinn Manual, R. 11, cmt. 9(a3ee alsarallinn Manual 2.0, R. 69, cmt. 9(a).

326 SeeTallinn Manual, R. 11, cmt. %ee alsdrallinn Manual 2.0, R. 69, cmt. 9.
327 |d
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it impinges on critical national interests, the mdikely that it will be considered a use of
force333 In other words, it concerns the measure in whispegific cyber operation inhibits the
full exercise of the right to self-determinationao$tate and its people. Hence, as demonstrated
in Chapter 3, it is principally concerned with thte to the fundamental rights to life, liberty
and property of individuals within a State, as veslitheir collective representations in a State’s
rights to sovereign existence, political indepemdeand territorial integrity. As the threats to
these rights increase through more coercive méaggscan warrant stronger counter-measures,

and, if rising to the level of ‘armed attack’, ewearrant legal self-defencé?

In order to determine where a cyber operation néeds placed along the severity
continuum, the Tallinn Manual further divides thiarion of severity into the criteria of scope,
intensity and duration of the consequences of a&mcgperatior?s® In other words, severity
needs to be understood as the breadth, depth aatiotuof the consequences of a cyber
operation. Although these criteria seem to somevdtdio the ‘magnitude, intensity and
duration’ mentioned in the previous section andi@g it is important to note that the criteria
of the Tallinn Manual refer to theffectsof a cyber operation, whereas the abovementioned
criteria from the ICJ refer to thecaleof an operatios®® In other words, it is the difference
between cause and effect or the difference betwestrument and consequence. The Tallinn
Manual thus focuses on the consequences. To somemtex could hence be argued
(convincingly) that the Tallinn criteria for thet@rnational legal framework on the use of force
applied to cyberspace have side-stepped the problete restrictiveinstrumentbased
approach of the international legal framework anuke of forcé3” In other words, by focusing
on theususandopinio juris of future expected State behavior, it is possiblevield the less-

restrictiveconsequencbased approach for its normative framework.

333 SeeTallinn Manual, R. 11, cmt. 9(a3ee alsdchmitt, at 914;ee alsaart. 22 Articles on State Responsibility;
see alsorallinn Manual 2.0, R. 69, cmt. 9.

334 Article 51 UN Charter; art. 21 Articles on StatesRonsibility.

335 SeeTallinn Manual, R. 11, cmt. 9(a3ee als@Schmitt, at 914See als@rt. 22 Articles on State Responsibility;
see alsorallinn Manual 2.0, R. 69, cmt. 9.

336 See supraection 4.3.

337 See als®Boer, ‘Echoes of Times Pastit 13-16: “The effects-based approach to theofigarce allows for the
inclusion of major cyber attacks [...] The dichotomyalse. What is more, the approach ultimatelyodieas into

a purely effects-based one”. Boer similarly conelithat Schmitt's approach has not created a syrhetgyveen
the instrument- and the consequence-based appattter, Schmitt seems to have sided with the paepview’
of Article 2(4) UN Charter contained in the “oramy other manner inconsistent with the Purposékeotnited
Nations” phrase of 2(4) for a reading of 2(4) askéeg to protect against the “disturbance to irtéiomal peace
and security” (or breach of theanquilitas ordinig, regardless of the means employed thereto.
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However, the Tallinn Manual thereby does not atyusallve the problem of the inherent
subjective nature of the consequence-based appmwhih was discussed in the previous
section. Additionally, it creates a new problemhaking to predict State behavior. Although
the criteria proposed in the Tallinn Manual and1B89 article they are based on, can provide
guidance in this predictive pursuit, they do naiuatly provide a justification for their use.
Moreover, although it provides some arguments His, tit also does not provide an actual
justification as towvhy the international legal framework on the use otéocan be applied to
the domain of cyberspace. Given the fact that Sta¢ed to consent to the rules which govern
them, one has to provide convincing argumentsditlar the international legal framework on
the use of force has become expanded with newumsints with the arrival of cyber weapons,
just as it has with other weapon developments énsttcond half of the #0century and that
these weapons are not significantly different froyber weapons or, alternatively, one has to
provide alternative arguments that the internatitegal framework on the use of force can be

applied to the domain of cyberspace.

It is the opinion of this present writer that tleerher justification, which is the basis for
the Tallinn Manual as well, is not convincing. Taéere three main reasons for this opinion.
Firstly, generally speaking, what we understandagare in the 2century is conduct which
is still mostly conducted on land, air and sea. Mo®sny weapons are just modifications or
extrapolations of older weapons. They are weapdnshamove atoms from order to disorder
through kinetic means. Some cyber weapons can $ievitar destructive effects, but what is
more often the case is that they move not atomsnaa@rials, but bytes and information.
Secondly, warfare on land, air, sea and in outecemre all types of warfare which are
conducted in the three dimensions of physical sgassentially, one side in a war defends one
piece of physical space against the other sidenaravhich defends another piece of physical
space. Even warfare in outer space — which ssfquite a marginal phenomenon - is mostly
just an extension of airspace in this sense, jgisha high seas are an extension of territorial
waters. Cyberspace does not seem to fit easilytmsunderstanding of what it means to
engage in warfare, because its effects are notittmmal upon physical proximity. Thirdly, as
indicated earlier in this section, cyber warfaregisnerally characterized bfunctional
disruptionrather than byhysical destructionAlthough physical destruction would fall more
neatly into the existing understanding of what éams to engage in warfare whets ‘scale

and effects are comparable to non-cyber operatiisiag to the level of a use of forteas
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described in Rule 10 of the Tallinn Manual, the samnot true for functional disruptici
Given that cyber weapons are inherently gearedrdsviaking out functionality, rather than
full-on destruction, it is therefore not so easytque that cyber weapons are just another type

of weapons whose use can be prohibited withintistieg legal framework on the use of force.

Therefore, in order to be able to prohibit the eiseyber weapons, alternative arguments
need to be used. | argue that it is possible thipitothe use of cyber weapons not based on the
prediction of future behavior of States and thesnmational custom developed by future
responses to them, as proposed by the Tallinn Manwisbased on, as | argued in the previous
Chapter, the argument that Article 2(4) UN Chagad Article 51 UN Charter are merely
attempts at codifying natural law and that natues can hence be consulted for the

interpretation of applying the concept of use a€éoto the domain of cyberspace.

In Chapters 5 and 6, | will dive deeper into whpesoperations which durable disrupt
critical infrastructure or engage in large-scakfttlof intellectual property will be regarded by
States as severe enough to constitute use of porseiant to the international legal framework
on the use of force as discussed in this chaptesupnt to social contract theory as the political
philosophical underpinnings of State sovereigngygiacussed in Chapter 3 and pursuant to the
factual background as discussed in Chaptexx2fdctis jus orituy. The criteria which | will
formulate in these chapters can hence serve asaddicriteria to the Tallinn criteria to help

determine the severity of cyber operations.

This chapter will continue with discussing howstpossible to attribute international
legal responsibility for cyber operations which e threshold for use of force. Although it
could be useful at this point to skip ahead to @vapb and 6 so that one can get a thorough
understanding of the exact threshold in severityue of force, the remainder is written as a
stand-alone piece and should not require this stiefipition for the purposes of this chapter

on international attributability and effective croit

In sum, the current section has explained thatatjmers conducted in cyberspace fall
within the international legal framework on the a$éorce — at least in principle and in theory.
In order to ascertain whether or not the scaleedfitts of a specific cyber operation will meet
the threshold for use of force, the criteria of Tiadlinn Manual can be consulted. The criterion

of severity is the most significant and indicatofethese criteria and it can be further divided

338 SeeTallinn Manual, R. 10see alsdrallinn Manual 2.0, R. 69.
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into the scope, intensity and duration of an op@natn order to determine which consequences
of cyber operation would amount to use of forcaroned attack, we will hence have to predict
how States will respond to certain cyber operatioffe therefore have to find out which
interests of a State are deemed to infringe onate'Stright to self-determination. In other
words, we have to look at how States would resgorttie impingement of their sovereignty
existence, political independence and territorigegrity. In order to further discuss the
guestions of severity and critical national intése€hapters 5 and 6 | will further detail the two
types of critical national interests which Statél pvotect, namely; their critical infrastructures
and the intellectual property created in theiritery.

Now that we have discussed the theory of the thHesmors for international
responsibility (attributability, breach of an int@tional obligation and absence of
circumstances precluding wrongfulness), in the rade of the current chapter, | will discuss
the practical possibility of attributing internatia responsibility. Thereto, | will use the case
of Stuxnet to illustrate why it is possible to ddtite international legal responsibility for cyber
operations which meet the severity threshold feruke of force. Given this attributability, it
subsequently becomes possible to wield the arseihglermissible responses against the

aggressor in order to create effective deterrenda@establish sovereignty in cyberspace.

4.5 Barriers to Entry for Attaining the Scale and Effeds to Meet the Use of
Force Threshold in the Domain of Cyberspace
In this section, | will counter the prevailing viest cyber operations that anyone, anywhere,

can launch a cyber operation against anyone, ampwdfeany magnitude and can do so with
complete anonymity. If this would be the case, tigtates would be unable to attribute
international responsibility for cyber operatiomslahus unable to respond to the aggressor and

thus unable to create effective deterrence anthcavereignty over cyberspace.

Even though cyber security experts in the privatga, war hawks in the public sector
and popular media, looking to, respectively, sefiduicts, attract funding or get clicks, often

promulgate the view of “somebody sitting on theidisomewhere, that weighs 400 pouftfs”

339 presidential candidate and Republican Nominee BohaTrump on the hack of the Democratic National
Committee (hereinafter: “DNC”) during the third Bigential Debate organized by Fox News on 19 Oc¢t2b26:

“I don’t think anybody knows that it was Russiattbeoke into the DNC. She is saying ‘Russia, RyRisssia’,
but | don’t know, maybe it was, | mean, it couldRessia, but it could also be Chiitagould also be lots of other
people, it also could be somebody sitting on thedt somewhere that weighs 400 pounds, okay? Y dukehonv
who broke in to DN{...] Now, whether that was Russia, whether that @ama, whether it was another country,
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has the potential to wreak havoc upon companiesanditries alike, such a scenario is in fact
highly unlikely because there exist many, high ieasrto entry in the domain of cyber warfare
which are insurmountable to nearly all non-Statracand even to most State actors. More
specifically, | will argue that as the scale anfitets of a cyber operation move up along the
severity continuum, as discussed in Section 4& there is a corresponding decreasing amount
of actors who can perform such operations. Althoogerspace has an ostensibly very low
barrier of entry, requiring little more than a camgr and an internet connection, in fact, there
are very high barriers to entry for actors who wargxercisectual coercive effecand force
through cyberspace, let alone launch operationsseviseverity would meet the threshold for
an armed attack. Put simply, although it is possibi private individuals and organizations to
conduct cyber operations which are inconvenientiaitdting to States — such as acktivism,
crime, subversion, espionage, and sabotage - cgperations which go beyond such

inconvenience and irritation seem to be the exetudomain of (few) States.

The case of Stuxnet serves as a good example oflttrdemonstrates that there are
many, high barriers which need to be crossed byraetho wish to use cyber operations to

attain the scale and effects to meet the use oéfthreshold.

Stuxnet, according to media and analyst reports,dasmputer virus which is believed
to have been used in the period of 2009-2012 tecinthe computers in the Natanz nuclear
enrichment facility in Iran in order to break itsntrifuges by making them spin around- and
slowing them down too fast, thereby making therm spmit of control and self-destru¢f
Stuxnet ended up physically destroying about & fift the facility’s centrifuges and delayed
Iran’s development of a nuclear weapon by monthgosssibly even yeaf$! Given that this

delay provided a time-frame long enough to letittternational sanctions against Iran to take

we don’t know, because the truth is, under Presi@drama we’ve lost control of things that we usedave
control over. We came in with the Internet, we campeavith the Internet and | think Secretary Clintord myself
would agree very much when you look at what I1SI&aisig with the Internet, they’re beating us at own game.
ISIS! So we have to get very, very tough on cylvet eyber warfare. It is a huge problehihave a son. He'’s 10
years old. He has computers. He is so good witketlemputers, it's unbelievable. The security aspecyber

is very very tough and maybe it's hardly doalidat | will say: we are not doing the job we shibbke doing.”.
(emphasis added)

340 See e.gD. SangerQbama Order Sped Up Wave of Cyberattacks Agaiast New York Times, June 1, 2012,
available at: http://www.nytimes.com/2012/06/01/world/middleeabima-ordered-wave-of-cyberattacks-
against-iran.htm{accessed on 31st July, 2013¢e alsdR. LangnerRalph’s Step-by-Step Guide to Get a Crack
at Stuxnet Traffic and Behaviavailable athttps://www.langner.com/2010/09/ralphs-step-by-sigjule-to-get-
a-crack-at-stuxnet-traffic-and-behavi¢atcessed on $Duly, 2017)see also generallpp. SangerConfront and
Conceal: Obama’s Secret Wars and Surprising Usérogrican Powel(2012); see also generallf. Zetter,
Counting Down to Zero Day: Stuxnet and the Launch of the World’s First Digital Weapon (2015)..

341 See e.gSangerPbama Order Sped Up Wave of Cyberattacks Agaiast Ir
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effect, to come to the negotiating table and t@ado a (temporary) nuclear deal, it could be
argued that this cyber weapon might have prevemaadrom developing the ultimate weapon
of mass destruction; nuclear weapons. Subsequeifiity,a software update, the virus seemed

to have escaped the facility where it eventuallyamee discoveretf?

Stuxnet was arguably the first cyber weapon to eguisysical destruction of this
magnitude and the first cyber operation which migéte met the threshold for use of force
pursuant to the international legal framework anuke of force. There are however three main
difficulties regarding using the Stuxnet case whaomes to assessing it in the international
legal framework on the use of force. Firstly, Ifas tried to downplay the impact of the virus
in order to maintain an image of strength domelyiead it has therefore not made a concerted
effort to explain Stuxnet in terms of the interpatl legal framework on the use of force. Given
that Stuxnet affectedran’s nuclear program, such a response would havéndrgtl the
development of the international legal frameworktbe use of force through thesusand
opinio jurisof customary international law. Unfortunately sthesponse was absent. Secondly,
internationally, perhaps due to the lack of respdram Iran, few States have chosen to express
their views as to the legality of this cyber opematin the light of the international legal
framework on the use of force. Again, such respprsrild have helped shape (customary)
international law. Thirdly, Stuxnet did not disrgst Iranian critical infrastructure (see Chapter
6 on critical infrastructure), but rather, a (natif) research project. As such, it is argued that
Stuxnet did not amount to a cyber operation whimhstituted a use of force against Iran, but
rather that it is more likely that it was an ac{@fber)sabotage®*? Although there would be a

presumption of illegality for such an operation aathough it would be counter to the

342 See e.gSangerPQbama Order Sped Up Wave of Cyberattacks Agaiast Ir

343Cf. T. Rid, Cyber War Will Not Take Plad®013), p. 1-10, 41-45, 55-58ee alsal. Stone, Cyber War Will
Take Place (2013), Journal of Strategic Studiesl,381-108, at 105. Rid cites Clausewitz’ threemants of
war, namely that war is 1. violent 2. instrumerdad 3. political and applies these criteria to 8aix Rid
concludes that Stuxnet does not meet the criteiawfar because it did not have large-scale destrict
consequences (violent), that Stuxnet was not gleanhed to bend Iran’s will (instrumental) and thiae will of
Israel to bend Iran’s will was not communicatedhatiie attack (political). Rid therefore concludeattStuxnet
qualifies merely as sabotage with small-scale destn of things. Stone considers Rid’s definitiminsabotage
as too expansive and claims that pursuant to Ridfmition, it could encompass much of traditiomadrfare
activities. However, Stone arguably misreads R#égements slightly. Stone quotes Rillifigs are the prime
targets, not humarisaand interprets it as a qualifying condition tliatce against things qualifies it as sabotage,
rather than war. However, the full paragraph froid Rakes it clear that Rid merely used this serdeax a
typification, that sabotage tends to be directeairegy things, rather than against people. Thiotstine same as
saying that force against things must thereforessarily be sabotage, but that sabotage, if itded violence,
is usually directed against things. More generatiwever, Stone rightly protests the prediction aord in the
title of Rid’s book, namely that Cyber War will niatke place. Chapters 5 and 6 of this dissertatierdedicated
to describing the two ways in which | expect ‘cyler’ will take place.
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international rules on good neighborliness, it du@snecessarily meet the threshold for the use
of force.

Regardless of the abovementioned lack of developofarsusandopinio juris as we
will see, the case of Stuxnet does provide manyaldé lessons to help explain why attributing
international legal responsibility is possible saich operations. We will deal with the severity

question in the upcoming two chapters. This chagetinues with the attribution question.

Reports by cyber security experts conclude thakri&tu was an unprecedentedly
complex and expertly written virus, virtually withb bugs and in multiple computer
programming languages (which is unusual and cartgtbto its unusually large size which is
about 20x the size of most viruses) by presumablgaan of dozens or even hundreds of
extremely talented and skilled software enginé¥rBoth its so-called delivery mechanism as
well as its so-called payload were unprecedefffeldwill discuss the delivery mechanism and

the payload of Stuxnet in their respective order.

First, the delivery mechanism. The delivery meckiantontained device drivers which
had been digitally signed with two valid certifieat What this is means is that it allowed the
virus to install itself on new computers withoubmpting the computer’s user for permission,
thereby going unnotice® These certificates were created by two well-knol@iwanese
fabless manufacturing companies, namely; Realtekni@mductor Corp. and JMicron
Technology Corporatiof!’ These companies and companies like it dependhfair very
continued existence on these certificates not beisgd for such purposes. Presumably
therefore, these certificates were not voluntagriiyvided by these companies to the buildes of
Stuxnet, but rather, they were stolen, probablyheyintelligence services of a State. Second,
the delivery mechanism of Stuxnet also exploitddadt four zero-day vulnerabilities, meaning
vulnerabilities in software programs which have yet been discovered by their developers
and are therefore still unpatched and open to @afilan by people and organizations who have
knowledge of this exploit?® Each of these individual exploits — which concereaploits in

the Windows operating system - would have beeremsty rare to discover due to the vast

344 See e.gR. Langner, Cracking Stuxnet, as2dentury cyber weapon, March 2011, TED 2011, abklat:
http://www.ted.com/talks/ralph_langner_crackingxsiet _a 21st century cyberweapon.h{atcessed on $1

July, 2017);see alsdRid, Cyber War Will Not Take Place, 41-45.
345 |d
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amounts of resources Microsoft spends on makingsdtiware as secure as possible.

Alternatively, these exploits would have been v@xpensive to buy on the black market.

Besides these elements of the delivery mechanisenpayload of Stuxnet was also
extremely advanced. First, the virus was the 6fsts kind to contain a programmable logic
controller (PLC) rootkit, which would have requiredide knowledge of Siemens Supervisory
Control And Data Acquisition System (SCADA) contsalftware and knowledge of the inner
workings (and failings) of uranium centrifugé8In other words, the team which build Stuxnet
would probably have included nuclear physicists Wwhd intimate knowledge of or had access
to the Siemens SCADA control systefAslt is assumed that this access was obtained throug
some sort of espionage or intelligence cooperdtiemveen States as the knowledges of the
workings of such systems is highly restricf4.Second, given that the Natanz nuclear
enrichment facility is not connected to the intéraed updating the virus would therefore be
very difficult, the development of the virus wouidve probably required a real-life practice
run on the Iranian used IR1 type enrichment carges model. Given that these centrifuges are
an understandably very rare commodity, the deve@grteam would have probably have had
to have had access to Libya’s IR1 enrichment deigigs when these were being shipped out
of its country after it was forced to surrenderritglear program in 2003. This again would
have required the kind of intelligence access weskfor only a dozen or so States. Third, in a
mission-impossible-esque style execution, the palof Stuxnet either contained insider
knowledge on how to spoof the feedback system fthencentrifuges which would have
otherwise activated the necessary fail safes toemtethe centrifuges from spinning into
destruction or it included tools to record the vilaywhich the centrifuges operated prior to
manipulation and to subsequently send this infolonatack to the operators of the centrifuges
when the virus started manipulating the speed ettntrifuges$®? In other words, it spoofed

the operators of the centrifuges with a false teed.

Each of these elements was an indispensable pisitedo the success of the virus and
each would have been extremely difficult for almasy actor to achieve — including for most

States -, let alone achieving all of them.

349|d'
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From the Stuxnet case we can distill several hartie building cyber weapons which

(could) meet the use of force threshold (or beytiad)). | distill the following barriers:

1. Computer programing talenthe designers of Stuxnet-like viruses seemedt@ h

been thecreme-de-la-cremef computer programmers and software architecture
managers$>3 Although a new Stuxnet virus could theoreticalritten by anyone
with a computer and internet connection, in practiceems that this would require
immensely talented and skilled programmers. Pertizsippropriate analogy for
the likelihood of the average software developeftiging cyber weapons of the
quality of Stuxnet is that this is analogous to itifenite monkey theorem. This is
especially true for the durable disruption of catiinfrastructures and to a less

extent also for the large-scale theft of intellettoroperty.

. Specific technical expertisin order to take out the critical infrastructimea State,

technical skills in the specific field one wouldkdi to disrupt — such as
communications-, energy- and logistics infrastruesu- are require®” In the case
of large-scale intellectual property theft, the tStavhich launches such cyber
operations needs to have armies of people with ledye of the specifically
targeted industries so it knows what kind of irtetual property to look for and

which domestic industry would benefit from the stointellectual propertss®

. Software exploitaNot only are zero day exploits and valid cerstfees very difficult

to come by, they are also very expensive and timdy lmecome more difficult to

come by and more expensive to buy the more impbttensoftware system they
exploit3%8 In other words, generally speaking, the largercthercion an actor wants
to exercise with a cyber operation, the more fugds needed to purchase an
appropriate amount or type of zero day exploits\aiidl certificates. Although it is

certainly possible that an actor gains accessrte laulnerabilities using a single
zero day exploit, we can assume that increasedexalbility will generally be

accompanied by increased security. Especially encdise of large-scale theft of
intellectual property, such an actor can choossitteer purchase many exploits in
less widely used software, which is cheaper, ohsr actor can choose to buy

fewer, but more expensive exploits in more widedgdisoftware. Also, in the case

353 SeeRid, Cyber War Will Not Take Plage. 41-45.
3541d; see alsoAlV/CAVV, Cyber Warfareat 14.
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of large-scale intellectual property theft, the eylbperation is at a greater risk of
becoming discovered (because there are more vigtlscan notice the operation)
and therefore needs to constantly buy new exphdiesn old ones become patched.
In the case of critical infrastructure, the hardevand software is more custom
designed for a particular target and therefore irequespionage and technical
knowledge as well.

4. Cost Employing groups of topnotch programmers who daasily sell their skills
on the private markets for hundreds of thousand$otérs annually, will quickly
run into the millions of dollars annually and wgiiobably take years to complete
the building of even a single weapd®. Also, the same is true for the
aforementioned technical expe?t8 Additionally, software exploits such as zero
day exploits and valid certificates can easily ¢ogtdreds of thousands of dollars
each and Stuxnet used at least four. The estincatgdor producing Stuxnet is that
it ran in the tens of millions of USD and perhapstis has even crossed the hundred
million dollar mark3%® By comparison, this is only slightly less than st to
purchase one of the (notoriously cost-overrun) F35ér ‘Joint Strike Fighter'.
Similarly for cyber operations not geared towarti® tdisruption of critical
infrastructure, cyber operations with large-scatellectual property theft will also
quickly run up the bill. Even though such operagiaczgan run with much less
advanced cyber weapons, they need armies of cydiess and industry experts
who target companies, find the property to stexraet it, process it for use in

domestic companies and pass it on.

In addition to the quality aspect of these différqpes of barriers, the quantity, or height of
each of these barriers has also increased withettent development of the cyber security
industry3° In the past decade an industry has been buildwdenerates hundreds of billions
of dollars in revenue annually for offering the t@s cyber protection technology and

techniques®! In addition to firewalls and anti-virus softwartbgere is now software which

357 Id
358 Id

359 Seel angner, Cracking Stuxnet.

360 SeeRid, Cyber War Will Not Take Plage. 9.

%613, Morgan,Cybersecurity Market Reaches $75 Billion In 201%pé&cted To Reach $170 Billion By 2020
Forbes, 20th December 2015, available at:
https://www.forbes.com/sites/stevemorgan/2015/12idersecurity%E2%80%8B-%E2%80%8Bmarket-
reaches-75-billion-in-2015%E2%80%8B%E2%80%8B-%E 2%8Bexpected-to-reach-170-billion-by-
2020/#4adeb25730d6 (accessed on 11th February.2018)
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studies user behavior to detect anomalous behauidr as copying large amounts of design
ideas on external hard drives; software which eagag predictive malware detention by
generating random pieces of malware and testinguitsess through an evolutionary process;
scrambler software which gives intruders faux datieeep them occupied; education of users;
multi-step verification of user identity through Hiple devices, biometric data; and much
more. Moreover, not only do these developmentherciber security industry heavily benefit
the defender against the attacker, but they algaraportionally benefits high-value targets -
such as oil pipelines, (nuclear) power plants, camications systems, airports, military
installations and other vital infrastructure - wparchase the latest and greatest in cyber
protection and share best practices on how to w#hlcyber threats. The more critical an
infrastructure, the better protected it has becoewen compared to other infrastructures.
Similarly, for large companies, the increase intgeton has heavily favored companies who
have the most value in intellectual property totgca Every self-respecting large company
now has a Chief Information Officer (CIO), Chiefdital Information Officer (CDIO) or Chief
Information Security Officer (CISO) who is as respible for the cyber security of the
company with the same level of responsibility as @hief Financial Officer is responsible for

the financial security of the company.

All of this is not to say that it has become impblesto successfully break into critical
infrastructures or to successfully engage in massitellectual property theft. Just as in the
physical world, complete security is an illusiorualy sold by snake oil salesmen. No matter
how high the walls one erects, someone will alwiays a way to go over, under, around or
through it. However, what it does mean, is thatabhéeng the cyber security of critical
infrastructures or companies is increasingly beognte exclusive domain of State actors — at
least when it comes to breaching the thresholdu$er of force pursuant to the international
legal framework on the use of foré®.Although it is certainly possible and even likeéhat
non-State actors will manage to cross these baraied this threshold in the future, it is also
becoming increasingly likely that it will be onlyeBes who will be able to muster up the vast
financial means, programming talent, and techrésplertise in order to be able to do .
As Rid concludes:This analysis leads to a conclusion that is bothesimg and comforting at

the same time: the attribution problem is a functid an attack’s severity?*

362 SeeRid, Cyber War Will Not Take Plagg. 160.
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Given the high barriers to the development of cylespons, their development by non-
State actors is already highly improbable and ihisecoming increasingly so. Alternatively,
even if non-State actors would be able to succlgdiuild cyber weapons, these weapons
would nonetheless be highly impractical for nont&tectors considering the opportunity costs.
For instance, the ‘Avtomat Kalashnikova’' or AK-48sts between $500 and $1000 per
weapon - depending on the region and matket.ompare this with the low-estimate of Stuxnet
of $50.000.000 and a conservative estimate indicdiat one cyber weapon equates to about
50.000 AK-47s, complete with ammunition. Althougiiber weapons clearly have some
strategic advantages because they can be smuggledJ&B-stick, as opposed to truckloads
filled with rifles, it must be asserted that they &eyond the budget of most non-State actors
and arguably also even beyond the budget of maate &ttors. A cost/benefit analysis would
conclude that they are highly uneconomical. Inst¢aely are luxury weapons. Additionally,
this luxury status is exacerbated by the relativehort shelf-life of cyber weapori€®
Compared again to the AK-47, cyber weapons seetryhigpractical in this regard as well.
The AK-47 was first presented for military trials 1946 and is still, with only minor
modifications, one of the most popularly sold asddismall arms, due to its ruggedness and
reliability. More than six decades after its indepf the AK-47 is still an effective weapon
which can be used to conduct operations which ttaindhe scale and effects to constitute use
of force. It still kills. In contrast, cyber weapowhich can attain the scale and effects to meet
the threshold for use-of-force often use zero-daynerabilities, which, by their very
terminology, expire, often within years. Althoudtetcyber weapons can be redeployed with
new zero day vulnerabilities, this would continuguquire the purchase of new zero day
exploits, each of which could also have fed, cldfi®oused and armed a considerable number
of terrorists. Moreover, given the disproportiogalieavy cyber protection of high-value
targets, generally speaking, attacks using conweatikinetic weapons such as AK-47s would
most likely yield far superior results regardldssth in terms of financial efficiency, as well as
in terms of military effectiveness. In other wordkhough non-State actors can engage in cyber
sabotage, espionage and subversion, they redligtiagd not engage in the use of force in the

cyber domain.

Alternatively, ostensibly, cyber weapons could beveloped by States whom

subsequently could pass them on to intermediaryState actors in order to try to avoid

365 AK-47, In: Wikipedia available athttps://en.wikipedia.org/wiki/AK-47accessed on 31st July, 2017).
366 SeeAlV/CAVV, Cyber Warfareat 14.
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responsibility for their use. Again, although tlsieems possible in theory, practice would
suggest otherwise. The foremost reason for thitkds States who support non-State actors
generally tend to only support them with light, loast weapons. Alternatively, even if a State
would pass a cyber weapon which could attain théesand effects to constitute use of force to
a non-State actor, this State can still be heldaesible for the subsequent use of these weapons
by these non-State actors pursuant to the intemeltilegal framework for attribution for
international responsibility as set out in Secdahsuch as articles 5-11 of the Articles on State
Responsibility?®” Additionally, practically speaking as well, cybeeapons used for the large-
scale theft of intellectual property are of littlse to non-State actors. Rather, they would want
to use weapons with which they can durably disasjical infrastructures. Given that these
weapons are often build for a very specific purpessuch as the disruption of a nuclear
enrichment facility with a specific configuratioh @entrifuges, as was the case with Stuxnet —
these weapons often have the seal of their crektevill hence be very difficult to deny
responsibility for the subsequent use of such megnild weapons. The next section will

address thisnodus operandaspect in more detail.

In sum, the proposed result of the accumulatiaghese barriers is that cyber operations
which are capable of attaining the scale and efféztconstitute ‘use-of-force’ pursuant to
Article 2(4) UN Charter can and will only be useg (few) States and hence fall under their
international legal responsibility. The analogy @i propose to understand the unlikelihood
that cyber operations will be conducted by acttingiothan (a few) States, is that the ability to
conduct such cyber operations, using highly advéusoéware, is comparable to the ability to
conduct operations using intercontinental ballistissiles (ICBMs), using highly advanced
hardware. Coincidentally, according to Langner -owh credited with having discovered
Stuxnet - even though the delivery system of Stuwaes already complex and high-tech to an
unprecedented level, the payload itself could delylescribed as ‘rocket sciené® Although
building such capabilities is theoretically avaialo any and all, in practice, building these
capabilities seems to be reserved for only (a f8tgtes. Finally, it is unlikely that these
capabilities will be passed on to proxy organizaidue to the fact that States who do so would

continue to bear international legal responsibfiitydoing so.

367 Artt. 5-11 Articles on State Responsibility.
368 See e.glLangner, Cracking Stuxnet.
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4.6 Exercising Coercive Effect in the Domain of Cybersace
Besides asking the question “who is capable?” is=udsed in the previous section, Langner,

in order to deduce the creator of Stuxnet, alscedsthe question Cui bono? (“who
benefits?”)3% In addition to the barriers of cyber operationsatiining the scale and effects
to meet the threshold for the use of force — as$kin the previous section — it is posited here
that several methods of inference can be employedhacan often make it possible to
convincingly infer the intentions behind a cybeeion. This in turn would make it possible
to find the actor responsible for the cyber operatiwvhich would enable the victim State to
employ the methods necessary to punish the aggressid hence to reestablish effective
deterrence.

Evidently, the clearest way to infer the respoleséctor behind a cyber operation is
when an actor explicitly claims responsibility for operation. Despite the inherent benefits of
cyber operations as operations which can be coadactonymously, voluntarily discontinuing
this anonymity is not as unlikely as it may seenfiat glance. Given the fact that cyber
operations generally, inherently create disturbaand disruption rather than death and
destruction, the most useful employment of a cyl®apon is often to use it as a political threat.
Hence, explicit communication of the motivation dampanied with political demands) for

cyber operations is not unusdé.

Alternatively, even in the absence of explicitlgiohed responsibility, responsibility can
often be inferred convincingly by looking at thegiet of the cyber operation and asking the

guestion “who benefits?”. There are three mainarasvhy this is often possible:

1. Targets As mentioned in the previous section, cyber weamesoften special-
purpose build weapons, build to disrupt or distome particular target — especially
in the case of cyber operations which target @itiofrastructure. Stuxnet for
example was clearly designed to target the unigudiguration of the Uranium
enrichment cascades at Natanz, If&h It targeted frequency converters

corresponding with only two companies, one of whighs Iranian and build

369 Id

370 SeeRid, Cyber War Will Not Take Place. 140-141see alsdStone, Cyber War Will Take Place, at 105. Stone
protests Rid’s projection of historical observatmmattribution into the future. Stone points chdtteven if it is
true that in the past acts of war have always loks@med by the responsible parties, that this caesiecessarily
have to hold true for the future. Although thisestainly correct, it must be observed that Rid midd make an
absolute statement concerning his projection, karefy that it could be indicative of a certain likeod.

871 Seelangner, Cracking Stuxnetee alsdRid, Cyber War Will Not Take Place. 41-45, 141-143, 149-152
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centrifuges’’? In other words, this incredibly large, expensind aomplicated virus
was mostly build only to be used once, at one agr destination. Even though
Stuxnet also spread to many computers in other aoiap and countries, it caused
no harm on those computers because its payloadnaiageared towards them.
Stuxnet would simply eventually delete itself fraimlem. Given the extremely
targeted nature of cyber operations which attaitical infrastructures, lists can be
made of actors who benefit enough from a disturbasrcdisruption in a certain
facility to conduct such an operation. This lishcubsequently be cross-checked
with a list of parties who have the capability tonduct such cyber operations
pursuant to the barriers described in the prevemasion. Similarly for large-scale
intellectual property theft, the cyber operatiors lauilt to target specific industries
which compete with the industries of the State Whécconducting the operation. If
a cyber operation seems geared towards particwdastry and specific data within
that industry, then they will likely share a comnswurce.

Implicit communicationAs noted, it must be observed that most cyber tipesa
are a use of violence and intimidation in the pitirstipolitical aims,i.e., they are
threats of force or forceful threat¥® As Schmitt has rightly pointed out: “the
prohibition [on the threat of use-of-force] appliesly to anexplicit or implied
communication of a threaits essence is coercive effect’*.In the absence of
(territorial) conquest, uses of force are, in thards of Schmitt “communicative in
nature”. Force can only have coercive effect wties eéxercised so even in the
absence of explicit claims of responsibility, ingiliclaims are often warranted to
justify the great expenses of cyber operationsceSithe communication of the
intention is often the very purpose of the operattargets can be very symbolic in
order to communicate a specific message. For iostam 2007 Estonia’s
governmental e-services were the target of a DR@Sla almost immediately after
it decided to relocate a controversial war memptia Bronze Soldier of Tallinn.
The operations were aimed at pressuring the gowamhmo reverse this decision.
(Subsequently, Estonia formed the basis for the @ATooperative Cyber Defence

Centre of Excellence, which helped produce theiffaManual®’s)

873 See alsRid, Cyber War Will Not Take Plage. 1-3, 159-160.
374SeeM. Schmitt, Cyber Operations and the Jus ad Belllum revisit&8l VLR 569(2011), at 572see also

Tallinn Manual, R. 12, cmt. 4 “The essence of adlis that it is explicitly or impliedly communibdee in nature”.
375 SeeRid, Cyber War Will Not Take Place. 6-9.
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3. Modus operandiAnother way to infer the responsible party is bgking at the

modus operanddf a cyber operation and to compare it to otheratmns — both
those in the past and in the present and both tinogkysical- and in cyberspace.
For instance, Stuxnet and subsequent viruses DoduFame were near identical
instruments in the way they were designed and veb(kéthough their intended
purpose was different)® Also, Stuxnet contained several references whiihim
have been symbolical to its creators and which miglive been used as a
signature®”” If responsibility has been claimed or inferred tor earlier cyber
operation and a new cyber operation has the sapaeis operandir signature, then
this might lead back to its source. Additionallyadternatively, the ‘accumulation
of events theory’ can be consulted to infer resjwility for cyber operations. In
short, the accumulation of events theoryNadelstichtaktik holds that a series of
events or operations can be linked when they ammeaxtied in time, source and
cause, so that they may be accumulated to eithet tme thresholds for use of force
or to infer the source of new operations which sgeared towards the same cause
when they happened around the same time as oteeatims®’® For instance, the
Israeli strike on the secret Syrian nuclear reaictahe Deir ez-Zor region in 2007
was reportedly accompanied by a cyber operationhoiok out several air-defence
systems’® This accumulation of events would allow the Syg@vernment to infer
Israeli responsibility for the accompanying cybeertion as well. Besides these
cyber operations to disrupt critical infrastructjralso with large-scale theft of
intellectual property, themodus operandian help infer responsibility. For example,
when companies in one State start seeing theigaigsirade secrets and others
intellectual properties in the products of theimgeetitors in other States and when
it is known that the companies where this propesdy created had been attacked,

then this would help with inferring the responsiatgor.

376 See e.gLangner, Cracking Stuxnet.

377 Id

878 See alsdoD, An Assessment of International Legal Issuemformation Operations, May 1998yailable
at: http://www.fas.org/irp/eprint/io-legal.pdfaccessed on 31 July 2017), at 21-22 “ State spship might be

persuasively established by such factors as sigmdisiman intelligence, the location of the offerglcomputer
within a state-controlled facility, or public staients by officialsIn other circumstances, state sponsorship may
be convincingly inferred from such factors as thetes of relationships between the two countries, phior
involvement of the suspect state in computer nétwatiacks, the nature of the systems attackedpah&e and
sophistication of the methods and equipment ubedeffects of past attacks, and the damage whemsdkely
from future attacks. (emphasis added)

379 SeeRid, Cyber War Will Not Take Plage. 11.
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The analogy which | propose with regards to infegrihe intention behind cyber operations is
that it bears close resemblance to inferring thenition behind terrorist operations. Even
though such operations are usually also conduateérua cloak of secrecy, they are either
explicitly claimed afterwards so that the respoleséctors can communicate a threat of future
use of force if certain conditions are not met #nd exercise force (as is usually the case) or
they coincide with other operations in time, souand cause so that responsibility can still be

inferred convincingly from their implicit message.

Different cyber operations will warrant differenethods of inferring responsibility. For
example, in the case of large-scale intellectuaperty theft, it is more likely that the third
method of inferring responsibility will yield theebt results, whereas in the case of durable
disruption of critical infrastructures, it is mdikely that the second method will yield the best

results.

Admittedly, when asking the question “who benefitst?must be observed that there
are also indirect ways to benefit from conductiyber operations, most notably by staging
false flag operations aimed at sparking (armedYlicbrbetween other, competing StatéS.
Moreover, pursuant to game-theory such indirectefitn would arguably continued
infinitum, thus ever-expanding the circle of potential beotfrs. Despite the theoretical
possibility of such a scenario, in practice sudtanario also seems highly improbable, or at
least not more likely than false flag operationother traditional means of military operation.
The main reason for this is a corollary to the aoentioned attributes of use of force through
cyber operations. As mentioned, when a cyber ojperéiecomes larger in scale and effects,
there is a corresponding increasingly large groupemple involved in building the weapon
and in directing the execution of the operationca@xdingly, if the operation is used to stage a
false-flag attack, then the conspiracy entails mespondingly increasingly large and diverse
group of potential whistleblowers. Therefore, getlgrspeaking, the greater the scale and
effects of an operation and its subsequent fallthetless likely it will be that a conspiracy can
be maintained. Although it is certainly theoretigg@lossible to assemble large groups of willing
conspirators (even among the generally more uralistgpopulation of computer scientists)
and perhaps game others in such a way that theyr&mowingly contributing towards the
conspiracy as well (although the special-purpogeiraaof cyber weapons makes this less

likely), practically speaking, it seems more likéiyat cyber conspiracies will fail to materialize

380 SeeRid, Cyber War Will Not Take Plag@. 159-160.
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for the same reason that other conspiracies tefalltoational actors recognize the following

simple cost/benefit analysis:

potential benefit < potential cost x chance of ipeticaught

After all, if a State would try to conduct a cylmgeration which meets the use of force threshold
and tries to stage this operation as a false tlagpairk conflict between two States, then the
former State risks the wrath of the latter two &tahd in all likelihood also that of the

international community at large who might (rightsee the international order threatened by

such conduct.

The proposed result of the accumulation of thes@bkes is that cyber operations which
are capable of constituting use of force, are ety to be used as false flag operations or at
least, they are as unlikely to be used for suclpgees as other operations which have the
potential to attain the same scale and effecth as bombs and bullets. A useful analogy in
this regard is that of submarine operations. Ev@ugh submarines are in many ways even
more ideal for staging false flag operations —eitiey use a small group of people who are
more or less physically cut off from communicatmigh the outside world - they have not been
used for this purpose, despite their wide-spreadability during many times of international
tensions.

In sum, besides cyber forensics there are many offedul tools which can be employed
by States to infer the international legal resplitisi for cyber operations which can attain the
scale and effects to cross the threshold for useroé. Contrary to the popular image of cyber
operations being anonymous, usually, the respansbtor claims responsibility — either
explicitly or implicitly.

4.7 Inferring International Legal responsibility and (R e-)Establishing

Effective Deterrence in the Domain of Cyberspace
The previous two sections have made it clear ttiabating international legal responsibility

for cyber operations pursuant to the internatidegdl framework on state responsibility does

not just rely on the quality of the cyber forenséesployed. Rather, on top of cyber forensics,
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we have seen in Section 4.5 that there are marhybagiers to entry for actors who want to
conduct cyber operations which attain the scale effetts to meet the threshold for use of
force pursuant to article 2(4) UN Chartét As such, this can be expected to help narrow down
the list of potential actors to (a few) States.tReirmore, as pointed out by Rid and Buchanan,
the more severe the consequences of a particuter operation, the more likely it is that a
State whose interests have been damaged will &#loadditional resources to solve the
attributability questiori®? Moreover, the cyber security industry continuesrict ever-higher
barriers to exercising use of force through cyb&tspat a pace which is faster than the
development of cyber weapons. On top of cyber f@osmand the higher barriers, we have seen
in Section 4.6 that besides asking the questioro“isitapable?”, we can also ask the question
“who benefits?” to further narrow down the listpdtential actors who are responsible for the
cyber operation. We have seen that, due to therenaiicyberspace, we can expect that
responsibility for cyber operations which meet tise of force threshold is usually explicitly

or implicitly claimed by the responsible actor arah be convincingly inferred.

Clearly, inferring responsibility through implicdbmmunications by and of itself would
be too weak to attribute international legal resilility for an operation. However, taken
together with the barriers mentioned in Section 4.6ross-check between the lists of “who is
capable?” and “who benefits?” will probably slimvawo the list of potential actors greatly, if
not zero in on the responsible actor completelysuRantly, through such a process of
elimination, the responsible actor can be takenob@nonymity and be held accountable for

his aggression.

Admittedly, the process of elimination by which gessibility for cyber operations
which meet the use of force threshold is inferisdhot as clear or certain as is the case when
the armed forces of one State invade the physiealesof another State, carrying flags, badges
and uniforms. Those days are however increasirglynging to the past and they are less and
less the future of warfare. There is more to gainyiberspace than there is in physical space
and this is increasingly so. (Chapters 5 and 6 edtuss this in great detail) It should be
recognized that although a level of uncertaintyiniserent to inferring international legal
responsibility for cyber operations, such uncettais not new to international relations, nor is
it exclusive to cyber operations. As already mamawin the previous section, terrorism too

acts anonymously, but in practice, there seem tfeweproblems with regards to attributing

381 Art. 2 UN Charter.
382 T, Rid & B. BuchanapAttributing Cyber Attackslournal of Strategic Studies (2015), 38:1-2, 4é87.0.
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responsibility when terrorist operations are coneddcMoreover, besides cyber- and terrorist
operations, the international legal framework om tise of force also successfully deals with
other types of uncertainties. Whereas cyber- amdrist operations deal with uncertainty in
the ratione personaeof a use of force (who is the responsible actow®,find similarly
discussions in international relations and therir@onal legal framework on the use of force
when it comes of anticipatory self-defence in resgoto operations of which thratione
temporisof an operation is uncertain (when can we be cwed that a certain operation which
is being prepared will be launched?). In both céisee can be no absolute certainty - nor that
a specific actor is a hundred percent certain t@gpgonsible for a cyber certain operation which
has already taken place, nor that an attack whitieing prepared is a hundred percent certain
to be launched -, but in both cases the internatitegal framework provides appropriate
restrictions and permissions to guide internatioredhtions pursuant to its fundamental
principles of self-determination and non-interfaxenThere is hence an appropriate balance
between the restriction on State behavior and ssibility for States so that States do not feel
the need to breach international obligations toimelf-preservation. Moreover, just as the
permissibility of anticipatory self-defence beconsésarer as an operation comes closer to the
operation being launched, so too does the attabutf international responsibility for cyber
operations become clearer as the operations becmreesevere in scale and effects. Hence, in
both cases unwarranted unilateralism can contioubet avoided and the use of force in

international relations can continue to play onlyiaor part.

4.8 Conclusion
This chapter started with the observation thatattigbution problem in cyberspace has the

potential to constitute a serious challenge toeSw@aims of sovereignty over parts of
cyberspace. After all, thison d'étreof the State is the protection of the vital instseof life,
liberty and property for individuals and their @adtive variants of sovereign existence, political
independence and territorial integrity. In the aloseof effective control over cyberspace, a
State cannot claim sovereignty over this spacehowit deterrence in cyberspace, the State
cannot provide this protection; in the absencetwofbation, effective deterrence cannot be
established and effective control cannot be maiethi Fortunately, this chapter has

demonstrated that the attribution problem can besdo
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Section 4.2 has set out the international legah&work on State responsibility and has
detailed three requirements for State responsibibteach of an international obligation,
attributability and the absence of circumstancesclpding wrongfulness. The section
continued with discussions on the different typesamduct which can be attributed to States

and a brief discussion on the circumstances pregudrongfulness.

Section 4.3-4.4 have set out the internationadllé@mework on the use of force in
general and commenced with applying it to the donwdi cyberspace in particular, in this
respective order. In Section 4.3, it became cleair there exists a continuum of gravity along
which we find coercion, use of force, use of foagainst political independence and territorial
integrity and armed attack exist, respectively. &wafing on the scale and effects of a certain
operation, it moves up along this continuum. Wheoines to cyberspace in particular we have
to ask the question what the severity of an oparas. It has been mentioned that there are two
main categories of cyber operations which meetstherity criterion to attain the scale and
effects to meet the threshold for use of force yams to the international legal framework on
the use of force; disruption of critical infrasttue and large-scale theft of intellectual property
These two types of cyber operations and the quesfigeverity question itself are discussed
in further detail in the subsequent two chapteth Whapter 5 dealing with large-scale theft of

intellectual property and Chapter 6 dealing withadie disruption of critical infrastructures.

Section 4.5 returned to the attributability pdrtiee equation. The section used the case
of Stuxnet to demonstrate that there are signifitamriers to entry for actors who want to
conduct operations in cyberspace which can meeddterity criterion to attain the scale and
effects to meet the threshold for the use of fgneesuant to the international legal framework
on the use of force. Moreover, the section has deimated that the more severe a cyber
operation, the more likely it is that the cyber paa can only created under the responsibility
of a State actor. Moreover, | have explained wieg¢hbarriers to entry are increasing and that
the list of actors who can perform such cyber dp@ma is correspondingly decreasing.
Although these barriers cannot definitively excldle possibility that non-State actors will be
able to conduct operations which will meet the shdd for the use of force, it has been
explained why the likelihood of such an occurrersccredibly low and that it is becoming

increasingly less likely.

In Section 4.6, | added another tool for attribgtinternational legal responsibility for

cyber operations which meet the use of force tlulespursuant to the international legal
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framework on the use of force. | have demonstrtitatieven with cyber operations, it is usually
possible to infer responsibility because such dpers, because of their nature, are usually

explicitly or implicitly claimed.

In Section 4.7, | have put the different tools &biributing international responsibility
together and argued that, cumulatively, they camnvisédded as a process of elimination for
inferring responsibility. | discussed why this willovide a level of certainty which is sufficient

to maintain international order and effective detece between States.

In sum, this chapter has explained why it is gmesio attribute responsibility within
the international legal framework on State resgulitsi for cyber operations whose scale and
effects meet the threshold for use of force undtcla 2(4) UN Charte?®® Given that it is
possible to solve the attribution problem, it igrdfore possible to respond to aggressions
through cyberspace appropriately and hence, that possible to establish the effective
deterrence and maintain the effective control aber domain of cyberspace which are a

necessary requirement for exercising sovereignéy avxdomain.

Even in cyberspace, if a man contemplates strikimgther man’s eye, then this man

can expect the latter man to respond in kind g0 &®)establish effective deterrence.

383 Art. 2(4) UN Charter.
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PORTIA

Tarry, Jew

The law hath yet another hold on you.

It is enacted in the laws of Venice,

If it be proved against an alien

That by direct or indirect attempts

He seek the life of any citizen,

The party 'gainst the which he doth contrive
Shall seize one half his goods. The other half
Comes to the privy coffer of the state,

And the offender’s life lies in the mercy

Of the Duke only 'gainst all other voice.

In which predicament | say thou stand’st,
For it appears by manifest proceeding

That indirectly—and directly too—

Thou hast contrived against the very life

Of the defendant, and thou hast incurred
The danger formerly by me rehearsed.

Down, therefore, and beg mercy of the Duke.

GRATIANO
Beg that thou mayst have leave to hang thyself,

And yet, thy wealth being forfeit to the state,
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Thou hast not left the value of a cord.

Therefore thou must be hanged at the state’s charge

DUKE

That thou shalt see the difference of our spirit,
| pardon thee thy life before thou ask it.

For half thy wealth, it is Antonio’s.

The other half comes to the general state,

Which humbleness may drive unto a fine.

PORTIA

Ay, for the state, not for Antonio.

SHYLOCK

Nay, take my life and all. Pardon not that.

You take my house when you do take the prop
That doth sustain my house. You take my life

When you do take the means whereby Ffite.

384\W. Shakespeare, The Merchant of Venice (Origiet)tavailable at http://nfs.sparknotes.com/merchant, Act
4, Scene 1, Page 15-16, lines 338-369.
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