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3 Social Contract Theory on State Sovereignty

NOW this is the Law of the Jungle — as old and age tas the sky;
And the Wolf that shall keep it may prosper, bat\tfolf that shall break it must di¢®

3.1 Introduction
As explained in Chapter 2, because of the trendthéndigital universe of acceleration,

miniaturization and dematerialization, the constity dimensions of the digital universe are
expanding into and merging with, the physical uréee Resultantly, cyberspace is everywhere,
accessible by everyone and connected to everytiiith.this increased presence of cyberspace
comes the question whether this new space can auldsHall within the realm of State
sovereignty. In other words, should cyberspacenothar sovereign space, akin or analogous
to other spaces which already fall under Stateredyety, such as terrestrial territory, internal-
and territorial waters and water- and territoriggpace?* Or, alternatively, should cyberspace
perhaps be a space which remains the Common Heritiylankind, akin or analogous to
other spaces which are already the Common Herdalankind, such as the high s€&sand

outer space?®

Cyber libertarians and anarchists have argued #iec@0s that cyberspace is a naturally
free space and that it therefore also naturallg taéyond the sovereignty of StatésCyber
libertarians hence argue that cyberspace shoutddsded as a space which is the Common
Heritage of Mankind'?® This position was captured and expressed famo(asig quite
beautifully) by poet and cofounder of the ElectmRrontier Foundation, John Barlow, in his
internet manifesto at the World Economic Forum 998.1%° The historical setting of this
manifesto is important in order to provide the esmtin which it was written. At the time,
Barlow had been attending the elite World Econdfaum in Davos, Switzerland for the past

four days, where world leaders in government, lssrand philanthropy had been setting out

123 R, Kipling, The Jungle Book (1894), The Law of thengle.

124 See supraote 12.

125 See supraote 12.

126 See supranote 17.

127 See e.g.J. Barlow, A Declaration of the Independence of €gpace, World Economic Forum, Davos,
Switzerland, February 8, 1996, availablehatps://www.eff.org/cyberspace-independe(@ecessed on 31st July,
2017).

128 Id.

129 SeeBarlow, A Declaration of the Independence of Cgpece.
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their positions on cyberspace and their goals rategies on how to control it. Simultaneously,
on the same day, President Bill Clinton signed Gmenmunications Decency Act into law,
which empowered the Federal Communications Comang$iCC) to ban the transmission of
obscene material on the Internet just as it didamiio and network television. Barlow, a cyber
libertarian, must have felt like Mankind was abtutlose cyberspace, a space he believed
deeply should be the property of Mankind as a ctille and not the property of individual
States. His manifesto announced to the "[g]overrgehthe industrial world", those "weary
giants of flesh and steel" that they have no piaegberspace and that they should stay away
from the “tyrannies [they] seek to impose on t&"After all, “Governments derive their just
powers from the consent of the governed” and, Badontinued, “[they] have neither solicited
nor received ours®! Rather, cyberspace, those captured and cultiyaaed of the digital
universe where Mankind has created order and zatibn out of the vast chaos and wilderness,
according to Barlow and others, will either be ggifferned by the good will of the people or,
alternatively, they are “naturally independent” &ese States do not possess “any methods of

enforcement we have true reason to fé&”.

Barlow’s claims are powerful and his arguments nieelde addressed. There are two
main arguments; one of right and one of might. #idind has never, implicitly or explicitly,
surrendered control over cyberspace to Statesfavidrnikind was the original rightful owner,
then by whatight then can States claim control over it? And, e¥eMankind has had the
original rightful ownership over cyberspace and$iase chosen to surrender it, by whaght
can the non-physical domain of cyberspace evenffbetigely controlled by States? What

method of enforcement does one use in a world wikidhgital?

Any legal theory which proclaims that (parts ofpeyspace ought to fall within the
realm of State sovereignty, needs to provide cavgarguments that (parts of) this new space
should in fact fall within the realm of state sasignty and will have to do so pursuant to the

legal theory on State sovereignty.

130 Id
131 Id

132 Barlow, A Declaration of the Independence of Cgpace: “Where there are real conflicts, where tlaeee
wrongs, we will identify them and address them bymeans. [...] It is an act of nature and it grotssli through
our collective actions. [...] Our identities have bodies, sounlike you, we cannot obtain order by physical
coercion We believe that from ethics, enlightened seléfiest, and the commonweal, our governance will gener
Our identities may be distributed across many airyorisdictions. The only law that all our consént cultures
would generally recognize is the Golden Rule. Wpehave will be able to build our particular solutoon that
basis.”. (emphasis addedge alsdSection 2.2. Barlow uses cyberspace where | woséd'digital universe’.
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In this dissertation, | will argue that cybersp&edeed to some extent an inherently
free space, as argued by Barlow and others like @iomtrary to them however, | argue that
this freedom is not unlimited and | argue this posiprecisely because cyberspace concerns
those captured and cultivated parts of the digtalerse where Mankind has created order and
civilization out of the vast chaos and wilderne$s. use Barlow's phrasing; | posit that
cyberspace is naturaljependentipon State sovereignty — at least partisiyThereto, | will
argue that (certain) parts of cyberspace can, doadlhfall in the realm of State sovereignty.
In other words, | will argue that there is bothght of States to control parts of cyberspace and
a might to do so. More specifically, | will point &vo types of activities in cyberspace which
clearly do fall within the realm of State soverdgignnamely the protection against large-scale
theft of intellectual property and the protectiogamst durable disruption of critical
infrastructures. In Chapter 5, | will deal in depttth large-scale theft of intellectual property
and argue that this is as severe as territorialaaglizement. In Chapter 6, | will deal in depth
with durable disruption of critical infrastructurasd argue that this is as severe as a territorial
blockade. These are the questions of right. In @nap | will deal with the question of might

as | discuss how to establish effective controlrdlkie domain of cyberspace.

In this chapter specifically, | will build the thigothat will be used in Chapters 4-6 to
argue that the protection against large-scale tiefitellectual property and durable disruption
of critical infrastructures in cyberspace doedatt, fall within the realm of State sovereignty.
Thereto, | will argue that the applicability of thenciple of State sovereignty over any space
— whether it is land, air, water or cyber - is ctiedal upon two principles; 1. use of force can
be exercised there to inhibit the self-determimatb the individuals present there (this is the
part which concerns the questionright), and 2. States are able to exercise effectivéraon
over these spaces to prevent this use of force i@hhe part which concerns the question of
mighf. The theoretical basis for these two principlel ve laid in this current chapter. They
will be applied practically to the domain of cyhease in Chapters 4-6. In Chapter 4, | will deal
in depth with principle 2 and the criteria of etige control. In Chapters 5 and 6, | will deal

with principle 1 and the criteria of the use ofder

In order to set out the theoretical framework tfoe applicability of State sovereignty
over a certain space, | will take an historicalrapgh and build the theory from the ground up.

Thereto, Section 3.2 will first deal with the lasfnature It will explain that in the state of

133 See supranote 132.
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nature, each life form — which includes ufiamo sapiens acts in accordance with an inherent
drive to self-determination and will therefore aactself-preservation in any way deemed
necessary for the twin goals of survival and repotidn. Among the indispensable instruments
for the pursuit of these goals, | will argue, is tiise of force. Subsequently, Section 3.3 will
deal with the laws ofmen It will take the findings of 3.2 and extrapoldtem to their logical,
natural conclusion. It will explain why acting irl&interest logically and naturally points
towards the agreement among men to recognize ¢helright to self-determination so that
they may each enjoy better lives. In this sectiam]l also explain that this right logically and
naturally entails a prohibition on the use of foat@ed against the life, liberty and property of
other participants to the agreement. Following, tBection 3.4 will deal with the laws States

It will explain why the legitimacy of the State asiginated upon the protection of the life,
liberty and property of its citizens and their ealive expression as a people - both within the
State between individual citizens and beyond tlageStom external aggression. It will explain
that this legitimacy upon which State sovereigetsts, is conditional upon the degree to which
the State can exercise effective control over thegtion of these interests within given spaces
— such as territorial-, water-, air- and cybersp&a®ally, Section 3.5 will deal with the laws of
theinternational order In this section, | will move the discussion og firohibition on the use
of force to the international level and explainrquant to the domestic analogy, why the
protection of sovereign existence, political indegence and territorial integrity are the
collective forms of the protection of life, liberynd property in the state of nature which exists
not between individuals, but between States. Téusi@n will also explain why the legitimacy
of the international legal order is similarly cotolhal upon the effectiveness of the
international legal order to protect States fromubke of force against them, especially when it

is directed against their sovereign existencetipalindependence and territorial integrity.

In sum, this present chapter will deal with theoryof State sovereignty over spaces
in general and argue that it rests upon the effecontrol within certain spaces to protect the
lives, liberty and property of the individuals lag there, as well as their collective expressions
as sovereign existence, political independence tandgtorial integrity. In the following
chapters, this theory will be applied practice to the domain of cyberspace specifically.
Chapter 4, will deal with the effective control paf the equation and apply it to the domain of
cyberspace. Chapters 5 and 6, will elaborate anahd deal with the areas where States can
exercise use of force against the life, liberty praperty of people through cyberspace. Chapter

5 will argue that large-scale intellectual propdftgft constitutes a use of force which States
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need to (be able to) protect its citizens agai@stapter 6 will argue the same for durable

disruption of critical infrastructures.

3.2 On the Laws of Nature
In nature, every life form acts according to itsgeéved self-interest in order to survive and to

reproduce. Doing so is tfenditio sine qua nofor its continued existence and reproductive
success in an environment where there is compefitioscarce resources - such as food and
reproductive opportunities. Pursuant to the lathefjungle and evolutionary biology, the zebra
competes with other zebras for greener grazingupastthe lion hunts the zebra for food in
order to sustain himself and when this almightygkar the jungle comes home, he has to fight

off other lions for the possibility to mate.

In nature, there are many strategies for compstiegessfully. Some life forms get their
energy directly from the sun in the skye(photosynthesis) or from hydrothermal vents at the
bottom of the ocean.€. chemosynthesis). Other life forms get their endnggonsuming these
former life forms (.e. herbivores) and even other life forms consumeldiier categoryi(e.
carnivores). In this competition for scarce resesrtife forms can compete between and across
species and they can do so through conquest amaigtiicooperation. Although cooperation -
such as the zebra moving in herds to decreasentirees of being killed and the lion moving
in prides in order to increase the chances of aessful hunt - seems more social, noble and
less conflictuous than conquest, in fact, thistega of cooperation, when properly understood,
is, just like conquest, simply another strategyihych the ability of the individual to compete
successfully against others and against other grivu@ world of scarce resources, is increased

pursuant to self-interest.

Homo sapienss no exception to the laws of nature. Man act®#ting to his perceived
self-interest in order to survive and to reprodu2eing so is theonditio sine qua nofor his
continued existence and reproductive success @amanonment where there is competition for
scarce resources - such as food and reproductipertomities. Initially, man did not make
much use of the strategy of cooperation - kinshigh kindness were instead reserved for next

of kin and kind onlyt34 Instead, the preferred tactics and strategies ba&sed on conquest

134 See generall. Pinker, The Better Angels of Our Nature — Whgl&hce has Declined (2012) (hereinafter:
“The Better Angels of Our Nature”), Chapters 1-D12). Bedouin proverb: “I against my brother, | ang
brother against our cousin, I, my brother and @wsin against the neighbors, all of us againsfdreigner.”.

135 See generallpinker, The Better Angels of Our Nature, Chapliegs(2012).
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Whenever an individual or a band of people perakivmt it could best further its interests
through the use of force, by killing, raping andading from individuals within the group or
from another band of people, then inhibitions frdomg so were merely of a pragmatic, tactical

or strategic nature - anice versa®® Homo homini lupugst

In this competition within and between these imlials and bands of people, the
individual bears the ultimate responsibility forintaining the ability to the self-determination
of his own tactics and strategies. Because ofitggnal situation where (attempts at) conquest
by others was such a common occurrence, the uggaaf is an indispensable instrument for
the individual to do so. Given this fact and beeaasting in self-preservation when one’s
ability to the self-determination of his own tastiand strategies is threatened, is so closely
connected to (human) nature and instinct, it shaolthe as no surprise that throughout the
history of legal and political philosophy, varicausthorities have attempted to describe the right
to act in self-preservation through self-defensaire aggression in superlative degrees of
being supreme and, above all as being ‘natdif&llhis connection of one’s right to self-defense
to human nature is said to be caused by ones thbarnate’ or ‘inherent’ desire to protect
those interests which are vital to one’s self-prestgon 138 Darwinian evolution, that universal
law of biological nature, has selected for thoghviiduals with the burning desire to fight for
their survival when their lives are threatened selécted against those who didn’t, wouldn’t
or couldn’t. The result of this is thhbmo sapiens just like the rest of the animal kingdom -

naturally acts in self-preservation and will usecéowhenever necessary.

Because of this, in this original situation, thdiuddual may and will do so by any and
all meansj.e., he may use force in self-defence pre-emptivelgyentively, punitively or in

any manner deemed necessary for self-preserv&fiés in this original situation there are

136 Id

137 See especiallyf. Hobbes, Leviathan, Chapter XIV (1651): “The RIGKDF NATURE, which Writers
commonly callJus Naturale, is the Liberty each man hath, to hiseown power, as he will himselfe, for the
preservation of his own Naturthat is to say, of his own Life; and consequendfydoing any thing, which in his
own Judgement, and Reason, hee shall conceivettelmptest means thereunto.”. (emphasis added)

138 Id.

139 SeeHobbes) eviathan Chapter XIV: “The RIGHT OF NATURE, which Writecommonly call Jus Naturale,
is the Liberty each man hath, to use his own poaghe will himselfe, for the preservation of hignoNature;
that is to say, of his own Life; and consequergfydoing any thing, which in his own Judgement, Redson, hee
shall conceive to be the aptest means therelurfemmphasis added)see alsoJ. Locke, Two Treatises of
Government: In the Former, The False Principles] &oundation of Sir Robert Filmer, and His FollowgAre
Detected and Overthrown. The Latter Is an Essayc€onng The True Original, Extent, and End of Civil
GovernmentSecond Treatis€l689) (hereinafter: “Second Treatise of GovernthePhapter Il, sect. 8: “in the
state of nature, one man comes by a power ovehandiut yet no absolute or arbitrary power, toaiseiminal,
when he has got him in his hands, according te#ssionate heats, or boundless extravagancy afmiswill;
but only to retribute to him, so far as calm reason acwhscience dictate, what is proportionate to his
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none other than oneself to protect one’s inter@stse can be there to inhibit one’s protection
of these interests eith&? Whereas modern legal systems would prohibit mbhese types

of self-defence, few would call for similar prohibins in this original situatiok'! Instead,
beasts bear no burdens of boundaries in this atistata of nature and man is allowed, pursuant
to his natural rights to act in self-preservatitingo whatever is deemed necessétyndeed,

in this original situation where contact with otheras mostly to be feared, one oftersto act
pre-emptively, preventively and/or punitively, basa such actions are often necessary for the
effective deterrence of both the immediate and rg@tkefuture aggressioHf2 There is great

transgression, which is so much as may serve foaregion and restraintfor these two are the only reasons, why
one man may lawfully do harm to another, whicthat twe call punishment.”. (emphasis added), Chdpsarct.
12: “By the same reason may a man in the statatof@ punish the lesser breaches of that law.llliperhaps be
demanded, with death? | answeach transgression may be punished to that degrsk with so much severity,
as will suffice to make it an ill bargain to theferider, give him cause to repent, and terrify adfeom doing the
like.” (emphasis added) Locke continues in section L hberting a disclaimer that it is “besides [hisksent
purpose, to enter here into the particulars oflthve of nature or the measure of punishment”. Algitouhis
mentioning of proportionality seems to indicateomswhat measured or limited response, the justidicsfor
acting against transgression are reparation anchires The latter of these justifications, wouldhen properly
applied to a state of nature situation, entail asnee of force which would be hard to classify@®portional’
under modern definitions thereof, instead beinggmptively, preventively, punitively or in any marrdeemed
necessary. Given the lack of information about gneehavior, the default modus for behavior woulddassume

a policy of overwhelming aggression. Only reasdna pragmatic nature of self-interest would dictatieerwise
sometimes, not natural law.

140 SeeHobbes | eviathan Chapter XIlI: “To this warre of every man agaiesery man, this also is consequent;
that nothing can be Unjust. The notions of Right and Mjralustice and Injustice have there no place. Wher
there is no common Power, there is no Law: wheré&aws, no InjusticeForce, and Fraud, are in warre the two
Cardinall vertues. Justice, and Injustice are rajriee Faculties neither of the Body, nor Mindthéy were, they
might be in a man that were alone in the worldyeb as his Senses, and Passidigey are Qualities, that relate
to men in Society, not in Solitudé.is consequent also to the same condition, thate be no Propriety, no
Dominion, no Mine and Thine distinct; but onelytttmbe every mans that he can get; and for so,lasdhe can
keep it’. (emphasis added}ee alsd.ocke,Second Treatise of Governme@hapter Ilsect. 6: “But though this
be a state of liberty, yet it is not a state oétice: [...] The state of nature has a law of natoirgovern it, which
obliges every one: amgason, which is that law, teaches all mankind, wfilbbut consult it, that being all equal
and independent, no one ought to harm another snlifé, health, liberty, or possessiohgemphasis added).
Contrary to Hobbes, Locke’s legal theory is prettideand build on the notion that a universal lawatire exists

- which is reason - which governs even ‘lawlestiaions. Although it seems entirely possible fbmzen to
understand that other men may or will have the suita interests as he does, the categorizatiosuch a
realization as law seems like confounded wishfialkimg which reflects a poor understanding of ttagesof nature

— which is based on might, not right.
141 |d

142 Id

143 Seelocke, Second Treatise of Governme@hapter |1, sect. 11: “[...] the damnified persashhis power of
appropriating to himself the goods or service @ tfifender, by right of self-preservation, as everan has a
power to punish the crimé& prevent its being committed agaby the right he has of preserving all mankind,
and doing all reasonable things he can in ordérabend: and thus it is, thatery man, in the state of nature, has
a power to kill a murderer, both to deter othersfrdoing the like injury[...] by the unjust violence and slaughter
he hath committed upon one, declared war agaihstaaikind, and therefore may be destroyed as alientyger,
one of those wild savage beasts, with whom merhaae no society nor security: and upon this is gdeal that
great law of nature, Whoso sheddeth man's bloodandny shall his blood be shed.”. (emphasis addetiioabh
Locke’s argumentation is predicated and build ughennotion that a universal natural law is transgeel through
which the transgressors has placed himself ndbénsbciety of Mankind, but in the Kingdom of natuegen
without this argumentation Locke emphasizes thel ieeeffective deterrence of transgressions agéliresvital
interests of men.

49



tactical and strategic benefit for the individualstriking first, in striking hard and in striking
often.

Philosophers have theorized what game-theoristse hawdeled and what
anthropologists, primatologists and archeologiateehdiscovered to be true in practice, namely
that the result of the incentive to strike firstyth and often which exists in the state of natsire i
abellum omnium contra omnes war of all against a4 In the original situation where each
man acts pre-emptively, preventively and punitivielgelf-preservation, waging war is in fact
the logical, natural option for all and it happeverywhere, all the tim&> War is a constant
factor of life46 Resultantly, as famously and brilliantly statedHiybbes, there is “continual
fear, and danger of violent death; and the lifen@n, solitary, poor, nasty, brutish, and

short.” 147

However, although this original situation of waradifagainst all is the natural state and
although it is the result of logical choices pursua self-interest on the micro-level by each
individual man, it is not the optimal utilitariaesult pursuant to the collective self-interest on

the macro-level for Mankiné® As will be explained in more detail in the nexttsen, through

144 Cf. Hobbes Leviathan Chapter XIlIl “From this equality of ability, asth equality of hope in the attaining of
our Ends. And therefore if any two men desire #maes thing, which neverthelesse they cannot botbyettiey
become enemieandin the way to their Endwhich is principally their owne conservationgdasometimes their
delectation only,)endeavour to destroy, or subdue one another] There Is Alwayes Warre Of Every One
Against Every One Hereby it is manifest, tHating the time men live without a common Poweeep them all
in awe, they are in that condition which is caldthrre: and such a warre, as is of every man, againstyever
man”. (emphasis addedgee also generallPinker, The Better Angels of Our Nature, Chaptei3 (2012).
Archaeologists and anthropologists have, respagtidiscovered and observed that peoples living gtate of
nature, both past and present, live in a situatiavhich war is far more prevalent than in envir@nts where the
State has monopolized violence. Despite modernaustbf killing, the chance of dying by another paf's hands
is much greater in the state of natsee e.g. generally. Goodall,Through a Window: My Thirty Years with the
Chimpanzees of Gomlf2010). Goodall is a famous primatologist who gdé&an troglodytegchimpanzee), our
evolutionary closest living relative. Goodall obget that chimpanzees regularly engage in genocidal

wars with other groups of chimps.
145 Id.

146 Id

147 SeeHobbes,Leviathan Chapter XIlIl: ‘Whatsoever therefore is consequent to a time of&Varhere every
man is Enemy to every mathe same is consequent to the time, wherein nverwithout other security, than
what their own strength, and their own inventiomlkfurnish them withall. [...] and which is worst @i,
continuall feare, and danger of violent deakind the life of man, solitary, poore, nasty, brotiand short’.
(emphasis added)

148 SeeHobbes ) eviathan Chapter XlII: “And from hence it comes to passet where an Invader hath no more
to feare, than another mans single powkone plant, sow, build, or possesse a converfgat, others may
probably be expected to come prepared with foroéed, to dispossesse, and deprive him, not ontlyeofruit of
his labour, but also of his life, or liberty\nd the Invader again is in the like danger oftaer.”. [...]In such
condition, there is no place for Industbecause the fruit thereof is uncertand consequently no Culture of the
Earth no Navigation, nor use of the commodities that rhayimported by Seano commodious Buildingno
Instruments of moving, and removing such thingseggiire much forceno Knowledge of the face of the Earth
no account of Timeno Arts no Lettersno Society [...].". (emphasis added)
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cooperation, the interests of the whole can beesktw a greater extent than the sum of its parts

can be in the original situation of constant corstjue

Before we come to explaining the mechanisms unuhgylthis stated conclusion, it is
important to explore first whether it is in theargst ofall men to cooperate. After all, if there
are exceptions by which some men can pursue thiéimserest better through conquest in this
war of all against all, then cooperation is notheir self-interest and they will hence not wish
to cooperate with others. Fortunately, these exmeptdo not seem to exist in any way which
would warrant hesitance against taking coopera®the goal to pursue. Since the nature of
Mankind is such that all men are essentially ‘eguélody and mind', no man can successfully
conquer all consistenth#? Although one man may be significantly or even axeimingly
stronger than another or even than many - bothdalfies of mind and body - during a specific
time-frame and although this physical or mentalesiguity might create a want in a man to
claim and exercise a right of might when his contipetadvantage is such, there is always the
eventual necessity of sleep, the fading of oneisiglal and mental faculties with age and the
danger of groups ganging up on one when polititat@nces chang®® Conquest therefore

is a long-term successful strategy for no man.

Hence, since no man can consistently pursue Higngeftest best through conquest, in
order to increase one's chances of competing ssfodlgsacting in self-preservation naturally
and logically entails increasing cooperation withess along certain agreements on common
interests. The reason why cooperation can be thgenod interaction which has the most
positive cost/benefit outcome for the collectigehecause, as pointed out by Dawkins, in nature
there are many so-called non-zero sum gdaftiéshereas irzerosum games the gains of one
of the players necessarily must come at the expafntbe other player(s), and hence conquest

is the optimal tactical and strategical choicehiese games, inon-zeresum games, the gains

149 SeeHobbesLeviathan Chapter XlII: ‘Nature hath made men so equall, in the facultidsooly, and mind; as
that though there bee found one man sometimes estypistronger in body, or of quicker mind then theo; yet
when all is reckoned together, the difference betwman, and man, is not so considerabkthat one man can
thereupon claim to himselfe any benefit, to whiobtaer may not pretend, as well as he.”. (emplekied)see
Locke, Second Treatise of Governme@hapter I, sect. 4:A state also of equalitywherein all the power and
jurisdiction is reciprocal, no one having more tlzamother; there being nothing more evident, thah cheatures
of the same species and rapkpmiscuously born to all the same advantages @freaand the use of the same
faculties, should also be equal one amongst anatiteout subordination or subjection, unless thid Bnd master
of them all should, by any manifest declaratiohisfwill, set one above another, and confer on biyrgn evident
and clear appointment, an undoubted right to damiaind sovereignty.”. (emphasis added)

150 SeeHobbes Leviathan Chapter XlIl: “For as to the strength of bodlye weakest has strength enough to kill
the strongest, either by secret machination, orcbgfederacy with others, that are in the same dangth
himselfe’. (emphasis added)

151 SeeR. Dawkins, The Selfish Gene, at 202-240.
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of each of the players can come not necessarily ainthe expense of the other player(s), but
also at the expense of the ‘house’ (which is a pieiafor an optimal result), thus warranting
cooperation to ‘beat the housé2.In other words, in non-zero-sum games, as oppiuseeiro-
sum games, the players have the possibility to tiilaygame in such a way that they do not
compete against each other for a larger part os#tme pie, but rather, that they can instead
cooperate to compete together against the housa farger pie than had previously been
accessiblé>3 By sharing the spoils which come at the expensth®fhouse, the interests of
both players can hence be better served and reyltdney can compete better than those who
do not cooperat®* For example, two small groups of hunter/gathevemadering the same
forest can agree, implicitly or explicitly, to nonlger kill, rape and steal from the other group.
Although this agreement does not change anythiogtahe carrying capacity of the forest —
such as the amount of animals living or plants gngwhere -, it does greatly reduce the amount
of time and energy both groups have to spend ipgsegion of, waging of and recovering from
war against the other group. Men can hunt animélsowt the fear of coming home with their
kills stolen, women can gather fruits, nuts andetelles without the fear of being raped or
kidnapped and none have to spend the same amotinteoin the preparation for, waging of
and recovering from war against the other. All tieisovery from wasted hunts and loss of life,
health and productivity, as well as those costljbaeks of insurance policies through
preparations for fear of such setbacks, can benished, thereby negating the great expenses

in time and energy which were previously necesgargontinued secured survival.

Correspondingly, through cooperation, there caa lgeeat increase in the amounts of
time and energy both groups can spend on findiod fnd on reproducing. In other words,
through cooperation and non-conquest, both groapsserve their own respective interests
better than they could previously and they canetffoee now also compete more successfully
against other groups which do not have such arraages with their neighboring groups. The
resources of time and energy can be spend much pnodeictively through cooperation. The

pie grows.

In sum, the laws of nature are such thatno sapiens:like all other life forms -has a
natural instinct and right to use force to act eif-preservation and that he may do so

preventively, pre-emptively and punitively. Howeygiven the war of all against all that this

152 Id
153 Id
154 Id
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original situation naturally creates, this situatie not the optimal result for the pursuit of ane’
self-interest. Moreover, this is true for everyoAestrategy of conquest in this original situation
is the optimal result for no one. Rather, self-dateation logically points to attempting to
cooperate so that people can compete not agaicistotler for a larger share of the same pie,
but against the house for a share of a new, la@igem he condition for achieving this is however
that they can achieve an agreement on which conimerests they can cooperate on and an
approach on how to achieve these interests. Theseeiions will deal with these interests and
the ways to achieve them. Generally speaking Se@i8 will deal with which common
interests are naturally, logically arrived at arett®n 3.4 will deal with which tactics and
strategies are naturally and logically employedhils pursuit, namely the appointment of a

neutral arbiter of disputes in the shape of a State

3.3 On the Laws of Men
From this original situation, these common intesestn be rationally arrived at and distilled

into the acceptance of the single agreement amartigipants of the mutual recognition of one
another's right to self-determinatidre., the recognition of the right of each individualthe
agreement to pursue one's own self-interest aguprtti one’s own tactics and strategies
without being limited in this pursuit by other paipants to the agreement through the use of
force!®® Such an agreement frees one from the burden afidvéy spend much of his time and
energy in preparing for, conducting off and recowvgfrom war against aggression from the
other participants to the agreement using forcénaghim - as such is no longer necessasy
a-visthe other participants to the agreement (at leastso long as the agreement is kept or so
long as it is perceived that it will stay kept)o®ly but surely, these agreements not to use
force let participants compete successfully agaateer groups which did not have such

agreements.

Consequently and eventually, this agreement aneeagents like it would free up the
time, energy and security which would end up layimgbasis for modern civilization. Prior to
the laws of men, there could be “no place for Indyusecause the fruit thereof is uncertain;

and consequently no Culture of the Earth; no Nawganor use of the commaodities that may

155 SeeHobbes,Leviathan Chapter XIV: “By liberty is understood, accorditthe proper signification of the
word, the absence of external impediments; whigbeidiments may oft take away part of a man's poweiot
what he would, but cannot hinder him from usingpbaver left him according as his judgement andorahall
dictate to him.”.
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be imported by Sea; no commodious Building; nortmaents of moving, and removing such
things as require much force; no Knowledge of tieefof the Earth; no account of Time; no
Arts; no Letters; no Society™®® In other words, without the security provided hg taws of
men, no one would find it a risk worthy tactic tnasegy to invest the time, energy and resources
necessary to produce advanced products — suchuliar€of the Earth’ -, which could simply
be stolen or destroyed after productt®hSimilarly, as will be discussed in extensive detai
Chapter 5, without the laws of men, there wouldo®othe trade and specialization of profession
which is necessary to result in advanced servitkesre- such as research into the ‘Knowledge
of the face of the Earth%® Without the agreement on the mutual right to geliermination,

life would be poor indeed.

This agreement of the mutual recognition of onetlagrs right to self-determination,
i.e., the recognition of the right of each individualthe agreement to pursue one's own self-
interest according to one’s own tactics and strategithout being limited in this pursuit by
other participants to the agreement through the afséorce, entails the prohibition by
participants to the agreement of any actions whiohld force other participants to the
agreement to act in a manner not of their own iwiit>® It requires an ‘absence of external
impediments’. A variety of philosophers and authmage enumerated different interests which

would need to be respected to enable the righglfadstermination to be exercised

A comparison of these and other philosophers leatteegrosso modelassification of
life, liberty andpropertyas the vital interests which need to be protebtethe agreemeng?
This classification, | will demonstrate later inglsection, is no accident, but rather, as | will

argue, reflects law derived from (human) natureusThhe agreement of recognition of one

156 SeeHobbes) eviathan Chapter XIII.
157 |d

158 Id
159 Id

160 Cf. Locke,Second Treatise of Governme@hapter Il, Sect. 6:Every one, as he is bound to preserve himself
and not to quit his station wilfully, so by thedikeason, when his own preservation comes notritpettion,
ought he, as much as he can, to preserve thefmestrikind, and may not, unless it be to do justicen offender,
take away, oimpair the life, or what tends to the preservatuthe life, the liberty, health, limb, or good$
another.”, Chapter VII, sect. 87: " Man being boas, has been proved, with a title to perfect fregdand an
uncontrouled enjoyment of all the rights and pegis of the law of nature, equally with any othanyror number

of men in the worldhath by nature a power, not only to preserve higpprty, that is, his life, liberty and estate
against the injuries and attempts of other niert to judge of, and punish the breaches of thatih others, as he
is persuaded the offence deserves, even with deathy in crimes where the heinousness of the fadtis opinion,
requires it. (emphasis added); J. Rousseau, Omn#wality among Mankind (1754), part II: “[...] Fevhat
reason, in fact, did they take to themselves soperif it was not in order that they might be defed from
oppression, and hay@otection for their lives, liberties and propesjenhich are, so to speak, the constituent
elements of their being?”. (emphasis added)
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another's right to self-determination entails theeament of recognition that each individual
has a mutual and reciprocal vital interest to tfaqztion of his life, liberty and property and
that no force may be used by those entering irgatireement which threaten or attack these

interests by the other participants to the agreémen

For the purposes of this dissertation, these istemneeed to be defined. As announced
in the introduction to this chapter, | will argu&t (parts of) cyberspace must necessarily fall
within the realm of State sovereignty as they dtutsta minimum threshold for any society to
meet in order for it to be able to survive. Givhattmy justification for this claim will be built
on the interests | am about to define, | will toydefine these interests rather narrowly. An
overly expansive definition would provide shaky fidations for the theory | am building on
top of it. 1 will therefore try to err on the sidé caution. Others may have more expansive or
more restrictive definitions of these interestg, this is how | define them for the purposes of

this dissertation.

The interest to ‘life’ should be seen as one’'yexistence and one's physical integrity,
i.e., one’s life and limb, or one’s physical ‘persdft.This right is the constituting biological
prerequisite for one's self-preservation. Any useie against the whole or part of life or the
body, through murder, assault, torture or otherafstorce, is a direct attack on one’s self-
preservation and an inhibition of one’s right t-sketermination. The interest of an individual
to his ‘life’ should naturally be deemed to enjbwe tstatus of being the supreme and ultimate

interest among the three.

The interest to ‘liberty’ should be seen as oneferiest to pursue one's own self-interest
pursuant to one's own choosing, tactics and siest&g This right can be described as the
psychological prerequisite for life in the sensattime biological prerequisite to life is of little
value when one is imprisoné® Life, in essence, is about being free, aboutdetérmination.

Any agreement which guarantees life at too greaixpense to liberty will naturally be rejected

161 See supraote 160see alsd_ocke, Second Treatise of Governme@Ghapter XIX, sect. 233: “for it is natural
for us to defend life and limbsee alsdRousseau, On the Inequality among Mankind, pafMan's first feeling
was that of his own existence, amd first care that of selfpreservatidriemphasis added)

162 See supraote 160see alsdHobbes] eviathan Chapter XIV: “By LIBERTY, is understood, accordito the
proper signification of the word, the absence démall Impediments: which Impediments, may oftetakvay
part of a mans power to do what hee would; but eahimder him from using the power left him, acdoglas his
judgement, and reason shall dictate to him.”.

163]d. See alsdRousseau, On the Inequality among Mankind, pafdl what reason, in fact, did they take to
themselves superiors, if it was not in order thattmight be defended from oppression, and havegion for
their lives, liberties and properties, which arete speakthe constituent elements of their beéthg(emphasis
added)
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and have no participants. Hence, any use of fayaaat the freedom of an individual to freely
determine one’s tactics and strategies in the jtucfuone’s goals, through imprisonment,
slavery, forced labour or other threats of forseaidirect attack on self-determination. The
interest of an individual to his ‘liberty’ shoulceldeemed as an indispensable interest which

gives substance to the interest to life. Withdogiity, there can be no life worth living.

The interest to ‘property’ finally, describes onesiterial goods and possessions, the
fruits of one's labor, the means of one’s livelitid® Although it is tempting for the present
writer for alliteration purposes to choose the télinelihood’ as the third protected vital
interest, the term does not accurately reflectptugected interest. Livelihood refers to the
means through which one secures the basic neesdsitsustain oneself - such as the immediate
resources of air, water, food, and clothing andsiinbg also the less immediate resources of
safety and security, such as shelter. Any prodeggty acquired beyond these basic necessities
does not fall under the category of livelihood. dRrcts and services acquired for purposes of
belonging, esteem, self-actualization or simpletvedinuxury would hence not fall within the
term livelihood. Although it is clear that livelibd would be a suitable term to describe the
interests one would need to protect for immediatk semi-immediate physiological security,
the term does not encompass the full scale of prp@&ainst which use of force could be
exercised to inhibibne’s right to self-determinatioilthough a use or threat to use force
against one’s house or place of business wouldl @rgtronger inhibition on one’s right to self-
determination than would a use or threat to useefagainst one’s second house, nonetheless,
all would inhibit one’s right to self-determinatioAfter all, one can imagine that someone has
spent years of his life building such a house. Witece is used (or threatened) against this
property, it is, in essence, (a threat of) forcaimgf these years of one’s life. When the house
is destroyed, this person is retroactively no lorgae to freely pursue his own self-interest
according to his own tactics and strategies duhiagitime. Although the protection of property
can be placed lowest among the three interests)st be asserted that the protection of one’s
material goods constitutes a physical prerequigitene’s life and liberty when it comes to the
protection of basic property for physiological aadety and security needs. We are after all not
animals whose means of attaining food or havindteshare attached to our physical bodies in
the form of, respectively, claws or fur. Ratheesb means have been externalized and have

taken the form of property. (Chapter 6 will deatiwihis in-depth.) Additionally, any use of

164 See supranote 160see also infréSections 5.25.4. Chapter 5 in general and SecBdts4 in particular are
dedicated to describing property as a vital interes
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force — such as theft or otherwise barring accedseely determine what to do with one’s
property — against the property which doesn’t sendirect physiological need, but merely a
psychological want, can also force an individuaht¢bin a manner not of his own volition and

should therefore also fall within the agreemernth®mutual right of self-determination.

As we take a leap forward in time and look at dithbd States and other legal systems,
we find that beyond the protection of these intisre§ life, liberty and property in philosophy
and theory by the most authoritative political pedphers, as we have just discussed, we also
find these same interests protected as rightsairaled practice in the most authoritative legal

documents.

On the global level, the 1948 United Nations Deatian of Human Rights (hereinafter:
“UN Declaration of Human Rights”) — which is arglyalone of the most authoritative and
formative documents of our modern global civilipati- after having dealt with the articles on
equality*®® and non-discriminatiotf? starts in article 3 with the articles on the potiten of life
and liberty by declaring that “[e]Jveryone has tight tolife, liberty andsecurity of persafi. 6’
In other words, the UN Declaration of Human Rigiéslares that the first substantive human
right, is the protection of the right to life anlddrty, thus corresponding to what we have seen
are the natural and logical supreme and ultimdtrésts any rational person serving his self-
interest would want to protect. After dealing wisleveral additional articles on how to
substantively protect these rights to life andrippe- such as the protection from slavé,
torture 16 having one’s liberty taken away through arbitramest or through a lack of due legal
process,? restrictions of movemetit and from being forced into a marriage not of omeis
choosing’?-, it continues in article 17 with the protectiofhproperty by declaring that “(1)
Everyone has the right to ovgmopertyalone as well as in association with others. (@)oNe
shall be arbitrarily deprived of hgoperty”.1”3 (emphasis added) In other words, the primary
rights which this foundational document of the intdional legal order seeks to protect are the
rights to life, liberty and property, thus corresdimg to the most supreme and ultimate interests

any rational person serving his self-interest wowldnt to protect. Throughout the UN

165 Article 1 United Nations Declaration of Human Rigih
166 Article 2 United Nations Declaration of Human Rigjh
167 Article 3 United Nations Declaration of Human Rigjh
168 Article 4 United Nations Declaration of Human Rigjh
169 Article 5 United Nations Declaration of Human Righ
170 Article 6-11, 14-15 United Nations DeclarationHdiman Rights.
171 Article 13 United Nations Declaration of Human Rig
172 Article 16 United Nations Declaration of Human Rig
173 Article 17 United Nations Declaration of Human Rig)
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framework, codifications of these same rights cto de found. The 1966 International
Covenant on Civil and Political Rights (hereinaftdCCPR”), one of the most important
universal human rights documents, starts in articlgith the rights to physical integrity by
stating that the parties to the covenant agreefaptery human being has theherent right

to life. This right shall be protected by law. No one shallrbitrarily deprived of higfe.”.174
(emphasis added) In article 9 the covenant consimith the liberty and the security of person
by stating that “[e]veryone has thight to liberty and security of persanNo one shall be
subjected to arbitrary arrest or detention. No siredl be deprived of higerty except on such

grounds and in accordance with such proceduresasséablished by law!"> (emphasis added)

On the European level, codifications of these saghgs and the protection against their
encroachments can also be found throughout. Th@ EQEbpean Convention on Human Rights
follows a similar structure to that of the UN Dedtion of Human Rights and comes to the
same points even quicker and even more decidediiclé\2, which deals with the right to life,
states in paragraph 1 that “[e]veryone’s rigHtfeoshall be protected by law.” (emphasis added)
with exceptions extensively defined as severelfrimed to necessary uses of force in defence
of the self or in defence of the public ordé&Article 5 continues with an extensive definition
of the right to liberty, starting with “[e]veryorfeas the right tdiberty andsecurity of persafi

(emphasis added) and containing extensive jucalion for exceptions to this right’ Besides

174 Article 6 ICCPR.

175 Article 9 ICCPR.

176 Article 2(2) ECHR: “Deprivation ofife shall not be regarded as inflicted in contravemtibthis Article when
it results from theuse of forcewhich is no more than absolutely necessaryinaefence of any person from
unlawful violence(b) in order to effect a lawful arregir to prevent the escape of a person lawfully detgi(ed
in action lawfully taken for the purpose of quedlia riot or insurrectiort’. (emphasis added)

177 Article 5 ECHR: “1.Everyone has the right to liberty and security efspn No one shall be deprived of his
liberty save in the following cases and in accordance ajphocedure prescribed by law: (a) the lawful diébe
of a person after conviction by a competent cqbitthe lawful arrest or detention of a personrfoncompliance
with the lawful order of a court or in order to see the fulfilment of any obligation prescribed layv; (c) the
lawful arrest or detention of a person effectedlierpurpose of bringing him before the competegéal authority
on reasonable suspicion of having committed amofeor when it is reasonably considered necessgrevent
his committing an offence or fleeing after havingnd so; (d) the detention of a minor by lawful oréte the
purpose of educational supervision or his lawfukdéon for the purpose of bringing him before dwmnpetent
legal authority; (e) the lawful detention of persdor the prevention of the spreading of infectidiseases, of
persons of unsound mind, alcoholics or drug addictgagrants; (f) the lawful arrest or detentioragberson to
prevent his effecting an unauthorised entry ineodbuntry or of a person against whom action indgp&ken with
a view to deportation or extradition. 2. Everyongovis arrested shall be informed promptly, in aglezage which
he understands, of the reasons for his arrest imdyocharge against him. 3. Everyone arrestedetaiged in
accordance with the provisions of paragraph 1f{#)ie Article shall be brought promptly beforeualge or other
officer authorised by law to exercise judicial poveed shall be entitled to trial within a reasomatine or to
release pending trial. Release may be conditioryegllarantees to appear for trial. 4. Everyone vehaeiprived
of his liberty by arrest or detention shall be & to take proceedings by which the lawfulneshisfdetention
shall be decided speedily by a court and his releadered if the detention is not lawful. 5. Evergavho has
been the victim of arrest or detention in contraivemof the provisions of this Article shall have anforceable
right to compensation.” (emphasis added)
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articles on the protection of life and liberty iis first protocol, the Protocol to the Convention
for the Protection of Human Rights and Fundamdnataédoms, the convention starts out with
the protection of property, by stating that “[e}waratural or legal person is entitled to the
peaceful enjoyment of hisossessions1’8 (emphasis added) In other words, just as we have
seen on the global level with the UN framework tlos European level too, we see that human

rights documents reflect human nature in theirgoiton of the interests of life, liberty and

property.

Additionally, we can also discern a consistentgratin the protection of these rights
by extensive, additional prohibitions against esgBoegregious encroachments on these rights
— such as through torture and slavery. In the cédke prohibition on torture, these can be
found in the UN Declaration on Human Rights in@eti5}"®in article 7 of the ICCPRCand
in article 3 of the ECHR8! In the case of prohibitions on slavery, theselmfound in the UN
Declaration on Human Rights in articlé®,in article 8 of the ICCPR2 and in article 4 of the

ECHR 184 Furthermore, slavery and other types of forceduabare comprehensively and

178 Article 1 ECHR Protocol |: Every natural or legal person is entitled to theapeful enjoyment of his
possessions. No one shall be deprived of his peissssexcept in the public interest and subjethéoconditions
provided for by law and by the general principlesimternational law.The preceding provisions shall not,
however, in any way impair the right of a Stateetdorce such laws as it deems necessary to cahtralse of
property in accordance with the general interestoosecure the payment of taxes or other contobstior
penalties.”. (emphasis added)

179 Article 5 UN Declaration on Human Right&No one shall be subjected tmrture or to cruel, inhuman or
degrading treatment or punishménfemphasis added)

180 Article 7 ICCPR “No one shall be subjected torture or to cruel, inhuman or degrading treatment or
punishment In particular, no one shall be subjected withdig free consent to medical or scientific
experimentation.” (emphasis added)

181 Article 3 ECHR: “No one shall be subjecteddature or toinhuman or degrading treatment or punishnient
(emphasis added)

182 Article 4 UN Declaration on Human Rights: “No osteall be held islaveryor servitude slavery and the slave
trade shall be prohibited in all their formigemphasis added)

183 Article 8 ICCPR: “1.No one shall be held in slavery; slavery and tlaveitrade in all their forms shall be
prohibited.2. No one shall be held in servitud.(a)No one shall be required to perform forced or cotapry
labour; (b) Paragraph 3 (a) shall not be held to preclideountries where imprisonment with hard labmay
be imposed as a punishment for a crime, the pedoca of hard labour in pursuance of a sentenceicb s
punishment by a competent court; (c) For the pwepidshis paragraph the term "forced or compuldabpur"
shall not include: (i) Any work or service, noteefed to in subparagraph (b), normally required person who
is under detention in consequence of a lawful ooflercourt, or of a person during conditional aske from such
detention; (ii) Any service of a military charactand, in countries where conscientious objectiorc®gnized,
any national service required by law of consciamtiobjectors; (iii) Any service exacted in casegmirgency
or calamity threatening the life or well-being bketcommunity; (iv) Any work or service which formart of
normal civil obligations.” (emphasis added)

184 Article 4 ECHR: “1.No one shall be held in slavery or servitugeNo one shall be required to perform forced
or compulsory labour3. For the purpose of this Article the term “falaar compulsory labour” shall not include:
(a) any work required to be done in the ordinanyrse of detention imposed according to the promisiaf Article5
of this Convention or during conditional releasenfrsuch detention; (b) any service of a militargrefecter or, in
case of conscientious objectors in countries wilieeg are recognised, service exacted instead oputzory
military service; (c) any service exacted in caaroemergency or calamity threatening the lifevetlbeing of
the community; (d) any work or service which forpast of normal civic obligations.” (emphasis added)
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extensively defined as prohibited in the 1926 Coiee to Suppress the Slave Trade and
Slavery (subsequently supplemented with the 195@plBmentary Convention on the
Abolition of Slavery, the Slave Trade, and Instins and Practices Similar to Slavet$h.
Similarly, torture is comprehensively and extenkivdefined as prohibited in the 1984
Convention against Torture and Other Cruel, Inhun@n Degrading Treatment or
Punishment®® Again we see that the framework on human rightsgetion, both on the global

and regional level, is principally built around thetection of the interests of life, liberty and
property.

Although these rights to life, liberty and properéys well as their negative inverse of
torture and slavery, are defined differently irfeliént legal systems, | believe their pervasive
presence in political philosophy as well as in oegil and international legal systems across
time and space is not a historical coincidenceréthter, that it reflects a fundamental logic to
legal systems which is demonstrated by both phibgcand theory, as well as by law and
practice. This fundamental logic boils down to gwent | have already made earlier, namely
that on a fundamental level, what we call ‘lawaigollection of codified private agreements
which have been made pursuant to rational selféstén order to increase self-determination
through the prohibition on the use of force agdifestliberty and property. These rights to life,
liberty and property are not coincidental and scije rights within one legal systems or

another. Rather, they reflect fundamental univdesa$ of nature about the nexus between the

185 See generallfConvention to Suppress the Slave Trade and Slgberginafter: “Slavery Convention”); and
Supplementary Convention on the Abolition of Slay¢he Slave Trade, and Institutions and Pract8igslar to
Slavery (hereinafter: “Supplementary Conventiortf@Abolition of Slavery”see specificallrticle 1 Slavery
Convention: “For the purpose of the present Corivanthe following definitions are agreed upon: $lavery is
the status or condition of a person over whom anglloof the powers attaching to the right of owsleip are
exercised(2) The slave trade includes all acts involvedhia capture, acquisition or disposal of a persah wi
intent to reduce him to slavery; all acts involwedhe acquisition of a slave with a view to seilior exchanging
him; all acts of disposal by sale or exchange siage acquired with a view to being sold or excleah@nd, in
general, every act of trade or transport in sld esphasis added);

186 See generallfConvention against Torture and Other Cruel, InhumaDegrading Treatment or Punishment
(hereinafter: “Torture Convention'see specificallyArticle 1 Torture Convention: “For the purposestbis
Conventionthe term "torture” means any act by which severa pa suffering, whether physical or mental, is
intentionally inflicted on a person for such purpesas obtaining from him or a third person inforinator a
confession, punishing him for an act he or a thgedson has committed or is suspected of having d@eanor
intimidating or coercing him or a third person, far any reason based on discrimination of any kimden such
pain or suffering is inflicted by or at the instigan of or with the consent or acquiescence of hlipwfficial or
other person acting in an official capacity.does not include pain or suffering arising ofrlym, inherent in or
incidental to lawful sanctions.” (emphasis addegg alscArticle 5 UN Declaration of Human Rights: “No one
shall be subjected trture or to cruel, inhuman or degrading treatment or punisiti (emphasis added);
Article 3 ECHR: “No one shall be subjectedttoture or toinhuman or degrading treatment or punishméent
(emphasis added); Article 7 ICCPR: “No one shallsbbjected tdorture or to cruel, inhuman or degrading
treatment or punishmeniin particular, no one shall be subjected withusatfree consent to medical or scientific
experimentation.” (emphasis added)
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biological nature of us @asomo sapienand the social nature of our human civilizationea
that our social life is ultimately formed by ouplugical life, the social can only function when
the biological prerequisites of life, liberty antbperty are protected from force. As discussed
in Section 3.2, Darwinian evolution, that univerkad of biological nature, has selected for
those individuals with the burning desire to fifiit their survival when their lives, liberty and
property are threatened. In other words, the reasofind these same rights throughout theory
and practice is because they are natural. Theyharéaws of our societies not despite but

because they are derived from nature.

Many societies have tried acting against these @wsature and they have failed the
test of time. They were simply unnatural. When ety allows for the widespread exercise of
force against life, liberty and property, then thigiety will, in a best case scenario, be slowly
outcompeted by a society which does protect thasedsts, because in this latter society, the
non-zero-sum game nature of this society constangigtes new value. In a worst case scenario,
such a society which allows for the widespread @gerof force against life, liberty and
property, will become a completely zero-sum ganmesp, wherein every bit of value needs
to be extracted from someone else and thus, asetygat turns into a death spiral of extraction.

Laws cannot be arbitrary. Ultimately, they needeitect our human nature.

In sum, this section has built on the findings ettn 3.2 on the laws of nature and
has taken them to their logical conclusions; tlvesl@f men. The laws of men are such that
agreement is found on the mutual right to selfdeileation among participants to the
agreement and this includes the prohibition ofube of force against life, liberty and property.
Moreover, it has been argued that the reason wésetinterests and rights to life, liberty and
property are found both in theory and practicepatitical philosophy and in law, is because
they are not coincidental, but rather, because ttbigct laws derived from nature. In the next
section, | will move from the laws of individual méo the laws of their collective expression

as peoples.

3.4 On the Laws of States
At some point, these groups would naturally bectmoelarge to maintain peace and security

without a central force which would protect thehtigo self-determination for the participants
to the agreement through the prohibition of thefu®rce. Although these groups might have
previously been able to self-correct transgressarthe agreement, as the groups of people
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became larger and social interactions became nmorgyanous, there came a natural and logical
need for a central force to enforce the agreeme8tateTheraison d'étreof the State is hence

to preserve théranquilitas ordinis i.e., the State is the securer of the vital intere$tthe
individual and of peace and security in a sociktyorder to do this, the State must assume a
monopoly on the use of force with which it can astan arbiter against transgressions on the
prohibition on the use of force. A Leviathan ismoFhe Leviathan §h217”) of Hobbes receives

its name from the mythical monster mentioned thhmug the TanakR®’ It is fear in its

absolute formand Hobbes imagines the monopolizatidarce by the State in its imad®.

Individuals living in the State therefore havettopugh the (implicit) acceptance of the
so-called social contract, accept the Leviatharésopoly on the use of force. In the Mishnah,
one of the first written commentaries on the Omah, one of the oldest justifications is given
for this great force which needs to be embodiedhieyState. In the Ethics of Our Fathers, it
says: ‘Pray for the welfare of the government, for weraat for the fear of it, men would
swallow one another alive®® Hobbes clearly echoes this sentiment when hessitaghapter
XIll, Of The Natural Condition of Mankind, Out ofiG! States that: “There Is Alwayes Warre
Of Every One Against Every One Hereby it is manjfggat during the time men live without
a common Power to keep them all in awe, they atieahcondition which is called Warre; and

such a warre, as is of every man, against every.’ mé@h(emphasis added)

In order to take people out of this state of natpemple need to be kept ‘in awe’ by the
awesome power of a Stadf8.Through the social contract they accept the molyopo the use

of force by the State to enforce the rules — ngtdbé rules to protect the right to self-

187 Book of Job 3:8, 40:15-41:26; Book of Amos 9:3pBaf Psalms 74:13-23, 104:26; Book of Isaiah 27:1.
188 See e.gBook of Jobs 41, at 12-34: “l will not fail to sgeaf Leviathan’s limbs, its strength and its gratef
form. Who can strip off its outer coat? Who caneieate its double coat of armor[b]? Who dares dperdoors
of its mouth, ringed about with fearsome teeth’bétsk has[c] rows of shields tightly sealed togethach is so
close to the next that no air can pass betweery ateejoined fast to one another; they cling togetind cannot
be parted. Its snorting throws out flashes of lighteyes are like the rays of dawn. Flames strigam its mouth;
sparks of fire shoot out. Smoke pours from its rilssas from a boiling pot over burning reeds.dtsath sets
coals ablaze, and flames dart from its mouth. $treresides in its neck; dismay goes before it. fiids of its
flesh are tightly joined; they are firm and immolebts chest is hard as rock, hard as a loweistoifle. When it
rises up, the mighty are terrified; they retredbleits thrashing. The sword that reaches it lwasffect, nor does
the spear or the dart or the javelin. Iron it tedide straw and bronze like rotten wood. Arrowsndd make it flee;
slingstones are like chaff to it. A club seemsttbut a piece of straw; it laughs at the rattliighe lance. Its
undersides are jagged potsherds, leaving a trélérmud like a threshing sledge. It makes theldephhurn like
a boiling caldron and stirs up the sea like a patimtment. It leaves a glistening wake behinaitg would think
the deep had white hair. Nothing on earth is itsa¢g a creature without fear. It looks down onthlt are
haughty; it is king over all that are proud.”

189 See, e.gEthics of Our Fathers: Avot 3:2 Rabbi Chanina,ufgo the high priest Kohanint): “Pray for the
welfare of the government, for were it not for fear of it, men would swallow one another alive.”.

190 SeeHobbes/ eviathan Chapter XIII.

191 SeeHobbes L eviathan Chapter XIIl.
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determination through the protection of the rigiatdife, liberty and property. There are two
main parts to this social contract with regardpdace and security. First, the individual has to
accept that the State’s use of force is legitimasea-vis himself (vertical legitimacy}>?
Second, the individual has to accept that he ibbnger authorized to unilaterally protect his
vital interests of life, liberty and propentjs-a-visother individuals (horizontal legitimacy}?
The surrender of the individual’s natural rightatct unilaterally in the protection of his vital
interests is the quintessential precondition falividuals to transcend the state of nature in

which they lived prior to the State and its monagadion of the use of force.

However, the State never takes away the righttinaself-preservation completel$t
Instead, nearly every domestic legal order, mindfuthe fact that the State cannot always be
capable of protecting (or may not always be willitmyprotect) the vital interests of the
individual, allows the individual to use force tatan some sort of self-preservatiétt.
Monopoly, in this sense, is a fiction used to fitatié academic discussions, but it should not be
taken as a factual absolute. The State never coehplaonopolizes the use of (just) force and
always leaves part of the natural right of peopladt in self-preservation in the hands of the
individuals themselve¥8 It is this remainder of one’s natural right to atself-preservation
which is referred to in domestic law systems a#f-tefence’!®’ This right to act in self-
defence can be found as legal rights in virtuahgWegal to one degree or anothét.It has

been acknowledged in so many domestic legal ottatst rightly qualifies as natural law?

This law of the right to self-defence is howevesditer than the mere declaration of a
legal right to self-defence. Rather, nearly evemyndstic legal order, mindful of the fact that

unilateralism ought to be restricted to a suffitidagree in order to be able to transcend the

192 5eeHobbes ) eviathan Chapter XllI;see alsd_ocke,Second Treatise of Governme@hapter VIII, sect. 97:
“And thus every man, by consenting with others mkemone body politic under one government, putssim
under an obligation, to every one of that sogigtyubmit to the determination of the majorityd&o be concluded
by it[...].”, Chapter IX, sect. 128: “For in the staterafture, to omit the liberty he has of innocentglak, a man
has two powers. The first is to do whatsoever mkghfit for the preservation of himself [...] Theherr power a
man has in the state of nature, is the power téspuhe crimes committed against that I&eth these he gives
up, when he joins in a private, if | may so call ar particular politic society, and incorporatestd any
commonwealth, separate from the rest of manki@hapter X, sect. 129-130: “The first powerz vof doing
whatsoever he thought for the preservation of hifnaed the rest of mankind, he gives up to be latgd by laws
made by the society [...] Secondifhe power of punishing he wholly gives[up]”. (emphasis added)

193 Id.

194 SeeP. Haggenmachegelf-Defence as a General Principle of Law andRigdation to War, irA. Eyffinger, A.

Stephens & S. Muller (Ed.), Self-Defence as a Forefgtal Principle, p. 14-18 (2008).
195 Id.

196|d'
197|d_
198|d_
199|d'
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state of nature, connects this right to certairciigeconditions and restrictions which can be
also be found universalff° Most legal orders connect the right to self-deéetacsome degree

to the normative restraints of necessity, propogiity and immediacy®*

As such, most domestic law systems exclude theé toghct in pre-emptive or preventive
self-defence because it is deemed unnecessarnishpmere intentions and ideas which have
not yet resulted in (substantive) actigfi$Broadly speaking, the temporal aspect of self-
defence can be divided into four categorie=active self-defencéself-defence in direct
response to an attack against life, liberty or prop and which has already strucky,
interceptive self-defencéself-defence in anticipation of an attack agailfgt, liberty or
property which is already underway, but which hasyet struckf%* pre-emptive self-defence
(self-defence in anticipation of an attack agalifet liberty and property which is not yet
underway, but which is expected to be launched memtly due to active preparatioff8)and
preventive self-defencgself-defence in anticipation of an attack agailifst, liberty and
property which has not yet been launched and isy@btmminent, but for which there exist
general preparation3)® Generally speaking, most domestic law systemsilpitgbreventive-
and most types of pre-emptive self-defence and atibwv for reactive- and some types of
interceptive self-defenc®’ Given that a strong State can punish those whakgengagen
use of force to a sufficient degree in order esghbhn effective deterrence, both through a
special and a general prevention of (potentialyeggprs, individuals no longer need to take
such precautions. Dealing with non-immediate tlsr&@drefore ought to become the task of the
State, whereas previously it would certainly beleany individual to strangle any potential
future aggression at birth. Indeed, throughout nafdiuman history, the killing of babies and
boys who might otherwise grow up to become hostiéa has often been the more pragmatic

course of action.

200 Id
201 Id
202 Id

2035ee e.gT. Ruys, 'Armed Attack' and Article 51 of the UNia@ter Evolutions in Customary Law and Practice,
p. 253-254 (2010). Although these categories cammays be strictly separated and although matyoss use
different terms and different lines of separatidmew discussing self-defence, these categories

provide a terminology which will help to comprehethé concept of the temporal aspectaiionae temporiof
self-defence.

2045eeRuys, 'Armed Attack' and Article 51 of the UN ClearEvolutions in Customary Law and Practice, 8-25

254,
205 |4.

2081d..
207 seeHaggenmacheBelf-Defence as a General Principle of Law andRigdation to Warp. 14-18.
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In addition to excluding the right to act in sedffdnce preventively and pre-emptively,
most domestic law systems exclude the right tganitively as well, due to such action being
considered disproportionate to the threat f&é&@when the State has monopolized the use of
force, this is certainly so. Prior to this monopation however, harsh punitive self-defence
would not necessarily be considered disproport®tathe aggression that is being punished,
as it could be considered necessary to establishtiee deterrence. After all, if an aggressor
is only punished for the damage he has caused Wwhes caught by the victim, but can get
away unpunished for the times he cannot be caugtitebvictim, then no effective deterrence
for future aggression can be established. The ®iiatds a lot more power to catch aggressors
and can therefore change the cost/benefit analysipotential aggressor with less punishment.
Punitive self-defence in this sense is a punishmenjust for the damage when he is caught,
but especially also for all the times when he is WWhen the State does become the one tasked
with the establishment of effective deterrence rgjahe use of force, the individual no longer
has the need to engage in such harsh punitiveleédfice, because the enforcement improves.
For the same reason as punitive self-defence ialloated in most domestic law systems, most
law systems also exclude the right to act aftetthiheat has already passed. By then the action
would be of a retaliatory nature and constituterge rather than immediate self-defence. Prior
to the monopolization of the use of force by thet&tvengeance would be deemed necessary
in order to establish effective deterrence. If yeuiot the biggest and baddest on the block,

then you’re only inviting future aggressiddemo me impune lacessit

These normative restraints on the right to seleédeé are so inextricably linked to the
general notion of self-defence in domestic law ey that they are to be considered an

addendum to the right to self-defence as a nalamat®®

However, it must be noted that notions of necespityportionality and immediacy are
also closely connected to how well the State perfoin its principal task of protecting the
individual’s most vital interests — namely lifebdirty and propert$:° After all, a prohibition
on the use of force is only possible if this foiseffectivelymonopolized in the hands of State

organs. Otherwise, effective deterrence from the offorce is not established and the

208 Id
209 Id

210 A Eyffinger, Self-Defence or the Meanderings of a Protean PpileginA. Eyffinger, A. Stephers & S. Muller
(Ed.), Self-Defence as a Fundamental Principld1p.(2008).
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legitimacy of the State and its force comes integgion. The State thus needs to maintain

effective control over its sovereign spaéés.

Moreover and conversely, if the State were to glevio real effective protection of the
individual’s vital interests and fails to create thecessary effective deterrence, then it cannot
simply be expected of the individual that he acegpave threats to his life, liberty or property.
The social contract is no suicide p&&The legitimacy of the State as the guarantor ef th
tranquilitas ordinisis not a black-or-white notion. Rather, many sisaoegrey exist and the
normative restraints on self-defence as discusbedearespond accordingly. In legal orders
where effective deterrence and the monopolizatioth® use of force by the State is strong,
there are stronger restraints on the right to delénce. In legal orders where effective
deterrence and the monopolization of the use afefdny the State is weak, there are weaker
restraints on the right to self-defence. In legedess where effective deterrence and the
monopolization of the use of force by the Statedmewhere between strong and weak, the
restraints on the right to self-defence are somesvhetween strong and weak. In this sense,
the monopolization of the use of force by the State the normative restraints on the right to

self-defence by the individual are communicatingseds.

This principle of the monopolization of the usefafce by the State and the normative
restraints on the use of force by the individualfasnously demonstrated by the Texas
‘trespassers will be shot on sigh’- scenario. Gitleat, as the expression goes; ‘Everything’'s
bigger in Texas’, this too is the case for estdtethe classic Texas scenario, the land owners
live remotely from the major cities on large privastates where the arm of the law cannot
always reach to provide effective deterrence tdgatothe individual's vital interests of life,
liberty and property. Rather, it is the land owhenself who ultimately remains responsible
for the protection of his vital interests. Therefofsometimes) he can be the sole sovereign on
his land when the official sovereign cannot providiective deterrence from aggression. He
can ‘take the law in his own hands’, because timtilState sovereign arrives, the individual is
the sovereign. Especially in the olden days whenethvere no phones, let alone cyberspace,
for all intents and purposes, the individual nee@xpect the State to provide any protection

whatsoever, despite formally being under its sdagetg. Moreover, what is important to note

2111t is this effective control over the sovereigmsp of cyberspace which is the topic of Chaptess 4-

212 5eeHobbes| eviathan Chapter XIV: ‘a man is forbidden to do, that, which is destruet¥ his life or taketh
away the means of preserving the same; and to onait, by which he thinketh it may be best presgérve
(emphasis added)
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in this situation, is that the State generallipws for this type of actiod® The State in these

weaker legal orders is aware that it has greatatdtions to its monopolization of the use of
force than do most legal orders and the normagistaints on the right to self-defence therefore
become more lenient corresponding to the degregisflimitation?'* Therefore, particular

types of self-preservation which are often forbimde strong legal orders, can become
legitimate in weaker legal orders, because of tmarmunicating vessels of the prohibition on
the use of force and the right to act in self-deé#® Trespassers will hence be shot on sight.
Effective deterrence to threats against life, fp@nd property is to be created by either the

State or by the individual. If it is not by the omieen it is by the other.

This general notion, which can be defined as tmelitimnality of the surrender of parts
of the individual’s natural right to act unilatdyain self-preservation, upon the willingness and
ability of the central authority to provide effaai protection of the individual’s most vital
interests to life, liberty and property, is the @et addendum to the right to self-defence as a

natural law?16

In sum, the right to act in self-defence has bemejpted as deriving from the natural
law to act in self-preservation. In order to traerst the state of nature, the State assumes a
monopoly on the use of force pursuant to the s@oatract. This includes both the acceptance
by the individual of horizontal- and vertical legiecy of the State’s use of force. It is hence
the State which takes over the task of creatingcéife deterrence from and for the individual.
Therefore, the right to use force in self-preseomis principally taken over by the State.
However, due to the fact that the State cannotysdwaovide effective deterrence against
aggression against life, liberty and property, $itete never takes away the right to use force to
act in self-preservation completely. Rather, iipstithe right to self-preservation down to the
right to self-defence, which includes the normatestraints of necessity, proportionality and
immediacy and prohibits preventive, pre-emptive aoditive self-defence. However, these
normative restraints remain conditional upon thedntor the individual to protect one’s vital
interests of life, liberty and property and to actself-preservation when this is necessary.
Generally speaking, the State takes away this s#ge®Vhen it fails to do so, the individual

can reclaim the right to protect his vital integest life, liberty and property. In Chapters 5 and

213 seekyffinger, Self-Defence or the Meanderings of a Protean Ppilecip. 115.
214 Id.

215 Id.
2186 seeHaggenmacheBelf-Defence as a General Principle of Law andRigdation to Warp. 14-18.
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6 these rights to life, liberty and property and tirinciples discussed in this section will be
connected to the domain of cyberspace. The netibgewill first take these findings on the
monopolization of the use of force by the State thiedremaining right to self-defence with its
addenda of conditional normative restraints by itidividual to the level of international

relations.

3.5 On the Laws of the International Order
The previous sections have described the indivisuajht to self-defence as deriving from

human nature’s innate drive to act in its self-preation and they have described how the State
becomes tasked with (parts of) this protectionuglothe social contract. Further, the right to
self-defence has been described as a natural lawhich two addenda exist. It has been
explained that theaison d'étreof the State is the protection of the vital ingtseof the
individual — namely life, liberty and property - @ldo the assumption by the State of the
monopoly on the use of force as derived from theedof humans to act in self-preservation
for the protection of these same interests. Heh¢eposited that through the monopolization
of the use of force and the creation of the Statg, an innate moral and legal duty is created
for the State to protect the individual’s vitalenésts. This implies that the State does not merely
protect the individual's vital interests of lifapérty and property against other individuals
living in that State, but that the State itself naaygl also must act in self-defence against external
aggressors,e., against other States or against non-State aggseasd that it must do so in the

protection of its citizens and itself.

In order to explain the legitimacy of this right $elf-defence for the State itself, the
domestic analogy for international relations is coonly used. There are many different
definitions and interpretations for the term ‘dotiesnalogy’, but for the purposes of this
dissertation, | will put it here in its simplestagnmatical interpretation; the domestic analogy
for international relations is the idea that Staidate to each other in international society in a

manner analogous to the way that individuals dim stomestic society.

There are several justifications for the validifyusing the domestic analogy to describe
international relations and moral judgments abbotérstate behavior. As the previous section
has set out, theison d'étreof a State is the protection of the vital intesasftthe individual of
life, liberty and property. In this sense, the &&tight to self-defence is inherent, because it i

part of the social contract which is created betwtbe individual and the State. It is inherently
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inherited. This view, which reasons from a respaifigi of the State, has some basis in history.
Historically speaking, the primary task of the 8thas been to protect ttranquilitas ordinis

for the individual, not merely between individuaisthe State, but also and especially beyond
the State, from external aggression. The legitimatyny regime has depended on this,
regardless of time and place. Even in the absefribe explicit consent of the governed through
democratic elections, governments have recognizatthe implicit consent of the governed
depends on the protection of peace and securiithinathe State through the creation of law
and order and especially also beyond the Stateghrself-defence against external aggression.
It is the primary task of any State. Failure to stowill inevitably result in a decrease in
legitimacy and an eventual revolt or overthrow. ietleough historically speaking, the rights
to life, liberty and property were by no means iedqrted as they are today (they could perhaps
best be described as mafia-esque protection raekets=by the only protection provided was
against an even more exploitative ruler) and etendh there is much leeway before a State
which is unable or unwilling to protect these vitialerests faces revolt or overthrow (most
States have treated their citizens as little mbaa tax cattle to be milked dry, but not to be
slaughtered), ultimately speaking, the legitimaegt aontinued survival of any regime depends
on a basic protection of life, liberty and propeiffiis State’s inheritance of individual interests,
leads us to the second justification for the validdf using the domestic analogy for
international relations. Given that, as we discdsseSection 3.2, the right to self-defense and
the protection of life, liberty and propertyirsstinctu naturaen humans, it is therefore also
inborn in the State as States, according to tipta@ation, can be best understood to be ‘human
families’. This notion of (nation) States as beingman families is heavily reflected in
international lawtl” Walzer on the other hand, takes a somewhat diffeiiew to come to the
same conclusion. In his view, the right to selfethefe of the State does not merely derive from
the protection of the individual or the collectiohindividuals, but also from the State’s moral
duty to protect the community which is createdpfed and maintained by these individiafs.

It is a claim to (property) rights to a common lgeinfrastructures, of common organization

217 See, e.gpreamble ICCPR: “Considering that, in accordandd tie principles proclaimed in the Charter of
the United Nations, recognition of the inherentnilig and of the equal and inalienable rightattfmembers of
the human familyis the foundation of freedom, justice and peacéh&world”. (emphasis added); preamble
ICESCR: “Considering that, in accordance with thiegples proclaimed in the Charter of the Unitedtinns,
recognition of the inherent dignity and of the dquad inalienable rights adll members of the human famiy
the foundation of freedom, justice and peace intbed”. (emphasis added)

218 M, Walzer, Just and Unjust Wars, p. 53-54 (2006e moral standing of any particular state depeuatn
the reality of the common life it protects and thaent to which the sacrifices required by thattgetion are
willingly accepted and thought worthwhile. If noramon life exists, or if the state doesn’t defenel tommon
life that does exist, its own defense may have woainustification. But most states do stand guavdr the
community of their citizens, at least to some degtieat is why we assume the justice of their dgfenwars.”.
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and of common communif}? Consequently, Walzer does not merely look at thenent of
the creation of the State and the subsequent imtestiee for its self-preservation, but also at
the State’s development and its social institutipreceding and following the moment of the
State’s creation. (Chapters 5 and 6 deal with tleation of such common properties and
infrastructures.) This view seems to bridge a gatvben the previous three justifications for
the domestic analogy and the fourth justificatwhjch can be regarded as the moral opposite
to the previous justifications. Whereas the presitiuee justifications for the right of self-
defense for the State can be regarded as bottoapjuaches of legitimacy, this fourth view
is called ‘statism’ and it is the theory that Ssaddtain a right to self-defence top-down and
generisthrough their sovereign existen®8 Similar to the way in which individuals need to
protect their vital interests for their self-pressdion, so do States. The difference between
statism and these other views is that statism igel@nt on the legitimacy provided by the
people living in that State. This fourth justifizat, which according to Téson is “conceptually
and morally wrong in this traditional form and textreme even in its more benign versions”,
is on the decline and arguably rightly@&However, it is important for the domestic analogy
to regard the State both as the representative bbdlye interests of its people and as an
independent entity with its own innate desire ff-preservation which may sometimes be in
conflict with the interests of individual peoplehd clearest example of this conflict is when
the State has to sacrifice the lives of some osdtsliers to protect the lives of most of its
civilians from aggression from within or from withio Self-defence is hence thight and the

mustof any State.

Regardless of the justification, these philosoprgtare common ground in their
theories in that they agree that States attainr timierent right to self-defence in the
international legal order analogous to the way ithditviduals attain their right to self-defence
in domestic legal orders. And it is the correctwidhe right to self-defence of the State should
be closely connected to the protection of the Stat#al interests as these interests too are
natural. We have seen in Section 3.3 that the witafests of the individual are life, liberty and
property. Analogously, the vital interests whicke tBtate needs to defend ought to connect to

the State’s existence, freedom and property. heisce unsurprising that the vital interests

219 See generally infra Chapters 5 and6, which deal with the creation wthscommon properties and
infrastructures.

220 5eeF. TesonA Philosophy of International La{d998), p. 40-41.

221 SeeTeson,A Philosophy of International Lawp. 39. The interests of the people should beytzé to pursue
and the State the instrument to do so, not ther etag around.
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which the State needs to defend pursuant to inierma law and philosophy are its sovereign
existence, political independence and territonigdgrity, being, analogously and respectively,

the collective expressions of life, liberty and peaty for the Staté??

Sovereign existende this sense refers to the concrete existensamival of the State,
whereas political independence and territorial gritg comprise this concrete existence”.
Political independenceefers to the freedom of decision-making or s@kction customarily
demanded by state officialsTerritorial integrity refers to “the geographical extension of a

state’s defined territory”.

Beyond protection of these interests in philosoahg theory by the most authoritative
political philosophers, we also find these samerggts protected as rights in law and practice
in the most authoritative legal documents. The 1@4farter of the United Nations, the
foundational document of the most recent attempgtréate an international legal order, states
in article 1(1) that its primary purpose is “To migiin international peace and securf$?In
other words, the first-mentioned purpose of theChvrter is to protect thteanquilitas ordinis
in the international relations between States,agmls to how the primary purpose of domestic
legal orders is to protect theanquilitas ordinisin domestic relations between individual

persons.

It should be noted here that ttranquilitas in international relations has historically
been anything bubrdinis and that it has been more akin to the state afireain which
individual people lived prior to the creation oétBtate’?* Unsurprisingly, the concepts of State

sovereignty and Balance of Power have historicattsibuted States a right to use force as a

222 geeWallzer,Just and Unjust Warsat 54-55: The protection extends not only to the lives abdrties of
individuals but also to their shared life and lihgrthe independent community they have made, forchvhi
individuals are sometimes sacrificed. [...] And givergenuine “contract”[,][sic] it makes sense to shgt
territorial integrity and political sovereignty cave defended in exactly the same way as individaaind liberty

It might also be said that a people can defenddtsitry in the same way as men and women can defieid
homes, for the country is collectively as the homesprivately ownedrlhe right to territory might be derived,
that is, from the individual right to propertgemphasis added)

2231945 Charter of the United Nations (hereinaftéadN“Charter”), 1 UNTS XVI (1945), Article 1(1): “To
maintain international peace and secuyiéind to that end: to take effective collective mugas for the prevention
and removal of threats to the peace, and for thpregsion of acts of aggression or other breachtee peace,
and to bring about by peaceful means, and in camfgrwith the principles of justice and internatadriaw,
adjustment or settlement of international dispuiessituations which might lead to a breach of teaqe.”
(emphasis added).

224 See, e.g.Locke, Second Treatise of Governme@hapter Il, sect. 14: “[...]ll princes and rulers of
independent governments all through the world,iare state of nature (emphasis added)
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means of furthering interests and as a means odssithg grievances, analogous to such rights

for individuals in their respective state of nature

This has however changed over time and in staghs. ifiception of the general
inadmissibility of the use of force in internatidmelations dates back to the beginning of the
20" century. The 1920 Covenant of the League of Natisas the first attempt to regulate the
unilateral use of force through general prohibsiof@as opposed to previoyss in bello
prohibitons) by declaring that within the Leaguéattions, members accepted their obligations
“not to resort to war??® Similarly, the 1928 International Treaty for therRinciation of War
as an Instrument of National Policy (Kellogg-BriaRdct) provided that members to the treaty
“condemn recourse to war for the solution of inégional controversies’® States thus agreed
not to use war as an instrument of national policyother words, they agreed not to use force
for offensive purposes, but instead, only for defesm purposes. Such agreements imply respect

for certain interests of other States.

However, World War Il soon demonstrated that irdéional laws and agreements, just
as national laws and agreements, have little malctialue without an effective means to
enforce them. In the absence of an internationaldtlean who can use force which is just,
force will also be used when it unjust. Reservaifmom doing so will again be merely of a
pragmatic naturé?’ Additionally, during the 20 century, the term ‘war’ contained in both
provisions came in disuse, thereby creating a gtagphole in the agreements. The 1945
Charter of the United Nations attempted to remédge issues and represents the starting block
for any current discussion on the international efsiorce. In article 2(4) of the UN Charter,
we find the prohibition on the use of force withiire international legal order. It reads: “All
Members shall refrain in their international redas from thahreat or use of forcagainst the
territorial integrity or political independencef any state, or in any other manner inconsistent
with the Purposes of the United Nation®® (emphasis added) The UN prohibition on the use
of force thus broadened the prohibition on forcefttion to a general prohibition on the use

(or threat) of ‘force’ — instead of the more redtixie criteria of a declaration of war.

Additionally, the UN Charter also attempted to ¢teesn international Leviathan of sorts
with the creation of the UN Security Council, whialas created with the authority and the

225 preamble, 1920 Covenant of the League of Natiah§, 1 (1920).

226 1928 International Treaty for the RenunciatioM&r as an Instrument of National Policy, 94 LNTY5328).
227 SeesupraSection 3.2.

228 Article 2(4) UN Charter.
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legitimacy to enforce (especially egregious) traesgions to the prohibition on the use of force

in order to maintain peace and securitg. (ranquilitas ordinig.??°

Article 2(4) UN Charter, which is now widely regadias customary international law
and even enjoys the statusjud cogensalso reflects an acknowledgment among the fosnder
of the United Nations that in order to maintaintitaaquilitas ordinisin international relations,
it needs to protect the vital interests of the memBtates. Two of these vital interests are
codified in article 2(4) of the UN Charter; terni integrity and political independence — the
international variants of property and liberty —ig¥h as just discussed, comprise the concrete

existence of sovereignty.

Just as we have seen in Section 3.3 on the prateatithe interests of life, liberty and
property, the recognition of the international aats of these interests as being vital to States
has been enumerated throughout the internatiogal Bystem — such as in the Definition of
Aggressiort°the Declaration on Friendly Relatidisand in the Declaration on the Non-Use

of Force?®? where special consideration is attributed to thigges.

Because of these vital interests - and analogouetondividual -, the State may, in
principle, protect itself by any and all meains, he may use force pre-emptively, preventively,
punitively or in any manner deemed necessary ftirpseservation in the great chaos and
arguably anarchical nature of international relaié®® As mentioned above, this has
historically also been the case. With no intermatlanonopolization of the use of force through

a super-State, let alone a police force or eveagaeed upon sheriff with or without a posse,

229 Article 24 UN Charter: “In order to ensure prongotd effective action by the United Natioits, Members
confer on the Security Council primary responsipifor the maintenance of international peace agclsity, and
agree that in carrying out its duties under thisspensibility the Security Council acts on their &kéhin
discharging these duties the Security Council st@lin accordance with the Purposes and Princgfldee United
Nations.” (emphasis added); Article 25 UN Chartdihe Members of the United Natiosgree to accept and
carry out the decisions of the Security Countihccordance with the present Charter” (emphedited), 39 UN
Charter: The Security Council shall determine the existesfcany threat to the peace, breach of the peace, or
act of aggressiornd shall make recommendations, or decide whasunes shall be taken in accordance with
Articles 41 and 42, to maintain or restore inteiora! peace and security.”. (emphasis added)

230 Article 1 Definition of Aggression: “Aggression fbe use of armed force by a State againsstivereignty,
territorial integrity or political independencef another State [...]". (emphasis added)

231 principle f Declaration on Friendly Relations: #EaState enjoys the rightisherent in full sovereignty...]
Theterritorial integrity andpolitical independencef the State are inviolable [...] Each State thesright freely

to choose and develop its political, social, ecoiwoamd cultural systemgemphasis added)

232 Declaration 1(7), Declaration on the Non-Use aftéo“States have the duty to abstain from armthiention
and all other forms of interference or attempteddls against thgersonality of the Stater against itgolitical,
economic and cultural elemeht¢emphasis added)

233 See suprdection 3.2.
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none are responsible for the protection of thetsd @itate interests but the States themselves.

Unilateralism reigns supreme.

As we have seen in Section 3.4 however, the raghtt unilaterally in the protection of
one’s vital interests can also be outsourced. Iddals have, often with great success,
contracted out parts of their right to use forcethe protection of their vital interests, in
exchange for improved protection of these intergstsvzided for by the State. By giving up the
unilateral protection of these interests, individua domestic societies have managed to
transcend the state of nature in which they livedrgo the State. As described previously in
this section, States have started to do the same #ie beginning of the 2@entury. Through
the signing of the UN Charter, States have agre€ddnfer on the Security Council primary
responsibility for the maintenance of internatiopahce and security” and to accept that “the
Security Council acts on their behaif* Thereto, States agreed to “accept and carry @ut th
decisions of the Security Council” and to “refrairtheir international relations from the threat
or use of force”, corresponding, respectively,he vertical and horizontal legitimacy which
we have also seen in Section 3.4 on the obligatibitse individual to the State pursuant to the
social contract®® Members of the international community have thaseated to surrender
their rights to unilateralisnvis-a-viseach other and have accepted the authority of the U
Security Councilis-a-visthem — analogous to what has happened in domastisystem33¢
The UN Security Council has thereby become autedrand tasked to “determine the existence
of any threat to the peace, breach of the peacactoof aggression” and to “decide what
measures shall be taken in accordance with Artidlésand 42, to maintain or restore

international peace and security®” (emphasis added)

States thus agreed to surrender certain elemeritseofnatural right to act in self-
preservation to the UN Security Council in ordetrémscend the state of nature of international
relations in which they had previously lived anéytthave done so in a way which is analogous
to the way this has happened in domestic law syst@dmalogous to domestic law systems, in
the international law system, it is the remaindethes right to use force in self-preservation
which is called self-defence. In Article 51 UN Cleauthe right to self-defence is codifiéd.It

encapsulates the tension between the inherentahatyht of States to use force in acts of self-

234 Article 24(1) UN Charter.
235 Article 25 UN Charter.
236 See suprdection 3.4.
237 Article 39 UN Charter.
238 Article 51 UN Charter
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preservation and the outsourcing of this rightht® international Leviathan, the UN Security
Council. It reads: “Nothing in the present Chadball impairthe inherent right of individual

or collective self-defencié an armed attack occurs against a Member ofuhiged Nations,
until the Security Council has taken measures sacgg0 maintain international peace and
security.”23° (emphasis added) We see that the right to se#frabef is being described as
‘inherent’. In other words, the right to self-deferis not considered to exist as a matter of legal
right, constituted by the UN Charter, but as a eratff natural fact. It is not a legal right

constituted, but a natural right recognized andfmmtiby positive international law.

Conversely, the second part of the first sentef@atale 51 points us to the fact that,
similar to the domestic community, the central gaugy body of the international community,
the UN Security Council, not only attains thight to use force legitimately, but also ttety
to do so — especially when in the protection ofgbeereign existence, political independence
and territorial integrity of its member Statestistake. The surrender of the States’ right to act
unilaterally in self-preservation is thus also datindal upon the UN Security Council’s ability
to establish the effective deterrence which cardeerfuture unilateralism unnecessary.
Although passionate debates can be waged as ttetree to which the UN Security Council
has managed to become an international Leviathaohwias taken away the necessity for
unilateralism, it is beyond any reasonable douét the international legal order ought to be
characterized as a weaker legal order than are agesinced domestic legal orders. It would
therefore certainly behoove States who's soveragistence, political independence or
territorial integrity are under threat of force mmnitor the UN Security Council’s performance
closely. If the UN Security Council demonstrateatth is unable or unwilling to protect a
State’s vital interests, then this State may takdtens into his own hands and arguably also
sooner than would be the case in a strong legalroMoreover, as explained in Section 3.4,
pursuant to the second addendum to the right fadsétnce as natural law, such action could
be considered legitimate as well. Just as the lsoci#ract in the domestic legal order is no

suicide pact, neither is the UN Charter in therimitional legal order.

In sum, States inherit their ‘inherent’ right tdfsgefence analogous to and derived from
the natural right to self-defence of the individuathose interests it protects. This right is thus
closely connected to the protection of the vitégiiasts of life, liberty and property and consists,

pursuant to the domestic analogy, respectivelgowtreign existence, political independence

239 Article 51 UN Charter.
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and territorial integrity. In principle, States thfore also inherit an unlimited right to act
unilaterally in self-preservation - especially whietomes to the protection of their sovereignty,
political independence or territorial integrity. &lngous to individuals in domestic law systems
however, a large part of this right has over tins® deen contracted out to the UN Security
Council in the international law system through thé Charter and subsequent developments.
However, this surrender of one’s right to act ili-peeservation can also not equate a suicide-
pact and thus remains, to some degree, conditigpah the Security Council’s success in
protecting the State’s vital interests of soveremxistence, political independence and
territorial integrity. Effective deterrence to thte against the life, liberty and property of the
State is to be created by either the State ordynitividual. If it is not by the one, then itig b
the other.

3.6 Conclusion
This Chapter started with the podrhe Law of the Jungley Rudyard Kipling from his book

The Jungle Book In this book, Kipling uses a collection of storigith anthropomorphized
animals to teach moral lessons. In the specifiorpmeluded here, Kipling teaches the rules of

a pack of wolves. Such laws from nature have forthedasis for this chapter.

In Section 3.2, | started with the laws of natlmenature, every life form acts according
to its perceived self-interest in order to sunarel to reproduce. Doing so is tbenditio sine
gua nonfor its continued existence and reproductive sucaean environment where there is
competition for scarce resources - such as food rapdoductive opportunities. In this
competition, the individual naturally and logicaligars the ultimate responsibility for his self-
preservation and may do so in any way necessalydimg through the use of force. Because

of this, in the state of nature man must be wolhtm.

In Section 3.3, | have explained how the laws dfireg naturally and logically lead to
the laws of men. Given that the war of all agaalkin the state of nature makes “the life of
man, solitary, poor, nasty, brutish, and shaf'there is good reason to form agreements with
other men on a mutual right to self-determinatiod thereto, to prohibit the use force of force
against the life, liberty and property of partidipas to the agreement. In this section, | have
also explained why | believe that the reason wiag¢hinterests and rights to life, liberty and

240R_ Kipling, The Jungle Book (1894), The Law of thengle.
241 SeeHobbes) eviathan Chapter XIII.
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property are found both in theory and practicepafitical philosophy and in law, is because
they are not coincidental social rules, but rattiet it is because they reflect laws derived from
our biological nature.

In Section 3.4, | have explained how the laws ohrard the laws of peoples, naturally
and logically lead to the laws of States. As groappeople become larger, the increasingly
complex and anonymous nature of their societiesiresja monopolization on the use of force
in order to create effective deterrence againsrgatl transgressors of the agreements on the
mutual right to self-determination and the prohdriton the use of force against life, liberty
and property. Thereto, individuals living in theatet agree, pursuant to the social contract, to
transfer part of their natural right to act in sgltéservation over to the State. More specifically,
they agree to surrender their right to act in pnéive, pre-emptive and punitive self-defence.
The individual has to accept that the State’s digeroe is legitimatevis-a-vishimself and that
he is no longer authorized to unilaterally protastvital interests of life, liberty and property
vis-a-visother individuals. However, the State, mindfullué fact that it cannot create effective
deterrence against aggression everywhere, alirtteg teaves part of the natural right to act in
self-preservation in the hands of the individutis lthe remainder of this natural right to act in
self-preservation which we commonly refer to asriht to self-defence and it includes the
normative restrains of necessity, proportionalitd anmediacy. However, these normative
restraints remain conditional upon the degree tichvithe State can create effectiveness
deterrence against transgressors of the agreeoretiie mutual right to self-determination and
the prohibition on the use of force against lifeeity and property. Effective deterrence to
threats against life, liberty and property is tocbeated by either the State or by the individual.
If it is not by the one, then it is by the other.

In Section 3.5, | have explained how the laws aft&3t, naturally and logically lead to
the laws of the international order. As individutiates become tasked with securing the
tranquilitas ordinisdomestically, they must also secure this doméstimuilitas ordinisin the
sphere of international relations. The State tloeechas an inherent right and duty to use force
in acts of self-preservation, analogous to the thayindividuals have this right in the state of
nature. Because the State has inherited thesa figimh the individuals living in the State, the
interests which the State has a right to protexttes national, collective variants of life, libert
and property, namely, respectively, sovereign eris¢, political independence and territorial
integrity. Additionally, similar to the way thatdividuals have contracted out parts of their

right to act in self-preservation through the usrre to protect their life, liberty and property
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to their respective States, so too have Statessipimethe international legal order. Throughout
the 204" century States have contracted out parts of thearent right to use force in acts of
self-preservation through the use of force to mbotheir sovereign existence, political
independence and territorial integrity to the UN@#y Council. However, just as is the case
with domestic law systems, this transfer of poveenains (to some degree) conditional upon
the willingness and ability of the UN Security Cairo protect States’ interests of sovereign
existence, political independence and territorigdgrity. Effective deterrence to threats against
sovereign existence, political independence amidgal integrity is to be created by either the
State or by the individual. If it is not by the omieen it is by the other.

Throughout this chapter, | have tried to argue thahy parts of the systems of social
organization through which we try to regulate atsiof the members of our national and
international societies, are in fact natural. Tibathey are ultimately derived from our human
biological nature. | posit therefore that it is pitide to draw a line of logical, natural steps from
the human nature with which we are all born tolh&Security Council Chamber in New York
City at 760 United Nations Plaza, Manhattan, NewkY®ity, United States of America.

In the next chapters, | will apply these findingghe domain of cyberspace. | will argue
that the story of our natural steps is not finishetk, at the level of the international legal orde
in this chapter. Rather, our story continues inittiermation age with new interpretations of
what it means to protect people’s lives, libertd gnoperty, as well as their collective variants

of sovereign existence, political independencetarmitorial integrity.

In Chapters 5 and 6, | will deal with these questispecifically. In Chapter 5 | will
argue that the concept of territorial integrity de¢o be broadened to not just include physical
space, but also that it must include the protectibthe parts of cyberspace with which one
makes a living in the Information Age. The protentiof intellectual property - such as
technologies, techniques — needs to be includ#étkidefinition of territorial integrity pursuant
to article 2(4) UN Charter and large-scale theftndéllectual property needs to be defended
against with claims of sovereigty. In Chapter @jll argue that technology is@ndition sine
qua nonfor Mankind to survive. | will use an anatomy agy to argue that critical
infrastructures of energy, matter and informationta the State body what the lungs, arteries
and brain are to the human body. Durable disruptiotihese critical infrastructures thus are

therefore threats to the sovereign existence date &s well.
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The next chapter, Chapter 4, will first deal wiffeetive control over cyberspace. It will
address the so-called attribution problem in cyieee and argue that, contrary to the high seas,

effective control can in fact be exercised by Stateer cyberspace.

I'll leave this chapter with another quote frorhe Law of the Jungley Rudyard
Kipling:

“Now these are the Laws of the Jungle, and many amibhty are they;
But the head and the hoof of the Law and the haanchthe hump is — Obey#?

242 R, Kipling, The Jungle Book (1894), The Law of thengle.
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