Universiteit

U Leiden
The Netherlands

Digital force: disrupting life, liberty and livelihood in the information
age
Keulen, R.J.F. van

Citation
Keulen, R. J. F. van. (2018, May 9). Digital force: disrupting life, liberty and livelihood in the
information age. Retrieved from https://hdl.handle.net/1887/62050

Version: Not Applicable (or Unknown)

Licence agreement concerning inclusion of doctoral thesis in the
Institutional Repository of the University of Leiden

Downloaded from: https://hdl.handle.net/1887/62050

License:

Note: To cite this publication please use the final published version (if applicable).


https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/license:5
https://hdl.handle.net/1887/62050

Cover Page

The handle http://hdl.handle.net/1887/62050 holds various files of this Leiden University
dissertation.

Author: Keulen, R.J.F. van

Title: Digital force: disrupting life, liberty and livelihood in the information age
Issue Date: 2018-05-09


https://openaccess.leidenuniv.nl/handle/1887/1
http://hdl.handle.net/1887/62050
https://openaccess.leidenuniv.nl/handle/1887/1�

Universiteit Leiden

Digital Force: Disrupting Life, Liberty and Livelihood in the
Information Age

Roy van Keulen



Blanco Pagina / Blanc page



DIGITAL FORCE:DISRUPTINGLIFE, LIBERTY AND LIVELIHOOD IN THE INFORMATION
AGE

PROEFSCHRIFT

ter verkrijging van
de graad van Doctor aan de Universiteit Leiden,
op gezag van Rector Magnificus prof. mr. C.J.J.\MIKer,
volgens besluit van het College voor Promoties
te verdedigen op woensdag 9 mei 2018

klokke 16.15 uur

door

Roy Johan Frank van Keulen

geboren te Beverwijk

in 1986



Promotor:

Co-promotor:

Promotiecommissie:

Prof. dr. A. Ellian

Dr. G. Molier

Prof. dr. P.B. Cliteur

Prof. dr. P.A.L. Ducheine (Universiteit van Amstana)
Prof. dr. U. Rosenthal

Prof. dr. S. Van der Hof

Dr. B.R. Rijpkema



Table of Contents

PART I: INTRODUCTION.....ccccttttrteeneeemmmermeermmsmmmsmmsssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssases 6
1 LCT=TT=T = I 1 £ o (8 ox 1 o] o N 7
2 Factual Background: The Domain of Cyberspace.......ccccvvreveriieensennssenssencsenniensnnes 14
2.1 INEPOAUCTION ..ottt ettt ettt e b e eb et es 14
2.2 On the Historical Development of the Digital UNiSer.............ccocceeerenenennininenenee e 15
2.3 On The Natural Laws of the Digital UNIVELSE..........ccccevireriiiinieieiiniesee e 19
2.4 On the Future Development of the Digital UNIVELSE..........ccocoveeeeirinnniecrirene s 30
2.5 CONCIUSION. ...ttt ettt b bbbt b b st et et e bt sbenbeateb et enbeaesbesbeneeneene 38
PART I1: FRAMEWORK ......ctttiuiiiiiiiiinnnniiiiiiiieseessiiiiiiinsssssssisiiemmsssssssssimssssssssssssmessssssssssssssssssssssssssans 40
3 Social Contract Theory on State SOVEreigNty.....eierseresesssessssssisnisnsssesesiesssesssesnes 43
3.1 INEFOTUCTION......eetitireeeeet ettt ettt s b e et e e bt see b e st ebe s s be b enesbesbe e e naene 43
3.2 ONthe LAWS OF NALUME......coiieieeiteeteeteete ettt sttt bbbt st nee saens 47
3.3 ONthe LAWS Of MBN......ciiiiiieiireeireeer ettt 53
3.4 ONthe LAWS OF STALES.....c.eiiieieereeeteteteee ettt sttt b ettt s saens 61
3.5 On the Laws of the International Order.............coereirinenenenenene e e 68
3.8 CONCIUSION.....uiiiiiiiei ettt sttt bbb bt eb et se e es 76
PART H11: APPLICATION .....coeiiiiiiieimenienennneneeeneneneneeesnaessesssesesssssssssssssssssmimimemssssmsssmesiememsesseeeneeenee 80
4 Effective Control over the Domain of CybDerspace.......ccecrecerssersiennsensssesssesessssssesnes 82
A1 INIFOTUCTION...c.ecviieiieeietrteeet ettt ettt b ettt sttt b bt nn b neen e 82
4.2  The International Legal Framework for State ReSHOIILY ...........ccccceveeveevvneereenenennnne 87
4.3  The International Legal Framework for Use Of FOLCE.........ccccoivieieeneneninineseseeeeeens 91
4.4  Applying the Use of force Framework to the DomafitCgberspace..........ccccvevvreenenens 98
4.5 Barriers to Entry for Attaining the Scale and Effeto Meet the Use of Force Threshold in
the DOMAIN OFf CYDEISPACE......cc e ettt sttt s e be e ese e b e sesseeesaenses 108
4.6  Exercising Coercive Effect in the Domain of CybDes®.........cccvevevvvrceneneneccee, 118
4.7 Inferring International Legal responsibility andedfEstablishing Effective Deterrence in the
DOMAIN Of CYDEISPACE.......cui ettt s ne e s be s neseas 122
4.8 CONCIUSION.....eiitiieietrtetstet ettt ettt st bbbt b ettt bbb b 124
5 Large-Scale Theft of Intellectual Property as Aggradizement of Cyber Territory
130



5.1 1) 100 [ T3 (0] o R ORRPRR 130

5.2  FromRes Nulliugo Ownership over Physical ObjJectS.........ccvereirireneneeesene e 133
5.3  FromTerra Nulliusto Ownership over Land............cccecevenieiinieneeiecese e e 141
5.4  FromData Nulliusto Ownership OVEr IdEas.........cccceeveeererieeieneneeeeesee e se e 147
5.5 CONCIUSION.....cuiiiiiiieiiiet ettt b ettt bbbt eb e ene s 157
6 Durable Disruption of Critical Infrastructures as a Territorial Blockade .............. 161
6.1 INETOTUCTION......eotiitiiteieeiit ettt ettt ettt et sb e seebe bt eb et et saesbenee e e e ebeeee 161
6.2  Technology as an Extension of the Human Bady.........c.ccccoveneinininenenninicneeeen 162
6.3  Critical Infrastructures as an Extension of thel&SBOdY..........cccecveveverenenncne e, 169
6.4  The Infrastructures of Energy as the Respiratostedy of the State...........ccccveeeveenes 174
6.5 The Infrastructures of Matter as the CardiovascBiamtem of the State....................... 179
6.6  The Infrastructures of Information as the Centrahius System of the State............ 183
8.7  CONCIUSION.....c.iiiiiiteiiietitet ettt bbbt sttt b bbbt eb et en e 184
PART IV: CONCLUSION .....ccotiiiiiiiieeiieneneeeeeenneeesaenenesenssessenssssssssssessssssssssssssssssssssssssssssssssssssssssssssenes 186
7 L€T=TaT=T = I @0 o T (U1 o] o NN 189
Appendix 1. The Natural Laws of the Digital Universe: Processing pPOWEr ..........ccccececeerressnersesssanes 195
Appendix 2. The Natural Laws of the Digital Universe: Storage Capacity..........ccceeereceerrssscnennsnsians 197
Appendix 3. The Natural Laws of the Digital Universe: Transmission Speed..........ccccccecerercrecrccnnnees 198
DULCH SUMMATY ..ciiiiiiiciicccicecccccceceeseeeeeeeeeeeeeeesaeaenssanssssssssssssssssssssssssssssssssssssssnsnsnssssssssssssssssssasannnes 199
L] 11T =T o] 0| 203
BIOOKS ...ttt bbb et b bbbt e bttt 203
ATTICIES .ttt sttt h bbb h bbbt a bt bbbt 207
ONIINE SOUICES......couiiiitiitireeiiettet ettt sttt sttt b bbb bbbt sbese e st ebeebe e beseebesbenbene et eaesbenes 208
INternational dOCUMENLS.........cooiiiiiiiiiieceet ettt ettt st et enenaens 210
CASES. .ttt r e e Rt bRt et s renre s 211
IMIUIEIMEAIAL ...ttt sttt b ettt b e b b et e et e st et ebeebe s b et et e st ebeebenean 211
ONBI...c ettt st et a bbbt a e b bt s b et eh e ebeebea b eb e b e b et et e ae bbb e e enis 212
LOT g g TaT U 1UT o TN - TN 213



PART I: INTRODUCTION



1 General Introduction

“The Grid. A digital frontier. | tried to picturelasters of information as they moved through
the computer. What did they look like? Ships? Mytoles? Were the circuits like freeways? |
kept dreaming of a world | thought I'd never seed ghen, one day... | got irt.”

On 25 February 1603, three Dutch ships with thecBWEast India Company (hereinafter:
“V.0.C.") were sailing the straits of Malacca, betw Indonesia and Malaysia. At dawn, the
ships spotted the Santa Catarina, a galleon belgnt the Portuguese fleet. Upon this
discovery, Admiral Jacob van Heemskerck, commanfi¢ghe Dutch ships, decided to try to
capture the Portuguese ship. After several houréigbting, the V.O.C. ships came out
victorious and seized the Santa Catarina, whichlagen with products from China and Japan
- including 1200 bales of Chinese raw silk anddaagnounts of Ming Chinese porcelain. The
capture amounted to a prize so rich that it efetyi increased the capital of the V.O.C. by
50%, thus enticing the Dutch shareholders to trkdéep the prize, while the Portuguese

demanded the return of their cargo.

The capture led to much discussion on the law pfura and a broader discussion on
the applicability of the concept of State sovergign the seas At the time, Portugal claimed
sovereignty over the Atlantic Ocean South of Momand over the Indian Oceais was
common practice during the age of discovery, Paitsgught to exercise its sovereignty over
these waters by excluding all foreigners from entgrnavigating or passing through thém.
Although the Dutch Republic was at war with Porluggathe time of the capture, and although
the V.O.C. possessed quasi-governmental powersasithe ability to wage war and claim
territories, Van Heemskerck had not been authorigethe Dutch government to initiate the
use of forcé Unhindered by this lack of authorization, the \COsought to keep the prize
post-factcand called upon Dutch jurist Hugo Grotius (15838)3o draft a defence to persuade

! Tron: Legacy (2010). In the movie, Kevin Flynn, @Bf one of the largest technology companies inathed,
creates a digital world in the “TRON computer’. éftaccidentally entering this new digital world, discovers
that it contains many similarities and analogiethphysical world.

2 SeeH. Grotius, The Freedom of the Seas, or the RighicWBelongs to the Dutch to Take Part in the Hadian
Trade (hereinafter: “The Freedom of the Seas”),n3l@ted by R. Magoffin, Introductory note by J. §co
(hereinafter: “Introductory Note to The Freedontla Seas”, New York, Oxford University Press (1916)v.

3 SeeScott, Introductory Note to The Freedom of the Spauwii.

41d.
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Dutch courts and international public opinion ag&a of the legality of the captutet is in this
context that Grotius wrotee Jure Praeda€On the Right of Captujewhich laid the basis for
De jure belli ac pacigOn the Law of War and Pedce

Although De Jure Praedaevas not made public during Grotius’ lifetime (pibbg
because the need to persuade the Dutch courtsagased by their favorable ruling on the case
in 1606), one chapter of it, Chapter XlIlI, appearettie form of an influential pamphlet in 1609,
entitledMare Liberum(The Free Sed)In Mare Liberum Grotius formulated a new principle,
based on natural law, which was aimed at providimgverarching theory of the legality of the
V.0.C.’s conduct, namely that States could notneladovereignty over the sea, as the sea was
international territory’, and that all nations were hence free to use itstmfaring tradé?
Although this principle stood in staunch contrasthiemare clausuniclosed sea) policy as
supported by the Portuguese, thare liberumprinciple, as formulated by Grotius, offered a
convincing legal theory on the applicability of Bt@overeignty to the setisResultantly, the
international community came to agree on the ppiecihat State sovereignty over territorial
waters needed to extend outward from terrestnigtaey, and that it needs to be limited to what
can be effectively controlle®f. Another Dutch jurist, Cornelius van Bynkershoe&q3-1743),
eventually provided a practical application of tpisnciple by suggesting that this range of
State sovereignty which extends outwards from séieg territory, be limited by the range of
cannon fire — namely three nautical miles from astdine (later extended to 12 nautical
miles)!2 The rest of the seas came to be referred to dhitifeseas’ and were declared to lay
beyond the limits of national jurisdiction and smignty!4 Resultantly, the high-seas could

henceforth be used as trade-routes to benefittate§ thereby challenging the structural

6 SeeScaott, Introductory Note to The Freedom of thesSgav-vii.

7 SeeScott, Introductory Note to The Freedom of thesSgav-vi.

8 SeeScott, Introductory Note to The Freedom of thesSeav, viii.

9 SeeGrotius, The Freedom of the Seas, p. 11-60.

10 SeeGrotius, The Freedom of the Seas, p. 61-64.

11 SeeScaott, Introductory Note to The Freedom of thesSeaix.

121962 Convention on the High Seas (hereinafterghHBeas Convention”), 450 UNTS 11; 1964 Convention
the Continental Shelf (hereinafter: “ContinentakBtConvention”), 499 UNTS 311; 1964 Convention tbe
Territorial Sea and Contiguous Zone (hereinaft€ertitorial Sea Convention”), 516 UNTS 205; 1966&ention
on Fishing and Conservation of the Living Resowtéhe High Seas (hereinafter: “Fisheries Conveni{ié59
UNTS 285; 1982 United Nations Convention on the Lafwihe Sea (hereinafter: “UNCLOS”), 1833 UNTS 3.
UNCLOS replaced the previous four conventions @nldlwv of the sea.

13 SeeC. Van Bynkershoelpe Dominio Maris Dissertatio (Dissertation on thev@ership of the SeaJranslated
by R. Magoffin, Introductory note by J. Scott, Netork, Oxford University Press (1923). Although Van
Bynkershoek formulated the “cannon shot rule”, @&swn fact the Italian Ferdinand Galiami who cadted! this
final range.

14 Art 137(1) UNCLOS: “No State shall claim or exeisovereignty or sovereign rights over any pathef
[high seas] Area or its resources, nor shall aayeSir natural or juridical person appropriate past thereof. No
such claim or exercise of sovereignty or sovereigits nor such appropriation shall be recognized.”
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relationship between rich and poor countries thattare clausunpolicy supported? In later
discussions, since the high seas were free to plerexl and exploited by all, without State

interference, they came to be referred to as tbeniGon Heritage of Mankind®

In the centuries that followed the discussion om slovereignty over the high seas,
continued advances in technology allowed for tise@tiery of new spaces which, for all intents
and purposes, had also been previously non-actessid non-existent to Mankind. Similar to
how large seafaring ships enabled the exploratishexploitation of the high-seas, so too did
the ability to launch spaceships and manned spgleeliring (the exploration and exploitation
of) outer space into existence to Mankind. Sintitethe high seas, the international community
soon came to realize that the establishment o€ Saereignty over outer space — including
the moon and celestial bodies — would be undesirad it too would ostensibly continue to
support a structural relationship between rich padr countried’ Resultantly, international
space law came to designate the domain of outeedpa as part of the Common Heritage of
Mankind8

Currently, continued advances in technology arewailg for the exploration and
exploitation of another new spaagjberspace Similar to how the arrival of large sea- and
spacefaring ships capable of traversing the higis sed outer space, has previously pushed
Mankind’s boundaries and motivated the internatiammnmunity to set out legal theories
governing the high seas and outer space respagtseltoo will the crossing of the digital

frontier with the advent of the computer and inérmotivate the international community to

15 SeeGrotius, The Freedom of the Seas, at 1: “The dmiuis as old as it is detestable with which margnm
especially those who by their wealth and power@sgerthe greatest influence, persuade themselveas, laather
believe, try to persuade themselves, that justicki@justice are distinguished the one from thesottot by their
own nature, but in some fashion merely by the @pirgind the custom of mankind. Those men therelffiné that
both the laws and the semblance of equity weresdevfor the sole purpose of repressing the dissessind
rebellions of those persons born in a subordinasitipn, affirming meanwhile that they themselssing placed
in a high position, ought to dispense all justitaécordance with their own good pleasure, ancthieit pleasure
ought to be bounded only by their own view of wisagxpedient.”. These opening sentencddalfe Liberumset
the stage for Grotius’ argument against the strattelationship which thenare clausunpolicy supported and
which themare liberumpolicy contested, successfully.

16 Art. 136 UNCLOS: “The Area and its resources ae¢ommon heritage of mankind”.

171967 Treaty on Principles Governing the Activitie States in the Exploration and Use of Outer Spac
including the Moon and Other Celestial Bodies (hexier: “Outer Space Treaty”), 610 UNTS 205, Agremt
Governing the Activities of States on the Moon &itier Celestial Bodies (hereinafter: “Moon Treafy'363
UNTS 3.

18 Art. 1 Outer Space Treaty: “The exploration and afouter space [...] shall be carried out for teadfit and
interest of all countries, irrespective of theirgoee of economic of scientific development, andlsba the
province of all mankind [...]", art. 2 Outer Space@ty: “Outer space [...] is hot subject to natiorggr@priation
by claim of sovereignty [...]", art. 11 Moon Treatjtlhe Moon and its natural resources are the comheritage
of mankind [...]".



set out a legal theory on how to govern cyberspoeders need to be drawn in the domain of

cyberspace - both between and beyond States.

Therefore, pursuant to the most fundamental priacif political philosophy, State

sovereignty, the main research question which neelds answered in this dissertation, is:

Can social contract theory on State sovereigntgjelied to the domain of cyberspace?

Asking this question immediately raises severalitaaithl questions. For example, if
State sovereignty is defined as the sovereigntghvhiState exercises within the borders of a
specifically delimited physical space, then how sach sovereignty extend to the non-physical
domain of cyberspace? Does this sovereignty exterdard from the territory where the
people in a State live - as it does with territowaters - and thus connect to the physical cyber
infrastructure located within a specific territor@?, does this sovereignty perhaps follow the
jurisdiction which States have over their citizams! corporations, regardless of their physical
whereabouts? Or, inversely, are there parts ofreplaee which are to be regarded as naturally
autonomous and thus not falling under the sovetgigihany States — as a common heritage of
mankind? Or, alternatively, is cyberspace perhépgust aterra nullius waiting for someone

to plant a flag and declare it as his own?

Additionally, asking these questions on the appilidg of sovereignty to cyberspace
brings some apparent issues to the fore. For améasto the high seas, cyberspace, with its
inherently trans-boundary and anonymous natures dogrima facieseem to comply easily
with the Westphalian concepts of border divisipiléind effective control. Hence, any legal
theory on governing cyberspace needs to addredisiited ability of States to actually declare
digital borders and to divide cyberspace. Secondirary to the space which Grotius was
setting out a legal theory for, the space thatdissertation will set out a legal theory for has
not always existed (leaving aside for a momengiestion of whether or not cyberspace as a
non-physical domain can be said to ‘exist’). Singberspace is a man-made and non-physical
space, itis unclear what its relation is with tésitorial entity that is the State, nor, if welfav
Grotius’ reasoning of natural law, what its ‘natugdace is in the world. Third, because its
existence is relatively new and continues to bemergent phenomenon — as can be seen in

Appendixes 1-3 - cyberspace is not a domain insst&ather, its constituting dimensions of

10



processing power, storage capacity and transmisgiead grow and do so at an exponential
speed. Hence, in order to avoid irrelevance upompdetion, it will be required in this
dissertation to make some general predictions abwutdirection in which cyberspace is

heading.

A comprehensive legal theory on how to govern cgp@ce needs to address the
abovementioned questions and difficulties createthb abovementioned unique attributes of

cyberspace. In the following chapters of this disd®n, | will attempt to provide such a theory.
Thereto, there are three main parts to this dissent

l. Introduction
Il. Framework
[l Application
V. Conclusion

Part | consists of Chapters 1 and 2 and it willtaoma general introduction and a factual
background which will answer the question of wiet lomain of cyberspace actually is. Part
Il consists of Chapter 3 and it will try to answilee question under which conditions States can
claim sovereignty over a certain space pursuasbtial contract theory. Part Il consists of
Chapters 4-6 and will combine the findings of Ramd Part Il to try to answer the question of
whether the conditions (as discussed in Chapter&)met in the domain of cyberspace (as
discussed in Chapter 2). Finally, Part IV will cainta general summary as well as concluding

observations and recommendations.

In Chapter 2, the dissertation will first provideetreader with a factual background
containing the definition, delineation and delirtida of the domain of cyberspace. Thereto,
this chapter will commence with setting out a histoverview of the emergence of the digital
universe and of cyberspace thus far. Subsequéniy| explain the driving forces or ‘natural
laws’ of the digital universe. Thereafter, the dieapvill project the natural laws of the digital
universe forward into the future. It will be arguiedhis chapter that as a result of the natural
laws of the digital universe, that Mankind is abtiuenter the ‘Information Age’. At the end
of the chapter, it will be clear to the reader wiegiminology will be used in the dissertation,
what the domain of cyberspace encompasses andtwlisagnificance is to civilization and to

the story of Mankind.

11



In Chapter 3, the dissertation will explore the ditions under which States can
incorporate spaces as part of their sovereign daontaiorder to do this, the chapter will start
with the state of nature and explain how it natyrahd logically leads to a war of all against
all. Subsequently, the chapter will explain hownirthe state of nature, naturally and logically
arises the laws of men, based on the agreemein nse of force against other participants to
the agreement. Thereafter, it will be explained i this agreement naturally and logically
arises the need for a neutral arbiter who can eaftdne agreement and why this entails the
creation of a State which monopolizes the use miefdlt will be argued that State sovereignty
is dependent upon the monopolization of the useme and that this entails establishing
effective control over sovereign spaces — suclemgdrial-, water-, air- and cyberspace - so
that it can protect the life, liberty and propeofyits citizens, both in their individual form as
well as in their collective form as sovereign eaiste, political independence and territorial

integrity.

In Chapter 4, the dissertation will focus on thstfcriteria of State sovereignty which
is formulated in Chapter 3, namely the ability giablish and exercise effective control. If
States cannot exercise effective control over dfmrswhich are conducted in a certain space
— such as cyberspace - which are aimed againdiféhdiberty and property of citizens or
against the sovereign existence, political independ or territorial integrity of the State, then
any further discussion on sovereignty over cyberspaould be moot. Whether it is the high
seas or cyberspace, States have to be able tasexeffective control in order for said space
to fall within the sovereignty of said State. Therehe chapter will explore the extent to which
States can exercise effective control over the dowlecyberspace, as defined, delineated and
delimited in Chapter 2. It will argued that theaaled ‘attribution problem’ — which is caused
by the anonymous nature of cyberspace - can bedalthen it comes to cyber operations
which meet the severity threshold for use of fand it will be explained why this dissertation
focuses on operations conducted by States. Atrileethe chapter, it will be concluded that
States can, in fact, exercise effective control e parts of cyberspace which fall within their
sovereign domain, because cyber operations whit the severity threshold for use of force

cannot, by and large, be conducted with anonymity.

In Chapters 5 and 6, the dissertation will focush@nsecond criteria of State sovereignty
which is formulated in Chapter 3, namely the protecof life, liberty and property as well as
their collective form as sovereign existence, palitindependence and territorial integrity from

force.

12



In Chapter 5, the dissertation will set out thealeand moral foundation for the concept
of property. The chapter contains three main sestidealing with how to attain ownership
over objects, land and ideas, based on, respegties nullius terra nulliusanddata nullius
Subsequently, it will be argued that, becauseénifiormation Age value is mostly created in
cyberspace, that States must consider the pactghefspace where their citizens create value,
as part of the cyber territory of their respect8tates. Large-scale theft of intellectual property
through cyber operations ought to hence be coresides severe as aggrandizement of (cyber)
territory in violation of a State’s territorial egrity by traditional kinetic means, such as
through large-scale, state-sponsored (threatsoofef€.g., artillery shelling, naval attacks,

aerial strikeset cetera.

In Chapter 6, the dissertation will discuss thatiehship between Man and Machine.
It will be argued that technology needs to be ustdexdd as an extension of the human body
and, pursuant to an anatomy analogy, that criticthstructures need to be regarded as
extensions of the State body, with the infrastrretuof energy, matter and information
functioning as, respectively, the respiratory-,di@rascular- and central nervous systems of
the State. Given the symbiotic relationship betwigkamkind and technology and between the
State and critical infrastructures, it will be aeguthat durable disruption of critical
infrastructures through cyber operations oughetodnsiderd as severe as a blockade of a State
by traditional kinetic means, such as through lascge, state-sponsored (threats of) foecg. (

artillery shelling, naval attacks, aerial strikescetera.

Finally, Chapter 7 is the capstone of this dissertalt will contain a summary of the

different chapters, as well as concluding obseowatand recommendations.

13



2 Factual Background: The Domain of Cyberspace

“That's one small step for [a] man [...J®

2.1 Introduction
In order to answer questions on the applicabilityavereignty over the domain of cyberspace,

we first have to define botkovereigntyand thedomain of cyberspac&hapter 3 will define
sovereignty. Chapters 5 and 6 will apply soversigotthe domain of cyberspace. This current

chapter will define, delineate and delimitate tlendin of cyberspace.

Prima facie we can assert that there are many differentpné¢aitions and perspectives
we can take in order to describe what cyberspgoeescan take thaistorical perspective
whereby cyberspace ranges from the first mainfreomeputer to the latest personal computer;
we can take thgeographical perspectiyevhereby cyberspace can be found across the globe,
in our deepest submarines, on Mars and even, icabe of Rover 1, outside of our galaxy; we
can take theomputation perspectivavhereby cyberspace ranges from the smallestygassi
barcode to the largest active supercomputer; we take thedata perspectivewhereby
cyberspace ranges from our physical hard disksuorceamputers to our virtual storage in the
cloud; we can take theetwork perspectivavhereby cyberspace stretches wireless and cabled
communications to all connected processors andggomwe can take tipersonal perspective
whereby cyberspace ranges from the physical gadgetsr pockets which we turn on in the
morning, to our online lives which continue when ge&to sleep at night; or we can take the
monitoringperspective, whereby cyberspace ranges from tighinsside our bodies through
pace-makers and insulin pumps, to the oversightheaal from the all-seeing eye in the sky

through ever-persistent drones and satellites.

All of these perspectives, | will argue, are vafidrspectives to take, but they are
incomplete when it comes to dealing with the questf the applicability of sovereignty over
cyberspace. In order to provide a solid foundafionthe legal and philosophical theory
presented in this dissertation, this chapter'slfpomt will be a thorough examination of the

factual extent of cyberspace and the significariagyberspace to Mankind. By doing so, this

19 Astronaut Neil Armstrong famously describing hisd@ simultaneously, Mankind’s) first step on thedu
surface, on 02:56:15 UTC July 20, 1969, 109:24r23titer the Apollo 11's liftoff from earth’s suda at the
Kennedy Space Center in Merritt Island, FloridaitiEa

14



chapter will provide an appropriate factual contextwhich the legal and philosophical

discussion of this dissertation can take pl&oefactis jus oritur

Thereto, the substantive part of this chapter stdlrt in Section 2.2 with, as custom
demands, a brief overview of the historical develept of cyberspace from its inception up
until the present day. It will contain a descriptiof several important historical developments
and it will also explain and define some of therteology which will be used throughout this
dissertation. In the sections thereafter, | wilplein the significance of the digital universe and
of cyberspace to the story of Mankind. As will b@lained near the end of this chapter, without
truly understanding this significance, it is notspible to properly apply the legal and
philosophical theory of sovereignty to the domdigyberspace. Thereto, Section 2.3 will first
discuss the digital forces which shape the corstgudimensions of the digital universe,
namely processing power, storage capacity andrriasgn speed. These forces, it will be
argued, are ‘natural laws’ of the digital univemsea similar way to how the laws of physics
shape the constituting dimensions of the physinalarse. Subsequently, Section 2.4 will take
these natural laws of the digital universe andguiihem forward into the future. As touched
upon briefly in Chapter 1, the domain of cyberspaca domain which is not in stasis. This
section will therefore discuss the next developmeaitcyberspace, namely the internet of
everyone and the internet of everything. After ¢ghdsvelopments have been described, the
section will zoom out and look at the significanafethese developments in the story of
Mankind. In this section | will argue that with s&new developments, Mankind is not just
writing a new paragraph in Mankind’s chapter on lim@ustrial Ages (as is often argued by
commentators and observers), but rather, that wewaiting an entirely new chapter of
civilization as we are about to enter the InformatAge. Finally, Section 2.5 will provide a

summary of the chapter and place it in the cortégte other chapters.

2.2 On the Historical Development of the Digital Univese
“In the beginning was the command lingtarted science historian George Dyson (1958) hi

wonderful account on the origins of the digital warse — thereby poetically describing the
‘digital universe’ as having been willed into beily a divine command® In Turing’s
CathedraJ Dyson describes how, in late 1945, at the newdated Institute for Advanced

20 SeeG. Dyson, Turing’s Cathedral — The Origins of thégifal Universe (2012) (hereinafter: “Turing's
Cathedral), p. xiii.
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Study in Princeton, New Jersey, a small group itifdt engineers and mathematicians under
the direction of polymatldohn von Nuemann, willed the computer into beingctvtwould
come to provide the numerical framework that woutterpin almost all of our modern
computing?! At the time, the group was tasked to build a cam@pwhich would be
instrumental to the US government's race towardsctieation of a hydrogen bordbThe
mathematicians themselves however, saw their gragthe realization of a 'Universal Turing
Machine?® Such a machine, theorized by famous British magtieman Alan Turing (1912-
1954) in his seminal pap&@n Computable Numbersould be programmed to simulate the
logic of any computation algorithm, as opposedxisteng special purpose computers which
could only compute specific algorithrsThis new computer could hence be used not just for
the special purpose of simulating nuclear chairctreas, but also as a general purpose
computer to compute any computable algorithm. lmeotwords, the architecture of this
computer had the potential to be turned into thepadter sitting prominently on my desk, rather
than the calculator lying hidden away in my draw@s. such, this computer, originally
conceived to build the ultimate weapon of destarctended up also forming the legacy for the

modern computer - the ultimate tool for creation.

Notably, this general purpose computer was tls¢ éomputer to hold a static memory,
meaning that it could store information on its meynchip (as opposed to previous external
punch cards}® Dyson describes this rather poetically as the nmtmden a so-calledigital
universecame into being, a universe which could contiruexist (somewhat) independently
from continued human inpét.Except for a continuous supply of electricity amztasional
repairs, a world of information came into beinguhich programs and viruses could, in some

sense, be said to ‘livé".

Although there are as many authors who use diffedescriptions to describe this
phenomenon as there are authors using differemtigéens to describe terms such as god,

love and beauty, and although the adjective ‘digiteay not be applicable in the future for a

21 SeeDyson, Turing's Cathedral, p. ix.

22 SeeDyson, Turing's Cathedral, p. 216-221.

23 SeeDyson, Turing's Cathedral, p. ix “I am thinking alicGcomething much more important than bombs. | am
thinking about computers — John von Nuemann, 1946".

24 A. Turing,On Computable NumberBroceedings London Math Society, 230-26837).

25 See generallpyson, Turing’s Cathedral, p. 225-242.
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variety of reasong® for the purposes of this dissertation, the termitali universe will

henceforth be used to describe the space whichdescreated by Mankind. The dimensions
of this space are, as will be discussed in moraildatSection 2.3, processing power, storage
capacity and transmission speed. At this poinhis dissertation, it is however useful to first
separate the term digital universe from two relatedi distinct (but often erroneously conflated)

terms.virtual spaceandcyberspace

Because, as stated above, many definitions of theses exist, | will base my

definitions of these and other terms on the Oxfoiationary.

Virtual space comes from the field of virtual réaliwhich is defined by the Oxford
Dictionary as: The computer-generated simulation of a three-dinoga$é image or
environment that can be interacted with in a segiyineal or physical way by a person using
special electronic equipment, such as a helmet witkcreen inside or gloves fitted with
sensor& 2° Virtual reality in this reading refers to a simiida of a physical space with sensory
experiences akin to the physical world. Althouglgioally in the 80s and 90s (somewhat
unimaginatively) thought of as the future of thgitil universe, nowadays, virtual spaces are
a small fringe of the digital universe. Althougltbsimulated physical spaces may play a more
important part in the digital universe of the ftgft for the purposes of this dissertation, dealing
with virtual space will only be done in passingcBa physical approach to a ‘space’ is, as will

be explained further down in this chapter, simply literal for a non-physical, digital spate.

Cyberspace is distinct from both these previousgmies because, contrary to the
digital universe, it is mostly dependent on humaput (direct and indire&) without being a

simulation of a physical space. It is defined i ®xford Dictionary as: The notional

28 Seeinfra Section 2.3.Besides digital computing, there are many new typleso-called ‘unconventional
computing’ which are being developed. There ara@pghes based on physics (optical computing, spiits,
atomtronics, fluidics and quantum computing), clergi (molecular computing), biochemistry (peptide
computing and DNA computing), biological process@guroscience, cellular automata and amorphous
computing) and approaches based on mathematiclg@ara@mputing, ternary computing, reversible conmuyt
chaos computing, stochastic computing). Althougheof these types of unconventional computing seeme
promising than others, at this pointin time, e clear which or if any of these types will be winning approach

for the near future or whether the current methfodigital computing will remain prominent.

2% virtual Reality. In:Oxford Dictionary available athttps://en.oxforddictionaries.com/definition/virtueeality
(accessed on 31st July, 2017).

30 E.g.for the purposes of communication, education, résitement.

31 See infraSection 2.4.

32 Seeinfra Section 2.4. Currently most input of data and infation in cyberspace is done more or less manually
through direct human input. We are however seeingral whereby Mankind is developing sensors anchinas
which can input information more or less autononipudence the term ‘indirect input'. This input Mguickly
become the dominant input of information into cyperce as we move towards the ‘Internet of Thinghkich

will be discussed in Section 2.4.
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environment in which communication over computdwoeks occurs 32 Cyberspace in this
reading is the part of the digital universe whishhe conceptual space which is functional to
Mankind for the communication of data and inforraati When considering the relation
between cyberspace and the digital universe, ®mpitlrposes of this dissertation, the digital
universe will refer to the full space which is dexhby processing power, storage capacity and
transmission speed and cyberspace will refer tpénteof this digital universe where Mankind
has created functional use. The digital univergéus the vast world, which is mostly a wild
wilderness and cyberspace is the part of this usév&here Mankind has brought order and
civilization - akin to the spaces which civilizat®have captured and cultivated in the physical

universe3*

Historically speaking, besides several importantettgoments ofcomputation as
discussed aboveye can also discern several important developmeitonnectivity Two
important developments contain terms which neeoetaefined, namely the internet and the

web.

The arrival of thenternetis the first development and term which needsetaéfined.
The Oxford Dictionary defines it asA“global computer network providing a variety of
information and communication facilities, consigtirof interconnected networks using
standardized communication protocofSinternet in this reading, refers to the communarati
infrastructure — both physical and digital — whmdnnected the previously separate ‘digital
islands’. Pursuant to this Oxford Dictionary detfiom, this is when we could first speak of a
singular digital space. Even though there are géits of the digital universe which are not
connected to the internet and even though theserse balkanization of the internet which
makes referring to the internet in the singulas@wewhat of a misnométhe overwhelming
majority of the digital universe is in fact (inteonnected through the internet and | will treat it

as such throughout this dissertation.

33 Cyberspace. (2017). Ixford Dictionary available athttps://en.oxforddictionaries.com/definition/cybgaise
(accessed on 31st July, 2017).

34 See infraSections 5.3-5.4See generally infr&€hapter 5. In this chapter | discuss how the rigidwnership is
established overes nullius terra nullius anddata nulliusby occupying and cultivating it into produced tijsn

produced land and produced ideas, respectivelgtiar words, by taking these raw resources of raterals,

land and data and creating something new with tinh adds additional, original value, the creasies them
out of the public domain and into the private damiaithe sense of ownership. Mankind has thus kskeldl order
and civilization in small parts of the universe dnldas done the same with small parts of the aigitiverse.

3 Internet. (2017). In:Oxford Dictionary available at:https://en.oxforddictionaries.com/definition/intetn
(accessed on 31st July, 2017).

36 See infraSection 2.4. In this section, the balkanizatiothefinternet — which is mostly caused by religiand

authoritarian entities - is discussed.

18



Subsequently, the next important development imeotivity was the arrival of the
world wide web (www), or simply ‘the web’. The Oxtb Dictionary defines it as:An
information system on the Internet which allowsudnents to be connected to other documents
by hypertext links, enabling the user to searchirfifwrmation by moving from one document
to anothet. 3" The web thus brought a system of easily navigatlerlinked hypertext
documents, which created tremendous user valutodhe simplified user interface of internet
browsers (instead of the previous command screbighwequired users to memorize vast sets
of complicated commands which had to be enteredualbs). Because of this simplicity, the
internet spread beyond mere private individuals atafted including companies and
governments as well. Resultantly, we have moveaheéynere personal websites and started

seeing professional and public websites and semn@seavell.

In sum, this section has described several impbhigtorical developments as it relates
to computation and connectivity, and it has defisederal terms which will be used throughout
this dissertation, namely; digital universe, vittapace and cyberspace. In the next sections,
we will move from describing what cyberspace araldigital universe are, to describing what
they will become and what this means. Any such mijgsen will require, as we will see, not
just an overview of historical developments, bioasome general predictions about future
developments — lest the dissertation risks becomisplete upon completion. In Section 2.4
this chapter will discuss the newest developmeint®onectivity; the internet of everyone and
everything. Before that, it is necessary to firgplain briefly how individual information

technologies, as the formative forces or ‘natuaald’ of the digital universe, shape it.

2.3 On The Natural Laws of the Digital Universe
In the previous section, we have seen that we hawed from an internet that was merely

personal to one that is professional and publwels In order to understand why we are now
moving towards an internet of everyone and anmeteof everything, we first have to discuss

the information technologies which constitute tiraehsions of the digital universe.

Information technology is defined in the Oxford amary as The study or use of

systems (especially computers and telecommuni&tion storing, retrieving, and sending

st World Wide Web. (2017). In:  Oxford Dictionary available at:
https://en.oxforddictionaries.com/definition/worldide_web(accessed on 31st July, 2017).

19



informatior?. 28 For the purposes of this dissertation the termrimfition technology will be
used to describe the logic of the digital universemilar to the way that physics describe the
logic of the physical univers®.This logic can be explored (“study”) or exploitédise”).*°
Individual informationtechnologiesonstitute the dimensions of the digital universamely
the dimensions ofrocessing power(“retrieving information” with processorsktorage
capacity (“storing information” through sensors and memohyps) andtransmission speed
(“sending information” through cabled and wirelesmnectivity) of data and informatidh.
Analogous to the way that the laws of nature deteenthe constituting dimensions of the
physical universe, information technologies deteetihe constituting dimensions of the digital

universe. They are its breadth, depth and height.

Many observers and commentators, from a varietyisaiplines, have noted that since
the birth of the digital universe, the differenfarmation technologies which constitute this
universe — namely processing power, storage cypacit transmission speed - have displayed
a certain level of predictability with regards teetdevelopment of their capabiliti€sThe
digital universe, just as its physical counterpsgems to be governed by a particular set of laws
which can, to a certain extent, be predicted asdriteed as ‘natural laws’. Although the ‘laws’
of the digital universe are not as predictive asléws of physics - such as gravity - they are
reliable enough to base the predictions on whighdtssertation usebor the purposes of this
dissertation, a classification is made into threestitution dimensions of the digital universe,
namely; processing power, storage capacity andrmession speed, as well as three main trends

which influence these dimensions, namely; acce@@raminiaturization and dematerialization.

The first trend of the digital universe is that thapabilities of the information
technologies which make up the digital universeiaceeasing at an accelerating pace. There
are many examples of this, but the most obvioustavell-known and arguably most important

example, which will be used to illustrate and arthepoint, is Moore’s Law?

38 Information Technology. (2017). In:  Oxford Dictionary available at:
https://en.oxforddictionaries.com/definition/infoation_technologyaccessed on 31st July, 2017).

39 Information and Communications Technology (ICT) semetimes erroneously used as a synonym of
Information Technology. In fact, ICT is more a sfied term of IT, dealing specifically with (unifi§
transmission of communication, such as Voice oRefMolP).

40 See supraote 38.

4d.

42 See especiallR. Kurzweil, The Singularity is Near — When Humans Transcentbgyq(2005)

(hereinafter: “The Singularity is Near”), Chaptemp2 35-72; se also generalli. Kelly, What Technology Wants
(2010), Chapter &ee also generall. Kelly, The Inevitablg2016), Chapter 10.

43 SeeAppendix 3. The Natural Laws of the Digital Uniger Transmission Speed, Appendix 1. The NaturalsLaw
of the Digital Universe: Processing power at p. 3.
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Moore’s Law was discovered in 1965 by Intel Corpioraco-founder Gordon Moore
(1929) and is most commonly understood to refeth® observation that the amount of
calculations which can be performed by a compuigr per second for a 1000 dollars, doubles
roughly every 18-24 montH4.In other words, every 18-24 months, a consumereasonably
expect to be able to purchase roughly double theuammof processing power for the same
amount of dollars, or to be able to purchase theesamount of processing power for half the
amount of dollars. The significance of this treramhchardly be overstated. Since many
companies and industries rely heavily on procespmger, these companies and industries
benefit directly from the continually improving ¢4serformance of computer chifsAfter
all, not only can their existing work be done fastad cheaper, but they can also start doing
work which had previously not been possible torda icost- or time-effective manner — such
as analyzing large datasets. Any problem whichleatranslated into a digital problem, can
hence be solved faster, at the rate of Moore’sdlasy as we will see in Section 2.4 on the future
developments of the digital universe — such asnieenet of things - more and more problems
are therefore being translated into digital probleffisiAlso, because of the widespread
knowledge of Moore’s Law within companies and indas, companies and industries can
anticipate the capabilities of the next generatbrecomputer chips and can hence plan their

business strategies accordingfly.

There are several important observations to makeearaing this first trend of the
digital universe. The first important observatiormake is that this progress is exponential, not
linear. A commonly used example to illustrate theurder-intuitiveness of exponential
progression is the story of the inventor of the gash ches$® According to the legend, the
mathematician who invented the game of chess, dsimated his invention to the king of

India*® The king was very pleased with the game becauseniteyed to him many strategic

44 SeeAppendix 1. The Natural Laws of the Digital Uniger Processing power, at p. 3. Originally, Mootsis/
was conceived by Gordon Moore to refer to the olzg@n that the number of transistors that couldited on
an integrated circuit (through etching on a silichip) doubled every 18-24 months — which is clpseinnected
to the price-reduction when it comes to transiptocessing. Ray Kurzweil discovered that this lawld be dated
back to previous paradigms of computing as well.

45 See generalliKurzweil, The Singularity is Neamp. 35-72.

46

i

48 See e.gR. Naam,The Infinite Resource — The Power of Ideas on dtériRlanet(2013) (hereinafter: “The
Infinite Resource”), Chapter 19. Naam starts Chalfecalled ‘The Decoupler’, with a retelling biet same story
about the invention of the game of chess. In treptdr, Naam argues that Moore’s Law on procesgiegd
functions as a ‘decoupler’ of (infinite) economimyth from finite physical resources.

40d.
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and military lesson% Being so pleased, he asked the inventor to naserizie for coming up
with such a great gantéThe mathematician asked for something seeminglgdnous: one
piece of rice for the first square of the chessthoardoubling to two for the second square,
another doubling to four for the third squasecetera until doubling to the 68 squareé? The
king was very pleased with this offer, initiallyachasked his treasurer to make the necessary
arrangement8® Unbeknownst to the king at the time, this simptéheetic exponential
calculation ended up amounting to more rice tharofathe assets of the kingdom could
purchasé? Thus, according to the legend, the mathematicidrsequently became the new
king.>® (Another version of the story ends with the mdkely outcome of the mathematician
being decapitated.) It is because of this expoakptbgress that the most popular household
gaming computer anno 2010, the Playstation 3 (>8Bom units sold), possessed more
processing power than did the largest supercomputkich the world's superpowers wielded

near the end of the cold war, just 20 years prior.

The second important observation to make concemhi@grend of acceleration, is that
even though the logic of exponential progressioneiy counter-intuitive to man - who has
evolved in the physical universe where progressiscoearly exclusively linead§— it is in
fact very common in the digital universe. Actually,is the very way the constituting
dimensions of the digital universe are formed.tlmeo words, this acceleration does not apply
just to computation power (although it influencesny others), but also to storage capacity and
transmission speeéd.The result of these accelerations is that thealighiverse - seemingly

like its physical counterpart - is expandftig.

As Dyson noted concerning the speed of progreti®inigital universe:

501d.

Sd.

521d.

53d.

541d.

55 1d.

56 Bacterial growth is a commonly known example gi@xential growth in the physical universe, butgstbeen
visible to Mankind only since the invention of th@croscope — which is very recent in evolutionagynts.
Arguably,homo sapienas a biological species has had no evolutionash pudevelop instinctive comprehension
of exponential progression.

57 See infraSection 2.3.

58 See supré&ection 2.2.
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“Time in the digital universe and time in our unise are governed by entirely different
clocks. In our universe, time is a continuum. thgital universe, time (T) is a countable
number of discrete, sequential steps. [...] To arenkes in our universe, the digital
universe appears to be speeding up. To an obgerther digital universe, our universe

appears to be slowing dowp?”

As indicated above, besides acceleration, theadigitiverse is also subject to the trends of

miniaturization and demassification.

Miniaturization of information technologies refets the increasing capability of
information technologies per unit of volume, weightterial, energy or other resource. In other
words, over time, a specific information technologgn reasonably be expected to attain
roughly the same capability with a smaller footpimthe physical world or a larger capability
with the same physical footprint. There are mamgneples of this, but the most obvious, most
well-known and arguably most important example,clihwill be used to illustrate and argue

the point, is Kryder's La®

Kryder's Law was discovered in 2005 by Seagate C&egnior Vice President of
Research Mark Kryder (1943) and it describes tlsenkation that the density of magnetic disk
storage roughly doubles every 18 morfthe other words, every 18 months, a consumer can
reasonably expect to be able to fit roughly dodlbéeamount of storage in the same amount of
space — such as his pocket — or the same amowstdraige in half the amount of space. The
density with which information can be stored, imses, thus information can be fitted in a
decreased physical space. This law - which exisiest entirely independent from processing
power - progresses at an even faster pace thanptoesssing power and it has a major
influence on Mankind’s ability to store and acceast amounts of dafd Moreover, this law
does not just apply to storage density. The aforgimeed Moore’s Law, as it was originally
formulated by Gordon Moore himself, described tlaiding of the amount of transistors
which could be fitted on a chip (which relates elggo the cost/performance of a chip, the

more common and arguably more appropriate useditiefi of Moore’s Law)2 It is because

59 SeeDyson, Turing's Cathedral, p. x-xi.

60 SeeAppendix 2. The Natural Laws of the Digital Uniser Storage Capacity, at p. 4.
611d.

62 See generalliKurzweil, The Singularity is Neamp. 35-72.

53 See generallKurzweil, The Singularity is Neamp. 35-72.
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of this process of miniaturization that computersich were originally stationed as mainframe
computers in libraries and universities, have cam@ our homes as personal computers and
can now be carried around in our briefcases anlgte@s laptops and mobile phones, which

can spend (most of) the day mobile and without grywords.

The third trend, dematerialization, refers to theimation of materials altogether for
certain function§? There are many examples of this, but the mostoatsyimost well-known
and arguably most important example, which willused to illustrate and argue the point,
Nielsen’s Lawk®

Nielsen’s Law was discovered in 1998 by web ustiibnsultant Jakob Nielsen (1957)
and it describes how network connection speedsifdrend home users have doubled roughly
every 24 month& In other words, every 24 months, a consumer casorebly expect to be
able to have double the network speed for the gaioe or the same amount of network speed
for half the price. The speed with which informatican be transmitted thus increases and this
has profound effects for the physical existencmahy objects. Think for a second about our
present-day most personal computation device; thigilenphone. Our mobile phones contain
our (alarm) clocks, calendars, calculators, camélashlights, mail correspondence, phones,
phonebooks, voice recorders, notepads, maps, ceegabooks, music players, remote
controls, newspapers, navigational systems, kegets and a suitcase worth of other items.
Also, with the click of an icon, an additional whoeise worth of other items becomes instantly
accessible through app stores. Additionally, amgalaevice — whether it is a mobile phone or
another type of computer - can have access taisravorth of content, such as news, books,
music, photos, videos, and other kinds of contamg virtually limitless cloud, on top of which
sits God-like computation power (which can be sumetbwithout prayer). Although the
mobile phone may not be a full replacement fooathese physical items, the prominence and
existence of these physical items has certainlyedsed and is continuing to decre#s@hey
have gone, and continue to go, from tangible tdaliéf The most important contributing factor
for many of these instances of dematerializatiothés transmission speed with which local
computers can communicate with other computers. fidtaral laws of the digital universe

which deal with transmission speed thus possibgnewpass or override the need for local

64 See generallKelly, What Technology Wantp. 57-72.

65 SeeAppendix 3. The Natural Laws of the Digital Uniser Transmission Speed, at p. 5.
66 1d.

67 See generallelly, What Technology Wantp. 57-72.

581d.
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processing power and storage capacity througheotisply, Moore’s Law and Kryder’'s Law.

Bits are replacing atoms and they are doing so axponential pace.

In this section we have thus far observed thattmestituting dimensions of the digital
universe — processing speed, storage capacityransiission speed — seem to be subject to
the trends of acceleration, miniaturization and alemalization. The digital universe, it seems,
is expanding and is doing so at an exponential .pBedore we can discuss what the
consequences of these trends will be and wherdigiital universe is expanding towards, we
will first have to assess whether it is likely thia¢se trends are not just useful for hind-casting,

but that they will also be useful for forecasting.

There are two main reasons proposed why the trehdsceleration, miniaturization
and dematerialization could possible not continaeinhprove processing speed, storage
capacity and transmission speed and that hence]igital universe would stop expanding,
namely®® natural laws of the digital universe are a selfiffing prophecy and they are hence
not ‘laws’ in the true sense of the word and themee natural limits to the growth potential of

the laws of the digital universe, due to the lafvphysics.

These criticisms, | will argue briefly, are eitHargely untrue or mostly irrelevant for

the purposes of this dissertation.

According to the first reason why the trends of edexation, miniaturization and
dematerialization could possible not continue t@rove processing speed, storage capacity
and transmission speed and that hence, the digitelerse would stop expanding, the
aforementioned progress in the constitutive dinmmrsiof the digital universe is the result of
the aformementioned targets which respective ITustiies have set for processing power,
storage capacity and transmission. Therefore, thgress which has been made has so far is
thought to have been the result of a self-fulfglipmophecy® Consequently, if industry leaders
would have set different targets for their develeptrcycles, these critics argue, these targets,
either higher or lower, would have been the targdteh would have defined the progress in

69 See generall)Kurzweil, The Singularity is Nearmp. 35-72, 96-108. A third commonly heard critiiss that
even though hardware increases in cost/performéweejer software compensates these benefits.sohisiled
Wirth's Law (or The Great Moore’s Law Compensatstgtes that even though computers have gottegr faise
boot-up time of software programs like Microsoft W das not improved (or has even worsened). Givanthis
criticism implicitly acknowledges increases in cartggion capability (but subsequently applies flakagic by
assuming this should have functional results tous®ts, regardless of computation increases)cthiisism is
not discussed here.

0 See generallKurzweil, The Singularity is Neamp. 35-72, 96-108.
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the constitutive dimensions of the digital univetsBrima faciethere certainly seems to exist
some element of truth to this criticism. After alie natural laws of the digital universe have
often received their very names from the people dne formulated these laws and these were
often people at senior level positions of indus¢é@ding companies. Even though these
positions on the one hand made them expertly capabhaking their respective predictions,
on the other hand, their positions also often idetlithe responsibility for billion dollar R&D
budgets. These positions and responsibilities icdytalso enabled them to execute on their
own predictions, because they were able to plaei fredictions on the roadmaps of their
respective companies and industries. Although ther&inly exists some element of truth to
this argumentation, there are several argumentshadounter this criticism and which seem
largely convincing. The first argument is the obs#éion that such a self-fulfilling prophecy
would not actually change the end-result in anitiseff.”? In other words, although it is true, it
is irrelevant to the end-result. As long as comgarand industries maintain their existing
predictions, then the consumers of their produatsaonsume predictably improved products.
Moreover, even if this observation is ignored, ¢hisran even more important counter-argument
to this criticism. Ray Kurzweil - who has formuldta comprehensive unified theory of the
predictability of progress of (information) techagy the likes of which in scope can be best
compared to Charles Darwin’s comprehensive unifiewry of biology - has pointed out that
Moore’s Law has actually not only held true sinseimception by Gordon Moore in 1965, but
even prior to that® In other words, progress in processing power wasady taking place
according to Moore’s Law before Moore coined thentand before he was even bdfrit is
important to recognize that, throughout the agecahnputing, there have been different
paradigms of computing technologies. The paradigrmomputing in which Von Neumann'’s
team build the first computer to hold a static mgymwas in the paradigm of vacuum tube
computing’® Even though the paradigm of vacuum tube compwtiag)in many ways the first
modern type of computing, it was preceded by twtieggparadigms of computing.Vacuum
tubes were hence the third paradigm of computingh wlectromechanical- and relay
computing being the respective first and seconddgigms’’ Although computers of these two

types of computing could not hold a static memaviijch is required for general purpose

"1 See generalliKurzweil, The Singularity is Neap. 35-72, 96-108.

21d.

=d.

1d.

5 SeeAppendix 1. The Natural Laws of the Digital Uniser Processing power, at p. 3.
®1d.

"7 SeeAppendix 1. The Natural Laws of the Digital Uniger Processing power, at p. 3.
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computing, they could perform many basic speciabpse types of computing. After the
paradigm of vacuum computing came the fourth pgradif computing, transistor computing,
and the fifth and current paradigm of computingegnated circuit computing Notably,
Moore’s law has held true consistently not jusimyithe current paradigm of integrated circuit
computing, for which the law was formulated, bsiadluring the four paradigms of computing
which preceded both integrated circuits and Moope&diction, dating back even to the™9
century’® In this sense, it seems that Moore’s Law was revely coined or created by Gordon

Moore, but rather, that it was discoveféd.

According to the second reason why the trends oélacation, miniaturization and
dematerialization could possible not continue t@rove processing speed, storage capacity
and transmission speed and that hence, the digitaérse would stop expanding, the digital
universe is inherently dependent upon and limitgdhle physical univers&.Hence, limits to
the laws of nature will undoubtedly be reachedamhes point, especially when dealing with
exponential growth curvé8.The amount of matter and energy in the physicalarse which
can be used to build information technologies mpdy finite 83 Critics therefore pose that
information technologies will have to run into somn@erent limits because of the laws of
physics®* For example, Moore’s Law, in its original formtuéat, described the doubling of the
amounts of transistors which could be fitted onraegrated circuit (which is closely related to
the cost/performance of a chip). Since this erdahe increasingly shrinking size of transistors,
some natural limits would have to be reached atespaint. After all, when transistors would
reach the single digits in nanometers, a limit wob&ve to have been reached, given that
integrated circuits are not physically able toidisty carry voltage at that scale, which is the
prerequisite for chips to communicate and compDgtensibly, this criticism haspima facie
plausibility. However, given the more commonly ursdeod definition of Moore’s Law as
cost/performance in computation, as described pusly in this section, the presumptions of
both integrated circuits and shrinking size in éivementioned limitation can be excluded.
Again, integrated circuits could stop getting sexallbut their cost/performance could still

improve exponentially in the computing paradigmmégrated circuits through new software

81d.
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80 See generallKurzweil, The Singularity is Neamp. 35-72.
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methods such as parallel, distributed or cloud admg. Also, currently, we are in the fifth
paradigm of computing, the paradigm of integratedut computing. The IT industry is
investing heavily in possible new paradigms of catimy 8® Since these methods have much
larger theoretical capabilities, the end of Moorke&w is likely to be a far into the future.
Physicists Lawrence Krauss and Glenn Starkman leadzuthat it would take at least multiple
more centuries before Moore’s Law will run out edame® This dissertation deals with mere
decades. Also, as we have seen in earlier in #usas, even when one of the constituting
dimensions of the digital universe would no longgpand — such as processing power - the
other dimensions could continue unhindered andilplgssegate or bypass the need for the
other dimension to continue. For example, evematessing power in a mobile device would
not continue to improve, increased transmissioedpeould outsource the processing to cloud
computing which does not face the same physic#licgsns to the same degree. Regardless,
the predictions in Section 2.4 are based on impnavres in processing power, storage capacity
and transmission speed which are almost certaituaflg, most of the predictions in this
dissertation are actually already almost possihdfeasible with present day technology. Their
adoption is more a measure of finding the righiress models, marketing, regulatory approval

and software rather than of continued technologieaklopment in hardware.

Before we will project the laws of the digital uenge forward into the future and discuss
the internet of everyone and the internet of eveng, | want to briefly discuss how it is

possible that information technologies keep imprgwat an exponential rate.

As several commentators and observers have noee is something fundamentally
different between information technologies and otleehnologie$’ As Kevin Kelly points
out, all complex inventions are basically comprisé@ combination of materials, energy and
information® The first two of these are largely limited by matdaws, whilst the latter is only
limited by natural laws to a very small degree. Yannot keep adding materials and energy to
most inventions, because you will quickly startkiag up costs — both because the marginal
costs per product increase accordingly and becho#ie materials and energy are finite

resources which increase in price the more they@aeing depletion. Information on the other

85 See supraote 28.

86 See generally. Krauss, G. Starkmaklniversal Limits on Computatiof2004).
87 See especiallitelly, What Technology Wantp. 269-346.
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hand can be stacked largely without stacking amitti cost$® Once an idea about how to
combine materials and energy has been inventedj¢hecan be copied at next to zero marginal
costs? The marginal costs of building another car are mised of great material costs in
metals and the great energy costs which are ratjtorprocess these metals into the shape of a
car. The marginal cost in materials and energypdading another chip which processes, stores
or transmits data are more or less negligible. @apg car is expensive. Copying an idea is
not. In this sense, information is, in the wordsRdmez Naam, an ‘infinite resourcd’.
Consider the metaphor by endogenous growth themganist and Chief Economist at the

World Bank, Paul Romer, quoted from Naamtse Infinite Resource

“Imagine you wake one morning, refreshed from s|&epgry for a simple but delicious
meal or scrambled eggs, toast, and orange juiceéirigxplicably, instead of scrambling
the eggs, toasting the bread, and juicing the oemngou find yourself forcing the eggs
into the toaster, mashing the bread against thegyiand attempting to crack oranges

into the frying pan. How enjoyable would your brizek be?

This thought experiment (is like many thought expents) absurd, but it also illustrates
the importance of recipes (the way we manipulatd aombine resources) vs.
ingredients (the raw materials we begin with). Hoeambled orange, toasted eggs,
juiced bread breakfast starts with the same rawemals as the more conventional
scrambled eggs, toasted bread and juiced orangeakibast. It adds the same amount
of energy (supplied in the toaster, the range mggtip the frying pan, and the muscle
power in moving and mashing the ingredients). ¥etehow, with the same ingredients,
the two recipes don’t produce equivalent resultse Tvay the ingredients are put

together matters

When it comes to information technologies, thestaé® almost entirely formed by the invention

of their recipe, not by their raw ingredients. Tlaag hence a product of human resources, not

89 See generalliKelly, What Technology Wants. 269-347: “Complex inventions stack up inforimatrather than
atoms.”.
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of natural resources. They are almost entirely atsag of information, not of materials and
energy. Even though information technologies asetjay chips, they are the result of big ideas
and of billions upon billions of dollars investad R&D for trial and error, experimentation,
refinement, and scientific investigation, in ortiearrange cheap raw materials just a little bit
better. Fundamentally, information technologies aleas materialized. Because each
additional unit (processor, chip, sensor) is scapht® build after a new design idea has been
discovered, once a certain development cycle has fieished, the resulting new product can
be scaled up without much additional costs (besmasketing and distribution). Hence, they
are subject to the laws of abundance, not the tdwsarcity to which most other technologies

are subject.

In sum, this section has explained that there lareetmain trends which shape the
constituting dimensions of the digital universemedy the acceleration, miniaturization and
demassification of the information technologiespobcessing power, storage capacity and
transmission speed. The digital universe is expandihis section has also argued that why it
is safe to assume that these trends will contindelzat the digital universe will hence continue
to expand into the future. The next section witjpct these trends forward into the future and
discuss two important future developments, namtbly;internet of everyone and the internet

of everything.

2.4 On the Future Development of the Digital Universe
In the previous section, we have seen that purg¢adhé trends of acceleration, miniaturization

and dematerialization the constituting dimensiointhe digital universe of processing power,
storage capacity and transmission speed keep exggaidan exponential pace and that this is
likely to continue into the future. This sectionllvaroject these trends forward into the future
and describe where the digital universe is expantbwards. Seemingly, the digital universe
is expanding into or merging with, the physicalvanse. As computer chips are increasingly
shrinking in size and cost, whilst also increasimgapacity, they will find new applications
and new adopters — thereby causing the physicdtdworbecome increasingly connected to
and intertwined with, the digital world. For therpases of this dissertation, a broad distinction
will be made into two main developments of this axgion of connectivity; the increasing

connectedness pkopleand the increasing connectednesthiofgs

30



The increasing connectedness of people and thargbath be subdivided in the breadth
and depth of those people and things connected, thét breadth referring to the amount of
people or things connected and the depth refetoitige intensity of their connectivity. In other
words, the first category deals with the quantiatxpansionist trend and the latter category
deals with the qualitative expansionist trend. iHeeeasing depth, or intensity, of connectivity
can be recognized in all aspects of our daily livieadtially, Mankind used to plug into
cyberspace through large mainframe computersriarigs and universities. Subsequently, with
the decreasing size and increasing cost/performaha®mputers, the personal computer
brought access to cyberspace into our homes. Ralasoon thereafter, computers came in a
format which allowed them to be carried around tigimut the day in briefcases and even in
our pockets, connecting us from the moment we whermwake up in the morning, until the
moment when we go to sleep at night. Currentlystiiecarry our computers around and hold
them to our ears or lines of sight - which sigrfiee absence of our mental presence from the
physical world and into the world of information.the future however, this distinction between
the physical and digital worlds may very will dingh further or vanish altogether when our
computers become wearable (and, if the promiseaasthumanism will hold true, someday,
even implanted internally). Add to this the aforem@ned products and services which have
already moved or continue to move into cyberspakevee can quickly recognize the sheer

depth, or intensity, of connectivity in our dailyds.

The increasing breadth, or amountpabpleconnected can be best explained by Eric
Schmidt and Jared Cohen, respectively executivernba and director of ideas at Google.
Their bookThe New Digital Age — Reshaping the Future of Redghtions and Businesss
been lauded by some of the most noted businessuientists and politicians — including Bill
Clinton, Henry Kissinger, Michael Hayden and Eloug¥?? In the book Schmidt and Cohen
predict that the internet is poised to spread tgliypally and connect five billion new minds to
cyberspace within the next decade (2013-2623he reasons for this predicted spread are
clearly manifold, ranging from entertainment vatoepolitical empowerment. Schmidt and
Cohen however point to the economic argument amthgt important reasdfi.As computers
such as mobile phones become cheaper, more povaedwsmaller pursuant to the trends and

laws mentioned in Section 2.3, they argue, advastaand benefits of computing can be

93 SeeE. Schmidt, J. CoheiThe New Digital Age — Reshaping the Future of Pedghtions and Busine£2013)
(hereinafter: “The New Digital Age”).

94 SeeSchmidt,The New Digital Agep. 4-11.
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attained at a cost-effective price for even thela/®rpoorest® Farmers on land as well as
fishermen at sea can access weather forecastaaphhts of best practices to increase their
respective yields and they can allocate their meed yields to the markets when and where
they are most valuabfé.Since the value of these increased efficiencieassly larger than the
cost of this access, Schmidt and Cohen argue, dbetian of computers, and hence the
expansion of cyberspace, is more or less unavad&bl

Schmidt and Cohen have noted that the expansiocylérspace can be observed
globally and, by and large, transcends differenicesulture, politics or wealtfd? States
therefore, they observe, are consistently and gi@dy moving towards increasing
connectivity. In this regard, they distinguish #nreategories of connectivity. There are the
hyper connected states — such as Finland, Isra&ISeveden - which are heavily dependent on
cyberspace for personal-, private- and public sesttivity. Second, there are the partially
connected states - such as Cote d'lvoire, Guineagystan, and Pakistan - where
authoritaritative governments are starting to elgmee the costs of having an increasingly
connected peopl®? Third, there are the connecting states — suchuds,Burma and Yemen
— where connectivity is still nascent and wheréhlgivernments and citizens are still testing
their desire to connect to cyberspd®eEven this latter category, which Schmidt and Cohen
dubconnectingstates, signifies the direction cyberspace is Imggdowards an ever-persistent,

ever-present and very intimate connection everya/héth everyoné?®

Although the expansion of cyberspace applies toly)@dl places, there is an exception
to this rule which, as the saying goes, proveSatellite imagery of North Korea at night shows
cities blackened by the push-back against modeamnitydemonstrates that progress can indeed
be held back - albeit temporarily. As Schmidt arwhéh have pointed out howevegrpsso
modo the trend clearly points forwards and towards iasieg connectivity:°® While

periodically and locally the trend may be to molesver or to possibly grind to a halt altogether,

% d.
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actually going backward is practically non-exist®fitAs Chapter 6 on critical infrastructure

will explain, there are clear reason as to why gdiackwards is practically non-existéfit.

One caveat to note is that cyberspace may howaidum out to be one truly unified
global space. The notorious examples of halal4rgemn Iran and other Islamic places, kosher
internet in orthodox Jewish places and the greaivhll of China and other such ventures by
authoritarian States will entail some sort of balkation of cyberspace, with digital borders
becoming more pronounced — albeit it more regignddhan nationally and although these
digital borders will most likely be highly porot® However, Schmidt and Cohen predict that
grosso mod@eople, organizations and states seem to be mésiveyds a more or less single

cyberspacé?’

Besides people, more and mdhengs will also cross the digital frontier and come
online. Similar to with people, for things this @lwill take place both in breadth and depth.
Kevin Ashton, co-founder of the Auto-ID Center lag¢ tMassachusetts Institute of Technology,
has coined the coming online of things asltiternet of Thingghereinafter: “IoT”). Ashton
wrote in 2009:

“Today computers—and, therefore, the Internet—amosal wholly dependent on
human beings for information. Nearly all of the ghly 50 petabytes (a petabyte is
1,024 terabytes) of data available on the Intenvete first captured and created by
human beings—by typing, pressing a record butang a digital picture or scanning
a bar code. Conventional diagrams of the Interndeave out the most numerous and
important routers of all - people. The problempspple have limited time, attention
and accuracy—all of which means they are not vendgat capturing data about things
in the real world. And that's a big deal. We're gibgl, and so is our environment ...
You can't eat bits, burn them to stay warm or et in your gas tank. ldeas and
information are important, but things matter muclorem Yet today's information

technology is so dependent on data originated lopieethat our computers know more

104 Id

1055ee generallfChapter 6. In short, societies adapt to and aite dnound critical infrastructures. Therefore, a
nicety invariable develops into a necessity. Esgcivith connectivity to the internet, infrastruces, due to their
communicative nature, become dependent upon cautiaacess to the internet.
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about ideas than things. If we had computers thatkeverything there was to know
about things—using data they gathered without alg from us—we would be able to
track and count everything, and greatly reduce waktss and cost. We would know
when things needed replacing, repairing or recaliand whether they were fresh or
past their best. The Internet of Things has them! to change the world, just as the
Internet did. Maybe even more 888

Ashton recognizes, rightly, that an internet ofyqméople and ideas, although already providing
tremendous value (something which he arguably petes slightly), is nothing compared to
an internet which includes data and informatioriveeer from things as well. Things are what
satisfy our most basic physiological needs at thteom layers of Maslow’s pyramid — such as
air, food, water, clothing, shelter and transpastat®® When more things become increasingly
connected to cyberspace - by taking advantage a&asingly powerful, cheap and small
sensors, chips, and (wireless) connectivity — aomes system can be cast over the physical
world which captures increasing amounts of datenftbe physical world. Subsequently, this
data can be mined for nuggets of valuable inforomatin how to improve the efficiency of the
material and energy resources used for the pramtuaif goods and for the providing of
services. The potential applications for the lo& memendous and so is the value that it can
deliver to Mankind. For example, agricultural fieldould become aware when and where
water, fertilizer and pesticides need to be appliestead of periodically flooding the entire
field with them; data about mining activity coulé mined to make scientific guesses about
where to dig for natural resources next, insteadigdging away mountains in a trial- and error
manner; and the logistics of people, materialsrggnand information could be directed along
the channels with the most free capacity, instéagtting stuck in congestion on roads, power-
and information lines. All of this results in antimpization in the use of natural resources and

increases in productivity and efficiency.

As we go from communication between private perspnsfessionals and the public
sector to communication between these private argigentities with things, as well as
communication among things, this increasing conwgcf things to the digital universe and

with cyberspace (the captured and cultivated pdrtise digital universe) will have not just an

108 K, Ashton,'That 'Internet of Things' ThingRFID Journal, July 22, 2009.
109SeeA. Maslow, A Theory of Human Motivation, Psycholoagi Review 50, at 370-396.
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evolutionary effect on civilization, but a revolomiary effect. According to Erik Brynjolfsson
and Andrew McAfee, respectively professor and dasecdirector at the Massachusetts
Institute of Technology, the expansion of the @igitniverse and cyberspace into the world of
things can be best understood as a third industeiablution, after the earlier industrial
revolutions caused by the advent of the steam-engl electricity1® To note the impact of
this development, consider the apt descriptiorohiest lan Morris used to describe the impact
of the first industrial revolution. Morris commedte‘[the first industrial revolution] made

mockery of all that had gone beforét?,

With the first two industrial revolutions, the advef the steam engine and electricity
allowed Mankind to tap into the accumulated eneegpurces which had been deposited in the
fossil fuel bank for millions of years. It enablednkind to attain the same amount of physical
power output with drastically fewer people, resigtin tremendous wealth and prosperity, as

well as surpassing and replacing the previous algui@l revolution.

Similarly, according to Brynjolfsson and McAfee,tkvithe third industrial revolution,
the advent of computers and the internet, and #paresion of the digital universe and
cyberspace into the physical world, will allow Mamdk to tap intdnformationresources which
had previously been inaccessibtélt will allow Mankind to attain the same amountroéntal
power with drastically fewer people, resulting i@mendous wealth and prosperity, as well as

surpassing and replacing the previous industriadiugions.

Besides Brynjolfsson and McAfee, many others hdse fied and continue to try to
describe the importance of the internet of everyame everything to Mankind and to do so in
terms of industrial terminology. For example, Kl&shwab, founder and executive chairman

of the elite World Economic Forum, has dubbed thiocess ‘The Fourth Industrial

110 See generallyE. Brynjolfsson, A. McAfeeRace Against the Machine — How the Digital Revohutis
Accelerating Innovation, Driving Productivity, aridreversibly Transforming Employment and the Ecopom
(2011) (hereinafter: “Race Against the Machine”ha@ter 5: “History has witness three industrialotations,
each associated with a general purpose technolblgg. first, powered by steam [...] allowed huge and
unprecedented increases in population, social dpuetnt, and standards of living. The second, based
electricity, allowed these beneficial trends totamne and led to a sharp acceleration of produgtivi the 2@
century. [...] The third industrial revolution, whidh unfolding now, is fuelled by computers and rate.”
(emphasis added)

111 Seel. Morris, Why the West Rules — For Now — The Bats of History, and What They Reveal About the
Future (2010) (hereinafter: “Why the West Rulefor-Now”), p. 582-623.

112 5ee generallBrynjolfsson,Race Against the Machin€hapter 5see also generallgection 5.4.
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Revolution’}13 whereas Marco Annunziata, Chief Economist at Gargectric, has dubbed

it ‘The Industrial Internett14

The internet of everyone and everything will sute¢yrevolutionary, but, according to
the present writer, Brynjolfsson and McAfee, Schwaid Annunziata are all grossly
underestimating its significance. A closer examorabf the definition of this new revolution

is in order.

According to the commonly used three-sector théorylescribing economic activity,
devised by Alan Fisher, Colin Clark and Jean Fdigras the 1930s, economies can be divided
into three sectors of activity: extraction of ravaterials (primary sector), manufacturing of
goods (secondary sector) and providing of seniegtary sector}1®> According to this theory,
the primary sector includes agriculture, foresfishing, drilling and mining; the secondary
sector includes construction and manufacturing; tedtertiary sector includes research &
development, professional services (legal, findntaa, accounting and business consultancy),
support services (human resource management anitityfamanagement), customer
relationship management (public relations, markgtsales and customer support), healthcare
services (physical- and psychological), trade aatdily logistics, energy, (information and)
communications technology, media and entertainmarit,and design, education, public

services and leisure (hospitality and wellnéss).

Grosso modgahese three sectors deal with, respectively; matergy and information
in order to increase economic output. In other wpttlie primary sector extract more raw
materials, the secondary sector uses energy tegsdtiese raw materials into higher value
products and the tertiary sector increases econontigut through ideas about the optimal

allocation of resources or through the creationes intellectual products.

The first two industrial revolutions increased gireductivity of people in the primary

sector €.g.with farming machines) and, later on, in the seleoyn sector €.g9. with factory

113 5ee generallil. Schwab;The Fourth Industrial Revolutiof2016). Schwab describes three megatrends which,
when taken together, create, what he calls, ‘thetficindustrial revolution’. Besides the digitaémd as discussed

in this section, Schwab also describes physicabfemmous vehicles, 3D printing, advanced robotitd aew
materials) and biological trends (DNA reading aniting).

114 SeeGeneral Electricavailableat: https://www.ge.com/digital/industrial-intern@ccessed on 31st July, 2017).
The industrial internet refers to the applicatiéthe 10T to traditional industrial machines. Byadyzing the data
coming from these machines, companies can make dpeirations more efficient and make better stiateg
decisions.

115 3eel. FourastiéThe Great Hope of the Twentieth Century
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machines), to allow people to move up the econdaader, up the Maslow pyramid, into the
tertiary sector and away from the dull, dirty armhderous work. However, whereas these
earlier revolutions brought Mankind physical powtbe current revolution will bring it mental
power. Just as the steam engine and electricitylglout surely came to influence all aspects

of our society so too will computers and the ingtrn

However, Kelly points out that contrary to the fitwo industrial revolutions of steam
and electricity, on a fundamental level, the curm@volution of computers and the internet
does not deal with matter and energy, but withrimfation!1” It extracts and processes data -
not materials and energy - in order to find valeailggets of information on how to do things
more effectively and efficiently or how to do estir new things® Consequently, although
this current revolution is also expected to inceet® productivity in the primary secta.d.
with smarter farming systems) and secondary sdetgr with smarter factory systems), its
impact will be most noticeable in the tertiary sect the sector dealing with information as its
core-busines’® Kelly therefore considers referring to the curresttolution as amndustrial
revolution, as a miscategorizatiii.Instead, it is more appropriate to take a londew\of
history and to note that, previously, Mankind hesgpessed from ages which are appropriately
commonly referred to with materials, such as stbrenze and iron; to ages commonly referred
to with energy, such as steam, electricity and-aieferring respectively to hunter/gatherer,
agricultural and industrial civilizations. Currgntiowever, at the beginning of the’&dentury,
we are transitioning into an age in which increaeéarmation- as opposed to matter or energy
-, is the most formative force of civilizatidf Therefore, | will refer to the current age as the

Information Age

The gravity of the arrival of the Information Agarchardly be overstated and, without
properly understanding and appreciating the graofityris new age we are living in, a suitable
legal theory on the governance of cyberspace cabnaatet out - as will be made clear in
Chapters 5 and 6 on intellectual property andoadiinfrastructure. The new age we are entering
is not just another industrial age as a new seatidtiankind’s chapter on the Industrial Ages,

but rather, it is an entirely new chapter of cgaliion, as revolutionary, unique and grand as

117 See generallKelly, What Technology Wantp. 57-72.
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our previous chapters on our hunter/gatherer, alimi@al and industrial ages. We are writing a

new chapter in the book of life and we are enteamgew age; thienformation Age

2.5 Conclusion
On 20 July 1969t 20:18, the spaceship Apollo 11 launched to parists crew to the moon’s

surface. As it passed the clouds - where previaregtions of religion and superstition
thought Gods to reside and where future generatibrssience and technology will let their
data reside - it was guided by one of the most pluveupercomputers at the time. This
computer - which was the pinnacle result of thetrudcade all-out existential competition in
science and technology between the two superpaatéhe time, the US and the USSR - was
vastly inferior to the computers we now all carrgund everywhere all the time, at a fraction
of the cost and size, and with a magnitude moreepom processing power, storage capacity

and transmission speed.

Six hours after launch, on July 21, at 02:56 UTQilMrmstrong (1930-2012)
descended the ladder of the Apollo 11 to be tist fierson to set foot on a celestial body in
outer space and spoke the famous words: “That'sad step for [a] man, one giant leap for
Mankind”. Similarly, now that we are leaving oursfi digital footprints, we are also taking a
giant leap for Mankind into the digital universee taccompanying exploration and exploitation

of which has only just begun.

In this chapter | have discussed several impopast developments of computation and
connectivity as well as several future developmeBecause of the trends of acceleration,
miniaturization and dematerialization which shalpe ¢tonstituting dimensions of the digital
universe of processing power, storage capacityramgmission speed, we are about to connect
everyone and everything as we, as Mankind, aretabawrite the next chapter in our collective

story and enter the Information Age.

The next chapters will discuss the fundamentalgguias and rules of State sovereignty
and apply them to the parts of the digital univexdéch we have captured and cultivated. In
other words, it will apply the fundamental prin@pland rules of State sovereignty to the

domain of cyberspace to see if they still applyhie Information Age.

Chapter 3 will commence with setting out the lebabry for sovereignty and will argue

that sovereignty over spaces arises from the @feeciontrol over such spaces through the
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protection of citizens from force against life ditty and property — both in their individual form
as well as in their collective form as force aghsw/ereign existence, political independence
and territorial integrity. Subsequently, Chaptavii deal with the effective control part of the
theory as set out in Chapter 3. Thereafter, Chatand 6 will deal with the protection of life,
liberty and property aspect of the legal theoryStdite sovereignty as set out in Chapter 3.
Chapter 5 will deal with intellectual property imetIinformation Age and will argue that large-
scale theft of intellectual property needs to bgarded as severe as conquest of (cyber)
territory. Chapters 6 will thereafter deal withretructures of matter, energy and information
and will argue that durable disruption to theséaai infrastructures needs to be regarded as

severe as a territorial blockade.
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NOW this is the Law of the Jungle — as old and age tas the sky;
And the Wolf that shall keep it may prosper, bat\tholf that shall break it must die.

As the creeper that girdles the tree-trunk the Lawneth forward and back —
For the strength of the Pack is the Wolf, and thengith of the Wolf is the Pack.

Wash daily from nose-tip to tail-tip; drink deeplybut never too deep;

And remember the night is for hunting, and forg#tthe day is for sleep.

The Jackal may follow the Tiger, but, Cub, when thshiskers are grown,
Remember the Wolf is a Hunter — go forth and ged fif thine own.

Keep peace withe Lords of the Jungle — the Tigée fPanther, and Bear.
And trouble not Hathi the Silent, and mock notBiaar in his lair.

When Pack meets with Pack in the Jungle, and meithddl go from the trall,

Lie down till the leaders have spoken — it mayalredords shall prevail.

When ye fight with a Wolf of the Pack, ye must tfigtim alone and afar,
Lest others take part in the quarrel, and the Plaeldiminished by war.

The Lair of the Wolf is his refuge, and where hes hmade him his home,

Not even the Head Wolf may enter, not even the ¢llauay come.

The Lair of the Wolf is his refuge, but where hes hdigged it too plain,

The Council shall send him a message, and so Hectfzange it again.

If ye Kkill before midnight, be silent, and wake ntite woods with your bay,

Lest ye frighten the deer from the crop, and yaotters go empty away.

Ye may Kill for yourselves, and your mates, andr yaubs as they need, and ye can;
But kill not for pleasure of killing, and seven ésnnever kill Man!

If ye plunder his Kill from a weaker, devour not | alin thy pride;

Pack-Right is the right of the meanest; so leawe thie head and the hide.

The Kill of the Pack is the meat of the Pack. Yestmmat where it lies;

And no one may carry away of that meat to his aihe dies.
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The Kill of the Wolf is the meat of the Wolf. He ymao what he will;
But, till he has given permission, the Pack mayeadtof that Kill.

Cub-Right is the right of the Yearling. From all diis Pack he may claim

Full-gorge when the killer has eaten; and none medyse him the same.

Lair-Right is the right of the Mother. From all oher year she may claim

One haunch of each kill for her litter, and noneyndieny her the same.

Cave-Right is the right of the Father — to hunt Itymself for his own:

He is freed of all calls to the Pack; he is juddsdthe Council alone.

Because of his age and his cunning, because of dripe and his paw,

In all that the Law leaveth open, the word of ybl@ad Wolf is Law.

Now these are the Laws of the Jungle, and many anighty are they;
But the head and the hoof of the Law and the haandhthe hump is — ObésA

122 R, Kipling, The Jungle Book (1894), The Law of thengle.
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3 Social Contract Theory on State Sovereignty

NOW this is the Law of the Jungle — as old and age tas the sky;
And the Wolf that shall keep it may prosper, bat\tfolf that shall break it must di¢®

3.1 Introduction
As explained in Chapter 2, because of the trendthéndigital universe of acceleration,

miniaturization and dematerialization, the constity dimensions of the digital universe are
expanding into and merging with, the physical uréee Resultantly, cyberspace is everywhere,
accessible by everyone and connected to everytiiith.this increased presence of cyberspace
comes the question whether this new space can auldsHall within the realm of State
sovereignty. In other words, should cyberspacenothar sovereign space, akin or analogous
to other spaces which already fall under Stateredyety, such as terrestrial territory, internal-
and territorial waters and water- and territoriggpace?* Or, alternatively, should cyberspace
perhaps be a space which remains the Common Heritiylankind, akin or analogous to
other spaces which are already the Common Herdalankind, such as the high s€&sand

outer space?®

Cyber libertarians and anarchists have argued #iec@0s that cyberspace is a naturally
free space and that it therefore also naturallg taéyond the sovereignty of StatésCyber
libertarians hence argue that cyberspace shoutddsded as a space which is the Common
Heritage of Mankind'?® This position was captured and expressed famo(asig quite
beautifully) by poet and cofounder of the ElectmRrontier Foundation, John Barlow, in his
internet manifesto at the World Economic Forum 998.1%° The historical setting of this
manifesto is important in order to provide the esmtin which it was written. At the time,
Barlow had been attending the elite World Econdfaum in Davos, Switzerland for the past

four days, where world leaders in government, lssrand philanthropy had been setting out

123 R, Kipling, The Jungle Book (1894), The Law of thengle.

124 See supraote 12.

125 See supraote 12.

126 See supranote 17.

127 See e.g.J. Barlow, A Declaration of the Independence of €gpace, World Economic Forum, Davos,
Switzerland, February 8, 1996, availablehatps://www.eff.org/cyberspace-independe(@ecessed on 31st July,
2017).

128 Id.

129 SeeBarlow, A Declaration of the Independence of Cgpece.
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their positions on cyberspace and their goals rategies on how to control it. Simultaneously,
on the same day, President Bill Clinton signed Gmenmunications Decency Act into law,
which empowered the Federal Communications Comang$iCC) to ban the transmission of
obscene material on the Internet just as it didamiio and network television. Barlow, a cyber
libertarian, must have felt like Mankind was abtutlose cyberspace, a space he believed
deeply should be the property of Mankind as a ctille and not the property of individual
States. His manifesto announced to the "[g]overrgehthe industrial world", those "weary
giants of flesh and steel" that they have no piaegberspace and that they should stay away
from the “tyrannies [they] seek to impose on t&"After all, “Governments derive their just
powers from the consent of the governed” and, Badontinued, “[they] have neither solicited
nor received ours®! Rather, cyberspace, those captured and cultiyaaed of the digital
universe where Mankind has created order and zatibn out of the vast chaos and wilderness,
according to Barlow and others, will either be ggifferned by the good will of the people or,
alternatively, they are “naturally independent” &ese States do not possess “any methods of

enforcement we have true reason to fé&”.

Barlow’s claims are powerful and his arguments nieelde addressed. There are two
main arguments; one of right and one of might. #idind has never, implicitly or explicitly,
surrendered control over cyberspace to Statesfavidrnikind was the original rightful owner,
then by whatight then can States claim control over it? And, e¥eMankind has had the
original rightful ownership over cyberspace and$iase chosen to surrender it, by whaght
can the non-physical domain of cyberspace evenffbetigely controlled by States? What

method of enforcement does one use in a world wikidhgital?

Any legal theory which proclaims that (parts ofpeyspace ought to fall within the
realm of State sovereignty, needs to provide cavgarguments that (parts of) this new space
should in fact fall within the realm of state sasignty and will have to do so pursuant to the

legal theory on State sovereignty.

130 Id
131 Id

132 Barlow, A Declaration of the Independence of Cgpace: “Where there are real conflicts, where tlaeee
wrongs, we will identify them and address them bymeans. [...] It is an act of nature and it grotssli through
our collective actions. [...] Our identities have bodies, sounlike you, we cannot obtain order by physical
coercion We believe that from ethics, enlightened seléfiest, and the commonweal, our governance will gener
Our identities may be distributed across many airyorisdictions. The only law that all our consént cultures
would generally recognize is the Golden Rule. Wpehave will be able to build our particular solutoon that
basis.”. (emphasis addedge alsdSection 2.2. Barlow uses cyberspace where | woséd'digital universe’.
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In this dissertation, | will argue that cybersp&edeed to some extent an inherently
free space, as argued by Barlow and others like @iomtrary to them however, | argue that
this freedom is not unlimited and | argue this posiprecisely because cyberspace concerns
those captured and cultivated parts of the digtalerse where Mankind has created order and
civilization out of the vast chaos and wilderne$s. use Barlow's phrasing; | posit that
cyberspace is naturaljependentipon State sovereignty — at least partisiyThereto, | will
argue that (certain) parts of cyberspace can, doadlhfall in the realm of State sovereignty.
In other words, | will argue that there is bothght of States to control parts of cyberspace and
a might to do so. More specifically, | will point &vo types of activities in cyberspace which
clearly do fall within the realm of State soverdgignnamely the protection against large-scale
theft of intellectual property and the protectiogamst durable disruption of critical
infrastructures. In Chapter 5, | will deal in depttth large-scale theft of intellectual property
and argue that this is as severe as territorialaaglizement. In Chapter 6, | will deal in depth
with durable disruption of critical infrastructurasd argue that this is as severe as a territorial
blockade. These are the questions of right. In @nap | will deal with the question of might

as | discuss how to establish effective controlrdlkie domain of cyberspace.

In this chapter specifically, | will build the thigothat will be used in Chapters 4-6 to
argue that the protection against large-scale tiefitellectual property and durable disruption
of critical infrastructures in cyberspace doedatt, fall within the realm of State sovereignty.
Thereto, | will argue that the applicability of thenciple of State sovereignty over any space
— whether it is land, air, water or cyber - is ctiedal upon two principles; 1. use of force can
be exercised there to inhibit the self-determimatb the individuals present there (this is the
part which concerns the questionright), and 2. States are able to exercise effectivéraon
over these spaces to prevent this use of force i@hhe part which concerns the question of
mighf. The theoretical basis for these two principlel ve laid in this current chapter. They
will be applied practically to the domain of cyhease in Chapters 4-6. In Chapter 4, | will deal
in depth with principle 2 and the criteria of etige control. In Chapters 5 and 6, | will deal

with principle 1 and the criteria of the use ofder

In order to set out the theoretical framework tfoe applicability of State sovereignty
over a certain space, | will take an historicalrapgh and build the theory from the ground up.

Thereto, Section 3.2 will first deal with the lasfnature It will explain that in the state of

133 See supranote 132.
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nature, each life form — which includes ufiamo sapiens acts in accordance with an inherent
drive to self-determination and will therefore aactself-preservation in any way deemed
necessary for the twin goals of survival and repotidn. Among the indispensable instruments
for the pursuit of these goals, | will argue, is tiise of force. Subsequently, Section 3.3 will
deal with the laws ofmen It will take the findings of 3.2 and extrapoldtem to their logical,
natural conclusion. It will explain why acting irl&interest logically and naturally points
towards the agreement among men to recognize ¢helright to self-determination so that
they may each enjoy better lives. In this sectiam]l also explain that this right logically and
naturally entails a prohibition on the use of foat@ed against the life, liberty and property of
other participants to the agreement. Following, tBection 3.4 will deal with the laws States

It will explain why the legitimacy of the State asiginated upon the protection of the life,
liberty and property of its citizens and their ealive expression as a people - both within the
State between individual citizens and beyond tlageStom external aggression. It will explain
that this legitimacy upon which State sovereigetsts, is conditional upon the degree to which
the State can exercise effective control over thegtion of these interests within given spaces
— such as territorial-, water-, air- and cybersp&a®ally, Section 3.5 will deal with the laws of
theinternational order In this section, | will move the discussion og firohibition on the use
of force to the international level and explainrquant to the domestic analogy, why the
protection of sovereign existence, political indegence and territorial integrity are the
collective forms of the protection of life, liberynd property in the state of nature which exists
not between individuals, but between States. Téusi@n will also explain why the legitimacy
of the international legal order is similarly cotolhal upon the effectiveness of the
international legal order to protect States fromubke of force against them, especially when it

is directed against their sovereign existencetipalindependence and territorial integrity.

In sum, this present chapter will deal with theoryof State sovereignty over spaces
in general and argue that it rests upon the effecontrol within certain spaces to protect the
lives, liberty and property of the individuals lag there, as well as their collective expressions
as sovereign existence, political independence tandgtorial integrity. In the following
chapters, this theory will be applied practice to the domain of cyberspace specifically.
Chapter 4, will deal with the effective control paf the equation and apply it to the domain of
cyberspace. Chapters 5 and 6, will elaborate anahd deal with the areas where States can
exercise use of force against the life, liberty praperty of people through cyberspace. Chapter

5 will argue that large-scale intellectual propdftgft constitutes a use of force which States
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need to (be able to) protect its citizens agai@stapter 6 will argue the same for durable

disruption of critical infrastructures.

3.2 On the Laws of Nature
In nature, every life form acts according to itsgeéved self-interest in order to survive and to

reproduce. Doing so is tfenditio sine qua nofor its continued existence and reproductive
success in an environment where there is compefitioscarce resources - such as food and
reproductive opportunities. Pursuant to the lathefjungle and evolutionary biology, the zebra
competes with other zebras for greener grazingupastthe lion hunts the zebra for food in
order to sustain himself and when this almightygkar the jungle comes home, he has to fight

off other lions for the possibility to mate.

In nature, there are many strategies for compstiegessfully. Some life forms get their
energy directly from the sun in the skye(photosynthesis) or from hydrothermal vents at the
bottom of the ocean.€. chemosynthesis). Other life forms get their endnggonsuming these
former life forms (.e. herbivores) and even other life forms consumeldiier categoryi(e.
carnivores). In this competition for scarce resesrtife forms can compete between and across
species and they can do so through conquest amaigtiicooperation. Although cooperation -
such as the zebra moving in herds to decreasentirees of being killed and the lion moving
in prides in order to increase the chances of aessful hunt - seems more social, noble and
less conflictuous than conquest, in fact, thistega of cooperation, when properly understood,
is, just like conquest, simply another strategyihych the ability of the individual to compete
successfully against others and against other grivu@ world of scarce resources, is increased

pursuant to self-interest.

Homo sapienss no exception to the laws of nature. Man act®#ting to his perceived
self-interest in order to survive and to reprodu2eing so is theonditio sine qua nofor his
continued existence and reproductive success @amanonment where there is competition for
scarce resources - such as food and reproductipertomities. Initially, man did not make
much use of the strategy of cooperation - kinshigh kindness were instead reserved for next

of kin and kind onlyt34 Instead, the preferred tactics and strategies ba&sed on conquest

134 See generall. Pinker, The Better Angels of Our Nature — Whgl&hce has Declined (2012) (hereinafter:
“The Better Angels of Our Nature”), Chapters 1-D12). Bedouin proverb: “I against my brother, | ang
brother against our cousin, I, my brother and @wsin against the neighbors, all of us againsfdreigner.”.

135 See generallpinker, The Better Angels of Our Nature, Chapliegs(2012).
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Whenever an individual or a band of people perakivmt it could best further its interests
through the use of force, by killing, raping andading from individuals within the group or
from another band of people, then inhibitions frdomg so were merely of a pragmatic, tactical

or strategic nature - anice versa®® Homo homini lupugst

In this competition within and between these imlials and bands of people, the
individual bears the ultimate responsibility forintaining the ability to the self-determination
of his own tactics and strategies. Because ofitggnal situation where (attempts at) conquest
by others was such a common occurrence, the uggaaf is an indispensable instrument for
the individual to do so. Given this fact and beeaasting in self-preservation when one’s
ability to the self-determination of his own tastiand strategies is threatened, is so closely
connected to (human) nature and instinct, it shaolthe as no surprise that throughout the
history of legal and political philosophy, varicausthorities have attempted to describe the right
to act in self-preservation through self-defensaire aggression in superlative degrees of
being supreme and, above all as being ‘natdif&llhis connection of one’s right to self-defense
to human nature is said to be caused by ones thbarnate’ or ‘inherent’ desire to protect
those interests which are vital to one’s self-prestgon 138 Darwinian evolution, that universal
law of biological nature, has selected for thoghviiduals with the burning desire to fight for
their survival when their lives are threatened selécted against those who didn’t, wouldn’t
or couldn’t. The result of this is thhbmo sapiens just like the rest of the animal kingdom -

naturally acts in self-preservation and will usecéowhenever necessary.

Because of this, in this original situation, thdiuddual may and will do so by any and
all meansj.e., he may use force in self-defence pre-emptivelgyentively, punitively or in

any manner deemed necessary for self-preserv&fiés in this original situation there are

136 Id

137 See especiallyf. Hobbes, Leviathan, Chapter XIV (1651): “The RIGKDF NATURE, which Writers
commonly callJus Naturale, is the Liberty each man hath, to hiseown power, as he will himselfe, for the
preservation of his own Naturthat is to say, of his own Life; and consequendfydoing any thing, which in his
own Judgement, and Reason, hee shall conceivettelmptest means thereunto.”. (emphasis added)

138 Id.

139 SeeHobbes) eviathan Chapter XIV: “The RIGHT OF NATURE, which Writecommonly call Jus Naturale,
is the Liberty each man hath, to use his own poaghe will himselfe, for the preservation of hignoNature;
that is to say, of his own Life; and consequergfydoing any thing, which in his own Judgement, Redson, hee
shall conceive to be the aptest means therelurfemmphasis added)see alsoJ. Locke, Two Treatises of
Government: In the Former, The False Principles] &oundation of Sir Robert Filmer, and His FollowgAre
Detected and Overthrown. The Latter Is an Essayc€onng The True Original, Extent, and End of Civil
GovernmentSecond Treatis€l689) (hereinafter: “Second Treatise of GovernthePhapter Il, sect. 8: “in the
state of nature, one man comes by a power ovehandiut yet no absolute or arbitrary power, toaiseiminal,
when he has got him in his hands, according te#ssionate heats, or boundless extravagancy afmiswill;
but only to retribute to him, so far as calm reason acwhscience dictate, what is proportionate to his
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none other than oneself to protect one’s inter@stse can be there to inhibit one’s protection
of these interests eith&? Whereas modern legal systems would prohibit mbhese types

of self-defence, few would call for similar prohibins in this original situatiok'! Instead,
beasts bear no burdens of boundaries in this atistata of nature and man is allowed, pursuant
to his natural rights to act in self-preservatitingo whatever is deemed necessétyndeed,

in this original situation where contact with otheras mostly to be feared, one oftersto act
pre-emptively, preventively and/or punitively, basa such actions are often necessary for the
effective deterrence of both the immediate and rg@tkefuture aggressioHf2 There is great

transgression, which is so much as may serve foaregion and restraintfor these two are the only reasons, why
one man may lawfully do harm to another, whicthat twe call punishment.”. (emphasis added), Chdpsarct.
12: “By the same reason may a man in the statatof@ punish the lesser breaches of that law.llliperhaps be
demanded, with death? | answeach transgression may be punished to that degrsk with so much severity,
as will suffice to make it an ill bargain to theferider, give him cause to repent, and terrify adfeom doing the
like.” (emphasis added) Locke continues in section L hberting a disclaimer that it is “besides [hisksent
purpose, to enter here into the particulars oflthve of nature or the measure of punishment”. Algitouhis
mentioning of proportionality seems to indicateomswhat measured or limited response, the justidicsfor
acting against transgression are reparation anchires The latter of these justifications, wouldhen properly
applied to a state of nature situation, entail asnee of force which would be hard to classify@®portional’
under modern definitions thereof, instead beinggmptively, preventively, punitively or in any marrdeemed
necessary. Given the lack of information about gneehavior, the default modus for behavior woulddassume

a policy of overwhelming aggression. Only reasdna pragmatic nature of self-interest would dictatieerwise
sometimes, not natural law.

140 SeeHobbes | eviathan Chapter XIlI: “To this warre of every man agaiesery man, this also is consequent;
that nothing can be Unjust. The notions of Right and Mjralustice and Injustice have there no place. Wher
there is no common Power, there is no Law: wheré&aws, no InjusticeForce, and Fraud, are in warre the two
Cardinall vertues. Justice, and Injustice are rajriee Faculties neither of the Body, nor Mindthéy were, they
might be in a man that were alone in the worldyeb as his Senses, and Passidigey are Qualities, that relate
to men in Society, not in Solitudé.is consequent also to the same condition, thate be no Propriety, no
Dominion, no Mine and Thine distinct; but onelytttmbe every mans that he can get; and for so,lasdhe can
keep it’. (emphasis added}ee alsd.ocke,Second Treatise of Governme@hapter Ilsect. 6: “But though this
be a state of liberty, yet it is not a state oétice: [...] The state of nature has a law of natoirgovern it, which
obliges every one: amgason, which is that law, teaches all mankind, wfilbbut consult it, that being all equal
and independent, no one ought to harm another snlifé, health, liberty, or possessiohgemphasis added).
Contrary to Hobbes, Locke’s legal theory is prettideand build on the notion that a universal lawatire exists

- which is reason - which governs even ‘lawlestiaions. Although it seems entirely possible fbmzen to
understand that other men may or will have the suita interests as he does, the categorizatiosuch a
realization as law seems like confounded wishfialkimg which reflects a poor understanding of ttagesof nature

— which is based on might, not right.
141 |d

142 Id

143 Seelocke, Second Treatise of Governme@hapter |1, sect. 11: “[...] the damnified persashhis power of
appropriating to himself the goods or service @ tfifender, by right of self-preservation, as everan has a
power to punish the crimé& prevent its being committed agaby the right he has of preserving all mankind,
and doing all reasonable things he can in ordérabend: and thus it is, thatery man, in the state of nature, has
a power to kill a murderer, both to deter othersfrdoing the like injury[...] by the unjust violence and slaughter
he hath committed upon one, declared war agaihstaaikind, and therefore may be destroyed as alientyger,
one of those wild savage beasts, with whom merhaae no society nor security: and upon this is gdeal that
great law of nature, Whoso sheddeth man's bloodandny shall his blood be shed.”. (emphasis addetiioabh
Locke’s argumentation is predicated and build ughennotion that a universal natural law is transgeel through
which the transgressors has placed himself ndbénsbciety of Mankind, but in the Kingdom of natuegen
without this argumentation Locke emphasizes thel ieeeffective deterrence of transgressions agéliresvital
interests of men.
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tactical and strategic benefit for the individualstriking first, in striking hard and in striking
often.

Philosophers have theorized what game-theoristse hawdeled and what
anthropologists, primatologists and archeologiateehdiscovered to be true in practice, namely
that the result of the incentive to strike firstyth and often which exists in the state of natsire i
abellum omnium contra omnes war of all against a4 In the original situation where each
man acts pre-emptively, preventively and punitivielgelf-preservation, waging war is in fact
the logical, natural option for all and it happeverywhere, all the tim&> War is a constant
factor of life46 Resultantly, as famously and brilliantly statedHiybbes, there is “continual
fear, and danger of violent death; and the lifen@n, solitary, poor, nasty, brutish, and

short.” 147

However, although this original situation of waradifagainst all is the natural state and
although it is the result of logical choices pursua self-interest on the micro-level by each
individual man, it is not the optimal utilitariaesult pursuant to the collective self-interest on

the macro-level for Mankiné® As will be explained in more detail in the nexttsen, through

144 Cf. Hobbes Leviathan Chapter XIlIl “From this equality of ability, asth equality of hope in the attaining of
our Ends. And therefore if any two men desire #maes thing, which neverthelesse they cannot botbyettiey
become enemieandin the way to their Endwhich is principally their owne conservationgdasometimes their
delectation only,)endeavour to destroy, or subdue one another] There Is Alwayes Warre Of Every One
Against Every One Hereby it is manifest, tHating the time men live without a common Poweeep them all
in awe, they are in that condition which is caldthrre: and such a warre, as is of every man, againstyever
man”. (emphasis addedgee also generallPinker, The Better Angels of Our Nature, Chaptei3 (2012).
Archaeologists and anthropologists have, respagtidiscovered and observed that peoples living gtate of
nature, both past and present, live in a situatiavhich war is far more prevalent than in envir@nts where the
State has monopolized violence. Despite modernaustbf killing, the chance of dying by another paf's hands
is much greater in the state of natsee e.g. generally. Goodall,Through a Window: My Thirty Years with the
Chimpanzees of Gomlf2010). Goodall is a famous primatologist who gdé&an troglodytegchimpanzee), our
evolutionary closest living relative. Goodall obget that chimpanzees regularly engage in genocidal

wars with other groups of chimps.
145 Id.

146 Id

147 SeeHobbes,Leviathan Chapter XIlIl: ‘Whatsoever therefore is consequent to a time of&Varhere every
man is Enemy to every mathe same is consequent to the time, wherein nverwithout other security, than
what their own strength, and their own inventiomlkfurnish them withall. [...] and which is worst @i,
continuall feare, and danger of violent deakind the life of man, solitary, poore, nasty, brotiand short’.
(emphasis added)

148 SeeHobbes ) eviathan Chapter XlII: “And from hence it comes to passet where an Invader hath no more
to feare, than another mans single powkone plant, sow, build, or possesse a converfgat, others may
probably be expected to come prepared with foroéed, to dispossesse, and deprive him, not ontlyeofruit of
his labour, but also of his life, or liberty\nd the Invader again is in the like danger oftaer.”. [...]In such
condition, there is no place for Industbecause the fruit thereof is uncertand consequently no Culture of the
Earth no Navigation, nor use of the commodities that rhayimported by Seano commodious Buildingno
Instruments of moving, and removing such thingseggiire much forceno Knowledge of the face of the Earth
no account of Timeno Arts no Lettersno Society [...].". (emphasis added)

50



cooperation, the interests of the whole can beesktw a greater extent than the sum of its parts

can be in the original situation of constant corstjue

Before we come to explaining the mechanisms unuhgylthis stated conclusion, it is
important to explore first whether it is in theargst ofall men to cooperate. After all, if there
are exceptions by which some men can pursue thiéimserest better through conquest in this
war of all against all, then cooperation is notheir self-interest and they will hence not wish
to cooperate with others. Fortunately, these exmeptdo not seem to exist in any way which
would warrant hesitance against taking coopera®the goal to pursue. Since the nature of
Mankind is such that all men are essentially ‘eguélody and mind', no man can successfully
conquer all consistenth#? Although one man may be significantly or even axeimingly
stronger than another or even than many - bothdalfies of mind and body - during a specific
time-frame and although this physical or mentalesiguity might create a want in a man to
claim and exercise a right of might when his contipetadvantage is such, there is always the
eventual necessity of sleep, the fading of oneisiglal and mental faculties with age and the
danger of groups ganging up on one when polititat@nces chang®® Conquest therefore

is a long-term successful strategy for no man.

Hence, since no man can consistently pursue Higngeftest best through conquest, in
order to increase one's chances of competing ssfodlgsacting in self-preservation naturally
and logically entails increasing cooperation withess along certain agreements on common
interests. The reason why cooperation can be thgenod interaction which has the most
positive cost/benefit outcome for the collectigehecause, as pointed out by Dawkins, in nature
there are many so-called non-zero sum gdaftiéshereas irzerosum games the gains of one
of the players necessarily must come at the expafntbe other player(s), and hence conquest

is the optimal tactical and strategical choicehiese games, inon-zeresum games, the gains

149 SeeHobbesLeviathan Chapter XlII: ‘Nature hath made men so equall, in the facultidsooly, and mind; as
that though there bee found one man sometimes estypistronger in body, or of quicker mind then theo; yet
when all is reckoned together, the difference betwman, and man, is not so considerabkthat one man can
thereupon claim to himselfe any benefit, to whiobtaer may not pretend, as well as he.”. (emplekied)see
Locke, Second Treatise of Governme@hapter I, sect. 4:A state also of equalitywherein all the power and
jurisdiction is reciprocal, no one having more tlzamother; there being nothing more evident, thah cheatures
of the same species and rapkpmiscuously born to all the same advantages @freaand the use of the same
faculties, should also be equal one amongst anatiteout subordination or subjection, unless thid Bnd master
of them all should, by any manifest declaratiohisfwill, set one above another, and confer on biyrgn evident
and clear appointment, an undoubted right to damiaind sovereignty.”. (emphasis added)

150 SeeHobbes Leviathan Chapter XlIl: “For as to the strength of bodlye weakest has strength enough to kill
the strongest, either by secret machination, orcbgfederacy with others, that are in the same dangth
himselfe’. (emphasis added)

151 SeeR. Dawkins, The Selfish Gene, at 202-240.
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of each of the players can come not necessarily ainthe expense of the other player(s), but
also at the expense of the ‘house’ (which is a pieiafor an optimal result), thus warranting
cooperation to ‘beat the housé2.In other words, in non-zero-sum games, as oppiuseeiro-
sum games, the players have the possibility to tiilaygame in such a way that they do not
compete against each other for a larger part os#tme pie, but rather, that they can instead
cooperate to compete together against the housa farger pie than had previously been
accessiblé>3 By sharing the spoils which come at the expensth®fhouse, the interests of
both players can hence be better served and reyltdney can compete better than those who
do not cooperat®* For example, two small groups of hunter/gathevemadering the same
forest can agree, implicitly or explicitly, to nonlger kill, rape and steal from the other group.
Although this agreement does not change anythiogtahe carrying capacity of the forest —
such as the amount of animals living or plants gngwhere -, it does greatly reduce the amount
of time and energy both groups have to spend ipgsegion of, waging of and recovering from
war against the other group. Men can hunt animélsowt the fear of coming home with their
kills stolen, women can gather fruits, nuts andetelles without the fear of being raped or
kidnapped and none have to spend the same amotinteoin the preparation for, waging of
and recovering from war against the other. All tieisovery from wasted hunts and loss of life,
health and productivity, as well as those costljbaeks of insurance policies through
preparations for fear of such setbacks, can benished, thereby negating the great expenses

in time and energy which were previously necesgargontinued secured survival.

Correspondingly, through cooperation, there caa lgeeat increase in the amounts of
time and energy both groups can spend on findiod fnd on reproducing. In other words,
through cooperation and non-conquest, both groapsserve their own respective interests
better than they could previously and they canetffoee now also compete more successfully
against other groups which do not have such arraages with their neighboring groups. The
resources of time and energy can be spend much pnodeictively through cooperation. The

pie grows.

In sum, the laws of nature are such thatno sapiens:like all other life forms -has a
natural instinct and right to use force to act eif-preservation and that he may do so

preventively, pre-emptively and punitively. Howeygiven the war of all against all that this

152 Id
153 Id
154 Id
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original situation naturally creates, this situatie not the optimal result for the pursuit of ane’
self-interest. Moreover, this is true for everyoAestrategy of conquest in this original situation
is the optimal result for no one. Rather, self-dateation logically points to attempting to
cooperate so that people can compete not agaicistotler for a larger share of the same pie,
but against the house for a share of a new, la@igem he condition for achieving this is however
that they can achieve an agreement on which conimerests they can cooperate on and an
approach on how to achieve these interests. Theseeiions will deal with these interests and
the ways to achieve them. Generally speaking Se@i8 will deal with which common
interests are naturally, logically arrived at arett®n 3.4 will deal with which tactics and
strategies are naturally and logically employedhils pursuit, namely the appointment of a

neutral arbiter of disputes in the shape of a State

3.3 On the Laws of Men
From this original situation, these common intesestn be rationally arrived at and distilled

into the acceptance of the single agreement amartigipants of the mutual recognition of one
another's right to self-determinatidre., the recognition of the right of each individualthe
agreement to pursue one's own self-interest aguprtti one’s own tactics and strategies
without being limited in this pursuit by other paipants to the agreement through the use of
force!®® Such an agreement frees one from the burden afidvéy spend much of his time and
energy in preparing for, conducting off and recowvgfrom war against aggression from the
other participants to the agreement using forcénaghim - as such is no longer necessasy
a-visthe other participants to the agreement (at leastso long as the agreement is kept or so
long as it is perceived that it will stay kept)o®ly but surely, these agreements not to use
force let participants compete successfully agaateer groups which did not have such

agreements.

Consequently and eventually, this agreement aneeagents like it would free up the
time, energy and security which would end up layimgbasis for modern civilization. Prior to
the laws of men, there could be “no place for Indyusecause the fruit thereof is uncertain;

and consequently no Culture of the Earth; no Nawganor use of the commaodities that may

155 SeeHobbes,Leviathan Chapter XIV: “By liberty is understood, accorditthe proper signification of the
word, the absence of external impediments; whigbeidiments may oft take away part of a man's poweiot
what he would, but cannot hinder him from usingpbaver left him according as his judgement andorahall
dictate to him.”.
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be imported by Sea; no commodious Building; nortmaents of moving, and removing such
things as require much force; no Knowledge of tieefof the Earth; no account of Time; no
Arts; no Letters; no Society™®® In other words, without the security provided hg taws of
men, no one would find it a risk worthy tactic tnasegy to invest the time, energy and resources
necessary to produce advanced products — suchuliar€of the Earth’ -, which could simply
be stolen or destroyed after productt®hSimilarly, as will be discussed in extensive detai
Chapter 5, without the laws of men, there wouldo®othe trade and specialization of profession
which is necessary to result in advanced servitkesre- such as research into the ‘Knowledge
of the face of the Earth%® Without the agreement on the mutual right to geliermination,

life would be poor indeed.

This agreement of the mutual recognition of onetlagrs right to self-determination,
i.e., the recognition of the right of each individualthe agreement to pursue one's own self-
interest according to one’s own tactics and strategithout being limited in this pursuit by
other participants to the agreement through the afséorce, entails the prohibition by
participants to the agreement of any actions whiohld force other participants to the
agreement to act in a manner not of their own iwiit>® It requires an ‘absence of external
impediments’. A variety of philosophers and authmage enumerated different interests which

would need to be respected to enable the righglfadstermination to be exercised

A comparison of these and other philosophers leatteegrosso modelassification of
life, liberty andpropertyas the vital interests which need to be protebtethe agreemeng?
This classification, | will demonstrate later inglsection, is no accident, but rather, as | will

argue, reflects law derived from (human) natureusThhe agreement of recognition of one

156 SeeHobbes) eviathan Chapter XIII.
157 |d

158 Id
159 Id

160 Cf. Locke,Second Treatise of Governme@hapter Il, Sect. 6:Every one, as he is bound to preserve himself
and not to quit his station wilfully, so by thedikeason, when his own preservation comes notritpettion,
ought he, as much as he can, to preserve thefmestrikind, and may not, unless it be to do justicen offender,
take away, oimpair the life, or what tends to the preservatuthe life, the liberty, health, limb, or good$
another.”, Chapter VII, sect. 87: " Man being boas, has been proved, with a title to perfect fregdand an
uncontrouled enjoyment of all the rights and pegis of the law of nature, equally with any othanyror number

of men in the worldhath by nature a power, not only to preserve higpprty, that is, his life, liberty and estate
against the injuries and attempts of other niert to judge of, and punish the breaches of thatih others, as he
is persuaded the offence deserves, even with deathy in crimes where the heinousness of the fadtis opinion,
requires it. (emphasis added); J. Rousseau, Omn#wality among Mankind (1754), part II: “[...] Fevhat
reason, in fact, did they take to themselves soperif it was not in order that they might be defed from
oppression, and hay@otection for their lives, liberties and propesjenhich are, so to speak, the constituent
elements of their being?”. (emphasis added)
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another's right to self-determination entails theeament of recognition that each individual
has a mutual and reciprocal vital interest to tfaqztion of his life, liberty and property and
that no force may be used by those entering irgatireement which threaten or attack these

interests by the other participants to the agreémen

For the purposes of this dissertation, these istemneeed to be defined. As announced
in the introduction to this chapter, | will argu&t (parts of) cyberspace must necessarily fall
within the realm of State sovereignty as they dtutsta minimum threshold for any society to
meet in order for it to be able to survive. Givhattmy justification for this claim will be built
on the interests | am about to define, | will toydefine these interests rather narrowly. An
overly expansive definition would provide shaky fidations for the theory | am building on
top of it. 1 will therefore try to err on the sidé caution. Others may have more expansive or
more restrictive definitions of these interestg, this is how | define them for the purposes of

this dissertation.

The interest to ‘life’ should be seen as one’'yexistence and one's physical integrity,
i.e., one’s life and limb, or one’s physical ‘persdft.This right is the constituting biological
prerequisite for one's self-preservation. Any useie against the whole or part of life or the
body, through murder, assault, torture or otherafstorce, is a direct attack on one’s self-
preservation and an inhibition of one’s right t-sketermination. The interest of an individual
to his ‘life’ should naturally be deemed to enjbwe tstatus of being the supreme and ultimate

interest among the three.

The interest to ‘liberty’ should be seen as oneferiest to pursue one's own self-interest
pursuant to one's own choosing, tactics and siest&g This right can be described as the
psychological prerequisite for life in the sensattime biological prerequisite to life is of little
value when one is imprisoné® Life, in essence, is about being free, aboutdetérmination.

Any agreement which guarantees life at too greaixpense to liberty will naturally be rejected

161 See supraote 160see alsd_ocke, Second Treatise of Governme@Ghapter XIX, sect. 233: “for it is natural
for us to defend life and limbsee alsdRousseau, On the Inequality among Mankind, pafMan's first feeling
was that of his own existence, amd first care that of selfpreservatidriemphasis added)

162 See supraote 160see alsdHobbes] eviathan Chapter XIV: “By LIBERTY, is understood, accordito the
proper signification of the word, the absence démall Impediments: which Impediments, may oftetakvay
part of a mans power to do what hee would; but eahimder him from using the power left him, acdoglas his
judgement, and reason shall dictate to him.”.

163]d. See alsdRousseau, On the Inequality among Mankind, pafdl what reason, in fact, did they take to
themselves superiors, if it was not in order thattmight be defended from oppression, and havegion for
their lives, liberties and properties, which arete speakthe constituent elements of their beéthg(emphasis
added)
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and have no participants. Hence, any use of fayaaat the freedom of an individual to freely
determine one’s tactics and strategies in the jtucfuone’s goals, through imprisonment,
slavery, forced labour or other threats of forseaidirect attack on self-determination. The
interest of an individual to his ‘liberty’ shoulceldeemed as an indispensable interest which

gives substance to the interest to life. Withdogiity, there can be no life worth living.

The interest to ‘property’ finally, describes onesiterial goods and possessions, the
fruits of one's labor, the means of one’s livelitid® Although it is tempting for the present
writer for alliteration purposes to choose the télinelihood’ as the third protected vital
interest, the term does not accurately reflectptugected interest. Livelihood refers to the
means through which one secures the basic neesdsitsustain oneself - such as the immediate
resources of air, water, food, and clothing andsiinbg also the less immediate resources of
safety and security, such as shelter. Any prodeggty acquired beyond these basic necessities
does not fall under the category of livelihood. dRrcts and services acquired for purposes of
belonging, esteem, self-actualization or simpletvedinuxury would hence not fall within the
term livelihood. Although it is clear that livelibd would be a suitable term to describe the
interests one would need to protect for immediatk semi-immediate physiological security,
the term does not encompass the full scale of prp@&ainst which use of force could be
exercised to inhibibne’s right to self-determinatioilthough a use or threat to use force
against one’s house or place of business wouldl @rgtronger inhibition on one’s right to self-
determination than would a use or threat to useefagainst one’s second house, nonetheless,
all would inhibit one’s right to self-determinatioAfter all, one can imagine that someone has
spent years of his life building such a house. Witece is used (or threatened) against this
property, it is, in essence, (a threat of) forcaimgf these years of one’s life. When the house
is destroyed, this person is retroactively no lorgae to freely pursue his own self-interest
according to his own tactics and strategies duhiagitime. Although the protection of property
can be placed lowest among the three interests)st be asserted that the protection of one’s
material goods constitutes a physical prerequigitene’s life and liberty when it comes to the
protection of basic property for physiological aadety and security needs. We are after all not
animals whose means of attaining food or havindteshare attached to our physical bodies in
the form of, respectively, claws or fur. Ratheesb means have been externalized and have

taken the form of property. (Chapter 6 will deatiwihis in-depth.) Additionally, any use of

164 See supranote 160see also infréSections 5.25.4. Chapter 5 in general and SecBdts4 in particular are
dedicated to describing property as a vital interes
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force — such as theft or otherwise barring accedseely determine what to do with one’s
property — against the property which doesn’t sendirect physiological need, but merely a
psychological want, can also force an individuaht¢bin a manner not of his own volition and

should therefore also fall within the agreemernth®mutual right of self-determination.

As we take a leap forward in time and look at dithbd States and other legal systems,
we find that beyond the protection of these intisre§ life, liberty and property in philosophy
and theory by the most authoritative political pedphers, as we have just discussed, we also
find these same interests protected as rightsairaled practice in the most authoritative legal

documents.

On the global level, the 1948 United Nations Deatian of Human Rights (hereinafter:
“UN Declaration of Human Rights”) — which is arglyalone of the most authoritative and
formative documents of our modern global civilipati- after having dealt with the articles on
equality*®® and non-discriminatiotf? starts in article 3 with the articles on the potiten of life
and liberty by declaring that “[e]Jveryone has tight tolife, liberty andsecurity of persafi. 6’
In other words, the UN Declaration of Human Rigiéslares that the first substantive human
right, is the protection of the right to life anlddrty, thus corresponding to what we have seen
are the natural and logical supreme and ultimdtrésts any rational person serving his self-
interest would want to protect. After dealing wisleveral additional articles on how to
substantively protect these rights to life andrippe- such as the protection from slavé,
torture 16 having one’s liberty taken away through arbitramest or through a lack of due legal
process,? restrictions of movemetit and from being forced into a marriage not of omeis
choosing’?-, it continues in article 17 with the protectiofhproperty by declaring that “(1)
Everyone has the right to ovgmopertyalone as well as in association with others. (@)oNe
shall be arbitrarily deprived of hgoperty”.1”3 (emphasis added) In other words, the primary
rights which this foundational document of the intdional legal order seeks to protect are the
rights to life, liberty and property, thus corresdimg to the most supreme and ultimate interests

any rational person serving his self-interest wowldnt to protect. Throughout the UN

165 Article 1 United Nations Declaration of Human Rigih
166 Article 2 United Nations Declaration of Human Rigjh
167 Article 3 United Nations Declaration of Human Rigjh
168 Article 4 United Nations Declaration of Human Rigjh
169 Article 5 United Nations Declaration of Human Righ
170 Article 6-11, 14-15 United Nations DeclarationHdiman Rights.
171 Article 13 United Nations Declaration of Human Rig
172 Article 16 United Nations Declaration of Human Rig
173 Article 17 United Nations Declaration of Human Rig)
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framework, codifications of these same rights cto de found. The 1966 International
Covenant on Civil and Political Rights (hereinaftdCCPR”), one of the most important
universal human rights documents, starts in articlgith the rights to physical integrity by
stating that the parties to the covenant agreefaptery human being has theherent right

to life. This right shall be protected by law. No one shallrbitrarily deprived of higfe.”.174
(emphasis added) In article 9 the covenant consimith the liberty and the security of person
by stating that “[e]veryone has thight to liberty and security of persanNo one shall be
subjected to arbitrary arrest or detention. No siredl be deprived of higerty except on such

grounds and in accordance with such proceduresasséablished by law!"> (emphasis added)

On the European level, codifications of these saghgs and the protection against their
encroachments can also be found throughout. Th@ EQEbpean Convention on Human Rights
follows a similar structure to that of the UN Dedtion of Human Rights and comes to the
same points even quicker and even more decidediiclé\2, which deals with the right to life,
states in paragraph 1 that “[e]veryone’s rigHtfeoshall be protected by law.” (emphasis added)
with exceptions extensively defined as severelfrimed to necessary uses of force in defence
of the self or in defence of the public ordé&Article 5 continues with an extensive definition
of the right to liberty, starting with “[e]veryorfeas the right tdiberty andsecurity of persafi

(emphasis added) and containing extensive jucalion for exceptions to this right’ Besides

174 Article 6 ICCPR.

175 Article 9 ICCPR.

176 Article 2(2) ECHR: “Deprivation ofife shall not be regarded as inflicted in contravemtibthis Article when
it results from theuse of forcewhich is no more than absolutely necessaryinaefence of any person from
unlawful violence(b) in order to effect a lawful arregir to prevent the escape of a person lawfully detgi(ed
in action lawfully taken for the purpose of quedlia riot or insurrectiort’. (emphasis added)

177 Article 5 ECHR: “1.Everyone has the right to liberty and security efspn No one shall be deprived of his
liberty save in the following cases and in accordance ajphocedure prescribed by law: (a) the lawful diébe
of a person after conviction by a competent cqbitthe lawful arrest or detention of a personrfoncompliance
with the lawful order of a court or in order to see the fulfilment of any obligation prescribed layv; (c) the
lawful arrest or detention of a person effectedlierpurpose of bringing him before the competegéal authority
on reasonable suspicion of having committed amofeor when it is reasonably considered necessgrevent
his committing an offence or fleeing after havingnd so; (d) the detention of a minor by lawful oréte the
purpose of educational supervision or his lawfukdéon for the purpose of bringing him before dwmnpetent
legal authority; (e) the lawful detention of persdor the prevention of the spreading of infectidiseases, of
persons of unsound mind, alcoholics or drug addictgagrants; (f) the lawful arrest or detentioragberson to
prevent his effecting an unauthorised entry ineodbuntry or of a person against whom action indgp&ken with
a view to deportation or extradition. 2. Everyongovis arrested shall be informed promptly, in aglezage which
he understands, of the reasons for his arrest imdyocharge against him. 3. Everyone arrestedetaiged in
accordance with the provisions of paragraph 1f{#)ie Article shall be brought promptly beforeualge or other
officer authorised by law to exercise judicial poveed shall be entitled to trial within a reasomatine or to
release pending trial. Release may be conditioryegllarantees to appear for trial. 4. Everyone vehaeiprived
of his liberty by arrest or detention shall be & to take proceedings by which the lawfulneshisfdetention
shall be decided speedily by a court and his releadered if the detention is not lawful. 5. Evergavho has
been the victim of arrest or detention in contraivemof the provisions of this Article shall have anforceable
right to compensation.” (emphasis added)
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articles on the protection of life and liberty iis first protocol, the Protocol to the Convention
for the Protection of Human Rights and Fundamdnataédoms, the convention starts out with
the protection of property, by stating that “[e}waratural or legal person is entitled to the
peaceful enjoyment of hisossessions1’8 (emphasis added) In other words, just as we have
seen on the global level with the UN framework tlos European level too, we see that human

rights documents reflect human nature in theirgoiton of the interests of life, liberty and

property.

Additionally, we can also discern a consistentgratin the protection of these rights
by extensive, additional prohibitions against esgBoegregious encroachments on these rights
— such as through torture and slavery. In the cédke prohibition on torture, these can be
found in the UN Declaration on Human Rights in@eti5}"®in article 7 of the ICCPRCand
in article 3 of the ECHR8! In the case of prohibitions on slavery, theselmfound in the UN
Declaration on Human Rights in articlé®,in article 8 of the ICCPR2 and in article 4 of the

ECHR 184 Furthermore, slavery and other types of forceduabare comprehensively and

178 Article 1 ECHR Protocol |: Every natural or legal person is entitled to theapeful enjoyment of his
possessions. No one shall be deprived of his peissssexcept in the public interest and subjethéoconditions
provided for by law and by the general principlesimternational law.The preceding provisions shall not,
however, in any way impair the right of a Stateetdorce such laws as it deems necessary to cahtralse of
property in accordance with the general interestoosecure the payment of taxes or other contobstior
penalties.”. (emphasis added)

179 Article 5 UN Declaration on Human Right&No one shall be subjected tmrture or to cruel, inhuman or
degrading treatment or punishménfemphasis added)

180 Article 7 ICCPR “No one shall be subjected torture or to cruel, inhuman or degrading treatment or
punishment In particular, no one shall be subjected withdig free consent to medical or scientific
experimentation.” (emphasis added)

181 Article 3 ECHR: “No one shall be subjecteddature or toinhuman or degrading treatment or punishnient
(emphasis added)

182 Article 4 UN Declaration on Human Rights: “No osteall be held islaveryor servitude slavery and the slave
trade shall be prohibited in all their formigemphasis added)

183 Article 8 ICCPR: “1.No one shall be held in slavery; slavery and tlaveitrade in all their forms shall be
prohibited.2. No one shall be held in servitud.(a)No one shall be required to perform forced or cotapry
labour; (b) Paragraph 3 (a) shall not be held to preclideountries where imprisonment with hard labmay
be imposed as a punishment for a crime, the pedoca of hard labour in pursuance of a sentenceicb s
punishment by a competent court; (c) For the pwepidshis paragraph the term "forced or compuldabpur"
shall not include: (i) Any work or service, noteefed to in subparagraph (b), normally required person who
is under detention in consequence of a lawful ooflercourt, or of a person during conditional aske from such
detention; (ii) Any service of a military charactand, in countries where conscientious objectiorc®gnized,
any national service required by law of consciamtiobjectors; (iii) Any service exacted in casegmirgency
or calamity threatening the life or well-being bketcommunity; (iv) Any work or service which formart of
normal civil obligations.” (emphasis added)

184 Article 4 ECHR: “1.No one shall be held in slavery or servitugeNo one shall be required to perform forced
or compulsory labour3. For the purpose of this Article the term “falaar compulsory labour” shall not include:
(a) any work required to be done in the ordinanyrse of detention imposed according to the promisiaf Article5
of this Convention or during conditional releasenfrsuch detention; (b) any service of a militargrefecter or, in
case of conscientious objectors in countries wilieeg are recognised, service exacted instead oputzory
military service; (c) any service exacted in caaroemergency or calamity threatening the lifevetlbeing of
the community; (d) any work or service which forpast of normal civic obligations.” (emphasis added)
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extensively defined as prohibited in the 1926 Coiee to Suppress the Slave Trade and
Slavery (subsequently supplemented with the 195@plBmentary Convention on the
Abolition of Slavery, the Slave Trade, and Instins and Practices Similar to Slavet$h.
Similarly, torture is comprehensively and extenkivdefined as prohibited in the 1984
Convention against Torture and Other Cruel, Inhun@n Degrading Treatment or
Punishment®® Again we see that the framework on human rightsgetion, both on the global

and regional level, is principally built around thetection of the interests of life, liberty and
property.

Although these rights to life, liberty and properéys well as their negative inverse of
torture and slavery, are defined differently irfeliént legal systems, | believe their pervasive
presence in political philosophy as well as in oegil and international legal systems across
time and space is not a historical coincidenceréthter, that it reflects a fundamental logic to
legal systems which is demonstrated by both phibgcand theory, as well as by law and
practice. This fundamental logic boils down to gwent | have already made earlier, namely
that on a fundamental level, what we call ‘lawaigollection of codified private agreements
which have been made pursuant to rational selféstén order to increase self-determination
through the prohibition on the use of force agdifestliberty and property. These rights to life,
liberty and property are not coincidental and scije rights within one legal systems or

another. Rather, they reflect fundamental univdesa$ of nature about the nexus between the

185 See generallfConvention to Suppress the Slave Trade and Slgberginafter: “Slavery Convention”); and
Supplementary Convention on the Abolition of Slay¢he Slave Trade, and Institutions and Pract8igslar to
Slavery (hereinafter: “Supplementary Conventiortf@Abolition of Slavery”see specificallrticle 1 Slavery
Convention: “For the purpose of the present Corivanthe following definitions are agreed upon: $lavery is
the status or condition of a person over whom anglloof the powers attaching to the right of owsleip are
exercised(2) The slave trade includes all acts involvedhia capture, acquisition or disposal of a persah wi
intent to reduce him to slavery; all acts involwedhe acquisition of a slave with a view to seilior exchanging
him; all acts of disposal by sale or exchange siage acquired with a view to being sold or excleah@nd, in
general, every act of trade or transport in sld esphasis added);

186 See generallfConvention against Torture and Other Cruel, InhumaDegrading Treatment or Punishment
(hereinafter: “Torture Convention'see specificallyArticle 1 Torture Convention: “For the purposestbis
Conventionthe term "torture” means any act by which severa pa suffering, whether physical or mental, is
intentionally inflicted on a person for such purpesas obtaining from him or a third person inforinator a
confession, punishing him for an act he or a thgedson has committed or is suspected of having d@eanor
intimidating or coercing him or a third person, far any reason based on discrimination of any kimden such
pain or suffering is inflicted by or at the instigan of or with the consent or acquiescence of hlipwfficial or
other person acting in an official capacity.does not include pain or suffering arising ofrlym, inherent in or
incidental to lawful sanctions.” (emphasis addegg alscArticle 5 UN Declaration of Human Rights: “No one
shall be subjected trture or to cruel, inhuman or degrading treatment or punisiti (emphasis added);
Article 3 ECHR: “No one shall be subjectedttoture or toinhuman or degrading treatment or punishméent
(emphasis added); Article 7 ICCPR: “No one shallsbbjected tdorture or to cruel, inhuman or degrading
treatment or punishmeniin particular, no one shall be subjected withusatfree consent to medical or scientific
experimentation.” (emphasis added)
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biological nature of us @asomo sapienand the social nature of our human civilizationea
that our social life is ultimately formed by ouplugical life, the social can only function when
the biological prerequisites of life, liberty antbperty are protected from force. As discussed
in Section 3.2, Darwinian evolution, that univerkad of biological nature, has selected for
those individuals with the burning desire to fifiit their survival when their lives, liberty and
property are threatened. In other words, the reasofind these same rights throughout theory
and practice is because they are natural. Theyharéaws of our societies not despite but

because they are derived from nature.

Many societies have tried acting against these @wsature and they have failed the
test of time. They were simply unnatural. When ety allows for the widespread exercise of
force against life, liberty and property, then thigiety will, in a best case scenario, be slowly
outcompeted by a society which does protect thasedsts, because in this latter society, the
non-zero-sum game nature of this society constangigtes new value. In a worst case scenario,
such a society which allows for the widespread @gerof force against life, liberty and
property, will become a completely zero-sum ganmesp, wherein every bit of value needs
to be extracted from someone else and thus, asetygat turns into a death spiral of extraction.

Laws cannot be arbitrary. Ultimately, they needeitect our human nature.

In sum, this section has built on the findings ettn 3.2 on the laws of nature and
has taken them to their logical conclusions; tlvesl@f men. The laws of men are such that
agreement is found on the mutual right to selfdeileation among participants to the
agreement and this includes the prohibition ofube of force against life, liberty and property.
Moreover, it has been argued that the reason wésetinterests and rights to life, liberty and
property are found both in theory and practicepatitical philosophy and in law, is because
they are not coincidental, but rather, because ttbigct laws derived from nature. In the next
section, | will move from the laws of individual méo the laws of their collective expression

as peoples.

3.4 On the Laws of States
At some point, these groups would naturally bectmoelarge to maintain peace and security

without a central force which would protect thehtigo self-determination for the participants
to the agreement through the prohibition of thefu®rce. Although these groups might have
previously been able to self-correct transgressarthe agreement, as the groups of people
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became larger and social interactions became nmorgyanous, there came a natural and logical
need for a central force to enforce the agreeme8tateTheraison d'étreof the State is hence

to preserve théranquilitas ordinis i.e., the State is the securer of the vital intere$tthe
individual and of peace and security in a sociktyorder to do this, the State must assume a
monopoly on the use of force with which it can astan arbiter against transgressions on the
prohibition on the use of force. A Leviathan ismoFhe Leviathan §h217”) of Hobbes receives

its name from the mythical monster mentioned thhmug the TanakR®’ It is fear in its

absolute formand Hobbes imagines the monopolizatidarce by the State in its imad®.

Individuals living in the State therefore havettopugh the (implicit) acceptance of the
so-called social contract, accept the Leviatharésopoly on the use of force. In the Mishnah,
one of the first written commentaries on the Omah, one of the oldest justifications is given
for this great force which needs to be embodiedhieyState. In the Ethics of Our Fathers, it
says: ‘Pray for the welfare of the government, for weraat for the fear of it, men would
swallow one another alive®® Hobbes clearly echoes this sentiment when hessitaghapter
XIll, Of The Natural Condition of Mankind, Out ofiG! States that: “There Is Alwayes Warre
Of Every One Against Every One Hereby it is manjfggat during the time men live without
a common Power to keep them all in awe, they atieahcondition which is called Warre; and

such a warre, as is of every man, against every.’ mé@h(emphasis added)

In order to take people out of this state of natpemple need to be kept ‘in awe’ by the
awesome power of a Stadf8.Through the social contract they accept the molyopo the use

of force by the State to enforce the rules — ngtdbé rules to protect the right to self-

187 Book of Job 3:8, 40:15-41:26; Book of Amos 9:3pBaf Psalms 74:13-23, 104:26; Book of Isaiah 27:1.
188 See e.gBook of Jobs 41, at 12-34: “l will not fail to sgeaf Leviathan’s limbs, its strength and its gratef
form. Who can strip off its outer coat? Who caneieate its double coat of armor[b]? Who dares dperdoors
of its mouth, ringed about with fearsome teeth’bétsk has[c] rows of shields tightly sealed togethach is so
close to the next that no air can pass betweery ateejoined fast to one another; they cling togetind cannot
be parted. Its snorting throws out flashes of lighteyes are like the rays of dawn. Flames strigam its mouth;
sparks of fire shoot out. Smoke pours from its rilssas from a boiling pot over burning reeds.dtsath sets
coals ablaze, and flames dart from its mouth. $treresides in its neck; dismay goes before it. fiids of its
flesh are tightly joined; they are firm and immolebts chest is hard as rock, hard as a loweistoifle. When it
rises up, the mighty are terrified; they retredbleits thrashing. The sword that reaches it lwasffect, nor does
the spear or the dart or the javelin. Iron it tedide straw and bronze like rotten wood. Arrowsndd make it flee;
slingstones are like chaff to it. A club seemsttbut a piece of straw; it laughs at the rattliighe lance. Its
undersides are jagged potsherds, leaving a trélérmud like a threshing sledge. It makes theldephhurn like
a boiling caldron and stirs up the sea like a patimtment. It leaves a glistening wake behinaitg would think
the deep had white hair. Nothing on earth is itsa¢g a creature without fear. It looks down onthlt are
haughty; it is king over all that are proud.”

189 See, e.gEthics of Our Fathers: Avot 3:2 Rabbi Chanina,ufgo the high priest Kohanint): “Pray for the
welfare of the government, for were it not for fear of it, men would swallow one another alive.”.

190 SeeHobbes/ eviathan Chapter XIII.

191 SeeHobbes L eviathan Chapter XIIl.
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determination through the protection of the rigiatdife, liberty and property. There are two
main parts to this social contract with regardpdace and security. First, the individual has to
accept that the State’s use of force is legitimasea-vis himself (vertical legitimacy}>?
Second, the individual has to accept that he ibbnger authorized to unilaterally protect his
vital interests of life, liberty and propentjs-a-visother individuals (horizontal legitimacy}?
The surrender of the individual’s natural rightatct unilaterally in the protection of his vital
interests is the quintessential precondition falividuals to transcend the state of nature in

which they lived prior to the State and its monagadion of the use of force.

However, the State never takes away the righttinaself-preservation completel$t
Instead, nearly every domestic legal order, mindfuthe fact that the State cannot always be
capable of protecting (or may not always be willitmyprotect) the vital interests of the
individual, allows the individual to use force tatan some sort of self-preservatiétt.
Monopoly, in this sense, is a fiction used to fitatié academic discussions, but it should not be
taken as a factual absolute. The State never coehplaonopolizes the use of (just) force and
always leaves part of the natural right of peopladt in self-preservation in the hands of the
individuals themselve¥8 It is this remainder of one’s natural right to atself-preservation
which is referred to in domestic law systems a#f-tefence’!®’ This right to act in self-
defence can be found as legal rights in virtuahgWegal to one degree or anothét.It has

been acknowledged in so many domestic legal ottatst rightly qualifies as natural law?

This law of the right to self-defence is howevesditer than the mere declaration of a
legal right to self-defence. Rather, nearly evemyndstic legal order, mindful of the fact that

unilateralism ought to be restricted to a suffitidagree in order to be able to transcend the

192 5eeHobbes ) eviathan Chapter XllI;see alsd_ocke,Second Treatise of Governme@hapter VIII, sect. 97:
“And thus every man, by consenting with others mkemone body politic under one government, putssim
under an obligation, to every one of that sogigtyubmit to the determination of the majorityd&o be concluded
by it[...].”, Chapter IX, sect. 128: “For in the staterafture, to omit the liberty he has of innocentglak, a man
has two powers. The first is to do whatsoever mkghfit for the preservation of himself [...] Theherr power a
man has in the state of nature, is the power téspuhe crimes committed against that I&eth these he gives
up, when he joins in a private, if | may so call ar particular politic society, and incorporatestd any
commonwealth, separate from the rest of manki@hapter X, sect. 129-130: “The first powerz vof doing
whatsoever he thought for the preservation of hifnaed the rest of mankind, he gives up to be latgd by laws
made by the society [...] Secondifhe power of punishing he wholly gives[up]”. (emphasis added)

193 Id.

194 SeeP. Haggenmachegelf-Defence as a General Principle of Law andRigdation to War, irA. Eyffinger, A.

Stephens & S. Muller (Ed.), Self-Defence as a Forefgtal Principle, p. 14-18 (2008).
195 Id.

196|d'
197|d_
198|d_
199|d'
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state of nature, connects this right to certairciigeconditions and restrictions which can be
also be found universalff° Most legal orders connect the right to self-deéetacsome degree

to the normative restraints of necessity, propogiity and immediacy®*

As such, most domestic law systems exclude theé toghct in pre-emptive or preventive
self-defence because it is deemed unnecessarnishpmere intentions and ideas which have
not yet resulted in (substantive) actigfi$Broadly speaking, the temporal aspect of self-
defence can be divided into four categorie=active self-defencéself-defence in direct
response to an attack against life, liberty or prop and which has already strucky,
interceptive self-defencéself-defence in anticipation of an attack agailfgt, liberty or
property which is already underway, but which hasyet struckf%* pre-emptive self-defence
(self-defence in anticipation of an attack agalifet liberty and property which is not yet
underway, but which is expected to be launched memtly due to active preparatioff8)and
preventive self-defencgself-defence in anticipation of an attack agailifst, liberty and
property which has not yet been launched and isy@btmminent, but for which there exist
general preparation3)® Generally speaking, most domestic law systemsilpitgbreventive-
and most types of pre-emptive self-defence and atibwv for reactive- and some types of
interceptive self-defenc®’ Given that a strong State can punish those whakgengagen
use of force to a sufficient degree in order esghbhn effective deterrence, both through a
special and a general prevention of (potentialyeggprs, individuals no longer need to take
such precautions. Dealing with non-immediate tlsr&@drefore ought to become the task of the
State, whereas previously it would certainly beleany individual to strangle any potential
future aggression at birth. Indeed, throughout nafdiuman history, the killing of babies and
boys who might otherwise grow up to become hostiéa has often been the more pragmatic

course of action.

200 Id
201 Id
202 Id

2035ee e.gT. Ruys, 'Armed Attack' and Article 51 of the UNia@ter Evolutions in Customary Law and Practice,
p. 253-254 (2010). Although these categories cammays be strictly separated and although matyoss use
different terms and different lines of separatidmew discussing self-defence, these categories

provide a terminology which will help to comprehethé concept of the temporal aspectaiionae temporiof
self-defence.

2045eeRuys, 'Armed Attack' and Article 51 of the UN ClearEvolutions in Customary Law and Practice, 8-25

254,
205 |4.

2081d..
207 seeHaggenmacheBelf-Defence as a General Principle of Law andRigdation to Warp. 14-18.

64



In addition to excluding the right to act in sedffdnce preventively and pre-emptively,
most domestic law systems exclude the right tganitively as well, due to such action being
considered disproportionate to the threat f&é&@when the State has monopolized the use of
force, this is certainly so. Prior to this monopation however, harsh punitive self-defence
would not necessarily be considered disproport®tathe aggression that is being punished,
as it could be considered necessary to establishtiee deterrence. After all, if an aggressor
is only punished for the damage he has caused Wwhes caught by the victim, but can get
away unpunished for the times he cannot be caugtitebvictim, then no effective deterrence
for future aggression can be established. The ®iiatds a lot more power to catch aggressors
and can therefore change the cost/benefit analysipotential aggressor with less punishment.
Punitive self-defence in this sense is a punishmenjust for the damage when he is caught,
but especially also for all the times when he is WWhen the State does become the one tasked
with the establishment of effective deterrence rgjahe use of force, the individual no longer
has the need to engage in such harsh punitiveleédfice, because the enforcement improves.
For the same reason as punitive self-defence ialloated in most domestic law systems, most
law systems also exclude the right to act aftetthiheat has already passed. By then the action
would be of a retaliatory nature and constituterge rather than immediate self-defence. Prior
to the monopolization of the use of force by thet&tvengeance would be deemed necessary
in order to establish effective deterrence. If yeuiot the biggest and baddest on the block,

then you’re only inviting future aggressiddemo me impune lacessit

These normative restraints on the right to seleédeé are so inextricably linked to the
general notion of self-defence in domestic law ey that they are to be considered an

addendum to the right to self-defence as a nalamat®®

However, it must be noted that notions of necespityportionality and immediacy are
also closely connected to how well the State perfoin its principal task of protecting the
individual’s most vital interests — namely lifebdirty and propert$:° After all, a prohibition
on the use of force is only possible if this foiseffectivelymonopolized in the hands of State

organs. Otherwise, effective deterrence from the offorce is not established and the

208 Id
209 Id

210 A Eyffinger, Self-Defence or the Meanderings of a Protean PpileginA. Eyffinger, A. Stephers & S. Muller
(Ed.), Self-Defence as a Fundamental Principld1p.(2008).
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legitimacy of the State and its force comes integgion. The State thus needs to maintain

effective control over its sovereign spaéés.

Moreover and conversely, if the State were to glevio real effective protection of the
individual’s vital interests and fails to create thecessary effective deterrence, then it cannot
simply be expected of the individual that he acegpave threats to his life, liberty or property.
The social contract is no suicide p&&The legitimacy of the State as the guarantor ef th
tranquilitas ordinisis not a black-or-white notion. Rather, many sisaoegrey exist and the
normative restraints on self-defence as discusbedearespond accordingly. In legal orders
where effective deterrence and the monopolizatioth® use of force by the State is strong,
there are stronger restraints on the right to delénce. In legal orders where effective
deterrence and the monopolization of the use afefdny the State is weak, there are weaker
restraints on the right to self-defence. In legedess where effective deterrence and the
monopolization of the use of force by the Statedmewhere between strong and weak, the
restraints on the right to self-defence are somesvhetween strong and weak. In this sense,
the monopolization of the use of force by the State the normative restraints on the right to

self-defence by the individual are communicatingseds.

This principle of the monopolization of the usefafce by the State and the normative
restraints on the use of force by the individualfasnously demonstrated by the Texas
‘trespassers will be shot on sigh’- scenario. Gitleat, as the expression goes; ‘Everything’'s
bigger in Texas’, this too is the case for estdtethe classic Texas scenario, the land owners
live remotely from the major cities on large privastates where the arm of the law cannot
always reach to provide effective deterrence tdgatothe individual's vital interests of life,
liberty and property. Rather, it is the land owhenself who ultimately remains responsible
for the protection of his vital interests. Therefofsometimes) he can be the sole sovereign on
his land when the official sovereign cannot providiective deterrence from aggression. He
can ‘take the law in his own hands’, because timtilState sovereign arrives, the individual is
the sovereign. Especially in the olden days whenethvere no phones, let alone cyberspace,
for all intents and purposes, the individual nee@xpect the State to provide any protection

whatsoever, despite formally being under its sdagetg. Moreover, what is important to note

2111t is this effective control over the sovereigmsp of cyberspace which is the topic of Chaptess 4-

212 5eeHobbes| eviathan Chapter XIV: ‘a man is forbidden to do, that, which is destruet¥ his life or taketh
away the means of preserving the same; and to onait, by which he thinketh it may be best presgérve
(emphasis added)
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in this situation, is that the State generallipws for this type of actiod® The State in these

weaker legal orders is aware that it has greatatdtions to its monopolization of the use of
force than do most legal orders and the normagistaints on the right to self-defence therefore
become more lenient corresponding to the degregisflimitation?'* Therefore, particular

types of self-preservation which are often forbimde strong legal orders, can become
legitimate in weaker legal orders, because of tmarmunicating vessels of the prohibition on
the use of force and the right to act in self-deé#® Trespassers will hence be shot on sight.
Effective deterrence to threats against life, fp@nd property is to be created by either the

State or by the individual. If it is not by the omieen it is by the other.

This general notion, which can be defined as tmelitimnality of the surrender of parts
of the individual’s natural right to act unilatdyain self-preservation, upon the willingness and
ability of the central authority to provide effaai protection of the individual’s most vital
interests to life, liberty and property, is the @et addendum to the right to self-defence as a

natural law?16

In sum, the right to act in self-defence has bemejpted as deriving from the natural
law to act in self-preservation. In order to traerst the state of nature, the State assumes a
monopoly on the use of force pursuant to the s@oatract. This includes both the acceptance
by the individual of horizontal- and vertical legiecy of the State’s use of force. It is hence
the State which takes over the task of creatingcéife deterrence from and for the individual.
Therefore, the right to use force in self-preseomis principally taken over by the State.
However, due to the fact that the State cannotysdwaovide effective deterrence against
aggression against life, liberty and property, $itete never takes away the right to use force to
act in self-preservation completely. Rather, iipstithe right to self-preservation down to the
right to self-defence, which includes the normatestraints of necessity, proportionality and
immediacy and prohibits preventive, pre-emptive aoditive self-defence. However, these
normative restraints remain conditional upon thedntor the individual to protect one’s vital
interests of life, liberty and property and to actself-preservation when this is necessary.
Generally speaking, the State takes away this s#ge®Vhen it fails to do so, the individual

can reclaim the right to protect his vital integest life, liberty and property. In Chapters 5 and

213 seekyffinger, Self-Defence or the Meanderings of a Protean Ppilecip. 115.
214 Id.

215 Id.
2186 seeHaggenmacheBelf-Defence as a General Principle of Law andRigdation to Warp. 14-18.
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6 these rights to life, liberty and property and tirinciples discussed in this section will be
connected to the domain of cyberspace. The netibgewill first take these findings on the
monopolization of the use of force by the State thiedremaining right to self-defence with its
addenda of conditional normative restraints by itidividual to the level of international

relations.

3.5 On the Laws of the International Order
The previous sections have described the indivisuajht to self-defence as deriving from

human nature’s innate drive to act in its self-preation and they have described how the State
becomes tasked with (parts of) this protectionuglothe social contract. Further, the right to
self-defence has been described as a natural lawhich two addenda exist. It has been
explained that theaison d'étreof the State is the protection of the vital ingtseof the
individual — namely life, liberty and property - @ldo the assumption by the State of the
monopoly on the use of force as derived from theedof humans to act in self-preservation
for the protection of these same interests. Heh¢eposited that through the monopolization
of the use of force and the creation of the Statg, an innate moral and legal duty is created
for the State to protect the individual’s vitalenésts. This implies that the State does not merely
protect the individual's vital interests of lifapérty and property against other individuals
living in that State, but that the State itself naaygl also must act in self-defence against external
aggressors,e., against other States or against non-State aggseasd that it must do so in the

protection of its citizens and itself.

In order to explain the legitimacy of this right $elf-defence for the State itself, the
domestic analogy for international relations is coonly used. There are many different
definitions and interpretations for the term ‘dotiesnalogy’, but for the purposes of this
dissertation, | will put it here in its simplestagnmatical interpretation; the domestic analogy
for international relations is the idea that Staidate to each other in international society in a

manner analogous to the way that individuals dim stomestic society.

There are several justifications for the validifyusing the domestic analogy to describe
international relations and moral judgments abbotérstate behavior. As the previous section
has set out, theison d'étreof a State is the protection of the vital intesasftthe individual of
life, liberty and property. In this sense, the &&tight to self-defence is inherent, because it i

part of the social contract which is created betwtbe individual and the State. It is inherently
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inherited. This view, which reasons from a respaifigi of the State, has some basis in history.
Historically speaking, the primary task of the 8thas been to protect ttranquilitas ordinis

for the individual, not merely between individuaisthe State, but also and especially beyond
the State, from external aggression. The legitimatyny regime has depended on this,
regardless of time and place. Even in the absefribe explicit consent of the governed through
democratic elections, governments have recognizatthe implicit consent of the governed
depends on the protection of peace and securiithinathe State through the creation of law
and order and especially also beyond the Stateghrself-defence against external aggression.
It is the primary task of any State. Failure to stowill inevitably result in a decrease in
legitimacy and an eventual revolt or overthrow. ietleough historically speaking, the rights
to life, liberty and property were by no means iedqrted as they are today (they could perhaps
best be described as mafia-esque protection raekets=by the only protection provided was
against an even more exploitative ruler) and etendh there is much leeway before a State
which is unable or unwilling to protect these vitialerests faces revolt or overthrow (most
States have treated their citizens as little mbaa tax cattle to be milked dry, but not to be
slaughtered), ultimately speaking, the legitimaegt aontinued survival of any regime depends
on a basic protection of life, liberty and propeiffiis State’s inheritance of individual interests,
leads us to the second justification for the validdf using the domestic analogy for
international relations. Given that, as we discdsseSection 3.2, the right to self-defense and
the protection of life, liberty and propertyirsstinctu naturaen humans, it is therefore also
inborn in the State as States, according to tipta@ation, can be best understood to be ‘human
families’. This notion of (nation) States as beingman families is heavily reflected in
international lawtl” Walzer on the other hand, takes a somewhat diffeiiew to come to the
same conclusion. In his view, the right to selfethefe of the State does not merely derive from
the protection of the individual or the collectiohindividuals, but also from the State’s moral
duty to protect the community which is createdpfed and maintained by these individiafs.

It is a claim to (property) rights to a common lgeinfrastructures, of common organization

217 See, e.gpreamble ICCPR: “Considering that, in accordandd tie principles proclaimed in the Charter of
the United Nations, recognition of the inherentnilig and of the equal and inalienable rightattfmembers of
the human familyis the foundation of freedom, justice and peacéh&world”. (emphasis added); preamble
ICESCR: “Considering that, in accordance with thiegples proclaimed in the Charter of the Unitedtinns,
recognition of the inherent dignity and of the dquad inalienable rights adll members of the human famiy
the foundation of freedom, justice and peace intbed”. (emphasis added)

218 M, Walzer, Just and Unjust Wars, p. 53-54 (2006e moral standing of any particular state depeuatn
the reality of the common life it protects and thaent to which the sacrifices required by thattgetion are
willingly accepted and thought worthwhile. If noramon life exists, or if the state doesn’t defenel tommon
life that does exist, its own defense may have woainustification. But most states do stand guavdr the
community of their citizens, at least to some degtieat is why we assume the justice of their dgfenwars.”.
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and of common communif}? Consequently, Walzer does not merely look at thenent of
the creation of the State and the subsequent imtestiee for its self-preservation, but also at
the State’s development and its social institutipreceding and following the moment of the
State’s creation. (Chapters 5 and 6 deal with tleation of such common properties and
infrastructures.) This view seems to bridge a gatvben the previous three justifications for
the domestic analogy and the fourth justificatwhjch can be regarded as the moral opposite
to the previous justifications. Whereas the presitiuee justifications for the right of self-
defense for the State can be regarded as bottoapjuaches of legitimacy, this fourth view
is called ‘statism’ and it is the theory that Ssaddtain a right to self-defence top-down and
generisthrough their sovereign existen®8 Similar to the way in which individuals need to
protect their vital interests for their self-pressdion, so do States. The difference between
statism and these other views is that statism igel@nt on the legitimacy provided by the
people living in that State. This fourth justifizat, which according to Téson is “conceptually
and morally wrong in this traditional form and textreme even in its more benign versions”,
is on the decline and arguably rightly@&However, it is important for the domestic analogy
to regard the State both as the representative bbdlye interests of its people and as an
independent entity with its own innate desire ff-preservation which may sometimes be in
conflict with the interests of individual peoplehd clearest example of this conflict is when
the State has to sacrifice the lives of some osdtsliers to protect the lives of most of its
civilians from aggression from within or from withio Self-defence is hence thight and the

mustof any State.

Regardless of the justification, these philosoprgtare common ground in their
theories in that they agree that States attainr timierent right to self-defence in the
international legal order analogous to the way ithditviduals attain their right to self-defence
in domestic legal orders. And it is the correctwidhe right to self-defence of the State should
be closely connected to the protection of the Stat#al interests as these interests too are
natural. We have seen in Section 3.3 that the witafests of the individual are life, liberty and
property. Analogously, the vital interests whicke tBtate needs to defend ought to connect to

the State’s existence, freedom and property. heisce unsurprising that the vital interests

219 See generally infra Chapters 5 and6, which deal with the creation wthscommon properties and
infrastructures.

220 5eeF. TesonA Philosophy of International La{d998), p. 40-41.

221 SeeTeson,A Philosophy of International Lawp. 39. The interests of the people should beytzé to pursue
and the State the instrument to do so, not ther etag around.
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which the State needs to defend pursuant to inierma law and philosophy are its sovereign
existence, political independence and territonigdgrity, being, analogously and respectively,

the collective expressions of life, liberty and peaty for the Staté??

Sovereign existende this sense refers to the concrete existensamival of the State,
whereas political independence and territorial gritg comprise this concrete existence”.
Political independenceefers to the freedom of decision-making or s@kction customarily
demanded by state officialsTerritorial integrity refers to “the geographical extension of a

state’s defined territory”.

Beyond protection of these interests in philosoahg theory by the most authoritative
political philosophers, we also find these samerggts protected as rights in law and practice
in the most authoritative legal documents. The 1@4farter of the United Nations, the
foundational document of the most recent attempgtréate an international legal order, states
in article 1(1) that its primary purpose is “To migiin international peace and securf$?In
other words, the first-mentioned purpose of theChvrter is to protect thteanquilitas ordinis
in the international relations between States,agmls to how the primary purpose of domestic
legal orders is to protect theanquilitas ordinisin domestic relations between individual

persons.

It should be noted here that ttranquilitas in international relations has historically
been anything bubrdinis and that it has been more akin to the state afireain which
individual people lived prior to the creation oétBtate’?* Unsurprisingly, the concepts of State

sovereignty and Balance of Power have historicattsibuted States a right to use force as a

222 geeWallzer,Just and Unjust Warsat 54-55: The protection extends not only to the lives abdrties of
individuals but also to their shared life and lihgrthe independent community they have made, forchvhi
individuals are sometimes sacrificed. [...] And givergenuine “contract”[,][sic] it makes sense to shgt
territorial integrity and political sovereignty cave defended in exactly the same way as individaaind liberty

It might also be said that a people can defenddtsitry in the same way as men and women can defieid
homes, for the country is collectively as the homesprivately ownedrlhe right to territory might be derived,
that is, from the individual right to propertgemphasis added)

2231945 Charter of the United Nations (hereinaftéadN“Charter”), 1 UNTS XVI (1945), Article 1(1): “To
maintain international peace and secuyiéind to that end: to take effective collective mugas for the prevention
and removal of threats to the peace, and for thpregsion of acts of aggression or other breachtee peace,
and to bring about by peaceful means, and in camfgrwith the principles of justice and internatadriaw,
adjustment or settlement of international dispuiessituations which might lead to a breach of teaqe.”
(emphasis added).

224 See, e.g.Locke, Second Treatise of Governme@hapter Il, sect. 14: “[...]ll princes and rulers of
independent governments all through the world,iare state of nature (emphasis added)
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means of furthering interests and as a means odssithg grievances, analogous to such rights

for individuals in their respective state of nature

This has however changed over time and in staghs. ifiception of the general
inadmissibility of the use of force in internatidmelations dates back to the beginning of the
20" century. The 1920 Covenant of the League of Natisas the first attempt to regulate the
unilateral use of force through general prohibsiof@as opposed to previoyss in bello
prohibitons) by declaring that within the Leaguéattions, members accepted their obligations
“not to resort to war??® Similarly, the 1928 International Treaty for therRinciation of War
as an Instrument of National Policy (Kellogg-BriaRdct) provided that members to the treaty
“condemn recourse to war for the solution of inégional controversies’® States thus agreed
not to use war as an instrument of national policyother words, they agreed not to use force
for offensive purposes, but instead, only for defesm purposes. Such agreements imply respect

for certain interests of other States.

However, World War Il soon demonstrated that irdéional laws and agreements, just
as national laws and agreements, have little malctialue without an effective means to
enforce them. In the absence of an internationaldtlean who can use force which is just,
force will also be used when it unjust. Reservaifmom doing so will again be merely of a
pragmatic naturé?’ Additionally, during the 20 century, the term ‘war’ contained in both
provisions came in disuse, thereby creating a gtagphole in the agreements. The 1945
Charter of the United Nations attempted to remédge issues and represents the starting block
for any current discussion on the international efsiorce. In article 2(4) of the UN Charter,
we find the prohibition on the use of force withiire international legal order. It reads: “All
Members shall refrain in their international redas from thahreat or use of forcagainst the
territorial integrity or political independencef any state, or in any other manner inconsistent
with the Purposes of the United Nation®® (emphasis added) The UN prohibition on the use
of force thus broadened the prohibition on forcefttion to a general prohibition on the use

(or threat) of ‘force’ — instead of the more redtixie criteria of a declaration of war.

Additionally, the UN Charter also attempted to ¢teesn international Leviathan of sorts
with the creation of the UN Security Council, whialas created with the authority and the

225 preamble, 1920 Covenant of the League of Natiah§, 1 (1920).

226 1928 International Treaty for the RenunciatioM&r as an Instrument of National Policy, 94 LNTY5328).
227 SeesupraSection 3.2.

228 Article 2(4) UN Charter.
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legitimacy to enforce (especially egregious) traesgions to the prohibition on the use of force

in order to maintain peace and securitg. (ranquilitas ordinig.??°

Article 2(4) UN Charter, which is now widely regadias customary international law
and even enjoys the statusjud cogensalso reflects an acknowledgment among the fosnder
of the United Nations that in order to maintaintitaaquilitas ordinisin international relations,
it needs to protect the vital interests of the memBtates. Two of these vital interests are
codified in article 2(4) of the UN Charter; terni integrity and political independence — the
international variants of property and liberty —ig¥h as just discussed, comprise the concrete

existence of sovereignty.

Just as we have seen in Section 3.3 on the prateatithe interests of life, liberty and
property, the recognition of the international aats of these interests as being vital to States
has been enumerated throughout the internatiogal Bystem — such as in the Definition of
Aggressiort°the Declaration on Friendly Relatidisand in the Declaration on the Non-Use

of Force?®? where special consideration is attributed to thigges.

Because of these vital interests - and analogouetondividual -, the State may, in
principle, protect itself by any and all meains, he may use force pre-emptively, preventively,
punitively or in any manner deemed necessary ftirpseservation in the great chaos and
arguably anarchical nature of international relaié®® As mentioned above, this has
historically also been the case. With no intermatlanonopolization of the use of force through

a super-State, let alone a police force or eveagaeed upon sheriff with or without a posse,

229 Article 24 UN Charter: “In order to ensure prongotd effective action by the United Natioits, Members
confer on the Security Council primary responsipifor the maintenance of international peace agclsity, and
agree that in carrying out its duties under thisspensibility the Security Council acts on their &kéhin
discharging these duties the Security Council st@lin accordance with the Purposes and Princgfldee United
Nations.” (emphasis added); Article 25 UN Chartdihe Members of the United Natiosgree to accept and
carry out the decisions of the Security Countihccordance with the present Charter” (emphedited), 39 UN
Charter: The Security Council shall determine the existesfcany threat to the peace, breach of the peace, or
act of aggressiornd shall make recommendations, or decide whasunes shall be taken in accordance with
Articles 41 and 42, to maintain or restore inteiora! peace and security.”. (emphasis added)

230 Article 1 Definition of Aggression: “Aggression fbe use of armed force by a State againsstivereignty,
territorial integrity or political independencef another State [...]". (emphasis added)

231 principle f Declaration on Friendly Relations: #EaState enjoys the rightisherent in full sovereignty...]
Theterritorial integrity andpolitical independencef the State are inviolable [...] Each State thesright freely

to choose and develop its political, social, ecoiwoamd cultural systemgemphasis added)

232 Declaration 1(7), Declaration on the Non-Use aftéo“States have the duty to abstain from armthiention
and all other forms of interference or attempteddls against thgersonality of the Stater against itgolitical,
economic and cultural elemeht¢emphasis added)

233 See suprdection 3.2.
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none are responsible for the protection of thetsd @itate interests but the States themselves.

Unilateralism reigns supreme.

As we have seen in Section 3.4 however, the raghtt unilaterally in the protection of
one’s vital interests can also be outsourced. Iddals have, often with great success,
contracted out parts of their right to use forcethe protection of their vital interests, in
exchange for improved protection of these intergstsvzided for by the State. By giving up the
unilateral protection of these interests, individua domestic societies have managed to
transcend the state of nature in which they livedrgo the State. As described previously in
this section, States have started to do the same #ie beginning of the 2@entury. Through
the signing of the UN Charter, States have agre€ddnfer on the Security Council primary
responsibility for the maintenance of internatiopahce and security” and to accept that “the
Security Council acts on their behaif* Thereto, States agreed to “accept and carry @ut th
decisions of the Security Council” and to “refrairtheir international relations from the threat
or use of force”, corresponding, respectively,he vertical and horizontal legitimacy which
we have also seen in Section 3.4 on the obligatibitse individual to the State pursuant to the
social contract®® Members of the international community have thaseated to surrender
their rights to unilateralisnvis-a-viseach other and have accepted the authority of the U
Security Councilis-a-visthem — analogous to what has happened in domastisystem33¢
The UN Security Council has thereby become autedrand tasked to “determine the existence
of any threat to the peace, breach of the peacactoof aggression” and to “decide what
measures shall be taken in accordance with Artidlésand 42, to maintain or restore

international peace and security®” (emphasis added)

States thus agreed to surrender certain elemeritseofnatural right to act in self-
preservation to the UN Security Council in ordetrémscend the state of nature of international
relations in which they had previously lived anéytthave done so in a way which is analogous
to the way this has happened in domestic law syst@dmalogous to domestic law systems, in
the international law system, it is the remaindethes right to use force in self-preservation
which is called self-defence. In Article 51 UN Cleauthe right to self-defence is codifiéd.It

encapsulates the tension between the inherentahatyht of States to use force in acts of self-

234 Article 24(1) UN Charter.
235 Article 25 UN Charter.
236 See suprdection 3.4.
237 Article 39 UN Charter.
238 Article 51 UN Charter
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preservation and the outsourcing of this rightht® international Leviathan, the UN Security
Council. It reads: “Nothing in the present Chadball impairthe inherent right of individual

or collective self-defencié an armed attack occurs against a Member ofuhiged Nations,
until the Security Council has taken measures sacgg0 maintain international peace and
security.”23° (emphasis added) We see that the right to se#frabef is being described as
‘inherent’. In other words, the right to self-deferis not considered to exist as a matter of legal
right, constituted by the UN Charter, but as a eratff natural fact. It is not a legal right

constituted, but a natural right recognized andfmmtiby positive international law.

Conversely, the second part of the first sentef@atale 51 points us to the fact that,
similar to the domestic community, the central gaugy body of the international community,
the UN Security Council, not only attains thight to use force legitimately, but also ttety
to do so — especially when in the protection ofgbeereign existence, political independence
and territorial integrity of its member Statestistake. The surrender of the States’ right to act
unilaterally in self-preservation is thus also datindal upon the UN Security Council’s ability
to establish the effective deterrence which cardeerfuture unilateralism unnecessary.
Although passionate debates can be waged as ttetree to which the UN Security Council
has managed to become an international Leviathaohwias taken away the necessity for
unilateralism, it is beyond any reasonable douét the international legal order ought to be
characterized as a weaker legal order than are agesinced domestic legal orders. It would
therefore certainly behoove States who's soveragistence, political independence or
territorial integrity are under threat of force mmnitor the UN Security Council’s performance
closely. If the UN Security Council demonstrateatth is unable or unwilling to protect a
State’s vital interests, then this State may takdtens into his own hands and arguably also
sooner than would be the case in a strong legalroMoreover, as explained in Section 3.4,
pursuant to the second addendum to the right fadsétnce as natural law, such action could
be considered legitimate as well. Just as the lsoci#ract in the domestic legal order is no

suicide pact, neither is the UN Charter in therimitional legal order.

In sum, States inherit their ‘inherent’ right tdfsgefence analogous to and derived from
the natural right to self-defence of the individuathose interests it protects. This right is thus
closely connected to the protection of the vitégiiasts of life, liberty and property and consists,

pursuant to the domestic analogy, respectivelgowtreign existence, political independence

239 Article 51 UN Charter.
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and territorial integrity. In principle, States thfore also inherit an unlimited right to act
unilaterally in self-preservation - especially whietomes to the protection of their sovereignty,
political independence or territorial integrity. &lngous to individuals in domestic law systems
however, a large part of this right has over tins® deen contracted out to the UN Security
Council in the international law system through thé Charter and subsequent developments.
However, this surrender of one’s right to act ili-peeservation can also not equate a suicide-
pact and thus remains, to some degree, conditigpah the Security Council’s success in
protecting the State’s vital interests of soveremxistence, political independence and
territorial integrity. Effective deterrence to thte against the life, liberty and property of the
State is to be created by either the State ordynitividual. If it is not by the one, then itig b
the other.

3.6 Conclusion
This Chapter started with the podrhe Law of the Jungley Rudyard Kipling from his book

The Jungle Book In this book, Kipling uses a collection of storigith anthropomorphized
animals to teach moral lessons. In the specifiorpmeluded here, Kipling teaches the rules of

a pack of wolves. Such laws from nature have forthedasis for this chapter.

In Section 3.2, | started with the laws of natlmenature, every life form acts according
to its perceived self-interest in order to sunarel to reproduce. Doing so is tbenditio sine
gua nonfor its continued existence and reproductive sucaean environment where there is
competition for scarce resources - such as food rapdoductive opportunities. In this
competition, the individual naturally and logicaligars the ultimate responsibility for his self-
preservation and may do so in any way necessalydimg through the use of force. Because

of this, in the state of nature man must be wolhtm.

In Section 3.3, | have explained how the laws dfireg naturally and logically lead to
the laws of men. Given that the war of all agaalkin the state of nature makes “the life of
man, solitary, poor, nasty, brutish, and shaf'there is good reason to form agreements with
other men on a mutual right to self-determinatiod thereto, to prohibit the use force of force
against the life, liberty and property of partidipas to the agreement. In this section, | have
also explained why | believe that the reason wiag¢hinterests and rights to life, liberty and

240R_ Kipling, The Jungle Book (1894), The Law of thengle.
241 SeeHobbes) eviathan Chapter XIII.
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property are found both in theory and practicepafitical philosophy and in law, is because
they are not coincidental social rules, but rattiet it is because they reflect laws derived from
our biological nature.

In Section 3.4, | have explained how the laws ohrard the laws of peoples, naturally
and logically lead to the laws of States. As groappeople become larger, the increasingly
complex and anonymous nature of their societiesiresja monopolization on the use of force
in order to create effective deterrence againsrgatl transgressors of the agreements on the
mutual right to self-determination and the prohdriton the use of force against life, liberty
and property. Thereto, individuals living in theatet agree, pursuant to the social contract, to
transfer part of their natural right to act in sgltéservation over to the State. More specifically,
they agree to surrender their right to act in pnéive, pre-emptive and punitive self-defence.
The individual has to accept that the State’s digeroe is legitimatevis-a-vishimself and that
he is no longer authorized to unilaterally protastvital interests of life, liberty and property
vis-a-visother individuals. However, the State, mindfullué fact that it cannot create effective
deterrence against aggression everywhere, alirtteg teaves part of the natural right to act in
self-preservation in the hands of the individutis lthe remainder of this natural right to act in
self-preservation which we commonly refer to asriht to self-defence and it includes the
normative restrains of necessity, proportionalitd anmediacy. However, these normative
restraints remain conditional upon the degree tichvithe State can create effectiveness
deterrence against transgressors of the agreeoretiie mutual right to self-determination and
the prohibition on the use of force against lifeeity and property. Effective deterrence to
threats against life, liberty and property is tocbeated by either the State or by the individual.
If it is not by the one, then it is by the other.

In Section 3.5, | have explained how the laws aft&3t, naturally and logically lead to
the laws of the international order. As individutiates become tasked with securing the
tranquilitas ordinisdomestically, they must also secure this doméstimuilitas ordinisin the
sphere of international relations. The State tloeechas an inherent right and duty to use force
in acts of self-preservation, analogous to the thayindividuals have this right in the state of
nature. Because the State has inherited thesa figimh the individuals living in the State, the
interests which the State has a right to protexttes national, collective variants of life, libert
and property, namely, respectively, sovereign eris¢, political independence and territorial
integrity. Additionally, similar to the way thatdividuals have contracted out parts of their

right to act in self-preservation through the usrre to protect their life, liberty and property
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to their respective States, so too have Statessipimethe international legal order. Throughout
the 204" century States have contracted out parts of thearent right to use force in acts of
self-preservation through the use of force to mbotheir sovereign existence, political
independence and territorial integrity to the UN@#y Council. However, just as is the case
with domestic law systems, this transfer of poveenains (to some degree) conditional upon
the willingness and ability of the UN Security Cairo protect States’ interests of sovereign
existence, political independence and territorigdgrity. Effective deterrence to threats against
sovereign existence, political independence amidgal integrity is to be created by either the
State or by the individual. If it is not by the omieen it is by the other.

Throughout this chapter, | have tried to argue thahy parts of the systems of social
organization through which we try to regulate atsiof the members of our national and
international societies, are in fact natural. Tibathey are ultimately derived from our human
biological nature. | posit therefore that it is pitide to draw a line of logical, natural steps from
the human nature with which we are all born tolh&Security Council Chamber in New York
City at 760 United Nations Plaza, Manhattan, NewkY®ity, United States of America.

In the next chapters, | will apply these findingghe domain of cyberspace. | will argue
that the story of our natural steps is not finishetk, at the level of the international legal orde
in this chapter. Rather, our story continues inittiermation age with new interpretations of
what it means to protect people’s lives, libertd gnoperty, as well as their collective variants

of sovereign existence, political independencetarmitorial integrity.

In Chapters 5 and 6, | will deal with these questispecifically. In Chapter 5 | will
argue that the concept of territorial integrity de¢o be broadened to not just include physical
space, but also that it must include the protectibthe parts of cyberspace with which one
makes a living in the Information Age. The protentiof intellectual property - such as
technologies, techniques — needs to be includ#étkidefinition of territorial integrity pursuant
to article 2(4) UN Charter and large-scale theftndéllectual property needs to be defended
against with claims of sovereigty. In Chapter @jll argue that technology is@ndition sine
qua nonfor Mankind to survive. | will use an anatomy agy to argue that critical
infrastructures of energy, matter and informationta the State body what the lungs, arteries
and brain are to the human body. Durable disruptiotihese critical infrastructures thus are

therefore threats to the sovereign existence date &s well.
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The next chapter, Chapter 4, will first deal wiffeetive control over cyberspace. It will
address the so-called attribution problem in cyieee and argue that, contrary to the high seas,

effective control can in fact be exercised by Stateer cyberspace.

I'll leave this chapter with another quote frorhe Law of the Jungley Rudyard
Kipling:

“Now these are the Laws of the Jungle, and many amibhty are they;
But the head and the hoof of the Law and the haanchthe hump is — Obey#?

242 R, Kipling, The Jungle Book (1894), The Law of thengle.
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PART III: APPLICATION
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24 Eye for eye,
tooth for tooth,
hand for hand,

foot for foot,

25 Burning for burning,
wound for wound,

stripe for stripe?*3

243 The Holy Bible, King James Version, Exodus, Chagte verses 24-25.
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4 Effective Control over the Domain of Cyberspace

“Eye for eye.?4

4.1 Introduction
As explained in Chapter 3, the legitimacy of Stateereignty is dependent upon a State’s

willingnessand upon itsability to monopolize the use of force within its sovenegpaces -
especially force which is directed against the liteerty and property of individuals under its
jurisdiction or against the sovereign existencditipal independence and territorial integrity
of the State itself. The goal of the current chastéo explore whether it is possible for States
to monopolize the use of force in the domain ofergbace.

The exact borders of the spaces over which a 8iaises effective control are not
always exactly agreed on. Philosophers and law-matiéfer among themselves and among
each other. The principle behind their argumentatiowever, is less contentious. Sovereignty
requires that the State is both capable and wiltmgnaintain effective control over these
space$?® Generally speaking, the spaces which fall understbvereign domain of the State
therefore follow the people of the State and thegiate out from where they live — both
horizontally and vertically. Horizontally this cagrms the land territory and the internal- and
territorial waters radiating out from the land. tieally this concerns both the spaces above and
below the land territory, the internal waters abdwe and below the territorial waters. Above,
this concerns the airspace above the land terrifatgrnal waters and above the territorial
waters. Below, this concerns the land below thd knritory surface and the water below the
water surfaces, as well as the deep-sea beds le&wCumulatively, these spaces of land,
water and air are considered to constitute thersaye spaces of States.

Beyond these sovereign spaces exist the high sdabt@fourth domain of outer space,
as well as several uninhabited territories suchAatarctica. These spaces are generally
considered spaces which are not the exclusive doofabtates, but rather, they are for the
Common Heritage of Mankind.

From the perspective dbmains of warfargthe sovereign spaces of land, water and air

line up closely with the military, navy and air ¢es of States. Originally, warfare was mostly

244The Holy Bible, King James Version, Exodus, Chagte verse 24.
245 See suprdection 3.4-3.5.

82



a single domain endeavor; people fought on lanbs&guently, as technology advanced, the
domain of water was added as a domain of warfareupply lines over water allowed States
to project their power far beyond their land temyt In the first half of the 20century, with
further technological advancement, the domainmivas added as the third domain of warfare
and in the latter half of the #Ccentury the domain of outer space was added afotith
domain of warfare. The domain of cyberspace is avaady commonly referred to as the fifth
domain of warfaré?¢ but it is less clear whether it should also besaered the fourth space
of State sovereignty.

A commonly exclaimed difficulty with consideringehdomain of cyberspace as a
sovereign space is that it is unclear whether Stateable to maintain effective control over
the part of the domain of cyberspace which falkhinitheir sovereign space, even if they would
bewilling to do so. After all, similar to the high seas ayithe architecture of cyberspace, much
activity in cyberspace cannot easily be monitore¢antrolled. Because of the anonymous
nature of conduct in cyberspace, theorists on alvergignty in cyberspace are faced with the
so-called ‘attribution problen?’ The implied reasoning behind the attribution peobiis that
anyone, anywhere can direct a cyber-attack of ealgsigainst anyone, anywhere and that this
can be done with complete anonymity.

Although a growing consensus is emerging among ocamtawors that it is possible, in
theory, to attribute international responsibilibyStates for cyber operations which are in breach
of the prohibition on the threat or use-of-forcaguant to Article 2(4) of the UN Chart&€
there has been little discussion, let alone agregno@ how to attribute this responsibility in
practice. Instead, the usual approach when comdomtith the practical problem of the
(perceived) anonymity of operations conducted id #mwough cyberspace, is to eschew the
attribution problem and to either admit defeatmhope for and to await better cyber forensics
in the future, while continuing to discuss the pssibility of cyber operations in theory.

If left unaddressed, this regrettable state ofilsffaould result in the second criterion
for state legitimacy - effective control over a spa- as not being met. Resultantly, State
sovereignty could not be established in the dorahayberspace. After all, as discussed in the

previous chapter, theaison d'étreof the State is the protection of the vital ingtseof life,

246 SeeAlV/CAVYV, Cyber Warfare AlV (Advisory Council on International AffaiysNo. 77 / CAVV @dvisory
Committee on Issues of Public International laiNo. 22, December 2011, at 1&e also War in the Fifth
Domain The Economist,®1July 2010, available altittp://www.economist.com/node/164787@2cessed on 31st
July 2017).

247 See e.gSchmidt, The New Digital Agep. 114-120.

248 See infraSection 4.4.
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liberty and property for individuals and their @altive vital interests of sovereign existence,
political independence and territorial integrity. the absence of being able to provide this
protection, the State lacksraison d'étrein cyberspace (and, given the increasing move of
society into cyberspace, perhapsaison d’étre altogether). Resultantly, without effective
control over the part of cyberspace which conntecighere a State’s population lives, this part
of cyberspace could not be considered to fall utfiedomain of State sovereignty.

More worryingly, given the increasing digitizatioh all parts of modern society — as
discussed in Chapter 2 - States can benefit treousty from disturbing, disrupting or even
destroying other States through cyberspace. Additip, as discussed in Section 3.2, pursuant
to game-theory, one would expect that States @glpond to such cyber operations in any way
deemed necessary to (re-)establish effective d@eteer However, (re-)establishing effective
deterrence is (nearly) impossible when an aggressor can act anonymously. Without being
able to direct a counter-response at the apprepsaator, States would not be able to (re-
)establish effective deterrence. Moreover, such-apmmetrical game whereby an actor could
benefit from aggressive conduct, but would not ireasts due to the absence of responsibility,
would heavily favor offensive actions from all actavith the capability of conducting cyber
warfare. Given such a game, this would potentiaiult in perpetual war in cyberspace.

Therefore, this dissertation must address the itxalkid the attribution problem not just
in theory, but also in practice. It must be dem@ist that the attribution problem can be
solved, that international responsibility can kelaited for aggressive behavior in cyberspace
and that methods of response can hence be diraictieel responsible aggressor so that effective
deterrence can be established and sovereignty eatabmed over (parts of) the domain of
cyberspace.

Thereto, international law will be used to explevhether it is possible to attribute
responsibility for cyber operations which threapsople’s lives, liberty and property as well
as their collective representations of sovereigrglitical independence and territorial
integrity.

Section 4.2 will commence by setting out the inddiomal legal framework for the
responsibility of States. In this section, it wile explained that in the international legal
framework for the responsibility of State, there two requirements for responsibility, namely
attributability andbreach of an international obligatiorThis section will also go into more
detail on theattributability part of the equation.

Sections 4.3 and 4.4 will deal with theeach of an international obligatigpart of the

equation.
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Section 4.3 will set out the international legalnfrework for the use of force in general.
It will become clear in this section that the mimsportant criteria for determining whether a
certain operation meets the threshold for userokfes whether its ‘scale and effects’ are grave
enough. Note that there are many other obligatwnish a State may have in cyberspace —
such as due diligence, neutrality or good neighibesk. These will however not be discussed
here because the purposes of this dissertatiorfiisdt a minimum threshold for sovereignty in
cyberspace. Obligations following from due diligenaeutrality and good neighborliness, in
this sense, are luxuries.

Section 4.4 will apply this framework to the domaincyberspace specifically. It will
become clear in this section that on the one hiateknational law and international lawyers
have developed useful guidelines for determiningtivér or not specific cyber operations are
in violation of the international prohibition ongluse of force, but that on the other hand, that
the international legal framework is stilbn liquetwhen it comes to specifically dealing with
the question of severity of operations conductecyiverspace. In Chapters 5 and 6, | will fill
in thesdacunaeby explaining, pursuant to social contract theasythe political philosophical
underpinning of State sovereignty, why cyber openatwhich disrupt critical infrastructures
and cyber operations which engage in large-sctddiéntual property theft can be regarded as
uses of force.

Sections 4.5 and 4.6 will continue with taking #dmdings of Chapters 5 and 6 as
given and make the case that, through a procesknaoihation, such cyber operations can be
attributed to the responsible State to a sufficiEgree of certainty pursuant to the international
legal framework on State responsibility. Given #xtensive nature of Chapters 5 and 6, it is
recommended for the sake of the flow of this chapteread it as it is presented here and to
keep in mind that the exact definitions of largeledntellectual property theft and durable
disruption of critical infrastructures will be prioked later on in this dissertation.

Section 4.5 specifically will argue that there ar@ny, high barriers which exist in order
to be able to conduct cyber operations which céairathe required “scale and effects” and
severity to constitute use of force pursuant tacket2(4) UN Charter. Given this reality and as
announced in Chapter 1, | will argue here that aj@ns which can meet the threshold for use
of force can be (almost exclusively) conducted unie responsibility of States. Actors other
than States may engage in acts of disturbanceraati-scale disruption, but, | will argue, the
greater the scale and effects of a cyber operatenmore likely it is that such operations can
only be conducted under the responsibility of Stgpeirsuant to the international legal

framework on State responsibility. The analogy WwHipropose to argue this point is that the
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ability to conduct such cyber operations, usindilyigadvanced software, is comparable to the
ability to conduct operations using intercontinérallistic missiles (ICBMs), using highly
advanced hardware. Although such capabilities laeeretically available to any and all, in
practice these capabilities seem to be reservedlyo(a couple of) States.

Section 4.6 will continue with the second part gf solution to the attribution problem.

In this section | will argue that several methoda be employed, which, in practice, make it
so that it is usually possible to infer the intens behind cyber operations which constitute use
of force, even when these intentions are not eijglicommunicated. The analogy which | will
propose here is that inferring the intention beluybler operations bears close resemblance to
terrorist operations. Even though terrorist operegiare usually also conducted under a cloak
of secrecy, their source and cause is often eihpficitly claimed or it can be implicitly
inferred in a convincing way. In this section, $@largue that false flag cyber operations are
also possible in theory, but again, that this ikkefy to take place in practice, because of the
specific way in which cyber operations need to dxedeicted. The proposed analogy | will use
to argue this point is that of submarine operati@ven though submarines are arguably even
more ideal for staging false flag operations, thaye not been used for this purpose, despite
their wide-spread availability during many times infernational tensions. Although it is
possible that cyber operations will at some poatbed to stage false flag attacks, this is not
expected to take place in a sufficient degree st dsnder the application of international
responsibility to cyber operations generally. L@ many other legal questions dealing with
evidence, the attribution of international respbitisy for cyber operations does not have to be
perfect to be practical and to incentivize behawioactors appropriately.

Section 4.7 will combine these different barrierednducting cyber operations which
meet the threshold for use-of-force pursuant taritternational legal framework on the use-of-
force, with the methods which can be employedfieriresponsibility, and argue that it possible
to attribute international responsibility to a sci#nt degree of certainty within the international
legal framework on State responsibility. | will agy that this certainty is analogous to
comparable domestic- and international legal goestaround certainty and evidence, such as
the level of certainty pertaining to the rules amduhe permissibility of pre-emptive types of
self-defence.

Finally, Section 4.8 will contain a summary and dode that the attribution problem
can be solved, that international responsibilitpy && attributed for aggressive behavior in

cyberspace and that methods of response can herdieebted at the responsible aggressor so
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that effective deterrence can be established avetaignty can be claimed over (parts of) the

domain of cyberspace.

4.2 The International Legal Framework for State Responibility
Any discussion on attributability within the intetronal legal framework starts with Article 2

of the International Law Commission’s Articles ordponsibility of States for Internationally
Wrongful Acts (hereinafter: “Articles on State Reapibility”), which provides that:

“There is an internationally wrongful act of a ®tathen conduct consisting of an action or

omission:

a) Is attributable to the State under internationat land

b) Constitutes a breach of an international obligatibthe State 2*°

There are two necessary conditions which can bengisshed which need to be fulfilled in
order to constitute an internationally wrongful,a@mely 1. there needs to &eributability
of the conduct to the State through either actiooroission under international law and 2. a

breach of an international obligatioof the State which is conducting this act or oiiss

In addition, Chapter V of Part One of the Articles State Responsibility cites the
circumstances which can preclude wrongfulness, sashconsen£® self-defence?!
countermeasure8? force majeuré? distress>* necessit§?°> and compliance with peremptory
norms?°® These circumstances precluding wrongfulness caedmrded as the third condition
for attributability for State responsibility, asm@of these six circumstances may be present in

order for responsibility for a breach of an intérmaal obligation to be attributed.

This chapter contains further discussion on themésr two elements of State

responsibility, as the circumstances precludingngfolness are not in contention héteélf

249 Sednternational Law Commission, Responsibility oft8afor Internationally Wrongful Acts, G.A. Res/88
annex, U.N. Doc. A/RES/56/83 (Dec. 12, 2001) (heafter: Articles on State Responsibility), art. 2.

250 Art. 20 Articles on State Responsibility.

251 Art. 21 Articles on State Responsibility.

252 Art. 22 Articles on State Responsibility.

253 Art. 23 Articles on State Responsibility.

254 Art. 24 Articles on State Responsibility.

255 Art. 25 Articles on State Responsibility.

256 Art. 26 Articles on State Responsibility.

257 SeeTallinn Manual 2.0 on the International Law appliato Cyber Operations (2017) (hereinafter: Tallin
Manual 2.0), R. 19: “The wrongfulness of an acbiiing cyber operations is precluded in the caséadfconsent;
(b) self-defence; (c) countermeasures; (d) negegsilforce majeureor (f) distress.”see alsorallinn Manual
2.0, R. 19, cmt. 1: “This Rule is based on the gdsuset forth in Part One, Chapter V, of the Agicbn State
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there exists a circumstance which precludes wrdngés in physical space, then it will apply
to a situation in cyberspace as well aizk vers®8 There is little reason to expect that these
circumstances will have different interpretationstihie domain of cyberspace which would
warrant discussion her®? Insofar as the application of the rules on thewirstances
precluding wrongfulness will have different integfations, this is beyond the topic of study of
this dissertation. This dissertation deals withpbétical philosophical underpinnings of State
sovereignty as it applies to cyberspace. It isdcekpected that other studies will deal with
circumstances precluding wrongfulness in cyberspaacaore depth and detail, but for the
purposes of this dissertation, these exact nuaareesot required here. As such, this chapter

will not contain further discussion of the circuarstes precluding wrongfulness.

When international responsibility can be 1. attilolito a State for an act or omission
2. which constitutes a breach of an internationbligation and 3. when there are no
circumstances precluding wrongfulness, then thezesaveral consequences for the State in
question. The State in question is required toinaetto perform the duty of the obligation
which has been breach&ito cease the breach of the obligation and to geogippropriate
assurances of tH8 and to provide reparatiof% regardless of whether a State’s internal legal

system is in conflict with the international obliigms which have been breaché&d.

Moreover, this responsibility can be attributedat®tate through a variety of ways.
Chapter Il of Part One of the Articles on State foesibility deals with the attribution of
conduct to a State. States have a wide and grovarigty of responsibilities and not just for
conduct of organs of the State itséffIn addition to this traditional type of responfitlgj a
State also bears responsibility for conduct by @essor entities exercising elements of
governmental authorit§f® for conduct by organs placed at the disposal 8fade by another

State?®® for excess of authority or contravention of instions by an organ of a State or by a

Responsibility. Should one of the enumerated cistamces exist, the action or omission in questidinnet be
‘wrongful’ and, therefore, the State engaging i@, tbr omitting required, conduct will not bear resgibility for
what would otherwise be a wrongful breach of arngaltion owed to the injured Statesee also generallR. 20-
31.

258 See generallifallinn Manual 2.0, R. 1%ee also generallR. 20-31.

259 Seegenerally Tallinn Manual 2.0, R. 18ee also generalliR. 20-31.

260 Art. 29 Articles on State Responsibility.

261 Art. 30 Articles on State Responsibility.

262 Artt. 31, 34-39 Articles on State Responsibility.

263 Art. 32 Articles on State Responsibility.

264 Art. 4 Articles on State Responsibility.

265 Art. 5 Articles on State Responsibility.

266 Art. 6 Articles on State Responsibility.
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person or entity empowered to exercise certain eéhtsnof the governmental authorify for
conduct directed or controlled by a St#t&for conduct carried out in the absence or defafult
the official authoritie€8° for conduct of an insurrectional or other movemehich becomes

the new governmefi® and for conduct acknowledged and adopted by & Staits owi/*

In these abovementioned responsibilities, we caoetin a scale of control which the
State has over the conduct. The State has muchcootel over the conduct by organs of the
State itself than it has over conduct which haslmseried out by actors who are not directly
part of State organs and over acts or omissionshwdiie merely acknowledged and adopted
by a Statgost-facto In the case of conduct of organs of the Sta#dfjtthe State can directly
decide who to hire, fire, promote or demote, basedriteria it sets. Even in the case of actions
or omissions which have been conducted in excesautifority or in contraventions of
instructions, the State can do so and can henaerach control over conduct. In the case of
the later categories mentioned in the previousgrapdh — such as conduct by persons or entities
exercising, conduct by organs placed at the didjpbdseState by another State, conduct directed
or controlled by a State, conduct carried out sndbsence or default of the official authorities,
conduct of an insurrectional or other movement Witiecomes the new government or conduct

acknowledged and adopted by a State as its owe eathitrol is much less direct.

Nonetheless, as mentioned, a State can be resporieib conduct both through
commission and/or through omission. Furthermore sitope of the category of omission has
also expanded in recent years, in the post 9/11dwarostly having to do with ‘safe havens’
for non-State actors who are engaged in acts oiriem across State borders. Although the
discussion around this expansion is still ongoihdgs generally accepted that a State can be
responsible, at least in theory, for conduct net uhen it is directed through its own armed
forces or through proxies over which it maintaireedain level of command and contfél,or

over actions from private individuals when the Stexplicitly acknowledges and adopts the

267 Art. 7 Articles on State Responsibility.

268 Art. 8 Articles on State Responsibility.

269 Art. 9 Articles on State Responsibility.

210 Art. 10 Articles on State Responsibility.

211 Art. 11 Articles on State Responsibility.

212 Cf. Prosecutor v. Dusko Tadic (Appeal Judgement), ITE9¥, International Criminal Tribunal for the forme
Yugoslavia (ICTY) (hereinafter: “Tadic case”), 16ly) 1999, paras. 131, 145; Case Concerning Unitate$S
Diplomatic and Consular Staff in Tehran (Unitedt&saof America v. Iran); Order, 12 V 81, InternaabCourt
of Justice (ICJ) (hereinafter: “Tehran hostagese§asl?2 May 1981;See Case Concerning Military and
Paramilitary Activities In and Against Nicaraguai¢ragua v. United States of America); Merits, tngional
Court of Justice (ICJ) (hereinafter: “Nicaraguaets27 June 1986, para. 202.
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conduct as its owA’® but also over the conduct of private individualkew said State is
willingly not interfering with their conduct and wh it does have the capability to do?$bin
other words, also implicit or tacit approval of acommitted by private individuals can create
complicity and can constitute failure to comply hwitnternational obligations of good

neighborliness.

According to the group of international expertsréneafter: “Tallinn Experts”) which
composed the Tallinn Manual on the InternationalwLapplicable to Cyber Warfare
(hereinafter: “Tallinn Manual'$/®these general observations about the legal frameao
state responsibility pursuant to the Articles oat&Responsibility apply without reservation
to the domain of cyberspaé®.In Rule 6 of the Tallinn Manual, on the legal resgibility of
States, the manual states that: “A State bearsnatienal legal responsibility for a cyber
operation attributable to it and which constituéebreach of an international obligatici”.
This rule, which echoes Article 2 of the Articles State Responsibility, applies Article 2 of
the Articles on State Responsibility to cyber ofierss and maintains that there is nothing in
the nature of cyberspace or cyber operations wpiekludes international responsibilfi.
Hence, such responsibility can therefore be atiedbwnder the circumstances provided in the
international legal framework, as summed up in phevious paragrapt? In the second
edition of the Tallinn Manual on the Internationzaw applicable to Cyber Operations
(hereinafter: “Tallinn Manual 2.0), the Tallinn Eeqps®° expounded upon the original Tallinn
Manual when it comes to attribution of internatibresponsibility to States for cyber operations
conducted by State orgafid for cyber operations conducted by organs of o8tate$®?and

for cyber operations conducted by non-State aétrs.

273 Id
274 Id

275 Tallinn Manual on the International Law ApplicalteCyber Warfare (2013) (hereinafter: “Tallinn Mat").

276 The NATO Cooperative Cyber Defence Centre of Bgoek (hereinafter: NATO CCD COE), an international
military organization based in Tallinn, Estoniadaaccredited in 2008 by NATO as a ‘Centre of Exastk’,
invited an independent international group of in&ional legal experts, which produced the Tallifanual.

277 Tallinn Manual, R. 6see alsdrallinn Manual 2.0, R. 14: “A State bears inteimaal responsibility for a cyber-
related act that is attributable to the State &atl¢onstitutes a breach of an international legigation.”.

28 Tallinn Manual, R. 6; Article 2 Articles on StaResponsibility.

219 SeeTallinn Manual, R. 6see also generallyallinn Manual 2.0, R. 15-17.

280 Cf Tallinn Manual, The International Group of Expeatsd Participants; Tallinn Manual 2.0 International
Group and Other Participants, p. Xihe group of international experts which wrote aothposed the Tallinn
Manual 2.0 is not exactly the same as the groughlvivrote and composed the original Tallinn Manual.
281SeeTallinn Manual 2.0, R. 15.

282 SeeTallinn Manual 2.0, R. 16.

283 SeeTallinn Manual 2.0, R. 17.
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In sum, discussions on attributability within timernational legal framework start with
the Articles on State Responsibility. Article 2 afhapter V of the Articles on State
Responsibility describes the three basic criterisictv need to be fulfilled in order for
responsibility to be attributed, namely; attribuliéyg breach of an international obligation and
the absence of circumstances precluding wrongfalnBse current section has addressed the
circumstances precluding wrongfulnessd theattributability aspect of the equation. It has
explained that a State can be responsible for &ctibns and omissions and that conduct can
be attributed to it when it is conducted directlyough its own State organs as well as less
directly through a variety of other actors. Thist&mn has also explained that the international
legal framework for State responsibility appliesbtath the physical world and to the domain
of cyberspace and that it does so without resemstiThe next two sections will commence
with the breach of an international obligatiopart of the equation, namely a breach of the
obligation of States to respect other States’ smgaty and to not engage in forceful conduct
against them. Section 4.3 will deal with the intgional legal framework for the use of force
in international relations in a general sense. &hiéer, Section 4.4 will apply this framework
for the use of force in international relationsth@® domain of cyberspace specifically. In
Chapters 5 and 6, the breach of an internatioraaiton will be dealt with in more detail and
it will be discussed how large-scale theft of ilgetual property and durable disruption of
critical infrastructures through cyberspace coutgiuse of force pursuant to the international

legal framework on the use of force.

4.3 The International Legal Framework for Use of Force
The previous section has explained that therehaes tconditions for the attribution of State

responsibility and it has addressed two of themmedg; attributability and circumstances
precluding wrongfulness. The following two sectiarighis chapter and Chapters 5 and 6 will
delve into the meat of the matter; the breachestefnational obligations in the domain of
cyberspace. The specific breaches of internatiatdibations which are relevant for our
discussion on maintaining effective control ovesm@ace — such as cyberspace - and for
protecting life, liberty and property as well asithcollective, international variants of
sovereign existence, political independence andtdeal integrity, revolve around the

international framework on the use of force.
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Any discussion on the use of force within the corrmternational legal framework
starts with Article 2(4) UN Charter, which providdgt: “All Members shall refrain in their
international relations from the threat or useasté against the territorial integrity or political
independence of any State, or in any other mameensistent with the Purposes of the United

Nations”284

Further, in the current international legal framekvon the use of force, there is a
grading scale pursuant to the gravity of the farsed. Although there exists a presumption of
illegality for all threats or uses of force, opé&at which threaten the territorial integrity or
political independence of a State are considerezbpscially egregious and as intensifiers on
the use of force, since territorial integrity andlifical independence are the constitutive
elements of the sovereign existence of the Stateurthermore, if the use of force increases
further in breadth, depth and duration, it can heae threshold of an ‘armed attack’ pursuant
to Article 39 UN Chartef8 Furthermore, below the threshold for use of fopeesuant to
Article 2(4) UN Charter, we find non-forceful typed coercion — such as economic and
political coerciorf®” Corresponding to the method and measure of caeegpplied against a
State’s right to self-determination, there existeatinuum of gravity along which we find non-
forceful coercion, use of force, use of force aghipolitical independence and territorial

integrity and armed attack exist, respectively. dlbtoercion is created equally.

Correspondingly, depending on the threshold wisateached — whether it is coercion,
use of force, use of force against political indegence and territorial integrity or armed attack
— the response to these measures of coercion teeedsrespond to the appropriate threshold.
For example, when a method of coercion reacheshtieshold for armed attack, legal self-
defence is allowed pursuant to Article 51 UN Chedgwhereas use of force pursuant to 2(4)
UN Charter will only lawfully permit certain non-fitary counter-measures in response, which
do not include the use of foré&. In other words, the response from a State whighéto self-

determination has been breached by another Stade meuproportional to the breach of this

284 Article 2(4) UN Charter.

285 See supraection 3.5see alsdruys, 'Armed Attack' and Article 51 of the UN ClearEvolutions in Customary
Law and Practice, p. 152-157

286 Article 39 UN Chartersee alsdrallinn Manual, R. 11, cmt. 6-7.

287 SeeTallinn Manual, R. 11, cmt. 2.

288 Article 51 UN Charter: “Nothing in the present @ea shall impair the inherent right of individual collective
self-defencdf an armed attack occurs against a Member of timitédl Nations until the Security Council has
taken measures necessary to maintain internatp@ae and security. “. (emphasis added)

289 Art. 22 Articles on State Responsibility.
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latter State of theranquilitas ordinisas was covered extensively in Sections 3.4?¥®rder
must be restored through a level of coercion whichresponds to the transgression to the
tranquilitas ordinis possibly supplemented only with an additionatredat of force necessary
to create effective deterrent® When States respond to coercion disproportionateiich

is to say, to respond to coercion with more couméasures or force than is necessary to deter
the present and future wrongful actor or aggresstiren the countermeasure or force which
goes beyond the proportional response, possiblglsonted with the additional element of
force necessary to create effective deterrencpdtantial future wrongful acts or aggression,
constitutes a new act of wrongful actions or aggioes Certainly, especially in the relative
chaos of international relations, not all Statee aiways able or willing to respond
proportionately. A State whose right to self-deti@ation is inhibited through another State’s
coercion might not be able to properly judge treevigy of a situation or might want to exploit

it for political gain?®? Minor territorial intrusions by infantry units @fne State into another
State’s territory can hence be responded to withllsscale artillery fire which is subsequently
responded to by large-scale fire, which is subsettypieesponded to by aerial strikes,cetera
This is how conflicts escalate, especially in teathof the moment. These factual questions do
however not change the fact that each level ofatoerhas responses which are proportional
and responses which are disproportional and bygukie appropriate response, wrongful acts

and aggression can be deterred and effective d@stablished.

Given that depending on the threshold which isliedc- whether it is coercion, use of
force, use of force against political independesmte territorial integrity or armed attack — the
response to these measures of coercion needsrésgond to the appropriate threshold, it is
important to figure out which threshold is reach&dcording to the ICJ, this is determined by

the ‘scale and effects’ of coercid#® Although the ICJ has repeatedly mentioned the

20 See infraSections 3.4-3.5.

291 Id.

292 See supraection 3.5.

293 SeeNicaragua case, para. 195: “it may be considevdmttagreed that an armed attack must be underaood
including not merely action by regular armed foraesoss an international border, but also "the isgnioy or on
behalf of a State of armed bands, groups, irreguwamercenaries, which carry out acts of armedefagainst
another Statef such gravity as to amount to" (inter alia) actual armed attackonducted by regular forces, "or
its substantial involvement therein” [...] The Cosees no reason to deny that, in customary lawpribigbition

of armed attacks may apply to the sending by seQtharmed bands to the territory of another Siéjch an
operation because of its scale and effeat®uld have been classified as an armed attatlerdban as a mere
frontier incident had it been carried out by regalaned forces.” (emphasis addezBe als®il Platforms (Islamic
Republic of Iranv. United States of America) (hereinafter: “Oil ptatms case”), Judgment of 6 November 2003,
2003 ICJ Rep. 161., para. 64: “Even taken cumwgtjiand reserving, as already noted, the questidranian
responsibility, these incidents do not seem toQbart to constitute an armed attack on the UnitedeS, of the
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importance of the scale and effects of a type @fr@on in order to determine whether the
coercion attains the threshold for use of forcha# not specified when the ‘scale and effects’
of a specific type of coercion are sufficiently ggao constitute an illegal use of force or an
armed attack®* In other words, a constitutivde minimisthreshold for use of force or armed
attack is not provided by the ICJ. Some basic apsons can however be made. For example,
the relation between ‘scale’ and ‘effects’ shoutdskeen as a cause-and-effect-relation. In other
words, ‘scale’ describes a specific method of doercwhereas ‘effects’ describes the
consequences of this case of coercBualethus refers to the magnitude, intensity and domati
of an operation, whereadfectsrefers to its consequences such as the levelstfudtion of a
State’s important elements - such as its peoplenauic and security infrastructure,
destruction of aspects of its governmental authofite. its political independence), or
deprivation of its physical aspectse(its territorial territory). As such, it is cleanat mere
frontier incidents€.g.,border incidents such as minor territorial intrunsidoy infantry units or
low-level exchange of fire across borders) will inideely not meet thele minimisthreshold
for an armed attack, even though they may conliaigail uses of force pursuant to Article 2(4)
UN Charter?®® In these cases, neither the scale, nor the effeetsufficiently grave to justify
self-defence pursuant to Article 51 UN Charter.cAls is clear that large-scale attacksg,
artillery shelling, naval attacks, aerial strikesyst likelywill meet thede minimisthreshold
for armed attack. Moreover, this is true even wtienactually achieved effects turn out to be

minimal.

As long as a method of coercion is producing (oriable to produce) serious
consequences, epitomized by territorial intrusibnspan casualties or considerable destruction
of property, then this coercion quickly moves up #everitycontinuum and may reach the
threshold for use of force and possibly even foaaned attack. An increase in the severity of
instruments used or the effects produced can thmgerthe coercion applied up the severity
continuum and result in a difference in degree beog a difference in kind. This is especially
true if such a use of force is aimed at damagingcm State’s ‘territorial integrity’ i(e.
conquest of valuable territory which can be explbiby the aggressor State) or ‘political
independence’ie. conquest of valuable infrastructure which can beduto hold a State

hostage). Such aims are regarded as intensifieraube territorial integrity and political

kind that the Court, in the case concernifititary and Paramilitary Activities in and Againbticaragua qualified
as a “most grave” form of the use of force”.

294 SeeTallinn Manual, R. 11, cmt. 2.

2% SeeNlicaragua case, para. 18&e alsdrallinn Manual, R. 11, cmt. 8.
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independence are prejudicial to the internatiotealding of a State as a whék By contrast,
mere displays of force, such as firing a singl&ebonto an uninhabited wasteland of another
State, will not meet the threshold for armed attaslen when such methods of coercion easily
reach the threshold for use of force and are thuddar contravention of Article 2(4) UN
Charter.

The distinction thus seems to also lie in the ideghconsequences behind the act, or
the animus aggressionidn other words, inability to execute on one’s [@ggive intentions
does not excuse one from the appropriate propaittioesponses that would have been
appropriate in case the aggression had been exesuteessfully. Also, the intention of the act
needs to be aimed at producing these serious effectconsequences. If thenimus
aggressioniss not present, then counter-measures and foreegpbnses will not be justified,
as they are unnecessary to restordrtreguilitas ordinis After all, the aim of counter-measures
and forceful responses is to connect negative cpesees to the aggressive intentions that
have led the aggressor to choose to engage igginessive conduct. By connecting the positive
conseqguences which the aggressor has attainedghgieq in this aggressive conduct to these
negative consequences, the cost/benefit analysisgels for the aggressor, both for the past
aggressive conduct which has been responded tagkhss for potential future aggressive
conduct. Deterrence is established. If such agiyesstentions are not present, then such

responses are hence not necessary.

The ICJ has referred to the necessity of establisthieanimus aggressionisf conduct
repeatedly — albeit implicitly. In theicaragua cas¢he court noted concerning the sending by
or on behalf of a State of forcible activities ofm@d bands who carry out acts of armed force
against another State, that there was very litfiermation available as to “the circumstances
of these incursions dheir possible motivatiofisand that this “renders it difficult to decide
whether they may be treated for legal purposesnasuating, singly or collectively, to an
‘armed attack™°’ (emphasis added) In other words, in the absenesidénce which points
towards theanimus aggressionisf certain conduct, it is difficult to ascertainh@re this
conducts needs to be placed on the severity camtin&imilarly, in theOil Platforms casgthe

ICJ stated, concerning the Iranian mine-layingt there was no evidence that “the mine laying

2% See suprsection 3.5.

297 Seelicaragua case, para. 231 “Very little informatistowever available to the Court as to the cirdamses
of these incursions or thgiossible motivationavhich renders it difficult to decide whether thagpy be treated
for legal purposes as amounting, singly or colletyi, to an "armed attack" by Nicaragua on eithdyaih States.”
(emphasis added)
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[...] was aimed specifically at the US; and similaitjhas not been established that the mine
struck by the Bridgeton was laid with the spedifitentionof harming that ship, or other US
vessels??® (emphasis added) In this case too, the ICJ dematestthat a plausible reading of
the intended consequences is consequential fdeta and moral judgment of the conduct

concerned.

Although these distinctions might appear to be miegal distinctions, they have major
consequences in international relations. If ther@tent to cause a certain level of harm to
another State, then the latter State may respotidferice to this conduct. Additionally, given
the weak international legal order, as discusse8eiction 3.5, this can include an additional
element of punitive force which is necessary t@aweffective deterrence for potential future
aggression. As discussed, such actions can escalitdy, especially in the near anarchy of
international relations where the first mentione¢dt& now does not want to appear weak, as
this would invite future aggression. If there haib no intent to cause harm to the other State,
then the States could have also handled the situatithout further escalation by simply

settling the damages through just reparattdhs.

The difficulty with the element of intention howevewhich has often been identified
with the concept ofmens reaof domestic criminal law — is that it is virtualljnpossible to
prove in the international sphere. In internaticiedéitions, decisions are not made by a single
person whose intentions can be easily inferrech&atlecisions are made by complex bodies
of decision-makers with single majorities, supejariies or (special) vetoes and they are also
often taken behind closed doors when it comeschb security questions. The existence of the
intention in international relations therefore ne¢d be derived from the act, actus reus
itself. By the standard of thectus reussome acts clearly contain theimus aggressioni$or
example, in large-scale attacks, #r@mus aggressionisan beassumegrima facie because
it is inherent to the act due to the scale of theration and due to ifsrima facieintended
(potential) effect$%° On the other hand, mere frontier incidents willma facienot justify an
invocation of the right to respond with large-sdalee as the intention does not seem to be to
effect severe consequences (although these insidélhtallow for ‘on-the-spot-reactions’ in

the field to create immediate deterrenté)n Chapters 5 and 6 | will discuss two types of

2% See0il Platforms case, para. 64.
29 Artt. 31, 34-39 Articles on State Responsibility.

300 SeeY. Dinstein,War, Aggression and Self-defer(@@11), p. 242-267.
301 |d
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cyber operations which, judging by theictus reusclearly do contain the intention to effect
such severe consequences, namely the large-seétletintellectual property and the durable

disruption of critical infrastructures.

Clearly, States are most interested in the (inb@stio exact certain) consequences of a
specific method of coercion. After all, only actsonith the deliberate purpose of exacting grave
consequences are likely to result in such consegserccidental acts or omissions tend to
have only limited, small-scale effects. Only defdde acts with agency behind them can
mobilize or unleash the necessary resources t®aase consequences. Additionally, as we
will see in Section 4.5, especially in cyberspaxdy deliberate acts and omissions $tates

are likely to effect the grave consequences whichldvmeet the use of force.

However, due to the inherent risk of subjectivityassessments of whether or not a
State’s conduct has the intention to exact graveseguences (there is for example great risk
of exaggeration on the receiving end of aggressjoanother State to create a maximum range
of possible responses), the international legahéwaork has not taken a consequence-based
approach, but rather, the international legal fnanré& has taken an instrument-based approach
to protect thetranquilitas ordinis®®? The international legal framework therefore reffiean
emphasis placed on tiseale of a use of force, rather than on @fects®® The intentions
(animus aggressioniof States are hence derived from their acti@aasué reusand to which
consequences these actions appear intefiti€hnsequently, pursuant to this approach and
according to the general consensus of internati@walers, the instruments of economic and
political coercion are presumed to fall into theegory of methods of coercion which most
likely will not meet the threshold for use of foraehereas military instruments are presumed
to fall into the category of methods of coercioniathmost likely will meet the threshold for

use of force®® However, between these two extremes there exialygeay areas - such as

302 See e.gA. Foltz, Stuxnet, Schmitt Analysis, and the Cyber “Use-atEbDebateg JFQ, 67, 2012 — 4ge also
L. Boer, ‘Echoes of Times Past*: On the Paradoxical Na&twf Article 2(4) Journal of Conflict & Security Law
(hereinafter: “Echoes of Times Past”)(2015), Vd.No. 1, 5-26, at 7-13.

303 Id.

304See e.gA. Foltz, Stuxnet, Schmitt Analysis, and the Cyber “Use-aEbDebate see alsdrallinn Manual,
R11, cmt. 2.

305SeeB. Simma, e.aThe Charter of the United Nations: A Commeni@§02), Vol. |, part |, article Zee also
Boer, Echoes of Times Past. 9-10: “[referring to this general consensOskrall, controversy with regard to
these categories is considered as marginal; consesswidespread”.
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deliberately using the control systems of a daffotmd or parch another Stat€& Additionally,

as we will see in the next section, the domainybkcspace provides additional difficulties.

In sum, this section has commenced with the disousd the third condition for State
responsibility (besides the other two of them;ilattiability and circumstances precluding
wrongfulness which have been discussed in the gusvsection), namely; the breach of an
international obligation. The international obligat which this dissertation is concerned with
is the cornerstone of the international legal grdamely the prohibition on the use of force
pursuant to Article 2(4), as well as other thredBobn the coercion continuum. If this
international obligation can be protected in cypace and if transgressions of this prohibition
can be punished, then effective deterrence andeaigmty can be established. This section has
explained that the international legal frameworkioa prohibition on the use of force contains
different thresholds corresponding to the gravityhe method of coercion which is employed
— namely coercion, use of force, use of force aggnuditical independence and territorial
integrity and armed attack. In order to determirngciv threshold has been reached, one has to
look at the scale and effects of the coercion eygulpas well as at the intentions behind an
operation &nimus aggressioniswhich can be derived from the actioast(s reus The next
section will apply this international legal framewkdor the use of force to the domain of

cyberspace.

4.4 Applying the Use of force Framework to the Domain bCyberspace
The previous section has set out the current iatemmal legal framework on the use of force

in general. In this section, | will apply this fremork to the domain of cyberspace specifically.
The application of the current international lefyjamework on the use of force to the domain
of cyberspace can, unfortunately, not simply befgoered mutatis mutandis The

fundamentally different nature of cyberspace demmapecial, careful attention.

When applying the international legal framework ttoe use of force to the domain of
cyberspace, it is important to consult the TalliManual (just as was the case for the
international legal framework on State respongibikis discussed in Section 4.2). Although it
does not enjoy the status of a primary sourcetefmational law pursuant to the ICJ Statute, it

is likely that it (and new editions of it) will bevoked in the following years pursuant to Article

306 Id
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38(1)(d) ICJ Statute as “teachings of the mostlighalified publicists of the various nations”

and thus as a “subsidiary means for the deternoimati the rules of law®%’

According to the manual, the international legahiework on the use of force can, in
principle, be applied to the domain of cybersp@€&ule 10 of the Tallinn Manual on the
prohibition of threat or use of force, applies tingpermissibility of the use of force in
international relations to the domain of cyberspadbout reservations. It does so at least in
principle and in theory. Throughout the Tallinn Mafh it closely follows established
international law, principles and definitions. InlR 10 of the Tallinn Manual it echoes Article
2(4) UN Charter by stating that: “A cyber operatibiat constitutes &reat or use of force
against the territorial integrityor political independencef any State, or that is in any other
manner inconsistent with the purposes of the Unitations, is unlawful.®%° (emphasis added)
Again, we see that use of force is unlawful in finggional relations, including when it is
conducted through or applied in the domain of cgpace. In order to determine whether or not
a specific cyber operation meets the thresholdi$erof force, the Tallinn Manual defines ‘use
of force’ in Rule 11 by describing that “A cyberearption constitutes a use of fonsen its
scale and effects are comparable to non-cyber dmers rising to the level of a use of
force”.31° (emphasis added) In other words, in order to aphyyinternational legal framework
on the use of force to the domain of cyberspacsim#arly need to look at the scale and effects
of a cyber operation. If these scale and effe@samparable to the scale and effects of a non-
cyber operation, then the prohibition on the usdoofe applies as it would in non-cyber
domains. With regards tireatsto use force through cyberspace, Rule 12 stasgsibking
threatsto use such force are also to be treated in time seay as would be the case when they
would be applied using non-cyber instrumetsSimilarly for self-defence, Rule 13 states that
“A State that is the target of a cyber operaticat tises to the level of an armed attaciay
exercise its inherent right of self-defent®hether a cyber operation constitutes an armed

attack depends on its scale and efféc¥® Again, we see that the Tallinn Manual echoes

307 Art. 38(1)(d) ICJ Statute.

308 SeeTallinn Manual, R. 10see alsdrallinn Manual 2.0, R. 68.

309 SeeTallinn Manual, R. 10see alsdrallinn Manual 2.0, R. 68.

310SeeTallinn Manual, R. 11see alsdrallinn Manual 2.0, R. 69.

311SeeTallinn Manual, R. 12see alsdrallinn Manual 2.0, R. 70.

312geeTallinn Manual, R. 13see alsorallinn Manual 2.0, R. 71see alsoAlV/CAVV, Cyber Warfare at 21:
“Nothing in article 51 or customary internationalapecifically excludes a particular type of weapoweapons
system.Conventional kinetic weapons are included of coueseare radiological weapons, poison gas, other
chemical weapons, biological weapons and laser ereaplhere is therefore no reason not to qualifytzer
attack against a computer or information systeraraarmed attack if the consequences are compérmtilese
of an attack with conventional or unconventionabp@ns. In other words, if a cyber attack leads dmaificant
number of fatalities or causes substantial physleatage or destruction to vital infrastructure jtaniy platforms
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established international legal practice by refterthe continuum of coercion discussed in the
previous section. Also, we see that the Tallinn Memecognizes the possibility to invoke legal
self-defence pursuant to Article 51 UN Charter wtiba threshold for armed attack is
reached®? It is important to take special note of this. Iinpiple and in theory, a State can
respond to a cyber operation as if it were an aratttk by traditional kinetic means — using
artillery shelling, naval attacks and aerial stsikeprovided the operation reaches the threshold
for armed attack in its scale and effects. Addaibn in principle and in theory, a State can
also choose to use kinetic means to respond tor @tkeck. Bits can lead to being blown to
bits. Finally, what this also entails, at leastatetically, is that according to one of the most
forward thinking sources of international law apéttains to the domain of cyberspace, wars
can be now be started, fought and ended, all irdtmain of cyberspace. Notably, this does
not just entail that wars can be fought be new mehut it also entails that States who are
geographically so far apart that they would presipunot engage in warfare with each other

due to issues of proximity, are now capable of daio, all in cyberspace.

Similar to methods of coercion applied using noheryinstruments, when it comes to
operations conducted in cyberspace, accordingad gilinn Manual, it is thus thecaleand
effectsof a cyber operation meets the threshold of ugero€ or, if more grave; armed attack.
Resultantly, given that, as mentioned in Secti@ the ICJ has not provided a framework for
determining a constitutivee minimighreshold for use of force or for armed attacks¢éhgame

difficulties apply to cyber operations as well.

Moreover, since the possibility of cyber operatiaras not envisioned and discussed at
the time of the drafting of the UN Charter becaitisid not exist back then, it is especially
difficult to ascertain whether @/beroperation meets the threshold for use of forcéerAdll,
with the exception ojus cogens- such as prohibitions on genocide, piracy, siaverture,
territorial aggrandizement and wars of aggressi@tates need to consent to the rules which
govern then?! If a State chooses not to participate in an irttonal treaty or if they remain
a persistent objector to the development of ammatéonal custom, then, with the exception of

jus cogenssuch rules generally do not apply to them. Gitreat cyber operations were not

or installations or civil property, it could centdy be qualified as an ‘armed attack’ within theaming of article

51 of the UN Charter.” (emphasis added).
313 |d

314 Seee.g.Art. 1(2) UN Charter: “To develop friendly relatis among nations based @spect for the principle
of equal rights and self-determination of peopbesd to take other appropriate measures to strenginiversal
peace.”. (emphasis added)
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envisioned or discussed at the time of the draftihthe UN Charter, it becomes especially

difficult to discuss whether and how rules are édo govern State behavior in cyberspace.

We can see these problems clearly in the scaleratite effects of cyber operations.
Although the Tallinn Manual rightly observes thatber operations which directly cause
physical consequences — such as death and destructire considered to likely meet the
threshold for the scale and effects to meet uderoé pursuant to Article 2(4) UN Charter, or,
if the scale and effects are larger, that they ralsp meet the threshold for armed attack
pursuant to Article 51 UN Charter, what is lesscis what will happen when a cyber operation
merely creates functional disruption. What makes é¢ispecially difficult is that, with regards
to the effectsof cyber operations, we can observe that cyberatipas tend to not create
physical destructionbut rather, mostlyfunctional disruption Financial institutions, media
outlets and power stations may be shut down, busipal destruction is usually minimal or
even absent altogether. With regards tosttedeof cyber operations, it is even more difficult
to give a proper appreciation of cyber operatiévier all, due to the aforementioned emphasis
within the international legal system on the sa#l@n operationife. the international legal
system wields an instrument-based approach) ondd cawgue that dealing with cyber
operations could potentially require entirely neyrements between States relating to cyber
operations specifically, as these instruments db have the physical characteristics of

traditional military instruments such as tankspstor airplanest®

In order to apply the international legal frameworkthe use of force to the domain of
cyberspace, it is useful here to briefly reviewsbarces of international law. Article 38(1) ICJ
Statute lists the sources of international law Wwhian be consulted in order to ascertain

whether certain conduct is permissible under irstgonal law. It reads:

1. The Court, whose function is to decide in acaoo® with international law such

disputes as are submitted to it, shall apply:

a.international conventionsvhether general or particular, establishing rebgsressly

recognized by the contesting states;

b. international customas evidence of a general practice accepted as law

315 See suprsection 4.3.
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c. thegeneral principles of lawecognized by civilized nations;

d. subject to the provisions of Article 59, judiaiigcisions and thieachings of the most
highly qualified publicists of the various natignas subsidiary means for the

determination of rules of law.

2. This provision shall not prejudice the powetlef Court to decide a case ex aequo et

bono, if the parties agree therétb(emphasis added)

In the traditional sense, use of force pursuanArticle 2(4) UN Charter or armed attacks
pursuant to Article 51 UN Charter are operationsdtwted by the armed forces from one State
against the territory, infrastructure or the larsga- or air forces of another State (and to a much
lesser degree so far, from outer space). Thesaspos have been agreed on and they have
been laid down in the UN Charter in 1945 and thap bence be used as a source of
international law pursuant to Article 38(1)(a) IGlatute. The exact definition of what
constitutes use of force or armed attack is howewudject to customary international law
pursuant to Article 38(1)(b) and therefore changesr time3*” The legal definition of use of
force or armed attack after the advent of cybemsgaic'cyber territory’) and the legal definition

of cyber forcegin addition to land-, sea-, air- and space fortesce needs to be regarded in
the light of both the existing legal framework, asll as in the light of potential future

developments, such as special-purpose treatiemgedth cyber sovereignty and warfare.

Clearly, it would be preferable if States would oggte, agree on and implement
international conventions and treaties in ordegdeern their conduct in cyberspace. Such
international treaties would include special pug@ear rules and they would enjoy the benefit
of having been written with the explicit consenttloé contracting party States. Such explicit
consent would greatly benefit the legitimacy of thkes agreed upon. However, such a treaty

seems highly unlikely in the near-future.

Given the danger of not having rules to regulagelddhavior of States in cyberspace as
it pertains to use of force - where there is pagdigtso much to gain and so much to lose

through cyber operations as our lives move onliihés-imperative to find workable solutions

816 Article 38 ICJ Statute.

317 SeeNicaragua case, para. 176: “... it is hard to see fiog] “natural” or “inherent” right of self-defeeccan
be other than of a customary natureen if its present content has been confirmedrghaenced by the Chartér.
(emphasis added)
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within the existing legal framework on the use afck. Michael Schmitt, the director of the
Tallinn Manual project, recognized this when, back999, he asserted that “any justification
or condemnation of CNA [Computer Network Attacks)shbe cast in terms of the use of force
paradigm.”18 In other words, even back in the2€entury, Schmitt sought to base the rules
governing behavior in cyberspace not (just) on pewpose-specific international treaties, but
also on the already existing international legahfework on the use of force. In addition, he
thereto also sought to base these rules in éhgiected future developmemlien it comes to
cyber operations in customary international B Schmitt thus argued that determining
whether a specific type of cyber coercion wouldiatthe scale and effects to meet the use of
force threshold, would entgiredictinghow States would respond to certain cyber operatio
in the future and how they would then use the Exgsnternational legal framework on the use
of force to justify their responsé® In order to predict the future behavior of Stades the
expected development of international customary, lBehmitt proposed a list of criteria by
which cyber operations and State behavior coulpredicted. The criteria Schmitt proposed to
use to make these predictions were later adopté@d@gmanded upon in Rule 11, cmt. 9 of the
Tallinn ManuaP?! They can arguably be regarded as a subsidiary srfeathe determination
of rules of law — such as the interpretation oflsand effects in the international legal
framework on the use of force - as the “teachirfgh® most highly qualified publicists of the

various nations” pursuant to Article 38(1)(d) |QatBte3?2

These criteria by which cyber operations and Siatevior in response to them can be
predicted are; severity, immediacy, directnessasixeness, measurability of effects, military
character, State involvement and presumptive hagity of cyber operatiori$3 These Schmitt-
or Tallinn criteria operate in concert and they rmoe-exhaustivé?* They will be discussed in

their respective order, with the exceptiorseterity which will be discussed last, as it is, in the

818 M. Schmitt, Computer Network Attack and the Use of Force iermational Law: Thoughts on a Normative
Framework 37 CJTL 885 (1999), at 913 “Unless the intermal@ommunity is willing to adopt@e novascheme
for assessing the use of inter-state coercion, jastyfication or condemnation of CNA [Computer Nerk
Attacks] must be cast in terms of the use of fgaeadigm.”.

319 Article 38(1)(b) ICJ Statute.

320 M. Schmitt,Computer Network Attack and the Use of Force ierimtional Law: Thoughts on a Normative
Framework 37 CJTL 885 (1999), at 913 “Unless the intermal@ommunity is willing to adopt@e novascheme
for assessing the use of inter-state coercion, jastyfication or condemnation of CNA [Computer Neik
Attacks] must be cast in terms of the use of f@amadigm.”.

821 SeeTallinn Manual, R. 11, cmt. &ee alsarallinn Manual 2.0, R. 69, cmt. 9.

322 Art. 38(1)(d) ICJ Statute.

323 SeeTallinn Manual, R. 11, cmt. $ee alsdSchmitt, at 914-915ee alsdrallinn Manual 2.0, R. 69, cmt. 9.

824 SeeTallinn Manual, R. 11, cmt. 1@ge alsarallinn Manual 2.0, R. 70.
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words of the Tallinn Manual itself, “self-evidentlthe most significant and indicative factor

in the analysig?®

Immediacyrefers to the temporal distance between the laohehcyber operation and
its effects - the more immediate the consequerticesnore likely that States will regard it as
use of force??® Directnessis closely related to immediacy, but instead odlig with the
temporal distance between the cyber operation eneffects, it deals with the chain of
causation between the cyber operation and theteffethe more clear the causal link between
the cyber operation and specific effects, the nlikedy that States will regard it as use of
force3?” Invasivenessefers to the degree of intrusion of a cyber of@na- the more cyber
barriers have been breached in order to get ttrexanore likely that States will regard it as a
use of force’?® Measurability of effecteelates closely to directness, but instead ofidgavith
the chain of causation of a cyber operation, medoslity of effects deals with the objective
assessment of the quality and quantity of the &ffefca cyber operation — the more measurable
the effects, the more likely that States will rejiiras a use of forc®? Military character
refers to the connection between the cyber operatid (other) military operations taking place
—the closer the connection between these typesarits, the more likely that States will regard
it as a use of forc®? State involvemeris closely related tailitary character but instead of
dealing with the connection between a cyber opmmaind (other) military operations, it deals
with the connection between a cyber operation agthte’s command and control structure —
the more closely a State is involved in a cyberatien, the more likely it is that States will
regard it as a use of foré&.Presumptive legalityefers to the ostensible nature of a cyber
operation — the less closely it resembles otherleigal behavior, the more likely that States

will consider it as a use of foréé?

The criterion ofseverity— which is the most significant and indicativetioé Tallinn
criteria — is unfortunately not sharply definedeTdescription which is provided in the Tallinn
Manual and in Schmitt’s article in 1999 explainatth is considered to concern the matter in

which the consequences of a cyber operation impimgeritical national interests — the more

325 SeeTallinn Manual, R. 11, cmt. 9(a3ee alsarallinn Manual 2.0, R. 69, cmt. 9(a).

326 SeeTallinn Manual, R. 11, cmt. %ee alsdrallinn Manual 2.0, R. 69, cmt. 9.
327 |d

328|d'
329|d'
330|d_
33l|d_
332|d'
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it impinges on critical national interests, the mdikely that it will be considered a use of
force333 In other words, it concerns the measure in whispegific cyber operation inhibits the
full exercise of the right to self-determinationao$tate and its people. Hence, as demonstrated
in Chapter 3, it is principally concerned with thte to the fundamental rights to life, liberty
and property of individuals within a State, as veslitheir collective representations in a State’s
rights to sovereign existence, political indepemdeand territorial integrity. As the threats to
these rights increase through more coercive méaggscan warrant stronger counter-measures,

and, if rising to the level of ‘armed attack’, ewearrant legal self-defencé?

In order to determine where a cyber operation néeds placed along the severity
continuum, the Tallinn Manual further divides thiarion of severity into the criteria of scope,
intensity and duration of the consequences of a&mcgperatior?s® In other words, severity
needs to be understood as the breadth, depth aatiotuof the consequences of a cyber
operation. Although these criteria seem to somevdtdio the ‘magnitude, intensity and
duration’ mentioned in the previous section andi@g it is important to note that the criteria
of the Tallinn Manual refer to theffectsof a cyber operation, whereas the abovementioned
criteria from the ICJ refer to thecaleof an operatios®® In other words, it is the difference
between cause and effect or the difference betwestrument and consequence. The Tallinn
Manual thus focuses on the consequences. To somemtex could hence be argued
(convincingly) that the Tallinn criteria for thet@rnational legal framework on the use of force
applied to cyberspace have side-stepped the problete restrictiveinstrumentbased
approach of the international legal framework anuke of forcé3” In other words, by focusing
on theususandopinio juris of future expected State behavior, it is possiblevield the less-

restrictiveconsequencbased approach for its normative framework.

333 SeeTallinn Manual, R. 11, cmt. 9(a3ee alsdchmitt, at 914;ee alsaart. 22 Articles on State Responsibility;
see alsorallinn Manual 2.0, R. 69, cmt. 9.

334 Article 51 UN Charter; art. 21 Articles on StatesRonsibility.

335 SeeTallinn Manual, R. 11, cmt. 9(a3ee als@Schmitt, at 914See als@rt. 22 Articles on State Responsibility;
see alsorallinn Manual 2.0, R. 69, cmt. 9.

336 See supraection 4.3.

337 See als®Boer, ‘Echoes of Times Pastit 13-16: “The effects-based approach to theofigarce allows for the
inclusion of major cyber attacks [...] The dichotomyalse. What is more, the approach ultimatelyodieas into

a purely effects-based one”. Boer similarly conelithat Schmitt's approach has not created a syrhetgyveen
the instrument- and the consequence-based appattter, Schmitt seems to have sided with the paepview’
of Article 2(4) UN Charter contained in the “oramy other manner inconsistent with the Purposékeotnited
Nations” phrase of 2(4) for a reading of 2(4) askéeg to protect against the “disturbance to irtéiomal peace
and security” (or breach of theanquilitas ordinig, regardless of the means employed thereto.

105



However, the Tallinn Manual thereby does not atyusallve the problem of the inherent
subjective nature of the consequence-based appmwhih was discussed in the previous
section. Additionally, it creates a new problemhaking to predict State behavior. Although
the criteria proposed in the Tallinn Manual and1B89 article they are based on, can provide
guidance in this predictive pursuit, they do naiuatly provide a justification for their use.
Moreover, although it provides some arguments His, tit also does not provide an actual
justification as towvhy the international legal framework on the use otéocan be applied to
the domain of cyberspace. Given the fact that Sta¢ed to consent to the rules which govern
them, one has to provide convincing argumentsditlar the international legal framework on
the use of force has become expanded with newumsints with the arrival of cyber weapons,
just as it has with other weapon developments énsttcond half of the #0century and that
these weapons are not significantly different froyber weapons or, alternatively, one has to
provide alternative arguments that the internatitegal framework on the use of force can be

applied to the domain of cyberspace.

It is the opinion of this present writer that tleerher justification, which is the basis for
the Tallinn Manual as well, is not convincing. Taéere three main reasons for this opinion.
Firstly, generally speaking, what we understandagare in the 2century is conduct which
is still mostly conducted on land, air and sea. Mo®sny weapons are just modifications or
extrapolations of older weapons. They are weapdnshamove atoms from order to disorder
through kinetic means. Some cyber weapons can $ievitar destructive effects, but what is
more often the case is that they move not atomsnaa@rials, but bytes and information.
Secondly, warfare on land, air, sea and in outecemre all types of warfare which are
conducted in the three dimensions of physical sgassentially, one side in a war defends one
piece of physical space against the other sidenaravhich defends another piece of physical
space. Even warfare in outer space — which ssfquite a marginal phenomenon - is mostly
just an extension of airspace in this sense, jgisha high seas are an extension of territorial
waters. Cyberspace does not seem to fit easilytmsunderstanding of what it means to
engage in warfare, because its effects are notittmmal upon physical proximity. Thirdly, as
indicated earlier in this section, cyber warfaregisnerally characterized bfunctional
disruptionrather than byhysical destructionAlthough physical destruction would fall more
neatly into the existing understanding of what éams to engage in warfare whets ‘scale

and effects are comparable to non-cyber operatiisiag to the level of a use of forteas
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described in Rule 10 of the Tallinn Manual, the samnot true for functional disruptici
Given that cyber weapons are inherently gearedrdsviaking out functionality, rather than
full-on destruction, it is therefore not so easytque that cyber weapons are just another type

of weapons whose use can be prohibited withintistieg legal framework on the use of force.

Therefore, in order to be able to prohibit the eiseyber weapons, alternative arguments
need to be used. | argue that it is possible thipitothe use of cyber weapons not based on the
prediction of future behavior of States and thesnmational custom developed by future
responses to them, as proposed by the Tallinn Manwisbased on, as | argued in the previous
Chapter, the argument that Article 2(4) UN Chagad Article 51 UN Charter are merely
attempts at codifying natural law and that natues can hence be consulted for the

interpretation of applying the concept of use a€éoto the domain of cyberspace.

In Chapters 5 and 6, | will dive deeper into whpesoperations which durable disrupt
critical infrastructure or engage in large-scakfttlof intellectual property will be regarded by
States as severe enough to constitute use of porseiant to the international legal framework
on the use of force as discussed in this chaptesupnt to social contract theory as the political
philosophical underpinnings of State sovereigngygiacussed in Chapter 3 and pursuant to the
factual background as discussed in Chaptexx2fdctis jus orituy. The criteria which | will
formulate in these chapters can hence serve asaddicriteria to the Tallinn criteria to help

determine the severity of cyber operations.

This chapter will continue with discussing howstpossible to attribute international
legal responsibility for cyber operations which e threshold for use of force. Although it
could be useful at this point to skip ahead to @vapb and 6 so that one can get a thorough
understanding of the exact threshold in severityue of force, the remainder is written as a
stand-alone piece and should not require this stiefipition for the purposes of this chapter

on international attributability and effective croit

In sum, the current section has explained thatatjmers conducted in cyberspace fall
within the international legal framework on the a$éorce — at least in principle and in theory.
In order to ascertain whether or not the scaleedfitts of a specific cyber operation will meet
the threshold for use of force, the criteria of Tiadlinn Manual can be consulted. The criterion

of severity is the most significant and indicatofethese criteria and it can be further divided

338 SeeTallinn Manual, R. 10see alsdrallinn Manual 2.0, R. 69.
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into the scope, intensity and duration of an op@natn order to determine which consequences
of cyber operation would amount to use of forcaroned attack, we will hence have to predict
how States will respond to certain cyber operatioffe therefore have to find out which
interests of a State are deemed to infringe onate'Stright to self-determination. In other
words, we have to look at how States would resgorttie impingement of their sovereignty
existence, political independence and territorigegrity. In order to further discuss the
guestions of severity and critical national intése€hapters 5 and 6 | will further detail the two
types of critical national interests which Statél pvotect, namely; their critical infrastructures
and the intellectual property created in theiritery.

Now that we have discussed the theory of the thHesmors for international
responsibility (attributability, breach of an int@tional obligation and absence of
circumstances precluding wrongfulness), in the rade of the current chapter, | will discuss
the practical possibility of attributing internatia responsibility. Thereto, | will use the case
of Stuxnet to illustrate why it is possible to ddtite international legal responsibility for cyber
operations which meet the severity threshold feruke of force. Given this attributability, it
subsequently becomes possible to wield the arseihglermissible responses against the

aggressor in order to create effective deterrenda@establish sovereignty in cyberspace.

4.5 Barriers to Entry for Attaining the Scale and Effeds to Meet the Use of
Force Threshold in the Domain of Cyberspace
In this section, | will counter the prevailing viest cyber operations that anyone, anywhere,

can launch a cyber operation against anyone, ampwdfeany magnitude and can do so with
complete anonymity. If this would be the case, tigtates would be unable to attribute
international responsibility for cyber operatiomslahus unable to respond to the aggressor and

thus unable to create effective deterrence anthcavereignty over cyberspace.

Even though cyber security experts in the privatga, war hawks in the public sector
and popular media, looking to, respectively, sefiduicts, attract funding or get clicks, often

promulgate the view of “somebody sitting on theidisomewhere, that weighs 400 pouftfs”

339 presidential candidate and Republican Nominee BohaTrump on the hack of the Democratic National
Committee (hereinafter: “DNC”) during the third Bigential Debate organized by Fox News on 19 Oc¢t2b26:

“I don’t think anybody knows that it was Russiattbeoke into the DNC. She is saying ‘Russia, RyRisssia’,
but | don’t know, maybe it was, | mean, it couldRessia, but it could also be Chiitagould also be lots of other
people, it also could be somebody sitting on thedt somewhere that weighs 400 pounds, okay? Y dukehonv
who broke in to DN{...] Now, whether that was Russia, whether that @ama, whether it was another country,
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has the potential to wreak havoc upon companiesanditries alike, such a scenario is in fact
highly unlikely because there exist many, high ieasrto entry in the domain of cyber warfare
which are insurmountable to nearly all non-Statracand even to most State actors. More
specifically, | will argue that as the scale anfitets of a cyber operation move up along the
severity continuum, as discussed in Section 4& there is a corresponding decreasing amount
of actors who can perform such operations. Althoogerspace has an ostensibly very low
barrier of entry, requiring little more than a camgr and an internet connection, in fact, there
are very high barriers to entry for actors who wargxercisectual coercive effecand force
through cyberspace, let alone launch operationsseviseverity would meet the threshold for
an armed attack. Put simply, although it is possibi private individuals and organizations to
conduct cyber operations which are inconvenientiaitdting to States — such as acktivism,
crime, subversion, espionage, and sabotage - cgperations which go beyond such

inconvenience and irritation seem to be the exetudomain of (few) States.

The case of Stuxnet serves as a good example oflttrdemonstrates that there are
many, high barriers which need to be crossed byraetho wish to use cyber operations to

attain the scale and effects to meet the use oéfthreshold.

Stuxnet, according to media and analyst reports,dasmputer virus which is believed
to have been used in the period of 2009-2012 tecinthe computers in the Natanz nuclear
enrichment facility in Iran in order to break itsntrifuges by making them spin around- and
slowing them down too fast, thereby making therm spmit of control and self-destru¢f
Stuxnet ended up physically destroying about & fift the facility’s centrifuges and delayed
Iran’s development of a nuclear weapon by monthgosssibly even yeaf$! Given that this

delay provided a time-frame long enough to letittternational sanctions against Iran to take

we don’t know, because the truth is, under Presi@drama we’ve lost control of things that we usedave
control over. We came in with the Internet, we campeavith the Internet and | think Secretary Clintord myself
would agree very much when you look at what I1SI&aisig with the Internet, they’re beating us at own game.
ISIS! So we have to get very, very tough on cylvet eyber warfare. It is a huge problehihave a son. He'’s 10
years old. He has computers. He is so good witketlemputers, it's unbelievable. The security aspecyber

is very very tough and maybe it's hardly doalidat | will say: we are not doing the job we shibbke doing.”.
(emphasis added)

340 See e.gD. SangerQbama Order Sped Up Wave of Cyberattacks Agaiast New York Times, June 1, 2012,
available at: http://www.nytimes.com/2012/06/01/world/middleeabima-ordered-wave-of-cyberattacks-
against-iran.htm{accessed on 31st July, 2013¢e alsdR. LangnerRalph’s Step-by-Step Guide to Get a Crack
at Stuxnet Traffic and Behaviavailable athttps://www.langner.com/2010/09/ralphs-step-by-sigjule-to-get-
a-crack-at-stuxnet-traffic-and-behavi¢atcessed on $Duly, 2017)see also generallpp. SangerConfront and
Conceal: Obama’s Secret Wars and Surprising Usérogrican Powel(2012); see also generallf. Zetter,
Counting Down to Zero Day: Stuxnet and the Launch of the World’s First Digital Weapon (2015)..

341 See e.gSangerPbama Order Sped Up Wave of Cyberattacks Agaiast Ir
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effect, to come to the negotiating table and t@ado a (temporary) nuclear deal, it could be
argued that this cyber weapon might have prevemaadrom developing the ultimate weapon
of mass destruction; nuclear weapons. Subsequeifiity,a software update, the virus seemed

to have escaped the facility where it eventuallyamee discoveretf?

Stuxnet was arguably the first cyber weapon to eguisysical destruction of this
magnitude and the first cyber operation which migéte met the threshold for use of force
pursuant to the international legal framework anuke of force. There are however three main
difficulties regarding using the Stuxnet case whaomes to assessing it in the international
legal framework on the use of force. Firstly, Ifas tried to downplay the impact of the virus
in order to maintain an image of strength domelyiead it has therefore not made a concerted
effort to explain Stuxnet in terms of the interpatl legal framework on the use of force. Given
that Stuxnet affectedran’s nuclear program, such a response would havéndrgtl the
development of the international legal frameworktbe use of force through thesusand
opinio jurisof customary international law. Unfortunately sthesponse was absent. Secondly,
internationally, perhaps due to the lack of respdram Iran, few States have chosen to express
their views as to the legality of this cyber opematin the light of the international legal
framework on the use of force. Again, such respprsrild have helped shape (customary)
international law. Thirdly, Stuxnet did not disrgst Iranian critical infrastructure (see Chapter
6 on critical infrastructure), but rather, a (natif) research project. As such, it is argued that
Stuxnet did not amount to a cyber operation whimhstituted a use of force against Iran, but
rather that it is more likely that it was an ac{@fber)sabotage®*? Although there would be a

presumption of illegality for such an operation aathough it would be counter to the

342 See e.gSangerPQbama Order Sped Up Wave of Cyberattacks Agaiast Ir

343Cf. T. Rid, Cyber War Will Not Take Plad®013), p. 1-10, 41-45, 55-58ee alsal. Stone, Cyber War Will
Take Place (2013), Journal of Strategic Studiesl,381-108, at 105. Rid cites Clausewitz’ threemants of
war, namely that war is 1. violent 2. instrumerdad 3. political and applies these criteria to 8aix Rid
concludes that Stuxnet does not meet the criteiawfar because it did not have large-scale destrict
consequences (violent), that Stuxnet was not gleanhed to bend Iran’s will (instrumental) and thiae will of
Israel to bend Iran’s will was not communicatedhatiie attack (political). Rid therefore concludeattStuxnet
qualifies merely as sabotage with small-scale destn of things. Stone considers Rid’s definitiminsabotage
as too expansive and claims that pursuant to Ridfmition, it could encompass much of traditiomadrfare
activities. However, Stone arguably misreads R#égements slightly. Stone quotes Rillifigs are the prime
targets, not humarisaand interprets it as a qualifying condition tliatce against things qualifies it as sabotage,
rather than war. However, the full paragraph froid Rakes it clear that Rid merely used this serdeax a
typification, that sabotage tends to be directeairegy things, rather than against people. Thiotstine same as
saying that force against things must thereforessarily be sabotage, but that sabotage, if itded violence,
is usually directed against things. More generatiwever, Stone rightly protests the prediction aord in the
title of Rid’s book, namely that Cyber War will niatke place. Chapters 5 and 6 of this dissertatierdedicated
to describing the two ways in which | expect ‘cyler’ will take place.
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international rules on good neighborliness, it du@snecessarily meet the threshold for the use
of force.

Regardless of the abovementioned lack of developofarsusandopinio juris as we
will see, the case of Stuxnet does provide manyaldé lessons to help explain why attributing
international legal responsibility is possible saich operations. We will deal with the severity

question in the upcoming two chapters. This chagetinues with the attribution question.

Reports by cyber security experts conclude thakri&tu was an unprecedentedly
complex and expertly written virus, virtually withb bugs and in multiple computer
programming languages (which is unusual and cartgtbto its unusually large size which is
about 20x the size of most viruses) by presumablgaan of dozens or even hundreds of
extremely talented and skilled software enginé¥rBoth its so-called delivery mechanism as
well as its so-called payload were unprecedefffeldwill discuss the delivery mechanism and

the payload of Stuxnet in their respective order.

First, the delivery mechanism. The delivery meckiantontained device drivers which
had been digitally signed with two valid certifieat What this is means is that it allowed the
virus to install itself on new computers withoubmpting the computer’s user for permission,
thereby going unnotice® These certificates were created by two well-knol@iwanese
fabless manufacturing companies, namely; Realtekni@mductor Corp. and JMicron
Technology Corporatiof!’ These companies and companies like it dependhfair very
continued existence on these certificates not beisgd for such purposes. Presumably
therefore, these certificates were not voluntagriiyvided by these companies to the buildes of
Stuxnet, but rather, they were stolen, probablyheyintelligence services of a State. Second,
the delivery mechanism of Stuxnet also exploitddadt four zero-day vulnerabilities, meaning
vulnerabilities in software programs which have yet been discovered by their developers
and are therefore still unpatched and open to @afilan by people and organizations who have
knowledge of this exploit?® Each of these individual exploits — which concereaploits in

the Windows operating system - would have beeremsty rare to discover due to the vast

344 See e.gR. Langner, Cracking Stuxnet, as2dentury cyber weapon, March 2011, TED 2011, abklat:
http://www.ted.com/talks/ralph_langner_crackingxsiet _a 21st century cyberweapon.h{atcessed on $1

July, 2017);see alsdRid, Cyber War Will Not Take Place, 41-45.
345 |d

346 Id
347 Id
348 Id

111



amounts of resources Microsoft spends on makingsdtiware as secure as possible.

Alternatively, these exploits would have been v@xpensive to buy on the black market.

Besides these elements of the delivery mechanisenpayload of Stuxnet was also
extremely advanced. First, the virus was the 6fsts kind to contain a programmable logic
controller (PLC) rootkit, which would have requiredide knowledge of Siemens Supervisory
Control And Data Acquisition System (SCADA) contsalftware and knowledge of the inner
workings (and failings) of uranium centrifugé8In other words, the team which build Stuxnet
would probably have included nuclear physicists Wwhd intimate knowledge of or had access
to the Siemens SCADA control systefAslt is assumed that this access was obtained throug
some sort of espionage or intelligence cooperdtiemveen States as the knowledges of the
workings of such systems is highly restricf4.Second, given that the Natanz nuclear
enrichment facility is not connected to the intéraed updating the virus would therefore be
very difficult, the development of the virus wouidve probably required a real-life practice
run on the Iranian used IR1 type enrichment carges model. Given that these centrifuges are
an understandably very rare commodity, the deve@grteam would have probably have had
to have had access to Libya’s IR1 enrichment deigigs when these were being shipped out
of its country after it was forced to surrenderritglear program in 2003. This again would
have required the kind of intelligence access weskfor only a dozen or so States. Third, in a
mission-impossible-esque style execution, the palof Stuxnet either contained insider
knowledge on how to spoof the feedback system fthencentrifuges which would have
otherwise activated the necessary fail safes toemtethe centrifuges from spinning into
destruction or it included tools to record the vilaywhich the centrifuges operated prior to
manipulation and to subsequently send this infolonatack to the operators of the centrifuges
when the virus started manipulating the speed ettntrifuges$®? In other words, it spoofed

the operators of the centrifuges with a false teed.

Each of these elements was an indispensable pisitedo the success of the virus and
each would have been extremely difficult for almasy actor to achieve — including for most

States -, let alone achieving all of them.

349|d'
350|d_
351|d_
352|d'

112



From the Stuxnet case we can distill several hartie building cyber weapons which

(could) meet the use of force threshold (or beytiad)). | distill the following barriers:

1. Computer programing talenthe designers of Stuxnet-like viruses seemedt@ h

been thecreme-de-la-cremef computer programmers and software architecture
managers$>3 Although a new Stuxnet virus could theoreticalritten by anyone
with a computer and internet connection, in practiceems that this would require
immensely talented and skilled programmers. Pertizsippropriate analogy for
the likelihood of the average software developeftiging cyber weapons of the
quality of Stuxnet is that this is analogous to itifenite monkey theorem. This is
especially true for the durable disruption of catiinfrastructures and to a less

extent also for the large-scale theft of intellettoroperty.

. Specific technical expertisin order to take out the critical infrastructimea State,

technical skills in the specific field one wouldkdi to disrupt — such as
communications-, energy- and logistics infrastruesu- are require®” In the case
of large-scale intellectual property theft, the tStavhich launches such cyber
operations needs to have armies of people with ledye of the specifically
targeted industries so it knows what kind of irtetual property to look for and

which domestic industry would benefit from the stointellectual propertss®

. Software exploitaNot only are zero day exploits and valid cerstfees very difficult

to come by, they are also very expensive and timdy lmecome more difficult to

come by and more expensive to buy the more impbttensoftware system they
exploit3%8 In other words, generally speaking, the largercthercion an actor wants
to exercise with a cyber operation, the more fugds needed to purchase an
appropriate amount or type of zero day exploits\aiidl certificates. Although it is

certainly possible that an actor gains accessrte laulnerabilities using a single
zero day exploit, we can assume that increasedexalbility will generally be

accompanied by increased security. Especially encdise of large-scale theft of
intellectual property, such an actor can choossitteer purchase many exploits in
less widely used software, which is cheaper, ohsr actor can choose to buy

fewer, but more expensive exploits in more widedgdisoftware. Also, in the case

353 SeeRid, Cyber War Will Not Take Plage. 41-45.
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of large-scale intellectual property theft, the eylbperation is at a greater risk of
becoming discovered (because there are more vigtlscan notice the operation)
and therefore needs to constantly buy new exphdiesn old ones become patched.
In the case of critical infrastructure, the hardevand software is more custom
designed for a particular target and therefore irequespionage and technical
knowledge as well.

4. Cost Employing groups of topnotch programmers who daasily sell their skills
on the private markets for hundreds of thousand$otérs annually, will quickly
run into the millions of dollars annually and wgiiobably take years to complete
the building of even a single weapd®. Also, the same is true for the
aforementioned technical expe?t8 Additionally, software exploits such as zero
day exploits and valid certificates can easily ¢ogtdreds of thousands of dollars
each and Stuxnet used at least four. The estincatgdor producing Stuxnet is that
it ran in the tens of millions of USD and perhapstis has even crossed the hundred
million dollar mark3%® By comparison, this is only slightly less than st to
purchase one of the (notoriously cost-overrun) F35ér ‘Joint Strike Fighter'.
Similarly for cyber operations not geared towarti® tdisruption of critical
infrastructure, cyber operations with large-scatellectual property theft will also
quickly run up the bill. Even though such operagiaczgan run with much less
advanced cyber weapons, they need armies of cydiess and industry experts
who target companies, find the property to stexraet it, process it for use in

domestic companies and pass it on.

In addition to the quality aspect of these différqpes of barriers, the quantity, or height of
each of these barriers has also increased withettent development of the cyber security
industry3° In the past decade an industry has been buildwdenerates hundreds of billions
of dollars in revenue annually for offering the t@s cyber protection technology and

techniques®! In addition to firewalls and anti-virus softwartbgere is now software which
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studies user behavior to detect anomalous behauidr as copying large amounts of design
ideas on external hard drives; software which eagag predictive malware detention by
generating random pieces of malware and testinguitsess through an evolutionary process;
scrambler software which gives intruders faux datieeep them occupied; education of users;
multi-step verification of user identity through Hiple devices, biometric data; and much
more. Moreover, not only do these developmentherciber security industry heavily benefit
the defender against the attacker, but they algaraportionally benefits high-value targets -
such as oil pipelines, (nuclear) power plants, camications systems, airports, military
installations and other vital infrastructure - wparchase the latest and greatest in cyber
protection and share best practices on how to w#hlcyber threats. The more critical an
infrastructure, the better protected it has becoewen compared to other infrastructures.
Similarly, for large companies, the increase intgeton has heavily favored companies who
have the most value in intellectual property totgca Every self-respecting large company
now has a Chief Information Officer (CIO), Chiefdital Information Officer (CDIO) or Chief
Information Security Officer (CISO) who is as respible for the cyber security of the
company with the same level of responsibility as @hief Financial Officer is responsible for

the financial security of the company.

All of this is not to say that it has become impblesto successfully break into critical
infrastructures or to successfully engage in massitellectual property theft. Just as in the
physical world, complete security is an illusiorualy sold by snake oil salesmen. No matter
how high the walls one erects, someone will alwiays a way to go over, under, around or
through it. However, what it does mean, is thatabhéeng the cyber security of critical
infrastructures or companies is increasingly beognte exclusive domain of State actors — at
least when it comes to breaching the thresholdu$er of force pursuant to the international
legal framework on the use of foré®.Although it is certainly possible and even likeéhat
non-State actors will manage to cross these baraied this threshold in the future, it is also
becoming increasingly likely that it will be onlyeBes who will be able to muster up the vast
financial means, programming talent, and techrésplertise in order to be able to do .
As Rid concludes:This analysis leads to a conclusion that is bothesimg and comforting at

the same time: the attribution problem is a functid an attack’s severity?*
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Given the high barriers to the development of cylespons, their development by non-
State actors is already highly improbable and ihisecoming increasingly so. Alternatively,
even if non-State actors would be able to succlgdiuild cyber weapons, these weapons
would nonetheless be highly impractical for nont&tectors considering the opportunity costs.
For instance, the ‘Avtomat Kalashnikova’' or AK-48sts between $500 and $1000 per
weapon - depending on the region and matket.ompare this with the low-estimate of Stuxnet
of $50.000.000 and a conservative estimate indicdiat one cyber weapon equates to about
50.000 AK-47s, complete with ammunition. Althougiiber weapons clearly have some
strategic advantages because they can be smuggledJ&B-stick, as opposed to truckloads
filled with rifles, it must be asserted that they &eyond the budget of most non-State actors
and arguably also even beyond the budget of maate &ttors. A cost/benefit analysis would
conclude that they are highly uneconomical. Inst¢aely are luxury weapons. Additionally,
this luxury status is exacerbated by the relativehort shelf-life of cyber weapori€®
Compared again to the AK-47, cyber weapons seetryhigpractical in this regard as well.
The AK-47 was first presented for military trials 1946 and is still, with only minor
modifications, one of the most popularly sold asddismall arms, due to its ruggedness and
reliability. More than six decades after its indepf the AK-47 is still an effective weapon
which can be used to conduct operations which ttaindhe scale and effects to constitute use
of force. It still kills. In contrast, cyber weapowhich can attain the scale and effects to meet
the threshold for use-of-force often use zero-daynerabilities, which, by their very
terminology, expire, often within years. Althoudtetcyber weapons can be redeployed with
new zero day vulnerabilities, this would continuguquire the purchase of new zero day
exploits, each of which could also have fed, cldfi®oused and armed a considerable number
of terrorists. Moreover, given the disproportiogalieavy cyber protection of high-value
targets, generally speaking, attacks using conweatikinetic weapons such as AK-47s would
most likely yield far superior results regardldssth in terms of financial efficiency, as well as
in terms of military effectiveness. In other wordkhough non-State actors can engage in cyber
sabotage, espionage and subversion, they redligtiagd not engage in the use of force in the

cyber domain.

Alternatively, ostensibly, cyber weapons could beveloped by States whom

subsequently could pass them on to intermediaryState actors in order to try to avoid
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responsibility for their use. Again, although tlsieems possible in theory, practice would
suggest otherwise. The foremost reason for thitkds States who support non-State actors
generally tend to only support them with light, loast weapons. Alternatively, even if a State
would pass a cyber weapon which could attain théesand effects to constitute use of force to
a non-State actor, this State can still be heldaesible for the subsequent use of these weapons
by these non-State actors pursuant to the intemeltilegal framework for attribution for
international responsibility as set out in Secdahsuch as articles 5-11 of the Articles on State
Responsibility?®” Additionally, practically speaking as well, cybeeapons used for the large-
scale theft of intellectual property are of littlse to non-State actors. Rather, they would want
to use weapons with which they can durably disasjical infrastructures. Given that these
weapons are often build for a very specific purpessuch as the disruption of a nuclear
enrichment facility with a specific configuratioh @entrifuges, as was the case with Stuxnet —
these weapons often have the seal of their crektevill hence be very difficult to deny
responsibility for the subsequent use of such megnild weapons. The next section will

address thisnodus operandaspect in more detail.

In sum, the proposed result of the accumulatiaghese barriers is that cyber operations
which are capable of attaining the scale and efféztconstitute ‘use-of-force’ pursuant to
Article 2(4) UN Charter can and will only be useg (few) States and hence fall under their
international legal responsibility. The analogy @i propose to understand the unlikelihood
that cyber operations will be conducted by acttingiothan (a few) States, is that the ability to
conduct such cyber operations, using highly advéusoéware, is comparable to the ability to
conduct operations using intercontinental ballistissiles (ICBMs), using highly advanced
hardware. Coincidentally, according to Langner -owh credited with having discovered
Stuxnet - even though the delivery system of Stuwaes already complex and high-tech to an
unprecedented level, the payload itself could delylescribed as ‘rocket sciené® Although
building such capabilities is theoretically avaialo any and all, in practice, building these
capabilities seems to be reserved for only (a f8tgtes. Finally, it is unlikely that these
capabilities will be passed on to proxy organizaidue to the fact that States who do so would

continue to bear international legal responsibfiitydoing so.

367 Artt. 5-11 Articles on State Responsibility.
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4.6 Exercising Coercive Effect in the Domain of Cybersace
Besides asking the question “who is capable?” is=udsed in the previous section, Langner,

in order to deduce the creator of Stuxnet, alscedsthe question Cui bono? (“who
benefits?”)3% In addition to the barriers of cyber operationsatiining the scale and effects
to meet the threshold for the use of force — as$kin the previous section — it is posited here
that several methods of inference can be employedhacan often make it possible to
convincingly infer the intentions behind a cybeeion. This in turn would make it possible
to find the actor responsible for the cyber operatiwvhich would enable the victim State to
employ the methods necessary to punish the aggressid hence to reestablish effective
deterrence.

Evidently, the clearest way to infer the respoleséctor behind a cyber operation is
when an actor explicitly claims responsibility for operation. Despite the inherent benefits of
cyber operations as operations which can be coadactonymously, voluntarily discontinuing
this anonymity is not as unlikely as it may seenfiat glance. Given the fact that cyber
operations generally, inherently create disturbaand disruption rather than death and
destruction, the most useful employment of a cyl®apon is often to use it as a political threat.
Hence, explicit communication of the motivation dampanied with political demands) for

cyber operations is not unusdé.

Alternatively, even in the absence of explicitlgiohed responsibility, responsibility can
often be inferred convincingly by looking at thegiet of the cyber operation and asking the

guestion “who benefits?”. There are three mainarasvhy this is often possible:

1. Targets As mentioned in the previous section, cyber weamesoften special-
purpose build weapons, build to disrupt or distome particular target — especially
in the case of cyber operations which target @itiofrastructure. Stuxnet for
example was clearly designed to target the unigudiguration of the Uranium
enrichment cascades at Natanz, If&h It targeted frequency converters

corresponding with only two companies, one of whighs Iranian and build

369 Id

370 SeeRid, Cyber War Will Not Take Place. 140-141see alsdStone, Cyber War Will Take Place, at 105. Stone
protests Rid’s projection of historical observatmmattribution into the future. Stone points chdtteven if it is
true that in the past acts of war have always loks@med by the responsible parties, that this caesiecessarily
have to hold true for the future. Although thisestainly correct, it must be observed that Rid midd make an
absolute statement concerning his projection, karefy that it could be indicative of a certain likeod.
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centrifuges’’? In other words, this incredibly large, expensind aomplicated virus
was mostly build only to be used once, at one agr destination. Even though
Stuxnet also spread to many computers in other aoiap and countries, it caused
no harm on those computers because its payloadnaiageared towards them.
Stuxnet would simply eventually delete itself fraimlem. Given the extremely
targeted nature of cyber operations which attaitical infrastructures, lists can be
made of actors who benefit enough from a disturbasrcdisruption in a certain
facility to conduct such an operation. This lishcubsequently be cross-checked
with a list of parties who have the capability tonduct such cyber operations
pursuant to the barriers described in the prevemasion. Similarly for large-scale
intellectual property theft, the cyber operatiors lauilt to target specific industries
which compete with the industries of the State Whécconducting the operation. If
a cyber operation seems geared towards particwdastry and specific data within
that industry, then they will likely share a comnswurce.

Implicit communicationAs noted, it must be observed that most cyber tipesa
are a use of violence and intimidation in the pitirstipolitical aims,i.e., they are
threats of force or forceful threat¥® As Schmitt has rightly pointed out: “the
prohibition [on the threat of use-of-force] appliesly to anexplicit or implied
communication of a threaits essence is coercive effect’*.In the absence of
(territorial) conquest, uses of force are, in thards of Schmitt “communicative in
nature”. Force can only have coercive effect wties eéxercised so even in the
absence of explicit claims of responsibility, ingiliclaims are often warranted to
justify the great expenses of cyber operationsceSithe communication of the
intention is often the very purpose of the operattargets can be very symbolic in
order to communicate a specific message. For iostam 2007 Estonia’s
governmental e-services were the target of a DR@Sla almost immediately after
it decided to relocate a controversial war memptia Bronze Soldier of Tallinn.
The operations were aimed at pressuring the gowamhmo reverse this decision.
(Subsequently, Estonia formed the basis for the @ATooperative Cyber Defence

Centre of Excellence, which helped produce theiffaManual®’s)

873 See alsRid, Cyber War Will Not Take Plage. 1-3, 159-160.
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3. Modus operandiAnother way to infer the responsible party is bgking at the

modus operanddf a cyber operation and to compare it to otheratmns — both
those in the past and in the present and both tinogkysical- and in cyberspace.
For instance, Stuxnet and subsequent viruses DoduFame were near identical
instruments in the way they were designed and veb(kéthough their intended
purpose was different)® Also, Stuxnet contained several references whiihim
have been symbolical to its creators and which miglive been used as a
signature®”” If responsibility has been claimed or inferred tor earlier cyber
operation and a new cyber operation has the sapaeis operandir signature, then
this might lead back to its source. Additionallyadternatively, the ‘accumulation
of events theory’ can be consulted to infer resjwility for cyber operations. In
short, the accumulation of events theoryNadelstichtaktik holds that a series of
events or operations can be linked when they ammeaxtied in time, source and
cause, so that they may be accumulated to eithet tme thresholds for use of force
or to infer the source of new operations which sgeared towards the same cause
when they happened around the same time as oteeatims®’® For instance, the
Israeli strike on the secret Syrian nuclear reaictahe Deir ez-Zor region in 2007
was reportedly accompanied by a cyber operationhoiok out several air-defence
systems’® This accumulation of events would allow the Syg@vernment to infer
Israeli responsibility for the accompanying cybeertion as well. Besides these
cyber operations to disrupt critical infrastructjralso with large-scale theft of
intellectual property, themodus operandian help infer responsibility. For example,
when companies in one State start seeing theigaigsirade secrets and others
intellectual properties in the products of theimgeetitors in other States and when
it is known that the companies where this propesdy created had been attacked,

then this would help with inferring the responsiatgor.
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The analogy which | propose with regards to infegrihe intention behind cyber operations is
that it bears close resemblance to inferring thenition behind terrorist operations. Even
though such operations are usually also conduateérua cloak of secrecy, they are either
explicitly claimed afterwards so that the respoleséctors can communicate a threat of future
use of force if certain conditions are not met #nd exercise force (as is usually the case) or
they coincide with other operations in time, souand cause so that responsibility can still be

inferred convincingly from their implicit message.

Different cyber operations will warrant differenethods of inferring responsibility. For
example, in the case of large-scale intellectuaperty theft, it is more likely that the third
method of inferring responsibility will yield theebt results, whereas in the case of durable
disruption of critical infrastructures, it is mdikely that the second method will yield the best

results.

Admittedly, when asking the question “who benefitst?must be observed that there
are also indirect ways to benefit from conductiyber operations, most notably by staging
false flag operations aimed at sparking (armedYlicbrbetween other, competing StatéS.
Moreover, pursuant to game-theory such indirectefitn would arguably continued
infinitum, thus ever-expanding the circle of potential beotfrs. Despite the theoretical
possibility of such a scenario, in practice sudtanario also seems highly improbable, or at
least not more likely than false flag operationother traditional means of military operation.
The main reason for this is a corollary to the aoentioned attributes of use of force through
cyber operations. As mentioned, when a cyber ojperéiecomes larger in scale and effects,
there is a corresponding increasingly large groupemple involved in building the weapon
and in directing the execution of the operationca@xdingly, if the operation is used to stage a
false-flag attack, then the conspiracy entails mespondingly increasingly large and diverse
group of potential whistleblowers. Therefore, getlgrspeaking, the greater the scale and
effects of an operation and its subsequent fallthetless likely it will be that a conspiracy can
be maintained. Although it is certainly theoretigg@lossible to assemble large groups of willing
conspirators (even among the generally more uralistgpopulation of computer scientists)
and perhaps game others in such a way that theyr&mowingly contributing towards the
conspiracy as well (although the special-purpogeiraaof cyber weapons makes this less

likely), practically speaking, it seems more likéiyat cyber conspiracies will fail to materialize
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for the same reason that other conspiracies tefalltoational actors recognize the following

simple cost/benefit analysis:

potential benefit < potential cost x chance of ipeticaught

After all, if a State would try to conduct a cylmgeration which meets the use of force threshold
and tries to stage this operation as a false tlagpairk conflict between two States, then the
former State risks the wrath of the latter two &tahd in all likelihood also that of the

international community at large who might (rightsee the international order threatened by

such conduct.

The proposed result of the accumulation of thes@bkes is that cyber operations which
are capable of constituting use of force, are ety to be used as false flag operations or at
least, they are as unlikely to be used for suclpgees as other operations which have the
potential to attain the same scale and effecth as bombs and bullets. A useful analogy in
this regard is that of submarine operations. Ev@ugh submarines are in many ways even
more ideal for staging false flag operations —eitiey use a small group of people who are
more or less physically cut off from communicatmigh the outside world - they have not been
used for this purpose, despite their wide-spreadability during many times of international
tensions.

In sum, besides cyber forensics there are many offedul tools which can be employed
by States to infer the international legal resplitisi for cyber operations which can attain the
scale and effects to cross the threshold for useroé. Contrary to the popular image of cyber
operations being anonymous, usually, the respansbtor claims responsibility — either
explicitly or implicitly.

4.7 Inferring International Legal responsibility and (R e-)Establishing

Effective Deterrence in the Domain of Cyberspace
The previous two sections have made it clear ttiabating international legal responsibility

for cyber operations pursuant to the internatidegdl framework on state responsibility does

not just rely on the quality of the cyber forenséesployed. Rather, on top of cyber forensics,
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we have seen in Section 4.5 that there are marhybagiers to entry for actors who want to
conduct cyber operations which attain the scale effetts to meet the threshold for use of
force pursuant to article 2(4) UN Chartét As such, this can be expected to help narrow down
the list of potential actors to (a few) States.tReirmore, as pointed out by Rid and Buchanan,
the more severe the consequences of a particuter operation, the more likely it is that a
State whose interests have been damaged will &#loadditional resources to solve the
attributability questiori®? Moreover, the cyber security industry continuesrict ever-higher
barriers to exercising use of force through cyb&tspat a pace which is faster than the
development of cyber weapons. On top of cyber f@osmand the higher barriers, we have seen
in Section 4.6 that besides asking the questioro“isitapable?”, we can also ask the question
“who benefits?” to further narrow down the listpdtential actors who are responsible for the
cyber operation. We have seen that, due to therenaiicyberspace, we can expect that
responsibility for cyber operations which meet tise of force threshold is usually explicitly

or implicitly claimed by the responsible actor arah be convincingly inferred.

Clearly, inferring responsibility through implicdbmmunications by and of itself would
be too weak to attribute international legal resilility for an operation. However, taken
together with the barriers mentioned in Section 4.6ross-check between the lists of “who is
capable?” and “who benefits?” will probably slimvawo the list of potential actors greatly, if
not zero in on the responsible actor completelysuRantly, through such a process of
elimination, the responsible actor can be takenob@nonymity and be held accountable for

his aggression.

Admittedly, the process of elimination by which gessibility for cyber operations
which meet the use of force threshold is inferisdhot as clear or certain as is the case when
the armed forces of one State invade the physiealesof another State, carrying flags, badges
and uniforms. Those days are however increasirglynging to the past and they are less and
less the future of warfare. There is more to gainyiberspace than there is in physical space
and this is increasingly so. (Chapters 5 and 6 edtuss this in great detail) It should be
recognized that although a level of uncertaintyiniserent to inferring international legal
responsibility for cyber operations, such uncettais not new to international relations, nor is
it exclusive to cyber operations. As already mamawin the previous section, terrorism too

acts anonymously, but in practice, there seem tfeweproblems with regards to attributing

381 Art. 2 UN Charter.
382 T, Rid & B. BuchanapAttributing Cyber Attackslournal of Strategic Studies (2015), 38:1-2, 4é87.0.
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responsibility when terrorist operations are coneddcMoreover, besides cyber- and terrorist
operations, the international legal framework om tise of force also successfully deals with
other types of uncertainties. Whereas cyber- amdrist operations deal with uncertainty in
the ratione personaeof a use of force (who is the responsible actow®,find similarly
discussions in international relations and therir@onal legal framework on the use of force
when it comes of anticipatory self-defence in resgoto operations of which thratione
temporisof an operation is uncertain (when can we be cwed that a certain operation which
is being prepared will be launched?). In both céisee can be no absolute certainty - nor that
a specific actor is a hundred percent certain t@gpgonsible for a cyber certain operation which
has already taken place, nor that an attack whitieing prepared is a hundred percent certain
to be launched -, but in both cases the internatitegal framework provides appropriate
restrictions and permissions to guide internatioredhtions pursuant to its fundamental
principles of self-determination and non-interfaxenThere is hence an appropriate balance
between the restriction on State behavior and ssibility for States so that States do not feel
the need to breach international obligations toimelf-preservation. Moreover, just as the
permissibility of anticipatory self-defence beconsésarer as an operation comes closer to the
operation being launched, so too does the attabutf international responsibility for cyber
operations become clearer as the operations becmreesevere in scale and effects. Hence, in
both cases unwarranted unilateralism can contioubet avoided and the use of force in

international relations can continue to play onlyiaor part.

4.8 Conclusion
This chapter started with the observation thatattigbution problem in cyberspace has the

potential to constitute a serious challenge toeSw@aims of sovereignty over parts of
cyberspace. After all, thison d'étreof the State is the protection of the vital instseof life,
liberty and property for individuals and their @adtive variants of sovereign existence, political
independence and territorial integrity. In the aloseof effective control over cyberspace, a
State cannot claim sovereignty over this spacehowit deterrence in cyberspace, the State
cannot provide this protection; in the absencetwofbation, effective deterrence cannot be
established and effective control cannot be maiethi Fortunately, this chapter has

demonstrated that the attribution problem can besdo
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Section 4.2 has set out the international legah&work on State responsibility and has
detailed three requirements for State responsibibteach of an international obligation,
attributability and the absence of circumstancesclpding wrongfulness. The section
continued with discussions on the different typesamduct which can be attributed to States

and a brief discussion on the circumstances pregudrongfulness.

Section 4.3-4.4 have set out the internationadllé@mework on the use of force in
general and commenced with applying it to the donwdi cyberspace in particular, in this
respective order. In Section 4.3, it became cleair there exists a continuum of gravity along
which we find coercion, use of force, use of foagainst political independence and territorial
integrity and armed attack exist, respectively. &wafing on the scale and effects of a certain
operation, it moves up along this continuum. Wheoines to cyberspace in particular we have
to ask the question what the severity of an oparas. It has been mentioned that there are two
main categories of cyber operations which meetstherity criterion to attain the scale and
effects to meet the threshold for use of force yams to the international legal framework on
the use of force; disruption of critical infrasttue and large-scale theft of intellectual property
These two types of cyber operations and the quesfigeverity question itself are discussed
in further detail in the subsequent two chapteth Whapter 5 dealing with large-scale theft of

intellectual property and Chapter 6 dealing withadie disruption of critical infrastructures.

Section 4.5 returned to the attributability pdrtiee equation. The section used the case
of Stuxnet to demonstrate that there are signifitamriers to entry for actors who want to
conduct operations in cyberspace which can meeddterity criterion to attain the scale and
effects to meet the threshold for the use of fgneesuant to the international legal framework
on the use of force. Moreover, the section has deimated that the more severe a cyber
operation, the more likely it is that the cyber paa can only created under the responsibility
of a State actor. Moreover, | have explained wieg¢hbarriers to entry are increasing and that
the list of actors who can perform such cyber dp@ma is correspondingly decreasing.
Although these barriers cannot definitively excldle possibility that non-State actors will be
able to conduct operations which will meet the shdd for the use of force, it has been
explained why the likelihood of such an occurrersccredibly low and that it is becoming

increasingly less likely.

In Section 4.6, | added another tool for attribgtinternational legal responsibility for

cyber operations which meet the use of force tlulespursuant to the international legal
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framework on the use of force. | have demonstrtitatieven with cyber operations, it is usually
possible to infer responsibility because such dpers, because of their nature, are usually

explicitly or implicitly claimed.

In Section 4.7, | have put the different tools &biributing international responsibility
together and argued that, cumulatively, they camnvisédded as a process of elimination for
inferring responsibility. | discussed why this willovide a level of certainty which is sufficient

to maintain international order and effective detece between States.

In sum, this chapter has explained why it is gmesio attribute responsibility within
the international legal framework on State resgulitsi for cyber operations whose scale and
effects meet the threshold for use of force undtcla 2(4) UN Charte?®® Given that it is
possible to solve the attribution problem, it igrdfore possible to respond to aggressions
through cyberspace appropriately and hence, that possible to establish the effective
deterrence and maintain the effective control aber domain of cyberspace which are a

necessary requirement for exercising sovereignéy avxdomain.

Even in cyberspace, if a man contemplates strikimgther man’s eye, then this man

can expect the latter man to respond in kind g0 &®)establish effective deterrence.

383 Art. 2(4) UN Charter.
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PORTIA

Tarry, Jew

The law hath yet another hold on you.

It is enacted in the laws of Venice,

If it be proved against an alien

That by direct or indirect attempts

He seek the life of any citizen,

The party 'gainst the which he doth contrive
Shall seize one half his goods. The other half
Comes to the privy coffer of the state,

And the offender’s life lies in the mercy

Of the Duke only 'gainst all other voice.

In which predicament | say thou stand’st,
For it appears by manifest proceeding

That indirectly—and directly too—

Thou hast contrived against the very life

Of the defendant, and thou hast incurred
The danger formerly by me rehearsed.

Down, therefore, and beg mercy of the Duke.

GRATIANO
Beg that thou mayst have leave to hang thyself,

And yet, thy wealth being forfeit to the state,
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Thou hast not left the value of a cord.

Therefore thou must be hanged at the state’s charge

DUKE

That thou shalt see the difference of our spirit,
| pardon thee thy life before thou ask it.

For half thy wealth, it is Antonio’s.

The other half comes to the general state,

Which humbleness may drive unto a fine.

PORTIA

Ay, for the state, not for Antonio.

SHYLOCK

Nay, take my life and all. Pardon not that.

You take my house when you do take the prop
That doth sustain my house. You take my life

When you do take the means whereby Ffite.

384\W. Shakespeare, The Merchant of Venice (Origiet)tavailable at http://nfs.sparknotes.com/merchant, Act
4, Scene 1, Page 15-16, lines 338-369.
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5 Large-Scale Theft of Intellectual Property as
Aggrandizement of Cyber Territory

“Shylock: No, go ahead and take my life. Don’t pardon thatu Yake my house away when
you take the money | need for upkeep. You takdemnyHen you take away my means of making

a living.385

5.1 Introduction
In William ShakespeareShe Merchant of VenicBassanio, three parties agree to a contract.

Bassanio, a Venetian noble man, seeks to loan ao$l8000 ducats to invest in a shipping
expedition, after having previously already squaedéhis estate. He approaches his friend,
Antonio, a Venetian merchant, for the loan. Althlugntonio is willing to provide the loan to
Bassanio, he is unable to do so because his shibsarchandise are out at sea at the time.
However, Antonio agrees to act as the loan’s guardor when Bassanio can find another
lender. This lender is eventually found in Shylogk/enetian Jew and money-lender. Shylock
agrees to lend Bassanio, an outspoken anti-Serhitehas previously antagonized Shylock,
the sum, under the condition that, as an insuramtiee loan, should Bassanio fail to repay the
loan at a specified date, Shylock may then exguiand of flesh’ from Antonio, literally. After
deliberation, Bassanio and Antonio agree to thegdas set out by Shylock and the contract is

signed.

Unfortunately, this time as well, luck is not oa$anio’s side and this expedition too
fails. The story progresses with a default on thgnpent and with Shylock taking Antonio to
court to exact his ‘pound of flesh’. After someatission, Shylock is initially allowed to exact
his pound of flesh as per the agreement. Soon dfierehowever, the judge declares that
although Shylock may take the pound of flesh, hg nm take a gram more or less, lest Shylock
be locked up. Additionally, Shylock may also ndtadhe blood of Antonio as this is considered
by the judge not to be included in the agreemenotedver, the judge also declares that Shylock

is in violation of another Venetian law, namely thes that holds that if a foreign resident -

385 W. Shakespeare, The Merchant of Venice (Modern nstation), available at
http://nfs.sparknotes.com/merchaftt 4, Scene 1, Page 16, lines 355-369.
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such as Jews like Shylock, who live in Venice’s idtwghetté® and not in Venice proper —
make a direct or indirect attempt to kill any atizof Venice, that the person he tried to Kkill
may take half of this foreigner’s property, witletbther half going to the stat€.Further, this
law stipulates that Shylock’s life is now to be ided by the Duké® The Duke, after some
deliberation, decides to spare the life of Shylaokl to forfeit the half of Shylock’s property
which is to go to the state. The other half id shilgo to Antonio. Shylock, perhaps initially

surprising to many, rejects the offer.

The predicament of Shylock is dire and, perhapgr®ingly, uniquely suitable to
illustrate the overarching goal of this chaptemedy the importance of protecting intellectual
property in cyberspace. To Shylock, the proposetesee did not just amount to a harsh (and
arguably unjust® punishment and a major financial setback. Ratheguld be argued that it
continued to amount to a death sentence. As aivieyy In 16" century Italy, Shylock was not
allowed to own land for farming, nor was he allowedexercise professions or serve in
government. Resultantly, with the factors of praearc of land or labor not available to him,
the only factor of production open to Jews like IBblk was that oftapital.3°° However, in

order to make a living from capital, money-lendiequires a certain amount of capital to lend

38 The name ‘ghetto’ comes from the waldeta which means ‘snail’ in the Venetian dialect afian. It refers
to so-called snails in metallurgy, which is a byprot of foundries that looks like a mesh of snallse Jewish
living spaces in Venice were built on the spot vehée iron foundries let the snails cool off.

387 See W. Shakespeare, The Merchant of Venice (Modern slation), available at
http://nfs.sparknotes.com/merchaAtt 4, Scene 1, Page 15, lines 338-348, “Waitilaute, Jew. The law has
another hold on you. The laws of Venice state ifhatforeign resident directly or indirectly attetago kill any
citizen, the person he tried to kill will receivaehalf of the foreigner’'s goods. The other hakégto the state.
Whether the offending person lives or dies is uihéoduke—there’s no one else to appeal to. In poedicament
you've earned that punishment, because you'velgleantrived indirectly—and directly too—to takeetfife of
the defendant. So get down on your knees and begyrfrem the duke.”.

388 SeeShakespeare, The Merchant of Venice, Act 4, SteRage 15, lines 338-348.

389 SeeShakespeare, The Merchant of Venice, Act 3, SteRage 3, lines: “Doesn’t a Jew have eyes? Doasn’t
Jew have hands, bodily organs, a human shapesdinges, feelings, and passions? Doesn’'t a Jewnesaaine
food, get hurt with the same weapons, get sick thighsame diseases, get healed by the same medicthezarm
up in summer and cool off in winter just like a Gtian? If you prick us with a pin, don’'t we bleeldyou tickle
us, don't we laugh? If you poison us, don’'t we diefl if you treat us badly, won't we try to get eenge? If we're
like you in everything else, we’ll resemble youtlrat respect.” Contrary to modern legal systemes \Manetian
legal system had different (sets of) rules fordigerent peoples living under its sovereignty. Thee which has
been applied to punish Shylock could not be appbettie other, non-Jewish residents of Venice.

390 SeeSmith, The Wealth of NatiopsChapter VI. In economics, the factors of produttiefer to the different
types of inputs which, taken together, create amewic output, such as a product or service. thiis output
which translates to economic value one can monétizeake a living from. In the classic definitiaghe factors
of production are defined mutually exclusive antlextively exhaustive as land, labor and capitalnd refers to
natural resources like water, air and soil, as welthe natural resources above and below thenaorlrakers to
the manual and mental efforts one undertakes taexbatural resources, process them [designsjitalapfers
to the technology and other goods (such as buidimgfrastructure and intellectual property) used the
production of goods and services. In more modefimitiens, entrepreneurship and human capital areetimes
separated from their overarching category of ladyat technology is sometimes separated from itsangiing
category of capital.
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out to charge interest on. If half of Shylock’s itapwould be taken away, then, according to
Shylock, he would not be able to continue (makiplivang. In the eyes of Shylock, the choice
between death and surrender of the means by whigtake a living thus amounted to a false
choice. Shylock thus replied with the wordsid; go ahead and take my life. Don’t pardon that.
You take my house away when you take the money foleupkeep. You take my life when you
take away my means of making a livingj!

This chapter will argue, pursuant to the legal modal philosophy behind the principles
of State sovereignty, that in the Information Ags, described in Chapter 2, our economic
activity is very comparable to that of Shylock iretlé" century and that as a consequence,
cyber operations which engage in large-scale, -sfawasored theft of intellectual property
should be understood as territorial aggrandizermémyber territory, analogous to physical
territorial aggrandizement through large-scaleggessponsored attacks using traditional kinetic

means €.g.,artillery shelling, naval attacks, aerial strikescetera.

As explained in Chapter 3, State sovereignty isnaltely derived from the inherent
drive of people to self-determination and the prtta thereto by the State of the vital interests
of individuals, namely; life, liberty and propergs well as their collective forms in the shape
of state sovereignty, political independence anitéeial integrity. This chapter and Chapter 6
deal with the inverse of State sovereignty, nanfe@aches to self-determination. Chapter 6
deals with threats to cybeservicessuch as through the durable disruption of critical
infrastructures. This chapter will continue to dedh threats to cybgeroductssuch as through

the large-scale theft of intellectual property.

This chapter contains three main sections, dealitity subsequentlyes nullius terra

nullius anddata nullius

Section 5.2 will deal withes nullius In this section, the legal and moral foundation f
the concept of property will be set out in genaral specifically, the legal and moral foundation
of ownership ovephysical objectslt is argued here that ultimately, all properiyhts are
derived from the addition of value by a persontioough the proxy of a legal entity) to natural
resources which previously had the statusesfnullius Section 5.3 deals witterra nullius
This section will deal witttand and how the cultivation dérra nulliusestablishes ownership

over it. This section also addresses Rousseawstai)s to property rights in general and

391 SeeShakespeare, The Merchant of Venice, Act 4, Stefage 16, lines 355-369
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specifically, those objections to property rightgeoland. Section 5.4 will deal witbata
nullius. In this section, it is discussed why, from a nharal legal perspective, people can own
not just land and physical objects, but also idelasn these ideas have previously been, what
| call, ‘data nullius. In this section, the differences and similastigill be discussed between
gaining ownership through manual labor (objects lands) and mental labor (ideas). In this
section, it is also argued that protectintgllectual property is the pre-requisite to being able

to ‘make a living’ in the Information Age.

Throughout this chapter, a legal and moral theontlie information age on property
rights is built from the ground up. This theoryrigavith the state of nature and how in the state
of nature, social animals, including humans, owgirtkabor. From there it will be discussed
how this labor can be used to provide servicegsheranembers of the group in exchange for
social currency, which can be cashed in on in exgedor other services. Subsequently, we
leave (most of) the rest of the animal kingdom bdhis, as we discuss hddomo sapiens
attains ownership overhysical objectdy mixing his labor with the natural resourcesis
surroundings. Thereafter, we will discuss how, tigiothe mixture of his labor with laridpmo
sapienscan attain ownership ové&nd. Finally, we will discuss how ownership ovdeasis
established. By doing so, this section will bringr aliscussion on property and territorial
integrity into the Information Age. The chapterv@bnclude in Section 5.5 where a summary

and concluding observations are provided.

5.2 From Res Nulliusto Ownership over Physical Objects
As set out in Section 3.3, | believe that the psime recognition of the right to property in

political philosophy as well as in regional ancemmational legal systems across time and space
is not a historical coincidence, but rather, thaeiflects a fundamental logic to legal systems
which is demonstrated by both philosophy and theasywell as by law and practi€®.This
logic is that the right to property is derived fraumr human nature and from our inherent drive

to self-determination.

392SeeSection 3.2see alsal. Locke, Second Treatise of Government, sect!\®ether we consider natural
reason, which tells us, that men, being once bdwamwe a right to their preservation, and consequéntheat and
drink, and such other things as nature affordstfair subsistenck. (emphasis added¥ee alsdRousseau, On
the Inequality among Mankind, part II: "Man's fifseling was that of his own existence, dmlfirst care that of
selfpreservatior! (emphasis added)
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Understanding that the right to property is a @mguisite to Man’s self-determination,
does however not explain where and when this rigiginates. | believe therefore that any
discussion on property rights — both individuaiyate property rights, as well as collective,

public property rights — requires one to starhatleginning, with the state of nature.

Originally, when Man was a hunter/gatherer wandeanound the plains of Africa,
adapting to his surroundings, he was more alika tirdike the other animals. Man was just
another primate roaming around, looking for food &nding off others through the threat or
the use of pre-emptive, preventive and punitiveeddP® The trees and the animals in his
surroundings did not belong to him, y&tinstead, the concept of ownership over property in
the state of nature was either completely abseittveais limited to the duration during which
one could hold some piece of fruit or meat in fasmdhand successfully fight others off from

taking it from him. Man lived in the moment. Food diot spoil.
Man did own one thing and from this, ultimatelyl,@knership originates; hiabor.3°®

Among social animals, it is understood that membé&is group have ownership over
their labor. Given that nearly all social animaésribt buildproducts in order to understand
this concept in the animal kingdom, we need to labkheserviceswhich they provide to the
other members of their respective groups. Amongdas@mnimals, there is a basic, implicit
understanding that the services which the membe¢hese groups provide to each other — such
as grooming, protection and prostitufi$fh areownedby the providers of these services. One
notably example which is very illustrative of thaderstanding of ownership among social
animals was in a 2005 Yale study on the behavieapfichin monkey®’ In the study a group
of researchers taught a group of capuchin monkeys o use money to pay for fogef

Subsequently, the monkeys were given a certaindiutdgspend how they wished, such as on

393 SeesupraSection 3.2.

3% SeelLocke, Second Treatise of Governme@hapter 5, section 26: "God, who hath given tedvto men in
common, hath also given them reason to make ugemfhe best advantage of life, and convenieite. earth,
and all that is therein, is given to men for thppart and comfort of their being. And tho' all tineits it naturally
produces, and beasts it feeds, belong to mankimbimmon, as they are produced by the spontaneaus dfa
nature; ancho body has originally a private dominion, exclesof the rest of mankinth any of them, as they are
thus in their natural state.". (emphasis added)

3% Sed ocke, Second Treatise of Government, Chapterchicse27: " Though the earth, and all inferior dreas,
be common to all men, yet every man has a projettis own person: this no body has any right tbHiomself.
The labour of his body, and the work of his hamdésmay say, are properly His(emphasis added)

3% SeesupraSection 3.2. Unsurprisingly, the basic servicescWisiocial animals provide to each other often are
related to the twin goals of survival (protectiamd reproduction (prostitution).

397 See S. Dubner, S. Levitt, Monkey Business, New York &n ¥ June, 2005,available at:

http://www.nytimes.com/2005/06/05/magazine/monkesgibess.htm{accessed on 31st July, 2017).
398 Id.
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different types and/or amounts of fo&tl.The researchers wanted to find out how these
primates would use their ability to use money &poand to different economic situations — such
as gambling, egoism/altruism, time preferemtecetera’®® However, the researchers soon
noticed that these monkeys were much more humam phaviously thought. When the
monkeys learned that money held value which coeldided to buy goods and services, they
soon observed one male monkey using his monewta ffiemale monkey for s¢k? After the
exchange took place, the female monkey used theeyntbuy a grap®?In other words,
when these monkeys learned the value of money,réiryented the world’s proverbial oldest
profession. The researchers subsequently had togehthe setup of their experiments to

prevent the lab from turning into a brotiel.

Even when the understanding of ownership over sesvis not as explicit as in this
example — with money as a medium of exchange -ameobserve an implicit understanding of
this concept throughout different species of soar@mals. They understand the underlying
social currencywhich is transferred when services are providectudlly, it is this very
understanding which is the pre-requisite to alltwirt lives to become socialhe services
which social animals provide to each other in exgaafor social currency can be cashed in on
in different ways, even without physical currency an intermediary. The services can be
exchanged in an immediatpid pro quofashion. For example, one monkey might groom
another monkey and after completing the serviae,aumound, point at his back, and expect the
service to be reciprocated right then and therrAdtively, a monkey may deliberately groom
another monkey who is higher up the social ladd#@rout expecting to be groomed in return,
but in order to acquire political capital which daacashed in on at a later date. Brains evolve

to keep score.

Certainly, there is risk involved in providing angee in exchange for social currency
rather than for a physical store of value such asay (or in exchange for a physical product).
The latter category can be cashed in on with muehtgr certainty than the former. All that is
required is to keep the money (or product) unisl @xchanged. However, even though no social

animal besidesiomo sapienxchanges physical products (and until recentlyney)204 it

399|d_
400|d_
40l|d'
402|d'
403|d

404 SeeA. Smith,An Inquiry into the Nature and Causes of the WealltNations(1776) (hereinafter: “The Wealth
of Nations), Chapter Il:Nobody ever saw a dog make a fair and deliberatbaxge of one bone for another with
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can still be expected that even in the absendeeafiedium of exchange of the Yale experiment,
that there exists ownership over the social cugremiich social animals exchange through
their services to each other. Although we havegéind a way to communicate with animals
with sufficient complexity to get such answers dile verbalized, there are many clues.
Besides situations such as those described inréwops paragraph (of which there are many),
perhaps the strongest clue that social animals kespcial currency score with the fellow
members of their respective groups, is the so-@aleinbar’'s number*® The primatologist
Robin Dunbar discovered that there exists a stoongelation among different primate species
between the size of their respective neo-corteréstlae size of their social grouff$.Given
that primate brains have a shared evolutionarytyisit is believed that the reason for this
strong correlation is that the size of the neoeorf a particular primate species provides a
functional, cognitive limit to the amount of relatiships they can maintaif In other words,
primate groups can maintain social cohesion onlyas@nd so long as the members of the
group can keep track of the relations and the soai@ency scores they have with the other
members of the grou}s® When the amount of social relations within a growgueases beyond
this functional, cognitive limit, social cohesioritin these groups breaks down as relations

cannot be maintained and the groups themselvesk lgart.

Gradually, but steadily, one such social animapanticular,Homo sapiensattained
ownership not just over his labor and the serviweprovides to the other members of his group
with this labor, but also over much of his physwadroundings as well. He did this through the

mixture of his labor with the natural resourcesim surrounding4?® The factor of production

another dogNobody ever saw one animal, by its gestures ahatalecries signify to another, this is mine, that
yours; | am willing to give this for that. When animal wants to obtain something either of a mamf@nother
animal, it has no other means of persuasion, bgaio the favour of those whose service it requifepuppy
fawns upon its dam, and a spaniel endeavours tihgusand attractions, to engage the attentiors sh#ster who
is at dinner, when it wants to be fed by him.”. fdrasis added)

405 5ee generallil. Gladwell, The Tipping Point2000), p. 169-192.
406 Id.

407 Id

408 See generallyGladwell, The Tipping Point p. 169-192. The Dunbar number felomo sapienswhich
corresponds to the size of our average neo-cortaddapredict our average group size to be betwd&fh2D0
members. This number corresponds to the histoyjarho sapiengluring the times when we lived in a band
society.

409 Sed ocke,Second Treatise of Governme@hapter 4, section 28: "He that is nourishedchieyaticorns he picked
up under an oak, or the apples he gathered frorréhe in the wood, has certainly appropriated tteehimself.
No body can deny but the nourishment is hisk then, when did they begin to be his? whetidested? or when
he eat? or when he boiled? or when he brought theme? or when he picked them @&fl it is plain, if the first
gathering made them not his, nothing else coul@t Tdbour put a distinction between them and comrtioat
added something to them more than nature, the conmmther of all, had done; and so they becamerhiatp
right." (emphasis added)
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of labor became mixed with the factor of productionlarid and thephysical objectsvhich

resulted from this mixture is hjgoperty41°

Thoughtful people can disagree on the exacimentwhen Man started owning (parts
of) his surroundings, but most will agree that thethodby which Man originally started
owning (parts of) his surroundings was through stune of his labor with the natural resources
in his surrounding4! Some may argue that all that is required for osimigrto be established
over aphysical objecis to climb a certain tree and to pluck its fruibs to dig the earth to
unearth a vegetable or to track, chase, catch illrmhlkanimal, in order for ownership to come
into being over that specific piece of fruit, veajele or piece of meat? This view reminds us
of a line in the poem ihe Jungle Boolwhich was used to introduce Chapter Bhé Kill of
the Wolf is the meat of the Wolf. He may do whatiigBut, till he has given permission, the
Pack may not eat of that Kill*13 If one extracts a natural resource from natuem thccording
to this view, it is extracted from the public irttee private domain. This view would entail that
ownership over physical objects is not an exclugiveiman affair, but that it exists among
non-human animals as well. Indeed, among many Isanimals theft of gathered or hunted
food evokes defensive behavior of the kind thatld/suggest a rudimentary understanding of
the concept of ownership over physical objects.he@ may argue that ownership only

originates over produceproducts That is, ownership only originateshen some kind of

410 seelocke,Second Treatise of Governme@hapter 5, section 28.

411 Seel ocke,Second Treatise of Governme@hapter 5, section 27: "It being by him remowveif the common
state nature hath placed it inhath by this labour something annexed to it tiecludes the common right of
other menfor this labour being the unquestionable propeftyhe labourer, no man but he can have a right to
what that is once joined to, at least where thereniough, and as good, left in common for othe¢sriphasis
added)

412 Seel ocke,Second Treatise of Governméitapter 5, section 27Whatsoever then he removes out of the state
that nature hath providednd left it in, he hath mixed his labour withdganined to it something that is his own,
and thereby makes it his propertybeing by him removed from the common stateredtath placed it init hath
by this labour something annexed to it, that exetuthe common right of other men: for this laboeing the
unquestionable property of the labourer, no manhieutan have a right to what that is once joinedtdeast
where there is enough, and as good, left in comfimoothers." (emphasis added); Chapter 5, seciforitze that

is nourished by the acorns he picked up under & oathe apples he gathered from the trees intbed has
certainly appropriated them to himself. No body dany but the nourishment is his." (emphasis addeapter
5, section 30: "Thus this law of reasoakes the deer that Indian's who hath killed its illowed to be his goods
who hath bestowed his labour upon it, though beitoneas the common right of every one. And amortlgsse
who are counted the civilized part of mankind, wiave made and multiplied positive laws to determpirgperty,
this original law of nature, for the beginning abperty, in what was before common, still takespjaand by
virtue thereofwhat fish any one catches in the ocetliat great and still remaining common of mankimdyhat
ambergrise any one takes up hdeeby the labour that removes it out of that camrstate nature left it in, made
his property, who takes that pains about it. Andreamongst us, the hare that any one is huntinbpigyht his
who pursues her during the chase: for being a libasts still looked upon as common, and no marilsate
possession; whoever has employed so much labout abg of that kind, as to find and pursue her,thaseby
removed her from the state of nature, wherein @ @@mmon, and hath begun a property." (emphadedad
43R, Kipling, The Jungle Book, The Law of the Jungle
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additional, original value has been created or peed, such as through the taming, breeding
and raising of wild animals in pastoralist societ@ through the domestication, breeding,
sowing, growing and reaping of fruits, vegetabled grains in agricultural societié%' In other
words, some may argue thaptureor extractionof natural resources from their surroundings
is sufficient labor and mixture of labor with larid originate ownership over a physical
object!> whereas others will argue that oghgationor productionbased on natural resources
is sufficient labor to originate ownership over mguct#'6 Whether one accepts the former
view of the (literal) fruits of one’s labor or thatter view that one must adapts one’s
surroundings rather thawvice versa the disagreement is a disagreemendefree not a
disagreement ddind. Hence, what thoughtful people do not disagress ¢ime principle that the
greater the relative value of the labor comparedh® value of the overall object and its
constituent natural resources, the stronger thema@&ownership of the laborer will be. We see
this exemplified clearly when someone plucks frotrea which someone else has planted and
grown. In this case, the claim of the grower issidered to be stronger than that of the plucker,
as the labor of the grower has been decidedly grézn that of the plucker. Hence, the plucker
may not take this particular piece of fruit withabe explicit or implicit permission of the

grower and the grower may ward him off until suehrpission is given.

We can assume that the recognition of the principé the right to property over
physical objects originates from a sufficient degoé admixture of one’s labor with natural
resources in one’s surroundingsflects historical reality dating all the way baittk early
hunter/gatherer societies. Although it might seiely that in primitive society moral and legal
ownership over property would have held little patton, as there is no police or court system
in such a situation upon whom one can call, in,fattsecond consideration, a more likely
scenario seems to be that ownership did in fastigecsufficient protection to convince people

to keep laboring for the production of physicaleatts. For example, even though a strong man

414 Seel ocke,Second Treatise of Governmeg@hapter 5, section 32: "But the chief matterrafggrty being now
not the fruits of the earth, and the beasts thiasistion it, but the earth itself; as that whickesin and carries
with it all the rest] think it is plain, that property in that too isquired as the former. As much land as a man
tills, plants, improves, cultivates, and can use phoduct of, so much is his properte by his labour does, as it
were, inclose it from the common. Nor will it ini@éte his right, to say every body else has anlggleto it;
and therefore he cannot appropriate, he cannobdaciwithout the consent of all his fellow-commaneall
mankind God, when he gave the world in common to all imehkcommanded man also to labpand the penury
of his condition required it of him. God and hiasen commanded him to subdue the earth, i.e. iregtdor the
benefit of life, and therein lay out something upbthat was his own, his labour. He that in obade&to this
command of God, subdued, tilled and sowed anyqgfaft thereby annexed to it something that wasphiperty,
which another had no title to, nor could withoytiny take from him." (emphasis added)

415Seel ocke,Second Treatise of Governmétiapter 5, section 27-30.

416 Seel ocke,Second Treatise of Governmétitapter 5, section 32.
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could simply take the (literal or figurative) fraibf another man’s labor through the use or the
threat to use force if this latter man is physicaleaker, it would seem likely that the stronger
the claim to ownership of the weaker man pursuanié principle discussed in the previous
paragraphs, that there would be a corresponditiging rejection by the other members of the
group of this act and a corresponding politicaltdos the actor. Imagine the situation in a
primitive hunter/gatherer society when a young fmas just finished constructing a new spear.
He has spent countless hours finding the perfectdtr, sharpening and hardening its sharp end
in fire and he has even customized it with the ienaiga honey badger, with which he identifies.
The village has seen him toiling and working foysland knows that he is probably soon going
out to try to kill a lion, a rite of passage whiefil earn him the right to choose a wife. Now
along comes the alpha male of the group, in th@ef his physical strength, who takes the
spear from him by force. Moreover, not only does alpha male take the spear from him, but
he also whacks him over the head with the back adrning the newly produced spear against
its very creator. It would seem that the young wamuld have to retreat, lick his wounds and
await his time, possibly when the alpha male s&hrtsving some gray hairs. However, it seems
more likely that group members of evolutionary sssful groups would have — either
explicitly or implicitly - recognized that the suwal- and reproductive success of their group
depends upon every member of the group being algerierally enjoy the fruits of their own
labor#'” Moreover, if the young man could not enjoy thetfrof his own labor, then this would
also set a disturbing precedent for their own labaabor could quickly turn into a cheap
commodity for all the members of the group. It ist mnlikely that groups within early
hunter/gatherer society, just as with other primateould try to maintain social cohesion by
keeping track of such transgressions against piyppghts by mentally subtracting an amount
of social currency from their scoreboard of thehalmpale and that they would eventually band
up together in revolt if the situation becomes oat#e and the social currency score becomes
too low?'®In other words, ownership in early hunter/gatheagieties did not just exist over
labor, services and physical objects which haven lge#¢racted from their surroundings, but it
likely also and especially existed oy@oducts Groups which established and enforced rules
around ownership over products would collectivetyog the fruits of more such labors and

417 See e.gF. de WaalChimpanzee Politics: Power and Sex Among AR@€987) (hereinafter: “Chimpanzee
Politics”), p. 137-150. De Waal observed that amGhgnpanzees within individuals there is both a faspower
and the use of force (he opened his book with geqfrom Hobbes: IYput for the general inclination of all
mankind, a perpetual and restless desire of poviter @ower, that ceaseth only in dedjhand also that for the
group itself, there are dynamics which point tovegpéaceful behavior towards next of kin and kind.

418 SeeDe Waal Chimpanzee Politicgp. 137-150.
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laborers and would consequently enjoy greater gakviand reproductive success through
special products for hunting, fishing, gatheringl @eoking. Nature selected in favor of those
groups which did establish and enforce propertigtsigand against those groups who did not.
Actually, if groups ofHomo sapien$iad not established property rights, then the ohanat
you would be reading what | have been writing alibig topic would approximate absolute

zero — as a species, we would have never movedbdgyoducing a basic spear.

Ultimately, all property can be traced back his@ly to the mixture of labor with
natural resources - all property started outegsnullius terra nulliusor data nullius (Terra
nullius anddata nulliuswill be discussed later in this chaptd®gs nulliuswhich translates to
‘nobody’s property’, is the legal concept whereljests whichcan be owned, buare not
owned by anyone, either because no one has ydiliss&l ownership over them or because
someone who previously had ownership over them,ld&isor abandoned it. Assuming the
captureor extractioncriteria for establishing ownership (as this is tbwest standard to meet
for ownership), this includes wild animals, but kified or captured animals; the fruits of wild
trees, but not those who are already plucked; \idavers, but not plucked ones; wild
vegetables, but not those unearthed; wild grainsnbt those sliced off; random rocks laying
around, but not rocks which have been transportedocessed into specific products; the wood
of wild trees, but not from trees who have alrebdgn felled by someone else; water in a sea,
river or creek, but not water which is captured ioucket or produced through a rain harvesting
or purification system. Through legal accessiorxtane, merger and amalgamation, labor and

res nulliusmerged with each other into physical objects whvene owned.

Subsequently, when someone attains ownership avee ghysical object, including
its underlying natural resources, then he may db Wis property as he wishes — including
exchanging it for the services or for the propestyothers. Eventually, through voluntary
exchanges — such as purchasing, bartering, betfiftiong, inheriting, legal compensation for
damages or payment in kind or the running out stiadute of limitations for stolen property —
all property, with its underlying natural resourckas transferred ownership to its present day

owner.

In sum, this section has discussed the originsvofeoship over physical objects. In the
state of nature all natural resources start ouesisiwullius They are nobody’s property. Even
though ownership is largely absent in the stateatfire, among social animals, members of a

group do have ownership over their labor. Theyusmthis labor to perform services for other
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members of their group in exchange for social euaye They can also use their labor to capture
and extract natural resources from their surrouggland claim ownership over these physical
objects.Homo sapienss one of only a few animals who goes beyond tHes.uses his labor
not just to capture and extract natural resounees the surroundings, but he also manipulates
and reconfigures them in ways which creates andymes additional, original value. Although
thoughtful people can disagree on whether onlyuwapand extraction - such as is found in
non-human animals as well - establishes ownershig also creation and production of
additional, original value are required to estdblmwvnership over the natural resources
extracted or produced, there is little disagreentleat the greater the value of the labor in
relation to the natural resources, the strongecthien to ownership will be. In the next two
sections these principles will be applied not jesbwnership over physical objects froes
nullius, as discussed in this section, but also to owiesrer land which was previousigrra

nullius and ownership over ideas which were previodsita nullius

5.3 From Terra Nulliusto Ownership over Land
Although we have so far discussed the general iptag that ownership comes from the

admixture of one’s labor with the natural resouncesne’s surroundings and that the greater
the relative value of the labor compared to thei@alf the overall object and its constituent
natural resources, the stronger the claim of ovniersf the laborer will be, we have mostly

discussed where ownership over specificphlysical objectsomes from. This section expands
on these principles and applies thertetoa nulliusto deal with the moral and legal foundations
for ownership ovedand. Section 5.4 will deal with the moral and legaudations for

ownership overdeas

When we deal with ownership over land - whethevaig or public - we soon come

across Rousseau, who, in Bisscourse on Inequalitg1755), has famously stated that:

“The first man who, having enclosed a piece of gilpbathought himself of saying This
is mine, and found people simple enough to beléve was the real founder of civil
society. From how many crimes, wars and murde@nfihow many horrors and
misfortunes might not any one have saved mankingulling up the stakes, or filling

up the ditch, and crying to his fellows, "Bewardistening to this impostor; you are

141



undone if you once forget that the fruits of theleeelong to us all, and the earth itself

to nobody: 41°

He later expounded and elaborated on how to attégmnal ownership over land, as the right

of first occupier, in highe Social Contradfl 762)by stating that:

“In general, to establish the right of the firstapier over a plot of ground, the following
conditions are necessary: firiie land must not yet be inhabitegcondlya man must
occupy only the amount he needs for his subsistanck in the third placgossession
must be taken, not by an empty ceremony, but lmuiadnd cultivation the only sign
of proprietorship that should be respected by sthir default of a legal title#2°

(emphasis added)

From Rousseau, we can distill three criteria whieled to be fulfilled in order for original
ownership to be established over a plot of landjvilnership can only be claimed over a plot
of land which is not yet owned by anybody 2. owhgrsan only be claimed over a plot of
land which is quantitatively necessary for subsis¢ée3. ownership can only be claimed over a
plot of land which is qualitatively claimed by migj one’s labor with the land. These three

criteria will be discussed in their respective aorde

When it comes to the first criteria - original osvship can only be claimed over a plot
of land which is not yet owned by anyone else he@r echoes from the previous section which
dealt with how to attain ownership ovegs nullius*?!* Similar to howres nulliusrefers to
natural resources which belong to nobody, sowutiis terra nulliusas well - the former refers
to physical objectsvhereas the latter refers leEnd which belongs to nobody. There are two

parts toterra nullius a private- and a public pdf The former refers to a wild, uncultivated

419 SeeRoussealbiscourse on Inequalitypart 11.

420 SeeRoussealThe Social ContragBook |, part 9.

421 See supraection 5.2.

422 SeeRousseauThe Social ContracBook |, part 9: We can imagine how the lands of individuals, whkey
were contiguous and came to be united, becameutbiéferritory, and how the right of Sovereignty, extending
from the subjects over the lands they held, becanwnce real and personal [.ltJmay also happen that men
begin to unite one with another before they posaagthing, and that, subsequently occupying a todcountry
which is enough for all, they enjoy it in commongloare it out among themselyedther equally or according to
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land which is not owned by a private individualhe tiatter refers to a wild, uncultivated land
which also does not belong to the larger publidttay of a sovereign Stafé3 For example, if
through seismic activity a new island would be tzdan the middle of the Pacific Ocean which
is in international waters and which hence doesefiing to any sovereign State - as all land
once did - then this island would t&ra nulliusboth in the private- and in the public sense. If
someone would venture to this island to cultivii fertile volcanic soil and if he fulfills the
other criteria for ownership over land as well (@hiwve will discuss below), then the plot of
land he has cultivated is no longerra nulliusin the private sense. However, the island at
large is still &erra nulliusin the public sense, given that there is no segengho can rightfully
claim it yet. Only after a sufficient amount of tuated plots of land on the island become
united under a collective sovereign ownership, dbessland at large lose its statusersa
nullius in the public sense. Thoughtful people can disagre the quantity and quality of
cultivation which needs to take place in orderrate common, public ownership among the
inhabitants of the island over the island at lalyg, the criteria by which this is ultimately
decided must, again, be the relation between theewahich is created to the value which is

extracted*?4

The second criteria which needs to be fulfilleadider for someone to be able to claim
original ownership over a plot of land is, accogito Rousseau, that the plot of land which is
claimed is quantitativelynecessaryfor subsistencé?® The essence of this criteria is its
necessity?®Rousseau does not give us guidance however, dsabosnstitutes this necessity.
He only gives guidance as to whatusnecessary, namely, claims of ownership which are
clearly disproportionat?” For example, during the age of discovery in wHRdusseau lived,

it was not uncommon for Europeans who arrived addavhich were previously unknown to

a scale fixed by the Sovereign. However the actipisbe made, the right which each individual tasis own
estate is always subordinate to the right whichctmamunity has over all: without this, there woblel neither
stability in the social tie, nor real force in theercise of Sovereignty.”. (emphasis added)

423 SeeRoussealThe Social ContragBook I, part 9.

424 See generally supr@ection 5.2. The remainder of Section 5.3 wilbalsscuss this principle.

425 SeeRoussealThe Social ContragBook I, part 9.

426 SeeRousseaulhe Social ContractBook |, part 9: “Every man has naturally a righiteverything he needs;
but the positive act which makes him proprietooié thing excludes him from everything eldaving his share,
he ought to keep to it, and can have no furthentriggainst the communitl...] How can a man or a people seize
an immense territory and keep it from the reshefworld except by a punishable usurpation, siticgtfzers are
being robbed, by such an act, of the place of htbit and the means of subsistence which nature tjgam in
common?”. (emphasis added)

427 SeeRousseaulThe Social ContragBook I, part 9.
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other Europeans, to plant a flag and declareftieis own, regardless of earlier inhabitatfs.
As such, when the Dutch seafarer Abel Tasman aratethe northern seacoast Dérra
Australis (translation: “Southern Land”), in 1644, he h#td hesitation to name Nieuw
Holland (translation: “New Holland”, today: “Australia”jlespite the fact that not only did the
Dutch not cultivate or settle the land, they hatlen@n mapped the entire coastline of this 6
largest landmass in the worl#f. Taking the logic of this method of claiming owntgsover
land to its extreme, this would mean that the faestson who moved out of Africa missed out
on a great opportunity for not pointing at the Biaa landmass and claiming it as the property
of him and his offspring®° It is clear and understandable why Rousseau opmseh claims

of blatantly disproportionate ownership.

However, excluding just the extremes does not lslpunderstand what constitutes
“[an] amount he needs for his subsistent® In order to understand Rousseau here, it is again
important to understand the historical context ol he lived. Not only did Rousseau live
during the age of discovery, but it was also theetof the third agricultural revolution in Great
Britain (17"-19" century), which saw an unprecedented increasgrioutural productivity,
and at the outset of the first industrial revolatia Great Britain which was enabled by this
increase in agricultural productivity. At the tineé Rousseau nearly all people were still
subsistence farmers, meaning they produced enamaghté feed most of the members of their
families most of the time and that possibly, somes, they produced a little surplus which
they could exchange for some special productedins unlikely that Rousseau opposed this
lifestyle for its disproportionate claims on profyerather than for its extreme poverty. It seems
more likely that Rousseau opposed the royal claifhasvnership which sovereigns made at the
time, regardless of the concerns of their subjelctdeed, throughout his chapter on real
property Rousseau criticizes sovereigns for thedycdaims of ownership they make over land,
not only for the above mentioned claims of owngrshier land which were part of the age of

discovery and which were made regardless of thearas of earlier inhabitants, but also for

428 SeeRousseaul he Social ContragtBook I, part 9: I's it to be enough to set foot on a plot of commanund,
in order to be able to call yourself at once thestea of it?ls it to be enough that a man has the strengéxpel
others for a moment, in order to establish histriglprevent them from ever returning?”. (emphasided)

429 Admittedly, neither the Netherlands nor the V.Ca€tually claimed the land as its own.

430 seeRousseauThe Social ContragtBook I, part 9: “When Nunez Balboa, standing ba sea-shore, took
possession of the South Seas and the whole of $oughica in the name of the crown of Castiles that enough
to dispossess all their actual inhabitangnd to shut out from them all the princes of weld?”. (emphasis
added)

431 SeeRousseaulThe Social ContragBook |, part 9.
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their claims of ownership on the lands on whichrtban citizens lived®? Contrary to earlier
monarchs, Rousseau observes, monarchs at the tiReusseau were not the kings of the
peoplesover which they ruled, but rather, they were timg& of thdandson which the people
lived over whom they ruletf? Also, it must be noted that the reason most stdygis farmers
did not own land beyond their most basic necessiis not due to a lack @fillingnessto
cultivate more land, but because of a lack afapability to do so. As we can see from
subsistence farmers from large parts of the devrdoporld in Africa, Asia and Latin America,

there is only so much land one family can farmeiing a beast of burden pull a plow.

This brings us to the third criteria for establighiownership over land; ownership can
only be claimed over a plot of land which is qualitely claimed by mixing one’s labor with
the land*3* Here we hear the echoes from Locke. As explainethé previous section, the
reason why mixing one’s labor with natural resoarceeates ownership when the amount of
labor stands in sufficient relation to the resuséd resources, is because additional, original
value has been created. Since the new physicattebyehich is created by applying labor to
natural resources — can no longer be separatedifsomniginal natural resources, it subsumes

the value of these resources into the new property.

The same is true for ownership over land and aljui@al output?3® The fruits of a land
can belong to everyone, when they are producedibye, or they can belong to a man, when
they are produced by hifé® When he clears the land from wild growth and kefggting back
against nature which always tries to reclaim itewlhe toils and tilts the land and when he

sows and fights off pests large and small, whewdters and feeds his crops so they may grow,

432 SeeRousseallhe Social ContragBook |, part 9. ‘Real property’ comes from Englisommon law and refers
to property over immovable objects — such as lamtauild structures.

432 SeeRousseaulThe Social ContracBook I, part 9: “The advantage of this does s to have been felt by
ancient monarchs, who called themselves KingsePtrsians, Scythians, or Macedonians, and seemeddrd
themselves more as rulers of men than as masteascotintry Those of the present day more cleverly call
themselves Kings of France, Spain, England, dtas tolding the land, they are quite confident @fiimg the
inhabitants”. (emphasis added)

434 SeeRousseaul he Social ContractBook I, part 9: “possession must be taken, nattgmpty ceremony, but
by labour and cultivation [...].".

435 Seelocke, Second Treatise of Governme@hapter 5, section 40Nbr is it so strange, as perhaps before
consideration it may appear, that the propertyadur should be able to over-balance the commuofitand

for it is labour indeed that puts the differencevalue on every thing; and let any one considerntwiedifference

is between an acre of land planted with tobaccsugar, sown with wheat or barley, and an acreet#me land
lying in common, without any husbandry upon it, dedwill find, that the improvement of labour makks far
greater part of the value (emphasis added¥eealso RousseauQn the Inequality among MankinBart II: “for
what else can a man add to things which he doesrigihally create, so as to make them his own erg@lt is

the husbandman'’s labour alone that, giving hintla to the produce of the ground he has tilledegikim a claim
also to the land itselfat least till harvest, and so, from year to yeaGonstant possession which is easily

transformed into property.”. (emphasis added)
436 Id.
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when he protects them from wildfires and hailstosnghey won't be destroyed, then he and
he alone may reap the fruits of his labor and hg cl&im these fruits as his own, as he is their
Creator*3” Consequently, somewhere along this line of aatisjthis addition of value to this
land will be great enough for him to ward off othéom the land and to say: “this land here,
this land I have built, this belongs not to allf tume alone, now hurry along before | have the
right to defend this property#8

Again, it is important to reiterate and to emphagizat this is only the case when the
newly created value stands in great enough prapott the value of the natural resources
which have been withdrawn from the use by oth&3his can be the case when a little labor
is added to natural resources which are abundamtwdrich have little value by and of
themselves, such as when someone takes sand agdandtturns it into the cement or bricks
needed to build a house. However, it is also pssibattain ownership when a lot of labor is
added to natural resources which are rare andtaeh value by and off themselves, such as
with basic diamonds when they receive a ‘brilliant’.#*° Actually, it is only quite recently
that Mankind has started treating certain commeslitis sufficiently rare to make their value
to the common rise to such proportions that weirequuch labor to attain ownership over the
extraction of these resources. Previously, whed ga@s discovered in this or that country,
people were invited to rush in and dig it out af tiround or to sift it out of a river. Similarly

with ownership over land, it is only recently tat have started to treat it as a rare commaodity,

437 Id

438 SeelLocke, Second Treatise of Governme@hapter 5, section 32-33: "But the chief matfgproperty being
now not the fruits of the earth, and the beastsdasist on it, but the earth itself; as that \whakes in and carries
with it all the rest] think it is plain, that property in that too iquired as the former. As much land as a man
tills, plants, improves, cultivates, and can use phoduct of, so much is his propeiie by his labour does, as it
were, inclose it from the common. Nor will it ini@éte his right, to say every body else has anledleto it;
and therefore he cannot appropriate, he cannobdaclwithout the consent of all his fellow-commaneall
mankind. God, when he gave the world in commorltmankind, commanded man also to labour, and émeipy

of his condition required it of hinGod and his reason commanded him to subdue thk,eatimprove it for the
benefit of life, and therein lay out something ujitothat was his own, his labouHe that in obedience to this
command of God, subdued, tilled and sowed anyqgfatt thereby annexed to it something that wasphigperty,
which another had no title to, nor could withoytiny take from him." (emphasis added)

439 SeeLocke, Second Treatise of Governmefhapter 5, section 401 think it will be but a very modest
computation to say, that of the products of theteaseful to the life of man nine tenths are tliect$ of labour
nay, if we will rightly estimate things as they ceno our use, and cast up the several expences idleoo, what

in them is purely owing to nature, and what to labheve shall find, thain most of them ninety-nine hundredths
are wholly to be put on the account of lab8emphasis added)

440 The value of a diamond is assessed by 4 C'’s; ¢therrarer the color, the more valuable it isyrity (the
clearer the diamond, the more valuable it is), icéibee larger the diamond, the more valuable i&ais) cut. The
cut is better the more it conforms to one of sixhmenatically calculated proportions which maximizéliance
(how light bounces around in the stone), fire (ltbe stone produces colors from white light) anahtitation
(how the stone sparkles when moved around). Thierbatdiamond is cut in such a way that it maximize
brilliance, fire and scintillation, the more valbas been added to it.
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especially within cities. Previously, it was onlyplaces such as the Jewish Ghetto in Venice
that land was so scarce that people started bgildm vertically, rather than building out
horizontally. Thus, for the largest part of humastdry, ownership over land was established

simply by adding one’s labor to land which was prasly terra nullius

5.4 From Data Nulliusto Ownership over ldeas
Besides ownership over physical objects and lasdliscussed in the previous sections, Man

can also own ideas. After all, pursuant to thegipile which has been set out in Section 5.2,
when one adds value to natural resources and whisnatided value stands in sufficient
proportion to the overall value, then ownershipesgablished, including over the natural
resources underlying it. In the previous sectidms principle has been appliedres nullius

and toterra nullius to establish ownership over physical objects aamt,| respectively,
including over the natural resources containedh@sé¢ produced products and produced land.
When one uses manual labor on a stick to turrtatanspear and when one uses manual labor
to turn natural land into agricultural pasturegntone attains ownership over these physical

properties.

In this section, | will argue that the same i®tfor specific ideas on how to make better
use ofres nulliusandterra nullius In other words, this section deals with mentabla As
discussed in Section 5.2 fruits, vegetables, gramsanimals which are captured or produced,
are subsequently owned by their captor or prodgEgzending on the level of labor which one
deems sufficient to establish ownership), becagsbdd mixed his labor with these natural
resources. One can however also domesticate aed brepecific species of fruit, vegetable,
grain or animal. In such cases he does not justthenphysical animals, fruits, vegetables and
grains, but also their artificially selected fosdg. In other words, he owns not just tigects
themselves, but also tlhdea behind them. There are several reasons for wisyishthe case.
One is the reasoning we have seen in the previectoss; one is rewarded for mixing his
manual labor with natural resources. After altakkes an incredible amount of physical work
to domesticate and breed such fruits, vegetablagmygand animals. If someone would steal
such a species of fruit, vegetable, grain or aniamal uses it for his own breeding purposes,
then the damages to the original breeder are &atgr than the damage of the loss of the single

specimen. After all, he might have spent his eifieebreeding this particular species. Again,
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for ownership over ideas as well, it is also netclhere how much labor has to be exercised to

be able to claim ownership over it. Thoughtful deagan disagree.

However, it seems that ownership over intellecphraperty is of a different kind than
ownership over physical objects or over land arad uch an emphasis on manual labor is
misplaced. Contrary to ownership over objects and,| determining whether someone attains
ownership over an intellectual resource is notrelytidetermined by the amount wfanual
labor applied directly for thenanipulationof the natural resources. Instead, ownership over
ideas is attained more by the amouningntallabor one has undertaken over hovweaonbine
natural resources in a useful way. In other woadgnership over ideas deals not with the
extractionor manipulationof material-and/orenergyresources, but it deals with tbescovery

of informationresources.

Consider the universe from God’s perspective. Thzerse contains material- and
energy resources and within the laws of physiegetlexists a range of possible ways for these
natural resources to be manipulated and combinied.range, one can imagine, is incredibly
large and only a small fraction of these combinetis useful to Mankind. Within rocks exists
the possibility to subtract material until onea#t with flint stones which can serve the purpose
of hunting, cutting, slicing, fighting or other; thin certain wild animals, and plants exists the
possibility to feeding and clothing us, or, if dostieated, to serve for the purpose of
transporting, laboring, protecting, accompanyingusther; within land as nature left it, exists
the possibility to cultivate land which can sustamtire civilizations. Within such manipulation
of a single natural resource, there is however aadyof other useful possibilities as well.
Rocks, animals- and plant species can also besdisdded to serve as basic resources for the
construction of tools and structures - such as lesemiade from bones for sowing clothes,
concrete made out of stones for building bricks ambd made of trees for building the

skeletons of houses.

The possibilities for manipulation depend greatly tbe resources used and on the
manipulation method used. Within the resources ubede are certain possibilities and
restrictions. For example, even though the resslEgeius quaggdi.e. the zebra) an&quus
caballus(i.e. the horse) seem very similar, only within the tese Equus caballugxists the

possibility for domestication through the manipidat method of artificial selectioff!

441 See]. DiamondGuns, Germs and Ste@l997). Diamond lists six features which a wildnaals needs to have
in order to enable domestication; 1. they canngibley eaters 2. they have to reach maturity fasugh to enable
breeding for useful features within a human lifesBathey must be willing to breed in captivity, iefn excludes
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However, access to the full range of possible mdatfwns of a certain resource increases when
additional manipulation methods are used. For eXxantiprough artificial selection alone, the
Dutch could take the root vegetalidaucus carotg(i.e. the carrot) and breed it to contain a
sufficient amount of beta-Carotene to turn it orgp that they could honor the ‘father of their
fatherland’, Willem de Zwijgerife. Willem of Orange). However, if we expand the It
manipulation tools with genetic engineering, thee could assume that the Dutch could have
also turned the resour@gaucus carotaed, white and blue, to reflect the Dutch flagother
words, the range of possibilities for the manipolatof a natural resource is dependent upon

the resource used and upon the manipulation metrogsoyed.

Additionally, on a meta-level, manipulation methedsuch as artificial selection and
genetic manipulation - are, by and off themselvass useful ideas within the full range of
possibilities for the manipulation of plant- andraals species. Other such methods which are
possible, but not useful, range from Lamarckisniysenkoism. Additionally, through the
manipulation and combination of resources, we dan discover ideas through which entire
new worlds of data and information resources oppntaius. For example, through the
manipulation of sand we have discovered how totergkass. In the temporal sense, glasses
have allowed for an effective doubling of the ageiy which Mankind — whose eyesight
decreases with age -, can continue to performeskiWork. In the spatial sense, through

microscopes and telescopes, we have discoverad eetiv universes, small and far.

Within the laws of physics there also exists a n@age of possibilities for how natural
resources cannot just be manipulated, but@sabinedwith other natural resources. Some of
the most significant combinations for Mankind irdduthe combination and manipulation of a
flint and kindling to create fire; a stick and stoio create a better spear; a horse and saddle to
create better means of transportation and logjstits paper and charcoal to write down letters,
words and ideas. Moreover, such useful combinatiamsalso again be combined with other
useful combinations such as the saddled soldidr sgear in hand or the computers we have
on our desks, in our bags and in our hands. Inratleeds, not only can natural resources be
manipulated and combined with other natural resesjrbut they can also be combined with

(other) information resources as well.

territoriality 4. they must be docile by nature ¢es and cows comply with this requirement, butraeland
African or American buffalo do not) 5. they canratve a strong tendency to panic and flee 6. theyldh
preferably be social and conform to a social hdrawhere humans can place themselves on top.
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Natural resources — such as material- and enespurees — can be manipulated and
combined with each other and with (other) inforroatresources. This enormous range of
possibilities for the manipulation and combinatadmatural resources - such as material- and
energy resources - with each other and with (otlefigrmation resources, means that
statistically, if we left it to chance, we shouldly be coming up with bad ideas. After all, the
overwhelming majority of possible combinations argirely useless. When an inventor tries
to invent a new product or service, through thersdic process of hypothesis and testing,
laborious trial and error, what he does, from G@#sspective, is that he tries out some of these
possible combinations in order to find out whiclttedm have some use to Mankind. He takes
them out of the world of meta-physical possibiliyd brings them into the world of physical
reality. In other words, only through labor - aligg@rhaps the mental kind in the laboratory or
at the office, as opposed to the manual kind aagneultural field or in the factory - does one
bring these information resources out of the natenald and bring them into the realm of
Mankind. It is as ifHomo sapienswhich translates from Latin to ‘wise man’, is gking a

piece of fruit from the tree of wisdom.

Henceforth, | will refer to the entire range of pitilities for the manipulation and
combination of natural resourcesdega The useful possibilities | will refer to asformation

Its discovery or extraction from nature can be cdvne

Just as withres nulliusandterra nullius this laborious process starts with a bare, raw
resource. | will call this resouragata nullius which, insofar as | can tell, is a term of my
invention. | define it analogous tes nulliusandterra nullius It is the basic resource in the
world of information before it is claimed and extied from the natural world. For example,
there exists data about the amount of foreststiaea the nutrients in an agricultural land and
the migration patterns of fish, but just as withdxnimals, this data only becomes useful when
it is capturedandextractedfrom the natural world and stored on a storagacegev such as
paper, hard disks or in the cloud. It only becoaemformation resource which can be claimed

and owned when it is brought under one's control.

Again, some could argue that the mere capturirdatd from the natural world through
sensors gives one ownership over this data andiththerefore constitutes information,
analogous to the capturing of a wild animal whield Ipreviously been a res nullitf3.Others

might argue that this is still mere raw data - agaus to land and other natural resources the

442 See generally supr@ections 5.2, 5.3.
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way nature has left them - and that this data fietds to be processed before a claim of
ownership can be madé& What is clear however is that the more value ideddby the
inventor, the stronger his claim to ownership Ww#él The more one discovers about the reality

of the physical world, the more the discoverer dam ownership over his discovetit

Subsequently, just as with natural resources, Wihgrextracted from the natural world,
this data or information (depending on your viea e manipulated and combined with other
information resources to extract more useful infation about the way the natural world works.
For example, the modern farmer can cross-referdatzeabout the output of agricultural fields
over different years with the levels of nutrieninfall and pests during those years. After
analyzing this data, the farmer might discover bhowptimize these levels through inputs such
as fertilizer, water and pesticide in order to @a&ge the yields of his fields. Ideally, this modern
farmer would turn his fields into a laboratory wéére constantly runs multiple experiments at
the same time. Through the scientific process pbhiyesis and testing, laborious trial and error,
the modern farmer innovates quickly and keeps grysndiscover new, more useful ways to

combine his inputs to create qualitatively and gjttively better outputs.

One analogy which is commonly used to describeghocess of exploration is that of
mining. In this analogy, there is a data mine, kimio mines for precious natural resources,
which is being mined for a precious natural reseursuch as gold, the ultimate symbol of
power. For example, in a modern goldmine, therehtbg 3.5 grams of gold per tonne of earth
on average. In order to extract the few valuablggets of gold, the earth needs to be laboriously
extracted and processed. Analogously, the sameeddr data mines. In order to find the few
valuable nuggets of information, one needs to ektdata from the natural world through
censors or through running trial and error expenitsieand subsequently process the data by
replacing, modifying or deleting incomplete, in@mt, inaccurate or irrelevant parts of the data
and analyze it so that we can discover useful ideabring the analogy of data as a gold mine
full circle, in 2000 Rob McEwan, CEO of Goldcorpclirset up the Goldcorp Challentfé.
Goldcorp posted all of its data about an underperifog gold mine in Canada online and

challenged the world to come up with the best ideawhere to find the next six million ounces

443 Id
444 Id

445 See e.gP. Diamandis, S. KotleAbundancg2012), p. 77-84see alsd®pen Innovation: Goldcorp Challenge,
Idea  Connection, 22 October, 2009 (hereinafter: “Goldcorp challenge)available at:
https://www.ideaconnection.com/open-innovation-&ss¢Open-Innovation-Goldcorp-Challenge-00031.html
(accessed on 31st July, 2017).
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of gold in this mine¢*¢ Ideas were submitted from all over the wdfftiThe winning team was
a team from Australia of mathematicians which hagen visited the mine in Ontario, but
simply processed the data which had been extramddposted online by Goldcotff The
result of the challenge was an estimated thregobiltollar profit for the gold mining
company**® The prize money was a negligible half a milliorlais, less than the cost of most
physical gold mining machine§® Goldcorp could have chosen to physically extraud a
process mountains worth of earth, but it was fareracrative to mine mountains of data
instead. Moreover, this was not a one off eventdéfo day gold mining is heavily into data
mining. For example, Barrick Gold Corp., the wosldargest gold miner has partnered with
Cisco Systems, Inc., the largest networking comparlye world, to ‘take gold mining into the

digital era’s!

Besides gold mining, we see that data mining he¢pdiscover tremendous amounts of
value of Mankind. Broadly speaking, there are twaimways in which information resources
add value to Mankind; they can help create moréhefsame or they can create something

entirely new. | will discuss them in their respeetbrder.

Information resources are probably best knowrttieir addition of value to Mankind
by helping Mankind to do more of the same with siane amount of material and energy
resources. A common misconception about the econsrhat it is a zero-sum game. Just as
with (agricultural) land, as discussed in the poesisection, the assumption is that we will run
out of other natural resources as well. Besidesrnat and energy resources however, as
discussed, it is also possible to increase the ataifunctional benefit we can have from the
available material- and energy resources throufgrrmation resources. In other words, even
if there are limits in the absolute existence ofterial- and energy resources — which there
certainly are - information resources can oftentigyampensate for this limitation. Ramez
Naam describes the different ways in which infolioratesources can compound the functional
benefit we have from natural resources. He distsiggs what he refers to as substitutes,

reducers and recyclef8 The most striking example | have come across wiih help

446|d_
447|d_
448|d_
449|d_
450|d

451See e.g.D. Bochove, D. Bass, Barrick Turns to Cisco tadp6old Mining Into Digital Era, Bloomberg, 1.2
September, 2016vailable at: https://www.bloomberg.com/news/articles/2016-09%aPrick-turns-to-cisco-to-
drag-dusty-gold-mines-into-digital-efaccessed on $Duly, 2017).

452 See generalljaam,The Infinite ResourgeChapters 9-11.
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illustrate the importance of information resourt¢esincrease the availability material- and
energy resources, is the availability of water, tiest basic resource of all biological life, in
the State of Israel. When the modern State of lsvas being re-established in the laté"19
century, one of the problems which was quickly ieeal, was the lack of natural water
resources. If the Jewish nation was to re-estali&tf as a State in its historical homeland
after nearly two millennia of exile, then the eafignists would have to find ways to increase
the functional benefit they could have from theevaesources there. In his botkt There Be
Waterby Seth Siegel, describes how the early Zionistated water almost (and sometimes
literally) out of thin air*>® We see the reducers, recyclers and substitutesNiaam all at play
here®* Thereducerrefers to the more efficient use of a particusaurceé’> In the case of
water in Israel, this can be clearly seen withitivention there of modern drip irrigation. Drip
irrigation allows for targeted irrigation of crop@s opposed to flooding or spraying entire fields,
which, when compared to drip irrigation, wastes enthran 90% of the water ust¥.This
simple invention thus increased the amount of cwpih could be grown with the same
amount of water by 10x without adding a single &xtrop of watef>’ Therecyclerperforms

a similar functional improvement. It refers to theuse of a specific resource in a waste
streant®® Through a myriad of inventions Israel has becohseNo. 1 water recycler in the
world, at a rate of over 90%8° By comparison, the No. 2 in the world is Spainjohirecycles
less than 20% of its watéi? Again, we see that through recycling, the sameuanof fresh
water could increase the availability of water tgses by about 10x. Theubstituterefers to a
resource which provides an alternative resource tmsse to perform a certain functi$in

the case of Israel and water, this one blows ibbtie water, literally. Although fresh water is
irreplaceable as a way to keep our bodies’ angtaunts' cells hydrated, here too Israel found
ways to use information resources to compensata fack of natural resources. Through the
invention of efficient desalination technology, dsk now uses the salty water of the
Mediterranean Sea to create the majority of th&hfgater used in its citié& Moreover, Israel

expects to produce 90% of its water within a decéateagain, another 10x improvement on

453 See generall. Siegellet There Be Water: Israel’'s Solution for a Watear@ed World(2015) (hereinafter:
“Let There Be Water”).

454 See generalljaam,The Infinite ResourgeChapters 9-11.
455 See generalliNaam,The Infinite ResourceChapter 10.
4%6 See generallgiegel Let There Be Watep. 55-77.

457 Id.

458 See generalljaam,The Infinite ResourgeChapter 11.
459 See generallBiegel Let There Be Watep. 78-99.

460 Id.

461 See generalliNaam,The Infinite ResourgeChapter 9.

462 See generallBiegel Let There Be Watep. 42-54.
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the use of this precious resoufé&The fresh water lakes, rivers and the undergramuifers

no longer need to be tapped to satisfy fresh wagerands. Moreover, although the reducer,
recycler and substitute in the case of Israel'sewaxample each create about a 10x
improvement in the availability of water resourcir effects compound. In other words, in

little over a century Israel has managed to proaid®00x improvement on the availability of

its fresh water needs from the same set of fregshrwasources.

What is true for water resources in the case @felsiis true for most material- and
energy resources. Increasing scarcity in the atssalmount of material- and energy resources
which can still be mined is offset by the increas¢he information resources which help us
increase the functional use we have from theseigdlygsources at a faster rate than we deplete
them. One famous example is the Simon-Ehrlich wagering the 1960s and 1970s biologist
Paul Ehrlich, became widely cited for his bobke Population Bomiwhich warned that the
high population growth at the time would soon cads@kind to outgrow the carrying capacity
of the planet!®* Ehrlich advocated in favor of population control avoid a Malthusian
catastrophe. The economist Julian Simon, in hikdde Ultimate Resourcargued that this
time too, Malthusian warnings would prove to bality and that information resources would
compensate for material- and energy resoutf®S&imon challenged Ehrlich to put his money
where his mouth is and proposed a wager of $10.@@&hrlich; Ehrlich could choose a basket
of raw materials and a date more than a year aavay/the two would wager on whether or not
inflation-adjusted prices would have increaselfiese commodities, as suggested by Ehffigh.
Ehrlich chose copper, chromium, nickel, tin andgsten and, just to be sure, a date ten years
away from the start of the wag®f.When the payoff date came in 1990, Ehrlich hadasive
loss of the wager as the prices of all five comriesihad fallen dramaticallf® Ehrlich

declined to accept a second proposed wager by Sithon

Clearly, natural resources are finite, but our ascand use of them, through our

resourcefulness, or information resources, isdss 5o. Given that so far, we have managed to

463 Id.
464 See generally?. Ehrlich,The Population Bom(1968).

465 See generally. Simon;The Ultimate Resourdd 981).

466 SeeNaam,The Infinite ResourgeChapter 2.
467 Id.

468 SeeNaam,The Infinite ResourceChapter 2.
469 |d
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consistently increase the functional availabiliftyewery resource faster than we have managed

to deplete them, perhaps appropriately, Ramez Na#ers to ideas as thi&finite resource

Besides helping us do more of the same, as distads®/e, information resources can
also help us create entirely new products and sesviFor example, although the best
restaurants in the world certainly use the bestiyets and have the best equipment to prepare
the products and services they sell to their custepthe greatest increase in value for these
dishes and dining experiences comes from the way plut all of these together. When one
visits a Michelin star restaurant, one will notidet the price of the food cannot just be
explained by adding up the costs for the natursbueces (ingredients, cooking gas), labor
(marketing, production costs and entrepreneursaip) capital (restaurant building, décor,
training of chefs). Rather, one will find that aga share of the price is made up of the cost of
the creation of the recipes used (the intellectesburces). These chefs have used their
extensive training and knowledge as well as aflst@ntific process of hypothesis and testing,
laborious trial and error, to come up with recipgsich have the right contrasts of flavors
between sweet, sour, salty, bitter and umami,tekture which has the right balance between
a firm bite and soft mouthfeel and between dryd pnciness. Additionally, the recipe also
needs to be visually appealing, containing nicelytrasting bright colors not usually found on
plates — such as greens, purples and yellows. 8ypakplates, some of the more post-modern
expressions of food go far beyond transportatiovicas for food, but have become entire
experiences all onto themselves - such as withiedibating balloons made from cheédge.
Every part of the recipe needs to be surprising @eleghtful. It is science. It is art. It is

originally created value.

The reason one can own an information resourde as@ specific recipe, is because
someone has added great value to the ingrediertagtin their combination. Perhaps aptly
phrased, resourcefulness does not refer to the mnaduresources accumulated, but to the
ingenuity in how to use them. As Chief Economisttied World Bank, Paul Romer, has
remarked; “Economic growth occurs whenever peogike tresources and rearrange them in
ways that are more valuablé™ The potential size of information resources vasiigeeds the
value of natural resources. Moreover, with the upiog internet of things and the internet of

everyone, as discussed in Section 2.4, mountairtgiaf about the natural world and about

470 Alinea Restaurant, 1723 N Halsted St, Chicagd§Q614, USA, 3 Michelin stars.
471 p_ Romer, Compound Rates of Growdhailableat:
http://www.econlib.org/library/Enc/EconomicGrowtinfi (accessed on 31st July, 2017).
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human nature can now, for the first time ever, Xteaeted and processed, through a scientific
process of hypothesis and testing, laborious &mal error, to come to the few nuggets of
valuable information resources about how the nhwoald works. It will allow us to combine
bytes with atoms to improve everything about owrspdal world, such as agriculture, forestry,
fishing, drilling, mining, construction, manufadig, professional services (legal, financial,
tax, accounting and business consultancy), sugeovices (human resource management and
facility management), customer relationship managenfpublic relations, marketing, sales
and customer support), healthcare services (pHysacal psychological), trade and retail,
logistics, energy, (information and) communicatiéeshnology, media and entertainment, art

and design, education, public services and leigwspitality and wellness).

Through the extraction, and processing of moremaoik information about the physical
world, we will cast a nervous system over our Belidrests and fisheries, we will overlay data
mines over our oil fields and mineral mines andatg#ea cornucopia of abundance; we will
construct and manufacture structures and produittsrabots and artificial intelligence in a
way which will make our construction and factorynkers look absolutely superhuman; we
will correlate human nature and nurture with dissaand banish diseases which right now
scare us to death; we will have experiences phlyarahdigital which are so perfectly tuned to
our human nature and personal tastes, likes arfdrenees that they positively amount to

bringing us heaven on earth.

However, all of this is predicated on the sucadgsfotection through which we can

continue to be incentivized to make a living fromqgucing all of this intellectual property.

In the agricultural and industrial ages, we use@tplore and exploit material- and
energy resources. This exploration has now largesn finished. Although there will be some
anecdotal examples, we are not going to find amgibel the size of the natural resources we
have now. Moreover, until we manage to make spaoimgicost/effective, we will have to
make do with the natural resources on this plankt ¢-ortunately, for the foreseeable future,
we can do so, easily. In the information age, wieexplore and exploit information resources
instead. We will not find moref the same. We will do moneith the same and we will do

altogether new things.

Concomitantly, as the economy moves from the pynaard secondary sector to the

tertiary sector, the political importance of prdieg the economic end products of the primary
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and secondary sector - which are mostly added vekiaulliusandterra nullius- declines'’?

As the relative share of material- and energy @erigconomic activity declines in favor of
information based economic activity, in a way tbah only be compared with the decline of
agriculture in favor of industry and the servicetsg then one of the most fundamental tasks
of a government, protecting property, should paatespondingly. The task of the State should
increasingly change to not just be concerned Viighpirotection of just air-, water-, terrestrial-

, and outer space - which correspond with mateaiadi energy resources -, but especially also
with the protection of the space in which inforrmatiresources are being captured, processed
and transmitted. As value is mostly being produgetlin physical space, but in cyberspace,
States will need to respond to large-scale thethisfproduced value in the same way as they
would traditionally respond to theft of the landewvé its people live and work. In other words,
States should increasingly expand their definibbterritorial integrity to not just include the
physical spaces where their citizens live and work, bub dts include thenon-physical
cyberspace. Only if they can effectively proteditititizens’ lives and livelihoods in this new
cyber territory can they maintain theaison d’étre Therefore, the more a State’s economy
moves into cyberspace and the larger the scalkeofhteft of intellectual property, the more
severe the effects of this theft become and thexefihe more likely it is that a State will

consider such theft as aggrandizement of cybetdeyr

5.5 Conclusion
This chapter started with the observation thahaihformation age, our economic activity is

moving away from the types of economic activity @hicorrespond to the primary and
secondary sector of the economy, namely land agdigdd labor, to the types of economic
activity which corresponds to the tertiary sectmmely mental labor and capital. Resultantly,
the State needs to adjust accordingly and prokechéw types of property we produce if it
wants to maintain iteaison d’étre

Section 5.2 has set out the concept of properth@most basic level. It has argued that
among social animals, members of a group have @hipeover their own labor. Even without
the exchange of products or physical currency icharge for labor, there is the evolved
understanding that social currency exchanges oimrexchange for the value created through

labor. This social currency can either be cashexhiat a later date, or, alternatively, there is a

472 See suprdection 2.4.
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political or social cost to pay. In this sectiore hhave also focused on one particular species of
social animal;Homo sapiensbecause unlike nearly any other animal, we hheepeculiar

attribute of using our labors to turas nulliusinto finished products.

Section 5.3 applied the principles of ownershigliasussed in Section 5.2 to land and
has described how a moral claim of ownership o&ed Icomes into existence. Here too, we
have seen that the creator of new value becomeglit$ul owner, in this case by cultivating
terra nulliusinto agricultural land. The fruits of such a lamd aot those from nature, but those

from labor and as such, they are his and his alone.

Section 5.4 applied these same principles totfoernation age. In the information age,
value is increasingly added not by extracting mmoederials or producing them further into
higher end products, but rather, by capturing, @ssimg and transmittindata nulliusinto
information resources. We are increasingly prodyealue not by creating products or lands,
but by discovering ideas about the way the natwaidld works. Making a living in the
Information Age thus entails creating intellectpedperty by cultivating and structuring parts
of the data world. In this section, we have alsscdésed the consequence of this shift in
importance towards the creation of intellectualenty as it pertains to our social organization,
namely, that the State can only maintairratison d’étreso long as it continues to protect our
property. Therefore, as our economic activity ammis to move into the domain of cyberspace,
the State will follow us there and will start tonsider large-scale theft of our intellectual

property in this space as severe as aggrandizevhéat(cyber) territory.

158



Councillor HamannCare for some company?

Nea Councillor Hamann.

Councillor Hamannl don't want to intrude if you prefer to be alone
Nea No, | could probably use some company.

Councillor Hamann Good, so could I. It's nice tonight. Very calmedis like everyone's

sleeping very peacefully.
Nea Not everyone.

Councillor Hamannl hate sleeping. | never sleep more than a fewral figure | slept the

first 11 years of my life, now I'm making up foMithat about you?
Nea | just haven't been able to sleep much.

Councillor Hamannlt's a good sign.

Nea Of what?

Councillor HamannThat you are, in fact, still human. Have you elseen to the engineering

level? | love to walk there at night, it's quite @azing. Would you like to see it?

Nea Sure.

[...]

Councillor HamannAlmost no one comes down here, unless, of cothieeg's a problem.
That's how it is with people - nobody cares howdtks as long as it works. | like it down here.

| like to be reminded this city survives becausthe$e machines. These machines are keeping
us alive, while other machines are coming to lslllmteresting, isn't it? Power to give life, and

the power to end it.
Nea We have the same power.

Councillor Hamannl suppose we do, but down here sometimes | tidokit all those people
still plugged into the Matrix and when | look aeie machines, I.. | can't help thinking that in

a way, we are plugged into them.
Neao But we control these machines, they don't conisol
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Councillor HamannOf course not, how could they? The idea's punesease, but... it does

make one wonder just... what is control?
Nea If we wanted, we could shut these machines down.

Councillor HamannOf course... that's it. You hit it! That's corfrsn't it? If we wanted, we
could smash them to bits. Although if we did, we'de to consider what would happen to our

lights, our heat, our air...
Nea So we need machines and they need us. Is thappmt, Councillor?

Councillor HamannNo, no point. Old men like me don't bother witddking points. There's no

point.

Nea Is that why there are no young men on the Co@ncil
Councillor HamannGood point.

Nea Why don't you tell me what's on your mind, Colloré&

Councillor HamannThere is so much in this world that | do not ursiend. See that machine?
It has something to do with recycling our water@ypl have absolutely no idea how it works.
But | do understand the reason for it to work. V¥@absolutely no idea how you are able to do
some of the things you do, but | believe thereteason for that as well. 1 only hope we
understand that reason before it's too I&fe.

473 The Matrix Reloaded (2003), part 3.
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6 Durable Disruption of Critical Infrastructures as a
Territorial Blockade

“Councillor Hamann Almost no one comes down here, unless, of cotlreeg's a problem.
That's how it is with people - nobody cares howatks as long as it works. | like it down here.

| like to be reminded this city survives becausthe$e machines. These machines are keeping
us alive, while other machines are coming to lslllmteresting, isn't it? Power to give life, and

the power to end it"#

6.1 Introduction
In the movie trilogy the Matrix, from which the agiag conversation of this Chapter originates,

Mankind is in war with an army of machines. In thevie it is not made clear whether it was
Mankind or the Machines which torched the sky,thetresult was the same; earth is deprived
of the sunlight needed to grow food or to keep wadmthis permanent dark and cold world,
Mankind’s last stance is in Zion, a small civiliwat numbering a couple of thousand people

near the warm core of the earth.

The movie is very illustrative and deeply philosigalh about the relation between Man
and Machine. As the conversation demonstrates, #neepeople who were fighting against the
Machines, continued to be dependent upon other imegiior their lighting, heating and air-
conditioning. In other words, technology continaede aconditio sine qua nofor Mankind

to survive.

This chapter will argue, pursuant to the legal mrodal philosophy behind the principles
of State sovereignty, that in the Information Age described in Chapter 2, our society is very
comparable to that in the movie the Matrix and #sf consequence, cyber operations which
durable disrupt our access to our technology véllrégarded as severe as a blockade of our
territory by traditional kinetic means, such atigh large-scale, state-sponsored (threats of)

force .g.,artillery shelling, naval attacks, aerial strikescetera..

As explained in Chapter 3, State sovereignty isnaltely derived from the inherent

drive of people to self-determination and the protm thereto by the State of the vital interests

474 The Matrix Reloaded (2003), part 3.
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of individuals, namely; life, liberty and propertgs well as their collective forms; state
sovereignty, political independence and territomaégrity. This chapter and Chapter 5 deal
with the inverse of State sovereignty, namely bneacto self-determination. Chapter 5 has
dealt with threats tproductsin cyberspace such as through the large-scaledhgftellectual
property. This chapter will continue to deal witirdats toservicesin cyberspace such as

through the durable disruption of critical infrasttures.

This chapter will contain three main sectionsSéttion 6.2, | will discuss the relation
between Man and Machine. In this section, | wikclbe the process by which people moved
from the state of nature to States proper and hhas changed the common life of the people
living there in such a way that people began tderand specialize the fruits of their labors.
Resultantly, | will argue, people became dependargach other and on the technologies they
produced. It will be argued in this section thathi@logy invariably develops from a nicety
into a necessity and that it needs to be regars@h @&xtension of the human body. In Section
6.3, I will discuss how the State is also in a sigtib relationship with technology. Pursuant to
the anatomy analogy, | will argue that criticalragtructures are extensions of the State body
and that the State has similarly become depengbemt continued access to these technologies
for its very survival. Thereafter, Sections 6.3-6v8l deal with, respectively the critical
infrastructures of energy, matter and informatiod will argue that these infrastructures need
to be regarded as the respiratory-, cardiovascaratcentral nervous systems of the State body.
In these sections it is also described how theisieatrinfrastructures are being increasingly
connected to cyberspace and that this results inaaasing reliance on cyber security. The
chapter will conclude in Section 6.7 where a sunymamd concluding observations are
provided.

6.2 Technology as an Extension of the Human Body
As individuals and bands of people move away frobenzero-sum game tactics and strategies

of conguest in the state of natt/feand towards the non-zero-sum game tactics ant:giea
of cooperation in the laws of méff,contact with other people is no longer somethihéctvis
mostly to be feared. As mentioned, resultantlys tieatly reduces the amount of time and

energy both groups have to spend in (preparatipnvafing of and recovering from) war

475 See generally supr@ection 3.2.3.3
476 See generally supr@ection 3.3.
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against the other grodp’ Correspondingly, through cooperation, there caa beeat increase

in the amounts of time and energy both groups pandon finding food and on reproducitig.
The resources of time and energy can be spend maahproductively through cooperati®ii.
Slowly but surely, these agreements not to useflaicparticipants to the agreement compete

successfully against other groups which did noetgch agreemert®

Additionally, as individuals and bands of peopleve away from a situation in which
their contact with each other was mostly of a nggatature, this also opens up opportunities
for positive contact as well. One band of people @ke the excessive fruits of a successful
hunt to another band of people and make basicdraih them — such as for different types of
foods or tool$8! Eventually, through such trade too comes speeitddiz as different bands of
hunter/gatherers focus specifically on developiechhiques and technologies for hunting-,
fishing- or gathering specific types of foo#$ Subsequently, they trade the excessive fruits of
their specialized labors among each otfféiThrough trade, the different bands of people
achieve greater differentiation as to the qualitthe products and services they can consume

- through specialization, the different bands celnieve greater quantitié®?

Through the process of specialization and trade, prefessions soon explode onto the
scene as well. Specialized tool builders produ@zigptools for hunting, fishing, gathering,
cooking and for producing clothing and shelterssdtne point, as the baghysiologicalneeds
of people are increasingly being met, professioms/ea which start to cater to higher
psychologicalants as well - such as craftsmen, artists, aiestsf®® Higher value products
and services are being created, such as jewetsyand salvation of the spirit. Life is getting

better and, according to the services providedhbypriestly class; eternal.

As cooperation continues to increase, people dtarhing larger sociopolitical

groups*®® Bands join into larger, over-arching tribes; tshmove into larger chiefdoms and

477|d_
478|d_
479|d_
480|d

481 See generallil. Ridley, The Rational Optimist: How Prosperity Evol@911), Chapter 2. Chapter 2 is titled
“The collective brain: exchange and specializatioRidley describes trade (in his words “exchangatijd
specialization as a process through which man autes certain skills to the ‘collective brain’ dietgroup with
which he interacts. Hence, the larger the group)ahger this brain becomes.

482 SeeRidley, The Rational Optimistp. 47-84.
483 |d

484 Id

485 SeeMaslow, A Theory of Human Motivation.
486 SeeE. ServicePrimitive Social Organizatiolf1962).
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chiefdoms themselves grow into St4té4s these groups grow larger and as their cooperati
grows more complex, different types of food produttare enabled andce versadifferent
types of food productions enable more complex cradjmn 88 As chiefdoms and States
increase the centralization and monopolizatiomefleégitimate use of force and societies move
into the laws of State’$? people become increasingly freed from aggressjaimat their lives,
liberty and property. Consequently, without ther fehaving the fruits of one’s labors stolen,
people can start to feel secure to invest more, mergy and resources into long-term schemes
for food productiorf?® Hunter/gatherer bands slowly turn into groups Whengage in more
long-term food production schemes based on these gges of food®! In tribes, people take
the fruits, vegetables and nuts they previoushhe@id and grow them themselves as they
practice horticulturé?? In chiefdoms, people take the animals they presliobunted and grow
them themselves as they practice pastorai®im States, people take both flera andfauna

of their surroundings and grow them on a largetesaa they practice agricultut¥.Food is

increasingly being produced, rather than extracted.

Through the twin processes of the monopolizatiothefuse of force and the process of
trade and specialization which this enables, ertevsnvith other people become something to
look forward to, rather than something to be fealledthe average person, for the first time in
human history, people outside of their own smadlugis are becoming worth more alive than
dead.

Concomitantly, with this increasing specializataomd trade also comes an outsourcing
of the capacity to take care of all of one’s own neédspecialized builder of tools such as a
blacksmith will no longer invest the time, energydaesources to learn the techniques which
are necessary to be able to hunt, fish, gatheawn fand neither will specialized clothing
makers, weavers, potters, jewelers, bakers, bremsetsutchers, let alone priests who are
employed in the spiritual world. Although thesefpsasions all provide valuable products and

services to other people’s lives, they also becemirely dependent upon the remaining

487 Id
488 Id

489 SeeSection 3.4.

490 Hobbes, Chapter XIlI: “In such condition, therenis place for Industgybecause the fruit thereof is uncertain
and consequently no Culture of the Eartb Navigation, nor use of the commaodities that rhaymported by
Sea no commodious Buildingno Instruments of moving, and removing such thiagsequire much forceo
Knowledge of the face of the Eartio account of Timeno Arts no Lettersno Society'.

491 SeeE. ServicePrimitive Social Organizatiolf1962).
492 Id.

493 Id
494 Id
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hunters, fishers, gatherers and farmers to briegiteven their minimum amount of calories.
Concomitantly, specialized tool builders build aereincreasing amount of technological tools
to keep increasing the yields of the remaining eémtfishers, gatherers and farmers with —
they build specialized spears, bows and arrows, meips, shovels, plows, saddles and many
other tools to improve the efficiency of these ranmy hunters, fishers, gatherers and farmers.
Furthermore, these technological tools continueetuire maintenance, repair, replacement
and improvement by these specialized tool buildEnge. dependency thus also often works the
other way around, as these hunters, fishers, gathand farmers no longer invest the time,
energy and resources to learn the techniques lobtbeise tools, as they previously did. Instead,
they become entirely dependent on the tool builder&eep building their technological

products so that the same high level of food ektvta@nd production can be maintained.

Resultantly, as societies become more complex pediaized, there is a slow but
steady voluntary surrender by all of a specifieffem for a benefit whose value is greater than
the value surrendered — just as we did when we gpwights to preventive, pre-emptive and
punitive self-defence in exchange of improved siégprovided by the Stat¥®®> Producers of
food surrender the freedom to be independent iin piheduction of tools and the producers of
tools surrender the freedom to be independent @ir throduction of food. Resultantly,
independency diminishes and (inter)dependency gr&Wsvly but steadily, just as defensive
(self-)preservation moved from the individual t@ tbollective, so too does economic (self-

)preservation move from the individual to the cctitee 2%

However, it is important to not simply take thi®pess as it accomplj but toexplore
for a moment whether it is in the interesttifmen to surrender this independence in favour of
cooperation. After all, if there are exceptionswdyich some men can pursue their self-interest
better through economic independence and selfesefficy, then cooperation is not in their self-
interest and they will hence not wish to cooperaith others through exchange and
specializatiort®” Fortunately, these exceptions do not seem to axishy way which would
warrant hesitance against taking cooperation asgte to pursue. Although there is no
unanimity in theory and philosophy about the bdarefif exchange and specialization over

independence and self-sufficiency in the stateavfire?®® it is the correct view. In practice,

4% SeesupraSection 3.4.
496 |d

497 See also generally sup&ection 3.2.
4% See e.gRousseau)n the Inequality Among MankipBart I: “If we strip this being, thus constituted all the
supernatural gifts he may have received, and alhttificial faculties he can have acquired onlyaldgng process;
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although self-sufficiency does not necessarily m@ggpecialization and expertise in every
aspect of economic activity, it does requm@ficiencyin all of them. Even in a primitive
hunter/gatherer society, one needs to know whehenb game, when and where to pick which
fruits, vegetables and nuts, where to fish, and t@wonstruct the hunting and fishing tools
required for each of these, how to dry and sow siide clothing and how to build basic
shelters’® In a society, (much of) this knowledge is outsed®® Not only is all of in all
likelihood beyond the capacity of one individualt levenif one could successfully attain
proficiency in all of these skills, life would dtibe an extremely poor existence. The natural
way to best pursue one’s self-interest in ordexctuieve greater differentiation as to thelity

of the products and services we can consume, isehgmough cooperation, exchange and

specializatior?%?

Moreover, even if one would be able to live indegetly and if one could create more
of the riches of life, then there is still anotheportant argument against this type of self-
sufficiency; it would be extremely inefficient. Wiitincreasing specialization and exchange,
comes increased efficiency agdantitativebenefitsthrough economies of scale and through

investment in better techniques and technoRSgy.

if we consider him in a world, just as he must hasme from the hands of nature, we behold in hinagimal
weaker than some, and less agile than otherstaking him all round, the most advantageously oigghof any.
| see him satisfying his hunger at the first oakq alaking his thirst at the first brook; findingstbed at the foodt
of the tree which afforded him a repast; and, wtfitat, all his wants supplietl (emphasis added)

49 SeeRidley, The Rational Optimistp. 47-84.

500 Id.

501See e.gL. Read, I, Pencil: My Family Tree as Told to Laath E. Read: “I, Pencil, simple though | appear to
be, merit your wonder and awe, a claim | shallmafteto prove. In fact, if you can understand me—thaf's too
much to ask of anyone—if you can become awaresfrtmaculousness which | symbolize, you can hele shae
freedom mankind is so unhappily losing. | have@qund lesson to teach. And | can teach this lebgtter than
can an automobile or an airplane or a mechanishvdisher because—well, because | am seeminglyrgiesi
Simple? Yetnot a single person on the face of this earth knbows to make mé[...] “My family tree begins
with what in fact is a tree, a cedar of straiglaigthat grows in Northern California and OregoowN\contemplate
all the saws and trucks and rope and the countith&s gear used in harvesting and carting the dedarto the
railroad siding. Think of all the persons and thenberless skills that went into their fabricatitime mining of
ore, the making of steel and its refinement intessaaxes, motors; the growing of hemp and bringinigrough
all the stages to heavy and strong rope; the lgggamps with their beds and mess halls, the coakedythe
raising of all the foods. Why, untold thousandpefsons had a hand in every cup of coffee the ksgdnk!”.
(emphasis added) The essay continues with the nhinag journey of the lead, the graphite, metaltedomplex
lacquer which coats the cedar, coming from all adothe world and involving millions of people ineih
production. All of this to illustrate that even theost basic of riches — a simple pencil to writevdadeas with —
involves trade and technology on a scale unfathdertabany single human being, yet requiring althaf people
and technology involved. Moreover, what is true tfee simple pencil is true for every item produ¢add yes,
the paper you are currently reading this sentends a true miracle of trade and technology as,Jatlialone the
miraculousness if you choose to read this on a coenscreen).

502 See e.gSmith, The Wealth of Nations, Book I, Chapter Ihdve seen a small manufactory of this kind, where
ten men only were employed, and where some of tt@mequently performed two or three distinct openat
But though they were very poor, and therefore bdifierently accommodated with the necessary mackirthey
could, when they exerted themselves, make amonyg #imout twelve pounds of pins in a day. There ara i
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Moreover, contrary to common perception, thereaghimg unnatural about the drive
towards efficiency such as through cooperationharge and specialization, and through
technology. Rather, this drive towards efficiensyaicore guiding principle of nature. As set
out in Section 3.2, every life form acts accordings perceived self-interest in order to survive
and to reproduce. Doing so is tlkenditio sine qua norior its continued existence and
reproductive success in an environment where tisazempetition for scarce resources - such
as food and reproductive opportunities. Inltaus classicusf evolutionary biology, the lion
hence chases the zebra and natural selection postiespecifies towards beneficial traits such
as speed and strength. However, besides the pwandsincreased benefitsiatural selection
also pushes species towards the other side obeostit analysisdecreased costff we revisit
thelocus classicusf evolutionary biology again, we see that if Humt was successful and the
lion has consumed the zebra, then the lion willggraot to move for days (except perhaps for
reproductive pursuits). Because the lion, beingimg of the Jungle, is at the top of the food
chain, he can sleep like a king without fallingyte another predator. He only has to eat to
survive. The reason why lions are notoriously ivacafter eating is however not just digestive.
Rather, it is for the same reason why not evemnahhas fantastic senses, strengths and smarts;
all of these features incur a great cost in thelwarhof energy they require to grow and maintain.
Great mental and physical strengths do not justigeobenefits, but they also incur costs.
Moreover, more often than not, the additional besetand in a negative cost/benefit relation
to the costs. In other words, even though suclufeatwould be improvement in the sense of
survival of the strongest, they are not so in trese of a survival of the fittest. The guiding
principle of evolution is to look for designs whichn survive and reprodueéficiently Hence,

If you don't use it, you better lose it. A greaaexple of this binary focus on either survival or
reproduction is the Kiwi bird of the genégpteryx which translates to ‘without wing’. The
Kiwi bird is a native species of flightless birdem New Zealand and surrounding Islands
which, because of New Zealand's geographical igwiathas evolved in an environment
without natural predators. Resultantly, this enminent de-emphasized survival mechanisms

and emphasized reproduction mechanisms. The lissafive pound bird which cannot fly or

pound upwards of four thousand pins of a middliizg.sThose ten persons, therefore, could make artiarg
upwards of forty-eight thousand pins in a day. Eaetson, therefore, making a tenth part of forghéthousand
pins, might be considered as making four thousdglt éaundred pins in a daut if they had all wrought
separately and independently, and without any efrithaving been educated to this peculiar busirtasy,
certainly could not each of them have made twegrdyhaps not one pin in a day; that is, certainlgt the two
hundred and fortieth, perhaps not the four thousaigiht hundredth, part of what they are at pressagable of
performing, in consequence of a proper division eochbination of their different operatiohs(emphasis added)
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properly sense threats and which lays a one poggdane of the largest proportional to the

size of any animal.

Homo sapiengoo provides a very clear example of the drivenature towards
efficiency. By any comparison to the rest of theval kingdom, we are an extremely unusual
animal. As the hardware and software in our braimsroved, it allowed us to wield fire,
produce ever more advanced tools and to wear the ekother animals as our clothing, instead
of having to evolve the appropriate skins oursel@@nsequently, our bodies adapted. As Kelly
observes:

“We are not the same folks who marched out of Afri©ur genes have coevolved with
our inventions. In the past 10,000 years alongdh our genes have evolved 100 times
faster than the average rate for the previous Bomiyears. [...]JOur teeth continue to
shrink (because of cooking, our external stomacohly, muscles thin out, our hair
disappears|...] We are coevolving with our technology, andsmhave become deeply
dependent on it. If all technology-every last krafed spear-were to be removed from
this planet, our species would not last more théawamonths. We are now symbiotic

with technology.”3%3 (emphasis added)

Mankind has long been in a symbiotic biologicaatieinship with our technology. We can live

without our technology like the lion can live witlttats teeth and claws. If we would take away
our technology, we as a species would have axfpeeancy comparable to the life expectancy
of a lion without its teeth and claws. Just aslitve has adapted to a life with his teeth and

claws, so too have we evolved to a life with owhtelogy.

Moreover, our technology has kept evolving sineehhnter/gatherer age and has done

so at a much faster pace. As Kelly put it:

“clothes are people’s extended skin, wheels extefelstd camera and telescopes
extended eyes. Our technological creations haverhegreat extrapolations of the bodies that
our genes built. In this way, we can think of teslbgy as our extended body. During the

industrial age it was easy to see the world thiywateam-powered shovels, locomotives,

503 SeeKelly, What Technology Wants. 21-42.
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television, and the levers and gears of engineerg\a fabulous exoskeleton that turned man

into supermat 504

Furthermore, as discussed in Section 2.4, whainithestrial age did for manual labor, the
information age will do for mental labor. In thensa way that the industrial age created an
exoskeleton as an extension of our biological l®die too the information age will create an

exobrain.

Moreover, we also continue to adapt to our techmpbnd become dependent upon it,
if not biologically as was the case with our shimgkteeth, thinning muscles and disappearing
hair, then in the social organization around oaht®logy. In the next section | will argue that
the infrastructures which we have built, are thehtmlogy that we have become dependent
upon as a society. Pursuant to the domestic anasgliscussed in Section 3.5, | will argue
that this technology is the extended body of tliaeSbody.

6.3 Critical Infrastructures as an Extension of the Stae Body
As cooperation continues to increase further, sieation deepens and trade starts to take

place over longer distances and over larger grafigmople. Consequently, as the physical
distance between trading groups of increasinglyigfized products and services increases,
the functional distance between them needs to tredsed in order to enable the trade of goods
and services. Within chiefdoms and States, thoétesr done through the public construction of

infrastructures.

The Oxford Dictionary defines ‘infrastructure’ asTHe basic physical and
organizational structures and facilities (e.g. dinljs, roads, power supplies) needed for the
operation of a society or enterprise”. In this iagdthe operative word is ‘operation’. It is the
operationof a society (public sphere) or enterprise (pevsphere) which is enabled by the

physical structures which traffic materials, eneagyg information.

504 SeeKelly, What Technology Wants, p. 43-56. Kelly donies: “A closer look reveals the flaw in this aowf:
The extended costume of animals is the resultaif tfenes. They inherit the basic blueprints of wthay make.
Humans don’t. The blueprint for our shells springnf our minds, which may spontaneously create danggt
none of our ancestors ever made or even imagih&gtHnology is an extension of humans, it is noegtension
of our genes but of our minds. Technology is themeethe extended body for ideas.”. In this Chagetly argues
that we should regard our technology as the ‘SéwvKirigdom’ of biology besides Eubacteria, Archadbda,
Protista, Plantae, Fungi and Animalia, but consistif memes rather than gensse also generallyl. McLuhan,
The Gutenberg Galaxy: The Making of Typographic NIEg62) (hereinafter: “The Gutenberg Galaxy”).
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In agricultural societies, the transportation obdurced agricultural goods and tools
stands central® Correspondingly, most infrastructures deal with thaffic of material§%
Raw materials such as agricultural goods are chover constructed roads which extend the
distance over which the wheels of a cart can cgonds before they break down, bridges are
built over creeks, rivers and valleys to diminisle time and energy required to carry goods
from point A to point B and harbors are dug outtsat ships with deep hauls can be docked
and (un)loaded®’ In industrial societies, the manipulation of matisr with energy stands
central’®® Correspondingly, most infrastructures deal with thaffic of energy?® Energy is
extracted from mines, wells and springs in the fofncoal, oil and gas and transported with
trains, tankers and pipelines to places where #rergy is directly used for the manipulation
of material resources or indirectly through thentng of turbines which generate electricity
which can be transported over larger distancesutircelectrical grid$° In information
societies, the extraction and processing of data imformation resources stands central.
Correspondingly, most infrastructures deal with thadfic of information. Information is
extracted from the natural world through sensas;gssed and transmitted through wired and

wireless telecommunicatiofi&t

Just as the yields of hunters, fishers and farisenereased through technology, so too
is the functional capacity to trade goods and ses/across greater distances increased through

the technology of infrastructures.

As cooperation increase further, specializatiorpdes further and trade soon starts to
take place internationally as well. The processpefcialization and trade that takes place among
individuals within a State, also takes place bethedState as people look for lower prices and

greater product variety.

Concomitantly, just as people were no longer inddpat and self-sufficient within
States when they started trading amongst each, @hé¢oo States are no longer independent
and self-sufficient when they start trading acr&ate borders. The consequence of this

dependencies is that one is potentially exposepidat vulnerability - closing a State of from

505 See supraection 2.4.
506 Id.

507|d'
508|d'
509|d_
510|d_
51l|d'
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the outside world or access to one’s technolodikédy to have dire consequences for said
individual or State. States thus become dependenttiber States for goods and services
through trade and specialization analogous to thg tat individuals become dependent on

each other for goods and services through tradesp@cializatior?!?

In international law and philosophy, this is walderstood. Resultantly, when one State
uses force to block another State from accessetgdlods and services it acquires from other
States, then the severity of this event is undedsémd this act is commonly considered an act
of aggression and potentially alseasus bellP*2 Consequently, the State whose access to the
goods and services it acquires abroad is allowagséoa proportional response to right this

wrong>4

In practice, a blockade does not need to coveetitiee border of another State in the
case of a land blockade, the entire coast linkdrcase of a sea blockade, or the entire airspace
in the case of an air blockade. Instead, a blockadebe enforced when the infrastructures of
roads, sea- and airports are blocked. In other syatde to the fact that it is infrastructures
through which this international trade is enabled also its blockade which can disable it. It

is for this reason that we often speak of certafrastructures as being critical.

Whether a specific infrastructure is consideredital’ would logically depend on the
measure of necessity for the operation of a sodegnterprise or, inversely, the severity of
disruption to it>® Regardless of dealing with societies or enterprighis can only be
determined on a case by case basis so that alargldependencies can be considered. When
it comes to critical infrastructures of States $ipeadly, the same logic applies. To one State
one thing will be critical, whereas to another &tabther things might be critical.
Unsurprisingly, what is ‘critical’ is defined diffently in nearly every State and it is even often
defined differently within specific States in diféat times. For example, the United States
Department of Homeland Security (hereinafter: “USI) - pursuant to American Presidential
directive PDD-63 of May 1998, which set up a nagioprogram of ‘Critical Infrastructure
Protection’ — currently considers those infrastnoes (or ‘infrastructure sectors” as they term
it) critical “whose assets, systems, and networks, whether physidrtual, are considered so

vital to the United States that their incapacitatior destruction would have a debilitating effect

512 See suprsection 3.5.

513 See supraection 4.3.
514 Id.

515 Id
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on security, national economic security, nationablic health or safety, or any combination
thereof”.51 In other words, when the physical or economictheafl (the citizens of) a country
is threatened by disabling a specific infrastruettinen this infrastructure is deemed critical. In
the most recent iteration of 2013, the US DHS lis8ssuch critical infrastructure sectors,
namely; Chemical, Commercial Facilities, Communara, Critical Manufacturing, Dams,
Defense Industrial Base, Emergency Services, EneFRigancial Services, Food and
Agriculture, Government Facilities, Healthcare d@hublic Health, Information Technology,
Nuclear Reactors, Materials, and Waste, Transpomntabystems, Water and Wastewater
Systems. Similarly, the European Union has its gwagram for Critical Infrastructure
Protection and considers those infrastructuregalivhich are “of the highest importance for
the Community and which if disrupted or destroyesuld affect two or more MS [Member
States], or a single Member State if the criticditastructure is located in another Member
State. This includes transboundary effects regultirom interdependencies between

interconnected infrastructures across various setf3’

In order to avoid the subijectivity inherent to tbensequence based approach, as
discussed in Section 4.3, for the purposes of tthésis, only those infrastructures will be
deemed critical when they contribute substanti@lyhe ‘measures of civilization’ of a State,
as described by lan Morris in his 2010 batky The West Rules - For Né&t# In this book
Morris attempted to explain why, according to hihe West has ruled during 14 out of the last
15 millennia with regards to the level of ‘develogmii of its civilization. Perhaps even more
interesting than Morris’ explanations on why thigsithe cas#® Morris provided an appendix
in the book on how he, perhaps daringly, attempteduantitatively measure the level of
qualitative development of different civilizationghich allowed him to rank them

accordingly??® He later expanded this measurement appendixhiet2d@13 companion volume

516 US DHS, Directive PDD-63, May, 1998.

517 COM(2006) 786, Brussels, 12 December 2006.

518 SeeMorris, Why the West Rules — For Now

519 Morris concluded that during the previous censitlee single most important factor for determinivigether
a certain civilization ruled, was its geographicdtion. Morris argues that factors such as the emtnation of
cultivatable foods, the distances of different smstes and the availability of resources in certaggions
determined the likelihood that those regions wandtigate, respectively, the agricultural revolaticolonization
efforts and the industrial revolution. The reasdryweographical location is becoming less releaaobrding to
Morris, closely relates to one of the central tisee€ this dissertation; that physical space is eging in
importance and that digital space is taking ovehasmost important space.

520 SeeMorris, Why the West Rules — For Noppendix. Note: this measurement does not inciudeasurement
of morality, merely a measurement of, mostly ecoicahevelopment.
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book Measuring Civilization: How Social Development Diss the Fate of Natior®s! In the
book, he goes through his extensive considerafiankis measurements$? These measures
have proven extremely apt at measuring civilizatind useful as an inspiration for the purposes
of this dissertation. Based on the UN Human Devalemt Index, Morris discerns four factors
which measure the development of a civilizafié. will discuss them in the order mentioned
below and explain to which State infrastructurasb{je- or privately owned) these measures
correspond. Subsequently, | will apply the expamsibcyberspace (caused by the acceleration,
miniaturization and dematerialization in the capaés of information technologies as
discussed in Section 2.4) to these infrastructumesrder to see how this expansion of
cyberspace to these infrastructures influencesis@sure of civilization. Thereby, it becomes
possible to properly appreciate the ‘severity’ whisese infrastructures are disrupted by cyber

operations.
Morris distinguished the following four measuresiilization:

1. The capacity within a civilization to capture arsklenergy?*

2. The capacity within a civilization to organize amtbanize??°

3. The capacity within a civilization to communicaté€and;

4. The capacity within a civilization to wage war imder to protect or expand a

civilization 52"
These measures of civilization provide the insprafor my categorization below:

1. The infrastructures of energy;
2. The infrastructures of matter;

3. The infrastructures of information;

521 Seel. Morris, The Measure of Civilization: How Social DevelopmBeiides the Fate of Natio(2013)
(hereinafter: “The Measure of Civilization”).

522 See generallorris, The Measure of Civilizatiqmp. 25-52.

523 See generallivorris, The Measure of Civilizatiqrp. 53-237.

524 See generalliMorris, The Measure of Civilizatiqp. 53-143see alsdvlorris, Why the West Rules — For now,
Appendix.

525 See generallyorris, The Measure of Civilizatigrp. 144-172see alsaMorris, Why the West Rules — For
now, Appendix.

526 See generallMorris, The Measure of Civilizatiqrp. 218-237see alsaMorris, Why the West Rules — For
now, Appendix.

527 See generallyorris, The Measure of Civilizatigmp. 173-217see alsaMorris, Why the West Rules — For
now, AppendixSeeMorris, The Measure of Civilization, p. 25-52, Sent9; see alsd. Morris, The Measure of
Civilization, Chapters 3,4,6,5 for discussions omergy, social organization, information technolagyd war-
making capacity respectively; |. Morris, Why the $t/Rules — For now, Part I, Section 3; I. MorridhyWhe West
Rules — For now, Appendix.

173



4. The infrastructures of effective control.

In the sections below, | will discuss the infrasttres of energy, matter and information and
justify my interpretation of Morris’ classificatiohe 4" measure of effective control through

war-making capacity has already been discussethap@r £28

6.4 The Infrastructures of Energy as the Respiratory Sgtem of the State
The first type of infrastructure which will be disgsed is the infrastructure dealing with energy.

It is defined by Morris as the full range of enemptured and used by a civilization, divided

into the categories of food and fi3él.

Food, both plant- and animal-based, is the enesgived from food which can be
consumed directly or which can be fed as feedheroanimals in exchange for labor services
or animal based products — such as meat, milk, wodlleather. Food as a category of energy
capture is the primary means of energy captureusedin hunter-gatherer and agricultural
civilizations>%° Fuel, defined by Morris as non-food energy souyrcessists ointer aliadung,
wood, peat, coal, oil, natural gas, solar, windjroy geo-thermal and nuclear power and can
be used for lighting, cooking, heating, coolingmguting and powering other machines. It is

the primary means of energy capture and use irstnidlized civilization$3*

The “capacity to capture and use energy” as defined/orris is translated in this
dissertation as those infrastructures dealing witkrgy. In other words, it concerns those
infrastructures which are responsible for the captiransportation and use of energy. Energy
is what powers civilizations and has, according/taris, historically been the most defining
measure of civilizatior?3?> The reason why the ability to capture and use gnésgso
determinative for the collective measure of cidtibn, is because it greatly influences the
carrying capacity of the territory over which a ikeation rules. Consider the following

example of the fictitiouSerra Cyberia

528 See generallChapter 4see especiallections 4.2-4.3 and 4.7

529 SeeMorris, The Measure of Civilizatigrt. 52-142Morris also considers raw materials used for chaghand
shelter to fall within the term ‘energy capturefthaugh this would technically fall under energynservation.
Since the impact of conservation is only of mininmaportance according to Morris, for the sake @ity, this
will not be covered separatelygesalsa. Morris, Why the West Rules — For Nof&ppendix.

530 SeeMorris, The Measure of Civilizatigrat. 52; see especially Figure 3.1 on the FramleWwgtEarl Cook.

531 Seel. Morris, The Measure of Civilizatiqmp. 52.

532 SeeMorris, The Measure of Civilizatigrp. 25-52.
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Terra Cyberiais an island archipelago a 1000 kilometers weshainland Ecuador,
consisting of a group of quantitatively and quaiNtely identical islands — they are identical in

size and identical in all relevant other properties

OnTerra Praedator Congregantigeople patiently spend their days gathering fiauid
vegetables. The people are semi-settled, movingndrthe island when this or that food is in
season. Occasionally, the men leave their womerchitdien for a few days or weeks to hunt
the local birds and boars that came to the islamah the mainland. When they return after a
successful hunt, festivities are held in their hrasnad the people thoroughly enjoy the meat as
a delicacy. The people mostly live in the momeat, @ganically and enjoy an unpolluted
environment. Their largely monotonous lives argzanferrupted by the occasional scarcity of
food. Due to these shortages, girls on the islaadker when they have their first periods and
often skip menstrual cycles when their fat perogmtdrops below 15%. Pregnancies, when
they do occur, are often naturally aborted fordhme reason and when pregnancies do result
in birth, both the child and the mother have a gebance of dying during or soon after birth.
Infanticide is an accepted choice of contraceptibthe child and/or mother do survive birth
and if the child is not post-natally aborted, thstrof their lives are generally short regardless.
Senicide is not unheard off. The peoplel@nra Praedator Congregantere part of nature and
life is in balance.

On Terra Agracultura Victunpeople have cut into the jungle and have replpeets

of it with agricultural lands. They spend their dgyroducing their food by tilling the soil,

sowing seeds and reaping the fruits of their labond is rarely in short supply, but the elders
still remember the tropical storms that once wrdakavoc on the crops. They live by the
seasons, but they also try to diversify their itve=mnts in food production by engaging in long-
term schemes to further domesticate more plantaaimdals. With each harvest, the crops give
better yields and the domesticated boars are niattgned by the organic waste left-over from
the fields. The people drerra Agracultura Victunare settled near their agricultural lands and

nature and man live next to each other.

On Terra Labor Industriait seems as if every year new mechanical contiaptare
invented to which much of the heavy labor is outsed. Water mills grind the grain into
flower, wind mills seem to divert the water of eetiivers to agricultural lands and large ovens
are build where wood and coal are burned to shiag@dotal iron ore into all sorts of useful

tools such as axes to clear more land, shovelgtde®per ditches and strong wheels for carts
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to bring produce from the land to the people. Teepte on the island not only survive; they
thrive. People reproduce with great success anthignisland the elders are not just extra
mouths to feed, but also extra brains to storerimédion about the way the world works. The
people expand in breadth and depth on the islatttey- increase the productivity of their

existing lands and expand further into the jungle.

As demonstrated byerra Cyberia the strategies for capturing and using energy var
greatly and so do their survival and reproductivecesses. One could imagine ti@rra
Praedator Congreganti€ould contain a population numbering a thousanoplee Terra
Agracultura Victum10.000 people anderra Labor Industrial00.000 people, despite the

islands being of identical proportions and identgraperties

Inversely, when a civilization such agrra Labor Industriawould lose access to its
technology, its large population would collapsestf#s historian Jared Diamond documents
in Collapse — How Societies choose to Fail or SuceeednGuns, Germs and Steel: The Faith
of Human Societieshistorically speaking, energy shortages througfmastion of important
resources (or through a changing climate), hava tleemost predictive factors in determining
whether a civilization would continue to survive whether it would start to die. It thus
behooves us to briefly reflect on how our energfrastructures expose us to potential
disruptions. Our modern global civilization is poee by fossil fuels, ranging from the
fertilizers used to produce the foods on our fatthe fuels used to power the machines in
our factories. As Diamond warns, as a result o teliance and dependency on fossil fuels,
our modern global civilization is not immune to ttieeats of climate change and energy
shortages. Since Mankind started using fossil fijetsal, oil, natural gas) to power our
industrial machines and fertilize our agricultutahds, the modern global civilization has
exploded in the carrying capacity of our territerind in population growth. Coincidentally
however, the use of fossil fuels has contributeal¢banging climate, the likely results of which
include extreme weather, floods, droughts, famines;s and streams of refugees. At some
point, this process of climate change needs toldwesl (and possibly even reversed) at its
cause or great investments need to be made imfigits symptoms. Additionally, even if fossil
fuels did not contribute to ecological destructornf its consequences could be dealt with in a
cost-effective way, théssilin fossil fuel indicates that this source of fughiot a fuel which
will last us into the future, at least not foreviéris important to understand that our modern
civilization is built on the ability to withdraw engy from the fossil fuel bank, without making

deposits to it, the eventual consequence of witiohlsl be clear to anyone who has ever owned
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a bank account. Although it is unlikely that ourdaeon global industrialized civilization will
ever completely exhaust fossil fuels, the incre@siosts to capture and use the next drop of oil
or nugget of coal will, at some point, likely mdkssil fuels economically unfeasible to power
our civilization. Hence, at some point, soonerabed, we will either have to switch our modern
global civilization to other sources of fuel, os, @her civilizations have done before us, grind

to a halt and collapse.

It is important to have a proper appreciation @& gravity of this possibility. If our
civilization comes to be without the fuel to powaur industrial machines or fertilize our
agricultural lands, then any discussions withiraleg@eory or political science on civilization
will largely be a theoretical (or even moot) exsegibecause there will be no more civilization
to discuss legal theory or political science fastja much smaller world population consisting
of groups of hunter-gatherers and subsistence farmieo will have been thrown back into a
state of nature. Hence, in order to avoid the pskaof our modern global civilization, at some
point, the increasing costs of our unsustainablerggnusage - both with regards to the
economical and ecological costs — means we wilkhawwitch our energy infrastructure from
fossil fuels to more sustainable sources of energych as solar, wind, hydro, geo-thermal and
possibly, temporarily, nuclear energy as W&llWe either go green or we will have more urgent

matters to worry about than law, namely our “nabtytish and short lives8

Making this switch to sustainable sources of endrgyever, will make our energy
infrastructure wholly dependent upon cyber secuAtydetailed above, the measure of energy
is divided into the categories of food and feedh@none hand and fuel on the other, the former
dealing mainly with the infrastructures of theiegitural and fishing industry and the latter
dealing with the infrastructures of oil, electycand nuclear. Their connection to cyberspace

will be discussed in their respective order.

The connection of the food infrastructures of agtioe and fisheries to cyberspace will
only be covered briefly as it has been mentionefbrbeé3® In short, cheap sensors and

connectivity can cast a nervous system over thenmeé food production to monitor and

533 Nuclear power currently supplies between 10-15%rofual energy production and consumption, mostly i
Western states such as Japan and France. Althbaghdre no economical or technical barriers ttedtés up

to 100% of worldwide energy production and consuamptthere are three main reasons why such adopfion
nuclear energy is unlikely and/or undesirable.tFinsiclear energy is unpopular due to perceivekbkri3wo,
scaling up nuclear energy up worldwide could opea @andora’s box of proliferation risks. Thirdclear energy
is also a non-renewable fossil fuel which will rout at some point.

534 SeeHobbes/ eviathan Chapter XIII.

535 See suprsection 2.4, 5.4.
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experiment with the most resource efficient mednaduction. The result of this will be that
agricultural farms can do much more with much ksg that fish farms can provide us with
great amounts dfuit de mer Similar to the expansion of cyberspace, we coltd the same
amount of agricultural land and increase the capamn it or we could have the same
agricultural output on a smaller land. For examplee Netherlands is 184n size, but X in

agricultural exports in absolute numbers.

The connection of the infrastructures of fuel iseevmore promising. Electrical
infrastructure is currently organized as a so-dgllst-in-time system, which means that all of
the electricity used by our lighting, cooking, hegt cooling, computers and other machines
has been generated just milliseconds prior to*¥fd@alancing the tremendously complicated
supply and demand of all this electricity — whiaeds to happen in order to prevents black- or
brownouts - is already being done by connectingemargy infrastructure to cybersp&ée.
This connection of our electricity infrastructurgsats to cyberspace allows utilities to analyze
and predict the electricity demand and adjust thegy supply accordingly - using mostly

peaker gas plants and some hydro storéje.

In the future, this will become even more so, duéhe intermittency of green energy
source$3 Intermittency means that the output of these gnsogrces is not consistent due to
varying intensities of wind and solar power durthg days, weeks and year{¥) Moreover,
our current centralized electricity infrastructiséased on dozens or hundreds of power plants
per Staté*! A green infrastructure will be decentralized andtain millions upon millions of
power plants in the form of solar panels and windisnt*? Basically, the electricity
infrastructure will become a network, like the imtet is today. Balancing this exponentially
more complicated infrastructure requires intensiganection of electricity to cyberspace in
order to predict electricity supply and demand Hase everything from daily weather
predictions which influence solar radiance and waticength to the match schedule of the
football world cup finale every four years whenliaits of people turn on their televisions and

frying pans. With cyberspace it becomes possiblenéie these tremendously complicated

536 See generallyA. Lovins, Reinventing Fire — Bold Business Solutions for New Energy Era(2011)

(hereinafter: “Reinventing Fire”), p. 164-222.
537 Id.

538|d'
539|d'
540|d_
54l|d_
542|d'
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calculations and to turn on so-called virtual poplants, demand response units and to charge
and discharge electric car battefigsWithout cyberspace, this tremendous balancingsact
simply impossible. In other words, the energy @ifidhe future will have to become a network
for energy like the internet is a network for dathis requires tremendous amounts of data and

continuous reliance on cyberspace.

With this connection of the energy infrastructuwecyberspace however, also comes a
vulnerability for cyber attacks. Given the outwéading nature of our current and future energy
infrastructures systems, cyber operations can patigrbring down the entire energy system.
Even without causing any physical destruction, ritexe functional disruption of our energy
infrastructure through cyber attacks, can henagghain entire State to its knees much quicker

and much easier than traditional armies every could

In the Hobbesian analogy of the State body, ourggriafrastructures can be considered
as the respiratory system in the body of the Stafgovides us with the oxygen which fuels
everything. Any disruption to it will therefore las severe as suffocating. The more a State’s
energy infrastructures become dependent upon thdumetioning of cyberspace and the more
durable the functional disruption which is causgdabcyber operation, the more severe the
effects of this disruption become and therefore,rtfore likely it is that a State will consider

such disruption as a blockade of energy from rtstéey.

6.5 The Infrastructures of Matter as the Cardiovascular System of the

State
The second type of infrastructure which will becdissed, corresponds to the capacity within a

civilization to transport goods and persons. Mouses the size of the largest city within a

civilization as a proxy to measure its level ofiaborganization and urbanizatiéff.

The reason for choosing the largest city as a presithat up until the industrial
revolution, the capacity within a civilization tagture and use energy had been largely fixed -
the energy available to these civilizations camenfthe food which could be hunted, gathered
or farmed®* It is important to understand that in hunter-geghand agricultural civilizations,

it matters a great deal how much energy it cosltsitgy food from where it is hunted, gathered

543 Id

544 SeeMorris, The Measure of Civilizatigrat. 143-171.
545 SeeMorris, The Measure of Civilizatigrat. 143-171see alsdMorris, The Measure of Civilizatigrat. 52-142.
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or harvested, into a population cert®As cities grow beyond a certain size, they require
increasingly more energy to transport the same ammafucalories into population centéfs.

At some distance, the amount of food brought inp@pulation center requires more energy to
transport, than that it carries in calories. WHas happens, a city can no longer feed itself and
will collapse unto itself*® As explained in the previous subsection, mostlizations had
already discovered, through trial and error anificet selection and domestication of certain
food species, which food sources provided the midisient calorie per unit of volume, weight
and necessary resources invested. Beyond this, gaoice the amount of energy which could
be captured and used in a specific territory wegel fixed in hunter-gatherer and agricultural
civilizations, the size of a certain city depentiedely on how efficient it could transport goods
and person%*® With a fixed ability to capture and use energ, lbgistics of urbanization and

transportation constitute the defining factorsdity size within these earlier civilizations.

Transportation infrastructure deals with the ldgstof moving around goods and
persons. In other words, transportation of goods@ersons deals with the infrastructure and
logistics of matter. It concerns infrastructurealdg with every which physical way — such as

water, land and air.

Historically speaking, the wheel, the domesticatbanimals, large seafaring ships and
other ways of increasing the efficiency with whatbms can be moved per unit of energy, have
all provided a multiplier effect on the energy eapt and use®® Both the Islamic and Dutch
golden ages owe much of their success to theientisie ships — large wooden seafaring ships
in the case of the Dutch and camels in the cafieecArab world (often referred to as ‘ships of
the desert’P> With the industrial revolution, paved roads, raihds and water ways took it
one step further and increased the functional spatand, air and water ways exponentially.
Unsurprisingly, most cities used to be based arouatbr ways, because transportation by
water is far more efficient than over roads, esggcivobbly roads which easily destroy wheels
and cart$>?

546 SeeMorris, The Measure of Civilizatiorat. 143-171.
547 |d

548 |d
549 |d
550 SeeMorris, The Measure of Civilizatigrat. 143-171.
551 |d
552 |d
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The connection of cyberspace to our transportatirastructure has been an ongoing
process in our ever-urbanizing world, but themmigh room for functional growth through the
connection of atoms with bits. In our modern indasized civilization we have built cities
with populations numbering in the tens of milliomdjereas the largest cities in pre-industrial
times numbered a mere fraction of tHigPerhaps even more amazingly, we have not just
sprawled these cities ever wider, but we have #gtumanaged to maintain cities with
population densities of tens of thousands of pepptesquare kilometer. In these cities, energy
is no longer the problem, physical space is. Theeotion of transportation infrastructure to
cyberspace has long been an indispensable tooidogithe congestion in the arteries of our

cities.

With the acceleration and demassification of theac#ty of information technologies,
cyberspace is expanding further into our transgiortainfrastructures. The result of this
expansion will be that the transfer of goods andqes can become much more efficient with
regards to the time, energy and other resourcek U$e three trends most important in this
regard are the electrification of transportationfoaomous transportation and on-demand

public transportation, all of which are entirelypeé@dent upon cyberspace.

Electrification of transportation is an obvious essity in order to diminish our
dependence on fossil fuels, as discussed in theope sectior?>* However, transportation
consumes a relatively large amount of energy aratder to make electric driving practical,
batteries need to be filled quickl$? Switching transportation to electricity therefoeguires a
tremendous coordination of demand and supply irgsneCars need to be in constant
communication with the energy infrastructure sa thean be predicted when and where which
cars will either charge or discharge on the>ffeutonomous transportation enables Mankind
to take the next step after cruise control, craskigntion and auto-park and eliminates the need
for human driving altogether, first just on thedineay, then on every wa&y? Not only will this
free people from the task of driving and enablenthe work during commutes, but it will also

save hundreds of thousands of deaths caused bynhdmiving 558 Also, having cars think for

553 SeeMorris, The Measure of Civilizatigrat. 143-171see alsoMorris, Why The West Rules — For Now,
Appendix.

554 SeeSection 6.4see alsd.ovins, Reinventing Fire, p. 14-69.

555 Seelovins, Reinventing Fire, p. 14-609.

556 |d

557 See especiall$g. Heck, M. RogersResource Revolution — How to Capture the Biggestrigss Opportunity
in a Century(2014) (hereinafter: “Resource Revolution”), Clea8.

558 SeeHeck,Resource Revolutiop. 59-100.
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themselves makes it possible for them to drive doge together, almost as a treitThis
helps reduce aerodynamic drag and frees up spatte soads so that both energy and time in
transportation are reduceé®.The effect will be a further freeing of Mankinafn the limits of
distance. People can start living beyond city amsnigs time and space experientially,
functionally disappear. Additionally, autonomousvihg also enables the elimination of the
need for ownership of vehicles altogether. Jushasic, movies and TV-series are no longer
owned, autonomous driving cars also make it pos$dsltransportation to be accessible at the
press of a buttoff* When you consider that the average car is usdthpsrduring just 5% of
its lifetime and is collecting dust and rust durihg other 95% on expensive parking spaces,
and when you consider that when cars are actuaind, that they tend to be occupied to only
20-25% of capacity, then it becomes clear thatti@nsportation would benefit greatly from a
switch from ownership to access at the press ofittoh>¢? Compared with that kind of
convenience, a car that you own — which you hawveatd, fill up, fix, insure, clean and pay
for deprecation whether you use it or not — begmseem like kind of a drag. Goods and
services are becoming on-demand or on-tap, actéessithe flip of a switch, rather than owned
and stocked.

Correspondingly, as our transportation infrastrietvansforms our cities, we become
exposed to new disruptions to it. Whereas traditiomlitary instruments would use explosives
to destroy roads, airports and bridges, cyber d¢ipesican now, functionally, create the same
amount of functional disruption to our societieshest push of a button.

In the Hobbesian analogy of the State body, ourspartation infrastructure can be
understood as the cardiovascular system in the lobdpe State. It provides us with the
transportation of nutrients where they are needed. disruption to it can be as severe as a
heart attack. The more a State’s infrastructurematter become dependent upon the well-
functioning of cyberspace and the more durablduhetional disruption which is caused by a
cyber operation, the more severe the effects efdlsruption become and therefore, the more

likely it is that a State will consider such distiop as a blockade of matter from its territory.

559|d'
560|d_
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6.6 The Infrastructures of Information as the Central Nervous System of

the State
The third type of infrastructure which will be dissed, deals with the capacity within a

civilization to communicate. In other words, itlie means of moving information, which more
or less takes place without adding significant rmaigenergy or material costs for each
additional bit of information. Where transportatiofirastructure deals with the infrastructure
and logistics of matter, and energy infrastructigals with the infrastructure and logistics of

energy, information infrastructure deal with th&astructure and logistics of data.

From the stone tablets of Moses to the high-tellets of Jobs, efficient communication
has greatly influenced the ability within a sociéy knowledge to be stored, processed and
transmitted. In the case of Moses, the ten commantsnthe Torah and the Talmud allowed
the Jewish people to survive an exile from thestdric homeland lasting two millennia without
being destroyed or assimilated, a feat unequaleddarded history. In the case of Jobs, the
focus on the efficiency of communication has resiin a user interface of home screen- and
icons which has remained largely unchanged even afiecade (which translates to about two

millennia in technology years).

The connection of cyberspace to our informatiomastructure is of course by now a
well-known phenomenon — actually, when most petilek of cyberspace or the internet, the
first thing they think about are our modern comneation platforms. Shirky discerns five
historical events in modern history, which, accogdito him, qualify as communications
revolutions — which he defines as a moment in hystehen a communication technology
greatly increased the expressive capacity of pef¥diThe first such revolution was the advent
of the printing press, which, for the first timdjoawed for one-to-many static text-based
communicatior?®* The second revolution was the advent of the telephwhich allowed for
one-to-one real-life communication between indigiduover great distancé&® The third
revolution was the advent of audio and video ree@nd players, which allowed for one-to-
many dynamic audio- and video-based communica®ihe fourth revolution was the

harnessing of the broadcasting spectrum, whiclwakibfor real-time one-to-many audio and

563SeeC. Shirky, How the Internet will (one day) transfogovernment, June 2012, TED 204ailable at:
http://www.ted.com/talks/clay_shirky how the_intetrrwill_one_day transform_governmeatcessed on S1

July, 2017).
564 Id.
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video-based communicatiGf. The fifth and current revolution in communicatisrthat of the
internet, which allows, for the first time in hisyp many-to-many dynamic communication —
including everyone everywhere - through text, aumha video orinter alia websites, -logs
(web- and video based) and social platfoPidoreover, as Shirky notes, the internet is more
than the printing press writ large. Rather, theitaald of cyberspace to our communications
has, to a large degree, usurped all previous conuation technologies — such as books, radio
and televisior?®® Information has never spread so far and wide ssing time and space
without friction. Additionally, with the continuingncrease in transmission speeds, tele-
conferencing and other communication technologie®d at collaboration in the workplace,
we can expect to attain virtual reality types afalation and thus decrease the need to travel to

an office building altogether (or the office buiidito be built in the first place).

With this connection of all of our communicatiorfrastructures to cyberspace, our
communication has become wholly dependent uposeharity of our cyberspace. Moreover,
any disruption to our communication infrastructdo®s not just influence our communication,
but it also has cascading effects to our othemsgifuctures, including to our infrastructures

dealing with energy and matter.

In the Hobbesian analogy of the State body, owrmétion infrastructures truly are the
central nervous system in the body of the StateyTontrol and command all within the body.
Disruption to it can be as severe as having a strdlhe more a State’s information
infrastructures become dependent upon the welltiomiaog of cyberspace and the more
durable the functional disruption which is causgdabcyber operation, the more severe the
effects of this disruption become and therefore,rtfore likely it is that a State will consider

such disruption as a blockade of information fraosrierritory.

6.7 Conclusion
This chapter started with the observation that Niaohks in a symbiotic relationship with

Machines and that the same is true for the Staeggre becoming increasingly dependent upon

the well-functioning of our technology. Blocking mm our technology can therefore have
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severe consequences. Resultantly, the State neadgust accordingly and protect our access

to our technology if it wants to maintain r@son d’étre

Section 6.2 started with the state of nature amdfiost contact with technology. It
discussed the process by which we first acquiretstas extensions of our human bodies.
Subsequently, it discussed how we gradually movenh four animal bodies to the modern
cyborgs we are today and it discussed how we bedapendent upon our continued access to

our technology for our very survival.

Section 6.3 continued with our social organizateomd argued that the State has
developed a symbiotic relationship with technolagywell. Pursuant to the anatomy analogy,
| have argue that critical infrastructures are esiens of the State’s body and that the State has

similarly become dependent upon continued accetbese technologies for its very survival.

Sections 6.4-6.6 discussed three types of critidedstructures of the State body, namely;
the infrastructures of energy, matter and infororatiThese sections argued why these
infrastructures correspond to the respiratory-gicaascular and central nervous systems of the
State body and these sections have discussed lesg thfrastructures are each becoming
increasingly connected to cyberspace. Consequeyher operations can increasingly cause
severe functional disruption to these infrastruesythereby blocking the movement of energy,
matter and information in the State body. In thesaions, it has been argued why the durable
disruption of these critical infrastructures thrbugyber operations therefore needs to be
considered as severe as disruptions to the respiratardiovascular- and central nervous
system of the body. Just as with the human bo@getlsystems do not need to be destroyed to
cause severe effects, durable disruption is enoligérefore, as States become increasingly
dependent upon the well-functioning of critical ragtructures and as these infrastructures
become increasingly dependent upon the well-funaip of cyberspace, the State will follow
us there and will start to consider disruptiontadse infrastructures through cyber operations

as severe as a blockade of energy, matter or efremrgyits (cyber) territory.
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7:46 You open your eyes. Your eyes don’t hurt becausewmarable has woken you up at
the right time in your sleep cycle. Wearables hadrbgoing out of style for a few years, until
companies started mining sleeping data for usefigigets of information about how to nudge
people into better sleeping behavior. When yourledrthat your particular sleep cycles are
unusually disturbed by salty food, you cut backour salt intake and have been sleeping like
a baby ever since. You still sleep with a wearableotice when work is becoming too stressful
so that you know when you need make adjustmertekera vacation. You are now always

connected to cyberspace.

8:35 You connect to work. With the advent of virtuallitgamuch more work can now be
done from home while it is still possible to maimtasocial bond with the work place (wherever
that can be said to exist nowadays anyway). Mampleehave set up virtual reality rooms in
their home offices so they can have a simulated eonvironment with their colleagues. It used

to be expensive to do so, but then again, so wHsgep a computer system at one point.

13:52 You get into your car. You are going to meet wittlient and you want to shake the
other person’s hand and look them in the eye. Tdreinot yours. It is far too nice. As
transportation network companies started using aatoous cars which pick you up within
minutes of ordering, this saved a tremendous amafrtsts of cars standing idly by, gathering
just dust and rust. The saved costs have been duiutddin added luxury. A nicety invariably
developed into a necessity. Your drive to theisi§0 minutes, which it usually is. You sit back
and start preparing your presentation. If you wohlize needed to drive the car yourself, then
you would have chosen to live closer to the city yiou don’t have to, so you didn’t choose to.
As did many others. Marchetti’'s Constant was broKére trend of people moving into cities
was reversed and housing costs normalized. Thadsan&s from housing are now spend on
larger houses and on housing services — such adegars, cleaners, cooks and personal

coaches for physical, mental and spiritual health.

14:45 You meet your client. You are a miner, both intthditional and in the modern sense.
With the advent of autonomous driving came a gpickh towards the electrification of cars.

The more a car drives, the more it needs to brimgrdits cost per kilometer and electric driving
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was just the way to do that. The prices of sevaatural resources which are used to build car
batteries have shot through the roof in the presidacade and your company has found a new
way to correlate vegetation growth from satellitgagery with the resources needed. Business
is booming.

19:15 You connect to play. You work hard and play harthwbour virtual reality headset.
When virtual reality started making real progresstertainment companies initially tried to
play movies on it, just like they had once triethéwe performance plays on television. When
they discovered that the inherent properties otuair reality allowed for much deeper
immersion, they knew that they had to adjust thereminment accordingly. The results were
amazing.
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7 General Conclusion
Great books are written at the great junctures istoty. When Mankind comes close to

finishing one chapter in the book of life and i®abto open a new one, we suddenly become
aware of the gravity of where we came from, wheeeane and where we are heading.

In this dissertation, | have tried to bring togetheo sets of authors who wrote such
great books at such great junctures of history.

The first set of authors concerns the classicalabaontract theorists and it includes
well-known names such as Hobbes, Rousseau and Ldhkse authors have given Mankind
the cornerstones of modern political and legalgstuphy and they have helped us understand
the relation between Man and State as Mankind Wwessng our Chapter on the Agricultural

Age and started the Chapter on the Industrial Age.

The second set of authors concerns modern theofistsciety and technology, and it
includes less-known names such as Kurzweil, Katig ®orris. These authors are giving us
the cornerstones of modern and future politicaltectinological philosophy as they are helping
us understand the relation between Man and Maasdankind is closing our Chapter on the

Industrial Age and is starting our Chapter on tiferimation Age.

Just as was the case with the founders of modditicaband legal philosophy in the
17" and 18 century before them, the theorists of today in2ZBeand 2% century are greatly
aware and involved in each other's works. Althoughas with the founders of modern political
and legal philosophy, not one of them will indivadly manage to accurately describe all of this

new reality, collectively, they are building an enstanding of society without precedent.

This dissertation has tried to bring these two eétuthors together and it has tried to
apply the rules from political and legal philosoghym the 17th and 18th centuries to our 21st
century to see if the principles which were laidt ®mack then are still relevant for the
Information Age. | have demonstrated that the wdoidwhich the social contract theorists
wrote their works has changed, but that the akstradehind their works still provides
valuable tools for structuring our society in théokrmation Age. Technology has changed Man
and society, but human nature has not changedntze Homo sapienss still concerned
with his life, liberty and property as well as witheir collective expressions in the shape of

sovereign existence, political independence aniddsgal integrity. The State remains the best
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technology we have invented to guarantee the piotecf these interestBlus ¢ca change, plus

c’'est la méme chose.

This dissertation started in Chapter 1 with a lieglof the story of how Hugo Grotius
set out his legal theory for what came to be knasmthe high seas. In this chapter, | discussed
the two types of public ownership; ownership byt&tand ownership as the Common Heritage
of Mankind fes communis In this dissertation | have asked whether tlageegparts of this new
space, cyberspace, which, pursuant to social amintteory on State sovereignty must

necessarily fall within the ownership of Statess(publica.

Chapter 3 has set out the framework through whiglvie approached this question. It
has explained why theaison d'étreof the State is the protection of its citizensniréorce
against their life, liberty and property. In thisapter, | have also argued that the prevalence of
the protection of life, liberty and property in fWsophy and in law, across time and space, is
not a historical coincidence, but rather that ftets a fundamental logic to structuring a
society. As biological beings, we have objectivieliasts dictated, ultimately, by the laws of
physics. We require access to energy and mateoiatbuild the wear and tear of entropy so
that we can survive and reproduce. Any legal sysietheory must comply with this natural
logic. In addition, in this chapter, | have alsguead that in the international legal system, these
interests of life, liberty and property, attainadlective form in the shape of sovereign existence,
political independence and territorial integritydathat through the social contract between the
individual and the State, the State inherits nst guright to monopolize the use of force within
its territory, but also the duty to do so, bothnirmternal aggression as well as from external
aggression. It must hence protect citizens notfjost each other, but also from other States.
This too is not a historical coincidence, but refdea fundamental logic to structuring the
society of States. This chapter has concludedStae sovereignty is ultimately derived from
the protection of the vital interests of its citize Thus, there are two necessary requirements
for State sovereignty which need to be fulfiledAlState must exercise effective control over
a particular space 2. so that it can provide ptmteof life, liberty and property as well as their
collective representations in the shape of sovaregistence, political independence and

territorial integrity.

Chapter 4 has dealt with the question of effeatiwatrol over the domain of cyberspace

and Chapters 5 and 6 have dealt with the quesfiarhat it means to protect life, liberty and
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property, as well as its collective representatimfrsovereign existence, political independence

and territorial integrity in the Information Age.

Before we can discuss this application of the facthe framework as set out in Chapter
3, we first have to discuss the factional backgdbudhapter 2 has defined, delineated and
delimitated the domain of cyberspace and it hasudised the importance of the Information
Age to Mankind. The chapter has thereto discusBechatural laws of the digital universe.
These laws, such as Moore’s Law, Kryder's Law aneldén’s Law shape the constituting
dimensions of the digital universe, namely progggspower, storage capacity and transmission
speed. Moreover, these laws also contribute tahheee main trends of the digital universe,
namely; acceleration, miniaturization and demalieation. As the digital universe gets more
powerful, smaller and more connected, increasipghyerful, cheap and small sensors, chips,
and (wireless) connectivity are leading to therimé¢ of everyone and the internet of everything.
A global society is being formed among Mankind dedween Man and Machine. In this
chapter | have argued that because the definintacteaistic of this age is the centrality of
information, that we, as Mankind, are about to etite Information Age. It is an entirely new
chapter of civilization, as revolutionary, uniquedagrand as our previous chapters on our

hunter/gatherer, agricultural and industrial ages.

Chapter 4 has dealt with the question of effeatimetrol over cyberspace and has thus
combined Chapters 2 and 3. The chapter has theaekdo address the attribution problem of
cyberspace; the idea that anyone, anywhere cantdireyber-attack of any scale against
anyone, anywhere and that this can be done witlptienanonymity. This chapter has used
the international legal framework on State respulisi and the Stuxnet case to explore
whether responsibility can be attributed to acforsmalicious conduct through cyberspace.
The chapter has detailed the two requirements whadd to be fulfilled for conduct (by
commission or by omission) to fall under the resioifity of a State; there has to be
attributability and there has to belmeach of an international obligatioriThe chapter has
subsequently applied these requirements to the idoafiacyberspace. In this chapter it was
concluded that cyber operations which can meetue of force threshold to breach the
cornerstone of the international legal system;ptahibition on the use of force pursuant to
Article 2(4) UN Charter - such as large-scale thefftintellectual property and durable
disruption of critical infrastructures, as discusgeChapters 5 and 6 respectively - can only be
conducted under the responsibility of (few) Stadsreover, given the high barriers to entry

for attaining the scale and effects to meet thesgvthreshold for use of force and given the
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ways in which exercising coercion is effected, ttiapter has argued that this cannot be done
with anonymity. As States cannot conduct cyber aj@ns which meet the use of force
threshold with anonymity, States against whom sytter operations have been directed, know
who the responsible actor is and can wield the @pjate responses to re-establish effective
deterrence and to take an eye for an eye so a=sagsert effective control over their cyber

territory. The first criteria for State sovereigmtyer cyberspace has thus been met.

Chapters 5 and 6 have dealt with the second @jtdre protection of the interests of
life, liberty and property, as well as their cotige representations of sovereign existence,
political independence and territorial integrityhdpter 5 has dealt with the production of

intellectual property and Chapter 6 has dealt pithviding services through infrastructures.

Chapter 5 has dealt with large-scale theft of lettlial property through cyber
operations and it has argued why in the informatege this is akin to territorial
aggrandizement. Thereto, it has discussed theipl&sthrough which ownership is established
over physical objects, land and ideas. It startéd the state of nature and it explained how
among social animals, likdomo sapienghere is ownership over one’s labor. It is thetome
of this labor (manual or mental) witlkes nullius terra nullius and, what | have coinediata
nullius, which establishes ownership over physical objdated and ideas, respectively. This
chapter has also argued that, given that we arenmanto the Information Age in which our
livelihoods increasingly depend on being able tpitedize on the valuable nuggets of
information we extract and process from data mittes, the information resources which we
have cultivated, need to be regarded analogousiimble cultivated agricultural fields or
natural resource mines. Whereas previously warddimilaunched at the aggrandizements of
such fields or mines, it has now become more sdweegeState to be subject to large-scale theft
of intellectual property. Resultantly, wars willmdoe launched at the aggrandizement of our
intellectual property. In sum, this chapter hasobated that the more a State’s economy moves
into cyberspace and the larger the scale of tHedhatellectual property, the more severe the
effects of this theft become and therefore, theentigely it is that a State will consider such

theft as aggrandizement of cyber territory.

Chapter 6 has dealt with durable disruption ofialtinfrastructures through cyber
operations and it has argued why this is akin bboakade. It started with the state of nature
and how increasingly moving away from it resultdrede and specialization. Subsequently,

this trade and specialization leads to the prodoaif technological tools on which we become
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dependent. The natural relationship between MarMaxhine is a symbiotic one. Technology
is an extension of the human body and analogoirdhastructures are the technologies which
are the extensions of the State body. Just as tedthnology and Man, the State becomes
dependent upon them and some of them are evecatritn this chapter | have discussed the
critical infrastructures of energy, matter and miation and | argued that these are respectively
analogous to the respiratory-, cardiovascular- @amtral nervous systems of the State body
pursuant to the anatomy analogy. In this chaptéave also discussed how their increasing
connection to cyberspace makes it possible for rcygiperations to cause severe durable
functional disruptions to the movement of energyattar and information. Given the
dependence of the State on these infrastructuhes;d argued that States will respond to such
attacks on their bodies as they would to a blockd@mergy, matter and information from their
territory. In sum, this chapter has concluded that more a State’s critical infrastructures
become dependent upon the well-functioning of csfo@ce and the more durable the functional
disruption which is caused by a cyber operatioa,rfore severe the effects of this disruption
become and therefore, the more likely it is theftate will consider such disruption as a

blockade of energy, matter or information fromtégitory.

In sum, | have argued that State sovereignty estéa the domain of cyberspace,
because the State remains the necessary guarantbefprotection of its citizens from force
against their life, liberty and property as wellthsir collective representations of sovereign
existence, political independence and territongtgrity. People continue to need the State to
provide the protection from cyber operations airagdinst them by foreign States and which
result in large-scale theft of intellectual progeat durable disruption of critical infrastructures
States are the natural way to protect the vit&regts of people, and | have demonstrated that

this remains the case in the Information Age.
The nation State remains the best vehicle for éleyahe human condition.

| will leave this dissertation with another trariptfrom the Matrix trilogy:

“Nea | thought it wasn't real
Morpheus  Your mind makes it real

Neao If you're Killed in the matrix, you die here?
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Morpheus  The body cannot live without the mind®

570 The Matrix (1999), part 4.
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Appendix 1. The Natural Laws of the Digital
Universe: Processing power>71
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571 Moore’s Law, In:Wikipedia available athttps://en.wikipedia.org/wiki/Moore%27s_lagaccessed on 31st
July, 2017).
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Appendix 2. The Natural Laws of the Digital
Universe: Storage Capacity>72
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572 See C. Walter, Kryder's Law, Scientific American, 1 August, 2005, available at:
https://www.scientificamerican.com/article/krydéasy/ (accessed on 31st July, 2017).

197



Appendix 3. The Natural Laws of the Digital
Universe: Transmission Speed>73

1,000,000,000

100,000,000 -
10,000,000 -
1,000,000 -

2 __ 100,000 -
22 :
ag S 10000 -
§§ 1,000 -
o
S E 100
o, 10 -
c 3
= = .
gm 1 ||||I||||I||||I||||I||||' I I
c 1983 1988 1993 1998 2003 2008 2013 2018

573 3. Nielsen, Nielsen's Law of Internet Bandwidth, ™ 5Aprii 1998, available at:
https://www.nngroup.com/articles/law-of-bandwid¢atcessed on 31st July, 2017).
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Dutch Summary

Digitale Kracht: Leven, Vrijheid en Levensonderhoud in het

I nformatie Tijdperk

Deze dissertatie heeft getracht om twee ogensikipriverenigbare concepten met elkaar te
verenigen, te weten; de politieke filosofie die ¢gondslag ligt aan de fysiek begrensde entiteit

van de Staat en de inherente grenzenloosheid vdigitigle wereld.

De wereld van Staten is een wereld die tot stavahkin de 16° eeuw in Europa en die
sindsdien de dominante vorm van sociale organigateweest. In deze wereld leven volkeren
in een afgebakend fysiek gebied waar zij andereg genoeg succesvol met geweld van
hebben weten te weren. Bekeken vanuit de ruimtevzeedat deze afbakeningen veelal langs
natuurlijke barriéres zijn gevormd; bergen, daleoestijnen, bossen, zeeén en rivieren dicteren

de grenzen tussen de ene staat en de andere.ddet\vgereld veelal van dwang.

De digitale wereld daarentegen is een wereld distéamd kwam in de 28eeuw en die
steeds dominanter wordt als vorm van sociale osgaiei In deze wereld leven alle volkeren

min of meer in éénzelfde ruimte. Aangezien dezesldaniet fysiek is, zijn er ook geen grenzen
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die fysiek bevochten kunnen worden. De digitalealeeis een min of meer globale wereld die

veelal georganiseerd is op basis van vrijwilligheid

De centrale onderzoeksvraag waarin deze twee vegreigh samen gebracht, luidt:

Kan de sociaal contract theorie over staatssoewet worden toegepast op het cybergebied?

Deze vraag is in deze dissertatie behandeld inehdwrer 7 hoofdstukken. Deel 1 beslaat de
hoofdstukken 1 en 2 en heeft tot doel de lezartteduceren in het probleem en in de feitelijke
situatie. In deel 2 (bestaande uit hoofdstuk 3)didret politiek filosofische raamwerk
uiteengezet waaraan de feitelijke situatie latetogfst wordt. In Deel 3 (bestaande uit
hoofdstukken 4 tot en met 6) wordt dit politieloibfische raamwerk vervolgens getoetst aan
de feitelijke situatie zoals beschreven in hoofkls2u In deel 4 (bestaande uit hoofdstuk 7)

wordt afgesloten met enkele algemene conclusiegstntende observaties.

Hoofdstuk 2 bevat, zoals gezegd, een feitelijkroedt van de definitie, afbakening en
begrenzing van het cybergebied. Daartoe bevabdifdstuk eerst een historisch overzicht van
de opkomst van het digitale universum en van heeyebied. Vervolgens zijn de drijvende
krachten of ‘natuurwetten’ van het digitale univarsuitgelegd. Daarna zijn deze natuurwetten
van het digitale universum vooruit geprojecteerd, tdekomst in. In dit hoofdstuk wordt
beargumenteerd dat ten gevolge van de natuurwedteret universum, dat het ‘Informatie
Tijdperk’ zal aanbreken voor de mensheid. Tevensltvaierin aangeven welke terminologie
in relatie tot het cyber domein wordt gehanteerd/iande relevantie hiervan is voor het verhaal

van de mensheid.

Hoofdstuk 3 verkent de voorwaarden waaronder Sgegbred kunnen incorporeren als
onderdeel van hun soevereine domein. Vertrekkendivde natuurtoestand wordt uitgelegd
hoe deze natuurlijk- en logischerwijs leidt tot emarlog van allen tegen allen. Vervolgens
wordt beschreven hoe die natuurtoestand natuudijklogischerwijs zal leiden tot de wetten
van mensen op basis van de overeenkomst om geeeldgéev gebruiken tegen andere
deelnemers van de overeenkomst. Daarna wordt egdehoe vanuit deze overeenkomst
natuurlijk- en logischerwijs een noodzaak ontstaéat een neutrale arbiter die deze

overeenkomst kan afdwingen en waarom dit leidtd&bprichting van een centrale Staat die
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geweld monopoliseert. Er wordt beargumenteerd ddbatssoevereiniteit een

geweldsmonopolie vereist over soevereine ruimtasals grond-, water-, lucht- en cybergebied
— zodat de Staat de levens, vrijheid en eigendomraarzijn burgers kan beschermen, zowel
in hun individuele vorm, als ook in hun collectieverm als soevereine existentie, politieke

onafhankelijkheid en territoriale integriteit.

Hoofdstuk 4 richtte zich op de eerste voorwaareegegformuleerd is in hoofdstuk 3, te
weten het vermogen om geweld effectief te monopmdis. Wanneer Staten zouden falen in het
monopoliseren van geweld in een bepaalde ruimtals het cybergebied — dat gericht is tegen
de levens, de vrijheid en de eigendommen van bsirgledat gericht is tegen het soevereine
bestaan, de politieke onafhankelijkheid en dettarale integriteit van de Staat, dan zou de
discussie over Staatssoevereiniteit in dit geberder zinloos zijn. Een Staat geweld effectief
monopoliseren in een bepaald gebied om in dat dat@esoeverein te zijn. Dit hoofdstuk heeft
daarom verkend of het mogelijk is voor Staten omeajd te monopoliseren in het cybergebied,
zoals gedefinieerd, afgebakend en begrens in hodfd®. In dit hoofdstuk wordt
beargumenteerd dat het zogenaamde ‘attributie geatil — welke het gevolg is van de
inherente anonimiteit van het cybergebied — opgédas worden wanneer het gaat om cyber
operaties die de ‘ernst-drempel’ van geweldsgebhailen en wordt uitgelegd waarom deze
dissertatie zich exclusief richt op de handelingan Statelijke actoren. Aan het einde van het
hoofdstuk wordt geconcludeerd dat Staten daadwgskebktaat zijn om het geweldsmonopolie
te vestigen in die delen van het cybergebied dievainnen hun soevereine domein aangezien
cyber operaties die de ernst drempel voor geweltsde kunnen bereiken, in de regel

genomen niet anoniem verricht kunnen worden.

De hoofdstukken 5 en 6 richtten zich op de tweentgwaarde van Staatssoevereiniteit
zoals geformuleerd in hoofdstuk 3, te weten de lesging van leven, vrijheid en eigendom
en hun collectieve vormen van soevereine existegntiitieke onafhankelijkheid en territoriale

integriteit.

Hoofdstuk 5 wordt de juridische en morele grondslag eigendom aan een nader
onderzoek onderworpen. Uiteen wordt gezet hoe dmmnverkregen kan worden over
voorwerpen, land en ideeén, welke respectievedijf)ogmd zijn uitres nullius terra nulliusen
data nullius Vervolgens wordt beargumenteerd dat, aangezieletninformatie Tijdperk
waarde voornamelijk wordt gecreéerd in het cybdegebdat Staten het deel van het

cybergebied waar hun burgers waarde creéren, dienbaschouwen als onderdeel van hun
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soevereine cybergebied. Dientengevolge wordt gkstit grootschalige diefstal van
intellectuele eigendommen middels cyber operatges\an ernstig beschouwd dient te worden
als territoriale expansie in schending van dettarale integriteit middels traditionele, fysieke
operaties, zoals (dreigen tot) grootschalig gebvaik geweld onder vlag van een andere staat

(zoals aanvallen van de landmacht, marine of luahtit).

Hoofdstuk 6 bespreekt de relatie tussen Mens emMeacHierin wordt beargumenteerd
dat technologie gezien dient te worden als eeremgsgtuk van het menselijke lichaam en dat
middels een anatomie analogie kritieke infrastmeziugezien dienen te worden als een
verlengstuk van het Staatslichaam met hierbij destructuren voor energie, materialen en
informatie functionerende als, respectievelijk, hdemhalingssysteem, het cardiovasculaire
systeem en het zenuwstelsel van het staatslich@afet op de symbiotische relatie tussen
Mens en Machine en tussen Staat en kritieke imfrestren, wordt beargumenteerd in dit
hoofdstuk dat duurzame verstoring van kritiekeasfructuren middels cyber operaties als even
ernstig beschouwd dient te worden als een blokkadede Staat middels traditionele, fysieke
operaties, zoals (dreigen tot) grootschalig gebvaik geweld onder vlag van een andere staat

(zoals aanvallen van de landmacht, marine of luabtrt).

Hoofdstuk 7 tenslotte vormt het sluitstuk van desertatie. Hierin worden de
voorafgaande hoofdstukken samengevat en wordtlatgasnet enkele afsluitende observaties

en aanbevelingen.

Samengevat heb ik in deze dissertatie beargunreinte¢ bezien vanuit de politieke
filosofie van het sociaal contract denken over (Sgevereiniteit, dat het soevereine domein
reikt over het cybergebied, aangezien de staaesdie ibeschermer blijft van zijn burgers voor
geweld tegen hun leven, vrijheid en eigendom. Mersdgven de Staat nodig hebben in de
bescherming tegen cyber operaties die tegen héchgeijn onder vlag van een andere Staat
wanneer deze operaties resulteren in grootschdigjstal van intellectuele eigendomen of in
duurzame verstoring van kritieke infrastructuretat& zijn de natuurlijke manier waarop
mensen hun essentiéle belangen beschermen en #ahgbtoond dat dit onveranderd is in het

Informatie Tijdperk.
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