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Chapter 2

Preliminaries

2.1 Overview

In this preliminary chapter we introduce all the mathematical background
necessary to read and understand the discussed topics.

Section [2.2] introduces the notation used throughout the whole thesis.

Section [2:3] refreshes some basic notions from the theory of bilinear forms and
establish a correspondence between bilinear forms and tensor products that
will be useful in the future. Most of the material can be found in textbooks
like [45].

Section [2.4] introduces the basic theory of quadratic forms, we outline their
classification, and we prove some combinatorial results that will be useful later
on in this work. Our main reference is [44]. More specific references will be
given throughout the section.

Section[2.5]expands the discussion started in Section[I.Ion the theory of linear
error correcting codes by giving a better formalization of the definitions and
results that we have already mentioned, and by introducing new results as
well. Standard references are [37, 48] [T1]. We will be especially focused on the
theory of code products, to which Section is dedicated. The literature
concerning this topic is quite limited, we cite [65].

Section [2:6] introduces arithmetic secret sharing, which is the main motivation
for our study of code products. In particular, Section is dedicated to
showing how codes and secret sharing schemes are closely related. We con-
clude this section with a quick sketch of how a secure multiparty computation
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protocol can be built from a secret sharing scheme. The main reference on
this topic is [28]. Among the possible equivalent definitions of secret sharing
scheme, we pick the one which best suits our needs.

2.2 Notation

We introduce the notation that will be used throughout the whole thesis.

We denote by N the set of natural numbers, with R the field of real numbers
and with R<( the set of positive real numbers. We write K to denote an
arbitrary field, or F in the case of a finite field. If the field size needs to be
highlighted, we write F, instead of I, where ¢ is the field size. If we need to
introduce an additional field, e.g. an extension, we use L. We denote by K[X]
the ring of polynomials in the indeterminate X, with coefficients in the field
K. The subspace of K[X] containing only the polynomials of degree less than
k, where k is a positive integer, is denoted by K[X] k.

We also use some standard notation to describe the asymptotic behavior of
some functions. Let f and g be functions and assume that it makes sense to
consider their limit at x — 400, for instance one may think that f and g are
defined over R+ or over N. Then we say that

o f=o0(g)if f(z)/g(x) = 0 as z — Fo0,

o f=0(g) it |f(z)] < alg(z)| as z — +o0, for some a € R,

o f=Q(g) if f(x) > Bg(x) as x — +o0, for some B € Ryp.

2.3 Bilinear Algebra

In this section we refresh some basic notions from the theory of bilinear forms
and establish a correspondence between bilinear forms and tensor products
that will be useful in the future. Most of the material can be found in textbooks
like [45].

Throughout this section, let K be an arbitrary field. Let V;,V5 and W be
K-vector spaces. Recall that a map B: Vi x Vo — W is bilinear if, for all
v1 € V7 and vg € V5, the maps

B(vy,): Vo ———— W B(,v): V, —— W
Yy ——— B(u1,y) T B(z,1)
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are linear. We recall the fundamental notion of tensor product.

THEOREM 2.3.1. There exists a unique pair (T, ¢), where T is a K-vector space
and v: Vi x Vo = T is a bilinear map, with the following property: for all K-
vector spaces W and for all bilinear maps B: V3 x Vo — W there exists a
unique linear map L: T — W such that B = Lo, i.e. the following diagram
commautes.

Here uniqueness means that if (T',') is another pair with the same property
then there exists a unique isomorphism j: T — T’ such that jo. =1, i.e. the
following diagram commutes.

Vi x Vs, ,
L
Ll \
J
7T —— 1T

DEFINITION 2.3.2. We call the unique vector space given by the previous
theorem the tensor product of V; and V45 and we denote it by V7 ® V5.

The tensor product of two K-vector spaces V7 and V5 is a K-vector space as
well. If {z1,...,2%} and {y1,...,ye} are K-bases of V; and V5 respectively
then {z; Qy; : 1 <i<k,1<j</(}isaK-Dbasisof Vi@V, and dimV; @V =
dim Vi dim Vo. The elements of Vi ® V5 are (finite) formal sums of simple
tensors x ® y, with = € V;,y € V5, under the conditions:

1. (z+2)Qy=zy+2' @y foral x,2’ € V] and y € Vy;
2.2 @y+y)=zQy+rxy forallz € V] and y,y’ € Va;
3. (M) @y=AMz®y) =z (\y) forallz €V}, y € V5 and A € K.

Let V be a K-vector space of finite dimension k.

DEFINITION 2.3.3. We call a bilinear map B: V x V — K a bilinear form on
V. We say that B is

a. non-degenerate if B(z,y) = 0 for all y € V' implies = 0,
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b. symmetric B(x,y) = B(y,z) for all z,y € V,
c. alternating if B(z,z) =0 for all z € V.

We denote by Bil(V') the K-vector space of all bilinear forms on V. Its sub-
spaces of all symmetric and alternating forms are denoted by Sym(V') and
Alt(V) respectively.

Given B € Bil(V), its transpose is the bilinear map BT : V x V — K defined
by BT (y,x) := B(x,y) for all x,y € V. So by definition B is symmetric if
and only if B = BT. Also note that if B is alternating then B = —B7, i.e.
B(z,y) = —B(y, z) for all x,y € V: this follows by the identity B(z+y, z+y) =
B(x,z)+ B(x,y)+ B(y,z) + B(y, y) and by the definition of alternating form.
If char K # 2 then the converse also holds, as in this case B(z,z) = —B(x, z)
implies that B(z,z) = 0.

Observe that Bil(V) = Sym(V) @ Alt(V) if char K # 2. Indeed, we can write
any B € Bil(V) as

B:= %(B + BT) + %(B - BT,

where the first summand is in Sym(V) and the second summand is in Alt(V).
As charK # 2, Sym(V) N Alt(V) = 0 follows from the previous observation.
On the other hand, if char K = 2 then we have Alt(V) C Sym(V).

Let V* denote the dual space of V| i.e. the vector space of all linear forms on V.
By the universal property of the tensor product, there exists an isomorphism
V* @ V* 2 Bil(V) which maps, for all 7,7 € V*, 7 ® 7 into the bilinear form
on V defined by n@7(z,y) := 7(x)7(y) for all z,y € V. We will freely identify
the tensor product of two linear forms with the corresponding bilinear form.
If {m : 1 < i< k}isabasis of V*, then {m; ® m; : 1 <4,j <k} is a basis of
Bil(V) and in particular this implies that dim Bil(V') = k2.

The subspace of V* ® V* corresponding to Sym(V') C Bil(V) via the above
isomorphism is the span of all forms 7 @7 with w € V*. If {m; : 1 < i< k}isa
basis of V*, then the forms m; @ 7; with 1 < < k and (m; +7;) ® (m;+7;) with
1 < i < j <k constitute a basis of Sym(V), hence in particular dim Sym(V') =
k(k+1)/2.

DEFINITION 2.3.4. We define the rank of a bilinear form B € Bil(V') to be the
minimum number of simple tensors needed to express its image in V* ® V*,
and we denote it by rk B. In other words, rk B is the minumum non-negative

integer r such that there exist linear forms =y,..., 7., 71,...,7 € V* with
B= Z;:l T @ T;.

It will be useful to write bilinear forms as matrices. Fixing a K-basis of V" allows
us to identify V =2 K* = V* and Bil(V) = K¥** in a way so that 7(z) = 77z
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and B(z,y) = 27 By, for all z,y € V, 7 € V* and B € Bil(V). Here vectors
and bilinear forms are identified with the corresponding coordinate vectors and
matrices, and coordinate vectors are written as column vectors. We identify
V*V* 2 KFF via 7®@7 > 77 for all m,7 € V*. Under these identifications,
isomorphic elements in V* @ V* = Bil(V) are mapped into the same matrix.
In particular, we remark the following property of the rank.

LEMMA 2.3.5. Let B € Bil(V). Then its rank as a bilinear form (Defini-
tion is equal to its rank as a matriz.

ProOF. We denote by r the rank of B as a bilinear form and with " its rank
as a matrix. If B = Z§=1 m; @ 7; then {my,..., 7.} is a K-generator set for the
columns of B, hence r > r/. Conversely, if {m,..., 7} is a K-basis for the
columns of B, then we can express every column of B as a linear combination
of the m;’s, and the coefficients of these linear combinations give 7;’s such that

B=Y_,m ®m, hence r <r’. O

2.4 Quadratic Forms

In this section we introduce the basic theory of quadratic forms, we outline
their classification, and we prove some combinatorial results that will be useful
later on in this work. Our main reference is [44]. More specific references will
be given throughout the section.

Let K be a finite field and let V' be a finite-dimensional K-vector space.
DEFINITION 2.4.1. A quadratic form on V is a map @: V — K such that

(i) Q(\z) = X2Q(x) for all z € V, ) € K,
(ii) the map (z,y) — Q(z +y) — Q(x) — Q(y) is a bilinear form on V.

We denote by Quad(V') the K-vector space of all quadratic forms on V. The
vector space V', endowed with a quadratic form @ on V, is called a K-quadratic
space.

Every quadratic form Q € Quad(V) defines a bilinear form B € Bil(V)) by

Bo(z,y) = Qz +y) — Qz) — Q(y)

for all z,y € V. If charK # 2 we also define the symmetric bilinear form
Bg := 3B, which satisfies Bg(z,z) = Q(z) for all z € V. If char K = 2 note
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that BQ is alternating. Conversely, every bilinear form B € Bil(V') defines a
quadratic form Qp € Quad(V) by Qp(x) := B(z,z) for every x € V. This
induces an isomorphism Bil(V')/ Alt(V) = Quad (V). If char K # 2 this induces
an isomorphism Sym (V) = Quad(V) as well, namely the map B — @Qp with
inverse Q — Bg. In particular, using these isomorphisms, we can always
associate to a quadratic form an upper triangular matrix and, in the case of
char K # 2, a symmetric matrix.

LEMMA 2.4.2. There exists an isomorphism ¢: Quad(V*) — Sym(V)* such
that (Q)(r @ ) = Q(w) for all Q € Quad(V*) and all m € V*.

PROOF. By the universal property of the tensor product, we have an iso-
morphism Bil(V*) = Bil(V)" that maps B € Bil(V*) into the linear form
on Bil(V) 2 V* @ V* determined by 7 ® 7 — B(w, 7). Composing it with
the restriction map Bil(V)* — Sym(V)*, we obtain a surjective linear map
Bil(V*) — Sym(V)* whose kernel is Alt(V*). Indeed, B € Bil(V*) is in the
kernel if and only if B(w, ) = 0 for every m € V*. This gives an isomorphism
Bil(V*)/ Alt(V*) = Sym(V)*, and the lemma follows composing it with the
isomorphism Quad(V*) = Bil(V*)/ Alt(V*) considered above. O

Fix now @ € Quad(V), so V has a structure of K-quadratic space. Any
subspace of V inherits a natural structure of quadratic space, defined by the
restriction of Q. The symmetric bilinear form BQ defines a scalar product on
V', thus notions as radical, non degeneracy, orthogonality and isotropy. As
a shorthand, if there is no ambiguity we write x - y instead of BQ (z,y) for
z,y e V.

DEFINITION 2.4.3. The radical of the quadratic space V is the K-vector space
RadV :={zeV:z-y=0foralyeV}.

We say that V' is non-degenerate (as a quadratic space) if BQ is non-degenerate
(as a bilinear form), i.e. if RadV = 0.

The radical is indeed a K-vector space, as BQ is bilinear.

DEFINITION 2.4.4. Let Rad’V := {2 € RadV : Q(z) = 0}. We define the
rank of Q) to be
tkQ := dimV — dimRad’ V.

A remark concerning the definitions of radical and rank follows. If charK #
2 then @ vanishes on RadV: indeed, for all x € RadV we have Q(x) =
Bg(z,z) = 2z -z = 0 by definition of the radical. Therefore Rad’V = RadV
and in this case the rank of a quadratic form equals the rank of the associated

bilinear form. If char K = 2 this is not always the case: for example, consider
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the quadratic form on Fy defined by Q(z) := 22; note that BQ is identically
zero, hence the radical is the whole space, but @) does not vanish at x = 1. So
in the characteristic 2 case Rad’ V, the zero locus of the restriction of @ to
Rad V, is not necessarily trivial. Following [29], we have defined the rank of a
quadratic form to be the codimension of this zero locus.

In the characteristic 2 case, under the additional assumption that K is perfect,
i.e. squaring is an automorphism of K (which is always the case if K is a
finite field), one can prove that the difference between the rank of @ and the
codimension of the radical of V' is either zero or one.

We define orthogonality and isotropy with respect to BQ, as follows.

Two vectors x,y € V are orthogonal if z -y = 0. A set of vectors, and in
particular a basis of V, is orthogonal if its elements are pairwise orthogonal.
Two subspaces V1, Vo C V are orthogonal if z-y = 0 for all z € V;,y € V5. We
use the symbol L for the orthogonality relation. The orthogonal of a subspace
Vl Q Vis

Vi={zecV:z-y=0foralyecV}.

Note that V7 N VlJ- = Rad V1, so Rad V; = 0 implies V; N VlJ- = 0. Moreover,
by basic linear algebra dimV; + dimV;Z = dimV. Hence in this case V-
is a complement of Vi, called the orthogonal complement of V;. Finally, a
decomposition of V' is orthogonal if the components are pairwise orthogonal.

A non-zero vector x € V is isotropicif x-x = 0. A subspace of V is isotropic if
it contains an isotropic vector, anisotropic otherwise. Note that if char K = 2
then every vector is isotropic, as BQ is alternating, hence it does not make
sense to use this notion.

In the next sections, first we outline the classification of quadratic spaces, then
we use this classification to prove some combinatorial results about quadratic
forms.

2.4.1 Classification in charK # 2

Quadratic forms are classified according to the decomposition they induce on
the quadratic space. If this happens, i.e. if there exists an automorphism ) of
V such that Q1 = Q2 01, we say that Q1 and Q5 are equivalent. The first step
is the following theorem, which actually works in any characteristic. This will
allow us to always assume that V' is non-degenerate.

THEOREM 2.4.5. Any quadratic space V' admits an orthogonal decomposition
V =RadV & Vy, for some non-degenerate subspace Vo C V.
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ProOF. Clearly there exists a subspace Vo C V such that V = RadV & Vj
and this decomposition is orthogonal, so we only have to prove that such a Vj
is necessarily non degenerate. Let x € Rad Vj, then x -y = 0 for all y € V}.
Also, z-y=0for ally € RadV. As V =RadV @ 1}, it follows that -y =0
forall y € V,ie. x € RadV. Hence x € RadV NV, = 0 and this proves that
Vb is non-degenerate. O

From here on we assume that charK # 2 and set - y := Bg(z,y) for all
x,y € V. We first show that any quadratic space admits an orthogonal basis
and then Witt’s decomposition into hyperbolic planes.

THEOREM 2.4.6. Any quadratic space over an odd characteristic field admits
an orthogonal basis.

PRrROOF. By Theorem [2.4.5| we may assume that the quadratic space V' is non-
degenerate. We argue by induction on dim V. If dim V' = 1 then the statement
is trivial. If dim V' > 1 then, as V is non-degenerate, there exists z € V such
that z-z # 0, hence we have V = (z) ® (:v)J‘ and we can conclude by induction
hypothesis. O

REMARK 2.4.7. In the characteristic 2 case this argument fails, even replacing
Bg with Bg, as this map is alternating.

REMARK 2.4.8. The matrix associated to @ with respect to an orthogonal

basis of V' is a diagonal matrix, and the number of non-zero entries equals the
rank of Q.

We now introduce Witt’s decomposition, which uses hyperbolic planes as
“building blocks”.

DEFINITION 2.4.9. A hyperbolic plane is a non-degenerate 2-dimensional sub-
space which admits a basis of isotropic vectors.

Note that any hyperbolic plane H admits a basis {z1,z2} of isotropic vectors
such that z1 -9 = 1. Indeed, for any basis {x1,y}, with 1, y isotropic, it holds
that « := 1 -y # 0 as H is non-degenerate, hence {1, 22} with x5 := a1y
satisfies the property.

THEOREM 2.4.10 (Witt’s decomposition). The quadratic space V' orthogonally
decomposes as

V=RadVao@H oW,

i=1

where the H;’s are hyperbolic planes and W is anisotropic.
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ProoF. By Theorem [2.4.5] we may assume that V' is non-degenerate. If V
is anisotropic we are done, with m = 0 and V = W. Otherwise there exists
an isotropic vector v; € V, hence x € V such that a := vy -2 # 0, as V is
non-degenerate. Now take

H, := (v1,v2) and apply induction. O

REMARK 2.4.11. A stronger result actually holds. The decomposition above
is unique, in the sense that the number m of hyperbolic planes is unique while
the anisotropic space W is unique up to “isometry”. For details, see [44] [66].
However, this stronger result is not needed here.

If we assume that K = [F is a finite field, this classification can be further
improved. The notion of discriminant will be relevant.

DEFINITION 2.4.12. The discriminant disc @ of a full-rank quadratic form @
is defined to be the class in the group F*/(F*)? = {1, —1} of the determinant
of any matrix associated to ). The discriminant of a non-full-rank quadratic
form is defined to be the discriminant of its restriction to the non-degenerate
component Vy of V' in the decomposition V = RadV & V.

The discriminant is well-defined: if M; and M5 are two different matrices
associated to @, then M; = PM,PT for some invertible matrix P, hence
det My = det M (det P)2.

THEOREM 2.4.13. Any non-degenerate quadratic space over a finite field with
odd characteristic admits an orthogonal basis {x1,...,x} such that z;-x; =1
foralli=1,... . k—1 and x - x}, = disc Q.

PROOF. It follows by Theorem [2.4.5and Lemma[2.4.14] below, using induction.
O

LEMMA 2.4.14. Assume that tk@Q > 2. Then for all v € F,~ # 0 there exists
x €V such that x - x = .

ProoOF. This can be viewed as a consequence of the Chevalley-Warning The-
orem, see for example [66], or directly proved as follows. By Theorem m
V' admits an orthogonal basis. Let x1,22 € V be two elements of this basis
such that o := x1 -1 # 0 and 1= x5 - x5 # 0. They exist as rk @ > 2. Let
v € F,~v # 0, consider the two sets

A={y—ad®:ac€F}CF and B:={pv*:bcF}CF.
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As |A| = (¢+1)/2 = |B|, where ¢ denotes the size of F, A and B cannot have
empty intersection, hence there exist a,b € F such that aa® + 8b*> = 7. Now
T := axi + brs satisfies the required property. O

Theorem proves that quadratic forms over odd-characteristic finite fields
are equivalent if they have the same rank and discriminant. Moreover, as the
discriminant is an element of F*/(F*)? = {1, -1}, for any given rank there
exists only two different quadratic forms, up to equivalence.

2.4.2 Classification in charK = 2

Assume now that charK = 2, and z -y := BQ(x,y) for all x,y € V. In this
case, the “building blocks” in the decomposition are symplectic planes.

DEFINITION 2.4.15. A symplectic plane is a subspace which admits a basis
{x1,x2} such that zy - 29 = 1.

Observe that non-degeneracy is implied by this definition.

THEOREM 2.4.16. The quadratic space V' orthogonally decomposes as

V:RadV@éSi,

=1

where the S;’s are symplectic planes.

PRrROOF. Again, we may assume that V' is non-degenerate. Let z; € V, let
y € V be such that o := x7 -y # 0. Take x5 := éy7 Sy = (x1,z2) and argue
by induction. O

From here on, we will not give any proof of our statement, but we refer to [29]
32]. Recall that in the characteristic 2 case the rank of the quadratic form may
differ from the codimension of the radical. If this happens, i.e. if there exists
x € RadV with Q(z) # 0, then rk @ = 2m + 1, otherwise rk Q = 2m, where
m is as in the previous theorem. It holds that all quadratic forms of odd rank
induce the same decomposition on V', as stated by the following theorem.

THEOREM 2.4.17. If rkQ is odd, the quadratic space V orthogonally decom-
poses as

m
V=RadVp & (z)aPS,
i=1
where Rad Vy is defined in Definition[2.4.4, = € RadV, and the S;’s are sym-
plectic planes satisfying the following additional property: for alli=1,...,m,
S; has a basis {x;1,x;2} such that x;1 - xi2 =1 and Q(z;1) = Q(x;2) = 0.
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If rk @ is even, a new parameter has to be taken into account, namely the Arf
invariant.

DEFINITION 2.4.18. The Arf invariant Arf @ of a rank-2 quadratic form @ on
a space V of dimension 2 is defined to be the class of

Ty - To

in K/L, where L := {)\? + X\ : A € K} and {z1,22} is any basis of V. The
Arf invariant of an even-rank quadratic form @ on a space which orthogonally
decomposes as

V= RadV@éSi,
=1

where the S;’s are symplectic planes, is

Arf(Q) ==Y Arf(Q:) € K/L,

i=1
where, for all i = 1,...,m, @; denotes the restriction of @ to S;.

THEOREM 2.4.19. If rk Q is even, the quadratic space V orthogonally decom-
poses as

m
V =RadV & ED Si,
i=1
where the S;’s are symplectic planes satisfying the following additional proper-
ties:

(i) foralli=1,...,m—1, S; has a basis {x; 1,2} such that ;1 -x;,2 =1
and Q(z;1) = Q(zi2) = 0, and in particular the restriction of Q to S;
has Arf invariant zero;

(i1) Sy, has a basis {xm,1,Tm2} such that T - Tmeo =1, Q(xm,1) =0 and
Q(zm,2) = Arf(Q), and in particular the restriction of Q to Sy, has Arf
invariant equal to the Arf invariant of Q.

To sum up, in the characteristic 2 case, it holds that two quadratic forms
having the same, odd rank are equivalent, while two quadratic forms having
the same, even rank are equivalent if and only if they have the same Arf
invariant.

If K =F is a finite field, observe that L is the kernel of the trace map Tr: F —
Fo, hence F/L = Fy and this means that for any given even rank there exists
only two different quadratic forms, up to equivalence.
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2.4.3 Number of Zeros of a Quadratic Form

From here on, we assume that K = F is a finite field of size ¢q. In this section
we compute the number of zeros in V' of the quadratic form @, as a function
of the dimension k of V', the rank r of @ and the cardinality g of the base
field. Even though the definition of rank is essentially dependent on char[F,
the formula we give is characteristic-free.

THEOREM 2.4.20. The number of vectors x € V' such that Q(x) =0 is

a. ¢*~Yif r is odd,
b. either "1 — (¢ —1)¢* 27 or ¢* "1+ (¢ — 1)¢" 371 if r is even.

REMARK 2.4.21. The “£” in claim b of Theorem [2.4.20|(and of the forthcoming
Theorem [2.4.23)) only depends on the “last component” in the orthogonal
decomposition of V' given by Theorem [2.4.10| and Theorem [2.4.16

In [47, Chapter 6, Section 2] the number of vectors € V' such that Q(z) =
b, for any full-rank quadratic form @ on V and any b € F, is computed.
Theorem [2:4.23] below, whence Theorem [2.4:20] easily follows, is an instance
of this result. However, for completeness, and to show an application of the
classification theorems, we include a full proof of Theorem [2.4.23

Here, it is convenient to view quadratic forms as polynomials, as follows. This
correspondence holds over an arbitrary field K (so we abandon for a moment
the assumption that the base field is finite). Fixing a K-basis {z1,...,zx}
of V' we can associate to () a homogeneous quadratic k-variate polynomial
fo € K[X1,..., Xg] such that, for all (o, ..., 1) € K*,

Qanzy + -+ + agar) = folar,. .., ax),

namely
fq = Z Q(v:) X7 + Z B (zi, 7j) X X
1<i<k 1<i<j<k

Clearly there is a one-to-one correspondence between zeros of () and zeros of
fq, independently of the basis choice. We remark that the rank of @ can
be equivalently defined as the minimal number of variables appearing in the
polynomial fg associated to ), where minimality is taken over all possible
basis choices.

Back to the case of K = IF, we have the following straightforward consequence
of the classification theorems.

COROLLARY 2.4.22. Assume that r > 3. Then the polynomial fo associated
to Q) in some suitable basis can be written as

fQ:gQ'Fkale, with aqQ EIF[Xl,...,Xk,Q].

28



PROOF. Asr > 3, the classification theorems give an F-basis {z1,..., 7%} of
V such that Bo(zp—1,25) = 1, Q(zr—1) = Q(zr) = 0 and (z1,...,2x—2) L
(xg—1, k). The polynomial fg associated to () with respect to this basis has
the desired form. O

We are ready to proceed. We start with the case of full-rank forms, and then
we show how the general case easily follows.

THEOREM 2.4.23. Assume that v = k, i.e. that Q has full rank. Then the
number of vectors x € V' such that Q(x) =0 is

a. ¢*7 1 if k is odd,
b. either ¢"~1 — (q — 1)q§_1 or ¢* 1+ (¢ —1)q

k_ . .
371 if k is even.

PROOF. Denote by Zi(f) the number of zeros in F* of a polynomial f €
F[X1,...,Xk]. The proof is by induction on k. If k = 1 (case @) then in some
basis fg = aX? and its only zero is the zero vector. If k = 2 (case b) then, by
classification theorems, we have two possible situations: either the only zero
of fg is the zero vector or fo = X;X5 has 2¢ — 1 zeros.

Now let k£ > 3. By Corollary we can write
fQ :gQ—FXk_le, with 9Q EF[Xl,...,Xk_Q].
Note that the zeros of fg are exactly all k-tuples (z,a1,as) with z € FF=2)
ay,ap € F such that
e z is a zero of gg and ayap =0 or

e 2 is not a zero of gg, oy # 0 and ap = —afng(x).

Hence we get the recursion formula

Z(fQ) = (2¢ — 1) Zy—2(g9q)+
+(q—1(¢"? = Zr—2(90)) =
=¢" 1= ¢" 4+ qZk_2(9q)

for k > 3. This gives the result. O
PROOF OF THEOREM [2.4.20] In a suitable basis, the polynomial associated
to @ is r-variate, i.e. fo € F[Xy,...,X,]. This defines a full-rank quadratic

form on F”, hence Theorem [2.4.23] applies. The conclusion now follows as any
zero of fg in F” gives ¢*~" zeros of foin F* by padding. O
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2.4.4 Number of Quadratic Forms of Given Rank

In this section we compute the number N (k,r) of rank r quadratic forms on
any F-vector space of dimension k, where k,r are non-negative integers with
k > r. First we deal with the case k£ = r, i.e. of full-rank quadratic forms,
then we address the general case. In the full-rank case we write N (k) instead
of N(k, k), as a shorthand. We now state the results: Theorem for the
first case, Theorem for the latter.

THEOREM 2.4.24. For all non-negative integers k, the number of full-rank
quadratic forms on an F-vector space of dimension k is

-
[SIE
—_

N(k) = g T (% - 1) =
_Ja= Hk?ﬂl( —1) if k is odd,
( Y %Z (¢®=1 —1) ifk is even.

THEOREM 2.4.25. For all non-negative integers k > r, the number of rank r
quadratic forms on an F-vector space of dimension k is

k

r

N(k,r) = [ LN(r),

where
r k—r+i

H i[[qu—l

denotes the q-ary Gaussian binomial coefficient.

REMARK 2.4.26. By convention, we define a product with no factors to be
equal to 1. This is the case if r = 0. As ¢ is assumed to be fixed, it will be
suppressed from the notation from here on. It is well-known that the Gaussian
binomial coefficient m equals the number of r-dimensional subspaces of any
F-vector space of dimension k.

Our proofs of Theorems [2.4.24] and [2.4.25] follow. Our strategy consists of
constructing all quadratic forms on a given space as “combinations” (in the
sense of Definition and Construction below) of quadratic forms
on subspaces. Counting recursively the number of forms constructed in this
way and dividing by the number of repetitions will give the required quantity.

Towards a proof of Theorem [2.4.24] we fix a non-negative integer k£ and an
F-vector space V' of dimension k. We define the following “sum” of quadratic
forms.
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DEFINITION 2.4.27. Let Vi,V5 < V be subspaces such that V1 NV, = 0, let
@1 be a quadratic form on V; and Q)2 a quadratic form on V5. We define
Q = Q1 ® Q2 to be the unique quadratic form on V; ® V5, defined by the
conditions @y, = Q1, Qly, = Q2 and V1 L V5.

In other words, for v € Vi @ Va, we define Q(v) := Q1(v1) + Q2(v2), where
v1 € Vi and vy € V5 are the unique vectors such that v; + vy, = v. Also note
that Rad(V; @ V2) = Rad V; @ Rad V. So we construct quadratic forms on V
as follows.

CONSTRUCTION 2.4.28. Let h < k be a non-negative integer. Let (V1, Va2, Qq,
Q2) be a 4-tuple consisting of a subspace V; < V of dimension h, a complement
Vo <V of Vi, a full-rank quadratic form 1 on V; and a full-rank quadratic

form Q2 on V5. Define Q := Qv, v,,0,,0,) = @1 ® Q2 € Quad(V).

The choice of the parameter h is determined by the characteristic of F and the
parity of the dimension &k of V, as follows:

1. h=1if k is odd and charF # 2,
2. h=2if k is even and charF # 2,
3. h=2if charF = 2.

We prove that, with this choice of h, all full-rank quadratic forms on V are
obtained by Construction [2:4.28 and, conversely, all forms defined using Con-
struction 2.4.28 have full rank.

LEMMA 2.4.29. Any full-rank quadratic form on V is an instance of Construc-

tion [2.].28 with h chosen as above.

PrROOF. First assume that charF # 2. If @ is a full-rank quadratic form on
V then by Theorem [2.4.10] we have an orthogonal decomposition

V = @HZ oW,
i=1
with dimH; =2 foralli=1,...,m and dim W < 2. If k is odd then dim W
is also odd, hence it must equal 1. Let Vi := W, Vo := @], H;, Q1 := Qly,
and Q7 := Q|V2, then Q = Qv;,v,,Q.,Q.) With h =dim W = 1. If k is even, let
Vii=Hy, Vo= @, HioW, Q1 = Qly,, Q2 := Qly,, then Q = Qv v,.0,,0)
with A = dim H, = 2.

Now assume charF = 2. If @ is a full-rank quadratic form on V' then by
Theorem [2.4.16| we have an orthogonal decomposition

V:Radveaési

i=1
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with dimRadV = 0 or 1. Let V; := S;,V5 := RadV & @112 S;, Q1 =
Q|V1,Q2 = Q|V2, then Q = Q(V11V27Q1,Q2) with h = dim Sl =2. O

LEMMA 2.4.30. Any instance of Construction|2.4.28, with h chosen as above,
s a full-rank quadratic form on V.

Proor. Let Vi,V5,Q1,Q2 be as required in Construction [2.4.28, and let
Q = Q(v,,15,0:,Q,)- The statement is obvious if charF is odd: in this case
both Rad V; = Rad V5 = 0, hence Rad (V1 ®V3) = 0 as well. The same happens
in the characteristic 2 case if both h and £ are even.

The only non trivial case is the one of char F = 2 and k£ odd. We have chosen
h to be even, hence Rad V; = 0 while Rad V5, = (w) for some w € V5 such that
Q(w) # 0. Then Rad(V; @ V) = (w) and Q(w) = Q2(w) # 0, hence @ has
full rank. O

It follows that the number of full-rank quadratic forms on V is given by the
number of suitable 4-tuples (V1, Vs, @1, Q2) divided by the number of repeti-
tions. The number of possible choices for V; is given by a Gaussian binomial
coefficient. The following combinatorial lemma computes the number of pos-
sible choices for V5.

LEMMA 2.4.31. Let h < k be a non-negative integer. The number of comple-
ments of an h-dimensional subspace of V is ¢

PrROOF. Let W be an h-dimensional subspace of V', with basis {v1,...,vs}.
This can be completed to a basis of V in (¢* — ¢")(¢* — ¢"T1)--- (¢* — ¢*~1)
ways. Any complement of W has dimension k& — h, hence (¢*~" — 1)(¢"*=" —

q) - (¢"" — ¢#¥="~1) different bases. Hence the number of complements of

W is k h k h+1 k k—1
¢ —q" - Coa ke

gFh—1 gh—gq T ghh g -

k—h—1

Finally, we count how many times a quadratic form is repeated.

LEMMA 2.4.32. Let Q be a full-rank quadratic form on V. For any non-
degenerate h-dimensional subspace Vi of V', with h chosen as above, we have
a unique complement Vo of Vi and unique full-rank quadratic forms @1 and
Q2 on Vi and Va respectively such that Q = Qv, v;,Q.,Q2)-

PRrROOF. Let V; be a non-degenerate h-dimensional subspace of V. We want
to define Va,Q1, Q2 such that Qv v,.0,,0,) = Q. Clearly we have to take
Q1 = Q|v1~ The choice of h implies that RadV; = 0, hence Vi has an
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orthogonal complement. So take Vo := Vit and Q5 := Qly,- Note that these
are the only possible choices, hence this proves the lemma. O

For all full-rank quadratic forms @ on V and all non-negative integers h we
denote by R(Q,h) the number of non-degenerate h-dimensional subspaces of
V. A priori, this number depends on @, but we will see that under our choice
of h it only depends on k and h. In those cases we denote it by R(k,h).

All lemmas above together prove the following.

LEMMA 2.4.33. Let h be chosen as above, assume that R(k,h) = R(Q,h) is
independent of the choice of a quadratic form Q. Then

Al

NE = TRt

N(h)N(k — h).

REMARK 2.4.34. By classification theorems, any quadratic form can be ob-
tained by Construction [2.4.28) with A = 2, independently of the rank parity.
So it is natural to ask why, in the odd characteristic case, we are dealing sep-
arately with odd rank and even rank quadratic forms, using h = 1 in the first
case and h = 2 in the second. The reason is that if rk @ is odd then R(Q,2)
depends on @, yielding a formula more complicated than the one given by
Lemma [2:4:33] involving terms which also depend on Q. So our strategy al-
lows a simpler proof.

Computing the number R(k, h) is the last non trivial step towards the com-
putation of N (k). We are going to do that in the next two sections, obtaining
the following recursion formula.

THEOREM 2.4.35. For k > 1,

N(k) = {(Z];V_ DN(k—1) Z:fk z:s odd,
¢"N(k—1) if k is even.

Theorem will be proved in the next two sections, dealing with the odd
characteristic case and with the characteristic 2 case separately. We now use it
to prove the closed-form expression for N (k) stated by Theorem Then
we will conclude this section with the proof of Theorem [2.4.25

PROOF OF THEOREM [2.4.24] We argue by induction on k. First note that
N(0)=1and N(1) =g — 1. Now let £ > 1 and assume that the statement is
true for kK — 1. We use the recursion formula given by Theorem If £ is

33



odd then

k—1
2
= (" — g = ) T (% " - 1) =
=1
ket
k—1k+1 z 2i—1
=g = || 1)
=1

If k is even then

O

PROOF OF THEOREM Consider the following construction. For any
choice of a subspace V| of dimension r, a full-rank quadratic form Qg on Vj
and a direct complement R of V we can define the quadratic form @ :=
Qvo,00,r) ‘= Qo ® 0 € Quad(V) of rank r, i.e. the unique quadratic form on
V' defined by the conditions Q| = Qo, Q| = 0 and Vy L R. By classification
of quadratic forms, any rank r quadratic form is given by Q(v;,q,,r) for some
triple (Vp, Qo, R).

So we only need to compute the number of times each form is repeated, i.e.
the number of triples (Vy, Qp, ') such that Qv qs.r) = Qve,qu.R) = @
where (Vp, Qo, R) is a fixed triple. First note that

R ={z €RadV :Q(z) =0} = R,

hence V{ has to be a direct complement of R. But for any direct complement
Vy of R we have that the triple (V{, Q\VO,,R) defines the form Q. So, for any
triple (Vo, Qo, ), the number of triples (V, Qp, R') such that Qvy g r) =
Q(vo,Q0,R) 1s equal to the number of direct complements of R.

We are ready to conclude. We have [ﬂ choices for Vy, N(r) choices for Qg by

definition, ¢"*~") choices for R by Lemma [2.4.31|and any form occurs ¢" (=)
times. Hence N (k,r) = [’;]N(r), as claimed. O

The next two sections constitute the proof of Theorem [2.4.35] They share a
similar structure: first we compute R(k,h) in some interesting cases, then we
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use it, together with Lemma [2.4.33] to prove Theorem [2.4.35] The first deals
with the odd characteristic case, the second deals with the characteristic 2
case.

Odd Characteristic Case

In this section, assume that charF is odd.

LEMMA 2.4.36. We have that

1. R(k,1) = ¢ 1 if k is odd,
2. R(k,2) = qk_Z% if k is even.

These numbers are independent of the choice of a full-rank quadratic form Q.

PRrROOF. Let @ be a full-rank quadratic form on V. All 1-dimensional sub-
spaces Vi < V such that Q. has full rank are given by Vi = (v;) for some
vector v; € V such that Q(v;) # 0. As @ has odd rank, it has ¢*~! zeros, hence
we have ¢*—q*~1 possible choices for v;. But (\v;) = (v1) for any A € F, \ # 0,

i A |
=4

hence each subspace is counted ¢ — 1 times. So R(k,1) = and

this proves the first claim.

We now prove the second claim. We can choose any non zero vy € V as first
basis vector of V; and we want to count the number of vectors vy € V' \ (v)
such that Q|<v1 v2) has full rank. This holds if and only if

BQ(Ulvvl) BQ(vlvUQ))
det | =~ ~ 0,
(BQ (v1,v2) BQ(’Uz, vg) 7

i.e. if and only if v is not a zero of the quadratic form on V defined by
- - - 2
Q'(z) == Bo(v1,v1)Bo(w, ) — Bo(vi, )

for z € V. One can easily verify that this is indeed a quadratic form and that
the associated bilinear form is defined by

Bg (z,y) = 2Bq(v1,v1)Bg(,y) — 2Bg(vi, ) Bg(v1,y)

for z,y € V. We distinguish two cases. If Bg(vi,v;) = 0 then Q'(z) =

~ 2
—Bg(v1,z) is the square of a non zero linear form, hence it has rank 1. If
Bg(v1,v1) # 0 then the radical of V' with respect to Bgr is exactly the span
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of vy, hence tk Q" =1k @ — 1 is odd as rk @ is even. In order to prove this, let
w € Rad V' (with respect to Bg/), i.e. Bg/(w,y) =0 for all y € V. Then

Bo/(w,y) = 2Bg(v1,v1)Bg(w,y) — 2Bg(vi,w)Bg(v1,y) =
= 2Bq(Bq(vi,v1)w — Bg(vi,w)v,y) =0

forally € V. But BQ is non-degenerate, hence this implies that BQ (v1,v1)w =
Bg(v1,w)vy, therefore w € (v1) as Bg(v1,v1) # 0. This proves that Rad V C
(v1), and the converse inclusion is obvious. So in any case rk @’ is odd, hence
Q' has ¢*~! zeros. We can finally conclude. We have ¢* — 1 choices for v; and
q" — ¢*~! choices for vo, and any subspace is given by (¢? —1)(¢? — q) different
choices of vy, v2 (corresponding to the number of bases of (v1,v2)). So we have

R(k,2) = % = qk_Q‘;Z—j. This concludes the proof. O]

The following theorem implies Theorem in the odd characteristic case.
First we need two remarks. Full-rank quadratic forms on F correspond to non
zero elements of F, hence N(1) = ¢ — 1. Full-rank quadratic forms on [F?
correspond to triples (z,y, z) C F3 such that xy — 22 # 0, which is a quadratic
form of rank 3, hence N(2) = ¢® — ¢*> = ¢*(¢ — 1).

THEOREM 2.4.37. Fork > 1,

)@ =1D)N((E-1) if k is odd,
Nik) = {qk(qk_l —1)N(k—2) ifk is even.

PrOOF. If k£ is odd then we apply Construction with h = 1. By
Lemma 2.4.33] and the first claim of Lemma 2.4.36] we have

N = W v v 1) =
~ R(k,1) N
k1 k-1
— - NG 1) =

=(¢" —1)N(k—-1).

If k is even then we apply Construction with A = 2. By Lemma
and the second claim of Lemma 2.4.36] we have
P
R(k,2)

(- -1 2(k—2)
- 2

(> -1)(¢—-1)

1 ¢>—-1
X qquk — 1q2(q— DN(k—2) =

=¢"(¢" " = 1)N(k - 2).

N(k) = N@)N(k —2) =
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Characteristic 2 Case

In this section, assume that charF = 2.

LEMMA 2.4.38. We have that

1. R(k,2) = ¢* 2422 if k is odd,

2. R(k,2) = ¢"2 gzj if k is even.
These numbers are independent of the choice of a full-rank quadratic form Q.

PROOF. The proof is similar to the proof of the second claim of Lemma [2.4.36]
Let @ be a full-rank quadratic form on V. In order to obtain a plane (vy,vy) <
V such that Q\<vw2> has full rank, we can choose any v; € V '\ Rad V and any
vy € V'\ (v1) which is not a zero of the quadratic form defined by

Q' (x) := Bo(v1,v1) Bo(a,x) — Bo(v1,2)” = Bo(un,z)’

for x € V. In the characteristic 2 case this form always has rank 1, hence it has

q"~! zeros. So we have ¢* —|Rad V| choices for v; and ¢* —¢*~1 choices for vs,

and any subspace is given kbyl (¢? — 1)(q — q) different choices of vy, vq, hence
—|Rad V|)(¢"— —|Rad V

R(k,2) = U l(qzil)‘()q(qiq)q ) = gk 24" q‘ dV]  Now note that |Rad V| = ¢

if k is odd and | Rad V| = 1 if k is even, hence both claims follow at once. [

We are going to conclude the proof of Theorem [2.4.35] Again, we use the fact
that N(2) = ¢*(q — 1).

THEOREM 2.4.39. Fork > 1,

¢ N~ )Nk —2) if ks odd,
M= {qk(qk_l —1)N(k—2) ifk is even.

PrOOF. Recall that in this case we use Construction [2.4.28| with h = 2. By
Lemma [2.4.33] we have

il

N(k) = 2 NNk —2) =
= 7R(; 2)qz(’“*z)qz(q —1)x

@D -y
@ -De-Dn TE-
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If k is odd then by claim I of Lemma [2.4.38] we have

N(k) = Zi_;q,}_zqw%z(q 1)
(@ = )¢ - 1) B
@-1g-1 k==

= qk_l(qk — 1)N(l€ — 2).

If k is even then by claim 2 of Lemma [2.:4.38] we have

N(k) = Zi — 1 q,%qz(’“‘”qz(q —1)x
- -y .
@ onon A=

=q"(¢"' = 1)N(k - 2).

2.5 Coding Theory

In this section we expand the discussion started in Section[I.I]on the theory of
linear error correcting codes by giving a better formalization of the definitions
and results that we have already mentioned, and by introducing new results as
well. Standard references are [37, 48] [71]. We will be especially focused on the
theory of code products, to which Section is dedicated. The literature
concerning this topic is quite limited, we cite [65].

Let F be a finite field of size ¢ and let n be a positive integer. The natural
setting of coding theory is the vector space F" endowed with the Hamming
metric, i.e. the notion of distance defined below. In coding theory, it is cus-
tomary to write vectors in row form, and we will stick to this convention here.

DEFINITION 2.5.1. For all x = (1,...,25),y = (y1,--.,yn) € F™, we define

the (Hamming) distance between x and y.

One can readily check that the distance between two vectors is always a non-
negative integer and is indeed a distance in the usual mathematical sense: for
any z,y,z € F" it holds that

(i) d(z,y) >0, and d(z,y) = 0 if and only if x = y,
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(i) d(z,y)
(iii) d(z,y)

d(y, r),
d(z,2) + d(z,y).

IN

Given a vector © = (z1,...,x,) € F", we define its support suppx := {i : x; #
0} and its weight wt(z) := | supp z|. The support of a subset of F™ is defined
as the union of the supports of all its elements, and we shall say that a subset
of F™ has full support if its support is {1,...,n}.

The space F™ is also equipped with the standard inner product, defined by

n
(2]y) =3 s
=1

for all z = (x1,...,2n),y = (Y1,.-.,Yn) € F™. Orthogonality is defined with
respect to this notion of product.

DEFINITION 2.5.2. A (g-ary, linear) code of length n is a linear subspace C' C
F™. Its elements are called codewords. The dimension of C is its dimension as
an [F-vector space and is denoted by dim C. The minimum distance of C'is

in(C) := min{d(z,y) : z,y € C,x # y} = min{wt(z) : x € C,x # 0}.

A generator matrixz of a code C' C F™ is a matrix whose rows are an F-basis
of C. Set k := dimC, then a generator matrix G of C' is a full-rank k x n
matrix with coefficients in F, and it defines in a natural way a linear embedding
F¥ — F” whose image is C. We say that G is in systematic form if its first k
columns form a k x k identity matrix. An information set for C is a subset
I C{1,...,n} of size k such that the columns of G indexed by I are linearly
independent. By definition any code admits an information set, hence, possibly
after renumbering the coordinates, any code admits a generator matrix in
systematic form.

The dual of a code C C F" is
Ct:={zecF":(z|y)=0forallyecC},

which is a code of length n and dimension n — dimC. We say that C is
self-orthogonal if C' C C+ and self-dual if C = C+.

It will be convenient to allow coordinate sets, such as the index set of the
n-fold cartesian product K" of a field K, to be arbitrary: if I is an arbitrary
set then K! is the set of all vectors (z;);c; with all entries in K. Equivalently,
we can view K! as the set of all functions I — K. If J is a subset of I then
the projection of a subset S of K/ onto K is the set of restrictions to J of all
functions in S.
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This convention is particularly useful to define some standard constructions
which allow to construct new codes from a given one. Fixed a coordinate
i € {1,...,n}, we can puncture or shorten a given code C' C F" at i. The
punctured code is

Cr = {(zj)jzi:x=(21,...,2,) € C},

the code obtained from C' by removing the i-th coordinate of all its codewords,
or equivalently the projection of C onto {1,...,n}\ {i}. The shortened code
is

C" = {(zj)jzi : * = (z1,...,2,) € C and z; = 0}.

In other words, it is the code obtained by puncturing at i the intersection of C'
with the hyperplane {z € F" : x; = 0}. These definitions can be extended, in
a natural way, so that we can puncture and shorten codes at coordinate sets,
instead of a single coordinate. The bar in the above notation signifies that
the coordinate ¢ is being excluded. In some situations, it will be convenient
to highlight the coordinates which are preserved, and in these cases we will
denote by C7 and C' the codes obtained by puncturing and shortening C' at
the complement of I C {1,...,n}.

Given two codes C' C F™ and D C F"2, their cartesian product can be viewed
as a code in F"'T72 and it is called the direct sum of C' and D and denoted
by C @ D. It holds that dimC @& D = dim C + dim D and di,(C @ D) =
min{dmin(C), dmin(D)}.

The last construction is somewhat less standard, and harder to find in the
literature. A reference is [22, Section 4.1]. Given two codes C' C F™ and
D C F™2, their amalgamated direct sum is defined as

Co®D:={(z,2,9): (x,2) € C and (z,y) € D}.

To lighten the above definition, we omitted that z € F™1—! y ¢ Fr2~1 2 ¢ F
and consequently (z,z,y) € F1t72=1 This is a linear subspace of Fr1Fn2=1,
Equivalently, we can obtain C' @ D as the kernel of the linear map

ceD — F
(z,y) 0, — 1

punctured at n;. In particular it follows immediately that dimC & D =
dimC +dim D — 1.

2.5.1 MDS Codes and Reed-Solomon Codes

Length, dimension and minimum distance of a code are related by several
classical results, the most important for us being the following.
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THEOREM 2.5.3 (Singleton Bound reference!). Let C' be a code of length n.
Then
dim C + dpin(C) <n + 1.

DEFINITION 2.5.4. A code C of length n is mazimum distance separable (MDS)
if

dim C 4 dpmin(C) = n + 1.
We recall the following well-known properties and characterizations of MDS

codes [48].

LEMMA 2.5.5. Given a code C' C F", the following statements are equivalent:

. Cis MDS,
. C+ is MDS,

. any coordinate set of size dim C' is an information set for C,

BN W~

. for any coordinate set I of size n+1—dim C, there is a codeword whose
support equals I.

The following property is somewhat less standard.

LEMMA 2.5.6. Let C CF"™ be a code. It is MDS if and only if any systematic
generator matrixz of C' has all its rows of weight n +1 — dim C'.

PrOOF. It is clear that if C' is MDS the property must hold. The converse
implication is an immediate consequence of the following claim: if C' C F"™ is
any code and x € C'is a codeword of minimal weight, then there is a systematic
generator matrix of C' whose first row is x.

We now prove this claim. Renumbering the coordinates, we may assume that
suppz = {1,2 4+ n — wt(x),...,n} and that

x=1(1,0,...,0,%,...,%),

where the stars denote non-zero entries. Let {1 = z, 29, ..., 2%} be an F-basis
of C' containing z, where k := dim C, and let G be the generator matrix of C'
whose rows are the z;’s. If G can be made systematic in the first 1+n —wt(z)
positions then we are done. Otherwise, we obtain a contradiction as follows.
We have that wt(z) > 1 and the rank of the matrix G restricted to its first
1+ n —wt(z) columns is < k. There exists therefore a linear combination



with ag, ..., € F, which has zeros in positions {2,...,1+ n — wt(x)}, but
with & # 0. Now a suitable combination of  and Z yields a non-zero word of
weight smaller than wt(z), contradicting the minimality of wt(z). O

Punctured and shortened MDS codes are still MDS codes, provided that the
set of excluded coordinates is not too big. More precisely, if C' C F™ is an
MDS code and I C {1,...,n} has size at least dim C' then the codes Cj
and CT obtained by puncturing and shortening C at the complement of I
are MDS codes of length |I| and dimensions dim C; = dim C and dim C =
dim C — (n — |I|).

We introduce now a well-known family of MDS codes, namely Reed-Solomon
codes. Fix a positive integer k and n pairwise distinct elements o, ..., a, € F.
This in particular implies that we additionally require n < ¢. Let F[X]<x
denote the vector space of all polynomials in the indeterminate X, with coef-
ficients in F, and degree less than k. The image of the evaluation map

FiX]<p —— F"
; —— (o) Flan)

is a linear space, called a Reed-Solomon code. This map is injective because
any polynomial of degree at most k—1 is uniquely determined by any & distinct
evaluations, hence the code has dimension k. Moreover, a polynomial of degree
at most £ — 1 has at most k£ — 1 zeros, hence any codeword has weight at least
n —k + 1. It follows that the code has minimum distance at least n — k + 1,
hence it is an MDS code.

The image of the standard basis of F[X] . is a basis of the code, and gives a
generator matrix in Vandermonde form, namely

&5 Qp
k—1 k—1
Qg ap

One can notice that the third property of Lemma [2.5.6] is satisfied, and this
gives an alternative proof that the code is MDS.

To better fit our needs, we generalize this notion in two senses. First, we allow
one of the «;’s to be a “special” element oo, with the convention that, for any
f € F[X]<k, f(c0) equals the coefficient of X*~1 in f. Observe that f(c0) =0
if deg f < k— 1. Second, we allow each coordinate of the code to be scaled by
a non-zero factor. This leads to the following definition.

DEFINITION 2.5.7. A Reed-Solomon code of dimension k and length n is a code
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of the form
{(glf(a1)7 s 7gnf(an)) 1 fe F[X]<k}7

where aq,...,a, € FU{oo} are pairwise distinct and g1, ..., g, € F are non-
zero. We shall call (aq,...,a,) an evaluation-point sequence for the Reed-
Solomon code.

The codes called generalized, extended, and doubly-extended Reed-Solomon
codes are included in this family. From the geometric point of view, they may
be thought of as the projective version of Reed-Solomon codes. In [30] they
are named “Cauchy codes” and have also been called “Cauchy Reed-Solomon
codes”. We shall simply refer to them as “Reed-Solomon codes”.

The above observations concerning generator matrix and minimum distance
can easily be extended as well: the code

{(g1f(an), .. gnflan)) : f € F[X]<k},

with pairwise distinct aq,...,a, € FU {oc} and non-zero ¢gi,...,g, € F, is
generated by the k X n matrix whose i-th column is g¢;(1, ay, .. .,af‘l)T if

a; # 00, (0,...,0,g;)7 otherwise. Again, the code is MDS as it satisfies the
third property of Lemma

All results concerning Reed-Solomon codes are consequences of Lagrange’s
Interpolation Theorem, which we include for future reference.

THEOREM 2.5.8 (Lagrange Interpolation). Let K be a field and k a positive

integer. Let aq,...,a € K be pairwise distinct. Then the evaluation map
K X]<cp — Kk
f — (flar),..., flaw))
is an isomorphism of K-vector spaces. Its inverse maps (y1,...,yx) € K¥ into

Zf;l yi0; € K[X] <k, where for alli=1,...,k

X —a;
0; == —
! . H oy — Olj
7j=1,...,k
J#i
PROOF. We need to prove that, for all f € K[X],

k

f=> flai)s, (2.1)

i=1

where the §;’s are defined as above. Observe that, for all 1 = 1,...,k,
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(i) degd; =k —1,
(11) (5i(ozi) = 1,
(iii) 0;(ej) =0forall j=1,...,k,j#1.

From these properties it follows immediately that the two sides of (2.1 are
polynomials of degree less than k which coincide at k points, namely the a;’s,
hence the polynomials themselves must coincide. O

Also this theorem can be extended to include the special element co. For more
details on this subject, and alternative proofs as well, we refer to [2§].

Finally, we remark that the evaluation-point sequence of a Reed-Solomon code
is not unique, but it is unique up to the action of the general linear group on
(FU{oo})™, which is defined as follows. We can identify the set FU {oco} with
the projective line P!(IF), mapping a € F into the class of (1, ) and oo into
the class of (0,1). The general linear group

GLy(F) := {(i Z) :a,b,c,dEF,ad—bc#O}

acts on P (IF) by multiplication, and on (P*(FF))™ by coordinatewise application
of the action. Moreover, as the action of GLy(F) on P1(F) is triply transitiveﬂ
we can always fix three points on any evaluation-point sequence. For instance,
we can always assume that an evaluation-point sequence starts with 0, 1, co.
For a fully detailed explanation, the reader is referred to [30].

2.5.2 Code Products

For an arbitrary field K, the space K" is, with the coordinatewise product, a
commutative unitary K-algebra: for all x = (x1,...,2,),y = (Y1,--.,Yn) €
K™, we define

2y = (T1Y1y .-y TnYn)-

Its unit element is the all-one vector, denoted by 1. The multiplicative group
of its invertible elements is (K™)* = (K*)™, meaning that 2 € K" is invertible
if and only if all entries of = are non-zero. Given z € (K")*, its inverse is
denoted by 1.

We use this notion of product to multiply spaces as well. Given two vector
spaces V, W C K", we define their product VW to be the K-linear span of the
set of all products xy, with z € V and y € W. Note that, in general, this set

.e. for any pair of triples (a1, ag,as), (81, B2, 3) € F3 there exists 0 € GLo(F) such
that o(a;) = B for i = 1,2,3.
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is not additively closed, hence it is strictly contained in its span. Likewise we
shall denote the square of a space V by V2. Context should prevent confusion
with cartesian products.

We will be particularly interested in products of codes, i.e. in the case of a
finite base field F. The product of two codes C, D C F", sometimes called the
Schur product, has usually been denoted by C x D, but we shall drop the star
symbol to lighten notation. For an exhaustive discussion on why our study of
code products is well-motivated, the reader is referred to Chapter [I} We can
immediately state a trivial upper bound for the product dimension.

THEOREM 2.5.9. Let C, D CF"™ be two codes. Then

dim C(dim C 4 1)
5 .

dimCD < dimCdimD and dimC? <

PRrOOF. Let {z1,...,z;} and {y1,...,ys} be bases of C' and D respectively,
where we set k := dimC and ¢ := dimD. Then the products z;y; with
1<i<kand1<j<{span CD and the products x;xz; with 1 <i < j <k
span C2. O

In fact it holds that these bounds are achieved by most codes. This is shown
in Chapter [3| for the second inequality, while for the first inequality the reader
is referred to [64].

The following simple observation will be freely used later.

LEMMA 2.5.10. Let z € (K™)*. For any vector space V. C K", we have
dimV =dimaV.

Lemma, below classifies all subalgebras of K®. For all i = 1,...,n, let
e; denote the i-th unit vector in K". We call a vector of the form Zie ;€ for
some I C{1,...,n}a pmjectoﬂ In particular, 1 is the projector with support
{1,...,n}. A family of projectors is disjoint if the projectors have pairwise
disjoint supports.

LEMMA 2.5.11. Any K-subalgebra of K™ admits a K-basis of disjoint projec-
tors.

PRrROOF. Let A C K" be a K-subalgebra. We argue by induction on k := dim A.
If £ = 1 then A is generated by a vector z whose non-zero coordinates must be
all equal, otherwise z2 is not a K-multiple of z. If k > 1, pick € A,z # 0 of
minimal support with one of its coordinates equal to 1, and let {1 = ,...,zx}

2To justify our terminology, note that if V' C K™ is a vector space and and = € K" is a
projector, then V' can be viewed as the projection of V' onto the support of x.
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be a K-basis of A containing x. Then z is a projector, otherwise 22 — 2 # 0
would have smaller support. For alli = 2,... k&, if supp x; and supp x intersect,
say in position j, then we can choose \; € K so that x; + \;xz has a zero
in position j, hence z(z; + \;x) € A has support strictly smaller than x.
By minimality of suppz, x(x; + \;x) = 0, i.e. z and x; + A;x have disjoint
support. Replacing if need be x; by x; + \;x, we obtain that A is a direct sum
A = (x) ® (xa,...,x) and the conclusion follows by applying the induction
hypothesis to the second summand. O

REMARK 2.5.12. Lemma |2.5.11|implies in particular that the number of sub-
algebras of K™ is finite.

Let V C K" be a K-vector space. We define St(V) := {z € K" : 2V C V'}, the
stabilizer of V in K™. As V is linear, St(V) is a K-algebra, hence Lemma[2.5.11
applies. In particular, as St(V') has a basis of vectors whose entries are all 0’s

and 1’s, it is invariant under base-field extensiorﬂ7 i.e. the following lemma
holds.

LEMMA 2.5.13. Let K'/K be a field extension. Let V. C K™ be a K-vector
space. Then
St(VeK')=St(V)o K.

Let C' C F™ be a code. As in the vector-space case, we can define its stabilizer
and apply Lemma which yields an F-basis {rm1,...,m} of St(C) of
disjoint projectors, where h := dim St(C). When h = 1 we say that C has
trivial stabilizer, or that it is indecomposable. We have the following lemma,
whose proof is straightforward.

LEMMA 2.5.14. Any full-support code C C F™ decomposes as
C=mC®- - - ®dm,C

where {my,...,mp} is an F-basis of disjoint projectors of St(C). Moreover,
each summand m;C, viewed as a code in FV* (™) is indecomposable and has
full support.

Facts on stabilizers, including Lemmas [2.5.13| and [2.5.14} can be found in [65]
from §2.6 onwards].

Lemma [2.5.14] states in particular that a full-support code has non-trivial sta-
bilizer if and only if it decomposes as a direct sum of codes, and the dimension
of the stabilizer equals the number of indecomposable components. It follows
that all MDS codes, except the trivial code F", have trivial stabilizer.

31f K’/ /K is a field extension, the base-field extension V ® K’, where the tensor product
is taken over K, of V is the K’-span of V.
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We continue this section with two refinements of the classical Singleton Bound,
involving the dimension of St(C') beside the usual parameters. They naturally
reduce to the classical Singleton Bound when the code C' is indecomposable,
i.e. dimSt(C) = 1.

LEMMA 2.5.15. Let C C F™ be a code.

1. If dpin(C) > 1 then

dmin(C) <n —dimC + 1 — (dim St(C) — 1).

2. If C has full support then

n —dimC
dmin S BTSN 1’
(@) = Fmsio) *

PROOF. We may assume that C has full support, as the first claim in the
general case follows immediately from the first claim in the full-support case.
Set k := dimC, d := duin(C) and h := dimSt(C). By Lemma we
have that C' is a direct sum C' = C; & - -- & C}, of full-support codes. For all
i=1,...,h, let n;, k; and d; denote the support size, the dimension and the
minimum distance of C; respectively. We have 2?21 n; =n, Z?:l k; =k and

d =min{d;} <min{n; — k;} +1

by the classical Singleton Bound. In the case d > 1 we have n;—k; > d;—1>1
foralli=1,...,h, hence, for all j =1,... h,

nj—ki=n—k=>Y (ni—k)<n—k—(h—1).
i#j
Putting everything together we have

d=min{d;} <min{n; —k}+1<n—-k+1—-(h—-1),

which proves the first claim. To prove the second claim, note that

h
n—k= Z(nl - /Cz) > hmln{nz - kl}»

i=1
hence min;{n; — k;} < (n — k)/h and the conclusion follows. O
We conclude this section with some remarks on the effect of the product opera-
tion on MDS codes. The two results below relate the dimension of the product

of two codes with the MDS property.
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THEOREM 2.5.16. Let C, D C F™ be full-support codes. If (at least) one of
them is MDS, then

dim CD > min{n,dim C 4+ dim D — 1}.

PROOF. See [63], §3.5]. O

LEMMA 2.5.17. Let C, D CF"™ be MDS codes such that
dimCD =dimC +dim D — 1.

Then CD is MDS.

PROOF. By Lemma [25.5 it suffices to show that for any choice of I C
{1,...,n} with [I| = d* :== n+ 1 —dimCD there exist x € C,y € D with
suppay = I. Without loss of generality, assume that I = {1,...,d*}. As
C and D are both MDS, there exist x € C and y € D such that suppz =
Tu{d*+1,...,dc} and suppy = IU{n—(dp —d*)+1,...,n}, where d¢ and
dp denote the minimum distance of C' and D respectively. One checks that
de =n — (dp — d*), hence indeed supp zy = suppz Nsuppy = I. O

Finally, we observe that if C' and D are two Reed-Solomon codes with a com-
mon evaluation-point sequence «, then the product C'D is also Reed-Solomon
with evaluation-point sequence a and we have dimCD = min{n,dimC +
dim D — 1} which, as Theorem states, is the minimum possible dimen-
sion of the product of MDS codes.

2.5.3 Error Correcting Pairs

Code products where first used by Pellikaan [57, 58] and by Kétter [43] to
define error correcting pairs.

Let C C F™ be a code and let ¢ be a positive integer.

DEFINITION 2.5.18. A pair (A, B) of codes is a t-error correcting pair for C' if
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This definition was subsequently extended in [59, [60], allowing A and B to be
defined over a finite extension of F.

A first example of error correcting pair comes from MDS codes: if A, B C
F™ are MDS codes with dimA = ¢t + 1 and dim B = ¢ then (A4, B) is a t-
error correcting pair for C' := (AB)*. Indeed, the first three properties are
straightforward, while the last one follows from [60, Corollary 3.4]. Moreover,
by Theorem it follows that dim C' < n — 2¢t. This bound is attained if A
and B are Reed-Solomon codes with a common evaluation-point sequence, and
in this case C is a Reed-Solomon code as well. We will show in Section 371
that the converse also holds, i.e. that a code of dimension n — 2t with a t-error
correcting pair is necessarily Reed-Solomon.

These objects are relevant to the decoding problem. Suppose that the sum
Z = x + e of a codeword z € C and of an error vector e € F” of weight ¢ is
known. Is it possible to correct the ¢ errors in Z, i.e. recover x, efficiently? The
existence of error correcting pairs allows one to answer positively.

THEOREM 2.5.19 ([57,58]). If C' admits a t-error correcting pair over a finite
extension of F then there exists a t-error correcting algorithm with complexity

O(n?).

We now outline how the algorithm mentioned in Theorem [2.5.19| works in
practice. Suppose that a vector & € F” is given, and that & = x + e for some
x € C and e € F" with wt(e) < t. Our purpose is to recover z, or equivalently
e.

The key observation is the following: a vector y € F™ which is zero at every
coordinate in the support of e satisfies

Ty = Ty. (2.2)

On the left-hand side, the componentwise product of two vectors appears.
Suppose that there exists a code A C F” satisfying the following property: for
each set of ¢ coordinates, there exists a codeword of A which is zero at each of
the chosen coordinates. In particular, the vector y satisfying can always
be chosen from A and in this case the product xy belongs to the code product
B’ := CA. So, instead of solving , we solve

z =2y (2.3)

with z € B’ and y € A. By expressing z and y as linear combinations of basis
vectors, this is a linear system with n equations and dim B’ +dim A unknowns.

Let B denote the dual of B’. We have just defined a pair (A, B) which satisfies
the first condition of Definition 2.5.18 We now show how the other conditions
are used to guarantee the existence of a solution to (2.3]), to prove that such
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a solution solves as well, and finally to prove its uniqueness. First, if
dim A > ¢ then, for each set of ¢ coordinates, there exists a codeword of A
which is zero at each of the chosen coordinates, hence there exists a solution
(z,y) to with y € A, which yields a solution (xy,y) to (2.3). Now assume
that there exists a solution (z,y) to (2.3), and we want to prove that z = zy
for some = € C'. If this is the case, then we can recover the coordinates of x
corresponding to non-error positions by “dividing z by y”, hence the whole x
by solving the erasure decoding problem. We have that

z==Ty = (x+e)y =y + ey,

hence ey € B’. Assuming that dpin(B’) > ¢ implies ey = 0, hence z is of
the required form. Finally, if there exists xz,2’ € C such that (zy,y) and
(2'y,y), for some y € A, are both solutions of , then z — 2’ is a non-zero
codeword which is zero on the support of y. This cannot happen if we assume
Amin(A4) 4 dmin (C) > n.

2.5.4 Code Products and Bilinear Maps

In this section we introduce a new perspective on codes which will be partic-
ularly useful to analyze the parameters of code products.

Let C C F™ be a code of dimension k, and let G be a generator matrix of C.
As anticipated in Section G defines in a natural way a linear embedding
F¥ — F" whose image is C, namely the map = — 2G. If we denote the
columns of G by ¥, ..., Yn, then the entries of the codeword zG are the inner
products (z]y;), for i = 1,...,n. Recall that, by classical linear algebra, the
map z — (x| -) gives an isomorphism between any vector space and its dual.
It follows that the image of the linear map

® ——
¢ —_ (1), -, P(yn))

equals C' and in particular is independent of the choice of the y;’s. Conversely,

given any F-vector space V' and vy, ...,v, € V, the image of the linear map
¢ — (&(v1), -, $(vn))

is a code and, provided that the y;’s generate V, has dimension dim V.

Let now C, D C F" be two codes of dimension k¢ and kp respectively, and let
Y1, Yn € FF¢ and z;,..., 2, € FFP be the columns of a generator matrix
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of C' and of a generator matrix of D respectively. As above, we can view the
codes C' and D as images of evaluation maps. In addition, we define the map

Bﬂ(FkC X FkD) e JI
B ————— By,21)-» B(yn; 2n))

where Bil(Fk¢ x F¥P) denotes the F-vector space of all bilinear forms F*¥¢ x
F*r — F. This map is linear as well and its image is independent of the choice
of y;’s and z;’s and equals the code product C'D. In the symmetric case C' = D
we obtain the code square C? as the image of the evaluation map

eve: Quad(FFe) ——— Fm.
Q [ Q1) -, Q(yn))

In this case the classical identity
dim C? = dim Quad(F*¢) — dim ker ev¢

allows us to relate the dimension of the code square with a combinatorial
problem about quadratic forms, namely counting the number of quadratic
forms which vanish at a given set of points. Chapter |3| proceeds further in this
direction, exploiting this relation to estimate the dimension of the square of a
random linear code.

Finally, we show how this perspective can be twisted in a way that will be useful
when analyzing code-based secret sharing schemes in Section First, we
can see the columns of G as linear forms on F¥, and obtain C' as the image of
the linear map

Fk F.
z 0@ m@)

Then C' x D is the image of the evaluation map

FFe x Fkp —_— F™.
(z, w) > W ®a@w),....: n @ 2 (2, w))

2.6 Arithmetic Secret Sharing

We introduce arithmetic secret sharing, which is the main motivation for our
study of code products. In particular, Section is dedicated to showing

o1



how codes and secret sharing schemes are closely related. We conclude this
section with a quick sketch of how a secure multiparty computation protocol
can be built from a secret sharing scheme. The main reference on this topic
is [28]. Among the possible equivalent definitions of secret sharing schemes,
we first give a general definition based on codices [16], and then we pick the
one which best suits our needs.

DEFINITION 2.6.1. Let K be an arbitrary field and let A be a finite-dimensional
K-algebra. Let n,t,d,r be integers with d > 1 and 0 < t < r < n. An
(n,t,d,r)-codez (for A over K) is a pair (C,1) where C C K" is a K-vector
space and ¢: C — A is a K-linear map satisfying the following properties:

(i) v is surjective;
(ii) (C,%) satisfies (d,r)-multiplicativity, i.e. there exists a unique K-linear

map v: C¢ — A which satisfies

Y@y xg) = (1) - Y (xq)

for all x1,...,24 € C and is r-wise determinecﬂ

(i) (C,v) satisfies t-disconnection, i.e. for each B C {1,...,n} with |[B| =t
the projection map

C —— Y(C)xCs
R — (¥(2),zp)

is surjective.

REMARK 2.6.2. As to the second condition, we remark that here C¢ denotes
the d-th code power of C' (and not a cartesian product) and that, in the
multiplicative relation, the product on the left-hand side is componentwise
while the product on the right-hand side is multiplication in the algebra A.
In the third condition, C'z denotes the projection of C' onto B and zp is a
shorthand for (z;)icp.

DEFINITION 2.6.3. If K is a finite field, d > 2 and ¢t > 1 then a codex as in
Definition is called an (n,t,d,r)-arithmetic secret sharing scheme with
secret space A and share space K.

The strength of this notion is that it encompasses all known relevant variations
on arithmetic secret sharing. For instance, an (n, ¢, 2, n)-codex is a multiplica-
tive scheme and an (n,t,2,n — t)-codex is a t-strongly multiplicative scheme
in the sense of upcoming Definitions and respectively. Even more,

4If 2,2 € C? are equal at r coordinates then their images via v are also equal, i.e.

P(z) = ¥(2).
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it captures notions from other fields such as the one of bilinear multiplication
algorithm introduced in Section [2.3

We now focus on the definition which best suits our needs. Let F be a finite
field of size ¢, n a positive integer, and let V' be a finite-dimensional F-vector
space.

DEFINITION 2.6.4. A (linear) secret sharing scheme (for F, over F, among n
players) is a sequence of linear forms ¥ = (mp, 71, ...,7,) C V* such that

(i) mo is non zero,

(ii) mo belongs to the span of {m; : i =1,...,n}.

The set P := {1,...,n} is the player set. Given a non-empty subset I C P
we define X7 := (m; : i € {0} UT) and we say that I is accepting if my €
(m; i € 1), ie. if Xy is also a secret sharing scheme, rejecting otherwise. The
access structure of the scheme collects the accepting sets, whereas the adversary
structure collects the rejecting sets. Let ¢,r be integers with 0 <t < r < n.
The scheme has r-reconstruction if all subsets of P of cardinality at least r are
accepting and it has t-privacy if all subsets of P of cardinality at most ¢ are
rejecting.

Note that we will not consider any of the more general definitions of secret
sharing from the literature, such as non-linear secret sharing and those allowing
the secrets (and/or the shares) to be vectors rather than single field elements.

A secret sharing scheme ¥ = (7o, 71, ...,7,) C V* implements the following
two functionalities. Given a secret element s € F, it can be shared as follows:
select x € V uniformly at random such that mo(x) = s, which is possible by
assumption (i); define the i-th share to be m;(z) € F. If a secret element s € F
has been shared, with shares z1,...,x, € IF, then it can be reconstructed as
follows: by implementation of the sharing functionality there exists z € V
such that s = mo(x) and x; = m;(x) for all ¢ = 1,...,n; by assumption (ii)
there exists A1,..., A\, € F such that mg = Z?zl A\;m;; hence we can compute

s = Wo(l‘) == (Z )\i77i> (:17) = Z)\ZTQ(,T) = Z)\Zx’
=1 =1 i=1

In other words, there exists an F-linear form p: F* — T, the reconstruction
function, such that p(m(x),...,m(z)) = mo(x) for all € V. Observe that p
does not depend on the secret, but only on the scheme.

In addition, a secret sharing scheme defined as above has the following linearity
property. Suppose that two secrets s,s’ € F are shared, sampling z, 2" € V
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such that mo(z) = s and mp(z') = ¢’ and obtaining x; = m;(z) and z; = m;(2’),
for all # = 1,...,n, as valid shares of s and s’ respectively. Then the i-th
player can compute a valid i-th share for the sum of the two secrets, namely
x + x’, without interacting with other players. Indeed by linearity of the ;’s
we have that

mi(z +2') = mi(x) + m(2') = 25 + 2
and

7oz + ') = mo(x) + mo(2') = s+ §'.

In other words, the sum of the shares of the secrets is a share of the sum of
the secrets. Analogously, each player can individually compute a valid share
for any multiple As, with A € FF, of the secret.

If a subset I C P is accepting then there is an F-linear form p;: FII — T,
the reconstruction function for I, such that pr((m;(z))icr) = mo(x) = s for
all z € F*. In other words, if I is accepting, the secret can be reconstructed
(linearly) from the joint shares of I. Again, such a function does not depend
on the secret, but only on the scheme.

On the other hand, if I is non-empty and rejecting, then, for any x € V,
(mi(z))ier is (part of) a set of valid shares for any possible secret. To prove
this claim, the key observation is that mg ¢ (m; :¢ € I) if and only if there
exists z € V' (where z may depend on I) such that mo(z) = 1 and m;(z) =0
for all 4 € I. This is trivial by linear algebra. Let x € V, let s := mg(z) be the
secret corresponding to x and let s’ € F be an arbitrary secret. Set A := s’ —s,
then s’ = mg(x) + Amo(2) = mo(x 4+ Az2), i.e. s’ corresponds to the vector z+ Az.
On the other hand, for all i € I we have m;(x + \z) = m;(z) + Am(2) = mi(x),
i.e. (m(x))ier is (part of) a set of valid shares for s'.

We remark that, in the case of linear secret sharing schemes, a non-empty
player subset is either accepting, i.e. can recover the secret, or rejecting, i.e. sees
all possible secrets as equally likely. No subset has partial information about
the secret. If this happens, the secret sharing scheme is said to be perfect. This
is a property of linear secret sharing schemes, but is not necessarily satisfied
by more general classes of schemes.

Finally, we introduce the notion of multiplicativity.

DEFINITION 2.6.5. A secret sharing scheme (mg,71,...,7,) C V* is multi-
plicative if there is an F-linear form p*: F" — FF such that, for all z,y € V,

pr(mi(@)mi(y), o mn(2)mn(y)) = mo(2)mo(y)-

In other words, the product of two secrets is obtained as a linear function of
the vector consisting of the coordinate-wise product of two respective share-
vectors. Such a function is called a product reconstruction function. This is a
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special property that is not generally satisfied by linear secret sharing schemes.
Please refer to [27) [20] for more information about constructions and bounds.

The multiplicative property can be stated in terms of the properties of the
symmetric bilinear forms m; ® ;.

PROPOSITION 2.6.6. A secret sharing scheme (mp,m1,...,m,) C V* is multi-
plicative if and only if T ® my is in the span of {m; @ m;:i=1,...,n}.

Let 1 <t <n be an integer.

DEFINITION 2.6.7. A secret sharing scheme ¥ = (mg,71,...,m,) C V* is ¢-
strongly multiplicative if it has t-privacy and (n — t)-product reconstruction,
i.e., for every set I C P of n — t players, the scheme ¥ is multiplicative.

A secret sharing scheme which supports one of the above multiplication prop-
erties is said to be arithmetic.

Proposition suggests that, given a secret sharing scheme (o, ..., m,) C
V*, we can consider the product scheme generated by the symmetric bilinear
forms (mp ® mo, ..., T ® ) € V* @ V*. This is a secret sharing scheme as
defined by Definition if and only if the original scheme is multiplicative.
Moreover, we have that a secret sharing scheme is ¢-strongly multiplicative if
and only if it has ¢-privacy and its product has (n — t)-reconstruction.

LEMMA 2.6.8. If a secret sharing scheme among n players has t-privacy and
r*-product reconstruction then it has (r* — t)-reconstruction.

PROOF. Let (mg,...,m,) C V* be a secret sharing scheme with ¢-privacy and
r*-product reconstruction. Let I C P be a set of r* — ¢t players, and assume
towards a contradiction that it is rejecting, i.e. that 7o & (m; : ¢ € I). By
linear algebra, this means that there exists © € V' such that mp(x) = 1 while
mi(x) =0 for all ¢ € I. Let J C P be a set of ¢ players disjoint from I. By
t-privacy, mo € (m; : j € J), hence there exists y € V such that mo(y) =1
while 7;(y) = 0 for all j € J. Now consider the set I U.J, which has r* players.
We have that mo ® mo(x,y) = 1 while m; ® m;(x,y) = 0 for all ¢ € T U J, hence
o @ Mo € (m; @ m; : 4 € T UJ) against r*-product reconstruction. It follows
that I is accepting, hence the scheme has (r* — t)-reconstruction. O

PROPOSITION 2.6.9. If a secret sharing scheme among n players is t-strongly
multiplicative then n > 3t + 1.

PrROOF. This is a straightforward consequence of the previous lemma: a
t-strongly multiplicative scheme among n players has ¢-privacy and (n — t)-
product reconstruction, hence (n — 2t)-reconstruction, hence n — 2t > t and
the conclusion follows. O
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2.6.1 Composition of Secret Sharing Schemes

Let V'’ and V" be F-vector spaces. Let ¥’ = (n(),...,7,) C (V/)* and " =

(78, ... mh) € (V")* be secret sharing schemes among n’ and n” players
respectively.

We define a new secret sharing scheme ¥ = ¥/[¥"] among n :=n' +n" — 1
players, the composition of ¥’ with ¥, which implements the following sharing
functionality. To share s € F among n players, first share it using ¥/, so that

n’ shares zf,...,x}, are obtained. Then use ¥’ to share x/, and obtain n’
shares x7,...,z//,,. The n shares of s in the scheme ¥ are z},...,2z,,_, and
z{,...,z,,. In other words, in this composition the n’-th player of the scheme

Y has been substituted by the set of players of the scheme X"

The player sets of ¥’ and 3" can be identified, respectively, with {1,...,n' —
1,p0} and {n',...,n}, where py denotes the player of the scheme ¥’ corre-
sponding to the linear form 7/,. For a set I C {1,...,n}, define I’ :=
In{1,....,n" =1} and I” := In{n/,...,n}. Then I is accepting for ¥ if
and only if I’ is accepting for X/, or I’ U {po} is accepting for ¥’ and I” is
accepting for ¥”. In particular, if ¥’ has t-privacy then X has ¢-privacy.

As to the multiplicativity property, observe that if the scheme 2’{1,_””,_1}

obtained by removing player pg from ¥’ is multiplicative then 3'[¥"] is always
multiplicative. So it makes sense to exclude this case in the proposition below.

PROPOSITION 2.6.10. Suppose that Z'{l =1} is not a multiplicative secret

sharing scheme. If ¥ = X/'[¥"] is a multiplicative secret sharing scheme then
both ' and X" are so.

Clearly the converse is also true. Before proving this proposition, we formalize
the mathematical framework we are working with. Define the vector space

Vi=A{@,2")eV' xV" .7, (2)=ny(a")} SV x V".
Then V* = (V')* x (V")) /{(w),,—7()). Given a vector (m,7) € (V')* x
(V'")*, we denote its class in V* with (m,7). The composition ¥ = X'[X”]
of ¥/ with X" is the secret sharing scheme ¥ = (mp,...,m,) C V* among
n:=n' +n" — 1 players defined by

o ;= (m},0) foralli=0,...,n" —1,

o Tpij—1:=(0,77) forall j=1,...,n".

We are now ready to prove the above proposition.
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PROOF OF PROPOSITION [2.6.10, Define 7y := (7

7,0) = (0,7) € V* and
observe that:

1. (m:i=0,...,n = )yn{m:i=n',...,n) C (10);
2. (m@m:i=0,...,n = )N{mem:i=n',...,n) C (10 ® 70).

The first property is obvious, while the second one is a straightforward conse-
quence of the first one.

If ¥ = ¥'[¥”] is multiplicative then the inclusion in the property 2 above is an
equality. Indeed, by definition there exists A1, ..., A, € F such that

To @ Tg = Z/\iﬂ'i ® 7,

i=1
hence
n'—1 n
Tl'o@ﬂ'o* E )\mi@m: E >\i7ri®7ri~
=1 i=n

The left-hand side of this identity is in (m; @ 7; : i =0,...,n’ — 1) and is non-
zero as otherwise E’{L___,n/_l} would be multiplicative, while the right-hand
side is in (m; @ m; : ¢ = n’,...,n). This proves that the intersection between
these two spaces is non-trivial, hence equals (79 ® 79). In particular (79 ® 79)
belongs to both spaces, hence it is easy to conclude that both ¥’ and X/ are
multiplicative. O

2.6.2 Threshold Schemes and Shamir’s Scheme

DEFINITION 2.6.11. A secret sharing scheme is threshold if, for some integer
0 < r < mn, it has (r — 1)-privacy and r-reconstruction. In this case we will
also say that the scheme is r-threshold.

The most famous example of secret sharing scheme belongs to this family. Let
V .= F[X] <k be the space of polynomials of degree less than k, where k < n is
a fixed positive integer. Pick n + 1 pairwise distinct elements «y,..., o, € F
and, for alli = 0,...,n, define m; € V* to be the evaluation map m;(f) := f(a;)
for all f € V. In addition, we may allow one of the «;’s to be equal to oo,
with the convention that, for any f € F[X]<k, f(00) equals the coefficient of
X*=1in f, as in section m This defines a secret sharing scheme, called
Shamir’s scheme [67]. Moreover, it is a threshold scheme with (k — 1)-privacy
and k-reconstruction, i.e. a k-threshold scheme.
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In order to prove this, identify any polynomial f = fo+f1 X+ - -+ fr_1 X* 1 €
V with its coefficient list (fo, fi,...,fr_1) € FF and, for all i = 0,...,n,
the linear form 7; with the vector (1,qy,.. .,affl) € F*¥ if a; # oo or the
vector (0,...,0,1) € F* otherwise, so that the evaluation m;(f) is simply a
vector inner product. Then it is straightforward to see that any & of the m;’s
constitute an F-basis of V*, hence the claims about privacy and reconstruction

of the scheme follow.

To share a secret s € F, we choose uniformly at random a polynomial f €
F[X]<k such that f(ag) = s, and we define the i-th share to be f(o;). On
the other hand, a reconstruction function p;: F¥ — F for any subset I C
{1,...,n} of size k can be explicitly obtained using Lagrange’s Interpolation
Theorem Assume that I = {1,...,k} for ease of notation, and that
Y1, .- ., Y are the corresponding shares. Then f := Zi.“:l i0; € F[X] <k, where
the §;’s are as in Theorem is the unique polynomial satisfying f(a;) = y;
foralli=1,...,k, and in particular s = f(«g) can be recovered.

As to the multiplicativity of this scheme, recall that, for alli =0, ..., n, m;Qmn;
is the bilinear form on F[X]. defined by

m @ mi(f,9) = flas)g(ew) = (fg)(ew)
for all f, g € F[X]<k. The matrix associated to m; ® m; is

1

@

: (Laia"'aal‘c_l)

b1

K3

and any 2k — 1 such matrices (with distinct «;’s) generate all the others.
This can be argued using again Vandermonde’s determinants. It follows from
Proposition that, provided that 2k — 1 < n, Shamir’s scheme is multi-
plicative. If in addition 2k — 1 < n — (k — 1), i.e. n > 3(k — 1) + 1, then
Shamir’s scheme is (k — 1)-strongly multiplicative. In particular this allows us
to construct a scheme which attains the bound given in Proposition We
will show in Section [£.3.1] that the converse also holds, i.e. that a secret sharing
scheme which attains the bound of Proposition is necessarily based on a
Reed-Solomon code.

2.6.3 Connection between Coding Theory
and Secret Sharing

Let F be a finite field of size g, n a positive integer, and let V' be a finite-
dimensional F-vector space. In the ambient space F"*!, coordinates are in-
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dexed by {0,1,...,n}. First observe that we can naturally associate a code to
a secret sharing scheme.

DEFINITION 2.6.12. Let ¥ = (mp,...,m,) € V* be a linear secret sharing
scheme. The code associated to X is the code

C(2) :={(mo(x),...,mp(x)) : x € V} CF* L

This is indeed a linear space by linearity of ¥. It is a code of length n + 1 and
dimension
dim C(X) = dim(my, ..., ™).

Moreover the properties (i), (ii) required by Definition are equivalent to
eo € C(X)* and eg € C(X) respectively, where e denotes the 0-th unit vector
of F"*1. One can view C(X) as the set of all (n + 1)-tuples (s,z1,...,7,)
where s is a secret and x1,...,x, is a valid set of shares for s in the scheme
2.

The parameters of a secret sharing scheme give an estimate of the dimension
of the associated code as follows.

THEOREM 2.6.13. If the secret sharing scheme Y has t-privacy and r-recon-
struction then the code C(X) has dimension

t<dimC(X) <r.

PROOF. Let I C P be a set of t players. By t-privacy g & (m; : i € I), while
7o € (71, ...,7n), hence

dim C(X) = dim(rmy, ..., 7m,) > dim(m; : i € I) > t.

As to the second inequality, let I C P be a set of » + 1 players, and for
simplicity assume I = {1,...,7 + 1}. We need to prove that 7,..., 741
are linearly dependent. By r-reconstruction mg € (my,..., 7w, ), i.e. there exist
Aly. ..y A € F such that

T = M7+ ATy

and at least one of the \;’s is non-zero, so we may assume that A; # 0. Again
by r-reconstruction 7y € (ma,...,Tp41), i.e. there exist ps, ..., pr41 € F such
that

o = p2m2 + -+ 1 Tp41-

Subtracting the two identities we obtain
0=XMm + (A2 —pa)ma+ -+ (A — pr) T — fpp 1T 1,

which is a trivial linear combination of 7y, ..., 7,11 with a non-zero coefficient,
hence these vectors are linearly dependent. O
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COROLLARY 2.6.14. If ¥ is r-threshold then dim C(X) = r and C(X) is MDS.

ProOOF. The statement about the dimension is a trivial consequence of the
previous theorem. As to the MDS property, it is easy to see that the third
property in Lemma is satisfied. O

Conversely, a code C' C F™**! of length n + 1 with e ¢ C+ and ey ¢ C can
be used to share a secret s € F as follows: select € C' uniformly at random
such that its O-th entry equals s; define the i-th share to be the i-th entry of
x. This can be formalized as follows.

DEFINITION 2.6.15. The secret sharing scheme associated to C' is the scheme
2(C) = (7o, .., mn) € F¥, where k := dim C and the 7;’s are the columns of
a generator matrix of C.

This construction is due to Massey [50, [5I]. First of all, observe that the
conditions eg € C+ and ey ¢ C ensure that the properties required by Def-
inition [2.6.4] are satisfied. Second, this scheme gives the share functionality
described above, and this is clearly independent of the choice of the genera-
tor matrix of C. So, even though the sequence (7, ..., m,) which defines the
scheme depends on this choice, the possible sets of shares corresponding to
a given secret do not. In particular, access and adversary structures of the
scheme do not depend on this choice.

The following results characterize these families, based on properties of the
code and of its dual. As in the previous section, P := {1,...,n} denotes the
player set.

LEMMA 2.6.16. Let I C P be non-empty. The following holds.

1. I is accepting for X(C) if and only if there exists v € C+ such that
suppx C I U {0}.

2. 1 is rejecting for ¥(C) if and only if there exists x € C such that 0 €
suppx and I Nsuppx = 0.

PRrOOF. Let ¥(C) = (mg, ..., m,). I is accepting if and only if
T = Z)\Z’ﬂ'l = Z)\ﬂrz
i€l i=1

for some A1, ..., A, € F where \; = 01if i & I. The vector z = (=1, A1,...,\,)
satisfies the required properties, and this proves the first claim.

As to the second claim, observe that mo & (m; : i € I) if and only if there exists
y € F¥ such that (7o |y) # 0 and (m; | y) = 0 for all s € I. This is a basic result
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from linear algebra. The codeword yG, where G is the generator matrix of C'
whose columns are the 7;’s, satisfies the required properties, and this proves
the second claim. O

THEOREM 2.6.17. The secret sharing scheme X(C) has (n — dmin(C) + 2)-
reconstruction and (dpin(Ct) — 2)-privacy.

PRrROOF. This follows from the previous lemma. Let I C P be non-empty.

First assume that |I| > n — dnin(C) + 2 and, towards a contradiction, that I
is rejecting. Then there exists x € C such that 0 € suppz and I Nsuppx = (.
The first property implies that # # 0 and the second that wt(z) < n+1—|I| <
n+1—n+dnin(C) — 2 = dnin(C) — 1, which is clearly impossible.

Now assume that |I| < dpin(Ct) — 2 and that I is accepting. Then there
exists € C+ such that suppx C TU{0}, i.e. 7 € O 2 # 0, wt(x) < |[I|+1 <
Amin (CF) — 2+ 1 = dpin(C1) — 1, which is another contradiction. O

Finally, we show how the multiplicativity properties of the scheme relate to
the product of the original code. Recall that the code C? C F"*! is defined as
the span of all componentwise products xy of codewords x,y € C. Moreover,
as shown in Section it can be obtained as the image of

Fk xF¢ ——— Fr
(z,9) F———— (m@m(z,y),. .., @mn(,y))

This shows that the scheme associated to the square of the code C' is the
product of the scheme X(C). Then from Theorem [2.6.17| we immediately have
the following.

THEOREM 2.6.18. The secret sharing scheme X(C) is t-strongly multiplicative,
where
t := min{dmin(C) — 2, dmin(C?) — 2}

2.6.4 From Secret Sharing to Multiparty Computation

In this section we give a very high level overview of how an arithmetic secret
sharing scheme can be used to build a secure multiparty computation protocol.

The purpose of secure multiparty computation is to implement the following
functionality: n players want to jointly evaluate a function f: F" — F of their
inputs x1,...,2, in a way that ensures the correctness of the outcome and
protects the privacy of the parties. We assume the existence of an external
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adversary who can corrupt a fixed number of players in order to obtain addition
information about the other inputs. Here privacy is meant against such an
adversary. We now sketch how this is performed in practice and how the
properties of the scheme are exploited.

At the beginning of the protocol, each player uses the secret sharing scheme to
share his own input with all other players. The privacy property of the scheme
hides each input from other players.

Throughout the protocol, the function f is modeled as a sequence of + and x
binary gates, and the arithmetic properties of the scheme are used to guarantee
the following: if a player enters the gate y + z (y X z respectively) with valid
shares of y and z, then he exits the gate with a valid share of y + z (y x z
respectively).

At the end of the protocol, each player possesses a valid share of the output
f(z1,...,x,), which can therefore be reconstructed thanks to the reconstruc-
tion property of the scheme.

We give more details on how the protocol proceeds through the gates. For all
i1 =1,...,n, let y; and z; denote the i-th share of y and z respectively. As
seen in the previous section, y; + z; is a valid share of y + z, hence at every
+ gate each player is simply required to sum the shares in his possession. On
the other hand, x gates require more work and actual interaction among the
players.

Recall that, as the scheme is multiplicative, there exists a linear product re-
construction function p*: F® — F such that, for any pair of secrets s,s’ €
F with corresponding shares x1,...,2, € F and 2/,...,z,, € F, we have
p*(x1xl, ..., xpxl) = ss’. As p* is linear, we can identify it with a list of

coeflicients p7, ..., p; € F such that

n
/ A
ss' = praa
i=1

for any pair of secrets and list of shares as above. Let us highlight that the
reconstruction function, being a property of the scheme, is assumed to be
publicly known by all players, and so are the coeflicients p’s.

For all i =1,...,n, the i-th player processes a x gate following these instruc-
tions:

1. compute w; = p;y;2;
2. share w; and send the j-th share w; ; to the j-th player;

3. compute t; := Z;;l wj ;.
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It turns out that the t;’s constitute a valid share of y x z. Indeed, we have

that the i-th share of . .
e = Pz = ) w
j=1 =1

equals E?:l wj; by linearity. Finally, we point out that step 1 and 3 only
require local computation, whereas step 2 requires one round of communication
in which each player sends an element of F to each other player, for a total of

n? transmitted elements of F.
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