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Abstract. In an attempt to strengthen the position of tbkcp to fight cybercrime, the Dutch
government proposed new legislation giving poligerecies new investigative powers on the
Internet. This proposed legislation is controvdram it allows police agencies to hack into
computers and install spyware. This paper examihesbackground and contents of the
proposed legislation and tries to answer the quest what extent these new investigative
powers may result in infringements of the rightprovacy and other fundamental rights of
citizens, and whether these infringements arefiedti The framework for this evaluation,
mainly based on the European Convention on HumghtRifocuses on the legitimacy and
necessity of the proposed investigative powers. filost important considerations are that
new investigative powers are introduced while éxgspowers are not used adequately and
that there are serious doubts as to whether tregenvestigative powers will be effective.
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1. Introduction

Across Western countries, crime rates have begupiirg for several years nowCybercrime
may be an exception to this trehdThis may not be surprising, as cybercrime is a
phenomenon of the last decades and thereforevadiathew compared to other types of
crime. Furthermore, criminals can make large an®wit money with several types of
cybercrime, such as banking malware and ransomivare.

Since cybercrime is a relatively new phenomenoniamveloping rather fast, in some cases
investigative powers of the police may not be sigfit to fight this type of crime. For
instance, in most countries police surveillancéhim streets and neighbourhoods is, generally
speaking, legitimate and accepted by citizens. Heweinternet surveillance is something

1. van Dijk, A. Tseloni, and G. Farrell, The International Crime Drop (London: Palgrave Macmillan, 2012). For
the US, the FBI crime statistics at https://www.fbi.gov/stats-services/crimestats. See also S.D. Levitt,
‘Understanding Why Crime Fell in the 1990s: Four Factors that Explain the Decline and Six that Do Not’, 18
Journal of Economic Perspectives, No. 1 (2004) pp. 163-190. For the EU, see the Eurostat crime statistics at
http://ec.europa.eu/eurostat/statistics-explained/index.php/Crime _and criminal justice statistics.

2 According to security experts, statistics on cybercrime are unreliable due to failure to report, self-selection
bias, no standard mechanisms for accounting for losses and undetected losses. See P. Hyman, ‘Cybercrime: It's
Serious, But Exactly How Serious’, 56 Communications of the ACM, No. 3 (2013) pp. 18-19.

> Europol, The Internet Organised Crime Threat Assessment (iOCTA) 2015 (The Hague, 2015). See
https://www.europol.europa.eu/content/internet-organised-crime-threat-assessment-iocta-2015. B. Krebs,
‘Inside the $100M ‘Business Club’ Crime Gang’ (5 August 2015). See
http://krebsonsecurity.com/2015/08/inside-the-100m-business-club-crime-gang/




that is much more controversial, for instance, beeaof jurisdiction issues and user’s privacy
expectation$.

As a result of these developments, police ageranesprosecution services are experiencing
pressure from politicians and the public to incestie fight against cybercrime, while at the
same time feeling insufficiently equipped for thissk? In an attempt to strengthen the
position of the police to fight cybercrime, the Dlutgovernment proposed new legislation
allowing police agencies new investigative powenstloe Internet. This proposed Act on
Cybercrime was unveiled by the Dutch governmerilay 2013 and displays a rather bold
change in policy. While the Netherlands has alwasean relatively progressive when it comes
to cybercrime legislation, the proposed legislatisncontroversial as it gives criminal
investigators the right to (i) hack into computéhecking back’) and install spyware and to
(ii) destroy or disable access to files with thetice and take down’ (NTD) order.

The proposed legislation, which was most recensgussed in December 2015 in the Dutch
Parliament, aims to restore the balance betweemwmrih@enal investigation technologies and
technological developments of the past years. Wik aim of the proposed legislation
sounds very reasonable, the suggested powers haveathing consequences for citizens.
The new investigative powers may interfere with tight to respect for private life and
family life (Art. 8 of the European Convention ftine Protection of Human Rights and
Fundamental Freedoms, ECHR) and other human rigiusiding freedom of thought (Art. 9
ECHR), freedom of expression (Art. 10 ECHR) ancedi@m of assembly and association
(Art. 11 ECHR). Next to the ECHR, which was adopitedhe framework of the Council of
Europe, the EU decided to put all rights in the i@raof Fundamental Rights of the European
Union. While this Charter is consistent with the HEC it is less extensive on the right to
privacy and other freedoms. The ECHR specifies tisitrictions of and interferences with
these rights can only be allowed in particular, eptonal circumstances. For instance,
interference with the right to privacy by a puldigthority is only allowed in accordance with
the law and when necessary for a limited numbereatons, including national security,
public safety, or the prevention of crime. Thisde#o the key question of this paper: To what
extent does allowing the police to hack back dbscriin the proposed legislation in the
Netherlands justify interference with the righfptavacy and other human rights of citizens?

In order to answer this question, this paper staitts examining the background and contents
of the proposed legislation in Section 2. Sectioalsd provides some background on the
cybercrime legislation in the Netherlands, in orteprovide a full picture of the issues at
stake. In Section 3 the normative legal framewarlout forward to assess justifications of
interferences with the right to privacy and otheman rights of citizens. This framework,
mainly based on the ECHR, focuses on the legitimaegessity and effectiveness of the
investigative powers of police agencies. Next, iact®n 4, the proposed legislation
(specifically the proposed investigative powers golice agencies to hack back) is assessed
against the normative legal framework. The focus lva on the right to privacy, as this right
plays a central role in the analysis of the ingzdtve power of the police to hack back.
Section 5 provides conclusions.

* M. Hosenball and J. Whitesides, ‘Reports on surveillance of Americans fuel debate over privacy, security’,
Reuters (7 June 2013), http://www.reuters.com/article/us-usa-wiretaps-verizon-idUSBRE95502920130607.
J. Stanley, and B. Steinhardt, Bigger Monster, Weaker Chains; The Growth of an American Surveillance Society,
(New York: ACLU, 2003). For more on user’s privacy expectations, see, for instance, B. Custers, S. van der Hof,
B. Schermer, ‘Privacy Expectations of Social Media Users: The Role of Informed Consent in Privacy Policies’, 6
Policy & Internet, No. 3 (2014) pp. 268-295.

> For police needs and experiences regarding technologies, see B. Custers, B. Vergouw, ‘Promising policing
technologies: Experiences, obstacles and police needs regarding law enforcement technologies’, Computer Law
& Security Review, 31 (2015) pp. 518-526.
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2. A Short History of the Cybercrime L egislation

The internet has become a cross-border tool fanigdls to commit a range of criminal

activities. This is related to the fact that thdeinet is deterritorialised, flexible and

developing at a very fast ratdn this section we discuss the history of cybeneriegislation

in the Netherlands, in order to provide some maekfground for better understanding the
legislation that is now proposed.

2.1 The beginning of the Dutch Cybercrime Legislati

The introduction of the Computer Crime A8W¢t Computercriminaliteitin 1993 marks the
beginning of cybercrime legislation in the Netheda’ From then onwards, new measures
were introduced to specifically tackle cybercrifhbe Computer Crime Act, rather than being
an act in itself, changed the Dutch Criminal Codé&etboek van Strafrechtereafter: DCC)
and the Dutch Code of Criminal Proceduvéetboek van Strafvorderingereafter: DCCP),
by adding new articles specifically addressing cgbme and amending some existing
articles in order to ensure cybercrime is in tisewpe. The instigation of the Computer Crime
Act was at least partially the result of the CormgpuCrime Committee Gommissie
Computercriminaliteixin 1985, also known as the Commissie Frankerdl9Bi/ an extensive
report with recommendations was presefitathis led to the Computer Crime Act that was
submitted to parliament in 1990. This Act largelylldwed the committee’s
recommendations, except for the search and sejmokésions. The Computer Crime Act of
1993 regulates criminal investigation of digitatizenformation and computer networks. It
also makes a criminal offence of computer tresp¥asious amendments and a debate in
Parliament led to the final version of the Compu@eime Act that came into effect on 1
March 1993. Leading up to the Computer Crime Aetr¢hwas a heated discussion about the
legal qualifications of data, particularly whetherconsider this a commodity or not. After all,
a commodity in criminal law concerns a unique ohjadereas data can be multiple and can
be duplicated. This can be clarified with the exbargd theft: under Dutch criminal law, theft
is usually defined as something like ‘taking awawyabject from someone else’. However,
when ‘taking away’ data from someone else, the matsually copied and the original owner
still has the data. The Dutch legislator decidest tomputer data were not to be considered
as chattels. In 1996 a case reached the Dutch ®ep@®urt for a final verdict on the matter
and it was confirmed by the court that data ind@ednot chattel3.

The Computer Crime Act of 1993 was followed by temputer Crime Act Il, which was
proposed in 1999 to the parliaméhtThis Act was intended to refine and update several
provisions of the Computer Crime Act suggesting m&anges and additions to the DCC and
the DCCP. The parliamentary processing of thiswas slowed down because of the drafting
of the Budapest Cybercrime Convention (hereaft€Cy; since it was considered better to
integrate the Computer Crime Act Il with the impkmtation of this convention. The CCC

®D.D. Denning & W.E. Baugh Jr, ‘Hiding Crimes in Cyberspace,’ in D. Thomas and B.D. Loader, eds., Cybercrime:
law enforcement, security and surveillance in the information age, 3rd ed. (London: Routledge, 2000). See also:
M.E.A. Goodwin & B.J. Koops, Cyberspace, the cloud and cross-border criminal investigation. The limits and
possibilities of international law. (The Hague: WODC/TILT, 2015).

71t should be pointed out that in the Netherlands the term to indicate crimes committed with computers as a
target or tool is ‘computer crime’ rather than cybercrime, as the latter term was not yet in use at the time
Dutch legislation was initiated in the 1980s.

8 Report Informatietechniek en Strafrecht 1987.

° Dutch Supreme Court 3 december 1996, NJ 1997, 574.

10 Parliamentary Papers Il (Kamerstukken 11) 1998/99, 26 671, nr. 1-3.



was the first international treaty on crimes conteditvia the internet. The main objective was
to harmonise criminal policy and foster internasiboooperatiort! In 2005, a bill to ratify the
Cybercrime Convention was submitted to parliamend| shortly after that a Memorandum of
Amendments to the Computer Crime Act Il was pulgighthat implemented, where
necessary, the CCC. The Computer Crime AciMé{ Computercriminaliteit Jlwas accepted
by parliament on 1 June 2006 and is effective sihcBeptember 2006. The Cybercrime
Convention Ratification Act was accepted at theeséime; it is effective in the Netherlands
since March 2007. The Computer Crime Act Il regegatamong other things, decryption of
data in criminal investigations, the distinctiontween stored data and streaming data,
investigation of e-mail and investigation of pubdiemputer networks. Furthermore, it makes
criminal offences of serious forms of spam and ofnging, deleting or rendering
inaccessible data in some situations.

With respect to the subject of this paper, one ghan the Computer Crime Act Il is of
particular importance, namely that of computergass. This basically refers to ‘hacking’
although it should be pointed out that the terntkiag’ is never used in the DCC. In the old
Art. 138a DCC computer trespass depended on any dbisecurity being breached. In 2006,
with the introduction of the Computer Crime Act tlhat requirement has been changed. The
present provision (Art. 138ab DCC) designates agnitional intrusion to be punishable in
the Netherlands and it is not necessary for th&drao know that his conduct was unlawful.

2.2 The Proposed Computer Crime Act IlI

Cybercrime is developing along with new technoledfe Obviously, criminal law and
criminal procedure law need to be up to date wigsé developments in order to be able to
address cybercrime properly. In an attempt to restbhe balance between technological
developments and investigative powers, the Dutategonent proposed the Computer Crime
Act Il to the parliament in December 2015. ThistA@s part of a set of four new bills that
were sent to parliament as part of the Anti-tesroriaction plart®

The Computer Crime Act Il proposes to change tkk#Cand the DCCP. The most important
changes are the newly proposed investigative pofeesolice and law enforcement agencies
to (i) hack into computers (‘hacking back’) andtalsspyware and to (ii) destroy or disable
access to files with the ‘notice and take down’ [(NPrder. In this paper we focus on the
power that probably has most consequences foightsrof citizens, namely the right to hack
back.

The right to hack back (criminal investigation imgithlized information and computer
networks) would be allowed for criminal investigati officers in cases of suspicion of a
serious offence (listed in the proposed legislatishen ordered by the public prosecutor. The
purposes for which this investigative power carubed are limited and include establishing
characteristics of the data, the computer systetheuser (including identity and location),
for placing taps and for ‘finding the truth’.

The Explanatory Memorandum to the proposed CompGtéane Act Il mentions three
developments that call for the introduction of timgestigative power: (1) the encryption of
electronic data, (2) the use of wireless netwoaksl (3) the use of cloud services. Below we
will briefly examine these developments in ordegiee a picture of how the legislator views
these developments.

" Eull text available here: www.coe.int/en/web/conventions/full-list/-/conventions/rms/0900001680081561
2 For recent developments in cybercrime, see Europol, The Internet Organised Crime Threat Assessment
(iOCTA) 2015 (The Hague, 2015). See https://www.europol.europa.eu/content/internet-organised-crime-
threat-assessment-iocta-2015.

B3 Parliamentary Papers Il (Kamerstukken Il) 2015/16, 34 372, no. 4.



The first development, the encryption of electrodéta, is relevant with regard to tapping. It
is already possible to tap internet traffic frorspeecific IP addresY. Recent figures from the
Ministry of Security and Justice in the Netherlansisow that nearly 17,000 Internet
connections were tapped in 2012. That was aboettiimes as many connections as in 2011,
when some 3,300 connections were tapped. The rdasdinis growth is the increase in the
number of smartphones, for which both a telepham I1®-tap is requiretf To add some
perspective, the figures for telephone taps ine@amly slightly from 25,487 in 2012 to
26,150 in 2013. From 2014 onwards telephone arefnat taps are no longer reported
separately. Only the aggregated tapped conneai@nseported - total 25,181 in 20%4.

The encryption of electronic data is a growing peabfor police agencies. Encryption makes
data unreadable by means of an algorithm and ttaecda only be made readable again with
a so-called decryption key. As a result, encryptioakes it impossible to read the tapped
internet traffic. Only unencrypted traffic can bespected. In fact, more communications
services, such as Twitter and Gmail, are alreathguencryption as a standard. Other services
like Facebook and Outlook.com also provide theawpfior encryption. In the case of an
internet tap this would mean that internet traffiom ‘http://www.website.com' is visible,
whereas for ‘https://www.website.com’ the traffe encrypted. In addition, ‘https’ websites
allow for the authentication of the website andveerwhich in turn provides privacy and
integrity of exchanged data. However, there ar&iotions to such internet taps because (i)
the Internet Service Provider (ISP) in many casesot decrypt (despite the requirement in
Art. 126m paragraph 6 DCCP), (i) the intermedigm®vider does not fall under the
definition, or (iii) the intermediate provider iedated abroad. Furthermore, the Explanatory
Memorandum mentions the use of the TOR network (h®n Router) as a problem. The
Onion Router is a piece of software, which enabla$ing anonymously on the internet. By
connecting through a series of virtual IP-addressee is protected from privacy
compromises and internet traffic analysis.

The second reason is related to the ability torcefgt communications. With the use of
wireless networks the Explanatory Memorandum maiefgrs to the use afifferentwireless
networks. Today, wireless connectivity is availalnlemany public spaces, such as (offered
for free) in restaurants and trains. When usingltiernet via a wireless connection, it is
difficult for the investigative authorities to imteept a communication. Also other forms of
communication, such as optical communication, refsglenges for tappiny.An internet tap

is issued for a specific IP address and a userotdran traced when he connects to another
router. It is the telecommunications infrastructaféoday that makes it practically impossible
to tap someone constantly. The current investigapowers extend no further than
intercepting and recording traffic from an accessp Besides the fact that this makes it
virtually impossible to monitor the full communigat of the suspect, a tap on a router also
implies that all the data of persons who are nepsated of a crime are tapped. The possible
infringement of the privacy of these third partissa crucial aspect and the Explanatory
Memorandum seems to have a good starting poimdarinvestigative powers. According to
the explanation, there is now a need for the gltiitpenetrate into computers to identify the
machine of the suspect. In this way investigatiutharities can conduct a more focused
search for information and it is also possible tinitor a user more constantly.

The third development discussed in the ExplanaMemorandum is the increased use of
cloud services. These include, amongst othersagtoservices like Dropbox and Google

* Art. 126m DCCP.

> parliamentary Papers Il (Kamerstukken I1) 2013-2014, 33 930 VI, nr. 1, p. 50.

16 Parliamentary Papers Il (Kamerstukken 1) 2013-2014, 33 930 VI, no. 1, Appendix, p. 17.

Y B.H.M. Custers, ‘Tapping and Data Retention in Ultrafast Communication Networks’, 3 Journal of
International Commercial Law and Technology, Issue 2, (2008) pp. 94-100.



Drive. There is a tendency to keep information atchat all times. Data is therefore stored
increasingly in the cloud rather than on a hargeldf the computer. The problem is that this
data is stored on servers which are often locabedaa. According to the Dutch government
the current powers are not sufficient to colledtlence from computers located abrdad.

3. Normative Framework of Fundamental Human Rights

Before elaborating on the investigative powershef Computer Crime Il Act, it is important
to discuss the legal framework regarding humantsigBased on this framework it can then
be determined whether there is a violation of funeiatal human rights. One of the strongest
arguments against the introduction of the new itiga8ve powers is the protection of
privacy. The right to privacy plays a central ratethis section. In section 3.1 the right to
privacy is examined and in section 3.2 the impat¢he proposed investigative power to hack
back on this right to privacy is analysed from galeperspective.

3.1 The Right to Privacy

Whenever investigative powers are expanded, imarte with the right to privacy may be a
risk. It is possible to use the newly suggestedestigative power of hacking for both
perpetrated and planned criminal offences. In thiécb Constitution the right to privacy is
covered in Art. 10-13. Art. 10 states that ‘everydmas [...] the right to respect for his private
life.” The legislation does not contain a specifiefinition of the concept of private life or
privacy. Further elaboration of the concept ofvate life’' therefore has become a task for the
court™ In addition, Art. 11 (inviolability of the humanoby), Art. 12 (trespassing into a
home) and Art. 13 (privacy of correspondence, talelyg and telephone) give a specification
of the privacy provisions in the Constitution. Hoxgg it is not so much the articles in the
Constitution but rather international treaties andventions that determine the protection of
privacy. The Dutch Supreme Court has determinetdAHa8 of the European Convention for
the Protection of Human Rights and Fundamentaldenr®s (ECHR) plays a fundamental role
when it comes to privacy judgmerits.
The right to privacy is not absolute - in paragr&pbf Art. 8 ECHR a number of conditions
are imposed which may justify an infringement oé ttundamental right. Looking at the
second paragraph, there are three questions rajsélte European Court of Human Rights
(ECtHR) which ought to be assessed:

1. Is the interference in accordance with the law?

2. If so, does the interference have a legitimate® a

3. Is the interference necessary in a democratiesd*

Case law shows that the ECtHR has never attempteefine privacy. In the early nineties

the ECtHR even found that it was impossible andegeasary to define the concept of
privacy?? Instead the ECtHR looks at each case based ahrihe questions above to assess
whether there is a breach of Art. 8 ECHR.

First, there must be a sufficiently clear basis@tional law. This is marginally tested by the
ECtHR because the national judge has a betterhingigp their own legislation. Case law

18 Explanatory Memorandum, p. 10. Note that the proposed act also allows for access to systems located
abroad, as long as this is in accordance with international laws, see: Explanatory Memorandum, p. 34-35.
' parliamentary Papers Il (Kamerstukken 1) 1978/79, 13 872, nr. 3, p. 40.

?° Dutch Supreme Court 9 January 1987, NJ 1987, 928.

*! parliamentary Papers Il (Kamerstukken Il) 1996/97, 25 403, nr. 3, p. 10.

2 ECtHR 16 December 1992, nr. 13710/88 (Niemietz v Germany).



also shows that this question looks at the requéresof accessibility and foreseeabifity.
The accessibility relates to the fact that citizehsuld have knowledge of the law. For this,
the law must be publishéd.The foreseeability refers to the possibility fdtizens to
determine when investigative powers are used andt whfeguards there are to prevent
arbitrary use. IlAmann v Switzerlanthe ECtHR determined that:

‘Tapping and other forms of interception of telepboconversations constitute a serious
interference with private life and correspondencel anust accordingly, be based on a 'law'
that is particularly precise. It is essential to Vea clear, detailed rules on the subject
especially as the technology available for useésdasingly becoming more sophisticatéd.’

Second, a legitimate aim makes it possible to Ipritacy. In paragraph 2 of Art. 8 ECHR, an
exhaustive list of these legitimate aims is prodid€&his involves among other things the
protection of national security, public safety be teconomic well-being of the country, and
the prevention of disorder or crime. The first @edond question address legitimacy.

The third criterion is the necessity in a democratciety. In th&Sunday Timepidgment, the
ECtHR stated that this ispessing social neednd that the measure shouldgdreportionate

to the aim pursued. For this reason, the necess#lyis sometimes also referred to as a
proportionality test, indicating that the focusais balancing different interests However,
since the ECtHR does not provide further structaréts rulings,?’ it is not clear how
‘necessity in a democratic society’ could or shaoddtested. A widely accepted approach is
one proposed by Robert Alexy, who also calls thss & proportionality test and splits the test
into suitability, necessity and proportionaliirictu sensif® The suitability is an assessment
of the extent to which a measure actually contebub realizing the set goals. In line with
more recent publications, we will refer to this effectivenes& This term even more
expresses the target oriented approach of theatebthe different grades that may exist in
achieving the set goals. The necessity, accordingplexy, assesses whether there are
alternatives that interfere less with privacy atiteo human rights than the proposed measure.
We will refer to this asubsidiarity a common legal term that is less confusing thantérm
necessity that also is used for the three combiest$. Finally, the proportionalitstrictu
sensuassesses the extent to which the impact of a measproportionate to the goals it aims
to contribute to. We will refer to this simply psoportionality, since we do not use this term
otherwise and no confusion can occur. In summaey ,ctiterion ‘necessary in a democratic
society’, is tested in the next section by assgsswhether the investigative power (i.e., the
power to hack back) actually contributes to condrahe (effectiveness), whether the same
result could be achieved with less intrusive mganbsidiarity) and whether the interference
with the right to privacy and other rights is projpanate to the goals (proportionality).

3.2 Hacking Back and the Suspect’s Privacy

> ECtHR 26 April 1979, nr. 6538/74 (Sunday times v United Kingdom).

** ECtHR 30 March 1989, nr. 10461/83, § 56 (Chappell v United Kingdom).

> ECtHR 16 February 2000, nr. 27798/95 (Amann v Switzerland).

%% Or, in other words, the conditions of effectiveness and subsidiarity are regarded as part of the
proportionality test. P. Craig and G. De Burca, EU Law (Oxford: Oxford University Press, 2011).

?7 See also J. Gerards, ‘How to improve the necessity test of the European Court of Human Rights’, 11
International Journal of Constitutional Law, No. 2 (2013) pp. 466-490.

%R, Alexy, ‘Constitutional Rights, Balancing and Rationality’, 16 Ratio Juris, No, 2 (2003) pp. 131-140.

2 See, for instance, J. Gerards, ‘How to improve the necessity test of the European Court of Human Rights’, 11
International Journal of Constitutional Law, No. 2 (2013) pp. 466-490.



The investigative power of hacking back is aimeddalkecting information about persons or

criminal activities. People often assume that thiegrity of their personal computer is

guaranteed. In an important judgment of February Z211, the Supreme Court in the

Netherlands affirmed that data on a computer tlaat imlawfully been accessed through a
hack cannot be seen as openly available inform&tit is striking that there is no case law

of the ECtHR on the personal computer as an exierdi the private domain, especially in

view of the role digital technology plays in ourcggly and sensitive data being stored. The
treaty text of the ECHR does not elaborate ontliteei However, with regard to the integrity

of computer systems and privacy, the ECtHR hagmated that:

‘The domestic law must afford appropriate safegsata prevent any such use of personal
data as may be inconsistent with the guaranteéstafle [8 of the Convention]. The need for

such safeguards is greater when the protection ekgnal data undergoing automatic

processing is concerned, not least when such datased for police purpose¥.’

Furthermore, the ECtHR has also confirmed thatitierception of communications and
recording of confidential communications under @@rtcircumstances can be considered a
violation of Article 8 ECHR¥? According to the ECtHR no distinction should bedma
between forms of eavesdropping and also found achref privacy law in this case. Given
the technology used for tapping, the importanceledr legislation was again stressed in the
judgment:

‘The Court does not consider that the domestic Ewhe relevant time indicated with
sufficient clarity so as to provide adequate préitat against abuse of power, the scope or
manner of exercise of the very wide discretion@wall on the State to intercept and examine
external communications. In particular, it did nag required by the Court's case law, set out
in a form accessible to the public any indicatidrite procedure to be followed for selecting
for examination, sharing, storing and destroyingeneepted material. The interference with
the applicant's rights under Article 8 was not,réfere, “in accordance with the law™?

All in all, the intrusion into a computerised dewjowvithout the consent of the owner, can
result in a significant infringement of the riglat privacy. This also applies to a suspect of a
crime. A suspect of a crime also has a right tegmy. By excluding this right in advance the
government would renounce its duty of care to gliandamental rights of all citizens.

As a result, there will be a violation of the rigbt privacy to some extent in most cases in
which computers are hacked. It is clear that this ot be different when the police hack
into systems. In all cases, the main rule is thatinfringement of the right to privacy of the
subject is only justified when the cumulative regments under Article 8 paragraph 2 of the
ECHR are met.

4. Legitimacy and Necessity of Hacking Back
Using the legal normative framework set out in pirevious section, the legitimacy (i.e.,

accordance with the law and legitimate aims) andessty (i.e., the effectiveness,
proportionality and subsidiarity) of the proposewastigative power to hack back can be

* butch Supreme Court 22 February 2011, LJN BN9287.

*1 ECtHR 4 December 2008, nr. 30562/04, § 103 (S. and Marper v United Kingdom), ECtHR 17 December 2009, nr.
22115/06, § 53 (M.B. v France).

32 E.g.: ECtHR 2 August 1984, nr. 8691/79 (Malone), ECtHR 12 May 2000, nr. 35394/97 (Khan v United Kingdom), ECtHR 1
July 2008, nr. 58243/00, § 69 (Liberty v United Kingdom).

33 ECtHR 1 July 2008, nr. 58243/00, § 69 (Liberty v United Kingdom).



assessed. As is shown in the ECHR and Europeanlaas¢he use of investigative powers
must be fully justified by the law. Over the yeaitse rule of thumb was developed that all
investigative methods should have a clear legakha®rder to be legitimate. For this reason,
the Dutch government proposed the Computer CrimellA@s a clear legal basis for the
investigative power to hack back. By proposing #es, the first condition (accordance with
the law) will be met.

The second condition (legitimate aim) requires Ingkat the limited number of reasons for
which interference by a public authority with thght to privacy may be allowed. These
reasons are mentioned explicitly in paragraph 2raf8 ECHR and include national security,
public safety, or the prevention of crime. The amthe proposed legislation, i.e., fighting
cybercrime, seems in line with the interests ofiamatl security, public safety and the
prevention of crime. Hence, the second conditicaise met.

The third condition (necessity in a democratic styji can be assessed by looking at the
effectiveness and the subsidiarity and proportipnabf the proposed measures. The
effectivenesselates to the extent to which a measure, in ¢ase an investigative power,
contributes to realizing the set goals. Hence, his ttase the question is whether the
investigative power to hack back contributes tovengéing or solving crime or yields any
evidence that may be used in court. If this isthetcase, i.e., when hacking back is unlikely
to help criminal investigation, the proposed inigggive power cannot be necessary. The
proportionality relates to the extent to which the impact of asues i.e., the extent to which
it may interfere with the interests of a suspedat athers, is proportionate to the goals that
measure aims to contribute to. Hence, the proputity test asks the question whether a
measure, in this case hacking back, is reasonahknweonsidering competing interests.
Finally, thesubsidiarityrelates to the extent to which the set goals caldd be achieved in
other ways that perhaps interfere less with ther@sts of a suspect and others. If there are
other investigative powers available that interfieses with human rights, they are preferable
to use and render the investigative power to hadk lmnnecessary. In the sections below we
will discuss the effectiveness, the proportionalégd the subsidiarity of the proposed
investigative power for the police to hack back.

4.1 Effectiveness

The starting point, according to the Explanatorymdeandum of the proposed legislation, for
assessing the necessity, and particularly the tefeaess, of the investigative power to hack
back are the three technological developments @reryption, wireless communication and
cloud computing) which play an increasingly impatteole and, with the global nature of the
Internet, further complicate criminal investigasormhe main argument is that due to these
technological developments, the police are insidifity equipped to fight cybercrime. When
testing the effectiveness of the proposed invetstiggpower for the police to hack back, the
guestion is: would this investigative power helg tholice to do a better job fighting
cybercrime?

Research in this area indicates that it is not ipanlack of adequate investigative powers
that hinders the police in fighting cybercrime. tBe contrary, the available research seems to
suggest that the police make insufficient use aétarg investigative powers. One Dutch
study identifies three issues, namely the lackperational capacity, control and situational
awarenesd’ Another Dutch study concludes that the fight asiioybercrime could be

**R. Prins, ‘Polderen tegen cybercrime’, Security Management, 6 (2011) p. 28.



improved when centraliséd.And in fact, even the government has admitted itHatks the
knowledge and capacity to effectively fight cybére

When looking at the question to the extent to whiah proposed investigative power for the
police to hack back is able to overcome problensoentered with regard to encryption,
wireless communication and cloud computing, itugestionable whether these issues will be
solved®’ In cases of weak encryption the police may be @btiecrypt information, but in the
case of strong encryption this may turn out to ificdlt. Furthermore, cybercriminals often
work via TOR networks to protect themselves and hidden services on the Dark W¥&b.
The other two technological developments, wiretgsamunication and cloud computing, are
more related to interception problems than to hagkHere the key issue is where to intercept
or tap information rather than the legitimacy ofckiag back. There may be jurisdiction
issues involved in wireless communication and clooihputing, but these are not likely to be
influenced by the investigative power to hack baokcause the applicability of the law
depends on the state where the computer or othemated deviceis locatéd.The Dutch
legislator specified in the Cybercrime Act | thishicomputer system is located abroad the use
of investigative powers is not allowed, unless ¢hisrconsent of the other st&leCase law
indicates that the consent can be ad-hoc (alsdditip) or given by a treaty* This principle
can also be found in Art. 539a paragraph 3 DCCPcoAting to the Explanatory
Memorandum to the Cybercrime Act Il, using dataesiglence would be admissible if the
location of the server is unknown. However, hovg thibrks in practice remains uncléar.

The Explanatory Memorandum is not quite convincith@t the proposed investigative
measures will be effective. The problems are dsetdidut there is no clarification how the
new investigative power to hack back can addresghtee technological developments that
would make this investigative power necessary. iimplt the proposed measures and the set
goals, it is questionable how effective the powemhack back will be as an investigative
method. The fact is that there is still a lack abwledge. Alternatively, it is important that
knowledge on the effective use of the current itigaive powers is evaluated first. This may
better ensure that existing investigative poweesused to their maximum potential.

4.2  Proportionality

As discussed in Section 3, the right to privacyas absolute. Both the Dutch Constitution
and the ECHR provide exceptions that may justifyerierence with the right to privacy.

However, restrictions to the right to privacy anthes fundamental rights must be
proportionate to the set goals. When there is mpgationality, a proposed measure is not
considered to be necessary (or rather: desiralblep idemocratic society. Hence, the

> N. Struiksma, C.N.J. De Vey Mestdagh & H.B. Winter, De organisatie van de opsporing van cybercrime door de
Nederlandse politie (Amsterdam: Reed Business, 2012).

3 Parliamentary Papers [Kamerstukken II] 2012/13, 29 911, nr. 79, 13 March 2013.

*s.D. Moitra, ‘Developing Policies for Cybercrime’, 13 European Journal of Crime, Criminal Law and Criminal
Justice, Issue 3 (2003) pp. 435 —-464.

*D. Moore & T. Rid, ‘Cryptopolitik and the Darknet’, 58 Survival: Global Politics and Strategy, Issue 1 (2016),
pp. 7-38.

¥ AH. Klip, ‘Soevereiniteit in het strafrecht’, in: G.J.M. Corstens & M.S. Groenhuijsen, eds., Rede en Recht:
opstellen ter gelegenheid van het afscheid van prof. mr. N. Keijzer van de Katholieke Universiteit Brabant
(Deventer: Gouda Quint, 2000) p. 140.

40 Parliamentary Papers [Kamerstukken 1] 1989/90, 21 551, nr 3, p. 11-12.

* M.E.A. Goodwin & B.J. Koops, Cyberspace, the cloud and cross-border criminal investigation. The limits and
possibilities of international law. (The Hague: WODC/TILT, 2015). See: Dutch Supreme Court 16 april 1985, NJ
1986, 769; Dutch Supreme Court 7 juni 1988, NJ 1988, 987.

42 Parliamentary Papers [Kamerstukken 1] 2004/05, 26 671, nr. 10, p. 23.
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proportionality test is a reasonableness testt askis whether hacking back is reasonable
when considering competing interests.

Obviously it is difficult to balance these competinterests as they are different in their size
and nature. The benefits of the proposed legisidtothe police are mainly constituted by its
effectiveness (see above). Other benefits may sbosiincreased efficiency, which will be
discussed below. When looking at competing interest., the interests of citizens, it is clear
that the proposed investigative powers deeply atfecfundamental human rights of citizens.
There are several measures that are included ipridposed legislation to make the proposed
power to hack back more proportionate. For instatiee use of the new investigative power
is subject to prior approval by the Central Revigammitteg(Centrale Toetsingscommissie
CTC). The CTC is a Dutch national advisory bodytlud Public Prosecution Service and
advises on the proportionality and subsidiarityspécial investigative techniques. The public
prosecutor needs permission from this committeerbedpecial investigative powers may be
exercised in a particular criminal investigation.dddition, the public prosecutor requires a
written authorization from the court. Although thkeecks of the CTC and the court offer
additional protection for citizens, some Dutch aushcall for a specialised court to handle
these matters’ These plans are not apparent from the Explanatiemporandum, but it is of
fundamental importance that courts examining thesges are knowledgeable on the subject
and make reasonable assessments of the impacgit#l dnfringements and assess whether
there are less intrusive methods available.

Another measure mentioned in the Explanatory Menmdum is that the technical aids used
must comply with specified norms in the ‘Decreetechnical aids in criminal proceduf®’.
The device used has to “show a certain degree edigiability and the authenticity and
integrity of the data collected through the techhaid has to be guaranteed.” The injunction
also states the period during which the techniahlisaused and indicates which part of the
automated work will be examined. The maximum doratf the mandate is four weeks and
may, however, be extended with four weeks everg.tim

A third measure addressing proportionality is it proposed investigative power can only
be used when investigating particular types of erinThe Explanatory Memorandum
emphasizes that this power should be used only whene is the suspicion of a crime that
constitutes a serious breach of the law. Howewesé crimes are not limited to cybercrime,
but also include crimes such as mild forms of dssawug-related crimes or squatting.
Generally, these offenses are unrelated to cylmeegrwhich would not justify the use of the
investigative power to hack back. Obviously, hdre proposed investigative powers are not
proportionate, as abuse of an investigative powkiead to a so-called function creep..

Apart from these measures, an important issue remaie risk of abuse of this proposed
investigative power. Once hacked into the compiliere are also countless activities that can
be performed by the police. Examples range fromrtbllation of a keylogger to enable the
webcam on a computer, eavesdropping on conversadiot searching through directories on
a hard drive. This may result in so-called functiveep, where an investigative power is used
for other purposes than its authorised purgodeor example, it could be used to intercept
communication.

Another risk is that, the moment the police starthack into computers, the line between
passive and active interference will become blurkéuatil now the police have always had a
passive role when it comes to data collection.rirgetaps may be an example, where the

R, Prins, ‘Cyber security in Nederland op de agenda!’ (2012) http://blog.fox-it.com/2012/11/28/cyber-
security-in-nederland-op-de-agenda/

* Decree on technical aids in criminal procedure [Besluit technische hulpmiddelen strafvordering],
http://wetten.overheid.nl/BWBR0020444/2013-03-15

5. Halink & T. Siedsma, ‘Reactie op consultatie Wetsvoorstel Computercriminaliteit IlI’, BOF (2013), p. 4.
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service provider is instructed to collect the datd then pass it on to the polféawhen the
police take a more active role, it may be questionéhether this leads to potential
entrapment. Furthermore, if the police install waite, this may lead to identity and liability
issues as the distinction between the actionseoftitused and the police could get f4st.

In summary, the proposed legislation surely attamgtrestrict the scope of the investigative
power to hack back. This increases the proportitynaf the proposed investigative power to
hack back. However, proportionality is still hamgebby the fact that the investigative power
to hack back is also allowed for several typesrwhe that are not cybercrime. Furthermore,
several risks remain, including potential abus¢hefinvestigative power, entrapment issues
and identity and liability issues.

4.3  Subsidiarity

The subsidiarity test focuses on the relationshtepwvben the proposed measure and other
measures. These other measures can be existingumegeas hypothetical measures (i.e.,
better proposals). In each comparison, the quessiomhich measure (in this case: which
investigative power) interferes the least with theerests of the people involved and may
therefore be preferable.

When looking at existing investigative powers, thest important comparison is with the
internet tap. As an internet tap can only be plamed single IP address, internet taps are
becoming less effective because of the large amotidata and the increasing number of
devices on a single connectithin addition, with the use of wireless networkdécomes
increasingly difficult to follow a suspect. It isrgztically impossible to put a tap on all
network and service providers used by a suspectcéjdo better fight cybercrime, the police
may need different investigative powers. Of coutBe question remains whether the
investigative power to hack back is effective (abeve) but it may be more effective than
internet taps. However, it might also be experiereg a more privacy-invasive method.

The proposed legislation can also be compared with possibilities provided by the
Convention on Cybercrime (CoC) for accessing coepsystems abroad. Under Article 32
CoC there are two possibilities for cross-bordanural investigations and data access. While
Art. 32 (a) CoC provides access to public data, 32t (b) CoC focuses on access to data in
another country with the lawful and voluntary camtsef the authorized person. Although this
could be the citizen who has legal access to the'dthe Explanatory Memorandum claims
this could also refer to the provider of a servidéhough the possibilities provided by the
CoC for accessing computer systems abroad mayried, these do exist, contrary to what
is suggested in the proposed legislation. Sinceptbposed investigative powers cannot be
exercised abroad, the CoC seems to provide momhildges, but these may also interfere
more with the interests of others.

The proposed legislation can also be comparedatitér proposals. An alternative suggested
in literature is to allow the police to use the powo hack only to disrupf. The advantage is
that this proposal is in any case a lot less imeaand avoids the abovementioned risks of
potential entrapment and identity and (some) ligbissues. Perhaps the most fundamental

“®B.P.F. Jacobs, ‘Policeware’, NJB, Issue 39 (2012).

* |bid. See also: O. Kerr, ‘Fascinating New Case on Legal Standards for Searching a Remote Computer With
Unknown Location’ (2013) http://volokh.com/2013/04/26/fascinating-new-case-on-legal-standards-for-
searching-a-remote-computer-with-unknown-location/

% EL. Koops & R. Bekkers, ‘Interceptability of telecommunications: is US and Dutch law prepared for the
future?’, 31 Telecommunications Policy, (2007) pp. 45-67.

¥ H.W.K. Kaspersen, ‘Jurisdiction in the Cybercrime Convention’, in: E.J. Koops & S. Brenner, eds., Cybercrime
and Jurisdiction: a Global Survey (Den Haag: West Nyack, 2006).

> B.P.F. Jacobs, ‘Policeware’, NJB, Issue 39 (2012) p. 2764.
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aspect is that with this alternative the risks obss-border hacking by the police are
prevented. The chances of retaliation against iigegs/e authorities are in fact considered to
be quite large.

A more general question to raise when comparingthposed legislation with alternatives is
that of efficiency. If the proposed investigativewers are much more efficient than their
alternatives, this may also be an important (thongh-legal) argument in favour of the
proposed legislation. Efficiency relates to efforgjuired to achieve the set goals. Can the
police perhaps fight cybercrime with fewer costssltime, less manpower or otherwise fewer
efforts when they have the power to hack back?Bxmanatory Memorandum indicates that
“it can be expected that investigating computetesys possibly can replace other forms of
police deployment and therefore save resources.iveder, this claim is not further
substantiated and it remains to be seen whetherighihe case. Given the fact that other
investigative powers currently do not seem to benwgly used by the police, it may be
doubted whether this will be the case for this maeposed investigative power. Several
police agencies have indicated that there is a tdakxpertise on how to use technology in
policing>! When introducing new technologies, it is not likedis issue is suddenly solved.

5. Conclusion

In this paper we assessed the extent to whichnihestigative power for the police to hack
into computer systems of suspected criminals (‘lmackack’) as proposed by the Dutch
government interferes with the right to privacy anlbder human rights. Using the framework
based on the European Convention on Human Rigl@$if8 this proposed legislation was
analysed. The ECHR requires an explicit legal b&sisterference with the right to privacy
and other human rights, which is provided by theppsed legislation. The aim of the
proposed investigative powers, i.e., criminal inigadion and prosecution, is in line with the
grounds mentioned in Art. 8 ECHR. For the assestofamhether the proposed investigative
powers are necessary in a democratic society, fthetigeness, the proportionality and the
subsidiarity were examined.

The effectiveness test shows that it is doubtfuétiver the proposed investigative power to
hack back is actually effective (i.e., whether il wontribute to the set goals). The intended
goal is to strengthen the police in fighting cybene. The technological developments that
challenge the police in this task (encryption, v&ss communication and cloud computing)
are unlikely to be solved by the proposed legistatiFurthermore, previous research shows
that current investigative powers are not optimakgd, which leaves room for better use of
existing investigative powers (and thus reducingessity of the proposed investigative
powers) and raises doubts whether the proposedtiga&ve power to hack back will be used
better. In short, there is a lack of knowledge loa ¢xpected effectiveness of the proposed
legislation.

The proportionality test shows that although measuo mitigate risk are taken in the
proposed legislation (including additional checksifidependent authorities and restrictions
to the scope of the proposed investigative powe)siderable risks remain that render the
proposed investigative powers disproportionate. Agnthese risks are the potential abuse of
the investigative powers and entrapment issuessdisaw identity and liability issues.

The subsidiarity test shows that, in comparisorexesting investigative powers, internet
tapping may be similarly or less privacy invasiveg does not yield sufficient results and that
the Convention on Cybercrime allows in some sitretiaccessing computer systems abroad

> B. Custers & B. Vergouw, ‘Promising policing technologies: Experiences, obstacles and police needs regarding
law enforcement technologies’, 31 Computer Law & Security Review (2015) pp. 518-526.
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(which the proposed legislation does not allow), fmay at the same time be more privacy
invasive. The alternative proposal to allow theiqgelto use the hack only to disrupt may
avoid some of the problems mentioned above, inotpugirovocation and identity issues.
Whether the proposed legislation will yield (costdime) efficiency is uncertain.

Altogether, it can be seen that the proposed letysi meets most of the requirements in the
ECHR, but not all. Perhaps the most serious coraide is why it is regarded as necessary
to introduce new investigative powers when existpawers are not used adequately,
especially when there are serious doubts as toh@hétese new investigative powers will be
effective. In this respect, it is remarkable to Bew the Dutch government has been guided
by the technological developments mentioned. Thisses the investigative power to hack
back to be far-reaching and a potential infringetreg human rights. In fact, it is likely that
the investigative authorities will not find the minals they are looking for and, while doing
so, may instead infringe the rights of innocerniteits.

The proposed legislation is based on a kind ofutarc reasoning: “The necessity for
immediate action makes this inevitable and accgrttininternational law>? However, there

is a danger in giving the criminal investigativetarities the power that they want to fight.
Already in 1928 Judge Louis Brandeis stated infimeous case of Olmstead v United States
what the risks were of far-reaching investigativetimods from the government:

“Crime is contagious. If the Government becomeavebreaker, it breeds contempt for law; it
invites every man to become a law unto himseliites anarchy. To declare that in the
administration of the criminal law the end justfiehe means - to declare that the
Government may commit crimes in order to securetmeiction or private criminal - would
bring terrible retribution.”™?

In other words, the government must set a good phartt means that it is not sufficient that
most of the criteria in the ECHR are met. Onlylifthe criteria mentioned in the ECHR are
met, interferences with the right to privacy anthesthuman rights are justified. As the
proposed investigative power for the police to hbakk does not meet all these criteria, the
proposed legislation needs some further adjustar@hiargumentation.

> Explanatory Memorandum, p 36.
2 A QO’Hehir, ‘The empire strikes back: How Brandeis foreshadowed Snowden and Greenwald’, Salon (2014)
www.salon.com/2014/05/24/the empire strikes back greenwald snowden and the lessons of louis bran
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