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A MD5 compression function constants

Table A-1: MD5 Addition and Rotation Constants and message block expansion.

[t [ AC, [ RC | W, |
0 d76aa47816 7 mo
1 6807b75616 12 mi
2 | 242070db;¢ 17 ma
3 | clbdceeeqq 22 ms
4 £57c0faf 4 7 my
5 4787062a16 12 ms
6 a830461316 17 me
7 | £d46950116 | 22 | my
8 | 698098d8;¢ 7 mg
9 8b44f7af16 12 mo
10 | ££f££f5bblg 17 mio
11 895Cd7b616 22 mi1
12 6b90112216 7 mio
13 | £d98719345 12 mi3
14 a679488e16 17 miq
15 49b4082116 22 mis

[t ] AC, [ RC, [ Wi |
32 :Effa394216 4 ms
33 | 8771£681¢ 11 mg
34 6d9d612216 16 mi1
35 fde5380c16 23 miq
36 | adbeeaddqq 4 mq
37 | 4bdecfa9ig 11 my
38 f6bb4b6016 16 my
39 bebfbc7016 23 mio
40 289b7ec616 4 mis
41 | eaal27fajg 11 mo
42 d4ef308516 16 ms
43 04881(21051(5 23 me
44 | d9d4d039¢4 4 mg
45 e6db99e516 11 mio
46 1fa27cf816 16 mis
47 | c4acb6654 23 mo

[t | AC, [ RC, [ W |
16 f616256216 5 mq
17 CO40b34016 9 me
18 26565&5116 14 mi1
19 | e9b6cTaaig 20 mo
20 d62f105d16 5 ms
21 | 0244145315 | 9 | mao
22 d8a1e68116 14 mis
23 | e7d3fbc8y4 20 my
24 | 21elcdebyg 5 mg
25 C33707d616 9 miq
26 f4d50d8716 14 ms
27 455&146(116 20 mg
28 | a9e3e90514 5 mis
29 | fcefa3f8y4 9 mo
30 | 676£02d9:4 14 my
31 | 8d2a4c8ag4 20 mio
(¢ ] AC, [ RC, [ Wi |
48 | £429224444 6 mo
49 432aff9716 10 my
50 ab9423a715 15 mi4
51 fc93a03916 21 ms
52 655b59C316 6 mio
53 | 8f0ccc9244 10 ms
54 | ffeff47dyq 15 mig
55 85845dd116 21 miq
56 6fa87e4f16 6 mg
57 | fe2cebe04 10 mis
58 a301431416 15 me
59 4608113116 21 mi3
60 f753798216 6 my
61 bd3af23516 10 mi1
62 2ad7d2bb16 15 mo
63 eb86d39116 21 mog
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B MD5 and SHA-1 bitconditions

Table B-1: Bitconditions for MD5 and SHA-1.

l qe[i] [ condition on (Q,[i], Q:[i]) [ direct/indirect | direction
. Q+i] = Q11] direct
+ Qi =0, Qii]=1 direct
- Qilil=1, Qi[i]=0 direct
0 Qi = Qil:] =0 direct
1 Qi) = Qi) =1 direct
- Qt [i] = Qili] = Qe—1]i] indirect backward
v Q1] = Qili] = Qi41[i] indirect forward
! Q:[i] = Qii] = Qe—1]t] indirect backward
y Q1] = Q4] = Qe41]i] indirect forward
m Q:[i] = Qii] = Qe—2[1] indirect backward
W Q:[i] = Qi) = Qer2]i] indirect forward
# Q:[i] = Qii] = Qe—2[1] indirect backward
h Q:[i] = Qili] = Qe12]i] indirect forward
? Qi) = Q1li] A (Qeli] =1V Qe—2[i] = 0) indirect backward
q | Q] = Qili] A (Qe42]i] = 1V Q4fi] = 0) indirect forward
r Q7] = Qi) = RL(Q¢—1, 30)][d] indirect backward
u Q+[i] = Qi) = RR(Q¢+1,30)[i] indirect forward
R Qi) = Qi) = RL(Q¢—1, 30)][4] indirect backward
U Q+[i] = Qili) = RR(Q¢+1,30)[4] indirect forward
s Qi) = Qtli] = RL(Q¢—2, 30)][d] indirect backward
c Q+[i] = Qili) = RR(Q¢+2,30)[i] indirect forward
S Q7] = Qi[i] = RL(Q¢—2,30)[4] indirect backward
¢ Qi) = Q1li] = RR(Q¢+2,30)]i] indirect forward

Note: these conditions are tailored for the boolean functions of MD5 and the first and second round

boolean function of SHA-1.
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C MD5 boolean function bitconditions

The four tables in this appendix correspond to the four rounds of MD5, i.e., 0 <t <
16, 16 <t < 32,32 <t <48 and 48 <t < 64. The ‘abc’ in each of the first columns
denotes the three differential bitconditions (q;[#], q:—1[¢], q:—2[é]) for the relevant ¢ and
0 <1 < 31, with each table containing all 27 possible triples. Columns 2, 3,4 contain
forward bitconditions F'C(t, abc, g) for g = 0,+1, —1, respectively, and columns 5, 6,7
contain backward bitconditions BC(t, abc, g) for those same g-values, respectively.

The parenthesized number next to a triple def is |U; the amount of freedom left.
An entry is left empty if g ¢ V; qpc. We refer to Section 6.2.9 for more details.
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C.1 Bitconditions applied to boolean function F

Table C-1: Round 1 (0 <t < 16) bitconditions applied to boolean function F':

FX)Y,2)=(XAY)® (X A2)

D.B. Forward bitconditions Backward bitconditions

abc g=20 g=+1 g=—1 g=20 g=+1 g=—1
Lt D)1+ (2)] 0.+ (2) 1.+ (2)]0.+ (2)

- @ 1. (2 0.- (2)|l1.- (2 0.- (2)
A Q) o+ (2) |1+ (2) 0+. (2) | 1+. (2

e+ (2) e+ (2) L+ (2)

) 1+- (1) | 0+= (1) 1+- (1) | 0+= (1)
=. (4) ] o- (2) 1-. (2) | o-. (2) 1-. (2)
—+(2) o-+ (1) | 1-+ (1) o-+ (1) | 1-+ (1)
= (2) = (2) == (2)
+.. @ || +.v (2)|+10 (1) |+01 (1) | +°. (2)|+10 (1) ]|+01 (1)
s (@) | s0r () [#1+ (1) 0 (1) |41+ (1)

+.- (2) || +1- (1) +0- (1) || +1- (1) +0- (1)
++. (2) || ++1 (1) | ++0 (1) ++1 (1) | ++0 (1)

+++ (1) +++ (1) +++ (1)

s (1) | 4= (1) = (1)

+-. (2) || +-0 (1) +-1 (1) || +-0 (1) +-1 (1)
s ()[4 (1) -+ (1)

== () == () = ()
-. @D|l-v 2|-01 (1)|-10 ()| -". (2)|-01 (1)]|-10 (1)
@ () [ or (1) 1+ (1) [0+ (1)

-- (2| -0- (D) -1- (1) || -o- (D) -1- (1)
-+. (2)||-+0 (1) |-+1 (1) -+0 (1) | -+1 (1)

—e (1) - (1) - (1)

- () |- ) - ()

- @ -1t @ =0 (1) | -1 (1) -0 (1)
e ()] ) -+ (1)

— () — —
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C.2 Bitconditions applied to boolean function G

Table C-2: Round 2 (16 <t < 32) bitconditions applied to boolean function G:

G(X,)Y,2)=(ZAX)D(ZANY)

D.B. Forward bitconditions Backward bitconditions

abc g=0 g=-+1 g=-—1 g=20 g=-+1 g=-—1
.. (8) (8) .. (8)

ot Q)] vy (2) [ 10+ (1) |01+ (1) || ~.+ (2) | 10+ (1) | 01+ (1)
o= @] v (2)]01- (1) |10- (1) || .- (2)|01- (1)]10- (1)
A Q)] o+ (2) ] .0 (2) 41 (2) | .+0 (2)

S (2) [ o+ (1) | 14+ (1) O++ (1) | 1++ (1)

A= (2) || 1= (1) |0+ (D) 1+- (1) | o+ (1)

S @ -t (2 =0 (2) || -1 (2) =0 (2)
S+ (2) 1=+ (D) o-+ (1) || 1-+ (1) o-+ (1)
= (2) o= (1) 1-- (1) || o-- (1) 1-- (1)
+.. @ || *+.0 (2)|+.1 (2 +.0 (2)|+.1 (2

s (2) | +1e (1) [40r (1) se (1) |0+ (1)

+.- (2) || +0- (1) | +1- (1) +0- (1) | +1- (1)

. (2) . (2) o (2)

+++ (1) +++ (1) +++ (1)

++- (1) ++- (1) ++- (1)

+-. (2) +-1 (1) |+0 (1) +-1 (1) |+0 (1)
+=+ (1) || +=+ (1) +—+ (1)

b= () [+ Q) s (1)

-.. @ | -0 (2 -1 (2) || -.0 (2 -.1 (2
-+ (2) || -0+ (1) -1+ (1) || -0+ (1) -1+ (1)
-.- (2) || -1- (1) -0- (1) || -1- (1) -0- (1)
-+. (2) -+0 (1) | -+1 (1) -+0 (1) | -+1 (1)
-++ (1) || -++ (1) -++ (1)

) [+ Q) - (1)

—. (2 ) - ()
—+ (1) —+ (1) —+ (1)
— — —
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C.3 Bitconditions applied to boolean function H

Table C-3: Round 3 (32 <t < 48) bitconditions applied to boolean function H:

HX,)Y,Z)=XaYaZ

D.B.
abc

Backward bitconditions

NN OO NI IO OO NGy
oD EEEE2 L 2D nEEESeEEsEErnnZ

Py

Forward bitconditions
g=0 g=+1 g=-—1
(8)
e (2) |yt (2)
- (2) | v (2)
Aw (2) | .+ (2)
++ (2)
+—= (2)
~h (2) ] .-w (2)
-+ (2)
- (2
+v (2) | +y (2)
+.+ (2)
+.- (2)
. (2)
+++ (1)
- (1)
+-. (2)
=+ (1)
+—— (1)
-y @) -v (2
-+ (2
-.- (2
-+ (2)
(1)
)
- ©
— W)
()

g=20 g=+1 g=-—1
(8)
(2] e (2
- (2) ] T.- (2)
m+.  (2) | #+. (2)
+=+ (2)
+= (2
#-. (2) |m-. (2)
-+ (2)
-
+0(2) |+ (2)
+.+  (2)
+- (2
o (2)
+++ (1)
()
. (2)
= ()
—
@ (@)
-+ (2)
- (2
-+ (2)
()
- ()
- (2
—
—
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C.4 Bitconditions applied to boolean function [

Table C-4: Round 4 (48 <t < 64) bitconditions applied to boolean function I:

I(X,Y,2)=Y & (X VZ)

D.B. Forward bitconditions Backward bitconditions

abc g=0 g=+1 g=-—1 g=20 g=+1 g=-1
ot () 1.+ (2) 01+ (1) |00+ (1) || 1.+ (2) |01+ (1) |00+ (1)
o= @)l 1.- (2)]00- (1)]01- (1) 1.- (2)|00- (1)|o01- (1)
4 () o+t (1) | .+a (3) ovt (1) [7+. (3)
A (2) || o+ (1) 1++ (1) || o++ (1) 1++ (1)
A= (2) || o+ (1) 1+- (1) || 0+= (1) 1+- (1)
- 4 .-q (3)]0-1 (1) ?7-. (3)]0-1 (1)
o (2) o+ (1) |-+ (1) o-+ (1) | 1-+ (1)

= @) o= ()| 1—= (D) 0-- (1) | 1= (1)

+.. (4 || +.0 (2)|+01 (1) |+11 (1) | +.0 (2)|+01 (1)]|+11 (1)
s (2) |+ (@) s (2)

+.- (2 +0- (1) | +1- (1) +0- (1) | +1- (1)
++. (2) || ++1 (1) ++0 (1) || ++1 (1) ++0 (1)
+++ (1) +++ (1) +++ (1)
b (1) || 4= () - (1)

+=. (2)||+-1 (1) |+-0 (1) +-1 (1) | +0 (1)

=+ (1) -+ (1) =+ (1)

- () |+ () == (1)

-. @®|l-0 (2-11 (1)|-01 ()| -.0 (2)|-11 (1)]|-01 (1)
—+ 1+ (1) | -or (1) 1+ (1) -0+ (1)
- @) - @ -.- (2

-+, (2) || -+1 (1) -+0 (1) || -+1 (1) -+0 (1)
e (1) | (1) -+ (1)

- (1) - (1) - (1)
— @ -—-1 @) -0 (1) -1 ()| --0 (1)

e () |- ) -+ (1)

——) —) —)
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D MD5 chosen-prefix collision birthday search cost

In this appendix notation and variables are as in Section . The columns p, Cy,
and M denote the values —1og, (pr kw), 1085(Cir (7, k, w)) and the minimum required
memory such that Ceon(r, k, w, M) < Ci.(r, k, w), respectively.

r=3 w=20 w=1 w=2 w=3
k p[C[M p[Ctr[M p[C’[M p[Ctr[M
0
4 34.01(51.33| 2TB
8 33.42|53.03|748GB ||31.31|51.98|174GB

12 [|34.01|55.33| 2TB ||32.42|54.53|374GB |[30.55| 53.6 | 103GB ||28.24|52.44| 21GB
16 || 31. [55.83|141GB|{|29.65|55.15| 55GB ||27.36|54.01| 12GB || 25.6 [53.13| 4GB
20 ||27.51(56.08| 13GB |[26.18|55.42| 5GB ||24.53|54.59| 2GB ||23.26|53.96|673MB
24 ||24.33]56.49| 2GB |[23.35| 56. |714MB||22.17|55.41|315MB||21.19|54.92|160MB
28 [|21.11]56.88|152MB|[20.56 | 56.6 |103MB ||19.98|56.32| 7T0MB ||19.57|56.11| 52MB
32 ||17.88(57.26| 17MB ||17.88(57.27| 17MB ||17.89|57.27| 17MB ||17.88|57.27| 17MB
=3 w=4 w=>5 w=06 w=7
k p [Cu | M p [Cu | M p [Cu| M p [Cu| M
0 31.68]48.17[225GB [[30.25]47.45| 84GB [[28.01[46.33] 18GB
4

8

32.2 150.43|323GB((29.92(49.29| 67GB ||28.06|48.36| 19GB || 26.2 |47.43| 6GB
28.83150.74| 32GB [|27.33|49.99| 11GB |(|25.88(49.26| 5GB |[24.47]48.56| 2GB
12 {|26.63|51.64| 7GB ||25.14| 50.9 | 3GB ||23.96| 50.3 | 2GB |/22.94| 49.8 |537TMB
16 ||24.31|52.48| 2GB ||23.27|51.96|675MB|(22.49|51.57|394MB ||21.86 |51.26 | 255MB
20 ||22.28(53.46|340MB ||21.62|53.13|215MB|(21.14| 52.9 |155MB ||20.73|52.69|117MB
24 1/20.53(54.59|102MB (|20.01|54.33 | 7T1MB ||19.65|54.15| 55MB |{19.38|54.01| 46MB
28 ||19.25|55.95| 42MB [|19.02|55.83| 36MB |[18.82|55.74| 31MB ||18.65|55.65| 28MB
32 ||17.88(57.27| 17MB |(|17.88|57.27| 17MB ||17.88|57.27| 17TMB |[17.88|57.27| 17TMB
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r= w=0 w=1 w=2 w=3
k p [Cu| M p [Cu | M p [Cu]| M p [Cu ]| M
0 34. |49.33| 2TB |[30.19|47.42| 81GB
4 33.42|51.04| 749GB |[30.36 [49.51| 90GB ||27.59(48.12| 14GB
8 35. |53.83| 3TB 30.3 |51.48| 87GB |[27.21|49.93| 11GB ||24.87|48.76| 2GB
12 [|29.58(53.12| 53GB ||27.53|52.09| 13GB |[|24.59[50.62| 2GB ||22.47(49.56|388MB
16 (|26.26(53.45| 6GB ||24.36|52.51| 2GB [|22.06|51.36|292MB [|20.3850.51| 91MB
20 |[|23.16]53.91|628MB|| 21.5 [53.08|199MB|[19.72|52.19| 58MB |/18.54| 51.6 | 26MB
24 1120.25|54.45| 84MB [{19.09|53.87| 38MB || 17.8 |53.23| 16MB |/16.86|52.76| 8MB
28 ||17.26]54.95| 11MB ||16.63|54.64| 7MB |/16.02|54.34| 5MB || 15.6 |54.13| 4MB
32 |(|14.29|55.47| 2MB ||14.29(55.47| 2MB |[14.29|55.47| 2MB |/14.29|55.47| 2MB
r= w=4 w=2>5 w =6 w="7
k p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M
0 26.98(45.81| 9GB [|24.45|44.55| 2GB |[|22.14| 43.4 |310MB [|20.33]42.49| 88MB
4 24.95| 46.8 | 3GB [|22.82(45.73[493MB|21.04|44.84|144MB || 19.55| 44.1 | 52MB
8 22.63|47.64|432MB||20.92(46.79|133MB|[19.58 |46.12| 53MB |/18.56|45.61 | 26MB
12 (|20.67|48.66|112MB||19.41|48.03 | 47MB || 18.45(47.55| 24MB |(|17.71[47.18| 15MB
16 ({19.08149.86| 37MB |[|18.19]49.42| 21MB ||17.56| 49.1 | 13MB |[17.08|48.86| 10MB
20 ||17.66|51.16| 14MB |{17.09|50.87| 10MB || 16.7 |50.67| 8MB |/16.39|50.52| 6MB
24 ||16.25(52.45| 6MB ||15.82(52.24| 4MB |[15.54|52.09| 4MB |/15.33|51.99| 3MB
28 1/15.31|53.98| 3MB |[{15.09|53.87| 3MB |/14.93|53.79| 3MB |/14.78|53.72| 2MB
32 ([14.29|55.47| 2MB |{14.29|55.47| 2MB |/14.29|55.47| 2MB |/14.29|55.47| 2MB
r= w=0 w=1 w=2 w=3
k p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M
0 35. 149.83| 3TB 31.2 |47.92|161GB|[27.13|45.89| 10GB |[23.74| 44.2 |938MB
4 33.42|51.04| 749GB || 28.47|48.56 | 25GB [/24.63|46.64| 2GB ||21.58|45.12(210MB
8 28.61|50.63| 27GB [|25.61|49.13| 4GB 22. |47.33|280MB|[19.39|46.02| 46MB
12 (|25.43|51.04| 3GB ||22.74| 49.7 |{468MB |/ 19.66|48.15| 56 MB |[|17.53[47.09| 13MB
16 (|22.36(51.51{360MB||20.02|50.34| 72MB [|17.59(49.12| 14MB ||15.95| 48.3 | 5MB
20 |(|19.38(52.01| 46MB ||17.48(51.07| 13MB |{15.67|50.16| 4MB |/14.55| 49.6 | 2MB
24 1116.68|52.66| 7MB |[{15.35| 52. | 3MB |/14.06|51.36| 2MB |/13.17|50.91| 1MB
28 (|13.92]53.29| 2MB ||13.22(52.93| 1MB |{12.61|52.63| 1MB |/12.21|52.43| 1MB
32 11.2 |53.92| 1MB || 11.2 |53.93| 1MB || 11.2 [53.92| 1MB || 11.2 [53.93| 1MB
r= w =4 w=2>5 w =6 w="7
k p [Ca| M p [Cu| M p [Cu | M p [Cu| M
0 20.53|42.59102MB||18.03(41.34| 18MB |[16.17|40.41| 5MB |/14.92|39.79| 3MB
4 18.94(43.79| 34MB || 17. |42.82| 9MB |[15.57|42.11| 4MB |{14.53|41.59| 2MB
8 17.27|44.96| 11MB |[(15.79(44.22| 4MB ||14.75| 43.7 | 2MB ||14.01|43.33| 2MB
12 (|15.92(46.28| 5MB ||14.84|45.75| 2MB |(|14.09(45.37| 2MB ||13.56(45.11| 1MB
16 14.8 |47.73| 2MB [/14.06|47.35| 2MB |/13.55| 47.1 | 1MB [|13.18(46.92| 1MB
20 ({13.79(49.22| 1MB |{13.31|48.98| 1MB |/12.99|48.82| 1MB |/12.76| 48.7 | 1MB
24 (|12.64]50.64| 1MB ||12.29(50.47| 1MB |{12.07|50.36| 1MB |/11.91|50.28| 1MB
28 |[|11.95] 52.3 | 1MB ||11.76| 52.2 | 1MB |{11.62|52.14| 1MB || 11.5 |52.07| 1MB
32 11.2 [53.92| 1MB || 11.2 [53.93| 1MB || 11.2 |53.92| 1MB || 11.2 |53.93| 1MB
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r==6 w=20 w=1 w =2 w=3
k p [Cu]| M p [Cu| M p [Cu| M p [Cu | M
0 31.2 |47.92|161GB [[26.73|45.69| 8GB |[|21.78(43.22(241MB||18.14| 41.4 [{20MB
4 28.18|48.42| 20GB (|23.89(46.27| 2GB |{19.56|44.11| 52MB || 16.46|42.55| 6MB
8 24.66(48.66| 2GB [|21.17]46.91|158MB||17.37|45.01| 12MB ||14.79(43.72| 2MB
12 |/21.67]|49.16|224MB|| 18.6 |47.62| 27TMB ||15.43[46.04| 3MB || 13.4 |45.03| 1MB
16 (| 18.82(49.74| 31MB ||16.21|48.43| 6MB ||13.74| 47.2 | 1MB ||12.23]46.44| 1MB
20 ||16.03(50.34| 5MB ||13.97(49.31| 2MB || 12.2 |48.43| 1MB ||11.18(47.92| 1MB
24 |/13.54| 51.1 | 1MB |{12.11|50.38| 1MB [{10.86|49.75| 1MB |[/10.04|49.35| 1MB
28 ||11.03|51.84| 1MB ||10.28(51.47| 1MB || 9.69 |51.17| 1MB || 9.33 |50.99| 1MB
32 8.56 | 52.6 | 1MB || 8.56 | 52.6 | 1IMB || 8.56 | 52.6 | 1IMB || 8.56 | 52.6 | IMB
r==6 w =4 w=2>5 w =6 w =
k p [ Cir [ M p [ Cir [ M p [ Cir [ M p [ Chr [ M
0 15.12|39.88| 3MB [(13.05|38.85| 1MB ||11.73{38.19| 1MB |{10.91|37.78| 1MB
4 14.05|41.35| 2MB |{12.44|40.55| 1MB |[{11.39|40.02| 1MB || 10.7 |39.68| 1MB
8 12.92(42.79| 1MB [{11.73]42.19| 1MB ||10.95| 41.8 | 1MB ||10.44|41.54| 1MB
12 |/12.01]|44.33| 1MB |{11.14| 43.9 | 1MB |/10.57|43.61| 1MB || 10.2 (43.42| 1MB
16 |/11.25|45.95| 1MB ({10.64|45.64| 1MB |/10.24{45.45| 1MB || 9.98 |45.32| 1MB
20 |/10.53|47.59| 1MB {{10.14|47.39| 1MB || 9.89 |47.27| 1MB || 9.72 |47.19| 1MB
24 9.59 [49.12| 1IMB || 9.31 [48.98| 1MB || 9.14 | 48.9 | 1MB || 9.04 |48.85| 1MB
28 9.09 |50.87| 1MB || 8.93 |50.79| 1MB || 8.82 |50.74| 1MB || 8.73 |50.69| 1MB
32 8.56 | 52.6 | 1MB || 8.56 | 52.6 | 1IMB || 8.56 | 52.6 | IMB || 8.56 | 52.6 | IMB
r= w =20 w=1 w =2 w=3
k p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M
0 26.82(45.73| 8GB || 22.2 [43.43|323MB||17.02{40.83|9MB || 13.4 {39.02|1MB
4 24.02(46.34| 2GB |[|19.68]44.16| 56MB || 15.16| 41.9 |3MB || 12.18{40.41|1MB
8 21.1 |46.88|151MB|[17.23|44.94| 11MB ||13.37|43.01|1MB||/10.97|41.81|1MB
12 ]{18.32]|47.49| 22MB ||14.96| 45.8 | 3MB |[|11.82{44.24|1MB|| 9.98 |43.31|1MB
16 |[|15.67(48.16| 4MB |[12.87(46.76| 1MB |[10.48|45.56|1MB]|| 9.13 |44.89|1MB
20 13.1 |48.88| 1MB ((10.93|47.79| 1MB | 9.26 [{46.95|1MB|| 8.35 | 46.5 |[1IMB
24 1/10.82(49.74| 1MB || 9.32 |48.99| 1MB || 8.15 | 48.4 |[1IMB|| 7.43 |48.04|1MB
28 8.56 | 50.6 | 1IMB || 7.78 [50.22| 1MB || 7.23 |49.94|1MB|| 6.91 [49.78|1MB
32 6.34 | 51.5 | 1IMB | 6.34 | 51.5| 1MB || 6.34 | 51.5 |[IMB|| 6.34 | 51.5 |1MB
= w =4 w=2>5 w =06 w="7
k p [Cu] M p [Cu]| M p [Cu | M p [Cu | M
0 10.8 |37.73| 1MB || 9.25 |36.95| 1MB || 8.35 | 36.5 |1MB|| 7.84 |36.25|1MB
4 10.13(39.39| 1MB 8.9 |38.78| 1MB || 8.17 |38.41|1MB|| 7.74 |38.19|1MB
8 9.42 |41.03| 1MB 8.5 |40.57| 1MB || 7.94 | 40.3 |1MB|| 7.61 |40.13|1MB
12 8.82 |42.74| 1MB || 8.15 | 42.4 | 1MB || 7.74 |42.19|1MB|| 7.48 [42.07|1MB
16 8.31 |44.48| 1MB || 7.84 |44.24| 1MB || 7.55 | 44.1 |1MB|| 7.37 |44.01|1MB
20 7.82 146.23| 1MB || 7.51 |{46.08| 1MB || 7.32 |45.99|1MB|| 7.21 {45.93|1MB
24 7.06 [47.86| 1MB || 6.84 |47.75| 1MB || 6.72 |47.69|1MB|| 6.66 |47.65|1MB
28 6.71 |49.68| 1MB || 6.58 {49.62| 1MB 6.5 |49.581MB|| 6.43 |49.54|1MB
32 6.34 | 51.5 | 1MB || 6.34 | 51.5 | 1MB || 6.34 | 51.5 [1MB|| 6.34 | 51.5 |[1MB
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r=38 w=20 w=1 w =2 w=3
k p [Cu | M p [ Cu | M p [Cu [M [[p[Cu | M
0 23.39(44.02 | 732MB || 18.21 | 41.43 | 21MB || 12.88 | 38.76 | IMB || 9.52 | 37.09 | IMB
4 20.57|44.61 | 106MB || 15.94 | 42.29 | 5MB || 11.39 |40.02 | IMB || 8.69 | 38.67 | IMB
8 17.91[45.28 | 17TMB || 13.7743.21| 1MB || 9.99 |41.32|1MB || 7.86 | 40.26 | IMB
12 15.35| 46. 3MB || 11.7844.22| 1MB || 8.79 |42.72|1MB || 7.17 [41.91 | 1IMB
16 12.91(46.78 | 1MB 10. |45.32| 1MB || 7.75 | 44.2 | 1MB |/ 6.59 | 43.62 | IMB
20 10.56 [ 47.61 | 1MB 8.35 | 46.5 | 1MB || 6.81 [45.73 | 1MB |/ 6.03|45.34 | 1MB
24 8.49 [48.57| 1MB 6.97 [47.81| 1IMB || 5.91 |47.28 |1MB || 5.29|46.97 | IMB
28 6.48 [49.56 | 1MB 5.71 [49.18| 1MB || 5.21 |48.93|1MB |/ 4.93|48.79 | IMB
32 4.54 | 50.6 | 1MB 4.54 | 50.6 | 1IMB || 4.54 | 50.6 |1MB |/ 4.54| 50.6 | 1MB
r=238 w = w = w = w =
k p [Cu | M p [Cu | M p [Cu [ M p [Cu [ M
0 7.45 |36.05| 1MB 6.37 | 35.51 | 1MB 5.8 |35.23|1MB || 5.5 |35.08| 1MB
4 7.06 |37.85| 1MB 6.18 [37.42| 1MB || 5.71 |37.18 | 1MB || 5.45|37.05 | 1IMB
8 6.63 |39.64 | 1MB 5.96 |39.31| 1MB 5.6 [39.12|1MB || 5.39|39.02 | 1MB
12 6.26 |41.46 | 1MB 5.77 [41.21| 1MB || 5.49 |41.07|1MB || 5.34|40.99 | IMB
16 5.94 |43.29 | 1MB 5.59 |43.12| 1MB || 5.39 [43.02 | 1MB || 5.28 | 42.97 | 1MB
20 5.61 |45.13| 1MB 5.38 [45.01| 1IMB || 5.25 |44.95|1MB || 5.18 |44.92 | 1IMB
24 5.01 | 46.83 | 1MB 4.85 [46.75| 1MB || 4.77 |46.71 | 1MB || 4.73 | 46.69 | IMB
28 4.78 |48.71| 1MB 4.68 [48.67| 1MB || 4.62 |48.64|1MB || 4.58 | 48.62 | IMB
32 4.54 | 50.6 | 1MB 4.54 | 50.6 | 1IMB || 4.54 | 50.6 |1MB || 4.54| 50.6 | 1IMB
r= w =0 w=1 w =2 w =3
k p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M
0 20.16 | 42.4 | 79MB || 14.62 | 39.64 | 2MB || 9.38 | 37.02 | IMB || 6.46 | 35.56 | IMB
4 17.56 | 43.1 | 13MB || 12.63 [ 40.64 | IMB || 8.26 | 38.45 | 1MB || 5.93 | 37.29 | 1IMB
8 15.09 [ 43.87 | 3MB || 10.75| 41.7 | 1IMB || 7.2 [39.92| 1MB || 5.41 | 39.03 | IMB
12 12.73(44.69 | 1MB || 9.06 [42.86 | 1MB|| 6.3 |41.47|1MB || 4.96 | 40.81 | 1IMB
16 10.51[45.58 | 1IMB || 7.57 [44.11|1MB || 5.53 |43.09 | 1IMB || 4.57 | 42.61 | 1IMB
20 8.39 |46.52 | 1MB 6.2 [45.43|1MB || 4.83[44.74|1MB || 4.2 |44.42 | 1MB
24 6.53 [47.59 | 1MB || 5.05 [46.85|1MB || 4.12]46.39 | 1MB || 3.63 | 46.14 | IMB
28 4.77 |48.71| 1IMB || 4.05 |48.35|1MB || 3.61 |48.13 | 1MB || 3.4 |48.02 | 1MB
32 3.14 | 499 | 1MB || 3.14 | 49.9 |1MB |/ 3.14| 49.9 |1MB || 3.14| 49.9 | 1MB
r= w=4 w=2>5 w =6 w="7
k p [Cu | M p [ Cu | M p [Cu [ M p [ Cu [ M
0 4.95 | 34.8 | 1IMB || 4.25 [34.45|1MB || 3.92|34.28 | IMB || 3.76 | 34.21 | 1IMB
4 4.73 136.69| 1MB || 4.15 | 36.4 |1MB | 3.87|36.26 | IMB || 3.74| 36.2 | IMB
8 4.49 [38.57| 1MB || 4.04 [38.35|1MB || 3.82|38.24 | 1MB || 3.72 | 38.18 | 1IMB
12 4.28 140.47| 1MB || 3.94 | 40.3 |1MB | 3.78 | 40.21 | 1IMB || 3.69 | 40.17 | 1MB
16 4.09 [42.37| 1IMB || 3.85 |42.25|1MB | 3.73|42.19 | 1MB || 3.67 | 42.16 | 1MB
20 3.88 |44.27| 1MB || 3.72 |44.19 | 1MB || 3.64 | 44.15 | 1MB || 3.6 |44.13 | 1MB
24 3.42 [46.04 | 1MB || 3.32 [45.99 | 1MB || 3.27 [ 45.96 | IMB || 3.25 | 45.95 | IMB
28 3.28 |47.97| 1MB || 3.21 |47.93|1MB |/ 3.18|47.92 | 1MB || 3.16 | 47.9 | 1MB
32 3.14 | 49.9 | 1MB || 3.14 | 49.9 |1MB || 3.14| 49.9 |1MB (| 3.14| 49.9 | 1MB
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r=10 w=0 w=1 w =2 w=3
k p [Cu [ M P [Cu [M [[p[Cu [ M| p[Cu| M
0 17.28 {40.97 | 11MB || 11.47 | 38.06 | IMB || 6.54 | 35.6 | 1MB || 4.18 | 34.42 | IMB
4 14.87|41.76 | 3MB || 9.77 |39.21 | 1MB || 5.73|37.19 | 1IMB || 3.87| 36.26 | IMB
8 12.6 |42.63| 1MB || 8.18 |40.42 | 1MB|[4.97 | 38.81 | IMB || 3.56 | 38.11 | IMB
12 10.45|43.55| 1MB || 6.79 |41.72|1MB || 4.34 |40.49 | IMB || 3.3 |39.97| 1MB
16 8.45 [44.55| 1MB || 5.57 [43.11 | 1MB || 3.8 [42.22 | 1MB || 3.06 | 41.86 | IMB
20 6.56 [45.61 | 1MB || 4.48 [44.56 | IMB || 3.31|43.98 | 1MB || 2.83 | 43.74 | 1IMB
24 4.92 146.79| 1MB || 3.53 |46.09 | 1MB || 2.78 | 45.71 | 1MB || 2.42 | 45.53 | IMB
28 3.44 [48.04| 1MB || 2.78 [47.72 | 1MB || 2.44 | 47.54 | IMB || 2.28 | 47.47 | IMB
32 2.13 [49.39| 1MB || 2.13 [49.39 | 1MB || 2.13 [49.39 | IMB || 2.13 [ 49.39 | IMB
r =10 w = w = w = w =
k p [Cu | M p [ Cu | M p [Cu [ M p [Cu [ M
0 3.17 [33.91| 1MB || 2.77 [33.71 | 1MB|| 2.6 |33.62 | 1MB || 2.53 |33.59 | IMB
4 3.06 |35.85| IMB || 2.72 |35.69 | 1MB || 2.58 | 35.62 | IMB || 2.52 | 35.59 | IMB
8 294 | 37.8 | 1IMB || 2.68 |37.66 | IMB || 2.56 | 37.61 | IMB || 2.51 | 37.58 | IMB
12 2.83 [39.74| 1MB || 2.63 [39.64 | IMB || 2.54 | 39.6 | IMB || 2.5 |39.58 | IMB
16 2.73 |41.69| 1MB || 2.59 |41.62 | 1MB || 2.52|41.59 | 1MB || 2.49 | 41.57 | IMB
20 2.61 [43.63| 1MB || 2.51 [43.58 | IMB || 2.47 | 43.56 | IMB || 2.45 | 43.55 | IMB
24 2.28 (4547 | 1MB || 2.22 [45.44 | 1MB || 2.2 [45.42 | 1MB || 2.19 | 45.42 | IMB
28 2.2 4743 | 1MB || 2.16 [47.41|1MB || 2.15| 47.4 |1MB || 2.14 |47.39 | IMB
32 2.13 [49.39 | 1MB || 2.13 [49.39 | 1IMB || 2.13 [49.39 | IMB || 2.13 [49.39 | IMB
r=11 w=0 w=1 w =2 w =3
k p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M
0 14.72 { 39.68 | 2MB || 8.77| 36.71 | IMB || 4.34 | 34.5 |1MB || 2.61 | 33.63 | IMB
4 12.5 [40.58 | IMB || 7.36| 38. |1MB || 3.8 |36.23 | 1MB || 2.45 | 35.55 | IMB
8 10.43{41.54 | 1MB || 6.06 | 39.36 | IMB || 3.3 |37.98 | 1MB || 2.29 | 37.47 | IMB
12 8.49 |42.57 | 1MB |[4.94| 40.8 | 1MB |/2.89(39.77 | 1IMB || 2.15| 39.4 |1MB
16 6.7 [43.68 | 1MB || 3.9842.32|1MB || 2.54|41.59 | 1MB || 2.02 | 41.34 | 1IMB
20 5.06 |44.86 | IMB || 3.15| 43.9 |1MB || 2.22 |43.44 |1MB || 1.89|43.27 | IMB
24 3.64 [46.15 | 1MB || 2.42 |45.54 | 1IMB || 1.86 | 45.25 | 1MB || 1.63 | 45.14 | IMB
28 2.44 (4754 | 1MB || 1.91 [47.28 | IMB || 1.66 | 47.16 | IMB || 1.56 | 47.11 | 1MB
32 1.49 [49.07 | 1MB || 1.49|49.07 | IMB || 1.49 | 49.07 | 1IMB || 1.49 | 49.07 | IMB
r=11 w =4 w=2>5 w =6 w="7
k p [Cu [ M p [ Cu [ M p [Cu [ M p [Cu [ M
0 2.02 |33.33|1MB || 1.82|33.24|1MB || 1.75| 33.2 |1MB||1.73| 33.19 | IMB
4 1.97 |35.31|1MB || 1.81|35.23|1MB || 1.75| 35.2 [1MB || 1.72|35.19 | IMB
8 1.92 [37.29 | 1MB||1.79|37.22 | 1MB || 1.74| 37.2 |1MB || 1.72|37.19 | IMB
12 1.87 |39.26 | 1MB || 1.77]39.21 | 1MB |[ 1.73| 39.19 | IMB || 1.72| 39.19 | IMB
16 1.83 |41.24|1MB || 1.75| 41.2 | 1MB|[ 1.73|41.19 | IMB || 1.72| 41.18 | IMB
20 1.76 |43.21|1MB || 1.71|43.18 | IMB || 1.7 | 43.17 | 1MB || 1.69 | 43.17 | IMB
24 1.55 | 45.1 | 1MB || 1.52|45.09 | IMB || 1.52 | 45.08 | IMB || 1.51 | 45.08 | IMB
28 1.52 [47.09 | 1IMB|| 1.5 |47.08 | IMB || 1.49 | 47.07 | 1MB || 1.49 | 47.07 | 1IMB
32 1.49 |49.07| 1MB || 1.49|49.07| 1MB || 1.49 | 49.07 | IMB || 1.49 | 49.07 | IMB
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r=12 w=0 w=1 w =2 w =3
k P [Cao M [[p[Cu [ M| p[Cu[MI[p[Cu|M
0 12.45(38.55 | 1IMB || 6.53 | 35.59 | IMB || 2.78 | 33.71 | 1MB || 1.66 | 33.16 | IMB
4 10.4339.54 | 1IMB || 5.39 | 37.02 | 1MB || 2.45 | 35.55 | IMB || 1.59 | 35.12 | IMB
8 8.55 | 40.6 | 1MB || 4.37|38.51|1MB ||2.15| 37.4 |1MB||1.52|37.09 | IMB
12 6.81 |41.73 | 1MB || 3.51 | 40.08 | 1MB || 1.91 | 39.28 | IMB || 1.46 | 39.06 | IMB
16 5.24 |42.95|1MB || 2.8 |41.72|1MB || 1.71 |41.18 | 1MB || 1.41 | 41.03 | IMB
20 3.85 |44.25 | 1MB || 2.2 |43.43|1MB || 1.54|43.09 | 1MB || 1.35| 43. |[1MB
24 2.66 [45.66 | IMB || 1.69 |45.17 | 1MB || 1.3244.98 | 1MB || 1.2 |44.93 | 1MB
28 1.75 | 47.2 | 1MB || 1.37|47.01 | 1MB |[ 1.23|46.94 | IMB || 1.18 | 46.92 | IMB
32 1.15 | 489 |1MB || 1.15| 48.9 |1MB|{1.15| 48.9 [1MB || 1.15| 48.9 | 1MB
r=12 w = w = w = w =
k p [ Cu [ M p [ Cu [ M p [ Cu [ M p [Cu [ M
0 1.38 [33.02 | 1MB|| 1.3 |32.98 | 1MB || 1.28 | 32.97 | IMB || 1.28 | 32.96 | IMB
4 1.36 | 35.01|1MB || 1.3 |34.98 | 1MB |[1.2834.97 | IMB || 1.28 | 34.96 | IMB
8 1.35 | 37. |1IMB|| 1.3 |36.97 | 1MB || 1.28 | 36.97 | 1MB || 1.28 | 36.96 | IMB
12 1.33 |38.99|1MB || 1.29|38.97| 1MB || 1.28 | 38.96 | IMB || 1.27 | 38.96 | IMB
16 1.31 [40.98 | IMB || 1.29|40.97 | 1MB || 1.28 | 40.96 | 1MB || 1.27 | 40.96 | 1IMB
20 1.29 |42.97|1MB || 1.27|42.96 | IMB || 1.26 | 42.96 | IMB || 1.26 | 42.95 | IMB
24 1.17 [44.91 | 1MB || 1.16 | 44.91 | IMB || 1.16 | 44.91 | 1IMB || 1.16 | 44.91 | 1IMB
28 1.16 |46.91|1MB || 1.16| 46.9 | 1MB|{1.15| 46.9 |1MB || 1.15| 46.9 | 1MB
32 1.15 | 48.9 |1MB || 1.15| 48.9 |1MB|{1.15| 48.9 [1MB || 1.15| 48.9 | 1MB
r=13 w=0 w=1 w =2 w =3
k p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M p [ Ctr [ M
0 10.45 [ 37.55 | 1MB || 4.73| 34.69 | IMB || 1.78 | 33.22 | 1IMB || 1.2 |32.93 | 1IMB
4 8.62 | 38.64 | IMB || 3.86|36.26 | IMB || 1.62 | 35.13 | IMB || 1.18 | 34.91 | IMB
8 6.93 [39.79 | 1IMB || 3.09 | 37.87 | IMB || 1.47 | 37.06 | IMB || 1.15| 36.9 | 1MB
12 5.41 |41.03|1MB || 2.47|39.56 | 1MB || 1.35| 39. |1MB||1.13|38.89 | IMB
16 4.06 [42.35|1MB || 1.9841.31 | 1MB || 1.26 |40.95 | 1MB || 1.12 | 40.88 | IMB
20 2.91 |43.78 | IMB || 1.59|43.12 | 1MB || 1.18 | 42.92 | IMB || 1.1 | 42.87 | IMB
24 1.96 |45.31|1MB || 1.27|44.96 | 1IMB || 1.08 | 44.87 | IMB || 1.04 | 44.85 | IMB
28 1.33 |46.99 | 1MB || 1.11|46.88 | IMB || 1.05| 46.85 | IMB || 1.03 | 46.84 | IMB
32 1.03 [48.84 | 1MB || 1.03|48.84 | 1MB || 1.03 | 48.84 | IMB || 1.03 | 48.84 | IMB
r =13 w =4 w=2>5 w =6 w="7
k p [Cu [ M p [ Cu [ M p [Cu [ M p [Cu [ M
0 1.1 [32.88|1MB|/1.08|32.87 | 1MB || 1.08 | 32.86 | IMB || 1.08 | 32.86 | IMB
4 1.1 |34.87|1MB || 1.08|34.87| 1MB || 1.08 | 34.86 | IMB || 1.08 | 34.86 | IMB
8 1.09 [ 36.87 | 1MB || 1.08|36.87 | 1MB || 1.08 | 36.86 | 1MB || 1.08 | 36.86 | LM B
12 1.09 |38.87|1MB || 1.08 |38.87| 1MB || 1.08 | 38.86 | IMB || 1.08 | 38.86 | IMB
16 1.09 [40.87 | 1MB || 1.08 |40.86 | 1MB || 1.08 | 40.86 | 1MB || 1.08 | 40.86 | 1IMB
20 1.08 |42.86 | 1MB || 1.07|42.86 | 1IMB || 1.07 | 42.86 | IMB || 1.07 | 42.86 | IMB
24 1.03 |44.84 | 1MB || 1.03|44.84 | 1MB |[ 1.03|44.84 | IMB || 1.03 | 44.84 | IMB
28 1.03 [46.84 | 1IMB || 1.03|46.84 | IMB || 1.03 | 46.84 | 1MB || 1.03 | 46.84 | IMB
32 1.03 |48.84 | 1MB || 1.03|48.84 | 1MB || 1.03|48.84 | IMB || 1.03 | 48.84 | IMB
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Table E-1: The to-be-signed part of our end-user X.509-certificate. Available from:
http://www.win. tue.nl/hashclash/rogue-ca/dounloads/real. cert. tbs.bin.

Bytes (hex) offset description

30 82 03 9 0-3 header

a0 03 02 01 02 4-8 version number

02 03 09 cf c7 9-13 serial number (‘643015”)
30 0d 06 09 2a 86 48 86 14-28 signature algorithm

£7 04 01 01 04 05 00 (‘md5withRSAEncryption’)
30 5a 31 Ob 30 09 06 03 | 29 — 120 | issuer Distinguished Name
55 04 06 13 02 55 53 31 (countryName: ‘US’,

1c 30 1a 06 03 55 04 Oa organizationName:

13 13 45 71 75 69 66 61 ‘ Equifax Secure Inc.,

78 20 53 65 63 75 72 65 commonName:

20 49 6e 63 2e 31 2d 30 ‘Equifax Secure Global eBusiness CA’)

2b 06 03 55 04 03 13 24
45 71 75 69 66 61 78 20
53 65 63 75 72 65 20 47
6c 6f 62 61 6¢c 20 65 42
75 73 69 6e 65 73 73 20

43 41 2d 31

30 1e 17 0d 30 38 31 31 121-152 | validity

30 33 30 37 35 32 30 32 (‘8 November 2008 07:52:02 UTC’
5a 17 0d 30 39 31 31 30 ~'8 November 2009 07:52:02 UTC")

34 30 37 35 32 30 32 ba
30 82 01 1c 31 Ob 30 09 | 153-440 | subject Distinguished Name

06 03 55 04 06 13 02 55 (countryName: ‘US’,

53 31 49 30 47 06 03 55 organizationName:

04 0a 13 40 69 2e 62 72 ‘i.broke.the.internet.and.all
6f 6b 65 2e 74 68 65 2e .i.got.was.this.t-shirt

69 6e 74 65 72 6e 65 74 .phreedom.org’,

2e 61 6e 64 2e 61 6¢c 6¢C organizationalUnitName:
2e 69 2e 67 6f 74 2e 77 ‘GT110290071,

61 73 2¢ 74 68 69 73 2e organizationalUnitName:
74 24 73 68 69 72 T4 2e ‘See www.rapidssl.com/resources/cps
70 68 72 65 65 64 6f 6d (c)08’,

2e 6f 72 67 31 13 30 11 organizationalUnitName:
06 03 55 04 Ob 13 0a 47 ‘Domain Control Validated
54 31 31 30 32 39 30 30 - RapidSSL(R),

31 31 31 30 2f 06 03 55 commonName:

04 Ob 13 28 53 65 65 20 ‘i.broke.the.internet.and.all

77 77 77 2e 72 61 70 69 .i.got.was.this.t-shirt


http://www.win.tue.nl/hashclash/rogue-ca/downloads/real.cert.tbs.bin
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Table E-1: The to-be-signed part of our rogue CA X.509-certificate. (cont.)

Bytes (hex) offset description

64 73 73 6¢c 2e 63 6f 6d .phreedom.org’)
2f 72 65 73 6f 75 72 63
65 73 2f 63 70 73 20 28
63 29 30 38 31 2f 30 2d
06 03 55 04 Ob 13 26 44
6f 6d 61 69 6e 20 43 6f
6e 74 72 6f 6¢c 20 56 61
6c 69 64 61 74 65 64 20
2d 20 52 61 70 69 64 53
53 4c 28 52 29 31 49 30
47 06 03 55 04 03 13 40
69 2e 62 72 6f 6b 65 2e
74 68 65 2e 69 6e 74 65
72 6e 65 74 2e 61 6e 64
2e 61 6¢ 6¢ 2e 69 2e 67
6f 74 2e 77 61 73 2e T4
68 69 73 2e¢ 74 2d 73 68
69 72 74 2e 70 68 72 65
65 64 6f 6d 2e¢ 6f 72 67

30 82 01 22 30 0d 06 09 | 441 — 734 | subject Public Key Info

2a 86 48 86 f7 04 01 01 (‘rsaEncryption’,
01 05 00 03 82 01 0f 00 2048-bit RSA modulus,
30 82 01 0a 02 82 01 01 RSA public exponent ‘65537):

00 b2 d3 25 81 aa 28 e8
78 bl e5 0a db5 3c 0f 36
57 6e a9 5f 06 41 Oe 6b
b4 cb 07

17 00 00 00 5b fd 6b 1c | 500 — 511 | 96-bit birthdaystring
7b 9¢c e8 a9

a3 c5 45 Ob 36 bb 01 d1 | 512 — 575 | 1st near-collision block
53 aa c3 08 8f 6f f8 4f
3e 87 87 44 11 dc 60 €0
df 92 55 f9 b8 73 1b 54
93 ¢c5 9f dO 46 c4 60 b6
35 62 cd b9 af 1c a8 6b
la c9 5b 3c 96 37 cO ed
67 ef bb fe cO 8b 9c 50

2f 29 bd 83 22 9e 8e 08 | 576639 | 2nd near-collision block
fa ac 13 70 a2 58 7f 62
62 8a 11 f7 89 f6 df b6
67 59 73 16 fb 63 16 8a
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Table E-1: The to-be-signed part of our rogue CA X.509-certificate. (cont.)

Bytes (hex)

offset

description

b4
4c
42
45

91
a4
15
7d

38
94
c9
ab

ce
49
cl
26

2e
ed
30
bb

£5
65
e2
b9

b6
51
69
61

be
Oa
db5
ec

62
ds
a3
01
86
11
50
82

64
50
a7
17
83
b3
bl
6f

f0
51
Oa
91
dd
13
28
8f

39
e
£8
36
£7
04
Oe
a7

el
1d
03
4f
of
ab
63
33

e7
60
20
02
ds
da
69
df

bc
d3
al
70
o7
f0
2a
6¢

68
di
70
31
1d
ae
Oc
a2

640 — 703

3rd near-collision block

06
36
63
d9

92
a3
7f
9f

f1
2b
de
02

4f
8c
4c
03

45
dé
9a
01

be
7
93
00

do
ae
48
01

30
35
36

704-734

subject Public Key Info
(continued)

735 — 926

extensions:

a3

81

bd

30

81

ba

735 — 740

extensions header

30
01

Oe
ff

06
04

03
04

55
03

1d
02

0f
04

01
f0

741 - 756

keyUsage

(‘digital signature’, ‘nonrepudiation’,
‘key encipherment’,

‘data encipherment’)

30
16
60
41

1d
04
37
78

06
14
£7
f1

03
cd
96
87

55
a6
37
89

1d
83
17
55

Oe
fa
29
e7

04
ab
de

757 — 787

subjectKeyldentifier

30
34
2c
2f
6f
6f
67
31

3b
30
86
2f
T4
6d
6¢
2e

06
32
2a
63
72
2f
6f
63

03
30
68
72
75
63
62
72

55
30
T4
6¢
73
72
61
6¢

1d
a0
T4
2e
T4
6¢c
6¢c

1f
2e
70
67
2e
73
63

04
a0
3a
65
63
2f
61

788 — 848

cRLDistributionPoints
(‘hitp://crl.geotrust.com
/erls/globalcal.crl’)

30
18
74
ds
6¢c

1f
30
72
fb

06
16
50
a8

03
80
6b
ff

55
14
44
b3

1d
be
b7
57

23
a8
c9
6b

04
a0
23
68

849 - 881

authorityKeyldentifier

30
16

1d
30

06
14

03
06

55
08

1d
2b

25
06

04
01

882 — 912

extKeyUsage
(‘server authentication’,
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Table E-1: The to-be-signed part of our rogue CA X.509-certificate. (cont.)

Bytes (hex) offset description

05 05 07 03 01 06 08 2b ‘client authentication’)
06 01 05 05 07 03 02

30 Oc 06 03 55 1d 13 01 | 912 — 926 | basicConstraints

01 £ff 04 02 30 00

(CA: ‘false’, path length: ‘none’)

Table E-2: The to-be-signed part of our rogue CA X.509-certificate. Available from:
http://www.win. tue.nl/hashclash/rogue-ca/dounloads/rogue_ca.cert.tbs.bin

Bytes (hex) offset description

30 82 03 9b 0-3 header

a0 03 02 01 02 4-8 version number

02 01 41 9-11 serial number (‘65°)

30 0d 06 09 2a 86 48 86 12-26 signature algorithm

£7 0d 01 01 04 05 00 (‘md5withRSA Encryption’)
30 5a 31 0b 30 09 06 03 | 27 — 118 | issuer Distinguished Name

55 04 06 13 02 55 53 31 (countryName: ‘US’,

1c 30 1a 06 03 55 04 Oa organizationName:

13 13 45 71 75 69 66 61 ‘Equifax Secure Inc.’,

78 20 53 65 63 75 72 65 commonName:

20 49 6e 63 2e 31 2d 30 ‘Equifax Secure Global eBusiness CA’)
2b 06 03 55 04 03 13 24

45 71 75 69 66 61 78 20

53 65 63 75 72 65 20 47

6c 6f 62 61 6¢c 20 65 42

75 73 69 6e 65 73 73 20

43 41 24 31

30 1e 17 0d 30 34 30 37 | 119-150 | validity

33 31 30 30 30 30 30 30 (‘31 July 2004 00:00:00 UTC"
ba 17 0d 30 34 30 39 30 —'2 September 2004 00:00:00 UTC")
32 30 30 30 30 30 30 ba

30 3c 31 3a 30 38 06 03 | 153 — 212 | subject Distinguished Name
55 04 03 13 31 44 44 35 (commonName:

20 43 6f 6¢c 6¢c 69 73 69 ‘MDb5 Collisions Inc.

6f 6e 73 20 49 6e 63 2e (http://www.phreedom.org/md5)’)
20 28 68 74 74 70 3a 2f

2f£ 77 77 77 2e 70 68 72

65 65 64 6f 6d 2e 6f 72

67 2f 6d 64 35 29

30 81 9f 30 0d 06 09 2a | 213 — 374 | subject Public Key Info

86 48 86 f7 0d 01 01 01 (‘rsaEncryption’,

05 00 03 81 84 00 30 81 1024-bit RSA modulus,



http://www.win.tue.nl/hashclash/rogue-ca/downloads/rogue_ca.cert.tbs.bin

E Rogue CA Construction

213

Table E-2:

The to-be-signed part of our rogue CA X.509-certificate. (cont.)

Bytes (hex)

offset

description

89
c9
9f
68
16
4b
6f
38
bb
ad
91
f5
ca
68
e9
99
la
00

02
2c
46
59
9a
£5
35
52
£7
44
9b
c8
20
f4
of
75
2
01

81
28
ad
di
Be
84
d5
70
Te
d2
ec
37
97
88
73
do
4f

81
dé
ad
b3
37
64
9b
81
39
b3
f4
6b
31
af
b0
44
1b

00
2a
37
03
6b
f8
15
97
£0
fa
9c
9a
42
£9
17
eb
41

ba
b0
ee
99
15
a3
1f
Be
32
48
Tc
83
73
28
4b
Te
02

a6
£8
Oe
51
e0
db
db
8f
ac
c3
el
de
15
28
13
08
03

59
ed
19
dé
Oe
41
cd4
a0
le
ce
ba
e7
91
cb
4c
6¢
01

RSA public exponent ‘65537’)

375 - 926

extensions:

a3

82

02

24

30

82

02

20

375 — 378

extensions header

30
04

0b
03

06
02

03
01

55
c6

1d

of

04

383 — 395

keyUsage

(‘digital signature’, 'nonrepudiation’,
"certificate signing’, ‘CRL signing’
‘offline CRL signing’)

30
01
ff

of
ff

06
04

03
05

55
30

1d
03

13
01

01
01

396 — 412

basicConstraints
(CA: ‘true’, path length: ‘none’)

30
16
72
56

1d
04
43
1c

06
14
08
dé

03
a7
cb
ce

55
04
Tf
eb

1d
60
08
38

Oe
1f
90
eb

04
ab
55

413 — 443

subjectKeyldentifier

30
18
74
ds
6¢

1f
30
72
fb

06
16
50
a8

03
80
6b
ff

55
14
44
b3

1d
be
b7
57

23
a8
c9
6b

04
a0
23
68

444 — 476

authorityKeyldentifier

477 - 926

netscape comment:

30
48
82

82
01
01

01
86
af

be
£8

06
42

09
01

60
0d

86
04

477 — 495

comment header

16

82

01

ab

496-499

random padding
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Table E-2: The to-be-signed part of our rogue CA X.509-certificate. (cont.)

Bytes (hex) | offset | description

33 00 00 00 27 5e 39 e0 | 500-511 | 96-bit birthday string
89 61 Of 4e

a3 cb5 45 0b 36 bb 01 d1 | 512-575 | 1st near-collision block
53 aa c3 08 8f 6f f8 4f
3e 87 87 44 11 dc 60 eO
df 92 55 f9 b8 73 1b 54
93 c5 9f dO 46 c4 60 b6
35 62 cd b9 af 1c a8 69
la c9 5b 3c 96 37 cO ed
67 ef bb fe cO 8b 9c 50

2f 29 bd 83 22 9e 8e 08 | 576639 | 2nd near-collision block
fa ac 13 70 a2 58 7f 62
62 8a 11 f7 89 f6 df b6
67 59 73 16 fb 63 16 8a
b4 91 38 ce 2e f5 b6 be
4c a4 94 49 e4 65 11 Oa
42 15 c9 cl1 30 e2 69 db5
45 7d ab 26 bb b9 61 ec

62 64 fO 39 el e7 bc 68 | 640-703 | 3rd near-collision block
d8 50 51 9e 1d 60 d3 di
a3 a7 0a £f8 03 20 al 70
01 17 91 36 4f 02 70 31
86 83 dd £f7 0f d8 07 1d
11 b3 13 04 a5 dc fO0 ae
50 bl 28 Oe 63 69 2a Oc
82 6f 8f 47 33 d4df 6¢ a2

06 92 f1 4f 45 be d9 30 | 704-926 | identical suffix:

36 a3 2b 8c d6 77 ae 35 copied from end-user certificate
63 7f 4e 4c 9a 93 48 36
d9 9f 02 03 01 00 01 a3
81 bd 30 81 ba 30 0Oe 06
03 55 1d 0f 01 01 ff 04
04 03 02 04 fO 30 1d 06
03 55 1d Oe 04 16 04 14
cd a6 83 fa ab 60 37 f7
96 37 17 29 de 41 78 f1
87 89 55 e7 30 3b 06 03
55 1d 1f 04 34 30 32 30
30 a0 2e a0 2c 86 2a 68
74 74 70 3a 2f 2f 63 72
6c 2e 67 65 6f 74 72 75
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Table E-2: The to-be-signed part of our rogue CA X.509-certificate. (cont.)

Bytes (hex)

offset

description

73
72
61
6¢
04
a0l
23
68
25
06
08
02
01

74
6¢
6¢c
30
18
T4
ds
6¢
04
01
2b
30
01

2e
73
63
1f
30
72
fb
30
16
05
06
Oc
ff

63
2f
61
06
16
50
a8
1d
30
05
01
06
04

6f
67
31
03
80
6b
ff
06
14
07
05
03
02

6d
6¢c
2e
55
14
44
b3
03
06
03
05
55
30

2f
6f
63
1d
be
b7
57
55
08
01
07
1d
00

63
62
72
23
a8
c9
6b
1d
2b
06
03




216

E ROGUE CA CONSTRUCTION

Table E-3: Rogue CA - first differential path

t Bitconditions: q¢[31]. .. q¢[0]
e 2
20 e, 1. .0.0-. .1.10.0. . 4=——-.+-
-1 ..1.1.0. .1-++..0 .010101. .+--1---
0 ..1.0.- +1++7.0 .-1++1-. ~..0+1+-
1 T +++.+.- .0-11-0. -101+0+0
2 0.+.-... .-0-11.+ .1+00-1. 0..-.-.-
3 0.1.+.0. .-01.0.- ..1.40.. +..10+0-
4 -.-.+1.. .+.1.+4.0 ..+.0+.. -..01-.+
5 +.1..0.. .+..70.0 ..-.10.. 0...+1.1
6 +.1.1+. L.o.t1.- ..-.00.. O...+-.-
7 +.+. .-, 11.1+.+ ..-.40.. 1....1.+
8 -.0.0- ..1.10.- ....0-.. 1...01.0
9 -.+.1-.. ..-..1.- .70.1+.. -...0..1
10 0.00+.10 01-00..- “+.0.-.1 -.101101
11 1.-1-010 11-011.+ +1.10-01 -101+010
12 —"+++1+- ++1+-1"+ 017-0+1- 00+—+—++
13 1-40-—4- +—+————— ——+—+++— ++—+.1--
14 10-1000+ .10+.-10 0-1.-.-. 1-+0010-
15 .11.01++ 000+1000 0-00-010 111+..00
16 F O s T S 0 R & O O I
17 ..10+.00 ...1.0.. .0..7.0. .0.7.1
18 NP O I -.- = .00 Tl mT
19 N - B O N
20 ..0++... 0..0.7 0+..0... 07...7
21 ++.7. 1..7 +1..1.7. 1....0..
22 B P - +....1..
23 .00.. e T e -.0
24 .. ~..1...0 . - ~.0....1
25 | ... P e
26 | ..., 0. ....... + o O-... ..
27 | ..., 1. - e -, -
28 | ...... T T +.....
29 | ..., O, ittt i N O IR
30 | ...... Fo e e I R
31 | ...... F e e e e e
32 | ..., 1. e i e e
33 | ..., O, i e e e
34-59 | o e e e
60 | .. e . .00..
61 | .. e P
62 | . e . Lt
63 | e e . L=
64 | ...... Foo e e -
6m11 = 7225
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Table E-4: Rogue CA - second differential path

t Bitconditions: q¢[31]. .. q¢[0]
e 2
-2 e . 1.0- 0.00... ...... +-
-1 .0..1710 0.11-1 1.01.71 ..... “0+
0 1..4--- -1-0-0 —.++.-1 L. +--
1 .+..4000 O.++++ [ e O 111
2 .0..+01+ 11+01-0 1.-.++ ..., -00
3 .~..—..—- .1+0-10. .0011.0+ .."..-
4 AT -l - L+ 0+ +.0.+. -.11.
5 ++...0- .+..1.+ +...00 1+
6 -1.0.0+ 0.1.+4. ..-...11 1.+1.
7 11...++ .1 B ot
8 B ..=.—.00 ....0-.
9 1-.1.11 ....1.0. ..-00.11 ... .++
10 1+-.01-. .11010.. 10-1+.0. 0.0-0
11 0-0.+00. 1001-10" 110--0+. .01.111"
12 —=0"0++" O0-++—-+1+ +-+1-04+0 ~0-"+1+-
13 O++—++++ +1++-1-0 +0-1--+1 —-————- +1
14 10101.-0 0-1.40-0 +011.+.- 1+.1-+01
15 .10101+1 0++10.+. 1.0-010- 1100+1-.
16 ....0011 4. 1= -0 00701 LT
17 ..1.-. .17.-.0. 0..7...7 .0..1.".
18 O...+.-+ .1....-. +...-... .0..-7
19 | ...... L I £ U
20 + ~.+0 ...0..7. 7..0+..0 ...0".
21 +.o.... o+ .7.1.. PP A P
22 .. -. - - +
23 -.0....7 .. ..., 0. ...7 ... oo
24 1.1...7 .01 ..0....7 ~.0.
25 O.+.. .0 oot s
26 | ..., O N A ..0-.
27 Tl B R R
28 | ..., L T -+.
29 | ..., O s 0..
30 | ..., B “1..
31 | ... B N
32 | ..., O e e
33 | ..., N
34-59 | o e e e
60 | . e e e 000
61 | . e e e 100
62 | e e e e —++
[ —++
64 | ........ e -
5m11=*222
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Table E-5: Rogue CA - third differential path

t ‘ Bitconditions: q¢[31]. .. q¢[0]
0 2
B 1-+... ..01.00. ........
B N I 0.. -++1.0 .010011. ........
0o | ..... 1.. -++1.1 .1--0++. .1..... 0
1 T+, —+.+.- . -0++0-. .1..... 1
2 .1, A0+ - -1l 4T -
3 .01 L1+l L4 P
4 ..0.7.0 7.1+.0.+ .1-10..+ .-0..7+
5 I S o T ¢ B 10 .+0..-10
6 +...0.- 0.-0...+ ..1....- .+..10-.
7 0 -1+ 1.+. - ... ~.1 .-..110.
8 1 -1+ +.+....0 ..0..+.1 .1..-.0.
9 | ..., -—- +.+47...0 ..0..0.+ .0..-.0.
10 10..11-- +.0+0000 .1-0.+.+ .-.1-.01
11 11..11-0 -.101111 01-17110 “+.1-1-0
12 —+.7=0+- +.—+++++ 1-—+-101 +-1-10+-
13 +0.+---- 1.11-001 ---00.+- O0-0+-+++
14 11.1+-0+ 0.+-011+ 1.-1-.1+ 0.-010.0
15 00.0+.10 ..1+0.-0 11-01.1- .01-1100
16 ..07.+ .0+1.0.- .01.0..1 ..7+.0..
17 +..7.0. .0.0.17. .17++.00 ...1.1..
18 + 07 . =T.. 4.7 -+l A
19 0- e - .
20 1-..0... 0°...7.. .7.0-... 0..0.7
21 +0..1.7. 1....0.. A-701007
22 - -....1. 1.0 o
23 e e +. .0.. ..0....
24 - ~.0....1 - ~..1...0
25 | o S -...1
26 | ..., O+ o 0. ....... -
27 | oo, L1+, S 1. - .
28 | ..., e e oo -
29 | ..., L0l 0. ...,
30 | ..., B e eiieea..
3L | e e e e
32 | e e e 1. ...,
33 | e e 0. ........
34-59 | o e e e
60 | ........ B 0
61 | ....... 1 01011... ... 0. Lo,
62 | ....... 0 .1.1+... ... oo L.,
63 | ....... o e e
64 | ........ L
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F SHA-1 disturbance vector analysis

The tables shown in this appendix are based on the disturbance vector cost function
FDC which is a modification of the cost function FDC, resented in S

. The cost function FDC,, ;, uses Algorithms @ and and E
to determme sets A; ;. The cost function FDC, ¢,  uses a sunple modlﬁcatlon of
these algorithms that works instead of sets A; ; with sets A; ; of the form:

Ai; C{(P,g(Sp)) | (P,Sp) € Aij}, where g(Sp) C Sp for all P. (F.1)

We add in both algorithms a step 3.5 between step 3 and step 4 that, for each
value of ¢ in step 3, removes all message difference vectors in the previous A; ; (thus
either (i,7) = (tp,t — 1) or (4,5) = (t+1,te)) with a too low total success probability.
Let W= {w | (w,p) € S,(P,S) € A ;} and for w € W let

Pw = Z Z p
(’P,S)EAQJ (w,/p)ES

w =w

be the total success probability of w. Let ppmax = maxy,ecyw py be the maximum of
these total success probabilities. Then after p,ax has been determined we remove from
Al ; all occurrences of message difference vectors w for which p,, < €+ pmax, where
€ € [0,1] is some chosen fraction. Next we remove all pairs of the form (P, () from
A ;. More precisely, let .Z’ denote the contents of the set A ; in these algorithms

before step 3.5, then the contentb of .A after step 3.5 is determlned as:
Ay ={ (P, Tim(87)) | (P.8p) € Ai; A Trim(Sp) # 0},
TI‘lm(gép) = {(w,p) S gflp ‘ Pw = G-pmax} .

Informally, Aj ; contains a subset of the information present in A; ; ()
thus it follows that FDCy4, ((DV;)72,) < FDC,, ((DV;)72,) for all disturbance
vectors (DV;)72,. For e = 0, it is clear that nothing will we removed in the added
procedure and thus FDC,,, . is equivalent to FDC, ;,. Moreover, the outcome of
FDC, 4, will also be the same as that of FDC,,, if € is small enough so that no
optimal message difference vectors are removed in this manner. For ¢ < 0.5 we have
not noticed a difference in outcomes so far, but we have noticed differences for values
of € that were even slightly bigger than 0.5.

The numbers presented in the following tables are the negative log, results of the
cost function FDC, o9, for u € {0,...,7}. For each disturbance vector and each
value of u, we try the values 0, 51;, }l, é for € in that order and keep the first result (and
thus lowest value for €) for which the computation succeeds within 24 hours using the
8GB of RAM available. An empty result in the following tables reflects the fact that
the computations failed for all these values for € either due a too long runtime or a
memory allocation failure.
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Table F-1: Most interesting disturbance vectors

DV 0 [ 1 [ 2 3 1 5 6 7
1(48,0) || 75.00 | 71.84 | 71.61 | 71.51 | 71.46 | 71.44 | 71.43 | 71.42
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(49,0) || 76.00 | 72.59 | 72.34 | 72.24 | 72.19 | 72.17 | 72.16 | 72.15
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I(50,0) || 75.00 | 72.02 | 71.95 | 71.93 | 71.92 | 71.92 | 71.92 | 71.92
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
11(46,0) || 76.00 | 71.85 | 71.83
e=0 e=0 e=1/2
I1(50,0) || 78.00 | 73.52 | 73.23 | 73.12 | 73.06 | 73.04 | 73.03 | 73.02
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I1(51,0) || 77.00 | 72.55 | 72.18 | 72.02 | 71.95 | 71.91 | 71.89 | 71.88
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I1(52,0) || 75.00 | 71.88 | 71.87 | 71.76 | 71.76 | 71.75 | 71.75 | 71.75
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0

The columns are the negative log, results of the cost function FDCy 20,e.
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Table F-2: Querview of disturbance vectors I(K,0)

U
DV [0 [ T [ 2347567
1(42,0) || 82.68 | 78.67 | 78.36
e=0 e=0 e=1/4
1(43,0) || 82.00 | 77.65 | 77.31
e=0 e=0 e=1/8
1(44,0) || 81.00 | 77.41 | 77.1 | 76.98 | 76.93 | 76.90 | 76.89 | 76.89
e=0 e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/8
I(45,0) || 81.00 | 76.91 | 76.66 | 76.54 | 76.49 | 76.47 | 76.46 | 76.45
e=0 e=0 e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/8
1(46,0) || 79.00 | 75.02 | 74.92 | 74.84 | 74.83 | 74.83 | 74.83 | 74.83
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=1/8
1(47,0) || 79.00 | 75.15 | 74.83 | 74.71 | 74.65 | 74.63 | 74.62 | 74.61
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(48,0) || 75.00 | 71.84 | 71.61 | 71.51 | 71.46 | 71.44 | 71.43 | 71.42
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(49,0) || 76.00 | 72.59 | 72.34 | 72.24 | 72.19 | 72.17 | 72.16 | 72.15
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I(50,0) || 75.00 | 72.02 | 71.95 | 71.93 | 71.92 | 71.92 | 71.92 | 71.92
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I(51,0) || 77.00 | 73.76 | 73.53 | 73.43 | 73.38 | 73.36 | 73.35 | 73.34
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(52,0) || 79.00 | 76.26 | 76.24 | 76.24 | 76.24 | 76.24 | 76.24 | 76.24
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(53,0) || 82.83 | 78.86 | 78.79 | 78.77 | 78.77 | 78.77 | 78.77 | 78.77
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I(54,0) || 82.83 | 79.60 | 79.38 | 79.28 | 79.23 | 79.21 | 79.19 | 79.19
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(55,0) || 81.54 | 78.67 | 78.42 | 78.32 | 78.27 | 78.25 | 78.24 | 78.23
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(56,0) || 81.54 | 79.10 | 79.03 | 79.01 | 79.01 | 79.01 | 79.01 | 79.01
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0

The columns are the negative log, results of the cost function FDCy 20,e-
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Table F-3: Overview of disturbance vectors 1(K,2)

DV [0 [ T [ 2347567
1(42,2) || 85.09 | 82.17 | 81.84 | 81.72
e=0 e=1/4 | e=1/2 | e=1/2
1(43,2) |[ 84.42 | 81.15 | 80.78
e=0 e=1/4 | e=1/2
1(44,2) || 84.42 | 81.92 | 81.57 | 81.45 | 81.40 | 81.38 | 81.37 | 81.36
e=0 e=0 e=1/4 | e=1/2 | e=1/2 | e=1/2 | e=1/2 | e=1/2
I(45,2) || 83.42 | 80.80 | 80.52 | 80.41 | 80.36 | 80.34 | 80.33 | 80.32
e=0 e=0 e=0 e=1/4 | e=1/2 | e=1/2 | e=1/2 | e=1/2
1(46,2) || 80.42 | 78.10 | 78.00 | 77.99 | 77.99 | 77.99 | 77.99 | 77.99
e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/8 | e=1/4
1(47,2) || 79.68 | 77.01 | 76.68 | 76.56 | 76.51 | 76.48 | 76.47 | 76.47
e=0 e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/8
1(48,2) || 76.68 | 74.27 | 73.99 | 73.88 | 73.83 | 73.81 | 73.80 | 73.79
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(49,2) || 77.00 | 74.30 | 74.02 | 73.92 | 73.87 | 73.85 | 73.84 | 73.83
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(50,2) || 77.00 | 74.74 | 74.63 | 74.61 | 74.61 | 74.60 | 74.60 | 74.60
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I(51,2) || 80.00 | 77.47 | 77.21 | 77.11 | 77.07 | 77.04 | 77.03 | 77.03
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(52,2) || 82.00 | 79.98 | 79.93 | 79.92 | 79.92 | 79.92 | 79.92 | 79.92
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(53,2) || 84.00 | 81.91 | 81.80 | 81.78 | 81.78 | 81.78 | 81.78 | 81.78
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I(54,2) || 84.00 | 81.37 | 81.06 | 80.95 | 80.90 | 80.87 | 80.86 | 80.85
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I(55,2) || 84.00 | 81.78 | 81.53 | 81.43 | 81.38 | 81.36 | 81.34 | 81.34
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
1(56,2) || 82.00 | 80.22 | 80.13 | 80.12 | 80.11 | 80.11 | 80.11 | 80.11
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0

The columns are the negative log, results of the cost function FDCy 20,e-
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Table F-4: Overview of disturbance vectors II(K,0)

u
DV 0 [ 1 | 2 [ 3 [ 45 [ 6 7
11(44,0) || 87.00 | 79.51
e=0 e=1/2
TI(45,0) || 83.00 | 75.45 | 74.82
e=0 e=1/8 | e=1/2
11(46,0) || 76.00 | 71.85 | 71.83
e=0 e=0 e=1/2
TI(47,0) || 81.42 | 76.23 | 75.87
e=0 e=0 e=1/2
11(48,0) || 80.00 | 76.11 | 75.89 | 75.79 | 75.74
e=0 e=0 e=0 e=1/8 | e=1/2
11(49,0) || 80.00 | 75.04 | 74.72 | 74.60 | 74.55 | 74.52 | 74.51 | 74.51
e=0 e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/2 | e=1/2
I1(50,0) || 78.00 | 73.52 | 73.23 | 73.12 | 73.06 | 73.04 | 73.03 | 73.02
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I1(51,0) || 77.00 | 72.55 | 72.18 | 72.02 | 71.95 | 71.91 | 71.89 | 71.88
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I1(52,0) || 75.00 | 71.88 | 71.87 | 71.76 | 71.76 | 71.75 | 71.75 | 71.75
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=0
I1(53,0) || 76.96 | 73.65 | 73.34 | 73.23 | 73.17 | 73.15 | 73.14 | 73.14
e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/8 | e=1/8 | e=1/8
I1(54,0) || 77.96 | 73.97 | 73.74 | 73.64 | 73.59 | 73.57 | 73.56 | 73.55
e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/8 | e=1/8 | e=1/8
I1(55,0) || 77.96 | 75.22 | 74.99 | 74.89 | 74.84 | 74.82 | 74.81 | 74.80
e=0 e=1/8 | e=1/2 | e=1/2 | e=1/2 | e=1/2 | e=1/2 | e=1/2
I1(56,0) || 76.96 | 74.48 | 74.18 | 74.07 | 74.01 | 73.99 | 73.98 | 73.97
e=0 e=1/2 | e=1/2 | e=1/2 | e=1/2 | e=1/2 | e=1/2 | e=1/2

The columns are the negative log, results of the cost function FDCy 20,e.
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Table F-5: Overview of disturbance vectors I1I(K,2)

DV [0 [ T [ 2 [ 3 [ 45 [ 6 7
TI(45,2) || 85.00 | 78.64
e=0 e=1/2
TI(46,2) || 82.00 | 77.51
e=0 e=1/2
T0(47,2) || 85.42 | 79.83
e=0 e=1/2
TI(48,2) || 83.00 | 78.81 | 78.46
e=0 e=1/2 | e=1/2
11(49,2) || 83.00 | 78.09 | 77.74
e=0 e=0 e=1/2
I1(50,2) || 81.00 | 76.51 | 76.16 | 76.03
e=0 e=0 e=1/8 | e=1/8
I1(51,2) || 82.00 | 77.74 | 77.36 | 77.20 | 77.13
e=0 e=0 e=1/8 | e=1/8 | e=1/2
I1(52,2) || 82.00 | 79.07 | 78.96 | 78.94 | 78.94 | 78.93 | 78.93 | 78.93
e=0 e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/2
I1(53,2) || 83.00 | 79.60 | 79.30 | 79.18 | 79.13 | 79.11 | 79.09 | 79.09
e=0 e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/8
I1(54,2) || 84.00 | 80.49 | 80.21 | 80.10 | 80.04 | 80.02 | 80.01 | 80.00
e=0 e=0 e=0 e=0 e=1/8 | e=1/8 | e=1/8 | e=1/8
I1(55,2) || 84.00 | 81.20 | 80.88 | 80.76 | 80.71 | 80.68 | 80.67 | 80.67
e=0 e=0 e=0 e=0 e=0 e=0 e=0 e=1/8
I1(56,2) || 85.00 | 82.69 | 82.39 | 82.27 | 82.22 | 82.20 | 82.19 | 82.18
e=0 e=1/4 | e=1/4 | e=1/4 | e=1/4 | e=1/4 | e=1/4 | e=1/4

The columns are the negative log, results of the cost function FDCy 20,e-
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