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6.1 Overview

In M we apply and improve the differential path analysis and algorithms
of for MD5 specifically. To complete the construction of near-collision
attacks, we augment the differential path construction algorithms with a collision
finding algorithm in Section 6.3. In IE]ection 6.4-}1 we present a near-collision attack
based on new message differences that leads to an identical-prefix collision attack with
estimated complexity of 2'6 MD5 compressions. We present the chosen-prefix collision
attack in With estimated complexity 239! MD5 compressions. Finally, we
introduce a variant chosen-prefix collision attack which uses only a single near-collision
block in with estimated complexity 2°3-2 MD5 compressions.

6.2 Differential path construction

First, we repeat the definition of MD5Compress. Then we introduce the concept of
bitconditions as a means to describe (partial) differential paths. In Sections , 6.2.%
and m we refine the algorithms of Sections 5.6.]J7 5.6.2 and b.6.3|, respectively, for
MD5.
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6.2.1 Definition of MD5Compress

MD5Compress uses solely 32-bit words. The input for the compression function
MD5Compress(IH Vi, B) consists of an intermediate hash value IHV;, = (a,b, ¢, d)
consisting of four words and a 512-bit message block B. The compression function
consists of 64 steps (numbered 0 to 63), split into four consecutive rounds of 16 steps
each. Each step t uses modular additions, a left rotation, and a non-linear func-
tion f, and involves an Addition_Constant AC; and a Rotation Constant RCy. These
are defined as follows (see also ):

ACy = |2%%sin(t+1)|| , 0<t<64,

(7,12,17,22) for t =0,4,8,12,

(5,9,14,20)  for ¢ = 16,20, 24, 28,
(4,11,16,23) for ¢ = 32, 36,40, 44,
(6,10,15,21) for t = 48,52, 56, 60.

(RCt, RCt.;,_l, RCt+2, R0t+3) =

The non-linear function f; depends on the round:

FX,)Y,Z2)=(XAY)®(XAZ) for 0<t <16,
GX,Y,Z)=(ZANX)D(ZANY) for16<t< 32,

XY 7)) = 6.1

Jul ) HX)Y,Z)=XoYaZ for 32 < t < 48, (6.1)
I(X,)Y,Z)=Y®(XVZ) for 48 <t < 64.

The message block B is partitioned into sixteen consecutive words mqg, m1,..., mis

(with little-endian byte ordering, see )7 and expanded to 64 words W4,
for 0 <t < 64, of 32 bits each (see also [Lable A-1)):

m, for 0 < t < 16,
W, = M(145¢) mod 16 for 16 <t < 32,
' M(543¢t) mod 16 fOr 32 <t < 48,

m(m mod 16 for 48 S t < 64.

We follow the description of the MD5 compression function from [HPRO04] because
its ‘unrolling’ of the cyclic state facilitates the analysis and because it matches the
definitions in , thus MD5Compress € Finqact- For each step ¢ the compres-
sion function algorithm maintains a working register with four state words Q¢, Q:—1,

Q:—2 and Q;_3 and calculates a new state word Q¢+1. With (Qo, Q—_1,Q_2,Q_3) =
(b,¢,d,a), for t =0,1,...,63 in succession Q1 is calculated as follows:

Fy = [i(Q¢, Qi—1, Qi—2);
Ty = Fi + Qi3+ ACy + Wy
R; = RL(Ty, RCy);

Qt+1 = Q¢ + Ry.

(6.2)
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After all steps are computed, the resulting state words are added to the intermediate
hash value and returned as output:

MD5Compress(IH Vi, B) = (a + Qs1, b+ Qea, ¢+ Qe3, d+ Qg2). (6.3)

6.2.2 Bitconditions

Since MD5Compress € Findacr, we use the differential path definition from
and the differential path construction algorithm from . The differential
path construction in Section S.a does not provide an algorithmic solution to determine
whether a differential path is valid or to determine the sets ¢; in Section 5.6. In this
section we define the concept of bitconditions as a way to describe differential paths.
We use this description of a differential path in bitconditions to deal with the two
above-mentioned issues.

Differential paths for MD5 are described using bitconditions q; = (q¢[i])3L, on
(Q:, Q}), where each bitcondition g;[i] specifies a restriction on the bits Q[i] and
Q}[i] possibly including values of other bits @Q;[i]. As we show in this section, we can
specify the values of AQ:, AF; for all ¢ using bitconditions on (Q:, @), which with
given 6W; determine 67} = 0Q¢—3+ 0F; + W, and 0R; = 0(AQy+1) —o(AQ:). Thus,
a partial dlﬂerentlal path over steps t = tp,...,t. can be seen as a (t, — t, + 5) x 32
matrix (q;)iet < ! . of bitconditions. A full dlfferentlal paths is thus a 68 x 32 matrix
(q4)82_5. As for each step t only AQ;, AQ;_1 and AQ;_o are required in a differential
step, in such a differential path q;,_3 and q+,+1 are used only to represent 6Q);, —3 and
8Q¢,+1 instead of BSDRs. In general, the four rows (q¢)Y__5 are fully determined by
the values of IHV}, and IHV,..

Table 6-1: Differential bitconditions

q¢+[¢] | condition on (Qt[z] Qili)) | ki
- Q:li] = Q7] 0
+ Qi) =0, [’L] +1
- @Qefi] =1, Qi[i] = 0 -1

Note that 6Q; = S25L, 2'k; and AQ¢ = (k;).

Bitconditions are denoted using symbols such as ‘0, ‘1) ‘+’) ‘=7 7 ... as defined
in Tables EI nd @ to facilitate the representation of a differential path. A direct
bitcondition q;[i] does not involve any other indices than ¢ and ¢, whereas an indirect
bitcondition involves one of the row indices ¢t £ 1 or ¢ & 2 as well. lists
differential bitconditions g¢[i], which are direct bitconditions that specify the value
ki = Q}[i] — Q:li]. A full row of differential bitconditions q; fixes a BSDR (k;)3L, of
0Q¢ = Z?io 2k;. lists boolean function bitconditions, which are direct or
indirect. They are used to resolve a possible ambiguity in

AF[i] = fi(Q4li], Q-1 i], Q4 _o[i]) — fe(Qeld], Qe-1li], Qe-2[i]) € {-1,0,+1}
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Table 6-2: Boolean function bitconditions

q¢ ] condition on (Q:[é], Q}[¢]) direct/indirect | direction
0 Qi) = Q4 =0 direct
1 Qi) = QL =1 direct
b Qi) = QLf] = Qe-1]] indirect backward
v Q7] = Q4[i] = Quy1]7] indirect forward
! Q+i] = QLf] = Qe-1]] indirect backward
y Q:li] = Qi = Q41]7] indirect forward
m Q+i] = QLf] = Qe—2]1] indirect backward
W Q+[i] = Q4[i] = Qi42[7] indirect forward
# Q+i] = QLf] = Qe—2]i] indirect backward
h Q:]i] = QL[i] = Q12]i] indirect forward
7 | Qilt] = QLI A (Qeli] =1V Q—2]i] =0) indirect backward
q | Q:lf] = Qi) A (Qeq2[i] =1V Qli] =0) indirect forward

that may be caused by different possible values for Q;[i], Q’[i] given differential bit-

conditions q,[i]. As an example, for t = 0 and (q.[¢], q¢— 1H qi—2[i]) = (., +,-) (ctf.
) there is an ambiguity:
if Qt[l] :QQ[’L] = 0 then AFt[’L] th(o,l,()) —ft(0,0,l) = —1,

but if Q¢[i] = Qi[i] =1 then AF[i] = f;(1,1,0) — f:(1,0,1) = +1.

To resolve this ambiguity the triple of bitconditions (.,+,~) can be replaced by (0,+,-)
or (1,+,-) for the two cases given above, respectively.

All boolean function bitconditions include the constant bitcondition Q;[i] = Q}[d],
so boolean function bitconditions do not affect §Q;. Furthermore, the indirect boolean
function bitconditions never involve bitconditions ‘+’ or ‘-’, since those bitconditions
can always be replaced by one of the direct ones ‘., ‘0’ or ‘1. For the indirect bitcon-
ditions we distinguish between ‘forward’ and ‘backward’ ones, because that makes it
easier to resolve an ambiguity in our step-wise approach. In a valid (partial) differ-
ential path one can easily convert forward bitconditions into backward bitconditions
and vice versa.

To resolve some ambiguity or simply to determine AF} for a valid partial differen-
tial path we proceed as follows. For some ¢ and 4, let (a,b,¢) = (q¢[¢], qe—1[¢], qe—2[¢])
be any triple of bitconditions such that all indirect bitconditions involve only Q:[i],
Q:—1[i] or Q¢—_2[i]. For any such triple (a,b,c) let Uyp. denote the set of tuples of
values

(z,2",y,y, 2,2") = (Quli], Qii], Qe-1[i], Q41 [i], Qu—2li], Q} 5 [i])

satisfying the bitconditions:

Uase = {(z,2",y,y,2,2") € {0,1}° satisfies bitconditions (a,b,c)} .
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The cardinality of Ugp. indicates the amount of freedom left by (a,b,c). Triples
(a,b,¢) for which Uype = 0 cannot be part of a valid differential path and are thus of
no interest. The set of all triples (a, b, ¢) as above and with Ugp. # 0 is denoted by £
which thus consists of valid triples of bitconditions that are “local” in the sense that
either they are direct or involve only one of the other two bits.

Each (a,b,¢) € £ induces a set V; qp. of possible boolean function differences

AR = fi('.y,2) = fi(z,y, 2):
V;‘/,abc = {ft($/7y/7zl) - ft($7yaz) ‘ ('T7x/7y7y/7z7zl) S Uabc} - {_1507+1}

A triple (9,¢,§) € £ with |V; 55| = 1 leaves no ambiguity in AF;[i] and is therefore
called a solution. Let S C L be the set of solutions for step t.

For arbitrary (a,b,c) € £ and for each g € V; qu¢, we define S; qpc,4 as the subset
of S; consisting of all solutions that are compatible with (a, b, ¢) and that have g as
boolean function difference:

St,ubc,g = {(07 ¢, f) S St | Ubef C Uabc A ‘/t,bcf = {g}}

For each g € V; qpc there is always a triple (0,¢,f) € St apc,g consisting of direct
bitconditions 01+~ that suffices, i.e., fixes a certain tuple in Ugp.. This implies that
St.abe,g 7 0. Despite this fact, we are specifically interested in bitconditions (9, ¢, f) €
St,abe,g that maximize |Up.j| as such bitconditions maximize the amount of freedom
in the bits of Qy, Q:—1, Q:—2 while fully determining A Fy[i].

The direct and forward (respectively backward) boolean function bitconditions
were chosen such that for all ¢, ¢ and (a,b,¢) € £ and for all g € V; 45, there exists a
triple (9, ¢,f) € St.qbc,g consisting only of direct and forward (respectively backward)
bitconditions such that

{(x7$'7y,y'72721) € Uqpe | ft(xlay/azl) - ft(xayaz) = g} = Ubef-

These boolean function bitconditions allow one to resolve an ambiguity in AF[4] in
an optimal way in the sense that they are sufficient and necessary.

If the triple (9, ¢, f) is not unique, then for simplicity we prefer direct over indirect
bitconditions and short indirect bitconditions (vy~!) over long indirect ones (whqm#?).
For given t, bitconditions (a, b, ¢), and g € V; qpc we define FC(t, abe,g) = (9,¢,f) as
the preferred triple (9,¢,f) consisting of direct and forward bitconditions. Similarly,
we define BC(t, abc, g) as the preferred triple consisting of direct and backward bit-
conditions. These functions are easily determined and should be precomputed. They
have been tabulated in |[App in Tables , , and grouped accord-
ing to the four different round functions F, G, H, I, and per table for all 27 possible
triples (a, b, ¢) of differential bitconditions.

Using this procedure we can easily determine for a partial differential path over
steps t = tp, . .., t. whether all AF[i] are unambiguously determined. When all AQ;
and AF; have been determined by bitconditions then also §T; = §Q;_3+0Fy+6W; and
OR; = 0Q¢y1 — 0Q; can be determined, which together describe the bitwise rotation
of 6T} in each step. This does, however, not imply that 6R; € dRL(6Ty, RC}) or with
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what probability a correct rotation of differences happens. We refer to
(p- [f4) for dRL(6T;, RCy) and the probabilities of each possible output difference.

To determine whether a partial differential path is valid one needs to check whether
there exist values (Q);<t! 5 and (Q})j=h! 5 satisfying the bitconditions (q;)j<}! 4
that follow the prescribed path. If for all t = ¢;,...,t. and ¢ = 0,...,31 we have that
IVi.aelil.as—1lil.a:2[s)| = 1 then those bitconditions are not contradicting and AFy[i] is

unambiguously determined. Moreover, then also any values (Q;);=}!_; and (Q})j<}!_,

satisfying the bitconditions (qt)if:tbl_:3 trivially satisfy the AQ; and AF; as given by
the differential path. In which case, the only remaining obstacle for a differential path
to be valid are the rotations.

6.2.3 Extending differential paths forward

When constructing a differential path one must first fix the message block differences
dmyg,...,0my5. They result directly in the differences 0W; for t = 0,...,63. We use
an adaptation of the algorithm from ‘ to extend a partial differential path
forward using bitconditions. Suppose we have a partial differential path consisting
of at least bitconditions q;—1 and ¢;_o and that the differences 6Q; and §Q;_3 are
known. We want to extend this partial differential path forward with step ¢ resulting
in the difference 6Q);11, bitconditions q;, and additional bitconditions q;—1, q;—2.

We assume that all indirect bitconditions in q¢—; and ¢;_o are forward and involve
only bits of Q;—1. If we already have q; as opposed to just the value §Q; (e.g., qo
resulting from given values THV;,, IHV, ) then we can skip the remaining part of this
paragraph. Otherwise, we first select bitconditions q; based on the value Q. Since
we want to construct differential paths with as few bitconditions as possible, but also
want to be able to randomize the process, any low weight BSDR (such as the NAF) of
0@Q; may be chosen, which then translates into a possible choice for g; as in .

For instance, with §Q; = 28, we may choose q;[8] =‘+', or q;[8] =‘-" and q;[9] =+
(with in either case all other q4[i] =*.”).

To determine the differences AF, = (g;)?L, we proceed as follows. For i =
0,1,2,...,31 we assume that we have valid bitconditions (a,b,¢) = (q:[¢], q:—1[7],

qi—2[¢]) where only ¢ may be indirect. If ¢ is indirect then we assume it involves Q;_1[i].
Otherwise, ¢ is direct and no further assumption is required. Therefore (a,b,c) € L.
If |Via6c| = 1, then there is no ambiguity and {g;} = Vi qpc and (8,6,3) = (a,b,c).
Otherwise, if |V; apc| > 1, then we choose g; arbitrarily from V; 45, and we resolve the
ambiguity by replacing bitconditions (a, b, ¢) by (d,b,¢) = FC(t,abc, g;). Note that
in the next step ¢+ 1 our assumptions hold again, since @, b and ¢ will be either direct
or forward indirect bitconditions. More explicitly, @ is a direct bitcondition and if b
is indirect then it involves .

Once all ¢g; and thus AF; have been determined, §7; is determined as 6F; +
0Q¢—3 + 6W;. We choose a high probability R; € dRL(dT;, RC:) and we determine
0Qi41 = 0Qs + 0 R;.
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6.2.4 Extending differential paths backward

Having dealt with the forward extension, we now consider the backward extension
of a differential path. The backward construction follows the same approach as the
forward one and is an adaptation of the algorithm in Section 5.6.2 using bitconditions.

Suppose we have a partial differential path consisting of at least bitconditions g,
and q;—; and that the differences Q41 and 6Q:_o are known. We want to extend
this partial differential path backward with step ¢ resulting in the difference 6Q;_3,
bitconditions q;_o, and additional bitconditions q¢, q;—1. We assume that all indirect
bitconditions in q; and g;—1 are backward and only involve bits of (Q;_1.

We choose a low weight BSDR (such as the NAF) of 6Q;_», which then translates
into a possible choice for q;_» as in [Table 6-1].

The differences AF; = (g;)3L, are determined by assuming for ¢ = 0,1,...,31
that we have valid bitconditions (a, b, ¢) = (q¢[¢], g:—1[i], g:—2[i]) where only a may be
indirect. If a is indirect then we assume it involves Q;—1[i]. Otherwise, a is direct and
no further assumption is required. Therefore (a,b,c) € L. If |V} q6c| = 1, then there
is no ambiguity and {g;} = V;.ape and (@,5,%) = (a,b,¢). Otherwise, if [Viqpc| > 1,
then we choose g; arbitrarily from V; 4. and we resolve the ambiguity by replacing
bitconditions (a, b, ¢) by (a,b,¢) = BC(t, abe, g;).

To rotate dR; = dQ¢r1 — 0Q¢ over 32 — RC; bits, we choose a high probability
0T; € dRL(JRy, 32 — RCY). Finally, we determine §Q;_3 = 6T; — §F; — W, to extend
our partial differential path backward with step ¢. Note that here also in the next step
t — 1 our assumptions hold again, since a, b and ¢ will be either direct or backward
indirect bitconditions. More explicitly, ¢ is a direct bitcondition and if b is indirect
then it involves <.

6.2.5 Constructing full differential paths

In this section we present an adaptation of the algorithm in to connect

a lower and upper partial differential path. The adapted algorithm in this section not
only uses bitconditions, it also operates in a bit-wise manner instead of a word-wise
manner. More precisely, instead of directly searching for compatible values AQ); and
AF; that result in a valid full differential path as in , the algorithm
presented here considers only bit position 0 in the beginning and searches for com-
patible bit values AQ;[0] and AF};[0] that could lead to a valid full differential path.
It then iteratively extends such values with higher bit positions as long as there exist
compatible values that could lead to a valid full differential path. This significantly
reduces the cost of determining whether a lower and upper partial differential path
can be connected.

Constructing a full valid differential path for MD5 can be done as follows. Assume
that for some §@Q)_3 and bitconditions q_o, q_1, qo the forward construction has been
carried out up to some step ¢t. By default, we choose ¢t = 11 such that this construction
leaves as much freedom for message modification techniques as possible. Furthermore,
assume that for some dQg4 and bitconditions qgs, ge2, ge1 the backward construction
has been carried out down to step t+5. For each combination of forward and backward
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Algorithm 6-1 Construction of U;11 from U; for MD5.

Suppose U; is given as {(0Q¢+1, 0Qir2, 0Fi11, 0F 2, 0Fits, 0Fi44)} if ¢ = 0 or if
i > 0 constructed inductively based on U;_; by means of this algorithm. For each
tuple (g1, 42, f1, f2, f3, fa) € U; do the following:

1. Let Uiyr =0 and (a, b, ¢, §) = (qerali], qessld], aefi], ge-1[i])

2. For each bitcondition 0 = qs+1[i] € { %_’}*_} i Zi E} i (1) do
3. Let ¢; =0,—1 or +1 depending on whether 0 =‘.’, ‘=’ or ‘+’, respectively

4. For each different fi € {—f1[i], +f1[i]} N Vit1,0¢5 dO
5. Let (o',¢',f') = FC(t + 1,0¢f, f1)

6. For each bitcondition ¢ = q¢12[i] € { }_’}_'_} iﬁ Zz m ; (1) do
7. Let g5 = 0, —1 or +1 depending on whether ¢ =¢.’, ‘= or ‘+’
8. For each different f5 € {— fa[i], +f2[i]} N Viyo,corer doO
9. Let (¢/,0",¢") = FC(t +2,cd'¢, f3)
10. For each different f5 € {—f3[i], +f3[é]} N Viya,peror do
11. Let (b',¢",9") = FC(t + 3,b0", f3)
12. For each different fi € {— fa[i], +fa[i]} N Vita,avr e do
13. Let (a/,b",¢"") = FC(t + 4,ab’c", f1)
14. Insert (q1 —2'q1,q2 — 2°q3, fr — 2 f1, fo — 2 f3, fs — 2 f3, fa — 2' f1)
in Uit

partial differential paths thus found, this leads to bitconditions q_2,q-1,...,q; and
qt+3; At+4, - - - » Ge3 and differences 6Q 3, 6Q¢+1, 0Q¢+2, 6Qs4.

It remains to try and glue together each of these combinations by finishing steps
t+1,t4+2,t+3,t+ 4 until a full differential path is found. First, as in the backward
extension, for i =t + 1,t + 2,t 4+ 3,t + 4 we set 6R; = 0Q;+1 — dQ;, choose a high
probability 6T; € dRL(6R;,32 — RC;), and determine §F; = 6T; — W; — 6Q;_3.

We aim to complete the differential path by finding new bitconditions q;—1, q¢, .. .,
q++4 that are compatible with the original bitconditions and that result in the required
0Qt+1, 0Qiq2, 6F 41, 0Fyyo, 0Fy 3, 6F ;4.

An efficient way to find the missing bitconditions is to first test if they exist, and
if so to backtrack to actually construct them. For ¢ = 0,1,...,32 we attempt to
construct a set U; consisting of all tuples (q1, g2, f1, f2, f3, f1) of 32-bit words with
g9 = fi = 0 mod 2¢ for j = 1,2 and k = 1,2, 3,4 such that for all £ =0,1,...,i —1
there exist compatible bitconditions q¢—1[€], q¢[], ..., q¢44[¢] that determine AQy;[¢]
and AF;;;[¢] below, and such that

i—1
0Qu; =aq;j+ 2'AQull, j=1,2

£=0 (6.4)
0Fik =+ Y 2°AF 4[], k=1,234

£=0
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From these conditions it follows that Uy must be chosen as {(§Q¢+1, 0Qti2, IFit1,
0Fita, 0Fi13, 0F4)}. Fori=1,2,...,32, we attempt to construct U; based on U; 1
using Algorithm p-1|. Because per j there are at most two g;-values and per k there are
at most two fi-values that can satisfy the above relations, we have that [/;| < 25 for
each 7, 0 <4 < 32. On the other hand, for each tuple in U; there may in principle be
many different compatible sets of bitconditions, thus providing a significant speedup
compared to Section 56%

As soon as we encounter an ¢ for which U; = @, we know that the desired bit-
conditions do not exist, and that we should try another combination of forward and
backward partial differential paths. If, however, we find 33 # @ then it must be
the case that Usy = {(0,0,0,0,0,0)}. Furthermore, in that case, every set of bitcon-
ditions that leads to this non-empty Uss gives rise to a full differential path, since
equations (6.4) hold with ¢ = 32. Thus, if Uss # ), there exists at least one valid

trail wg, uq,...,uss with u; € U;. For each valid trail, the desired new bitconditions
(qet+ald], qetald], - - ., qe—1[i]) are (a/, 8”7, ¢, 0" ¢’ §), which can be found at step 13 of
Algorithm p-1.

Note that in |Algorithm 6-1] we have that (9, ¢, ), (¢,0’.¢’) € L for the same reasons
as in Section 6.2.3. Using the same assumption as in that b is a direct
bitcondition and a is either a direct bitcondition or a backward indirect bitcondition
involving b. It follows that also (b,¢’,0"), (a,b',¢") € L.

6.2.6 Complexity

The complexity to construct valid full differential paths for MD5 depends on many
factors as is explained in . For our chosen-prefix collision construction (see
), we have heuristically found parameter choices that are sufficient for most
cases and lead to an average complexity equivalent to about 23° MD5 compression
function calls:

o number of differential paths: 10° lower differential paths and 0.5 - 106 upper
differential paths. We chose for a relatively lower number of upper differential
paths as these include more differential steps and thus require more memory to
be stored.

o differential path weight function: the weight of a partial differential path over
steps t = b,...,e is defined as the number of non-constant bitconditions in
qb—2, - - -, §e Which excludes the weight of the NAF of §Q,_3 and 6Q.11. The
output per differential step of the forward and backward construction is thus
the 10% or 0.5 - 109, respectively, partial differential paths with the lowest such
weight. This particular choice allows us to efficiently determine an upper limit
for this weight such that the desired number of differential paths can be found
for each differential step in the forward and backward construction. Having this
upper weight limit, the forward and backward construction can skip all input
differential paths and/or AF}[i] choices that lead to an extended differential
path with weight above the limit. This leads to a significant speedup.
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e BSDRs of §Q;: the set of allowed BSDRs of §Q); where i = t or i = ¢t — 2
in the forward or backward construction, respectively, is determined as the set
of all BSDRs of §Q; having weight less than or equal to w. The limit w is
initially chosen as w(NAF(5Q);)) + 1 to allow at least some variability. Then w
is repeatedly increased by 1 while both w < 14 and

[{BSDR X | 0(X) =6Q; Aw(X) <w+1}| < 16.

o message modification freedom: the message modification techniques shown in

Eection 6.3.1] depend on bitconditions. The maximum possible combined tunnel
strength can be determined after each step of the forward and connect construc-
tion and every (partial) differential path that falls below a certain threshold can
be skipped.

6.3 Collision finding

Collision finding is the process of finding an actual message block pair B, B’ that
satisfies a given d B and a differential path based on a given IHVi,, IHV}.

6.3.1 Tunnels

To speed up to search of collision blocks we make extensive use of so-called tun-
nels [K1i06]. A tunnel allows one to make small changes in a certain first round @, in
specific bits of Q; that are determined by the full differential path q_3,q_2,...,qe4
under consideration, while causing changes in the second round only after some step [
that depends on the tunnel. However, each tunnel implies that additional first-round
bitconditions have to be taken into account in the differential path, while leaving
freedom of choice for some of the bits in @); that may be changed. A tunnel’s strength
is the number of independent bits that can be changed in this first round @;. Thus, a
tunnel of strength k allows us to generate 2* different message blocks that all satisfy
the differential path up to and including step [ in the second round.

The tunnels used in our collision finding algorithm are shown in Table @ For
example, the first tunnel (7;) allows changes in bits of Q4, in such a way that if Q4[b]
is changed for some bit position b with 0 < b < 32, this causes extra bitconditions
Q5[] = 1 and Qg[b] = 1, which have to be incorporated in the differential path.
Furthermore, because tunnel 7; affects after the first round only ()21 through Qg4
we have that [ = 20, and 77 can be used to change message blocks ms, my, ms, and
my. To determine the strength of a tunnel one first needs to incorporate the tunnel’s
extra bitconditions in the full differential path, and then count the remaining amount
of freedom in the first round @; that is changed by the tunnel.

The most effective tunnel is 7g. As indicated in the table, it affects after the
first round only Qss,...,Qss. Over these rounds, Wang et al’s original differential
paths have 20 bitconditions whereas the chosen-prefix collision differential paths that
we manage to construct have approximately 27 bitconditions. It follows that, given
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Table 6-3: Collision finding tunnels for MDJ.

lTunnel‘Change‘ Affected ‘ Extra bitconditions™ ‘
T Qulb ma..ms, mr, Q21..Qe4 Qs[b] =1,Q6[b] =1
To | Qsb ma, ms, m7, ms, Q21..Qs4 Qs[b] =0
'T3 Q14[b] m13..m15,m5,Qg,mg..m5,Q21..Q64 Q15[b] = Qm[b],Qg[b] freef
Ta Qolb] mg..mio, Mz, Q22..Qea Quo[b] =1,Qui[b] =1
Ts | Quo[b] My, M1o, M12,M13, Q22..Q64 Qu[b] =0
Te Qs[b] | m7..mg, Qi2, mi2..m15, Q23..Qes |Q1o0[b] = 1, RR(Q12,22)[b] free*
T | Qa[b] ms, ma, m7, Q24..Qs4 Qs[b] =0,Q6[b] =1
Ts Qo [b] ms, Mg, M12, Q25..Q64 Q10[b] =0,Qu:1[b] =1

* The extra bitconditions refer only to Q[b] and not to Q}[b], thus Qs[b] = 0 is met by both qg[b] =0’
and qg[b] =+

1 Bitcondition q3[b] =‘.’ and no other indirect bitconditions may involve Q3[b]. Set Q3[b] = Q14[b]
to avoid carries in Q3.
1 Bitcondition qi2[b — 22 mod 32] =‘.” and no other indirect bitconditions may involve Qi2[b —

22 mod 32]. Set Q12[b — 22 mod 32] = Qsb] to avoid carries in Q12.

enough tunnel strength, especially for 77 and 7Tg, collision finding can be done effi-
ciently.

6.3.2 Algorithm

The conditions on the differential path imposed by Algorithm @ can easily be met
because forward and backward bitconditions in the differential path are interchange-
able. Steps 10 through 15 of Algorithm @ are its most computationally intensive
part, in particular for the toughest differential paths in a chosen-prefix collision, so
they should be optimized. Greater tunnel strength significantly reduces the expected
time spent there, because all tunnels are used in steps 16 through 26. This implies
that there are significantly more chances at success in step 32 per successful step 15.

Note that in, computation of m; and @; is performed at ¢ = ¢ and
t =1 — 1, respectively. Furthermore, we assume that the rotations in the first round

have probability very close to 1 to be correct, and therefore do not verify them. This
is further explained in Section .

6.3.3 Rotation bitconditions

As mentioned below Algorithm @, it is assumed there that all rotations in the first
round are correct with probability very close to 1. In Algorithm (-2, Q1, ..., Q16 are
chosen in a non-sequential order and also changed at various steps in the algorithm.
Ensuring correct rotations in the first round would be cumbersome and it would hardly
avoid wasting time in a state where one or more rotations in the first round would
fail due to the various tunnels. However, if we use additional bitconditions g;[i] we
can (almost) ensure correct rotations in the first round, thereby (almost) eliminating
both the effort to verify rotations and the wasted computing time. This is explained
below.
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Algorithm 6-2 Collision finding algorithm.

Given a full differential path q_s, ...

and the set 71,...,7Ts of tunnels from Table (-3, perform the following steps:

1.

S ok W

© © N

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

Determine for all tunnels for which bits b the extra bitconditions as shown in Table E
can be met. For each possible case, apply compatible bitconditions to enforce the
extra bitconditions and change the bitconditions q¢[b] of the changed or affected Q:[b]

in the first round from ‘.’ to ‘0’

Perform the steps below until a collision block has been found.
Select Q1,Q2,Q13, ..., Q16 such that q1,q2,q13, ..., 16 hold.
Compute m1, Q17.

If q17 holds and the rotation for ¢ = 16 is successful, then proceed.

Store the set Z of all pairs (Q1,Q2) meeting qi, q2 that do not change m; and

bits of @2 involved in gs.
For all Qs, ..., Q7 meeting qs, ..., q7 do:
Compute msg, Q1s.
If g1 holds and the rotation for t = 17 is successful, then proceed.
For all @s, ..., Q12 meeting gs, ..., qi2 do:
Compute mi1, Q19.
If q19 holds and the rotation for ¢t = 18 is successful, then proceed.
For all (Q1,Q2) in Z do:
Compute mo, Q20.
If g20 holds and the rotation for ¢ = 19 is successful, then proceed.
For all values of the bits of tunnels 71, 72, T3 do:
Set the bits to those values and compute ms, Q21.
If g21 holds and the rotation for ¢ = 20 is successful, then proceed.
For all values of the bits of tunnels Ty, 75 do:
Set the bits to those values and compute mio, Q22.
If g22 holds and the rotation for ¢ = 21 is successful, then proceed.
For all values of the bits of tunnel 7g do:
Set the bits to those values and compute mis, Q23.
If q23 holds and the rotation for ¢ = 22 is successful, then proceed.
For all values of the bits of tunnel 77 do:

Set the bits to those values and compute ma4, Q24.

If g24 holds and the rotation for ¢ = 23 is successful, then proceed.

For all values of the bits of tunnel 7g do:

Set the bits to those values and compute mg, Q2s.

If q25 holds and the rotation for ¢ = 24 is successful, then proceed.

Compute mo, ..., m1s5, Q26, ..., Qs and Q1, ..., Qba4.

If 6Q; = Q, — Q: agrees with q; for ¢t = 61,62, 63, 64, return B, B’.

, gea consisting of only direct and backward bitconditions
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Using notation as in the proof of , given 07T; and JR; it is easy to
determine which partition («, 8) satisfies RL((a, 8), RCy) = §R;. The probability
that this correct rotation holds is not necessarily p(, 5y because it may be assumed
that bitconditions q; and q;41 hold and these directly affect R; = Q11 — @ and thus
T; = RR(R:, RC};). Hence, using bitconditions q; and ¢;y; we can try and increase
the probability of a correct rotation in step ¢ to (almost) 1 in the following way.

The other three partitions (of the four listed in ) correspond to the
incorrect rotations. Those partitions are of the form

-~

(@, B) = (a0 — X227 R B4+ X287 FC 4 AR, 2%%), Xo, Arc, € {—1,0,+1}
where either Ao # 0 or Arc, # 0. They result in incorrect (5§t of the form
§R, = RL((@,B), RCy) = 6Ry + Xo2° + Apc, 25"

They are caused by a carry when adding §7; to T; that does or does not propagate:
from bit position 32 — RC; — 1 to 32 — RC; for Ag # 0 and from bit position 31 to
32 for Agc, # 0. Since we chose the partition (a, 8) with highest probability, this
usually means that we have to prevent instead of ensure those propagations in order
to decrease the probability that Ao # 0 or Agc, # 0.

To almost guarantee proper rotations in each step of Algorithm @, additional
bitconditions can be determined by hand. Adding bitconditions on @, Q41 around
bit positions 31 — RCy + i and lower helps preventing A; # 0. This can be automated
using a limited brute-force search, separately handling the cases A\g # 0 and Arc, # 0.

Let i € {0, RC:}. Given bitconditions q¢, g1, we estimate Pr[\; # 0|q¢, qet1]
by sampling a small set of @t, @t+1 satisfying q¢, q¢+1, and determining the fraction
where \; = NAF(6R;, — 6R;)[i] # 0 using

ft = RR(@tJrl—@uRCt)%
§R, = RL(T, + 6T, RC;) — RL(T}, RC)).

Using this approach, we estimate the probability that A; = 0 by selecting a small
search bound B and exhaustively trying all combinations of additional bitconditions
on Qt[b], Q¢41[b] for b = 31 — RCy + i — B,...,31 — RCy + i. Finally, if there are
any bitconditions (q},q},,) for which Pr[A; # 0[q}, q},,] is negligible, we select the
pair (q;,q;, ;) that leads to the smallest number of additional bitconditions and for
which Pr[Ag = Arc, = 0[q¢—1,9;] and Pr[A\g = Agc, = 0|q}4 1, qe+2] do not decrease
significantly for step t — 1 and ¢ + 1, respectively.

6.4 Identical-prefix collision attack

We first present a new collision attack for MD5 with complexity of approximately 216

MD5 compressions improving upon the 220-°6 MD5 compressions required in [XLF0§].
Our starting point is the partial differential path for MD5 given in Table with
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success probability approximately 2_14'5.E It is based on message differences dmo =
28, 6my = Imay = 23! and dmq; = 2'° which is very similar to those used by Wang
et al. in [WYO05] for the first collision attack against MD5. This partial differential
path can be used for a near-collision attack with complexity of approximately 248
MD5 compressions. This complexity estimate is based on the partial differential path
success probability and the influence of additional bitconditions prior step 28, tunnels
and the early-stop technique as in . An example full differential path
based on this_partial differential path, but with alternate steps 60-63, is given in
(p. @) This example full differential path has very few bitconditions on
@18, - -.,Q24 so that most of the time is spent around tunnel 7g (in this case with
strength 13) which alters QJ25. From step 24 onwards, the average number of steps
computed per value of Tg is approximately 3. The complexity over steps 24-63 is thus
the average complexity over steps 24-64 expressed as compression function calls (3/64)
divided by the success probability over steps 24-63 (2714 . 274 = 27185) Jeading to
(3/64) - 27185 = 2141 Together with previous steps this leads to a near-collision
complexity equivalent to approximately 2'4® compression function calls.

This leads in the usual fashion to an identical-prefix collision attack for MD5 that
requires approximately 2'6 MD5 compressions, since one has to do it twice: first to
add differences to 6/HV and then to eliminate them again. It should be noted that
usually bitconditions are required on the IHV and IHV' between the two collision
blocks which imply an extra factor in complexity. In the present case, however, we
can construct a large set of differential paths for the second near-collision block that
cover all THV and THV’ values that are likely to occur, thereby avoiding the extra
complexity at the cost of precomputations.

6.5 Chosen-prefix collision attack

This section is dedicated to the removal of the identical prefix condition to attain
MD5 chosen-prefix collisions. We show how any pair of IHV values can be made to
collide under MD5 by appending properly chosen collision blocks. More precisely, we
show how, for any two chosen message prefixes P and P’, suffixes S and S’ can be
constructed such that the concatenated values P|S and P’|S’ form a chosen-prefix
collision for MD5.

Given two arbitrarily chosen messages P and P’, to construct a chosen-prefix
collision, we first apply padding to the shorter of the two, if any, to make their lengths
equal. This ensures that the Merkle-Damgard strengthening — which is applied after
the last bits of the message and involves the message’s bitlength — is identical for
the two messages resulting from this construction. We apply additional padding such
that both resulting messages are a specific number of bits (such as 64 or 96) short of
a whole number of blocks. In principle this can be avoided, but it leads to an efficient
method that allows relatively easy presentation. All these requirements can easily be
met, also in applications with stringent formatting restrictions.

19. As steps 29-33 hold with probability 1, steps 34-63 hold with probability 2—14-5.
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Table 6-4: Partial differential path for fast near-collision attack.

t 5Q: | 6F, [oWi]] 6T, | 6R. |RC:|
26 —28
27 0
28 0
29 0 0 28 0 0 9
30 — 33 0 0 JoJ o 0o | -]
34 0 0 215 215 231 16
35 23T 23T 1951 0 0 23
36 251 0 0 0 0 4
37 251 251 231 0 0 11
38 — 46 ] 2% 22 T o] o 0o [ -]
47 231 251 28 28 231 23
48 0 0 0 0 0 6
49 0 0 0 0 0 10
50 0 0 231 0 0 15
51— 59 0 0 Jo] o 0 | |
60 0 0 231 231 —2° 6
61 —2° 0 21 21 2% 10
62 —25 4+ 2% 0 28 28 2% 15
63 —2° +2% 4 2% 227 0 [[2°-2¥[2" 2" 21
64 95 1275 {973 [ 92 _ oM
Partial differential path for t = 29, ...,63 using message differences dma = 28, dmy = dmig = 231,

dm11 = 2'5. The probability that it is satisfied is approximately 2~ 14-5. It leads to a identical-prefix
collision attack of approximated complexity 216 MD5 compressions.

Given this message pair, we modify a suggestion by Xiaoyun Wang (private com-
munication) by finding a pair of k-bit values that, when appended to the last in-
complete message blocks, results in a specific form of difference vector between the
IHVvalues after application of the MD5 compression function to the extended mes-
sage pair. Finding the k-bit appendages can be done using a birthday search proce-
dure.

The specific form of difference vector between the IHVvalues that is aimed for
during the birthday search is such that the difference pattern can be removed us-
ing a to-be defined family of differential paths. Removing the difference pattern is
done by further appending to the messages a sequence of near-collision blocks. Each
pair of near-collision blocks targets a specific subpattern of the remaining differences.
For each such subpattern we construct a new differential path, as described in de-
tail in , and subsequently use the differential path to construct a pair of
near-collision blocks. Appending those blocks to the two messages results in a new
difference vector between the new IH Vvalues from which the targeted subpattern has
been eliminated compared to the previous difference vector between the IHVvalues.
The construction continues as long as differences exist.
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How the various steps involved in this construction are carried out and how their
parameters are tuned depends on what needs to be optimized. Extensive birthday
searching can be used to create difference patterns that require a small number of
pairs of near-collision blocks. When combined with a properly chosen large family
of differential paths, a single pair of near-collision blocks suffices to complete the
collision right away. One can trade-off between the size s of the family of differential
paths and the birthday search cost: 2648/ \/ﬁ MD5 compressions. However, it may
make the actual near-collision block construction quite challenging, which leads to
the intuitively expected result that finding very short chosen-prefix collision-causing
appendages is relatively costly. On the other side of the spectrum, fast birthday
searching combined with a smaller family of differential paths leads to the need for
many successive pairs of near-collision blocks, each of which can quickly be found: if
one is willing to accept long chosen-prefix collision-causing appendages, the overall
construction can be done quite fast. Between the two extremes almost everything
can be varied: number of near-collision blocks, their construction time given the
differential path, time to find the full differential path, birthday search time, birthday
search space requirements, etc., leading to a very wide variety of ‘optimal’ choices
depending on what needs to be optimized.

Eliminating the birthday search entirely may be possible. However, this is not
interesting, since it requires additional more-complex differential paths and needs on
average even more near-collision blocks. In comparison, the lowest birthday search
cost of 2329 MD5 compressions will not be a significant portion of the total chosen-
prefix complexity.

6.5.1 Construction details

As shown in , a chosen-prefix collision for MD5 is a pair of messages M
and M’ that consist of arbitrarily chosen prefixes P and P’ (not necessarily of the
same length), together with constructed suffixes S and S’, such that M = PJ|S,
M’ = P'||S’, and MD5(M) = MD5(M’). The suffixes consist of three parts: padding
bit strings S;, S}, followed by ‘birthday’ bit strings Sy, S both of bit length 64 + k,
where 0 < k < 32 is a parameter, followed by bit strings S, S, each consisting of a
sequence of near-collision blocks. The padding bit strings are chosen such that the
bit lengths of P||.S; and P’||.S] are both equal to 512n — 64 — k for a positive integer n.
The birthday bit strings Sy, S| are determined in such a way that application of
the MD5 compression function to P||S,||S, and P'[|S]||S] results in IHV,, and IHV,,,
respectively, for which dIHV,, has a certain desirable property that is explained below.

The idea is to eliminate the difference dIHV,, in r consecutive steps, for some 7,
by writing Sc = Sc1[[Sc2ll--- [Scr and Sg = S¢ 1[[Seoll - - - IS¢, for 7 pairs of near-
collision blocks (S ;,S; ;) for 1 < j < r. For each pair of near-collision blocks
(Se,js Se ;) we need to construct a differential path such that the difference vector
0IHV,; has lower weight than 0IHV,;_1, until after r pairs we have reached
SIHV,, ., = (0,0,0,0).
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Figure 8: Chosen-prefiz collision sketch

Fix some j and let S. ; consist of 32-bit words m;, for 0 < ¢ < 16. We fix fifteen
of the dm; as 0 and allow only dmq; to be £2P~10mod 32 with as yet unspecified p
with 0 < p < 32. This was suggested by Xiaoyun Wang because with this type of
message difference the number of bitconditions over the final two and a half rounds
can be kept low, which turns out to be helpful while constructing collisions. For steps
t = 34 up_to t = 61 the differential path is fully determined by dm;; as illustrated
in Table . The greater variability for the steps not specified in Table does
not need to be fixed at this point. In the last two steps there is a greater degree of
freedom specified by the integer w > 0 that determines which and how many IHV
differences can be eliminated per pair of near-collision blocks. A larger w allows more
eliminations by means of additional differential paths. The latter have, however, a
smaller chance to be satisfied because they depend on more (and thus less likely)
carry propagations in AQg2 and AQg3. This effect contributes to the complexity of
finding the near-collision blocks satisfying the differential paths. Varying w therefore
leads to a trade-off between fewer near-collision blocks and increased complexity to
find them.

This entire construction of the pair of near-collision blocks (S, ;, S ;) is done in
a fully automated way based on the choice of w_and the values of IH Vitj—1 and
IHV! as specified. It follows from equation @ (p. @) and the rows for ¢ > 61

n+j—
in Table that a differential path with dm; = £2P~10 m0d 32 would add a tuple

’

ZI: O, 2p + Z S>\2p+21+)\ mod 32’ 2177 2p
A=0

to 6IH V41, with notation as in Table @ This is set forth in more detail below.
A sequence of such tuples is too restrictive to eliminate arbitrary dIHV,,: although
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Table 6-5: Family of partial differential paths using dmq, = £2P~10 med 32

7 5Q; OF]  ow, | of, _ [oRRCH]
31 :':2;0710 mod 32
32 0
33 0
34 0 0 [f2p— 10 mod32 0 0 | 16
[35 — 60]] 0 (o[ o | o [of-]|
61 0 0 :t2p—10 mod 32 :t2p—10 mod 32 +9r] 10
62 +2P 0 0 0 0|15
63 +2P 0 0 0 0|21
64 +2P
+ ZI,\U,:O 55 2P+21+X mod 32

Here s0,...,8,4 € {—1,0,+1} and w’ = min(w, 31 — p) for a fixed w > 0. Interesting values for the
parameter w are between 2 and 5.

differences in the b component can be handled using a number of near-collision block
pairs, only identical differences can be removed from the ¢ and d components and the
a-component differences are not affected at all. We therefore make sure that 6IHV,,
has the desirable property, as referred to above, that it can be eliminated using these
tuples. This is done in the birthday search step where birthday bit strings Sy, and S},
are determined such that 6IHV,, = (0,0b, dc, dc) for some db and dc. A 0IHV,, of this
form corresponds to a collision (a,c—d) = (a’, ¢’ —d') between IHV,, = (a,b, ¢, d) and
IHV,) = (d/,¥,c,d’). With a search space of only 64 bits, such a collision can easily
be found. Since the number of near-collision block pairs and the effort required to
find them depends in part on the number of bit differences between db and dc, it may
pay off to lower that number at the cost of extending the birthday search space. For
instance, for any k£ with 0 < k& < 32, a collision

(a,¢—d,c—bmod 2¥) = (d/,¢ — d',¢ — b mod 2%)
with a (64 + k)-bit search space results in d¢ — 6b = 0 mod 2% and thus, on average,
just (32 — k)/3 bit differences between db and dc. Determining such Sy, and S can

be expected to require on the order of |/25264+F = V232 (#/2) calls to the MD5

compression function. More on the birthday search in Section .

Let §IHV,, be of the form (0, 6b, éc, dc), dc = >, k;2" and 6b—dc = >, 1;2", where
(k;)2L, and (1;)31, are NAFs. If dc # 0, let i be such that k; # 0. Using a differential
path from Table with dmq = —k; 20710 mod 32 e can eliminate the difference k;2°
in dc and dd and simultaneously change 6b by

i+214w’ mod 32

K2+ Y 2

A=i4+21 mod 32

where w’ = min(w,31 — i). Here one needs to be careful that each non-zero [ is
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Algorithm 6-3 Construction of pairs of near-collision blocks.

Given n-block P||S:||Sp and P’||S;||St,, the corresponding resulting IHV,, and IHV,,, and a
value for w, a pair of bit strings S., S. is constructed consisting of sequences of near-collision
blocks such that M = P||S;||Sb||Sc and M’ = P’||S;||Sp||Se satisfy MD5(M) = MD5(M’).
This is done by performing in succession steps 1, 2 and 3 below.

1.
2.

3.

Let 5 = 0 and let S. and S. be two bit strings of length zero.

Let 6IHV,,+; = (0,6b, 8¢, 6c). If §¢ = 0 then proceed to step 3. Let (k;)iL, = NAF(éc)
and (1;)3L, = NAF(8b—6c). Choose any 4 for which k; # 0 and let w’ = min(w, 31 —1).
Perform steps (a) through (f):

(a) Increase j by 1.
(b) Let 6Sc,; = (0mo,dma,...,dm1s) with dmi1 = — k207 10mod 32 51 g dmy = 0 for
0<t<16 and t # 11.

(c) Given 6IHV,qj—1 = IHVTZH,l —IHV,4j_1 and §S.,;, construct a few differential
paths based on Table @ with

_ i+21+w’ mod 32 ‘
0Qs1 =0, 6Qos = —ki2" — Z 152%, 0Qe3 = 6Qe2 = —ki2".

A=i+21 mod 32

(d) Find message blocks S.,; and S;. ; = Sc j+0Sc ; that satisfy one of the constructed
differential paths. If proper message blocks cannot be found, back up to step (c)
to find more differential paths.

(e) Compute IHV,; = MD5Compress(/H Vy4j-1, Sc,j),
IHV,; = MD5Compress(IHV, ,;_1,Se ;), and append Sc; and S; ; to Sc and
S., respectively.
(f) Repeat step 2
Let 6IHV,,+; = (0,8b,0,0). If 66 = 0 then terminate. Let (1;)?X, = NAF(6b). Choose i
such that I; # 0 and i—21 mod 32 is minimal and let w’ = min(w, 31— (i—21 mod 32)).

Perform steps (a) through (e) as above with dmi1 = 2i=31 med 32 55 opposed to s
— ;20710 med 32 4y step (b) and in steps (c) and (d) with

0Qe1 = 0
i+w’ mod 32

i—21 mod 32 2 : A

6@64 = 2 — ZAQ 3
A=i

i—21 mod 32
0Qes = 2 ;

i—21 mod 32
5Qsz = 2 ,

Perform steps (a) through (e) again with §mq; = —2¢7 31 med 32

in step (b) and
Q61 =0, 8Qs1 = 6Qe3 = Qg2 = _gi—21 mod 32

in steps (c¢) and (d). Repeat step 3.
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eliminated only once in the case when multiple i-values allow the elimination of [y.
Doing this for all k; that are non-zero in the NAF of dc results in a difference vector
(0, 8b,0, 0) where 8b may be different from 6b, and where the welght w(NAF(éb)) may
be smaller or larger than w(NAF(8b)). More precisely, 6b = Z)\ ealn2”, where
ex = 0 if there exist indices 4 and j with 0 < j < min(w, 31 — %) such that k; = +1
and A =21 41 +j mod 32 and ey = 1 otherwise.

The bits in 6b can be eliminated as follows. Let (l )3y = NAF(6b) and let j be
such that lj = 41 and j — 21 mod 32 is minimal. Then the difference ZJ+w 1;2°

with w’ = min(w, 31 — (j — 21 mod 32)) can be eliminated from &b using dmy; =
27=31mod 32 " which introduces a new difference 27721 m°d 32 iy §p, ¢ and dd. This
latter difference is eliminated using dmyy = —2/731 m°d 32 which then leads to a
new difference vector (0,db,0,0) with w(NAF(6b)) < w(NAF(6b)). The process is
repeated until all differences have been eliminated.

Algorithm @ summarizes the construction of pairs of near-collision blocks set
forth above.

6.5.2 Birthday search

A birthday search on a search space V' is generally performed as in [vOW99] by
iterating a properly chosen deterministic function f : V' — V and by assuming that the
points of V' thus visited form a ‘random walk’, also called a trail. After approximately
\/7|V|/2 iterations one may expect to have encountered a collision, i.e., different
points z and y such that f(z) = f(y). Because the entire trail can in practice
not be stored and to take advantage of parallelism, different pseudo-random walks
are generated, of which only the startpoints, lengths, and endpoints are kept. The
endpoints are ‘distinguished points’, points with an easily recognizable bitpattern
depending on |V, available storage and other characteristics. The average length of
a walk is inversely proportional to the fraction of distinguished points in V. Because
intersecting walks share their endpoints, they can easily be detected. The collision
point can then be recomputed given the startpoints and lengths of the two colliding
walks. The expected cost (i.e., number of evaluations of f) to generate the walks
is denoted by Ci, and the expected cost of the recomputation to determine collision
points is denoted by Ceop.

In our case the search space V and iteration functlon f depend on an integer
parameter k € {0,1,2,...,32} as explained in Section The birthday collision
that we try to find, however, needs to satisfy several addltlonal conditions that cannot
be captured by V', f, or k: the prefixes associated with x and y in a birthday collision
f(x) = f(y) must be different, and the required number of pairs of near-collision
blocks may be at most r when allowing differential paths with parameter w. The
probability that a collision satisfies all requirements depends not only on the choice
of r and w, but also on the value for k, and is denoted by p, 1., As a consequence,
on average 1/p, i, birthday collisions have to be found.

More precisely, for k € {0,...,32} let B and B’ be the last 512 — 64 — k bits of
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P||S, and P’||S], respectively. Then we define V' and f as follows:

V= Z232 X Z232 X ZQk,
f(z,y,2) = (a,c¢ — d,c — bmod 2¥) where
(0, b, ¢, d) MD5Compress(IHV,,—1, B||z|ly||z)  if  mod 2 = 0;
a’ ) c? =
MD5Compress(IHV, _,, B'||z|ly||z) if z mod 2 = 1.
It should be noted that any function with inputs x, y and z that outputs either 0
or 1 can be used instead of x mod 2 above. To obtain the highest probability that a

birthday collision involves both M and M’, such a function should be balanced, that
is the pre-image spaces of 0 and 1 should have the same size: |f~1(0)] = |f~1(1)].

Table 6-6: FExpected birthday search costs for k = 0.

k=0 w=20 w=1 w=2 w=3
T P [Ctr[ M p lCtrl M P lctrl M p ‘Ctrl M
16 || 5.9 |35.27| 1IMB || 1.75]33.2| 1MB || 1.01|32.83| 1MB 1. [32.83] 1IMB
15 || 7.2 |35.92| 1IMB || 2.39(33.52| 1MB || 1.06 |32.86] 1MB 1. [32.83] 1IMB
14 || 8.71(36.68] 1IMB || 3.37(34.01| 1MB || 1.27(32.96/ 1MB || 1.04 |32.84| 1MB
13 {|10.45|37.55| 1IMB || 4.7334.69| 1MB || 1.78 |33.22| 1MB || 1.2 |32.93| 1MB
12 [|12.45(38.55| 1IMB || 6.53(35.59| 1MB || 2.78 |33.71| 1MB || 1.66 |33.16| 1MB
11 {|14.72(39.68| 2MB || 8.77(36.71| 1MB |/ 4.34|34.5| 1MB || 2.61 |33.63| 1MB
10 [|17.28]40.97| 11MB {|11.47|38.06| 1MB || 6.54 | 35.6 | 1MB || 4.18 |34.42| 1MB
9 1(20.16]42.4 | 79MB |{14.62(39.64| 2MB || 9.38 [37.02| 1MB || 6.46 |35.56] 1MB

8 1|23.39(44.02|732MB||18.21|41.43| 21MB ||12.88|38.76| 1MB || 9.52 |37.09| 1MB
7 |26.82(45.73| 8GB || 22.2|43.43|323MB||17.0240.83| 9MB || 13.4 |39.02| 1MB
6 | 31.2|47.92(161GB|26.73|45.69| 8GB ||21.78|43.22241MB||18.14| 41.4 | 20MB
5 35. 149.83| 3TB || 31.2 [47.92/161GB|(27.13|45.89| 10GB ||23.74| 44.2 |938MB
4 34. 149.33| 2TB (|30.19]47.42| 81GB

The columns p, Cty and M denote the values of —logy (pr,k,w), l0ogs(Ctr(r, k, w)) and the minimum
required memory M such that Ceoy(r, k, w, M) < Cir(r, k, w), respectively. See Appendix E for more
extensive tables. The values for p, r ., were estimated based on Algorithm .

Assuming that M bytes of memory are available and that a single trail requires 28
bytes of storage (namely 96 bits for the start- and endpoint each, and 32 for the
length), this leads to the following expressions for the birthday search costs:

- |V| 2.5-28 - Ciy(r, kyw)
Ctr(r7 k’ w) 2. Prkw ’ CCOH(T’ k’ . M) Prkaw M ’
where |V| = 2641k and the factor of 2.5 is explained in Chapter 3 of [yOW99].

For M = 70/p, k. as given in the last column of Table @ and in the more
extensive tables in Appendix [D|, the two costs are equal, and the overall expected
birthday search costs becomes 2C4, (r, k, w). However, if the cost at run time of finding
the trails exceeds the expected cost by a factor of A, then the cost to determine the
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resulting birthday collisions can be expected to increase by a factor A2. Hence, in
practice it is advisable to choose M considerably larger. For ¢ < 1, using M =
70/ (prkw - €) bytes of memory results in Ceon =~ € - Cy, and the expected overall
birthday search cost is about (1 + €) - Cy (7, k, w) MD5 compressions.

6.5.3 Complexity analysis

The overall complexity of the chosen-prefix collision attack depends on the parameters
used for the birthday search and the construction of pairs of near-collision blocks. This
involves various trade-offs and is described in this section.

The birthday search complexity depends on the parameter w (defining the family
of differential paths), the upper bound on the number r of pairs of near-collision
blocks, the size 204t* of the search space, and the amount of available memory M.
For various choices of r, k and w we have tabulated the heuristically determined
expected birthday search complexities and memory requirements in Appendix [D (in
practice it is advisable to use a small factor more memory than required to achieve
that Ceon is significantly smaller than Ci,). Given r, w and M, the optimal value for
k and the resulting birthday search complexity can thus easily be looked up. When
there is no restriction on the value to be used for r, one can balance the birthday
search complexity and the complexity of constructing r pairs of near-collision blocks.

Each pair of near-collision blocks requires construction of a set of full differential
paths followed by the actual construction of the pair of near-collision blocks. The
complexity of the former construction depends on several parameter choices, such
as the size of the sets of lower and upper differential paths, and the restraints used
when selecting BSDRs for a 6Q);. Naturally, a higher overall quality of the resulting
complete differential paths, i.e., a low number of overall bitconditions and a high
total tunnel strength, generally results when more effort is put into the construction.
For practical purposes we have found parameters sufficient for almost all cases (as
applicable to the chosen-prefix collision attack) that have an average total complexity
equivalent to roughly 23° MD5 compressions (see )

The complexity of the collision finding, i.e., the construction of a pair of near-
collision blocks, depends on the parameter w, the total tunnel strength and the num-
ber of bitconditions in the last 2.5 rounds. For small w = 0, 1,2 and paths based on
Table , the construction requires on average roughly the equivalent of 234 MD5
compressions. Combined with the construction of the differential paths, this leads to
the rough overall estimate of about 236 MD5 compressions to find a single pair of
near-collision blocks for a chosen-prefix collision attack.

With w = 2 and optimizing for overall complexity this leads to the optimal pa-
rameter choices r = 9 and k = 0. For these choices, the birthday search cost is about
237 MD5 compressions and constructing the r» = 9 pairs of near-collision blocks costs
about 2388 MD5 compressions. The overall complexity is thus estimated at roughly
2391 MD5 compressions, which takes about 35 hours on a single PC-core. For these
parameter choices the memory requirements for the birthday search are very low, even
negligible compared to the several hundreds of MBs required for the construction of
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the differential paths.

With more specific demands, such as a small number r of near-collision blocks
possibly in combination with a relatively low M, the overall complexity increases. As
an example, in our rogue CA construction at most r = 3 near-collision blocks were
allowed. Using M = 5TB this results in an overall complexity of about 249 MD5
compressions.

Implementations of our differential path construction algorithms for MD5, our
collision finding algorithm and the birthday search B4 are published as part of project
HashClash [HC]. Furthermore, we have also published a graphical user interface that
allows one to automatically perform a chosen-prefix collision attack and tweak many
of the parameter choices we have discussed in .

6.5.4 Single-block chosen-prefix collision

Using the same approach as in the proof of , it is even possible to construct
a chosen-prefix collision using only a single pair of near-collision blocks. Together with

84 birthday bits, the chosen-prefix collision-causing appendages are only 84 + 512 =
596 bits long.Ed This approach is based on an even richer family of differential paths
that allows elimination using a single pair of near-collision blocks of a set of dIHV's.
The set of 0IHVs is small enough so that finding the near-collision blocks is still
feasible, but large enough that such a §IHV can be found efficiently by a birthday
search. Instead of using the family of differential paths based on dmq; = £2¢, we use
the fastest known collision attack for MD5 of and vary the last few steps
to find a large family of differential paths.

By properly tuning the birthday search, the same partial differential path of
Eion 6.4 leads to the construction of a single near-collision block chosen-prefix collision
for MD5. By varying the last steps of the differential path and by allowing the colli-
sion finding complexity to grow by a factor of about 226, we have identified a set S
of about 2233 different SIHV = (da, db, éc, 6d) of the form da = —2°, §d = —2° 4 225,
dc = —2° mod 2?Y that can be eliminated. Such 6IHV's can be found using an 84-bit
birthday search with step function f : {0,1}%* — {0,1}8* of the form

fla) = ¢(MD5Compress(IHV, Bl|z) + 5@) for 7(z) =0

¢(MD5Compress(IHV', B'||x)) for 7(z) =1,
where STHV is of the required form, 7 : z — {0,1} is a balanced selector function
and ¢(a, b, c,d) + al|d||(c mod 22°). There are 2128784 = 244 possible JIHV values of
this form, of which only about 223-3 are in the allowed set S. It follows that a birthday
collision f(x) = f(2') has probability p = 223:3 /(244 . 2) = 27217 t0 be useful, where
the additional factor 2 stems from the fact that different prefixes are required, i.e.,

7(x) # 7(2).

20. Supports both the CELL and CUDA architecture
21. The shortest collision attack for MD5 is the 512-bit single-block identical prefix collision attack
presented in [XF10].
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A useful birthday collision can be expected after /m284/(2p) ~ 2532 MD5 com-
pressions, requires 400MB of storage and takes about three days on 215 PS3s. The
average complexity of finding the actual near-collision blocks is bounded by about
214-8+26 — 9408 \[D5 compressions and negligible compared to the birthday complex-
ity. Thus the overall complexity is approximately 2°32 MD5 compressions.

In Table two 128-byte messages are given both consisting of a 52-byte chosen
prefix[KGO0T] and a 76-byte single-block chosen-prefix collision suffix and with colliding
MD5 hash value:

d320b6433d8ebc1ac65711705721c2el 6.

The differential path that is actually followed between these two messages is given in
iable 6-§.

Table 6-7: Example single-block chosen-prefiz collision.

Message 1
4f 64 65 64 20 47 6f 6¢c 64 72 65 69 63 68 Oa 4f
64 65 64 20 47 6f 6¢c 64 72 65 69 63 68 Oa 4f 64
65 64 20 47 6f 6¢c 64 72 65 69 63 68 0Oa 4f 64 65
64 20 47 6f d8 05 0d 00 19 bb 93 18 92 4c aa 96
dc e3 5¢c b8 35 b3 49 el 44 €9 8c 50 c2 2c f4 61
24 4a 40 64 bf l1la fa ec cb 82 0d 42 8a d3 8d 6b
ec 89 ab ad 51 e2 90 63 dd 79 bl 6¢ f6 7c 12 97
86 47 f5 af 12 3d e3 ac f8 44 08 5c d0 25 b9 56

Message 2
4e 65 61 6¢ 20 4b 6f 62 6¢ 69 74 7a Oa 4e 65 61
6c 20 4b 6f 62 6¢c 69 74 Ta Oa 4e 65 61 6¢ 20 4b
6f 62 6¢c 69 74 7a Oa 4e 65 61 6¢c 20 4b 6f 62 6¢
69 74 7a Oa 75 b8 Oe 00 35 £3 d2 c9 09 af 1b ad
dc e3 5¢c b8 35 b3 49 el 44 e8 8c 50 c2 2c f4 61
24 4a 40 e4 bf la fa ec cb 82 0d 42 8a d3 8d 6b
ec 89 ab ad 51 e2 90 63 dd 79 bl 6¢ f6 fc 11 97
86 47 f5 af 12 3d e3 ac 8 44 08 dc d0 25 b9 56
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Table 6-8: Single-block chosen-prefiz collision - differential path

Bitconditions: q¢[31]. .. q¢[0]
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= 87 7(S'H’LH = 215, 6m4 = 6m14 =2

Continued at p. .
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Table 6-9: Single-block chosen-prefiz: collision - differential path (cont.)

l t ‘ Bitconditions: q¢[31]...q:[0] ‘

20-32 | i e e e
33 L e e e
34 [
35 ettt teeeeeee teeerees caeaaaas
36 e e et e
37 F o e e e
38 o e e e
39 e e e e
40 F o e e e
41 ettt teeeeeee teeerees caeaaaas
42 PN
43 oo e e e e
44 o e e e e e
45 o e e e e
46 e e e e
47 o e e e e e
48 L e e e
49 [

BO-D8 | v e e e e
59 | e e e ..0.. ...
60 | ...... [ 01 101.....
61 101101.0 .1...... ....... 0 10-.....
62 0.01.1+. .1...... ...... i & 2 U
63 +————- P e e 7?7 O-+.....
64 +. -+ .-t - - e
5m2 = 28, ,5m11 = 215, 5m4 = 5m14 = 231

Note: steps 60-63 follows the differential path as found for the example collision in .
These steps are not optimal and show only one of the allowed possibilities.



