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PART Ill — Comparison & Analysis

Part IlI

Comparison & Analysis

In all four countries, we have seen that severaty/defore the devastating attacks in
New York and Washington in 2001, special countemtesm legislation was adopted
in response to concrete terrorist attacks. We ls@em that many of these laws were
subjected to either domestic or European judi@alew, and that some of them were
subsequently declared as incompatible, be it withaBonal constitutional text (or,
respectively, for the UK: the Human Rights Act 1898r with the ECHR. The
conclusions of the previous sections bring us cltseur research question, i.e. in how
far the legislators of today take into consideratibuman rights when drafting
legislation in response to a concrete terroristckttand in turn what might be expected
in the future.

To this end, it will be first established in whialay legislators are influenced by both
real and potential terrorist attacks. Do they adbfférent laws in reaction to a terrorist
incident? How do these laws differ from laws addpiedependent of a 'shocking’
event? Thus the impact of terrorist events on sylesa legislation will be analysed.
Second, an attempt will be made to give a moreajlabsessment on the observance of
human rights in counter terror legislation. Witlstin mind, general characteristics of
the legislation will be identified. Subsequentlyn analysis of how anti-terror
legislation has developed in the course of timel Wollow. Both commonalities
between the four countries and national differenveiidbe examined. This will help us
to identify possible, common or diverging, futurevdlopments. Further, the national
and European case-law concerning anti-terror lavasteir compatibility with human
rights will be analysed and compared. Based onethesults, it will be possible to
present in the conclusion an assessment of howod&y's legislators observe human
rights when faced with terrorism, and how legislatcan be expected to develop in the
future.
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PART Ill — Comparison & Analysis

1. Relationship between a Terrorist Attack and
Subsequent Legislation

All countries found it necessary to adopt speaagidlation in response to a terrorist
attack committed on their territoyWhile not every single anti-terror law was adopted
in reaction to a specific terrorist incidénthe vast majority of anti-terrorist laws can be
seen to have been done so. Some of these lawssaddra particular problem revealed
by the attack but many were of a more general nature, globatigaecing police
powers and restricting individual rights and freexd

As to the relationship between the gravity of #edrist attack and the intensity
of the interference of the subsequently adopted waili human rights, there is no
identifiable proportionality. We could maybe spealk 'proportionality’ between the
levels of public alert caused by a specific tesbiincident and the subsequent
legislative reaction to it (although the level aflglic alert is difficult to measure). If
there is an outcry in society after a terrorist, éagislators tend to react very quickly
with laws which considerably limit basic human figh In this context, it should be
noted that the alarm is caused not so much bygdlentensity of the act, but rather by
the media coverage it receives, which, of coursalirectly linked with the society's
perceptions, but which is also influenced increglgirby political decision§. This
becomes obvious when considering that in Germanpglthe kidnapping of Schleyer,
the gravity of this terrorist act was by no meaomparable to what happened at the
same time in Northern Ireland, but the legislatreaction — the adoption of a law
allowing for the incommunicado detention of a se$speth no contact to the defence
council during thirty days or more — reflects tlevdl of alarm present in German
society during that time.

Having noted that many laws were adopted in readboa certain terrorist attack (ad
hoc legislation), it is conspicuous that the gepfbieal link between a terrorist attack
and the national legislative response is incredgiremote. Before September™ tthe
attack had to be linked to the respective natian, $ince September $1acts also
committed on another country's territory lead toiamal legislative changes. This is
because the target group of international termisimuch wider than the target group
of "classical" terrorists used to beSlobalisation, world-wide mobility, international

! E.g. see above, Part Il, 1.2.1.1., 1.2.1.12.,61.8JK), 2.2.6.5. 2.3.7. (Spain), 3.2.1.4., 3.2.1.6
(Germany), 4.2.2.,4.2.4., 4.2.8. (France).

% Cf., e.g. the Terrorism Act 2000 in the UK.

% E.g. airport security, or, in Spain, tkale borrokaand subsequent amendment on juvenile criminal law
* E.g. see above, Part I, 1.3.3., 1.3.4, 1.3.7.)(UK3.1. — 2.3.4. (Spain); 3.3.1.6., 3.3.1.7. éesgly
note 622), 3.3.3.1., 3.3.3.2,, 3.4.7. (Germany3;41., 4.3.2.3., 4.3.3.3., 4.4.1. (France).

® E.g. the abduction of Hans-Martin Schleyer in Gamgn responded to with théontaktsperregesetpr

the London Bombings 2005, responded to by the T@620

®tis, in fact, the reception by the media thakesthe terrorist incidents so powerful. "Terrorisnmot
simply what terrorists do, but the effect (the peibf, the alarm) they create by their actions.hkles
(1978).

" To give an example: the RAF presented no dang&ntgland, they were not interested in changing
English politics and therefore, their acts did leatd to any legislative changes in England. Howether
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connectivity through telephone, television, andeesgly the world-wide web, brought
about cross-border delinquency as well as intesnaticriminal prosecution.

Part 2 has also shown that the action-reaction-pktyeen terrorist actors and state
actors can end in a vicious circle, in which oneotgst act is answered by repression,
the repression responded to by an even more vidénrist act, which in turn is
followed by more repressive measures, and soTdre only way to avoid such a spiral
of violence is to refrain from overreactions ontbsides. Obviously, it is hard to argue
that governments must restrain themselves, whéstotists do not. However, if
governments start to use the very same or simiithaas as the terrorists themselves,
they pose a much higher danger to the populatian the comparatively small group
of non-state terrorists. | am not implying that tft@/ernments of the United Kingdom,
Spain, Germany and France combated terrorism witlorist methods. However, the
methods they used were not always legal (e.g. sagre tapping without any legal
basis, or the paramilitary activities of the GAL 8pain), and in some cases their
proportionality may be seriously questioned (erg.shoot-to-kill case3,or in the
Rasterfahndund’ as applied after September™ih Germany). The illegality and the
excessiveness of these methods served to fuel gropuypport for the terrorists' cause.

2. Characteristics of Anti-Terror Laws
2.1. General characteristics

2.1.1.Human rights implications

There are some general characteristics identifi@oh®ngst most, if not all of the
examined legislation:
First, many anti-terror laws necessarily entdihatation of fundamental human rights.
The following rights turned out to be at a spedsi to be limited:

* right to liberty of movement (extended police cast@nd detention on

remand)**
« inviolability of the home (house searches, buggipgrations)?
« right to privacy (telephone tapping ett?);

London bombings in 2005 also influenced the Frdegfslator to change the (national) law, as it segm
likely that a similar attack could also be comndtta French soil.

8 E.g. for France: see the dismanteling of the Ghalatwork (above, Part II, 4.3.3.2.); for Germathe
abduction of Schleyer, the subsequent Act blocldigcontact of terrorist prisoners, followed by the
highjacking of the airplane Landshut by Palestirtemorists to press the RAF prisoners and otheses, f
see above, Part Il, 3.3.1.6.

° See above, Part II, 1.3.10.

9 See above, Part Il, 3.4.3.

1 UK: e.g. indefinite detention of foreigners, deten without trial, exclusion orders; Spain:
Incommunicado detention; Germankontaktsperre France:Garde a vue solitary confinement and
extended detention.

12 |n all four countries: house searches, buggingatjmns; in France especially night searches, lay.
96-1235 of 30 Dec. 1996.

13 All countries have multiple examples where privigyurther restrained, from telephone tapping over
data storing and sharing, to grid search etc.
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+ freedom of association (e.g. banning of certaineissions)!*

+ freedom of conscience (e.g. incitement to terroyjSm

e prohibition of discrimination / equality before tHaw (e.g. special
treatment of foreigners.

Moreover, the followingbasic procedural human rights have been limited in anti-
terror laws:

+ Right to defencé’

« right to ordinary judgée®

« right to legal remedy?

+ equality of arms?

« right to remain silence and not to incriminate @ties

» contradictory hearings, i.e. that witnesses arecheacourt so that both

the prosecution and the defence can put questitheto (in Germany

14 UK: proscribed organisations, Spain: prohibitioh political parties; Germany: Change of law on
associations in 2002, thereby allowing prohibitadmeligious associations.

15 UK: glorification of terrorism, Racial and Religis Hatred Act; Spairapologiaor glorification of
terrorism as introduced by Decree 3/1979, on Sscafithe Citizen, Germany: abolition of the soledl
religious privilege.

16 UK: ATCSA 2001 part IV, regulating indefinite deteon of foreign terrorist suspects; Spain:
discrimination of Basque prisoners; Germany: moteusions of privacy of aliens in Security Package
II; France: the laws extending a special regimeriphinal procedure to offences against state sgcwas
proposed in the law of 1986, was rejected by thesGtional Council for being contrary to the
principle of equality. Moreover, problematic witespect to equality before the law is the possjbitit
gain sentence reductions or remissions for helpivey authorities gentiti laws), a possibility that is
possible in all four countries under certain circtamces.

" UK: no access to defence lawyer during first 48reoof detention after arrest, even during police
interrogations; Spain: reduced defence rights urnideommunicado regime; Germany: exclusion of
defence; control of contact with defence lawyer {88a, 138b, 148(2), 14&tPQ); France: Law 93-2
of 4 January 1993 providing that terrorist suspéttsolice custody could not see their defence sy
during the prolonged custody — this provision wasind unconstitutional by the FrencBonsell
Constitutionnel

'8 France:Cour de sireté de I'étgthe English diplock courts and the Spanéshdiencia nacionals
considered conform to this right).

19 Spain: Political parties that are prohibited havelegal remedy against the prohibition; Germar: §
100a and 100b StPO, as introduced by the Eavespihrgp@ct 1968, did not provide any legal remedy
against the decision of wiretapping; France: indase of solitary confinement, the prisoner hadigiat

to challenge the decision on prolonging solitarywfo®ement (see casRamirez-Sanchebefore the
ECtHR loc. cit.).

20 Spain: Art. 174 bis (b) of Organic Law 2/1981 of#y on the Protection of the Spanish Constitution
and Terrorist Matters of 1981, which allowed to igshra collaborator with a higher punishment thamn th
main perpetrator of the actGermany: First Act for the Reform of the Crimirtocedure of 1974
(extension of powers of the prosecution to the iohetnt of the rights of the accused), leniency
programme of 1994;France Law of 9 March 2004, whedhanced powers of the prosecution to the
detriment of the defence.

2L All countries have provisions allowing sentenceluations or even exclusions of sentences for
criminals who collaborate with justice; by thesewsions, charged people are pushed to declarastgai
themselves as it seems the only way to profit feosentence reduction. Moreover, the use of undercov
agents to combat terrorism as used e.g. in Gerrgaey against the principle not to incriminate otiese
if people give self-incriminating information inahbelief that the undercover agent is their friemd
associate. Further, in the UK, negative infererfom® silence are admitted. In Spain, the sometifoes
more than ten days lasting incommunicado detergeverely increased the pressure on the prisoner to
incriminate himself (and was therefore declaredf Buperseded 72 hours, as unconstitutional by the
Constitutional Court in its judgment no. 199/1987.6 December 1987).
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known as principle of immediacy Unmittelbarkeif in common law
known as the rule against hears&y).

With this enumeration, | only aim to remind thederof the relevance that counter-
terror legislation has for human rights. | amt arguing that the bulk of the anti-terror
legislation examined in this studyolatesthese rights, but rather most of the examined
laws restrict them, and the question whether these restrictioagustified or not is
another one. Admittedly, the limitation of the righmentioned above was in many
cases necessary and justified. Most human rigbts@irgranted in absolute terms; they
can and must be restricted if the restriction istified. Sometimes a limitation is
necessary because they conflict with another hungdm (e.g. the right to life of the
potential victims of terrorists). It is generallgc@pted that human rights can be limited
for the purpose of fighting terrorism. As long dse tlimitations are clear and
proportional, and the state authorities apply #we the way it is meant to be applied,
this does not cause any problems, from a humarstigbint of view. But alas, anti-
terror laws in particular are far from being clelsind only the very wide and general
definition of terrorism provided by the British Ferism Act 2000*> Moreover, it must
not be forgotten that even limitations of humarhtsghave their limits. If these limits
are surpassed, the limitation is no longer justifi@ some cases it is even euphemistic
to speak of a "limitation" of human rights, sinde tconcerned right is limited to an
extent that makes it practically nonexistehin some cases, the limitations were
excessive to a degree that was difficult to juséifyen by the increased level of threat
posed by terrorism. A prime example of such legjmtais Part IV of the ATCSA 2001
allowing indefinite detention of foreign terrorstispects, which was rightfully quashed
by the House of Lords in 2005. Similarly, tkentaktsperreunder German law in its
version of 1977 clearly undermined the fundamental right to areciffe defence.
Also, the measures adopted in Spain by Decree 2&/{@definite prolongation of
police custody, house searches without any judetidhorisation etc.) can hardly be
regarded as justified, and were indeed declareshesnstitutional by the Constitutional
Court in 1982. Similarly, the prolonged detentiom @mand (up to more than four

2 |n France, this principle was violated as witnesaere not heard in court in trials connected ® th
Chalabi network in the 1990s.

*% Above, Part 11, 1.3.14.

4 In the case of the UK, this is reflectéuater alia, in the fact that the UK deemed it necessary toemaak
declaration under Article 15 ECHR and thereby adidvitself to suspend certain rights, e.g. the rtght
liberty (Article 5 ECHR), in certain situations é&above, Part 11, 1.2.1.2.). Moreover, the righsitence

is practically undermined if, as happened in Namhieeland and later also in mainland UK, negative
inferences can explicitly be drawn from the silent¢he accused (see above, Part I, 1.3.3. and1)3

In Spain incommunicado prisoners are totally deggtifrom their right to inform a family member or
another person of their choice about the fact tivey have been detained and the place of the dmtent
(see above, Part I, 2.2.5.2.). In Germany thetrighfree access to a defence lawyer was completely
undermined in the case of prisoners held incomnadicat least until 1985 (see above, Part I, 32.1
Further, the shooting of a hijacked airplane, agppsed by the Air Security Act in Germany in 2005
ignored entirely the right to life of the unluckagsengers of such a plane (see above, Part 16.)3.4.
France's several condemnations by the ECtHR foessiee detention on remand substantiate the
presumption that the right to be brought beforaa twithin a reasonable period of time" is mohau

just restricted (see above, Part Il, 4.3.6.).

% |In 1985 the situation was improved since a conperson was appointed to the incommunicado
detainee, ensuring the observance of his or helafimental rights.
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years in one case), as applied in France in sevas®<® cannot be considered as
justified and was consequently repeatedly condentyetthe ECtHR. In consideration
of these cases it is very important to criticallyegtion the compatibility of counter-
terror laws (including their application in pra&)ovith human rights. In order to avoid
repetition, | will not elaborate again in detaietbases in which the Strasbourg court or
a national court or council considered that humghts or constitutional safeguards
were not duly respected. These cases were discussled respective sections of Part
II. The quantity of cases that could be collectedwever, clearly indicates that
legislators often do not fully respect human rigiMsen adopting legislation against
terrorism. The risk that a law violates human rigist increased if the law is adopted
quickly after a terrorist action.

Besides the established relatively strong risk #maitterror legislation breaches human
rights, there is also an enhanced risk that lesstédn than necessary is given to
general criminal law principles.?” In particular, the following principles proved to
often be ignored:

« the principle of legal clarity and certairfi/as enshrined in the principle
of legality;

« prohibition of analogy of criminal law$?

» the principle that only the more favourable law mbg applied
retroactively®

« the presumption of innocence (e.g. by reversingtirden of proofj*

« principles of minimal interventiorutima ratio) and proportionality?

%6 Debboub alias Husseini Ali v Francaéudgment of 9 November 1999 (application no. 379Bg/see
above, Part I, 4.4.7.

%" The principles of criminal law are thoroughly dissed by Ashworth (2006).

8 This principle is jeopardised in all countries)cs already the very notion of ‘terrorism’ or 'tmist' is
not further defined. For Spain, see also Art. 1&4(b) of the Organic Law 2/1981 of 4 May on the
Protection of the Spanish Constitution and Tertadatters of 1981, criminalising 'any other act of
collaboration'. See also Art. 5P, which criminalisesany other criméthat has the same conditions
and the same goals as expressed under Art. 571 EiP’Germany, see § 12%GBcriminalising the
membership to a terrorist organisation without miefjy such an organisation. The compliance with the
requirements of legal certainty was also doubtedhin case of the French Law no. 86-1020 of 9
September 1986. For France, see (Art. 421-2H): the Pparticipation in any group formed or
association established with a view to the pregaratmarked by one or more material actions, of afiy
the acts of terrorism provided for under the presarticles’.

%9 |In the Spanish Criminal Code of 1944, Art. 260minialised the commission of 'other similar acts'
(otros hechos analogps

%0 For Spain, see above, Part II, 2.3.1. and 2.3.3.

%1 For France, see Art. 421-2¢P, introduced by Law no. 2003-239 of 18 March 2008jclv provides
punishment for up to seven years imprisonment fersgns unable to account for resources
corresponding to one's lifestyle when habituallgliose contact with a person or persons who engage
one or more of the activities provided for by de&421-1 to 421-2-Xsee above, Part ll, s. 4.4.3.). For
the UK, see e.g. s. 57 (3) of the Terrorism Act@®00

%2 For the UK, cf. Part Il, 1.4.6. See also abovert Pia 2.4.5. (Spain); 3.3.3.1. 3.4.2. and 3.4.3.
(Germany); 4.4.4. (France).
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These principles have been developed in all ofet@mined countriéd to promote
trust in the criminal justice system and ensure dédainty and stability of the law.
They are of utmost importance for the proper fuorghg of criminal justice. The first
three of these principles (the principle of legaitainty, the prohibition of analogy, and
the principle of non-retroactivity of unfavourabteiminal laws) are crucial as they
guarantee that citizens know what they are and nateallowed to do, and the
consequences if they break the law. If these plesiare violated, people are no
longer able to foresee what penal consequences dloBons may entail, and this
insecurity will generate a general fear and mistinsthe law and law enforcing
agencies. The presumption of innocence is the prdgns we have against wrongful
convictions. The general acceptance of this priecgmows that our society has made
the choice that it rather accepts to free ten &dffi@enders than to wrongly convict one
innocent persori’ The reason for this assessment is the immenseteffeminal law
has on the concerned person. No other branch oftas so far as to decide upon the
fate of a person, by expulsing him from society rimany years. As a result of these
severe consequences of criminal law, its applioati@an only be justified if we are as
certain as possible that the person who will sutfifiese consequences is the one who
actually broke the law. In conclusion, the moreesevhe penal consequences are, the
more attention must be given to the principle afdcence® For the same reason the
principle of minimal intervention and proportiortglimust be rigorously obeyed.
Otherwise the role of criminal law as the last ngeahintervention will be perverted.
Excessive criminal measures can cause dissatsfiadtiustration and aggression in
society. These reactions are counterproductivey thdy encourage further criminal
behaviour and diminish confidence in law enforcemmsrdies. The steady departure
from these principles is destabilising the crimijuatice system, which will eventually
lead to its destruction. It is to be feared that ldgitimate use of force by the state will
be replaced by arbitrary uncontrolled abuse of peywehich, in its worst form, may
turn into state terrot®

2.1.2.0ther characteristics

The limitation of human rights is concurrent witietextension of the powers of the
police, prosecution, and, increasingly, the sem®etvices’ Sometimes even the
military is granted special powet$.As a consequence, the balance between
prosecution and defence is shifted more towardsegaudion, to the detriment of the

% For the UK, see e.g. Ashworth (2006); for Spaig e.g. Quintero Olivares and Morales Prats (2007)
at 45 et seqq and 124 et seq, for Germany see [B/éigther (2004) before § 1; for France, see e.g.
Guinchard and Buisson (2008), 259 et seq.

% On the ten to one — rule with respect to the prgsion of innocence, see in particular: Sliedregt
(2009)

% The same view is defended by van Sliedregt (208182, in the context of illegal detentions of war
criminals.

% See also, critically, Albrecht (2003).

37 See above, Part Il (for the UK, e.g. 1.3.3, 1.84:Spain, e.g. 2.3.2; for Germany, e.g. 3.4.8d for
France, e.g. 4.4.1.

% E.g. in Northern Ireland, or in France during phen vigipirate
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defence and thus jeopardising the equality of armaddition, many measures are no
longer subject to judicial control, which increasies risk of abuse of powét.

It can be further observed that anti-terror lawemfhave a rathesymboliccharacter,
used by the government to show the alarmed pulbdit they are acting and that they
are ‘doing something’ against the thréht.

With regards to the legislative process, we haviedhdohat laws were often adopted
rather speedily, in the direct aftermath of a testoattack. Especially those laws
adopted in a very short time stand out as the drasbnian one$' In this context, it is
remarkable that some of the adopted anti-tderas were apparently already prepared
in advance, before the terrorist attacks actuallgktplace. They are too long and
complicated to have been drafted in only a few wé&Kt seems that they were
promoted immediately after the attacks, not egrbecause at an earlier point of time,
they most likely would not have found parliamenteopsent'

Another general tendency of anti-terror laws ig thany of them initially only apply to
terrorism, but subsequently are extended to othes sf delinquency? Thereby, other
branches of law are "infiltrated" by the specialicter-terrorist law. This tendency is
enforced by a rather extensive than restrictiverpretation of the law by police during
pre-trial investigatior®

% E.g. for France: the Law no. 81-82 of 2 Februa881l which allowed abbreviated criminal
proceedings without intervention of the investigaidge (above, Part II, 4.3.2.1.); for Spain: under
Decree 21/1978 police custody could be prolongddfinitely under the presumption of the juddgait
approval, had he not reacted within seventy-twor&ida the police's request for prolongation (above,
Part Il, 2.3.2.); see also the incommunicado da&terdepriving the prisoner of his right to talk lis
lawyer in privacy (above, Part 1, 2.3.5.2.) and therman version of incommunicado detention (above,
3.3.1.6.).

“00n this, see also Albrecht (2002), 650 et seq.

“l See, e.g., the Criminal Justice (Terrorism andspivacy) Act 1998 and the ATCSA 2001 in the UK,
the Kontaktsperregesetz and the two 'Security ggekan Germany, the Spanish Organic Law 2/1981 of
4 May on the Protection of the Spanish Constituamd Terrorist Matters, and the French Law No.
2001-1062 of 15 November 2001.

2 This concerns, e.g., the German Security Packagéich brought about substantive changes in many
different areas of law, and was adopted in less th@ months. The same is true for the lengthy ARCS
2001 (UK), which had been drafted in little morariitwo months.

43 See Bigos and Camus (2006), at 52.

4 UK: e.g. the trials without jury, which appliediginally only to terrorist cases (Diplock courtsjere
recently extended, under part VIl (ss. 43 et seqfithe CJA 2003, to complicated fraud cases or in
situations of jury tampering; for Spain, e.g. thecBee 21/1978 extended the jurisdiction of the
Audiencia Nacionahlso to other crimes; for Germany, e.g. the lexyeprogramme was extended to
organised crime in 1994, for France, cf. e.g. AB-2-2 CPP, concerning the police power to search
moving or parked vehicles, which first requiredeardrist suspicion, and was extended in 2003 teroth
investigations than terrorism, such as theft oréoeiving of stolen goods.

%> This is because police is responsible for maiimgipublic order, and protecting society from crime
As a consequence, if there is the slightest indinathat a certain person could be a terrorist, a
reasonable police man will suspect this personetmte and apply the respective laws that require a
terrorist suspicion. He has to always depart from ‘tvorst case scenario’, because he will not viant
bear the responsibility of having facilitated trmmenission of a terrorist act for being too candid.
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Furthermore, terrorism laws tend égpandrather than to diminish, and this expansion
is not necessarily correlated with the actual tht®hegislators are quick in adopting a
law, but very reluctant when it comes to its alatt This has been evidenced by the
multiple "temporary provisions" Acts in the UK whiavere continuously re-enacted.
Even less flexible is continental law in this respe the bulk of anti-terror legislation
adopted in Germany, France and Spain rarely profodesunset-clauses. Even if a
sunset clause exists (like in the German Secuetk&ge I, or in the French Law of 15
November 2001), it is often later abolisHéd.

In addition, we note that terrorism is often usedagoretext, for the adoption of other
measures actually unrelated or only remotely rdldte terrorism. E.g. the German
regulations concerning passports and identity cariisduced by the second Security
Package mainly affect illegal immigration rathearhterrorism. Similarly, the French
laws adopted in the aftermath of Septembét ade so-called security laws, but also
concern a number of other areas which have litth@t nothing to do with terrorism.

When looking at the concrete measures adopted bydifierent countries, it is
conspicuous that several measures were appliethanntajority, if not all of the
examined countries (although the regulation inijeda well as the application of the
law in practice, do differ in each place). Thesmown anti-terror measures are:

» specific rules for detention on remand (extensidntre duration,
terrorism as a specific ground for detentf8n) detention without
charge®

« prolonged police custodyy;

+ incommunicado detentidh/ solitary confinement?

e covert investigation methods such as telephone ingppbugging
operations, video surveillance, the use of privatermers and under-
cover agents®

6 UK: most laws of provisional character were comtinsly reinforced (the quasi-permanent character
of the temporary Acts in the UK was thoroughly dissed by Donohue (2000); Germany: special anti-
terror laws not abolished after terrorism had séapygor France, see the extension of DNA storagé (A
22 of Law of 15 Nov. 2001 and Art. 31 of Law of W&arch 2003; see above, Part 11, 4.3.2.).

“"In the German case, this was done in 2007 by Awn@ementing the Act for the Fight against
Terrorism; in France, Art. 22 of the Law of 15 Navger 2001 limited temporarily Arts. 22-30 of thevla

to 31 December 2003. Art. 31 of the Law of 18 Ma2€l03 extended this provision as follows: now only
Arts. 24, 25, and 26 were temporarily limited, aindany case their validity was extended to 31
December 2005 (see above, Part I, 4.4.1.). HowemeBpain the sunset clause of the Organic Law
9/1984 of 26 December 1984 was kept, in 1987 time@med provisions lost their effect (see above, Pa
I, 2.3.5.2.).

“8 E.g. see above, Part I, 2.3.5.2., and also 2(&ain); 3.3.1.5. (Germany); 4.3.2.3., 4.3.3.23,313,,
and 4.4.7. (France).

49 See above, Part I, 1.3.4., 1.3.5., 1.3.7. (UK).

* See above, Part Il, 1.3.5. (UK); 2.3.2., 2.3.43,22. (Spain); 4.3.1., 4.3.2.1., 4.3.2.3., 4.4F4ance).
Criminological research has shown that prolonge@rdion can put immense psychological and social
pressure on detainee, similarly to torture, thisspure might provoke detainee to give false coitiess
incriminate people he or she knows in the mere ltbaethis way he or she might be released eadier,
receive less punishment . (Mc Colgan and Attangl89), at 14.

1 See above, Part I, e.g. 2.3.2., 2.3.4., 2.3.8.3.5.3., 2.4.5. (Spain); 3.3.1.6. (Germany).

2 See above, Part Il, e.g. 1.3.11. (UK); 4.3.3.44,64 (France).
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« gradual extension of police powefs.

Also, there are several similarities with respecsubstantive criminal law:
» possibilities to ban terrorist associations andnoralise the mere
membership®
» focus on suppressing financial sources of ter®iistg. by freezing of
assets, oblige financial institutions to report @ci®US transactions
etc.)”®
« criminalisation of preparatory acts.

Similarly, we observe commonalities also on thel®f sentencing:
« aggravated sentences for terrorighm:;
 sentence reductions or remissions for collaboratitsjustice>

This brings us to three conclusions.

(1) With respect to the changes in the criminalcpdure, the freedom of movement
and the right to privacy are especially restricted.

(2) A general shift to the preventive phase rattieemn the repressive one can be
observed. This means, for procedural criminal ldat the vast majority of anti-terror
laws concern police powers during preliminary irigegion (or, in the case of
Germany, general police powers conferred in thea8dn of an imminent danger or
risk), thus before the actor of a crime has beentified, and before any charges have
been issued. For substantive criminal law, thet stnfards prevention is evident in the
growing tendency to criminalise preparatory actd arstigations to terrorism rather
than the harmful acts themselves. As Spencer riotdsngland, this shift of emphasis
towards the preliminary stages is also evident émegal in the English criminal
proceduré® We also note a similar development in German lamhere
"Vorfeldermittlungeh have become increasingly pertinéhfThe focus on prevention
clearly originates from the nature of terrorismagdunlike earlier terrorist movements,
Islamic terrorists deliberately aim at killing arda number of people (including
themselves). Considering the great damage theyecdus clear that intervention after

3 See above, Part I, e.g. 1.3.14., 1.4.5. (UK)

* UK: e.g. The pre-charge detention was first retd to seven days, then extended to fourteen,
subsequently to 28, and currently 42 days are bdisgussed. France: e.g. night searches werellitia
restricted to places where nobody lives, but tlevigions were extended in 2003 to places wherelpeop
live. Moreover, the searches were first restridiedlagrancy inquiries, but then, by the Law of 200
extended to preliminary police inquiry; Germanysfibiometric data was introduced into German
passports, then the digital fingerprint was addredither, gradually more and more powers are cozderr
to intelligence agencies and to the Federal OfficRolice Investigation.

*° See above, Part Il, e.g. 1.3.8. (UK); 2.4.1. (Bpd.4.1. (Germany); 4.3.2.3. (France).

* See above, Part I, e.g. 1.4.1. (UK); 2.4.2. (Bpd.4.2. (Germany); 4.4.1. (France).

" See above, Part Il, e.g. 1.4.6. (UK); 2.3.4. (Bpd.5. (Germany); 4.3.3.3. (France).

8 See above, Part I, e.g. 2.3.1.; 2.3.4. and 2(8@ain); 3.4.5. (Germany); 4.4.5. (France).

%9 See above, Part Il, e.g. 1.3.9. (UK); 2.2.6.3a{B)p 3.3.2.2. and 3.5. (Germany); 4.4.4. (France).

¢ Spencer (2004), at 177.

®1 See Kithne (2006), at 221.
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the event is accomplished would not be of gregp.heblice and prosecution have no
other way but to try to prevent the harmful actireven happening. They cannot arrest
a person for preparing a bomb, unless by itselfpeparation already constitutes a
criminal act. On the other hand, the focus on prgga has the consequence that not
only the presumption of innocence of concrete sttsge reduced, but that increasingly
the vast majority of the population is targeted] #mus generally suspected of planning
a terrorist act. This can eventually lead to thev@esion of the traditional "presumption
of innocence" into a "general presumption of guikaving it to the citizen to prove his
or her innocence.

Some of these described features have been igehtff Jakobd¥ as Feindstrafrecht
(the criminal law of the enemy), such%s:
» the threshold of criminal liability has been shifft® an earlier stage, to acts that
would qualify as mere preparatory acts for othéerufes;
» this shift into the preparatory phase does not Igogawith any diminishing
culpability, but:
* quite the contrary: the expected sentences aredased excessively;
« several disadvantages for the offender on the proeé level are introduced,
e.g. incommunicado detention, extended detentioreimmand, etc.

This development is very worrying. It will lead, its last consequence, to the
introduction of a law of war within the domestiasMaBYy introducing legal measures
into our domestic law which are usually only applite during times of war, we

eventually concede that terrorism is not a usuateyrbut indeed one of war. Thereby,
we legitimise not only martial methods of our owavgrnment, but, at the same time,
we also legitimise those methods used by the \ergrists we try to combét.

(3) The changes on the level of sentencing are @istoirbing. The introduction of
longer sentences for terrorist offenders is shigtited. Terrorists, who are perpetrators
through conviction, are less likely than anybodseelo be impressed by long prison
sentences. Second, long prison sentences willasaive the real problem, but rather
postpone if°

As far as sentence reductions or remissions folaloofating offenders are
concerned, the accuracy and reliability of the rimfation obtained must be seriously
guestioned, since the offenders are motivated lto fta other than ethical reasons.
Moreover, such a measure unfairly benefits thodmicals who have the best
information, who will often be the actual ringleasler at least those strongly involved
in criminal activity, thus those with the relatiyehighest criminal energy. Such a
measure thus sacrifices justice (in the sense wdliy before the law) for the sake of
successful criminal prosecution. In addition, thiering of sentencing advantages in

62 Jakobs (2000), at 52 et seq.; Jakobs (2004).

%3 See also on the criminal law of the enemy in Sp@arcia-Montes and Ibafiez Lopez-Pozas (2007)
% Oehmichen and Saux (2007).

% See already above on this, Part Il, 2.4.4.
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return for information or other active collaboratiwith the authorities has also proven
to be counterproductive; the PIRA and ETA reactéti severe retaliation killings, and
the Irish terrorist organisation also introduced special amnesty system for
collaborators who, retrospectively, withdrew th&tmtements and confessions, with the
consequence that most information obtained by #@ehcy programmes could
eventually not be used. Even if the information wadeed admitted in the first
instance, it was often rejected on app@alhen the introduction of this measure was
discussed in Germany, many reasons were raisedsagai

(1) Constitutional reasons: the impunity or mitiggtpunishment contravenes
the rule of law Rechtsstaatsprinzj@and the principle of equality;

(2) Procedural reasons: the principle of legalitg af publicity were violated;

(3) Criminal theoretical reasons: the destabil@atof the legal order and
shattering of the legal conscience;

(4) Legal-ethical reasons: a state collaboratingh veieverest delinquents is
immoral;

(5) Pragmatic reasons: not efficient as evidencwiobd is of questionable
reliability.®’

2.2. Specificities of the different countries

2.2.1. UK

The United Kingdom has the longest and most grueserperience with national
terrorism, and, in addition, its territory has rafselly been the soil for international
terrorism. Therefore, a comparison of the legislatmust take into account that the
terrorist problem the UK has had to struggle withswof a different dimension than
terrorist problems on the continent. The situaticas especially difficult in Northern
Ireland, which explains why many special laws wadepted which were restricted to
this territory. Under these circumstances, it i particularly surprising that UK
legislators in some cases decided for more dras@iasures than the other examined
countries® However, the extreme measures taken after Septedaeare rather
surprising, considering that the UK already disposaf elaborated legislative
framework against terrorism. In parallel, the Ukrats out as the country which has
authorised the longest durations of detention witlobharge. However, it must be noted
that unlike in the continental countries examinedehin the UK system witnesses can
no longer be heard once the suspect is chargethatocharging hampers criminal
investigations more than in continental Europas levident that the main purpose of
this detention, in which in some cases contach&osblicitor was postponed for up to
forty eight hours after arrest, was to obtain infation. In many cases, the detainees
were released after a few days without ever habiegn charged. A similar aim is

% See above, Part Il, 1.3.9. (UK), 2.3.5.2. (Spain).

7 See Amelung, Hassemer, Rudolphi and Scheerer {18899 et seq. See also the references given by
Kahl (1987), at 744 (above, Part 11, 3.3.2.2., wWitlther arguments).

% For example, only the UK issued derogation ordemser Article 15 ECHR, in order to evade
reproaches from Strasbourg on basis of Article 5IRGright to liberty and security of the person).
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pursued with the special laws that restrict thatrig silence of the accused; these laws
are also designed to encourage the detained péwsspeak, to the detriment of his
right not to incriminate himself.

The wide (and continuously extended) police powersterrorist affairs,
including random stop and search powers, mightdmmected to the role of the police
in general in the UK. Compared to continental cdast English police have many
more powers. Unlike in Germany, France or Spairer@lthe public prosecutor makes
the decision on opening an investigation, in Engjlavales and Northern Ireland the
police are in charge of this. Police act with maobre independence in the preliminary
investigations (until investigations are formalhgiituted and the case is handed over to
the public prosecutor).

The Diplock courts (courts without jury) are a dpdg to Northern Ireland.
These courts were installed to avoid the intimmlaibr manipulation of jury members.
Usually, under common law (unlike under German léov, instance) juries play a
decisive role in deciding upon the guilt or innocermf the accused. If their objectivity
cannot be guaranteed, the trial can no longer heidered as fair. At the same time, it
was noted that jury trials generally lead to "sdff@gdgments as compared to those
only presided over by a professional judge. Theegfone can argue that terrorists are
not equally treated if they are not entitled taugyjtrial, i.e. a milder trial. However, in
practice a trial by jury for terrorists meant maagquittals out of fear or reprisals.
Under these circumstances, it seems that the Dipgstem provided the preferable
solution.

Diplock trials were an invention of Lord Diplock, he was in charge of
reviewing the existing anti-terror legislation pri@972. This brings us to another
particularity for the UK: The special anti-terr@gislation has always been reviewed by
an independent Law Lord. The government is notefdro take the respective reviews
into account, but on many occasions they do. Téugew system has been successful in
the past, and it would be good if other countri@pfved the exampl&

Another apparent specialty of UK legislation is amier of provisions that
reverse the onus of proof in certain cases (eigesr of possession). However, these
provisions, which also apply to other serious crifmen terrorism, must be considered
in the context of the comparatively strict commaw lrules regarding the exclusion of
evidence (e.g. rule against hearsay, rule agaundémrce of bad character, exclusionary
rules concerning illegally or improperly obtaineddence), which make it harder for
the prosecution to prove their case than in contaleEurope’?

Moreover, it should be noted that the past coutaeor legislation in the UK
consisted of temporary laws (the PTAs and the EPABj)ch were adopted in view of
an emergency situation, and supposed to only laststrictly the time necessary.
However, they were prolonged for a quarter of @wgn Donohue mentions a number
of factors which, in her view, contributed to tle#ention of the emergency measures in

% In other countries legislation is also subjecteiews, especially with regards to its effectiveeut

the reviews seem to have less weight as in theddl{,they are not always conducted by an independent
legal expert, as is the case in the UK (e.g. inn@ay the evaluation was carried out by a
parliamentarian control panel of tBeindestagsee above, Part I, 3.4.2.).

O Spencer (2004), at 162 (note 87).
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the United Kingdom. As primary factors, she menditine seeming efficaciousness of
the provisions, the long history of the Northeraldand conflict, Britain's previous use
of emergency law in Ireland, perceptions in Parkamthat such measures were both
necessary and acceptable outside of Great Brdaihthe symbolic importance of 'anti-
terrorist’ measures.While the measures indeed may have been neceétsaryyed to
be wrong to justify their adoption by their tempgrduration. Thus the former British
Home Secretary, Roy Jenkins, who introduced the RIA4, wrote in 1991: "I think
that the Terrorism Act helped to both steady opiremd to provide some additional
protection. | do not regret having introduced ittt Bwould have been horrified to have
been told at the time that it would still be lawarlg two decades later. .[l]t should
teach one to be careful about justifying somettongthe ground that it is only for a
short time.*?

Finally, the impact of the Human Rights Act 1998tle UK should once more be
reiterated. It is clear that the UK courts' intéress human rights has considerably
increased since this instrument has entered imt@ fo

2.2.2. Spain

When drafting its Constitution in 1978, Spain wasaee of the present terrorist
problem. Therefore, it included, unlike any of tb&her three countries, a special
provision, Article 55(2) CE, which was particularlyirected at terrorist groups,
allowing for the suspension of certain fundamernitgits, such as the right for liberty of
the person, in particular (Article 17 CE). Howevéne suspension of these rights
should be regulated by another organic law. Thian&h constitutional specialty
allowed the subsequent legislationiofommunicadaletention. Similarly to the UK,
where the right of an arrested person to see th&tso could be postponed for forty-
eight hours, by holding a persoircommunicadseveral days after his or her arrest, the
primary goal was to obtain information during thefsest hours of arrest. The
Constitutional Court did not question the consibdlity of the incommunicado
detention, but reiterated that the respective pgious need to be interpreted
particularly strictly’® It should be noted that the time period duringakihé person can
be heldincommunicadas longer than in the UK: it has been recentlyedifo thirteen
days. This is not compatible with the case-lawhefftribunal Constitucional”

"> Donohue (2000), at 6 ff.

2 Jenkins (1991), at 397.

3 See STC 7/2004 of 9 February 20@dc(irso de ampaio“Il. Fundamentos juridicos

4. Nuestra doctrina en relacion con las exigendai@gs motivacion de las resoluciones judiciales que
acuerdan la incomunicacion de los detenidos, apa@mntenida en STC 127/2000, de 16 de mayo, FJ 3.
En esta Sentencia afirmamos, apoyandonos en lameld en STC 196/1987, de 16 de diciembre, y
ATC 155/1999, de 14 de junio, que siendo la incaoagion algo mas que un grado de intensidad en la
pérdida de la libertad, dadas las trascendentaleasecuencias que se derivan de esta situacién de
incomunicacién para los derechos del ciudadano ry,cencreto, las limitaciones del derecho a la
asistencia letrada (art. 17.3 CE), la adecuaciotaaConstituciéon de las resoluciones judiciales dme
autorizan han de analizarse desde la perspectivandespecial rigor.”

" See above, Part II, 2.3.6.
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Another particularity of the Spanish legislationthat it did not rush through a
special counter-terror Act following the eventsSgptember I Spain also adopted
anti-terror laws, but not immediately after Septemii", and not focussed on
international terrorism, but rather on Basque tism.”

After 11 March 2004, Spain drastically increasee $lentences for terrorism.
This is no particularity for Spain as in all fouountries sentences were increased.
Moreover, the European Framework Decision on Tesmorof the Council of Europe
even imposed the member states to provide forl&gia with higher sentences for
terrorism. However, special for Spain is the lengtithe maximum sentences: forty
years. Against the Spanish background, this is miamally long. Unlike in other
countries (e.g. Germany, France, and the UK), Spaciiminal law does not provide
for life sentences. The decision of imposing theigh maximum penalties was clearly
motivated by the public outcry following the expmttrelease of a non-repentant
terrorist. However, as we have seen already aBolejger sentences are no real
solution, but only postpone the problem.

More than in the other countries, Spain has canaid on penitentiary law to
fight terrorism. Thus, it has dispersed the comddETA members to different prisons
all over the country (and, in particular, outsitte Basque country). It has also made
the enjoyment of privileges and benefits much nubifecult for terrorist offenders. The
dispersion policy was clearly adopted in order teak the ties between imprisoned
ETA members and those outside the prison walls. @ason why this policy was only
adopted in Spain is that domestic terrorism wasicssd to the territory of the Basque
country. However, Northern Irish terrorism was aj@mgraphically restricted, and still
no similar measure has been in place for Northasah Iprisoners. Maybe the travel
distance between Northern Ireland and mainland U&§ wonsidered too long and
hence the limitation of the Northern Irish detaiseeght to communicate with his
family unacceptable. The stricter penitentiary megifor terrorist prisoners might be
explained as follows: The respective law was oelyently adopted (2003), thus about
twenty-five years after the Spanish transition &ndcracy. It is likely that this date
coincides with the first releases of terrorist dots; The release may have raised public
awareness of the terrorists in prison and provakéitism as to the benefits terrorists
receive, especially if they show no remorse foirtaets.

Further, Spain is the only country that grantsversal jurisdiction in terrorist
cases since 19853 A reason for this may be that Basque terrorisismofvent to France,
where in 1985 they still enjoyed sanctuary as tali refugees”. Therefore, Spain
deemed it important to also be able to prosecusgBaterrorists on French territory.

Finally, Spanish substantive law is special irt ihalso criminalises terrorists
as individual actors, without any link to any teiso organisation require@. This
provision was adopted to respond to the new kindti#et violence that emerged in
1998, following the public demonstrations againsIAE Young teenagers were

> See the Act on Political Parties adopted in 260211, 2.3.2.).
® See above, Part II, 2.4.4.

" See above, Part II, 2.2.5.3.

8 See above, Part II, 2.2.6.5.
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instigated by ETA to harass citizens violently dre tstreet on weekends. These
teenagers had often no or only very loose connestio ETA, so that it was deemed
necessary to respond to the specific situationdmypting certain laws.

2.2.3. Germany

A very striking particularity of German anti-terrtegislation is the large amount of
laws restricting the rights of the defence. It sedhat in no other country a comparable
mistrust towards the profession of defence coungifsesent. These laws were adopted
because some connections between defence coundilgeaorist organisations were
found. Yet, at the same time, considering the diffy of political defence, one
wonders why in Germany defence lawyers should be teustworthy than in other
countries.

Of these special laws restricting defence, thetnfar-reaching measure is the
Act governing the blockage of contacko(taktsperrg also adopted in response to the
RAF terrorism. This Act allows fancommunicadaletention for up to thirty days, thus
even longer than in Spain. And, also unlike in 8pduring this time any contact to the
defence lawyer of the prisoner is completely black&ince 1985 a contact person (who
is also a lawyer) can be appointed to the prisobat,this person is no adequate
replacement for the defence attorfi@yit is hard to understand why the legislator
deemed it necessary to limit the right to defere)scessively. At least in the case of
lawyers appointe@x officig the mistrust seems absolutely unjustified. In eage, a
temporal limitation of such a far-reaching measwoaild have been reasonable. Yet,
the law still exists today.

Another legislative reaction to terrorism of the7@8 was particularly special
for Germany: the famous grid seardRaéterfahndung at the time of its invention,
seems to have been unique as a counter-terror nreeasul, in the concrete case of the
RAF, proved to be successful. At the same timepé&ned the door to a very dangerous
development: Increasingly a large number of civiizens could become subject of
coercive police investigation measures. It starteth the grid search but other
measures followed Schleppnetzfahndungstrategic monitoring, and nowadays
biometric data in everybody's passports, to gige gufew examples).

At the same time, the German Constitutional Cadeteloped a special
fundamental right that does not exist, in this formany other country: the right to
informative auto-determination, as a right derivifrpm the right to privacy. It
encompasses the right to decide autonomously wbéakonal data is disclosed to
whom. The announcement of this right has led toemdv declarations of
unconstitutionality on intrusive laws of criminaiggedure.

Finally, there is another special principle un@arman law which does not
seem as fundamental as in the other examined desinnd which is repeatedly
mentioned in relation to recent anti-terror ledisia the principle of separation
between the police and secret servicBerinungsgebdt The principle is based on
historic experience, and it has been recognisethéyGerman Federal Constitutional

¥ See Oehmichen (2008).
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Court, although it is debated whether it has ctutsdhal status. This principle is

continuously restrained in contemporary German t@tterror legislation, but not only

in Germany. It is one of the principles establishegrevent the creation of a state of
absolute control. Hence, it would be desirablehis tprinciple also received more

attention in other countries.

2.2.4. France

For France, a particularity is the centralisatiomd aspecialisation of judges and
prosecutors dealing with terrorist cases, as welbfapenitentiary institutions. At first
sight, it seems that this particularity is a refil@e of the general French tendency to
centralise public institutions. At the same timbe tcentralisation of prisons, for
instance, leads to a similar policy as that in Bpaiprisoners from Corsica, for
instance, are not held in Corsica but in Paris,clvtplaces a considerable burden on
friends and family to visit. However, the reasorhibd this measure seems to be a
different one than in the case of Spain: Frenchlii@as in general are all centralised,
and as a consequence, the high security prisorterforist offenders are also located in
Paris.

Another special feature of French counter-terrornisitheplan vigipirate a plan to
mobilise civilians and also the military, designed multiply controls in security-
sensitive areas (e.g. metro stations, airportsis plan has been repeatedly adopted in
France in response to terrorist incidents, ancag been in place since 12 September
2001. The plan imposes several restrictions onybeely (in particular: identity
checks, searches) and thereby has a strong impaittecevery-day life of the whole
population. Related to this measure is the useriohfg security agents in counter-
terror measures, who are authorised to conductisesiat security-sensitive areas. The
measure presents a serious interference with theupmption of innocence as whole
parts of a population are checked under the gesasgicion that they might commit a
terrorist act.

Admittedly quite some time ago, France's anti-telaws during the Algerian crisis
were exceptional from a human rights point of viédundamentally basic procedural
rights, such as the right to remedy and the rigluet tried by an ordinary judge (thus by
an objective, independent tribunal) were not grarite terrorist proceedings, as the
Cour de Slreté d'Etawas installed for trials of terrorist offenc®¥sThese measures
must be seen against the background that Algeritnaa time, was aépartemenof
France. Many French people lived in Algeria. Fraragplied the measures that
countries typically applied in their colonies fdret maintenance of powers. We have
already seen in Part 1 that in a colonial situatitee human rights of the colonised
people were never of great importance for the gujiwer. Put into the context of
colonialism, the French measures during the Algensis were thus rather common.
However, they differed in that the laws also applie mainland France (as Algeria and
France was considered as one country at that twig)e, in the case of colonies of

8 see above, Part 1, 4.2.1.
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other countries, the special anti-terror laws daeid at suppressing any uprisings from
the colonised population were applicable only ®tdrritory of the respective colony.

It is further remarkable that France, especialtgrabeptember i is following the
United Kingdom in several measures related to cobetrrorism: besides the
continuous extension of offences for which DNA de#m be stored, France has also
considerably extended video surveillance and pgedrthe duration of police custody.
It has been the declared purpose of some of the taviollow the United Kingdom's
policy, especially after the London Bombings of 20Collaboration between the two
countries was also enhanced. It is therefore plessitat this development can be
attributed to the political need to show solidamtith the UK after the incidents. But
with respect to defence rights during police irdgation, France's recent laws go even
further than those of the UK: the meeting with &yar can be delayed up to the 120
hour after arrest, whereas in the UK forty-eightifsais the maximum deldy.

France's reaction to terrorism is further charaxer by excessive police actions.
Mass detentions took place several times durindatstefew years, lastly to counter the
banlieueviolence at the end of 2005. This is a most womis development as it shows
how police apply similar methods as terroristshaiit attempt to restore public order
(i.e. spreading fear among the targeted populdtyoarresting many of its members).

In addition, the French legislator shows an intenmesnixing different purposes in
one law. Thus, under the impression of the subunbets of 2005 another anti-
terrorism Act was adopted, in parallel with the ldeation of a state of emergency.
Similarly, the Law of November 2001 not only adcess the problem of terrorism, but
also treated a number of other fiefds.

Worrying is the recent development, in particula treation of the two databases
Edvige and Cristina, by which personal data of eagmumber of people can be
collected and retrieved. Both databases are clyremtiewed by the State Council, so
there is reason to hope that in the present forgvi¢fe allows for the storage of
personal data including sexual orientation andtheaf people under 13, and, the
database called Cristina is actually based on eetsdecree, the purposes, scope and
nature of which are currently not disclosed tohélic) both decrees will not stand up
to legal scrutiny.

3. General Historical Evolution of Anti-Terror
Legislation

81 See above, Part Il, 4.3.4. (new Art. 706@¥8P, introduced by théawno. 2005-1425 of 18 November
2009.
8 See above, Part II, 4.4.1.
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3.1. Common and diverging developments in the
examined countries

The anti-terror legislation of the examined cowsriprior to September #1has
developed similarly in several aspects, althougmesmational differences cannot be
overlooked:

Most laws were initially aimed at domestic terrarjsand subsequently extended to
international terrorism (France is an exceptionthis rule as it adopted legislation
against international terrorism as early as in 1986

In the 1960s, prior to the outbreak of terroristverents, in Spain, the UK, and
Germany criminal law was reformed liberally, enfagcequality of arms and the rights
of the defence; In France, the situation was dfiér here, the then still colonised
Algerians fought with terrorist methods for themdependence, and France, in
exchange, applied a very strict and martial amtetelegislation. Thus, while in other
countries criminal law was successively liberalis¢dhat time, the same was not true
for France. This difference is still reflected aulay's legislatiof®

Whilst in Spain, the UK and Germany, special aatrdrism laws emerged
particularly in the 1970s, in France the first spkeanti-terror legislation, besides the
one related to the Algerian crisis, was adopteti®6; unlike in the other countries, the
law of 1986 in France was not directed at natiobat, mainly international Islamic
terrorism.

In the 1980s and 1990s, another type of serioumaleincy emerged, next to
terrorism, and became the focus of criminal poliogrco-trafficking and organised
crime. Similar investigation methods were then usedombat both terrorism and
organised crime, including, in particular, intrusicovert investigation tools (police
observation, telephone tapping, bugging, under rcagents etc.). The application of
such measures often interfered with the privacgusipects or even third parties. Until
the 1980s, in most countries these measures wetieccaut without any legal basis.
However, a growing attention to the right to priyday national courts and by the
ECtHR led to several condemnations and subseqgegat &mendments. Therefore, the
1980s and 1990s in all four countries are also gthtky many ‘legalising Acts’, by
which the special investigation measures were gavéggal basis, outlining the scope
and limits of their application;

Since the 1990s, the fight against organised chiasebecome more important; laws
have been adopted now addressing the two issuescfrism and organised crime —
simultaneously.

After September 4, all countries passed new laws, although the miffecountries
vary in how fast these laws were enacted and imtbasures they comprise. However,
there are a few commonalities identifiable:

8 E.g. unlike any of the other countries, Frenchslagion did not provide for a right of an arrested
person to be informed about his or her chargesaBeee, at 4.3.4.
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« Many laws now focus oprevention rather than repression®

«  While before September 91 most laws (at least in continental Eurdpe)
concerned criminal law and the law of criminal @dare, after September®,1
other branches of law, in particular administratiee/, including foreigner’s
law, law of associations, secret services, andalsitary law have increasingly
become involved in the fight against terrorism. sTlirings about anet-
widening effect: the fight against terrorism no longer concernsnalspart of
the population which is ‘reasonably suspiciousitethe contrary, a number of
measures purposefully affect many people indiscratgly or even the whole
population®®

* As a consequence of the general concentration evepting future terrorist
attacks, new laws are increasingly orientedirdbrmation gathering and
information sharing, both inter-institutionally and internationally. his
development is parallel to a worrying curtailing @fvacy, recalling scenes
from an Orwellian state of surveillance;

* Along with the internationalisation of terrorisniet legislative reactions have
also been increasinglnternationalised (e.g. legislators adopt new laws in
response to terrorist acts committed abroad);

« Thequantity of laws adopted after September 11 has increased dramatically
in many countries. Admittedly, already before Seyger 11" the UK passed
counter-terror Acts in high frequency; however, fhepose of the Terrorism
Act 2000 was in fact to change this development r@piace the previous so-
called provisional legislation by one permanenaleagstrument. This purpose
was undermined by the events of Septemb& which again pushed the UK's
legislator to enact new legislation;

* With respect to the protection dfuman rights, we note in general two
diverging developments: on the one hand, legitasbow a growing tendency
to ignore human rights, while, on the other, courtseasingly rule out laws for
being not reconcilable with human rights. It se¢ha the more the legislation

# See above at 2.1. This characteristic was alrégugrent in the laws before Septembef {dee, e.g.,
the Spanish crime dpologia or the German grid search) but it has been pdafily reiterated after
September 1%, also because the dimension of harm done by tstsor the indiscriminate and
intentional killing of large parts of the populatic- make it indispensable to intervene before the
commission of the act.

8 As we have seen, in the UK, especially Northeetattd, emergency laws were already in place before
9/11.

% E.g. Rasterfahndungn Germany, in particular as applied after Septembi", plan vigipirate in
France; passport changes in Germany, air secwityras, electronic data storage in all countrats, .
Moreover, in all countries, foreigners are affeciteanany ways by the new laws, the most far-reaghin
of which can be found in ATCSA 2001 s. 23.
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deviates from ordinary human rights standardsntbee judges are inclined to
quash this legislation (provided that it is in th@dwer to do so).

In general, we note that national differences dishirmore and more. However, it is
conspicuous that the recent Spanish legislatiativisrging from the general trend of
steadily limiting human rights. It seems that thsuntry, maybe due to its recent
experience under Franco, but also because it eadyr used to a certain level of
terrorism by ETA, is less susceptible to the gldbal of terrorism, and more conscious
of preserving human rights.

3.2. Assessment of the impact of September 11 ™

It is true that the events of Septembef” Ibshaped the legal framework against
terrorism in most countries. Even Spain, whichiatli did not react to the events as
other countries did, eventually followed the geher®@nd by adopting harsher
legislation (increased period of incommunicado diéd@, longer sentences to up to 40
years for terrorism, reduction of penitentiary deseluring prison, etc.). Furthermore,
there seems to be a growing interest in legal coisg® legislative solutions of other
countries are considered when drafting new legisiatFor instance, the French
legislator based its recent legislative projectarding video surveillance and DNA
database explicitly on the experience in the UKe @eneral trend that already started
in the 1990s has swiftly intensified after Septemb®™ the tendency to give police
and security agencies more and more powers toctofitore and search personal data
of citizens. The storage of data of those presuynablocent has stopped being a taboo.
Quite the contrary, there are possibilities of gatig and saving personal data that
twenty years ago would not have been imaginableviddBly, technology has
developed at high speed in recent years, and itdvoe strange to deny police and
secret services to use this technology. Simultaméothis development, the value of
privacy seems to have fallen at an equal speed.cblection of DNA and other
personal data including illnesses and sexual aiim of teenagers in Frantethe
special notification procedure for convicted teisboffenders in the UK, as well as the
large DNA database of arrested people tfigrand the anti-terror database in
Germany® show that the gathering of information has beccmne of the main
instruments used against terrorism. Not only sushebut, with a few exceptions,
practically anybody's data can be stored for thgogae of a criminal investigation.
Similarly, the privacy of the home becomes more amute restricted, increasingly
including the possibility to enter the private hanwé third parties not suspected in any
way, the presence of a suspected terrorist beinggim Examples of this tendency to
increasingly restrict the privacy of the home d@ $top and search powers that already
existed in Northern Ireland in the 1988dn Spain the possibilities of house searches

87 See above, Part II, at 4.4.3. and 4.5.
8 See above, Part II, at 1.5. and 1.4.3.
8 See above, Part II, at 3.4.7.

% See above, Part II, at 1.3.3.2.
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based on executive authorisation during the Framgd as well as extended powers for
house searches in terrorist cases as allowed byStanish constitutich and
subsequent police powers to detain terrorist suspeterever they search refugée’,
in Germany first increased powers to bug privatenés?* the legalised use of
undercover agents, as well as the recently discussed online searctpesfonal
computers from terrorist suspe&sThe growing intrusion of privacy is alarming ifen
considers how these masses of data could be abystée wrong people. We would
not want to imagine what would have happened iferihad had at his disposal the
same information gathering instruments as policesaturity agencies have today...

4. Human Rights Protection and Counter-Terrorism

In this section it will be scrutinised to what exteounter-terrorist legislation has been
declared as incompatible with human rights. Coutdgaor measures other than
legislative will also be taken into account. Furtttbe different roles played by national
high courtd’ and the ECtHR will be compared. As a result, walldbe able to better
assess the level of human rights observance intectarror legislation, as well as the
importance of the national courts and Strasbourthis respect. This will give us a
clearer idea of the level of observance of humghtsiin contemporary counter-terror
legislation, and it will help us to better assassife developments with regards to this,
and, possibly, to develop strategies to preventdmunghts abuses from happening.

4.1. Comparison of domestic human rights protection

In order to compare human rights protection onteonal level, it is necessary to begin
by comparing the constitutional systems in geneaal], subsequently, compare the
concrete protection as evident in the case-lawhef respective courts (for France,
respectively, the decisions of tB®nseil Constitutionngl

4.1.1. Some general comparative observations

It is important to point out certain difficultieslated to the comparison of constitutional
preconditions in different countries. States hawemrnt constitutional backgrounds, a
different history of human rights protection, andfeslent organs designed to ensure
protection, leaving alone the differing legal cudst

Thus, the UK stands out as the country with no &mritten constitution at all. At the
same time the UK has a tradition of ensuring sadedgiand human rights protection
(e.g. the fair trial principle and the equalityasfns, which were developed originally in

1 See above, Part I, at 2.3.1.

%2 Art. 55(2)CE; see above, Part I, 2.3.3.

% Art. 16 of the Organic Law 9/1984; see also ab&aet I, 2.3.5.2.

% See above, Part Il, 3.3.3.2.

% See above, Part I, 3.3.3.3.

% See above, Part I, 3.5.

" When reference is made to all four different tugtbns — House of Lordsfribunal Constitucional,
Bundesverfassungsgericht and Conseil Constitutioanehall refer to them as 'the national high tsjur
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the UK). Here the principle reigns that peoplealewed to do anything as long as it is
not prohibited, the most recent, but also worryimgterialisation of this principle being
the recent introduction of anti-social behaviouless. In consequence, more than just
fundamental rights are generally guaranteed in the UK; basicalhy right is
guaranteed, as long as it is not specifically retsi.

The continental countries examined in this studghehave their own written
constitution, and their constitutional texts pdlyiaguarantee the same or similar
fundamental human rights. For instance, the catitital texts of all three countries
include the human right to personal liberty, treeftom of conscience and religion, and
privacy, inter alia®® However, the different rights are not weighted afyuin all
countries, which is already evident when compatiregdifferent orders. Further, some
rights are granted by one country, but not therstiidn France, the pioneer country of
civil rights, the situation is rather complex, sntuman rights do not only derive from
the Constitution of 1958, but also from other cdosbnal texts (bloc de
constitutionnalité).’°® Spain and Germany relied on their respective meghistorical
experiences of a totalitarian, fascist regime wHeafting their constitutions. Spain’s
constitution, the youngest of all, stands out mmie of precision and concretisation of
human rights. Thus, for instance, it does not gmigvide a right to liberty of the
person, as the French or the German Constitutiphwtat even specifies that this right
entails that police custodydétencion preventiyjamay only last as long as strictly
necessary, and that the arrested person must bgHtrbefore a judicial authority no
later than seventy-two hours after the art&Moreover, Art. 25(2) of the Spanish
Constitution guarantees that prisons shall be twtemowards social reinsertion and
reintegration. Under the German Constitution, theartance of fundamental rights is
emphasised by their systematic position: the furetdal rights (above all, the dignity
of the human being, Art. GG) are placed at the very beginning of the consbihat
text. Moreover, it is important to note that Germand Spain are the only countries of
the examined ones that allow constitutional conmpéabf individuals similar to the
procedure before the European Court of Human Ridbfs Article 34 of the
Convention).

As to the comparison of the different domestic na@téms available for the protection
of fundamental rights, the absence of a constiafiacourt in the UK makes this
country difficult to compare to the others. Unlitee constitutional courts in Germany
and Spain, the House of Lords does not rule onviddal complaints but only on

% The right to personal liberty is protected by Arf. of the Spanish Constitution, Arts. 2(2) and b04
the German Constitution, and Art. 7 of the FrenetlBration of 1789; the freedom of consciousneds an
religion is protected by Arts. 16(1) and 20 of tBpanish Constitution, Art. 4(1) of the German
Constitution, and Art. 10 of the French Declaratidri 789; the right to privacy is protected by A8 of
the Spanish Constitution, Art. 2(1), read in cowgfion with Art. 1(1) of the German Constitution,dan
Art. 2 (right to private life) of the French Deddion of 1789.

% E.g. the German human dignity (Art.&@G), the French specific right to be member of aedradion
(see preamble of the Constitution of 1946), thenibaright to education manifested in Art. 27 o th
Spanish Constitution.

1% see above, Part I, 4.1.1.

191 Art. 17(2)CE.
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‘points of law of general public importanc&? Furthermore, the FrencBonseil
Constitutionneldoes not hear constitutional complaints by indigidueither, but only
decides upon the general constitutionality of a kefore its enactment. Moreover, the
compatibility of laws with human rights has onlaéed to be tested hie House of
Lords very recently, namely with the coming intac® of the Human Rights Act in
2000. In this context, it should also be noted that UK looks back at a tradition of
parliamentary sovereignty. The possibility that @®urts can control and restrain
legislation adopted by Parliament is thus a vegemé development in the English
system; it can be attributed to the growing forefgnparticular European) influences.
Notwithstanding, as we have seen, the primacy oigoaentary sovereignty is still
reflected in the drafting of the Human Rights Aghich only gives courts the power to
declare a law as incompatible if an interpretatompatible with human rights is by no
means possible. This is a major difference betwbenUK system and those of the
other examined countries: if the Spanish or thex@arConstitutional Court rules that a
law is contrary to the Constitution, it is geneyalbid or, exceptionally, simply cannot
be applied. If the French Constitutional Counciliig ex anterevision declares a
provision as contrary to the Constitution, it does even enter into force. In the UK, it
still exclusively lies in the hands of the legislatwhether a law which has been
declared as incompatible with the Human Rights witit subsequently be amended or
abolished. (However, in practice the British legist has so far readily amended a law
following a declaration of incompatibilityf>

Similarly, the FrenctConseil Constitutionnetan also not be put on a par with
an ‘ordinary’ constitutional court. This is alreadyident by its name; it is a council
rather than a court. It does not rule on concrases but on abstract laws. It provides
an ex anteconstitutional review. As the House of Lords, @ed not hear individual
complaints about human rights violations. New orgdaws have to be submitted to
the Conseil prior to their promulgation, and other laws mayrbeiewed as well, if
required so by the president, the prime ministepresident of the senate or of the
national assembly, or sixty deputies/senators. [Thuith respect to thdegislative
procedure the Conseil Constitutionnehas more influence on the making of the law
than the constitutional courts of Germany and Spaithe House of Lords in the UK.
In this sense, the parliamentary sovereignty is emastricted than in the other
countries. At the same time, once the law is adbptee Conseil Constitutionneho
longer has a power to review it. And, since notrgdaw must be submitted to the
Conseilfor review, this means that laws may be in fortd-rance which are in fact
unconstitutional, but which th€onseil cannot test, because they have been adopted
without prior submission to the CC. An example vebbe the Law No. 2001-1062 of
15 November20012°* the main parts of which had been drafted and sigmnitted
before 11 September 2001, but which subsequentybegn significantly amended.
After the devastating events of Septembel’, ithe legislators saw the urgency to

192g5ee s. 12(3) of Administration of Justice Act 196958).

193 Cf. The House of Lord's Decision of December 2@6d the subsequent abolition of Part IV of the
ATCSA 2001.

1% see above, Part Il, 4.4.1.
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quickly adopt the law, without again subjecting thmendments to the lengthy

procedure of constitutional review. Therefore, wigspect to the possibilities to test the
constitutionality of existing law, the other three examined countries offer more
safeguards than France to ensure the observamecenan rights.

The Spanish and the German Constitutional Courtsthe other hand, are relatively
similar; they are the more ‘classical’ models afamstitutional court. They both have
the task to watch over the observance of congiitati precepts, above all, the
compliance with fundamental rights. Both are thestihg legislative, judicative and
executive acts against their compatibility with stutional rights. Both have the
power to declare a law as unconstitutional, witk ttonsequence that the law in
question is null and voit?> Both provide for different mechanisms to guararttest
constitutional rights are observed, including thesgbility of individual complaint
procedures.

In spite of the outlined differences particulanythe French system and the system of
the UK, the four organs, i.e. the House of Lord®e €onseil Constitutionnelthe
Tribunal Constitucionabnd theBundesverfassungsgerichéve three important things
in common:
« they all test domestic legislation against its catiplity with domestic
fundamental rights;
» their decisions are binding for national courtsj an
« if they rule that a law violates a fundamental tjghe national legislators, at
least in practice, usually react by amending the &ccordingly (although
theoretically they might not always be obliged tosw).

It is for these reasons that a comparison seemsntyppossible (to a certain extent) but
also desirable.

4.1.2. Comparison of the cases decided with resp@counter-terrorism
legislation

As observed previously, in all four countries tkeepective organs have in some cases
quashed legislation for infringing human rights agaised under domestic law, and
thereby provoked subsequent legislative changeseMer, this has only happened in
the UK after the adoption of the Human Rights Act. Befatee House of Lords
refrained from assessing whether domestic legsliatomplied with the ECHR.
Insofar, the Human Rights Act 1998 actually presenturning point in the history of
the UK’s human rights protection, and also in istdry of parliamentary sovereignty.
Ever since the adoption of this Act, the House afds has shown a stronger will to test
and also quash counter-terror laws when it constti¢ghat these violated the human
rights protected under the Act, without any legdte justification. Only after the

1% For Germany, see the Act concerning the Federal ns@ational Court

(Bundesverfassungsgerichtsgese82)5(2); for Spain, see the Spanish Constitutioh978, Art. 164(1).
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adoption of this Act, s. 21 of the ATCSA 2001 wamsidered incompatible with the
rights guaranteed both under the Act and undeEQIR.

However, parliamentary sovereignty is still refegttin the House of Lords'
case-law, even after 2000 (when the HRA 1998 came force). Even after the
adoption of the HRA 1998, the House of Lords showenhe reluctance to declare a
law as incompatible; it admitted that control osdeinder s. 3(13) of the PTA 2005
might produce a result which was incompatible wAtth. 6 of the ECHR but that it
remained possible to interpret the norm confornthto ECHR. At the same time, the
impact of the Lords' decisions on the legislatisrconsiderable — when the House of
Lords quashed part IV of the ATCSA 2001, the led® promptly replaced the
respective provisions.

The Spanish Constitutional Court on several occasions ruled on the compatibility of
anti-terror laws with several constitutional rights many of its Decisions, it further
concretised the right to liberty enshrined in A, CE.*°® Moreover, it ruled on the
interpretation of Art. 55(2)CE, which allows to derogate from certain rights in
connection with terrorist investigations. A landkatecision was STC 199/1987, in
which theTribunal Constitucionatuled on several anti-terror laws, declaring sorhe o
them as unconstitutional and setting authoritatjuelelines as to the interpretation of
others. Unlike in the other countries, no recentigiens concerning anti-terror
legislation were found. Consequently, it is difficto make an assessment as to the
current development. The decisions in which theni&aCourt declared a certain law
as unconstitutional brought about the modificatiorabrogation of this law. However,
recently laws have been adopted prolongnapmmunicadaletention to thirteen days,
a provision incompatible with the case-law of Trébunal Constitucionat®’

Another particularity can be observed with resgecEpain, namely the very
political nature of the fight against domestic éeism. It is conspicuous that it is mostly
the Basque parliament or Basque government whichllettlyes counter-terror
legislation before th&ribunal Constitucional The strong level of politicisation also
became obvious when contemplating the recentgriadeedings against the 11 March
bombers.

A similar development as in the UK can be obsernvethe case-law of th&erman
Constitutional Court: During the 1970s the German Court sanctioned widste laws
adopted to fight the RAF, whereas more recenty, after 2001, it quashed several
laws for being unconstitutional. In most decisiea®pted after the Census Decisf8n
of the Bundesverfassungsgerichthe right to privacy Recht auf informationelle
Selbstbestimmunéyt. 1, 2(1)GG) was infringed.

1% Thys the court demanded that the law provided xirnan duration of extended police custody, that
incommunicado detention was subject to judiciadfiméntion also within the first seventy-two houlat

the decision about the liberty or custody of a persad to be taken by a judge, that detention oranel
was adopted for a constitutionally legitimate regsthat this reason was mentioned in the order
explicitly, and that the adoption of detention emand was proportional (see above, Part Il, 2.4.5.)

7 gee above, Part Il, 2.3.6.

1% gee above, Part Il, 3.2.2.1.
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With respect to the German Constitutional Cowd'se-law, another observation
can be made: ThBundesverfassungsgeridms repeatedly shown its sovereignty with
respect to the European Union. Thus, it quashedGenan law implementing the
European Framework Decision on a European Arrestralia Similarly, the Court
quashed a regional law which authorised police dthey, for preventive purposes,
personal data by intercepting and recording telemsamcation. While it has not had
occasion to rule on the implementation of Direc@@®6/24/EC which foresees similar
powers, the Constitutional Court's judgments of R2ify 200%% and of 11 March
2008'° suggest that it might also condemn the law implging the Directive as
unconstitutional. This development reflects the rzaer judges' high opinion of their
Bundesverfassungsgerichthe creation of which is considered as one of riten
achievements on the way to democracy and the rullave after the collapse of
Germany in 1945. Because of the negative histoxgeeence, German judges are
extremely cautious when it comes to the fundamentgits guaranteed under the
German Grundgesetz The same cautiousness is also reflected on thel & the
European Community in the DecisioBslange land Solange I/*** where the Federal
Constitutional Court only reluctantly accepted theneral supremacy of EC-law,
making several reservations to ensure that thel lefgrotection of the German
fundamental rights could not be lowered.

There are several potential explanations for theeld@ment in Germany and in the UK
of increasingly quashing the legislator's attentptsestrain human rights in anti-terror
legislation. With respect to the UK, there is reaso believe that the adoption of the
Human Rights Act 1998 was a decisive factor. A&seymany, however, we have to
look for another explanation. The events of Septmti", and, in particular, the

subsequent US-led 'global war on terrorism' mayaririronic way, have raised public
awareness towards human rights: the detentioneeftGuantdnamo Bay, the CIA's
secret prison, extraordinary rendition, in a nuishtbe unconcealed human rights
violations in the name of fighting terrorism haeown the world more illustratively

than anything else where concessions to limitatmnisuman rights can bring us, and
how counter-productive such an evolution can int fae. Sometimes a shocking
example can be instructive to become aware of Hreger inherent in granting too
much power to the authorities with too little cantr

In France, many of the anti-terror laws were submitted te @onstitutional Council
before being adopted, in order to assure theirtttatienality. In fact, the quasi-totality
of laws adopted after September™were submitted to th€onseil*** with one
conspicuous exception: the Law adopted in Nover2béd on daily security. It seems
worrying that this one particularly evaded consittoal review. With respect to the
laws adopted after Septembef"1iwo things are striking: first, the Law adoptedtfe

199 Case no. 1 BVR 668/04 (see above, Part II, 3.4.5.)

110 Case nos. 1 BVR 2074/05 and 1 BVR 1254/07 (seecalRart |1, 3.5.).

1 Decision of 29 May 1974, case BvL 52/BMerfGE37, 271) -Solange | and Decision of 22 October
1986, case 2 BvR 197/83Selange |l

12 M. Pierre Mazeaud (2006), at 1.
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direct aftermath of September™Léscaped any constitutional scrutiny, and secdred, t
Conseil not only confirmed the constitutionality of the Lasi 18 March 2003 on
internal security, but even reiterated that its owf controlling the legislator was
limited, that it was the legislator's task to agprately balance the interests of public
order against the constitutionally guaranteed sigland freedoms. Against the
background of the French system; such a statensequite astonishing, since the
French Constitution provides for an obligatory ddansonal review of any organic law
(cf. Article 46(5) of the Constitution of 1958).dofar, the ruling of the Council in 2003
might reflect the general tendency in French prdito increasingly follow the English
approach with respect to terrorism. A similar olsagon can be made with respect to
the case-law concerning preventive car searchese wh 1977, theConseildid not
allow these, it changed its view in 2083.

The outlined results allow an assessment as torthact of domestic courts on human
rights protection: in all four countries, court d@ons declaring the incompatibility of a
law with a certain human right have caused subsegdagislative changes. This is not
surprising for the continental European countnesere the decisions of the respective
constitutional bodies are authoritative. It is, lemer, remarkable for the UK, where the
legislator has no formal obligation to follow theathrations of incompatibility. We can
thus conclude that the absence of any constituti@wew body in the UK does not
lead to significant differences in practice. Howewan important difference between
the UK and the other three countries was that poidhe adoption of the Human Rights
Act 1998, the Law Lords showed little interest inaSbourg's case-latV?

When comparing the type of fundamental rights tih@ domestic courts protect, it
must be observed that the Spanish Court mostly agigpéd the right to liberty (Article
17 CE),**® and contributed by its case-law to its further @efisation and limitation,
whereas the German Court focused rather on priistyes, in particular on the "right
to informative auto-determination”, i.e. the rightdecide autonomously about which
personal information may be shared with others, tanghich extent!® The House of
Lords was the only court to rule on derogationseurfgt. 15 ECHR, as the UK was the
only country among the four which had made uséisfArticle!'’ The FrenctConseil
Constitutionneshowed concern for equal treatment before the heseveral decisions.

113 5ee above, Part I, 4.3.2.

14 See, in particular, the Decision Brind and others v Secretary of State for the H@epartment 7
February 1991, [1991] All ER 720, [1991] AC 696referred to above, Part I, 1.3.8., in which thev_a
Lords rejected to apply the proportionality testdaseloped by the case-law of the European Court of
Human Rights.

115 STC 159/1986, of 16 December 1986cUrso de ampadp STC 199/1987, of 16 December 1987
(recurso de inconstitucionalidad$TC 47/2000, of 17 February 200@durso de amparo).

118 Judgment of 15 December 1970, case nos. 2 BvE 2/6%R 629/68 and 308/69 (BVerfGE 30, 1);
BVerfG, judgments of 3 March 2004, case nos. 1 R8R8/98 and 1 BvR 1084/99; Judgment of 4 April
2006, case no. 1 BvR518/02; Judgment of 27 July0520case no. 1 BvR 668/04;
Bundesverfassungsgeri¢ciiecision of 11 March 2008, case no. 1 BvR 256/08.

1" see above, Part Il, 1.2.1.2.
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In spite of these differences, all the courts hi&vie common that they are carefully
checking the laws against one ultimate tpsdportionality . It is maybe the underlying

principle of the conciliation of counter-terrorismeasures with human rights: while
most rights are not granted in absolute termsy thmitations may only be justified if

these seem proportional.

4.2. Impact of the ECHR and of Strasbourg’'s case-la w

4.2.1. The ECHR and the ECtHR’s case-law in the pestive national
legal systems

Although the ECHR has been ratified in all of th@mined countries, there are some
differences in how these countries have receivedEfBHR and the Strasbourg Court’s
case-law within their domestic legislation. Thistly depends on their legal tradition

with respect to international law (either being msbror dualist) but there are also

national peculiarities to be considered, in paléicuhe hierarchy of norms and the
position of the ECHR therein. Finally, the effecfsthe ECHR and of the ECtHR’s

case-law depend on the interpretation of Strasi®uege-law by national courts.

The ECHR was ratified first by the UK (1951), shibllowed by Germany (1952).
Much later France (1973) and Spain (1979) ratifteel Convention. While Spain and
France have a monist tradition, the UK and Germargy dualist countries. Thus in
Spain and France, the ECHR is directly applicaiMeile Germany implemented the
Convention into national law in 1952 and the UKLBO8'® However, more important
than the way of its implementation is actually therarchical position of the ECHR in
the domestic legal system: under Spanish and Geowiastitutional law, the national
courts, including the constitutional court, musienpret ordinary law and the higher
ranking constitutional law in accordance with theHR and with Strasbourg’s case-
law, while in France the ECHR prevails over ordynw but not over constitutional
law.*? In the UK the situation is similar to Germany @hin: both national case-law
and statutory law shall be interpreted in confoymitth the Conventiori*®

The conformity of national law with the ECHR istranecked by the domestic
organs. However, individuals can complain indingdtt Spain and Germany about
violations of their constitutional rightss interpretedn the light of the ECHR and the
Strasbourg Court’s case-law. In France and the tikis not possible, but the codfts
are held to interpret the national law, includingdamental rights, in conformity with
the Convention.

As a result, the effect of the ECHR on the case-#ad on the respective
domestic protection of the human rights under tG¢iR of the respective countries is

relatively similar*?? in all countries, the national laws are to be riteted in

18 Until 1998, individuals from the UK could alreadtydge complaints to the ECtHR but within the
domestic legal system the ECHR ranked lower thatutstry law.

19 Art. 55 of the Constitution.

120 However, if this is not possible, the courts caakena declaration of incompatibility and thereby
suggest to the legislator to change the law acoghylisee s. 3(1) HRA 1998.

2L1n France all courts but tf@onseil Constitutionnel

122 At least since 2000, the year in which the Humagh® Act came into force.
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accordance with the ECHR. However, while in Spaid &ermany even constitutional
rights have to be interpreted in the light of tteHR and the Strasbourg Court’s case-
law (and in the UK, statutory law is to be inteteaeconform to the ECHR), this is not
the case in France, where constitutional law gtélails over international treaty law.

The most significant difference in practice is tarmany and Spain provide
their citizens with the possibility to raise indival complaints before their national
constitutional court, while in France and the UKIsa possibility does not exist once
the law has been adopted.

4.2.2. Comparison of ECtHR/EComHR cases in relatida counter-
terrorism

When looking at the cases decided in Strasbourgelation to counter-terrorism

legislation, one must take into account that theHECand the Commission do not
assess the law in the abstract but only its appican the concrete case before it.
Therefore, the conclusions to be drawn from théngsl are of limited use when

assessing the compatibility of abstract legislatioth human rights. At the same time,
in order to get a more complete picture of the tjoef how far anti-terrorist laws are
reconcilable with human rights, the practical apgion of the law is more important
than the black letter law. It is for this reasoattthe rulings of the ECtHR and of the
EComHR must be taken into account for the predenys

The Strasbourg cases against the reveal that the ECtHR and the EComHR have
always accepted the UK's decision to derogate uAdmle 15 ECHR. Bonner remarks
that "where Art. 15 has come into play with resgeqpolitical violence connected with
Northern Ireland affairs, the Court and Commisdiave granted such a wide margin
of appreciation that European supervision has bdikried to a barely intrusive
level."'** He attributes this to the relative youth of thedpean system of protection,
its dependence on state consent and support, afddhthat the emergency measures
used in the Northern Irish conflict responded talemree of political violence not
experienced in any other Western European statesth® other hand, when no
derogation order was in place, the UK was condenmfoedviolating Article 5(3)
(excessive length of pre-trial detention) seveimes’?* The UK often responded to
these rulings by issuing another derogation ottfen relation to the Northern Ireland
conflict, the UK was further condemned repeatediy violating the right to life
(Article 2). In the Court's view, the authoritieachnot thoroughly enough investigated
certain deaths, and insofar had failed to complthwhe requirements under Art. 2
ECHR. In one case against the R the ECtHR even stated that the relevant domestic
law required a lower level of suspicion than theHEC Thereby, the Courhdirectly
showed that it deemed the domestic law incompatvalda the ECHR. The UK

123 Bonner (2000), at 48.

124 See above, Part Il, 1.3.4.

1% gee above, Part Il, 1.3.4.

126 Fox, Campbell & Hartley v UKJudgment of 30 August 1990 (application hd244/86) (cited above,
Part Il, 1.3.12.).
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responded to this judgment by repealing the relevaet (the Northern Ireland
[Emergency Provisions] Act 1978). Similarly, the Udgislator also reacted to a ruling
from Strasbourg establishing breaches of Art. 3tlef Conventiot?” This case
concerned deportation orders of foreign terrorisspects who had not sufficient
domestic remedies against the orders. FollowingelBtHR's decision, the UK created
the Special Immigration Appeals Commission.

There have been relatively few cases agaBpsin before the ECtHR in relation to
terrorism. This may be explained by the fact tha4i6 is one of the youngest members
of the Council of Europe — it only accessed to @wuncil in 1979, whilst the UK,
France and Germany had already been members foy ry@ars. Moreover, the
Tribunal Constitucionalfilters many cases so that they need not be treated
Strasbourg. With only two judgments it is not enoum allow any conclusions.
However, it remains both conspicuous and alarntiag torture was still an issue, and a
violation was stated by the ECtHRMuartinez Sala and Others v. Spaffi

As far asGermany is concerned, it is apparent in that most caseseging a
(dismissing) judgment of the German ConstitutioBalurt, the EComHR and/or the
ECtHR agreed with the national court's decision alst dismissed the applications.
Only in two casesHrdem v GermangndVogi, the ECtHR established a breach (of
Article 5(3) ECHR and 10 ECHR, respectively). Bikel in Spain, it is difficult to
make a general assessment for Germany, due towheumber of judgments identified
in relation to terrorism.

The Strasbourg Court has issued several judgmeissiFrance for infringing the
right to privacy, in relation to telecommunicatiom®nitoring'?® The legislator reacted

to this criticism by adopting a law regulating timerception of telecommunication
(Law no. 91-646 of 10 July 1991krance has also been repeatedly condemned for
violating the right to be brought before a judgehivi reasonable time (Article 5(3)
ECHR, in particular: excessive durations of prattdetention):*° France has reacted to
this criticism by adopting the law of 15 June 2@@0reinforcing the presumption of
innocence. However, criticism from Strasbourg dat nease after its entering into
force!®' Further, condemnations from Strasbourg were mblatein absentiatrials,
which are under certain circumstances possibleuantgo French law??

As a result, we note that Strasbourg has had awtasi rule on the application of
terrorist laws (or the application of ordinary latesterrorist cases) in all four countries,
and that it has established human rights violationall four countries. However, the
guantity and quality of violations differ considbha from one country to another.

127 see the cases cited above, Part Il, 1.3.13.

128 Judgment of 2 November 2004, application no. 58%4B8ee above, Part I, 2.4.6.).

129 5ee above, Part Il, 4.3.3.1.

130 gee above, Part Il, 4.4.7.

131 see above, Part Il, 4.3.4.

132 Karatas v FranceJudgment of 16 May 2002 (application no. 38396(8@g above, Part Il, 4.4.7.).
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Further, we note that these rulings from Strasbdwage occasioned the legislators
sometimes, but not always, to amend the existiwg la

When comparing the number of judgments adoptedhbyECtHR in the different
countries in relation to terrorism, it is conspiasdhat very few cases have been lodged
against Spain. One reason is certainly that Spatified the ECHR relatively late.
Hence, all draconian laws adopted under Francdes could not be challenged in
Strasbourg. Another reason might be that Spainahasnstitutional court so that only
those cases reach Strasbourg which the Constiélit@aourt dismisses. The filtering
function of a national constitutional court witlpeocedure for individual complaints of
human rights violations becomes evident when logphinth at the very few cases in
Spain and the relatively low number of cases imzery.

The largest numbers of cases were brought agaiedtiK and France. With respect
to the UK, this is not astonishing since the UK s first country to sign the ECHR.
Moreover, the terrorist threat in the UK reacheales far beyond those experienced in
any of the other countries, including SpaihHowever, the high number of cases in
France is more surprising. Most cases in Franceazord the length of detention, but
also procedural rights were violated (e.g. rightegal assistance, right to be present
during trial). It is conspicuous that in the Frencdses, it was not a specific anti-
terrorist law which was applied in a manner thabanted to a violation of human
rights, but rather the ordinary law applied in ayvegid way under the pretext that the
accused or convicted persons were terrorists. §itosvs that even without special anti-
terror laws, the presence of a terrorist suspidoming the investigations already
provokes police and judges to interpret the orgihaw more restrictively with respect
to human rights.

4.2.3. Violations of the ECHR in relation to terrgst cases per Article

To summarise, the ECtHR considered a number otgighanted by the ECHR to be
breached in the respective countries (in the camtiterrorist cases):

4.2.3.1. Art. 2 — Right to life

In relation to terrorism, the right to life was citered to be violated by the United
Kingdom, where the ECtHR in a number of cases fotlrad the UK had failed to
comply with the requirements of Art. 2 as to theestigations concerning a death of a
person, and that this failure constituted a bredohrticle 2 ECHR®*

133 More than 800 deaths are attributed to ETA, asoseg to over 3,000 attributed to the PIRA (see
above, Part |, 4.1. and 4.2.).

134 See above at Part Il, Chapter 1, Section 1.3gf@rfing to the casd¢elly and Others v UK

(application no. 30054/968hanaghan v the UKludgment of 4 May 2001 (application no. 37715/97);
see also EComHRgarrell v UK, Decision of 11 December 1982 (application no.38Q); Finucane v

the UK,Judgment of 1 July 2003 (application no. 29178/8&Shane,Judgment of 28 May 2002
(application no. 43290/98McCann and Others v UKludgment of 27 September 1995 (application no.
18984/91)Hugh Jordan v the UKJudgment of 4 May 2001 (application no. 24746/84)Kerr v the

UK, Judgment of 4 May 2001 (application no. 28883/95).
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4.2.3.2. Art. 3 — Prohibition to torture

With relation to terrorist cases, Art. 3 of the ERMas considered as violated in two
cases against the UR® one case against Spaifi,and one case against FranteThe
case ofChahal v UKstressed the principle of non-refoulement, whetegland v UK
concerned the treatment of arrested people dutiegtrioubles, which the ECtHR
considered to amount to degrading or inhuman treatnor punishment, within the
meaning of Art. 3 ECHR, but not to torture. Martinez Sala and Others v Spathe
Court established that Art. 3 ECHR was breacheadumsex the authorities had failed to
hold an effective official investigation into therture allegations brought up by the
applicant. In the case &terot v France strip searches of a prisoner were considered to
constitute degrading treatment, within the meawhgrt. 3 of the ECHR.

4.2.3.3. Art. 5 — Right to liberty and security

No other right has been breached as much as Arhdstly paragraph 3 thereof), in
relation with terrorist investigations. As the UKrée times derogated from the rights
under Art. 5, invoking Art. 15 of the ECHR® the ECtHR could naturally only
examine violations of this provision during the ésnwhen no derogation order was in
place. During such times the ECtHR found in twoesaelated to terrorism that Art.
5(3) was violated, as the applicants were not Hroygomptly before a judgé?
Moreover, Art. 5(1) of the ECHR was found to be dmteed in the case of Fox,
Campbell & Hartley, as a person was arrested wittioel requirement of "reasonable
suspicion” to be establishéf. Moreover, in two of the named cases, the right to
compensation under Art. 5(5) of the ECHR was atsathed*

Violations of Art. 5 of the ECHR were also recogsn cases against France and
Germany. In France, detention on remand was comslda three cases as excessive,
thus breaching Art. 5(3) of the ECHR, as it amodrnte one case to more than two
years+*? in another one to over three yedtsand in a third one over four yedf$.In
Germany, detention on remand lasted even longer Years and eleven months) in the
case ofErdem v Germany/® Likewise, the ECtHR found that Art. 5(3) of the HR
was violated.

135 Chahalv UK, Judgment of 15 November 1996 (application no.122@3):Ireland v UK Judgment of
18 January 1978 (application no. 5310/71).

1% Martinez Sala and Others v Spailydgment of 2 November 2004, application no. 5888/

137 Frerot v France Judgment of 12 June 2007 (application no. 702004/0

138 See above, Part Il, Chapter 1, Section 1.3.4.

139E g. inBrogan and others v the UKudgment of 29 November 1988 (application no. 11209
11234/84; 11266/84; 11386/8%);Hara v UK Judgment of 16 October 2001 (application no. 357%p).
190 Fox, Campbell & Hartley v UKJudgment of 30 August 1990 (application hB244/86).

1“1 0'Hara v UKand FoxCampbell & Hartley v UK(loc. cit.).

192 Gérard Bernard v FrangeJudgment of 26 September 2006 (application n67&/02).

143 Morgani v France EComHR, Report of 30 November 1994 (applicationv831/91).

144 Debboub alias Husseini Audgment of 9 November 1999, (application no 88797).

145 Judgment of 5 July 2001 (application no. 38321/97)
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4.2.3.4. Art. 6 — Right to a fair trial

Violations of the fair trial principle have beennd®inced in many cases by the ECtHR
in relation to terrorism. Especially in France,stiprinciple was considered to be
infringed in five cases, namely, where criminal ggedings against terrorist suspects
lasted longer than twi® respectively, nine yeat§’ where the administrative
complaint procedure against treatment in prison telden more than six years
(violations of Art. 6(1), respectivelyf? where the applicants were convictéd
absentiawithout their lawyers being heard although theelattere present during trial
(violation of Art. 6(3)(c))}*® and where the applicant was convictedabsentiawhile
actually serving a prison sentence for a terrafgnce already in Italy (violation of
Art. 6(1), (3)(c)(d)(e)>°

The UK was also criticised in three cases for viofathe fair trial principle,
namely in the case ofondron® in which the judges had not informed the jury
properly about the requirements which permittednthe make inferences from the
silence of the accused (violation of Art. 6(1)),iorthe case oMagee® in which the
applicant had not been given access to a soli@tothe initial stages of police
interrogation, and in which he was considered paldrly vulnerable as he had been
cautioned that the court might draw adverse infegsrfrom his silence (violation of
Art. 6(1), 6(3)(c)). The right to effective exerei®f his defence rights was also
considered to be breached in the casBrehnart>® who had only been permitted to
meet with his solicitor for the first time afterrest in the presence of a police officer
within hearing distance.

In Spain, one case was decided in Strasbourg regaitte fair trial principle in
relation to terrorism: the case Barbera, Messegué and Jabardo v Spafrin which
several irregularities during the trial did not m#e requirements of a fair and public
hearing, within the meaning of Art. 6(1), ECHR.

4.2.3.5. Art. 8 — Right to respect for private andamily life

The UK and France received criticism from the ECtHR infringing the right to
privacy and respect for family life in several caselated to terrorist affairs (cf.
Malone®® Khan!*® Lewis'®’ and McVeigh, O’Neill and Evans>® for the UK, and
Huvig™® andKruslin,*®° for France).

%6 Mouesca v Franceludgment of 3 June 2003 (application no. 52189/99).

147 Association Ekin v Francdudgment of 17 July 2001 (application no. 39288/98)
18 Ererot v France Judgment of 12 June 2007 (application no. 702004/0

199K aratas v FranceJudgment of 16 May 2002 (application no. 38396/97).

130 Mariani v France Judgment of 31 March 2005 (application no. 43640/98

131 Condron v UK Judgment of 2 May 2000 (application no. 35718/97)

%2 Magee v UK Judgment of 6 June 2000 (application no. 28135/95

133 Brennan v UK,Judgment of 16 October 2001 (application no. 39836

134 Judgment of 6 December 1988 (application no. 1@EH0

135 Malone v UK Judgment of 2 August 1985 (application no. 869)L/7

1% Khan v UK,Judgment of 12 May 2000 (application no. 35394/9@p also Kiihne and Nash (2000).
1571 ewis v UK Judgment of 25 November 2003 (application no31&p).
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4.2.3.6. Art. 10 — Freedom of expression

The ECtHR found in two cases related to terrorisoncerning FranceASsociation
Ekin v Francg*®* and Germany\(ogt v Germany'® that the freedom of expression
was limited in an unjustified manner, thus leadim@ breach of Art. 10 of the ECHR.

4.2.3.7. Art. 13 — Right to an effective remedy

The ECtHR found that France violated Art. 13 of t@envention in the case of
Ramirez-Sanchez v Francas French law did not provide for a legal remedy to
challenge the decision to prolong detention intapliconfinement®?

From the above, it follows that the rights protectender Arts. 5, 6, and 8 of the
Convention are those most often infringed in relatio terrorist cases. Arts. 2, 3, 10,
and 13 are also affected, albeit less frequenthe UK and France were most often
criticised by the ECtHR, followed by Germany ancal@p This observation coincides
with the general statistics of the ECtHR's casefdw

5. Summary

We have seen that legislators are indeed affegtgadyious terrorist events. However,
what influences them more than the actual levethefthreat seems to be the media
coverage the incident receives. The more mediataitea terrorist incident obtains,
the quicker the legislator reacts to it; and theckgr an Act is adopted, the less
attention is given to human rights.

Moreover, a number of general characteristics di-tarror laws have been
identified. Most of the laws restrict certain hunraghts (in particular, basic procedural
human rights). Besides these restrictions, whiehirasome, but not all cases, justified,
general principles of criminal law are also ignosednetimes.

Furthermore, a number of peculiarities of the défé countries could be
identified. Thus, the UK stands alone as the otdyesexamined that derogated under
Art. 15 of the ECHR from its obligations of Art. ECHR. Moreover, the adoption of
the Human Rights Act 1998 has considerably strenggtl the value of the ECHR in
domestic case-law. At the same time, after Septerii® the longest periods of
detention without warrant were adopted in the UKthWespect to Spain, a general
focus on penitentiary law is conspicuous, as welittee phenomenon that Spain, in
contrast to the other countries, has not reacte@Geaptember 11 with a speedily
enacted special anti-terror law. When comparingsthetion in the Spain of the 1980s

138 Application nos. 8022/77, 8025/77, 8027/77.

139 Judgment of 24 April 1990 (application no. 111@§/8

180 Judgment of 24 April 1990 (application no. 118@)/8

161 Judgment of 17 July 2001 (application no. 39288/98

162 Judgment of 25 February and 2 September 1995i¢afiph no. 7/1994/454/535).

183 Grand Chamber Judgment of 4 July 2006 (applicatmrb9450/00).

184 E g. see the ECtHR's survey of activities 200B2awhich enlists the violations by State and by
Article of 2007. According to this statistic, 3%dgments which found at least one violation weradss
against France, 19 against the UK, seven againmsh&w/, and only two against Spain.
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with that of today, we note a considerable improgeimn the protection of human
rights. A peculiarity of Germany was that diveraa$ were passed in the 1970s, which
mainly focused on restricting the rights of theeshele during trial. Moreover, the right
to privacy has been particularly restricted in Ganyy e.g. by introduction of the
Rasterfahndungor, more recently, by the planned online-seakfchnce's specialty in
counter-terrorism legislation is the extreme comedion and centralisation of
specialised judges, prosecutors, and the execofieentences, in Paris. Furthermore,
in practice theplan vigipirate,as well agnass detentions were a common reaction to
terrorist incidents or civil unrest.

With respect to the historical evolution of ardifor measures, we noted all
countries, except for France, faced terrorist tisréa the 1970s and adopted special
laws against it. In the 1990s a similar developmerdll countries could be observed,
tending towards the legalisation of special couevestigation methods, extending
these methods, and using them not only againgriem, but increasingly also against
organised crime, in particular drug-related delengy. After September T1all
countries except for Spain have reacted to intemnail Islamic terrorism by adopting
new and increasingly far-reaching laws.

The impact of domestic courts is in all countriegable and, mostly, positive. In all
four countries court decisions declaring the incatiigility of a law with a certain
human right have caused subsequent legislative gelsanThe impact of the
Constitutional Courts of Spain and Germany seemvyeler, relatively larger. The
UK's tradition of parliamentary sovereignty impedssirts from declaring a law as
unconstitutional, and similarly, the Fren€onseil Constitutionnehas ruled that it
leaves decisions concerning the balancing of iddi&i freedoms and security to the
legislator. Also the impact of the ECHR and of Sih@urg's case-law are remarkable in
all four countries. Increasingly the case-law frBtmasbourg is recognised. At the same
time, it is worrying in how many cases the ECtHRIfd that the application of special
anti-terror legislation violated rights of the Cem¥ion. It is also worrying that the
legislators reacted to such negative rulings agaiesr own country only sometimes,
but not always, by improving their existing law.
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